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Key Findings

By 2045, the balance of power in Africa wilkely depend not on any single innovation but on

whocann everage converging innovations. The same
instead empower their rivals whttateeweact orss i drme
to exploit this convergence ddesgteirom.ecause th

No single technology
shapes the future. What
matters is convergence:
the point at which
multiple innovations,
entering African markets
through commercial
channels that no arms
embargo or export
control can block,
reinforce each other into
something greatghan
the sum of their parts. A
non-state armed group
that can fund operations
outside formal banking,
manufacture precision
weapons locally, train a
loyal cadre with
operational skills, deny
access to coastal
corridors, and deliver
healthcare and dispute
resolution to the
communities it controls
is not a typical
insurgency. Itis a
parallel state, built from
off-the-shelf technology,
operating w
governance

KEY HOLISTIC FINDINGS

CONVERGING INNOVATIONS
WILL DETERMINE AFRICA’S 2045 BALANCE POWER

Control over converging innovation systems—not individual technologies—will
determine whether states or non-state actors shape governance outcomes.

NON-STATE ACTORS BUILD FINANCIAL SOVEREIGNTY
PARALLEL GOVERNANCE IS ERODING FROM MULTIPLE
DIRECTIONS

Non-state actors are
assembling full-spectrum
governance systems
using commercial tech-

States are losing their
role as financial interme-
diaries. Control over

N
&L
N
V capital flows is shifting
beyond state oversight—

reducing leverage over populations and
adversaries.

S

They deliver services, enforce rules,
and contest authority where states cannot.

SERVICE DELIVERY — NOT
WARFARE — DECIDES OUTCOMES

CHINA IS BUILDING
STRUCTURAL DEPENDENCY

The decisive contest is
who delivers governance
outcomes, not

who wins battles.

China is executing a
multi-layer infrastructure
strategy.

Adoption of integrated

J systems creates long-term
dependency and locks influence.

Service provision is becoming the primary
source of legitimacy and control.

THE OUTCOME IS CONTESTED —BUT THE WINDOW IS CLOSING

ﬂ A critical window for shaping outcomes exists—likely closing
2028-2031 between 2028-2031.

Africa’s future balance of power is not predetermined.

African
governments

cen ‘Fig‘ure‘ 1:I Overview of Key Findings
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This convergence does not make t-dgnamicomaensn

through this research: African states and con
authority in trade governanceg,afhdscasounteast
management. That progress is real but wuneven,
pace with the pace of changest althee cshaariel e mgnheorvsa
backed by instituti otnaatle'ishvoeasganeintty tem hganweer r1t.

AFRICOM's urgent question is whether investments will happen on time, as several domains
approach a cogirohibitive threshold by 2022031. This threshold marks the point where VEO
governance, Chinese infrastructure dependency traps, and African figeadigaty erosion
become irreversible. By 2031, Chinese influence in Africa will be deeply entrenched, raising
barriers to US competition. Digital infrastructure decisions made iniZ2025 will lock in

Huawei and ZTE ecosystems fori1® years, with integtion into Chinese cloud services

making displacement economically impossible. The US has spent about $5 billion removing
Huawei from US networks, but Africa's scale makes similar efforts infeasible. Meanwhile, Belt
and Road projects from 203018 will mature by 20282032, with ports, railways, and power
plants integrated into regional logistics, while African digital standards are set with Chinese
input, increasing reliance. Africans who studied in China from 28020 will assume

leadership roles, strgthening Chinese networks and influence. Additionally, T

agreements on critical minerals like cobalt, lithium, and copper will be fixed elsewhere by 2031,
limiting US access to essential supply chains. Collectively, these trends mean that 4fténe03
cost of great power competition in Africa will sharply increase, shifting from influence to
displacemer@ a much costlier and complex challenge.

Five key findings underpin the analysis, organized to build a cumulative argument: what non
state actors are constructing (Finding 1), where the contest will actually be decided (Finding 2),
how they are financing it (Finding 3), who else is positioneekmoit the same vacuums
structurally (Finding 4), and why the outcome remains uncertain (Finding 5). The window to act
is open, but it is closing.

Key Findi rRSgt alt:e NMocnt or s Wi | | Ei kel y
Spectrum Governance Substitutes

The most significant power shift i n Africa 1is
energy cooperatives, dispute resolution forums, training programs, and financial networks, the
essential infrastructure through which communities meet thdyr needs. Across the Sahel,

Horn of Africa, and Lake Chad Basin, netate actors are systematically building parallel

MAUE N1



governance structures from innovations that appear commercial or humanitarian individually but
constitute an alternative state collectively.

The Governance Substitution Mechanism
The mechanism is consistent across every domain examined. States withdraw through
incapacity, fiscal failure, or active expulsion of international partners, andtatmactors fill the

DECENTRALIZED FINANCE (DeFi)

Bypassing SWIFT & Sanctions, Inisible T
) Capital Flows outside State Contol B ol 8

Ly —
ARCHITECTURE —< _ ized Additive Manufacturing, .
(KINETIC & FINANCIAL CAPABILITY) :tomgigg:::grénnszr:gollrgnes -:m:- W

B =
5 j AUTONOMOUS SWARMS
g A FUNCTIONING

% "PARALLEL STATE' Pk
g2 IN GOVERNANCE GAPS " Defenses Obsolete,

&5

FOUNDATION - =

OFCVILAN £

LEGITIMACY
(SERICEDELVERY)

0 'WE:{J,E%E%’,‘@‘&#” (2)RENEWABLEMICROGRIDS \(3)INFORVAL URBAN GOVERNANCE

Mabile Diagnostics, Telemedicine, Functional Independent Energy Sovereignty, Transport Unions, Vigilante Networks,
Superiority over State Health Ministries Gontrolling Power Delivery for Local Loyalty Alternative Dispute Resolution.

Fig2rnédlustrates a Par aNolsetlatSe aacet cArrsc hu ttielcitzuer ea f ouync
including community health, rtem ebwmaibll & temes rigo/g alanlde guir tbiama oy dre
"fstbhck" autonomous and decentralized operational architectu

void with services that build durable loyalty: predictable security, accessible healthcare, reliable
energy, economic opportunity, and adjudicated justice. What distinguishes the current trajectory
from historical insurgent governance is the technologiobbtrate enabling it at scale and at low
cost.

Community health networks built on mobile platforms and trained community health workers are
replacing state health ministries, not through conflict but through functional superiority. Where
government clinics require physical infrastructure that fragdees cannot sustain, a digitally
enabled cooperative can deliver diagnostics, telemedicine referrals, and disease surveillance via
smartphone. As mobile internet access acrossSaiiaran Africa surpasses 65 percent, the

AlfuE N 1l



technological barrier to deploying these systems has effectively disappeared. Communities
distinguish not between state and rsptate providers, but between whoever showed up and
whoever did not.

The same dynamic applies to energy. Falling solar costs, improved battery storage, smart
metering, and mobilenoney billing have transformed electricity from a national infrastructure
project into a deployable service. Renewable microgrid systems, coiztathegemotely
monitored, and financed through a gagyyou-go platform, can now deliver reliable power
without government involvement. In governance gaps across northern Mali, northeastern
Nigeria, and eastern DRC, controlling energy infrastructure maarisolling one of the most
politically consequential public goods a community receives-Hate actors are increasingly
capable of providing it.

In urban Africa, governance substitution takes a different but equally consequential form. As
megacities double their populations by 2045, with Lagos nearing 30 million residents and

Kinshasa and Dar es Salaam on comparable trajectories, municipal govesraneebecoming

structurally overwhelmed. Informal urban governance networks organized around transport
enforcers, community militias, and protection racket operators have already filled the gap across
informal settl ement s wiranmpulaonliges. Whaa distinguishes o f
todayds networks from historical predecessors
leadership, mobile money revenue systems, and encrypted communications enabling

coordination across entire urban d@B without state infrastructure or permission.

The +HSuwlalck Operational Di mensi on

Governance substitution provides the civilian foundation. A separate convergence provides the
operational architecture that makes +sbate parallel states militarily viable in ways previous
insurgencies never achieved.

The cost of building a complete operational capability stack has fallen from the exclusive domain
of nationstates to the realistic reach of wetlganized norstate groups within a decade.
Decentralized finance protocols move funds across borders withatiting the banking system

that intelligence agencies monitor. Hybrid additive manufacturing produces functional firearms
and drone components from locally available materials, bypassing interdictioerable supply
chains. Commercial maritime surveiilee fused with lowcost unmanned surface vessels shifts
coastal access denial from a bluater naval capability to something a lapased group can

execute with opesource tools. Opesource autonomous flight control software is eliminating

the trained bman operator as the bottleneck in drone strike operations.

MmALE n 1



None of these capabilities, taken individually, is decisive. Together, they describe an
organization that finances

itself outside stateontrolled JNIM INCREASES DRONE
systems, arms itself without R AlEL 502395 ¢
statecontrolled supply

@ Fatalities @ Attacks

chains, moves personnel 50
without statecontrolled
identity infrastructure, denies
state forces access to key
corridors, and strikes without
risking trained operators. 20
Jamaodat -Iskmwal a

30

Muslimin (JNIM), a terrorist °

group demonstrated how 0

quickly this stack assembles NOTE Dota is from Burkina Faso, Mo, and Niger

from its first documented Atacks Include ofl JM aw/chrone strikes

drone aavity in September Figdmeé ghlights the documented tim

2023 to a sustained Campaign of JNI'M drone empil2dymenti Iflrusmmr2aGd23hg the t
ofFPVIEDdropsandISR progression from ISR to coordinat

guided combined arms assaults by 12@25: surveillance to precision strike to miadtmain
coordination in under two years.

Why I nstitutional Constraints Cannot Match Th
The structural advantage nstate actors hold is not superior capability but the absence of
constraints that slow state

NSA ATTACK COST STATE DEFENSE COST adoption of the same

(Low-Barrier Swarm) (High-Barrier Intercept) technologies. State
: militaries must integrate
autonomous platforms into
manned formations, retrain
officers whose incentives
favor legacy systems, and

|
S

;f g ‘D&I;JAL 4 Fi??%ﬁggéﬁsﬁ'g{% ./ route procurement through
ite: 5, 40, 05_SFAR_AI_Drones_snippe! L. )
B ;!ng ministries that favor
25 0R0NEAUTONOMOUS SWARM e institutional continuity.
[cite: 5 40, 05_SFAR AL Drones snippet] .. .
§60,000 State health ministries

navigate accreditation
requirements, supply chain

Traditional noint-defense architectures unsustainable.

Figdredhl i ghasttsy mmegapy Coordinated a .

swarms create a structural defendsreornerblu'éep'gcrqcbels’%prican stat e
swarm costs under $60,00petatddpkobdnetparonage systems..Non
interceptor costs millions-dpéenshot,
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state actors face none of these constraints. They build tactics from scratch, tolerate attrition at
rates no accountable military can match, and adopt innovations at commercial market speed
rather than procurement cycle speEklis accountability asymmetry compounds over time. Each
innovation cycle in which nestate actors adopt faster widens the gap. By 2045, the
compounding of these cycles across fileenains simultaneously will likely produce parallel
governance architectures in the Sahel, Horn, ané IGllad Basin that are more capable, more
legitimate in the communities they serve, and more resilient to military disruption than any
previous norstate challenger on the continent.

Key Finding 2: The Contest Wi IlAfT
Li kB8lkey Deci ded on the Service Deliywv
Battlefield

KEY FINDING 2

THE CONTEST FOR AFRICA’S BALANCE of POWER IS BEING

Military operations in the

Sahel, Horn of Africa, and DECIDED AT THE SERVICE DELIVERY LAYER, NOT THE BATTLEFIELD

I—ake Chad BaSin have, for Military success has not led to lasting political outcomes—service provision now shapes balance of power.

more than a decade, achieve SERVICE DELIVERY WINS LOYALTY - NOT FORCE

tactical success and produce -

no durable political % ’ E; I “ ‘ u
Healthcare & Aid = Education & Jobs Local Security Dispute Resolution

outcomes. Operations that
———— When services arrive before the state, loyalty shifts in the provider.

kill leaders, disrupt S s fast
networks, and recapture SKILLSTRAINING BUILDS FUTURE RECRUITS =2

terrain consistently fhto M
A

co nso l Id ate th € g overnance ijobitr;ining fills the edIation & empToyrnéni gap.
legitimacy that would make . — —

COMMUNITY ENGAGEMENT WEAKENS EXTREMISTS

those gains irreversible. The = S
contest for political loyalty in M

Af rr caos f ra g Fire Committees & Economic Programs replace extremist influence.

being decided on the THE POLITICAL INFORMATION WARFARE
batt!efleld. Itis beln.g FAKE NEVS a®
decided at the serviee | News EEE ‘

d elive ry |ayer an d the Disinformation, Media Blackouts, State Repression.
Winners ae those WhO THE ANALYTICAL VERDICT

invested in delivering EE X
tangible value to .

.. Governance, Not Military Might, Decides the Balance of Power.
communities that formal ——— -

governmentsabandoned. Fi gbreLegitimacy in fragile African
delivery rather than battlefield success, &
services gain |l asting political I ec
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Why Service Delivery |Is the Decisive Layer
The logic is consistent across every sector examined. When a community receives healthcare,
energy, dispute resolution, or security from a-state actor before encountering the state

through coercion or taxation, its political loyalty orients towardpitevider. This transfer is not
ideological; it is rational. UNDP research across eight African countries found that 25 percent of
voluntary recruits to violent extremist organizations cited lack of job opportunities as the primary
motivating factor, a 92qrcent increase from 2017 findings. Nsetate actors that deliver skills,
income, and services to youth in education and employment vacuums are not merely recruiting;
they are constructing durable institutional loyalty that military operations cannahydesthout
simultaneously providing alternatives.

Communitybased fire management illustrates the mechanism in a sector that has received
almost no security attention. In the Sahel and Horn of Africa, latsehgon fires are a primary
trigger for farmetherder violence, the conflict cycle through whi¢EOs recruit, establish local
authority, and extract protection rents. Where community fire committees with authority to plan,
permit, and patrol prescribed burns have been established, and-cextibmevenue provides a
direct economic stake, these highgovernance institutions have demonstrably displaced VEO
authority in localized contexts. The actor controlling this governance package controls the
political terrain in the landscapes where VEOSs recruit.

The skillstraining pipeline dynamic is the clearest evidence thatstate actors understand this
mechani sm and del i ber at-agé populatorpwillgriow by morethaAf r i ¢ a
600 million between 2025 and 2050, yet <tdharan African ecmmies create only

School Closures due to insecurity in West & Central Africa, 2025 apprOXimately 3 million
formal wage jobs annually,
against a structural need for
15 million. The September
2025 Regional Education in
Emergencies Working Group
documented nearly 15,000
school closures across 24
West and Central African
countries, affecting more than
three million children, a figure

School Closed due to

- e e s —— 02 Soees nearly doubled since 2019.
FigérSe hool closures due to insecur Anyactorthatdelivers
2025. A total of 14,829 schools cl structured skillstraining in
practical areas, such as drone
operation, communications, logistics, and weapons maintenance, is not filling an education gap.
It is capturing the human capital development function states have abandoned, converting
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economic dependency into organizational allegiance, and building the operational cadre that
sustains armed operations with far greater resilience than ideological recruitment alone can
provide.

The Political I nf ormati on Layer

Service delivery operates in parallel with a contest for political narrative that is equally
consequential and equally being lost by states. Social media has become the primary source of
political information across Africa. Afrobarometer documents growtmf22 to 45 percent of
regular news consumers between 2014 and 2023, shifting legitimacy terrain from broadcast
media governments' control to platform algorithms they do negehlerated disinformation
deployable for hundreds of dollars allows insurggoups and foreign proxies to shape public
perception faster than any state cowumi@rative can respond. African governments have
responded primarily through internet shutdowns: 35 documented in 2024, the highest regional
total globally, an approach thieats the symptom rather than the cause and consistently
accelerates legitimacy erosion.

The Analytical Verdict on the Military Layer
Security cooperation frameworks structured around manned corrdimedtraining, equipment
provision, and counterterrorism capacity building are designed to contest the military layer of a
competition being decided at the governance layer. A partnermitigdter equipped to destroy

JNIM positions in the Sahel, but whose government still cannot deliver healthcare, education, or
justice to the communities JNIM governs, will achieve tactical victories that produce no durable
political outcomes. Recognizirtgis distinction is the analytical departure point for thinking

about what investments would alter the 2045 balance of power.

Key Findi
Sover ei

ng 3:
gnty from Thr ee

Wi Afirki écloegat- | Sitaantce | |
Di rections

THREE SIMULTANEOUS EROSIONS

African central governments have
historically derived political leverage
from their role as financial
intermediaries, the entities through
which employment, subsidies, patronag
and crisis relief flow to populations. Tha
intermediary role is being strucally
dismantled by the digitization of
financial infrastructure, enabling capital

to move at scale and precision across

OF STATE FINANCIAL SOVEREIGNTY

REMITTANCES & DIGITAL TRANSFERS
& — Bypass State Channels

&

STATE
FINANCIAL
\‘_‘? AUTHORITY -;;7

FINTECH & TELECOM SYSTEMS CRYPTO & INFORMAL FINANCE

Evade Oversight

— ] Shift Control to
n — Non-State Actors

borders while bypassing state oversightFigure 7: State Financial Sovereignty Erosion
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This is happening simultaneously from three directions, each driven by a different innovation,
each eroding a different dimension of state fiscal authority.

From Above: Remittances and the Erosion of Pa
Globally, remittances to low
and middleincome countries| Remittance, official development assistance and foreign

have surpassed the combing direct investment flows to low- and middle-income countries
total of foreign direct

investmen{FDI) and official
development assistance
(ODA). Africa reflects and
amplifies this global pattern.
Remittances have emerged
as the continent's largest an¢ 800
most stable source of 700
external finance, consistently ¢,
outpacing FDI and
exceeding ODAwhichare
volatile, politically
contingent, and increasingly| 300

Official development assistance from official donors
Foreign direct investment, net inflow === Personal remittances, received

Billions of United States dollars
1,000

900

500
400

subject to donor 200
retrenchmentin Gambia, 100
Lesotho, Comoros, and 0
Somalia, diaspora traresk 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022 2024

represent between 14 and 2
percent of GDP, making
them more structurally Figure 8: Global growth of remittances.

consequential than any other

external financial flow. What is new is not the scale of remittances but the infrastructure
delivering them. The rise of mobile money platforms, interoperable instant payment networks,
andthe African Union's Pa#frican Payment and Settlement Systemw operating across 18
countries with over 150 commercial banks connected or in active onbagdrdsiyansformed
remittancegrom informal, highcost,intermittent transfers into fast, reliable financial
infrastructure that operates entirely outside government mediation.

Source: UN DESA, based on the World Bank World Development Indicators database and OECD

The governance implication is structural. Where households receive meaningful income from
external sources bypassing statamtrolled channels, dependence on state employment,
subsidies, and crisis relief declines, weakening the patronage relationsbygghtiahich

African governments have historically translated fiscal control into political loyalty. The effect is
most acute in higlhemittance, fragilestate environments precisely where governance
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competition is already most intense. Diaspora communities can mobilize funds to sustain civil
society, opposition movements, independent media, and emergency relief at speed and scale no
state can match through formal channels. By 2045, as platform iaetaloigy deepens, this

capacity will likely be faster, cheaper, and harder to monitor or interrupt.

From Bel ow: Decentralized Finance and the | nv
The second erosion operates in the opposite direction. Where remittances are a legitimate flow
redirected around state channels, decentralized finance (DeFi) is infrastructure -buifidee

make financial activity invisible to state oversight. DeFi pecols enable sekxecuting digital

100 Response agreements on

B ess than 0% distributed ledgers; no
80 peveeni030% | single msUtqu_n

I More than 30% controls, allowing funds

of all crimes - High

[=))
o

to move directly from
diaspora donors, gray
market partners, or
corrupt patrons to
operational cells
without passing through
North Central ggg%m East West any monitorhale
intermediary. The cost

IS
o

Percentage (%)

20

Fi g9r el NTERPOL's 2025 assessment of -cy o
Saharan African regions. Elevated thre®fbUldilgad gs across EastH

indicate a digital expl oi tsdtaitceen aernwirr drgomli'gﬁ{;gmerdiDQFﬁ for non
generation. pipeline has already
fallen below $1,000,
and continued open
source proliferation will likely lower that threshold further by 2045.

Mobile money penetration across sBharan Africa already exceeds formal bank account

ownership. Nexgeneration platforms integrating encrypted cryptocurrencies with standard

mobile wallets are effectively decoupling economic activity from state ovesigitale. When
digital wallets are managed by entities out si
actors can blend funds with legitimate commercial traffic, making it difficult to detect.

From Within: Virtual Taxation and the Parall el
A third dimension not fully captured by the remittances and DeFi dynamics is the deliberate
exploitation of digital financial infrastructure by nstate actors to tax populations they do not

physically occupy. The traditional VEO revenue model, physiiairgon at roadblocks, is
resourceintensive and vulnerable to state interdiction. The emerging model is qualitatively

different: nonstate actors employ digital coercion through encrypted transactions and
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ransomware to extract sustained revenue from territory they govern administratively, without
militarily holding it. A VEO taxing a popul at
sovereignty that erodes state legitimacy while simultaneouslyconding fiscal pressure from

the other two directions.

The Three Erosions Compounding

The convergence of these three dynamics produces a fiscal environment that African central
governments have not previously faced. Legitimate flows bypass state patronage channels from
above. lllicit flows become invisible to state oversight from below.-Skate actors construct

parallel revenue systems, extracting value from the same populations states claim to govern.
Together, they compress state leverage from three directions simultaneously.

Key Finding 4: China | s Hwxegeuting
Dependency TShitaWaL eg@akchi eve Structur
LoclkiBef ore 2031

The governance vacuums Key Finding 4:
nonstate actors fill China’s Multi-Layer Dependency
through service delivery strategy — lock-in before 2031
and operational ‘

LEO Satellite Constellations
Orbital communications infrastructure

capabilities are

simultaneously exploited

at a structural level by an \
external actor with longer S

Al-Enabled Intelligence Fusion |
Algorithmic layers of security systems |

. . Safe City Surveillance Platforms ILr?%k
tlme hOI’IZOI’]S, greater Regime dependency on Chinese systems 203y1
resources, and more oot

. . Agricultural Al and Data Platforms
d e | | b er a t e | ‘ Proprietery datasets African states lack

Additive Manufacturing Ecosystems
Indigenous production under Chinese IP

engagement across
Africads dic
intelligence, and |
. ‘ Not Scale or Ambition — Mechanism
man ufactu rl ng Influence embeds in technical infrastructures, not bilateral relationships
infrastructure is a = s
systematic strategy to : '
embed Chinese technical {
standards, data pipelines,
andalgorithmic Fi guO@hi nado$amertdependency strategy
architectures into the critical technical systems, |l ocking in insti
layers through which

SOVEREIGN ON ‘ INSTITUTIONAL
PAPER ONLY CONSOLIDATION
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African governments function, making displacement prohibitively costly before any competitive
alternative develops.

The Architecture of Dependency: Five Simultan
Thetrategy operates across five infrastructur
others. The first is the orbital |l ayer. Chi na
Guowang (12,992 planned satelliitteess opya Rt0D8@i anf
backed strategic investments explicitly desig
Starlinkbébs commerci al model . The 2021 Chinese
firms to share data wiet htt he COPR |lreecgardd!| amesa na
government adopting Chinese LEO infrastructur
intelligence and command dat a. MOUs have alre
mar kets under t e 2ERDR0sphacw, Abbreafcarne Dlover nment
to orbital i nfrastructure that wgdnrersattdipen ,t hies
deci sive competitive window.

The second layer is surveillance and political control. Huawei Safe City systems are active in at

|l east 12 African countries, eight of-dwdni ch ar
CCTV with facial and license plate recognition, cremdntoring analytics, and integration

with national biometric databases. Chinese sbateed banks finance these systems at 30 to 40

percent below Western alternatives. Cameroon illustrates thedabknamic: beginning with 70

Huawei cameras in 2014, thevgonment accumulated $270 million in Chinese sietek debt

to expand toward a planned 24,000 cameras nationwide. The Safe City model strengthens

i ncumbent regimesd coercive capacity while ma
maintenance, upgraaycles, and data architecture.

The third | ayer is intelligence fusion and an
has produced bilateral intelligence framework agreements with approximately 40 African
governments. Combined with Huawei Safe City systems embedding Elalgesithmic

standards into African security decisioraking, and PLA professional military education

programs training approximately 2,000 African officers annually in Chinese analytical

methodologies, Beijing is establishing institutional leglat a @ce that will make competitive
displacement prohibitively costly well before 2030. Without African adoption of-open

architecture standards before Chinese algorithmic norms reach embedded depth, African analytic
sovereignty will be functionally lockedtoBg i ngés data governance st a

The fourth layer is manufacturing and logistics. Mufiaterial additive manufacturing capable

of producing functional components from digital blueprints without traditional supply chains is
shifting Africads secur it ydigitalmeanstokpootuatiore f r om
Chinabdés systematic embeddi ng o fnatidnNechmidalb c at i on
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institutions creates structural dependency on
demonstrated use of Aldnabled sustainment to project force without a traditional logistics tail
provides a complementary model, together positioning rival pawetscouple African security
architectures from Western supply chains before U.S. acquisition reform generates a competitive
response.

The fifth layer is agricultural and logistics Al. Al advisory platforms integrating satellite

imagery, weather modeling, and soil analytics generate agrarian leverage invisible to traditional
security analysis: whoever controls the advisory algorithm otsnplanting decisions, input

procurement, and market routing for millions of smallholder producers representing over 60
percent of Africaés agricultural workforce. P
than $10 million in 2014 to approxately $600 million by 2022. At the 2024 FOCAC Summit,

China and Africa agreed to 20 digital agricultural infrastructure projects through 2027. As these
platforms scale, they accumulate proprietary datasets on soil conditions, yield cycles, and climate
paterns that African ministries do not independently hold, transferring structural information
advantage to external operators.

Why This I s Different from Historical Great P
What distinguishes Chinads strategy from hist
scale or ambition but mechanism. Previous external powers competed through physical presence,
bilateral security agreements, and economic investment. China emfheelsce into the

technical infrastructure through which African governments function communications,

surveillance, resource allocation, and security force sustainment. Physical presence is not

required. Influence persists as long as the technical infciste persists, and infrastructure

lock-in driven by sunk costs, proprietary data accumulation, and trained dependency is far more
durable than any bilateral political relationship.

Key Finding 5: A MPwnanmgctkukx yGotusn:t e
Africa's 2045 Bal ance of Power S
Predeter mi ned

The four preceding findings describe compounding erosionstair actors assembling parallel
governance structures, financial sovereignty hollowed from three directions, the service delivery
contest being lost where it matters most for political loyatyd a deliberate foreign power
embedding structural dependency before alternatives can develop. Left uncontested, this
trajectory points toward a 2045 Africa in which formal state sovereignty likely persists on paper
while functional authority has fragmied across noestate armed groups, diaspora networks,
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private platforms, and

patrordependent regimes KEY FINDING 5
that mistake surveillance AFRICA'S 2045 BALANCE OF POWER
capacity for governance — CONTESTED, NOT PREDETERMINED
legitimacy. A dynamic competition between forces of fragmentation and consolidation will
determine whether states maintain true sovereignty or retain institutional consolidation.
But this trajectory is not FRAGMENTATION (Broader) CONSOLIDATION (Narrower)
foreordained. Runnin
t hrough t hgi S - B‘.';‘.':Tuﬁ.'%’ﬁ””'”" T(AMfc?TEA‘;OVEWCE
alongside the fragmentation FINANCIAL FISCAL INFRASTRUCTURE
thesis is a consistent VS (oLn
counterdynamic: in the QHPJ;Q““‘°"“‘“°" B BIOLOGICAL SECURITY
domains where African ' §§ J | RBAR GOVERBARCE ¢ RESOURCE MANAGEMENT '
. . ENERGY
tStat_e S a nd continental These decentralized forces challenge These integrative efforts seek to build
institutions have state authority and coherence. institutional strength and cooperation.
deliberately invested in
governance capiy, the THE DECISIVE WINDOW LONG-TERM OUTCOMES
same innovations that Caivconsolidation %
empower challengers are & ca;ch fl;agmentation ey | gy
. 2 -in? —>
strengthening the 2028 2031 bafore laccl PAPERONLY “— CONSOLIDATION
institutional architecture of = : ; Weak central control  Strong, effective,
leqiti . A critical period for making and stai:"withlfv‘\)-';tate angmiged stavtee
egitimate authority. The structural choices. power dynamics. institutions.

evidence describes a

genuine contest in which Figure 11. Africads 2045 balance of

theoutcomeremainsopen forces outpace narrower but critical ef fort
. . ,'during f2h0e3 12 0d2e8c i si on wi ndow.

and deliberate investment ii

the remaining window can

alter 2045 trajectories that would otherwise lock in.

Trade Governance: Where States Are Winning
The African Continent al Hari#Rarridr (NAR) mechhanignasd s ( Af
the clearest example of institutional consolidation at the continental level. The NTB mechanism,

a digitally enforced adjudication portal for resolving tradstrictve measures across member

states, has processed over 220 complaints since becoming operational in 2023, resolving more
than half at an average of 39 days, a fraction of the bilateral diplomatic timeline it replaced. By
creating binding continental accoubilgty for trade compliance, the AfCFTA Secretariat is
accumulating regulatory authority in a domain previously defined by bilateral friction serving
politically connected importers and informal corridor operators.
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The Distributed Ledger Technology (DLT) singléndow customs platform describes a
complementary mechanism at the transaction level. By recording evenborroes trade
declaration on a tampeesistant shared ledger that no single actor controls, pte$erms
eliminate the opacity through which trade smsoicing, ghost shipments, and corridor taxation
extract rents that Africa loses, estimated at $88.6 billion annually. In the Sahel, INIM and
Islamic StateSahel Province impose taxes and protedi@s on unmonitored corridors across
Mali, Burkina Faso, and Niger, generating revenue that directly sustains armed operations. A
DLT ledger restructures this reektraction model by creating auditability where opacity once
existed, and states deployirigese systems are not just recapturing revenue; they are
restructuring the economic incentive landscape that makes corridor taxation viable for armed
groups.

Bi ol ogi cal Governance: The State Advantage Wi
The Oxford Nanopore MinION, a portable U$Bwered DNA sequencer deployable across 53

of 55 AU member states at a cost between $1,0
research where the technology structurally favors state adoption ovetaterators. Its three

governance applications each translate directly into territorial control and public trust. First,

outbreak detection at the point of care: during the 2015 Ebola response in West Africa, MinlON

field deployments returned sequencing resuitiin 24 hours of sample collection, allowing

health authorities to identify and cut active transmission chains in ways labedafmepdent

systems could not match. Second, genetic forensics without foreign laboratory intermediaries,
allowing security foces to sequence material from attack sites or detained individuals in the

field. Third, border biosecurity at remote crossings that currently lack any laboratory capacity.

The state advantage is structural: pestiewed research confirms sequencing activity across 53

of 55 AU member states, reflecting existing organizational capacity to integrate labayatdey

tools into public health and security operations. No-siate group has demonstrated

comparable capacity as of 2024. HoweverSAh abaab 6s cl inics in Somal.i
administrative structures in Mali represent the organizational foundation that could eventually
support MinlON adoption by sophisticated pstateactors. In Mali, only 57 percent of the

population lives within five kilometers of a health center outside Bamako, compared to 93
percent within the capital. The Minl ONGOs stat
integrate it into functioningdualth, forensic, and border operations before 2031 will have built a
compounding governance advantage that late adoption cannot easily replicate. States that delay
risk ceding even this favorable terrain.

Resource Governance: Supply Chain Control as
Critical minerals supply chain governance represents the consolidation dynamic at the largest
economic scale. As global demand for lithium, cobalt, copper, and rare earths intensifies, major
consumer markets are imposing verified sourcing and due diligeqo@ements as conditions
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of trade and financing, transforming mineral supply chains from purely commercial spaces into
governed spaces where demonstrating legal extraction, traceable custody, and environmental
compliance is necessary to access the higlaae markets.

For African states, this creates a governance opportunity requiring no new technology or
territorial conquest. States that control licensing, certification, processing, and corridor security
are positioning themselves as indispensable nodes in supplg thairthe energy transition will
make increasingly critical. States without significant mineral endowments can participate
through downstream governance refining, logistics corridor control, certification, and recycling,
all of which confer influence ovevhich producers can access vahdrled markets regardless of
geology. The power here flows from regulatory credibility, not resource ownership.

The nonstate actor dimension runs in both directions. Effective enforcement pushstaten

actors toward weaker links: smuggling routes, document fraud, and ungoverned corridor

taxation. Weak enforcement increases scarcity rents and strengthens hotomwol terrain or

borders. In eastern DRC, M23 has exploited the coltan certification gap, using documentation
fraud to move minerals through formal channels while the Congolese state captures none of the
compliance premium. The DRZambiaZimbabwe mieral corridor and the Sahel gold belt are

the two highesstakes arenas where this dynamic will determine whether supply chain

governance consolidates state authority or entrenches parallel armed group economies. The same
compliance architecture that colgdnerate fiscal authority for states, when enforcement is

lacking, instead boosts fiscal authority for their competitors.

The Tension Between Fragmentation and Consol i
The honest finding is not that Africa is inevitably fragmenting or inevitably consolidating. Both
dynamics operate simultaneously, at different speeds, with genuinely uncertain outcomes.
Fragmentation is broader, spanning military capability, financiehgtfucture, political

information, urban governance, and energy delivery. Consolidation is real but narrower,

concentrated in trade governance, fiscal infrastructure, biological security, and resource
management. Whether consolidation catches fragmemtaditore irreversibility thresholds are

crossed depends on decisions and investments not yet made.

| mplications for U.S. interé&ebgrapti AFRbGOMNTI g
The five key findings describe dynamics operating across Africa, but their convergence is not
uniform. Three regions emerge as the likely areas where multiple innovation stacks will interact,
governance vacuums are deepest, and the irreversibility thdeshiobe reached first.

The Sahel: The Primary Regi on
The Sahel, Mali, Burkina Faso, Niger, and their border zones with Chad and Nigeria, is where
t he most innovation stacks converge and where
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evolution from territorial insurgency to administrative governance structure dispensing justice,
levying taxes, controlling curriculum, running parallel health networks, and deploying
autonomous drone capabilities is the most advanced existing examipéepairallel state
dynamic this teamb6s research forecasts at sca
created the most permissive environment on the continent for NSAG adoption of commercial
technologies. Artisanal mining economies providegbesystems through which autonomous
platform components enter without triggering export controls, and active drone operations
generate the demand signal that will pull UGV diffusion forward on attxenyear lag. The
Sahel is simultaneously where tliagmentation dynamic is most advanced and where targeted
governance investment, if mounted before 2031, has the most realistic chance of altering the
trajectory.

The Horn of Africa: The Convergence -8fatGeeat
Actor Dynamics

The Horn of Somalia, Ethiopia, Eritrea, and Djibouti, with overspill into Kenya and Uganda, is
where great power competition most directly intersects with thestaia governance

substitution dynamic. ABhabaabds governance aa iocluditngect ur e i
taxation, Islamic courts, civic committees, and mandatory youth education programs is the most
institutionally mature example of nestate human capital development on the continent and the
template other regional groups are studying. Simudao us | y, Dj i bout i host s
overseas military base; Chinese LEO satellite infrastructure is being marketed to East African
telecom operators; and Chinese Safe City contracts are active in Ethiopia and Uganda.
Commercial ISR, fused with lowost umanned surface vessels, is making the Red Sea and Gulf

of Aden increasingly accessible to rstiate actors seeking A2/AD capabilities. The Horn will be

the first region where orbital, surveillance, intelligence fusion, and maritime denial stacks
convergem a single operational environment.

The Lake Chad BaRunal TBenWebgance

The Lake Chad Basin, spanning northeastern Nigeria, northern Cameroon, Chad, and Niger,
represents a distinct but equally consequent.i
in December 2024 and its ongoing external trainer support make it threds@ost advanced

NSAG drone operator on the continent after JN
climatedriven displacement, collapsing formal employment, and persistent state security failures
creates the labor surplus and governance tatiNSA skills training pipelines are designed to

exploit. Lagos, approaching 30 million residents with informal settlement prevalence already
exceeding 60 percent, is the most consequential urban governance experiment on the continent,
the megacity wher [IUGN institutionalization, microgrid energy governance, digital financial
infrastructure, and Al disinformation will interact at the largest scale. The Lake Chad Basin is

where the rural insurgent governance dynamic and the urban governance subdtihiaic

will first converge and be most visible.
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Conclusion: The Window to Act Is Now

The five findings describe a compounding dynamic, not a linear one. Th&tateractor that

governs a community's healthcare and energy needs has already secured the political loyalty that
makes its skillgraining pipeline effective. That pipeline prodscoperators who sustain the
autonomous systems that make territorial control defensible. Decentralized finance funds
operations that hybrid manufacturing sustains. The orbital and surveillance infrastructure a
patron state embeds makes all of this hataeontest, harder to see, and harder to reverse. Each
layer reinforces the others: remove one, and the system adapts; allow all five to mature, and the
architecture becomes salfistaining.

That architecture is not yet safistaining. The countelynamic documented in Finding 5, trade
governance consolidating under AfCFTA, biological security tools structurally favoring state
adoption, and supply chain governance converting mineral endowimémtegulatory

authority, demonstrates that deliberate institutional investment can still alter the trajectory. The
outcome is genuinely contested. But the window in which it remains is closing. The
irreversibility threshold between 2028 and 2031 ménkspoint at which VEO governance roots,
Chinese infrastructure loak, and African fiscal sovereignty erosion converge beyond the reach
of feasible policy reversal. These thresholds are not reached simultaneously, and not all are
equally reversible, buhe first and most consequential layers lock in before the end of this
decade.

U.S. security cooperation structured to win the military fight cannot alter an outcome being
decided at the governance layer. What can alter it is investment in the service delivery contest, in
fiscal infrastructure, and in partastate institutional cagity, made before the architecture of
adversarial consolidation becomes too deep to disrupt. The balance of power in Africa by 2045
will not be determined by the crises that demand attention then. It will be determined by the
investments, commitments, andntests entered now.
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Section 1: Economic and Financi al
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This innovation most directly affects the balance of power between central governments and

society. Where
y ) HOW REMITTANCES ERODE STATE LEVERAGE
h ouse h (0} I d sreceive a The causal chain from private income flows to weakened central authority
meaningful share of
. TRIGGER POWER SHIFT
income from external
External Income Flows In Household Independence Patronage Leverage
sources, dependence on T — Rises - Weakens
households directly, outside state Less reliance on state jobs, Economic vulnerability can no
State co nt ro I | e d channels subsidies, or crisis relief’ longer be used as political tool
employment, subsidies,
or crisis relief declines. A SHOCK RESILIENCE INTERMEDIARY BYPASS WELFARE AUTONOMY
2025 pee_"—eviewed Stu dy Households absorb economic crises Direct income flows let households Independent purchasing power
i . without turning to state emergency avoid gatekeepers who often serve as enables welfare and political choices
pu bl Ish ed 18] Health assistance — removing a key pressure instruments of local political control. not conditioned on state approval.
. . point.
Policy and Planning

(OXfOI’d Academic) foud Figure 2 Al-generated image depicting how remittances erode state leverage. Image
that, onaverage, created by Claude Al

remittances increase public health expenditure across 53 African colifthissweakens
patronagebased relationships that depend on central government monopolies over economic
stability and the distribution of public resourcdsuseholdsvith reliable remittance income are
better able to withstand economic shocks, avoid predatory local intermediaries, and make
independent choices about welfare and participatidscale, this reduces central authorities'
ability to use economic power or societal vulnerabilities as political leverage.

The digitization of remittances also reshapes
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Executive Summary
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AfCFTA Member States: Single-Window Customs Adoption & Key Trade Corridors
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Africads Digital Trade Rul eHoldoweats, Li kel

from Laggards Across 54 States by 2045

Executive Summary

The AfCFTA NonTariff Barrier (NTB) Reporting, Monitoring, and Eliminating Mechanism is
likely (55 80%) to concentrate regulatory authority in continental institutions by 2045. The NTB
mechanism is a digital adjudication portal operationalized in 2023t®bieding Phase I

Digital Trade Protocol commitments and African Union (AU) Agenda 2063 mandates, adopting
states will gain compounding trade and governance advantages. African Regional Organization
for StandardizatiofARSO) convergence work furtherrengthens this outcome. Despite chronic
capacity deficits in over half of AU member states and entrenched resistance to standards
harmonization, these barriers slow but do not reverse adoption. States that move first will
outperform laggards structurallgtates that delay cede institutional legitimacy to more

integrated economies.

Discussion

The NTB mechanism is the specific innovation at the center of this forecast. It istznsed

portal. Governments and businesses use it to file, track, and resolve NTB complaints across
AfCFTA member states in real time. An NTB is any traéstrictive masure other than a tariff.
Common NTBs include duplicative customs documentation, conflicting phytosanitary
requirements, and inconsistent prodtesting standards. Conventional NTB resolution required
bilateral diplomatic negotiation, which was slow, qpe, and easily stalled by politically

protected domestic interests. The NTB mechanism replaces that process with a multilateral
digital mechanism! Complaints are logged, assigned to responsible states, and tracked against
mandatory resolution timelines. That shift, from invisible bilateral friction to transparent
continental adjudication, is the governance change this forecast assesses. Sinchahisme
became operational, more than 220 NTB complaints have been logged through the platform.
Over half were resolved at an average resolution time of 39'8a@ymt operational record is the
foundation for the 2045 projection. The AfCFTA mechanism did not emerge without precedent.
The Common Market for Eastern and Southern AfriEast African Community Southern

African Development Community (COMESBAC-SADC) Tripartite NTB mechanism, built by
and for Southern and East Africa, first proved the digital adjudication nibd@bht regional

system has resolved over 790 complaints since its establisifnent.

The forecast does not concern African integration as a general trend. It concerns the balance of
regulatory authority when a specific, binding, digitally enforced mechanism makes NTBs visible
and actionable. The NTB mechanism is not an aspirational arthigelt is an operational tool

that creates institutional accountability where little previously existed. In such settings,
regulatory authority tends to shift toward institutions capable of defining rules, monitoring
behavior, and coordinating or adjadting compliance at scale. The AfCFTA NTB Reporting,

y

Monitoring, and Eliminating Mechanism, togeth
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https://tradebarriers.africa/
https://www.tradeunionsinafcfta.org/wp-content/uploads/2025/07/Impact-Analysis-of-AfCFTA.pdf
https://www.brookings.edu/articles/trade-and-regional-integration-foresight-africa-2024/
https://hoainitiative.org/sites/default/files/uploads/NTBs-FINAL-last-11-December.pdf

structures, provides a continemide system for the first time. Through this system, the AfCFTA
Secretariat can track and follow up on reportedtawiff barriers. It can also help coordinate the
resolution of their issues among participating stétes.

Three drivers make the forecast likely rather than merely possible. First, the AfCFTA Phase I

Digital Trade Protocol, adopted in 2024, mandates interoperability standards. Member states

must align domestic digital regulations with continental norms. iShasbinding legal instrument
backed by the AfCFTA Secretariatods for mal di s
roadmap! The United States is not a party to this agreement. However, the broad disciplines of

the AfCFTA Digital Protocol will affect business regulations in African countries where U.S.
companies operaté.States that sign but fail to comply face structured institutional

consequences, including trade access restrictions. Second, ARSO works with African national
standards bodies to advance technical cooperation and harmonization. Mutual recognition
agreemersd depend on compatible technical regulations, standards, and conformity assessment
infrastructure. These are the | egal i nstrumen
product certifications! ARSO6s wor k creates technical precort
generate enforceable regulatory equivalence, not merely nominal compliance. Third, the

economic incentive structure strongly favors adoption. The IMF projects that full implementation

of the AfCFTA would add $450 billion to continental GDP by 203%hat project also includes

lifting 30 million people out of extreme poverty. The World Bank estimates that of a projected

7% real income gain, only 0.2% would come from tariff cuts. The remaining 6.8% would come

from NTB removal and improved trade fagilion.® Those returns concentrate in states with
harmonized regulatory environments, creating asymmetric pressure -@uopters.

Figure . Three Dr i vieerds Roefg uNTaB oMeyc hHaanrinsormi z at i on 2045
AfCFTA Phase I Mandates member states to align Legally binding; non-compliance | In force
Digital Trade domestic digital regulations with triggers trade access restrictions
Protocol (2024) continental norms
ARSO Standards Advances in technical cooperation among | Creates a technical foundation Ongoing
Harmonization African national standards bodies for mutual recognition
Work agreements across AfCFTA
IMF AfCFTA GDP | Projects $450B in GDP gains and 30M 6.8% of gains from NTB Projected
Projection lifted from poverty by 2035 removal; returns concentrate in

harmonized states

Source: AfCFTA Secretariat (2024); ARSO Annual Report (2023) ;

The consequence of the balarafegpower is institutional, not military. The NTB mechanism

shifts regulatory authority from fragmented national ministries tealidhored continental

dispute processes. States that participate gain rackess advantageggsaling of foreign

direct investment, and legitimacy within AfCFTA governance structures-gdaticipating

states face compounding disadvantages. Their exporters cannot certify regulatory equivalence.
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https://tradebarriers.africa/
https://lrs.org.za/wp-content/uploads/2024/07/LRS-AfCFTA-Briefing-2nd-Edition.pdf
https://www.trade.gov/market-intelligence/afcfta-digital-trade-protocol
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https://www.congress.gov/crs_external_products/R/PDF/R47197/R47197.4.pdf

Their NTB complaints receive no institutional backing. Their domestic standards drift further

from continental norms each year. These disadvantages increase future harmonization costs and
deepen structural exclusion from AfCFTA preferential trade flows. NThB mechanism is self
reinforcing. Early adoption lowers the relative compliance cost for subsequent entrants while
raising the cost of continued ngarticipation.

Figure 2. NTB Mechanism Adopt i-CoammPluitzxrotmeAU MNMeompdri aSttatvess Non

Compliant States Non-Compliant States

Regulatory Standing Complaints logged and adjudicated under = Complaints unrecognized; no institutional
AfCFTA rules backing

Market Access Mutual recognition agreements unlocked; Exporters cannot certify regulatory
exporters certify equivalence equivalence; access is restricted

Investment A transparent regulatory environment An opaque NTB environment increases

Signaling attracts foreign direct investment investor risk and reduces FDI

Standards Cost Harmonization costs decline as ARSO Future harmonization costs compound
harmonization work matures with each year of non-patrticipation

AU Legitimacy Governance authority reinforced within Governance authority remains fragmented
AfCFTA continental structures in national ministries

Source: Author's synthesis. Derived from AfCFTA Secretariat

Uncertainties and Vulnerabilities

Three assumptions underpin this forecast and are verified through a Key Assumptions Check.
First, the AfCFTA Secretariatds dispute resol
be enforced by 2030. If early NTB complaints go unaddressed, matabes will defect, and

the mechanism will lose legitimacy. African WTO members have implemented roughly half of
their Trade Facilitation Agreement commitments, compared to-tiuagers in Asia and Latin
America.H This track record on analogous commitments underscores the credibility risk.
Second, external financing through the African Development Bank and EU Aid for Trade is
sustained through the mRD30sM Without this, many member states cannot meet baseline
NTB mechanism requirements. Third, AU Agenda 2063 governance benchmarks remain
politically insulated from instability in the Sahel, East Africa, and the Great LAkkesegional
conflict disrupts AU institutional coherence, the continental order may not consolidate before
2045. Each assumption is sufficient on its own to degrade the forecast from likely to roughly
even odds.

Capacity constraints are real and wagicumented. Operating the AfCFTA NTB mechanism
requires sustained digital connectivity, trained customs and border officials, and domestic legal
frameworks for NTB adjudication. Public readiness reviews and natioraldirategies show

that many member states still depend on external technical assistance to build these capabilities.
M Political resistance also persists. States with regulatory rents face structural incentives to
obstruct harmonization, as domestic industries protected by NTBs resist the transparency the
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https://www.afdb.org/sites/default/files/2024/06/06/aeo_2024_-_chapter_2.pdf
https://archive.uneca.org/sites/default/files/images/agenda_2063_final_revised_first_ten_year_implementation_plan_12_10_15_230216.pdf
https://www.mcti.gov.zm/wp-content/uploads/2024/01/NATIONAL-STRATEGY-ON-ELIMINATION-OF-NON-TARIFF-BARRIERS.pdf

mechanism imposé$.These barriers compress the eartiopter universe and widen the
governance gap. They do not reverse the forecast. Phase Il legal obligations and IMF economic
projections exert asymmetric pressure that intensifies as AfCFTA trade volumes increase.

Analytic Confidence

Analytic confidence is Moderate. The forecast rests on corroborated institutional documentation:
operational reports from the AfCFTA Secretariat, ARSO harmonization data, anctpesved

trade economics literature. IMF and World Bank modeling have nglepéndently replicated.
Confidence does not rise to High due to three unresolved assumptions: AfCFTA enforcement
credibility, sustained donor financing, and the political durability of AU integration

commitments. An Analysis of Competing Hypotheses (ACH) matrix tested H3 atyainst
alternative futures. A Key Assumptions Check sttessed the three linchpin assumptions

identified above. Both techniques are detailed in Annex A. This report was produced with
assistance from Claude Opus 4.6 (Anthropic) for drafting and strustyypbrt. All analytic
judgments and source selections are the autho

Author: Charles M. Diggs
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Privately Operated Renew88)l%) MiocrSaohgr rfitd s
Local Power Away From Weak States Acros

Executive Summary
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contiol

Di scussion

Despite policy effortgridsregubanataondal nuegt
capacity and insecurity are |ikely to produce
spacestanenactors may tawgrcdpagsefsor wapt et e
use financing and service contracts to shape

di efsrede i ndependence) will remain a niche outc
resilient | stamcungticaes, ehiabmeg, and militants
on fragile nation® grids or fuel 1l ogistics.
Figure 1.1 = People without access to electricity in sub-Saharan Africa, 2019-
2024
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Between 2019 and 2024, the annual number of new connections slowed, barely keeping
pace with population growth, leaving around 00 million people without access in 2024

Figure 1.1 This demographic trend indicates that the absol ut

recent years, with an average of only 16 million people gain
At this rated Bg02mMBb| i abapmo@ahe Af mi €s@abwould still be withou
when the regionés popul atioh is projected to reach 1.5 billi
By 2045, the most consequential O0innovationé
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https://www.iea.org/reports/financing-electricity-access-in-africa
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77
https://www.irena.org/Publications/2024/Dec/Off-grid-Renewable-Energy-Statistics-2024
https://www.iea.org/reports/financing-electricity-access-in-africa
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://www.mdpi.com/1996-1073/17/6/1321
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.iea.org/reports/financing-electricity-access-in-africa

meters, -maodewobil king. This bundle makes el ec

nati onal con%truction project.

Why it spreadsosmh AfectraifiLeatigorni dmso daanl do nsgt asnud
systems will -aestai  pttihen |[foomesa | arge share of
access in Africa (I EA) .|l I Regmudian @ r ya rarrifvicerisnsr wlrea
reduce investor risk armdiuml dWNorprdi Batn&k )g apfihte
di ffusion in states that cannd@t extend or rel

How i1t shiftsstate shaltedao®nof power:
1 Service delivery and legitimacy: actors who keep lights on for clinics, markets, and water
pumps gain political credit when the state carffiot.

1 Revenue and patronage: metered power creates steady cash flows; who controls tariffs,
connections, andshaotf f s control sf a | ocal Atax base. o

1 Coercion and controkmart meters and PAYGo billing make electricity a controllable lever
operators (or whoever coerces/captures them) can prioritize connections, set payment terms,
andremotely disconneg er vi ce, enabling Areward/ puni sho
contested space#?

1 Enabling other tech: reliable effrid power supports communications, surveillance, small
scale manufacturing, and drone operations capabilities that can advantage both states and
insurgents®™

Case examples (Africa): where microgrids beco
1 Nigeria (DARES/NEP): ResuHlisased financing (Performan@ased Grants) and mgrid

regulation have accelerated private deployments. Operators control metering, tariffs, and

remote disconnect turning electricity into leverage over local commerce atidspdfi

1 Tanzania: An enabling regulatory framework (standardized licensing/tariffs and clearer grid
arrival rules) helped attract developers showing how state capacity can steer microgrids
toward legitimacy rather than parallel authority.

1 PAYGo + smart meters: Gffrid firms bundle hardware, software, and finance using mobile
money, prepaid metering, and remote monitoring. That stack also creates sensitive energy

use data, raising privacy and foreigocess questiong!

Electricity is a Ovisiblebdé public good. Where
devel oper, cohbhpekadiveil ftoy,eiminl itia, or cri mi
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https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://www.iea.org/reports/financing-electricity-access-in-africa
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://www.afrobarometer.org/wp-content/uploads/2022/02/afropaperno182_antipolitics_of_electricity.pdf
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-development/digitalutilities/the-value-of-payg-solar-for-mobile-operators-gsma/
https://projects.worldbank.org/en/projects-operations/project-detail/P161885
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://www.wri.org/news/release-report-tanzania-mini-grid-sector-doubles-bold-policy-approach
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-development/digitalutilities/the-value-of-payg-solar-for-mobile-operators-gsma/

revenue, and coercive | everage. Microgrids, t
platform for governance especially wh%n paire
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PictQfidge i d sol ar installation supporting community energy acec
Africa: Bringi f5g i Rle Emwa lglye ,t oOfClommuni ti es, 0 photo credit John

Key risks and competitive dynamics to watch

1 Asset capture and extortion: In weakly governed areas, distributed energy assets can be
taxed, stolen, or Oprotectedd by armed group
incentivizing private security arrangements that bypass the'state.

1 Cyber and remoteontrol vulnerabilities: Smart inverters, meters, and cloud monitoring
increase efficiency but add attack surfaces. Compromise of billing or shutoff systems can
create coercive leverage at community scale.

Modern conflicts demonstrate that centralized
systems i mprove resilience and continuity wund
points of failure (one tower makmen,g dme hs ghhstea
ar mgdoup operations | esstBHyependent on vulner al

Mi crogrids can harden partner resilience (con
| SR/ communications)stwaiéeentsoaeocabi nngemone
include suppogtidgrpgutateromjnpnotdesti mgnctot
foreign financing that buys political i nfl uen
variable, not afdevelopment footnote.
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https://www.afrobarometer.org/wp-content/uploads/2022/02/afropaperno182_antipolitics_of_electricity.pdf
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://www.mdpi.com/1996-1073/17/6/1321
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77

Operational |l y, -cmosctrqogeu adlsc lam®l @agy owt hey can he

(water, cold chai ngomrwanynsd e merrdd e readeai,c ey dtuetlhe s
enable il licidgt atcedonpamn eersn arcsitbinn per mi ssi ve sy
Uncertainties and Vulnerabilities

This estimate remains sensitive to the politi

del i very. Mi crogrids shift power only if they
t hat states cianmns eecnufroirtcyee;aaiemeahisgthh@&n slaencome t ar

sabotage, and coercion. Asset capture and ext
energy assets can be taxed, stolen, or O&éprote
operating covsitzss nagn dpriinvcaetnet securi tyCgbeanagauen
remeoba@atrol vulnerabilities: Smart inverters,

but also introduce additional attack surfaces
create coercive |l evédRage!l at orlye-abomkwaminpy gs ¢ &
sudden tariff caps, contract disputes, or unc
coll apse investor confidence or force operato
undercuttigaiMegiti macy

Analytic Confidence

Analytic confidence: Mo d-griad er e iEe W ahler In edses aawdes i
central to Africabds electrification economics
and cost trends fodoPVmandeda(FBé oiCathdd gabwes! i
tempered by the 2045 horizon and by political
politics, and the ability of states to regul a
mi crogrids reinfenaél st paeal gt gmaénoancs. by
addition to traditionalPerredeaGetny nkPa omhann d u@oski |
were used to support editing and research for
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https://www.nrel.gov/docs/fy24osti/90139.pdf
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77

Distributed Hybrid
StrCheabitoti €BEOs

Manufacturing is Lik

Executive Summary
The rapid prnoduigfreeridaatli aodnd iotfi ve manufacturing t e
source weapons schemm%) ctsh anta k\ei alte nti kked tyr e mib5s t

(VEOs) in Africa wil!/l possess the capability
firearmsahe by the year 2045. While state mil
materi al science, the commercial commoditi zat
wi || | i kedtyatad |aoomt onrosn t o bypas3Fhistennavadbnah
the balance of power from state security forec
to decentralized insurgent cells capable of i
Di scussi on
The democratization of manufacturing ®fechnol o
Whil e VEOs will keep using traditional smuggl
muni tions, ' '
chains are
more vul ner ’
i n t er d I c t I o Metric Liberator FGC-9
surveifl hanc Type Single-Shat Self-Loading
. Calibre .380 ACP 9 %19 mm

con t ras t 1 I Overall Length 8.5in (215 mm) 2047 in (520 mm)
h y bri d manu Barrel Length 2.5in (63.5 mm) 45 in (114 mm)

. Weight (unloaded) 0.7 b (0.32 kg) 46 1b (21 kg)
provides th — 1 10-33 (+1)

: : Capability Low High
_r esl l I e n t p Durability Very Low Moderate to High
indefinite <~ o~ A e

tFigllh'eghItihgehtrsapid eypol mt ieadn wefap®Ds ct
. Modern technol ogi esAtcomlté ntuieme oo fi-Mmpaedo ¢
al ready bei sepmiut omanliyc firear m; automatic operat

demonstrateu LI | AR L N N e
zones | i ke Myqnmanm, fwhers dmivieo dsuuccecd® stdifyabIrHIGC m
carbine using commercial printeris, effectivel

METhis capa

By 2045, this hybrid manufacturing approach i

precssroke systems. While early VEO drone wuse
| i ke stl laeni-tVe St aAfer i ca Pa mola nmac' ea t(-1l SSUVeEAsRBUtS d di Imi n

(IJNIhdMdve since progressed to | imited assembly
indicates that | SWAP i s assembling first pers:

a dPDinted payl oad |roenli enags @ hmerc it aon ibsyym,asasl el ectr
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https://www.frstrategie.org/en/publications/notes/new-tech-new-threats-drones-3d-printed-guns-artificial-intelligence-and-violent-extremism-2025
https://ict.org.il/the-source-of-weapons-held-by-radical-islamic-organizations-in-the-sahel/
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/
https://fpa.org/emerging-technologies-terrorists-print-weapons/
https://armamentresearch.com/wp-content/uploads/2020/03/ARES-Research-Report-8-Desktop-Firearms.pdf

Aerospace and Defense Additive The Busk ri] :
Manufacturing Market Report 2026 —
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https://www.thebusinessresearchcompany.com/report/aerospace-and-defense-additive-manufacturing-global-market-report#:~:text=The%20aerospace%20and%20defense%20additive%20manufacturing%20market%20size%20has%20grown,(CAGR)%20of%2017.8%25.
https://www.fortunebusinessinsights.com/military-3d-printing-market-105202#:~:text=KEY%20MARKET%20INSIGHTS,Download%20Free%20Sample
https://armamentresearch.com/wp-content/uploads/2020/03/ARES-Research-Report-8-Desktop-Firearms.pdf
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/
https://fpa.org/emerging-technologies-terrorists-print-weapons/
https://www.thebusinessresearchcompany.com/report/aerospace-and-defense-additive-manufacturing-global-market-report
https://www.fortunebusinessinsights.com/military-3d-printing-market-105202
https://acleddata.com/report/drone-warfare-reaches-deeper-sudan-peace-talks-stall-august-2024
https://www.aljazeera.com/news/longform/2026/2/3/drone-warfare-in-sudan-tracking-1000-aerial-attacks-since-april-2023
https://www.thebusinessresearchcompany.com/report/aerospace-and-defense-additive-manufacturing-global-market-report#:~:text=The%20aerospace%20and%20defense%20additive%20manufacturing%20market%20size%20has%20grown,(CAGR)%20of%2017.8%25.
https://www.aljazeera.com/news/longform/2026/2/3/drone-warfare-in-sudan-tracking-1000-aerial-attacks-since-april-2023

S3printed explosive ¥BBisngsasadstredyalsieghloioglst
digitally enabl ed s u\WwhpOsy ccahmianc g i rmeo dae rfni rmif 3 h e
simply by downloading files and sourcing gene

Il f VEOs can downl oad and print weapons speci f
strategy of targeting supply linepowedédbecom
printer and access tesursavaimdingnoeaeblhs shd@xemeés a
regenerating capacity indefinitely without a

Uncertainties and Vulnerabilities

This forecast rests on three critical assumpt
First, the anal-ggrsd spraisrstuenres d &a@mda blhe gof produci
products will remain comméfcmahuyaavarkabl wea
firmware | ocks that ®dethekat hesprasntimodgeohn sveal
copying currency, tWAGOs cwonalnd f @¥Stdudraeidd ,el @t shii gsn sr.e
predicated on the assumpt i or steh atn dr auwm r magtud rait a

chemical taggants be required for all/l commer cC
potentially traceriungauatchtorviizteid smanou ftahcetiwr or i g
det erMTehnicred, the forecast assumes VEOs can bri
operate machinery for additive manufacturing.
temperamental for field use, mass prosduesi on
observed i n earfplry ngread waitnisan of 3D

Analytic Confidence

The analytic confidenckehifoorf drhecsaststwanatdckeri isv e
Analysis of Competing Hypotheses (ACH) matri X
hypot hesis against continued reliance on smug
routes are increaei sghyevul aemcablaeadt didgi o6i zat
manufacturing technologies are difficult to r
over the neXhet wegtygy dWeawsng twheed bfcourneecnatsetd i s
commer ci adodtr emeldsudtni on and technol ogy diffusi

gaps rpemdaiimc,ul arly I ow visibility into the spe
regarding African VEOs and met al 3D printing,
beyemdrent plasthiaddapabnltoiéesaditional rese
Gemini, and CoPil ot were used to support edit
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https://www.geeska.com/en/yale-humanitarian-research-lab-identifies-new-rsf-drone-launch-site-sudans-nyala
https://gnet-research.org/2024/11/06/blocking-the-blueprint-technological-barriers-against-3d-printed-firearms/
https://www.microtracesolutions.com/what-is-a-taggant

Mul-Material Additive Manufact uGriemgt as a
Power Competition in Africa through 204

EXSUM
The matur aMaberobl MAHHOI ti ve ManufacdOt)i hg (AM
become a consequential axis of Great Power Co

Russia to eradd otgriasdiitciadn aldoth.ep®dgesotihcough p

that bypasses WiHsTthe rsn psapep ! f ochusierss speeci fical
|l evel great power conrspteattiet iaocnt,o rn cAAM ocand o\pE O oonr,
in a complementary SFAR by a colleague. The e
l ane: hlhow dHSitmateted actors exploit AM ecosyste
the African security architecture. Due to Chi

manufacturing sthahdandsechhocpér t noentsittruattieodn su,s
of -AMabl ed sustainment to project force witho

structurally positioned to decouple African s
di plomatic |l everage beheratdsSa aotiifgbespi ve r
potenti al resistance from U. S. defense contr a
economic disincentives against AM adoption, a

to play external powers aggnnktewxwnbkbi Bnoyhertrhte
sta@ateected acceleration of AM ecosystems by B
Western adaptation ab®B%ani naa ' 'dse|siybsetreanaet ipco | & nchye
education and manufac-hatriog séehdacdks eoaosyph
form ofditpdolmacy | i kely to create structur al d
softwarlf stacks.

Di scussion

The Strategic Shift: From Physical l nventory
For decades, U.S. preeminence in Africa reste
to move, sustain, and repaenmre aged@mMehihas dwar
material AM, capable of processing multiple m
integrated components, chaldoédreegads ptriBycpgadroadi
045, if AM matures as projected, the primary
rom physical inventory to the digital me ans
nd trained engineeringytabheabithay wlitbwusus
hai ns The true Center of Gravity in this co
apital, institutional standards, and manuf ac
riticali naute ntmdrld ng component. Whoever cont
erm security alignmétbt of African partner na

T 0O 0O 0 Q9 "N
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https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics

A critical qualificati on-mau<strilbd AtMatted hnmpmfl oag
reliably print t hestfruddtyurianlt ecgonap oende retl se ctthriosnif
2045 horizon assumes si gnimaitauaratt i oantsitradd s, ma
science | imits, | P fragmentation, or energy cC
argument weakens substantially. This is addre:
Hypot hesi s (A®H)elanrmrve x.e pFiogglment i s already un
Uu. S. Marine Corps has deployed expeditionary
ruggedi zed printers through programs includin
Manufacturindg don RtFFAéB ) B a tnti It e faite ve . -e&Crhdamlaedcdas d
|l ogi stics support units-ad] angetdehbaileeser dhse
establish that the transition from prototype
occiurgr, at the state |l evel, with the relevant ¢
African opera¥i ng environment .

China: -“De@Hmanacy and Foundati onal Di spl acemen
China's strategy is rooted in foundational di
hardware, and software |intteclrdircalani mduictaw ti iomr
Western alternatiChéeésmnaamascompeotritteidieg. di stri bu
printers into-niats oowedacatpantahesystems as pa
infrastrucdture initiative.

As African nations pursue production sovereig
AM ecosystems to
b y p ass We s t Layer 1 — Education and training
con d I_btalsoenm-_l ‘ AM hardware and curricula in African institutions
This create

dependency

Layer 2 — Manufacturing standards
to W h at C S I Chinese hardware and software stack adopted

document ed
computing a
tel ecommuni

domai ns: Af ‘
government s
appearance

technol egic

determinat’® ~=~ -1 - _ _
Fi gudehl naodsL alyherre elDeicphnoonacy Embeddi ng

their def'Education, Manuf acturing Standards,i an
infrastrui2045. Developed by author from CSIS (2

becomes
progressively aligned with Beisjhiamg'ng tilldd h miad a

Layer 3 — Defense infrastructure
African security aligned with Beijing

[Western leverage rendered obsolete]
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https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://3dprint.com/56699/china-3d-printers-schools/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition

Russi a: Privatized Force and Verified AM Expl
Russiads Africa Corps, the formalized success:
operationally relevant use of additive manuf a
where traditional maintenance™ mpmay ichalimera
the Central Af r i-bcaacnk eRde pfuddrl c ecs, hRauvses -euaspeedd i 3eDn tp r i
parts fabri-emaéai oah iescelr&sevdi esmeeawpons, &Hdtd UAV conm
What Russia demonstrates is a model for dispr
small , diffuse proxy forces to -spusttacedbasic
comporVeorstco,w projects strategic presence witho
constrains Wwdi¥BecauspeAMtpaimaent s and innovatic
priwvaceéor driven, these capabilities are diff
sanct ons.

The "Plastic Pipeline” and the Commercializat
The term "Plastic Pipeline," used -pnothcedana
sustainment of kinetic capability through AM,
established Iiterature. It edce sicm | WN sPan ale adf pt
reporting and academifd oawsg | yaits refa dielrlsi cihto uwa
framing is original rather that drawn from an
By 2045, as the commercial aspect of AM innov
private sector, it wildl become increasingly d

nost ate actors from gaqr and eangaiatctcieasls WND h $pys sot deuncst . |
creates a threat environment where mercenary
technol ogy arsenals without a traditional i nd
actors over concenthf ated conventional forces.

The Defense Contractor Friction Probl em
A genuine structural tension constrains U.S.
underlies Western defense contracting. Pl at f o
profit come from pr #ipui-rbdtaeryi ale pAM ctemreenat ey tt
stream by enabl ng useldntl o ker iIChti n@ao@man Rutss i
directed defens
u. S. contractor
friction, unl es

e

without a comp

[

e industries are incentivized
s face real BB8gnamidsb, di Biacent
s addressed through directed r
titive AM fllamework to offer A

African Agency: A Critical Bl ind Spot Addr ess:¢
The initial draft treated African states | ar g
This is analytically insufficient. African go
capacity to play great poweo dscacgeapitnisntg eGhcihn eoste
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infrastructure while maintaining U.S. securit
renegotiate WebB8iBgr 20aA&nditthieo malriet y.i kely outco
cleanly aligned with any single external powe
using AM partnerships instrumentally. The dec]i
not ®Bel ¢ling Bl Messawhwchever external power mo
sovereign prerogatives while provifldi ng the mo
U.S. defense contractors China and Russia
Razor blade model State-directed industries
i 4
r ™ r
Profit from proprietary parts Strategic outcomes incentivized
AM threatens revenue stream AM = influence, not revenue
¢« \} ™ r \l
Incentive: resist AM adoption Incentive: accelerate AM export
Quarterly returns over strategy Tools for partner sovereignty
¢« \} ™ r \l
Slow U.5. AM framework Rapid ecosystem embedding
No competitive offer to partners African partners adopt rival stack
.
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Analytic Confidence

Analytic confidence is assessed as Moderate.

Hypot heses (ACH). Four total hypotheses were

hypothesis (see ACH Annex A). Twomay i e rsweit gh
Chinabds capacity to execute AM ecosystem embe:
Chinese AM initiatives in Africa r amaiurstpriiara |
contexts, and may undehesatr maaer s$hatdsgwebkl to
dependency on any single great power, includi
i mplications of hairdwalyleeaa2r@l osetbwar @okrochn I
uncertaintyarcegomdinugitdiheAM maturation in ausi
political durability of Chinese AM infrastruc
partner nations, the degree to which U.tS®.s acgq
a competitive AM offering, and whet her Wester.
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proves structurally durable or yields to comp
for i dea and | ead generation; results were us
against priwmdriyawbandnd thyi gherceo nidnacrlyu ssioounr.ces bef o
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AlEnabl ed Decision Ecosystems Are Likel)
Power from African Governments to Forei
2045

Executive Summary

't i s 1IBORe!|l ¥y h@b semya b2 @45 deA&kli si on ecosystems 1 n
predictive analytics, aut onoeamoluosc atoigans ttiocosl,s aw
fundamentally redefine who controlss ddbvercaana
most African states | ack the data infrastruct
systems, foreign platform operators | ed by Ch
Road wi | | consolidadiesiediecdshapi cgnftood Decur i
and econoMThiacshwvitywill transfer the balanc
governments t-owanmrat ektteeantmahdlyogy pl atfor ms ani
producing structural dependency that will per
engagement across the continent.

Di scussi on

An -dmhabl ed decision ecosystem is an integrate:i
sensor networks, machine | earning models, and
operational deci sions for governtdehti e ftamamet
aut hority, which depends on bureaucratic capa
ecosystems derives from data ownership and al
operates the platfor m vneorts e ehien gg oivte renfnfeenctt invoeniy
that allocate resources, route mar ketTsh,i sand m
di stinction between for mal sovereignty and fu
shift this analysis forecasts.

Agriculture is the most consequential domain
smal |l hol der farmers who represent more than 6
independent capacity to ma'Malgeadcvliismartye ,p | naatrfkoer
integrating satellite imagery, weather modeli
agrarian | everage: whoever controls the advis
procurement, and marpkreotd urcoeurtsi.n gP rfiovra tnei |ilnivoensst n
in -Sabaran Africa surged from |l ess than $10 mi
by 2022 a trajectory that Hisl Iplad delrawsatse ad eh
accumul ate proprietary datasets on soil condi
ministries do not independently hold, transfe
operators. An aetartlhye i2n0d2idc afMOAC Summi t, Chi na
agricultural infrastructudei peoj] petss tHletewegh o
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system genomiStcatelsathatméaveér eogempededat ae me
contracts before 2030 will find this dependen

Figure 1. Government Al Readiness by Region (Oxford Insights, 2025)

Sub-Saharan Africa scores 28.04/100 — last of 9 regions, 53 points below North America.

Most African governments will license Al from foreign providers rather than build sovereign platforms.

100 4
Hl Other regions (2025 scores)
Bl Sub-Saharan Africa — last globally (28.04)
_ 81.51
)
3
°
g
o 9th of 9 regions
H 28.04 /100
n 53+ pts below
i North America
£ Global avg
FREEEEE OB 0 B 000 DU . 4132
&
<
g
E
£
o
3
U]
North Western East Eastern Middle East Pacific Latin America South & Sub-Saharan
America Europe Asia Europe & N. Africa & Caribbean Central Asia Africa

Figure 1. Government AxfReagadilmex sy h8gh RKRe2agdn2dAf (i ca ®Banks | ast
most states score below 30/100. This deficit means most gove
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The same dynamics extend to public administra
service delivery and reduce corruptionMbut on
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African nations had published national Al str
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Analytic Confidence

Anal ytic confidence: Moderate. This assessmen
see Annex-tAsttd hstereexre assumptions: (1) tha
sovereign Al infrastructure apersactadres bwi 1210 4rbgt
effective regul atory barriers in African mar k.
sufficiently to mediate consequential governa
from Carnegie EndowmetWNDPC8bBroGedHygesoanh] amh
Confidence is Yyeapemhedi Dbyntaared 20he possi bil it
accelerated Afri clam addnptuiten itnos etsrt ankintti.on a l r e
Grammar |l vy, Perplexity Pro, and CoPil ot were u
forecast.
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AtEnabl ed Safe City Surveillance I s Like
Power from African Ci-Eqgui ppedeRggt mefob
2045

Executive Summary

't i s 1BORe!|l ¥y h@b semyb2 @45 ASAalfe Cityodo surveillan
stackdrifveAn CCTV networks with facial-cltechgni:'t
spyware, will shift the balnadncpeolaft ipccawe ro pgpowasyi
i ncumbent African regimes equipped with forei
contracts are active in at | east 12 African c¢
freedo by Frifewbdbm EHomsmerci al spyware has been
journalist and opposition devices across mul:t
protection | aws and independent oversight bod
consolirdatve sco@ate power before | egal safeguar

Di scussi on
The innovation dris inmaplthi Sapew€n tyhisfutr vies | Ala

commercially avail abl e, -dtrurrelne yYCCarVc ltiatmea tau mes t
r eail me f aci #ll agared rleicoegmosnd t onf ngs awahg i ntegr a
nati onal bi ometric databases. Unl i ke earlier

foot age,natbhe dAIst ack i dentifies andwidaecks ind
net works, eliminatangzanoogmoilbbepablioc whg de]
monitor political gat herings, identi fy protes
digital il dentity records, automating at scal e
ser viPcoewse.r shifts structurally and durably awa
society group that depends on the ability to

Chinads Huawei is the dominant supplier of th

Safe City agreements across 52 comathraras gl ob
Africa including Ethiopia, Cameero8npfAbhbgeimaar
states rated AnoMChfimesewsadniimanksyfinaerceé the

rat és0%0bel ow Western alternatives, making Chi
resistancendtoraicrnesdiChonead omomerntidiiat dgnami che |
beginning with 70 Huawei cameras in 2014, the
Chi neslramst adeebt t o expand toward a planned 24,
Chinese surveillansecarchytset WiS¢éast eorieplgenm
this pattern before 2030 will find the power

infrastructure investment makes vendor exit p
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Surveillance Deployment Surveillance-Specific Oversight
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enacted zero binding surveillance oversight standards the go

Commer ci al spyware forms the second, targeted
Pegasus, developed by Israel s NSO Group, con:
device without any user actinan,gead oeagiimogm wala
click exploit. Brookings confirmed that 7 of
202 Pegasus Project | eak wer edRafarnidcaa nu sheeda d\sS C
software to target approximately 3,500 activi
di pl omats, a documented case of commercially
for transnational reposessi oher atdonh Ddmenludalr eys ReDE2
the Committee to Protect Journalists confir me
ones in 2021, with dual i ndependent forensi
sty | nf'tWehemat bonal t he CCTV hardware and sp
, practical <capacity for organized civil
ical and digital coercion | evers under a
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The governance conditions that would constrai
Houseds Freedom on the Net 2024 found interne
religious expression in 16 odi cda/l Afiralceemc e oauqie
users reaching HGeplrgedlowndsodadumingh. of I ntern
that the binding export controls requused to
monitoring, independent judicial oversight re
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unl i kely to emRO08®NobeANforriec atnhegonvied nment hostin
has published independent audits of how they

materials confirm capabilities for Aomniprese
popul Wi bpheut regulatory architecture, the co
stack accrues entirely to the operating gover
bodies, or international accountability mecha

Figure 2. Cameroon's Chinese Safe City Lock-ln (2014-2025)
Debt obligations (70M) and camera expansion (70 -» 24,000 planned) create
irreversible dependence on Chinese surveillance architecture
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camera expansion (70l tws2d4at0®O0hpow aPafeel)City adoption creates
dependence. States following this trajectory before 2030 can
by 2045.

For AFRI COM, the strategic i mpl temaatbileerd i s di r

surveillance and commerci al spyware can el i mi
deploying conventional force, maki ng itnhfaltu ernecge
and | ess usceptible to governance conditiona

S
indicators to watch before 2030 are the pace

whet her the African Unncoen odveevresliogphst bsitnadn dnagr dssu,
competitive Western financing a"Wietrhnoautti ves e m
movement on these indicators, the balance of

deci sively -eeqgomiaprpde df orreegigmmes and away from the
democratic insti tentgiagresnetntegpts a3 .e gyyardt ner

Analytic Confidence
Analytic confidence: Moderate. This assessmen
Annex A-tteosts ttrhersese f oundational assumptions: (
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acquiring Safe City systems faster than | egal
mar ket will remain accessible to African regi
devel op effective countermeasiungs, aFrseabdbm. H&E
Georgetown JAI A, and the Committeé&ito Protect

Confidence i s waedeaer ahtoed zloyn tamed 2he possibilit
intervention in the spyware export market. I n
Grammar|l vy, Perplexity Pro, Ge mitnin,g amd Coehielaa

this forecast.
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Low Earth Orbit Satellite Constellation Race in Africa Will Lead to
Innovation in Communications Architecture in Africa through 2045

EXSUM

China is likely (5570%) to become the primary architect of Africa's orbital and sovereign cloud
infrastructure by 2045, decisively shifting the center of gravity in great power competition from
physical presence to control of the electromagnetic anchtligiter above the contineftDue

to China's statbacked Guowang constellation (12,992 planned satellites) and Qianfan
constellation (15,000 satellites targeted by 2030), both engineered to embed African militaries
and governments into a Chinese technical sthakd to the 2021 Chinese Data Security Law,
which legally compels all Chinese firms to provide data to the CCP regardless of where it is
collected, African partner nations that adopt Chinese LEO and sovereign cloud systems will
structurally create pathwaysr Beijing to access intelligence, military command data, and
sovereign government informatidhDespite U.S. ISR advantages and Starlink's competitive
commercial presence across the continent, the United States lacks a coherent govsckeent
orbital strategy for Africa! and Starlink's commercial operating model generates sovereignty
anxiety among African governments, anxiety that Chinese constellations exploit rhetorically
while offering structural dependency of their oWnWithout a U.S:backed framework providing
African partners with credible, sovereigagspecting alternatives across the four contested
sovereignty layers (data, physical, code, and governance), the United States risks losing not just
the connectivity competition but the ISR architecture underpinning its broader African strategy.
The 20262030 period is the decisive window; by 2030, infrastructure-inckill significantly
constrain which trajectory prevails by 2045.

Discussion

For decades, U.S. preeminence in Africa rested on dpaszxl ISR and the continent's ntdal
dependence on Western satellite infrastructure. The global LEO race has fundamentally altered
that equation. LEO satellites operating atiZ8000 kilometers vide dramatically lower

latency and higher bandwidth than geostationary alternai&R data, military command and
control, and sovereign government data can now flow through feceigimolled infrastructure

at previously impossible speeds, creating a new axis of dependency for African states and a new
competitive domain for great powevals.

China recognized this inflection point earlier than the United States. Beijing's China Satellite
Network Group is building Guowang, 12,992 planned satellites, alongside the Qianfan
constellation targeting 15,000 satellites by 208Qianfan is already marketed to African
telecom operators under the Sailspace brand, with MOUs signed across six initial target
marketd™! Unlike Starlink, these are explicitly statb@cked strategic investments designed to
achieve geopolitical objectives rather than quarterly rettri@8inese LEO operators offer
subsidized pricing and the appearance of data sovereignty through-feasitipned ground
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stations, yet data flowing through Chinese infrastructure remains subject to PRC intelligence
access under the 2021 Data Security Ltaw.

China’'s LEO Strategy: Connectivity as Control

USA (Commercial) [ China (State-Backed) h
_ - GUOWANG
STARLINK 12,992 satellites planned

~12,000 satellites

r
.

Commercial - Profit-Driven - ~\

No State Mandate QIANFAN ("Sailspace")

15,000 by 2030 - 6 Africa MOUs

-

China total planned: 27,992 satellites

A DATA SOVEREIGNTY IS AN ILLUSION

2021 Data Security Law — all data on Chinese infrastructure is accessible to the CCP regardless of location

Figure 1 — China's LEO Constellation Strategy vs. U.S. Commercial Presence

Africa holds less than 1% of global data center capacity despite comprising 18% of the world's
populationt As African governments race to build digital infrastructure to drive economic
growth and Al adoption, both U.S. hyperscalers and Chinesebsteked cloud providers

compete aggressively to build data centers hosting government, financial, and mitiaaly da
Analysts have warned that an untrustworthy cloud provider creates technological dependency
and risks interception or disruption of data, precisely the vulnerability China is positioned to
exploit.? Research in the International Cybersecurity Law Review confirmed that Chinese
telecom firms are playing a prominent role in shaping Africa's digital future through data center
infrastructure, and that Western concerns about cyber espionage through @uheskgy are
well-founded® The BeiDou Navigation Satellite System is already embedded in Belt and Road
Initiative infrastructure deals, progressively binding partner nations to Chinese military
navigation and surveillance capabiliti€s.

The structural challenge facing the United States is that Starlink, its primary LEO asset in Africa,
operates as a commercial entity, generating the same sovereignty anxiety among African
governments that Chinese constellations exploit rhetorically. Psdafitment in Africa suggests
Starlink raises political, economic, and sovereignty risks for African governriekftican
governments are not wrong to view all foreign orbital infrastructure with suspicion; the question
is which dependency carries the greater T strategic risk. The answer that Chinese
dependency, governed by the Data Security Law, is striigturare dangerous is well
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supported, but that argument is weakened if the United States cannot offer a credible,
governmendbacked, sovereignigespecting alternative.

The United States is not without nascent instruments to compete in the orbital domain, but they
remain fragmented and undersourced relative t
Air Force Works (AFWERX) initiative and the Defense InnovationtInlU) have each funded
proof-of-concept LEO communications projects with commercial partners, including

experiments integrating Starlink terminals into Special Operations Forces networks in*Africa.

The U.S. International Development Finance Corporation (DFC) has authority under the Better
Utilization of Investments Leading to Development (BUILD) Act to finance digital infrastructure

in developing nations and has committed capital to undersea cajdetp in West Africa and

data center expansion across the continent as a direct counter to Chindsackede

infrastructure investmeritThe St ate Departmentoés Digital Tra
initiative, launched in December 2022, identified digital economy and infrastructure as a priority
sector and created a whale-government framework for privatector partnerships on Afrina

digital infrastructure, pledging over $800 million in investment and financing facilitation.

However, none of these efforts constitutes a coherent, goveraeked LEO strategy for

Africa. AFWERX and DIU operate at the project level without a theatde architecture; the

DFC6s mandate i1 s primarily ecoasnatproaducecht her t h
binding commitments or competitive financing terms capable of displacing Chinese state

subsidized offer$  The gap bet ween Chof-gosetnmeniorbitaesgategyt e d, w
and the United Statesd6 fragmented commerci al
States must close before the 2030 tatkhreshold!

With the options of a ChineseandaddSo mi nat ed LEO environment by
notable that there is also potential for an African indigenous LEO infrastructure independent of

great powers (discussed in Hypothesis 3 of the ACH in Annex A).leWihlikely at the

continental scale, it is meaningfully possible for a small number of states with advanced digital
infrastructure ambitions. Nigeria, as Africabd
Communications Satellite (NigComSat) program anddntsulated a longerm goal of

domestic orbital capacity through the National Space Research and Development Agency
(NASRDA)YSout h Africadés SANSA (South African Nat
ground station infrastructure and is actively pursuing partnerships for LEO integration into its
national communications architectufeRwanda has emerged as perhaps the most aggressive

African state in asserting orbital sovereignty, filing ITU spectrum claims for 327,320 satellite

slots in 2021 to protect future indigenous capacity, a move that drew both Chinese and Western
diplomatic atention.! Kenya, home to the Malindi Space Centre and a growing technology hub
centered on Nairobi, has demonstrated capacity for regional leadership in digital govérnance.

Egypt, through EgyptSat and Nilesat, maintains the most mature satellite operations on the
continent, with 15 satellites in orbit as of 2023\ one of these programs is currently scaled to
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compete with Chinese or U.S. constellations, but each represents a potential anchor for an
African-majorityyo wned LEO consortium that, -buldngupporte
mission through security cooperation and capauityding investment, could eaningfully

contest Chinese orbital dominance in key regional markets before the 2030 thokshold!

The path to communications innovation and dominance in 2045 will be defined by four orbital
sovereignty layers and will determine who wins the orbital competition in Africa to innovate the
communications architecture: the data layer, the physical laygecptie layer, and the

governance layet China contests all four simultaneously through Guowang and Qianfan (data
and physical layersfM through International Telecommunications Union (ITU) advocacy

aligned with PRC technical architecture (code layégnd through Belt and Road Initiative
diplomacy embedding Chinese governance norms into bilateral digital agreements (governance
layer).H

4 Orbital Sovereignty Layers

Who Controls Africa's Communications by 20457

DATA LAYER
Guowang - Qianfan

PHYSICAL LAYER

Guowang - Qianfan

CODE LAYER
ITU Standards Advocacy

GOVERNANCE LAYER

Belt & Road Agreements

China contests all 4 layers simultaneously

USA competes at the commercial and market level only — no coherent government-backed orbital strategy for Africa

Figure 2 — Depiction of 4 Orbital Sovereignty Layers

Realizing the forecast that Africads communi c
respecting LEO integration by 2045 requires sequenced milestones across three phases. In the
near term (20262030), the decisive actions are African Union attopof a continental satellite
governance framework establishing data sovereignty standards for all foreign LEO opétators,
and a U.S. governmebicked financing mechanism, analogous to the U.S. International
Development Finance Corporation or Exploniport Bank of the United States guarantees,
enabling African telecoms to procure LEO capacity without structural depende@tyireese

state pricingt If neither occurs by 2030, Chinese constellation penetration will likely cross a
lock-in threshold as African operators embed Guowang and Qianfan ground infrastructure and
technical standards into national networks, making competitive displacement tprelyibi

costly.H
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In the midterm (20312038), the critical milestones are the emergence of at least two African
majority-owned LEO ground station consortia operating independently of any single foreign

provider, and African regulatory bodies asserting ITU spectrum claiatgptevent Chinese and

U.S. constellations from foreclosing orbital slots needed for future indigenous sy$fenhe

long-term horizon (20302045) is conditioned on those prior phases: if African states have
established sovereign ground infrastructure a
ecosystem will generate genuine communications architecture innovatientrath replicated
dependency. If they have not, 2045 will mark the consolidation of Chinese orbital dominance

over African digital i nfrastructur e, not 1 ts
trajectory prevails is concentrated in the 202830 phase; after that window, structural lack
dynamics increasingly remove Washingtonés | ev

Analytic Confidence

Analytic confidence is assessed as moderate. This paper emplofedlysis of Competing
Hypothesis. Four total hypotheses were assessed before arriving on the selected hypothesis (See
Annex A for results). Two blind spots constrain confidence: the paper may underweight African
agency in actively playing great powers axghieach other, and Starlink's commercial

independence could be perceived by African partners as a sovereignty advantage rather than a
liability. The 20year forecast horizon introduces additional uncertainty regarding Chinese
deployment pace, U.S. policgsponses, and African regulatory evolutiGtaude Sonnet 4.6

was used for idea and lead generation and ideas from the results were utilized in further research.

Author: Cory S. Reiter
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Figure 1. Late Dry-Season Fire Concentration and Farmer-Herder Conflict by Sub-Region (2023)
Regions with the highest share of late-season burning also record the most farmer-herder violence —
the grievance linkage that Early Dry Season (EDS) prescribed burning is designed to interrupt
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Figure 2. CBFiM Enabling Conditions by Sub-Region (2025)
Southern Africa (Namibia-model conservancies) has the strongest enabling conditions for CBFiM scaling;
the Sahel and Central Africa lack the institutional scaffolding required for carbon-revenue-generating programs
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The Institutionalization of Sovereign Security Outsourcing as the
Decisive Innovation in Great Power Competition in Africa through
2045

EXSUM

The core innovation reshaping great power competition in Africa through 2045 is not the Private
Military Contractor (PMC) model itself, which has existed for decades, but the

institutionalization of sovereign security outsourcing as a deliberate instrofm&frican

statecraft: the strategic choice by fragile and authoritdeaning regimes to permanently

substitute external private forces for national militaries as the primary guarantor of regime
survival BH This statecraft innovation is highly likely (68%) to become a permanent,

structural feature of African governance architecture by 2045, driven by accelerating competition
between Russia, China, and Western powers to offer security packages thatragjtassal
conditionality while securing extractive economic acc@d$Due to the concessioffisr-

security model, wherein PMCs receive mining or oil rights in exchange for regime protection,
this shift is likely (5670%) to erode state sovereignty, extend civil conflict duration, and

entrench militarized extractive economthat serve foreign patron states over African
populationst™ Despite African Union efforts to revitalize the 1977 OAU Convention on
Mercenarism and UN Working Group pressure on state liability for PMC human rights

violations, these counterefforts face structural headwinds unlikely to reverse the trajectory absent
decisive multilateral enforcemef#!

Discussion

PMCs have existed for decades. The innovation is not the existence of PMCsditateggc

and deliberate institutionalizatiaof PMC dependency as a governing choice; African leaders
consciously substituting foreign private security for national military institutions at a scale that
makes the substitution structural rather than episBdic.

This is the innovation in statecraft that shifts the balance of power. When a government
permanently outsources the monopoly on violence to a fopatwnrcontrolled entity,

sovereignty migrates. Power shifts in three directions simultaneously: frofiriben state to

the external patron state (Russia or China) that controls the PMC; from the national military to
the PMC as the institutional kingmaker whose continued loyalty determines the regime's
survival; and from elected or traditional governancecstires to PM&lependent regimes whose
legitimacy rests on continued foreign patronage rather than domestic c8i¥ent.

The Concessions -for-Security Model and Extractive Economics

The socieeconomic architecture of PMC institutionalization is built on a concesfions

security exchange: firms receive mining rights, oil infrastructure access, or export licensing in
exchange for regime protectidi This model fuels militarized extractive economies that

TMAUE D 1D


https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://www.sipri.org/yearbook/2023/04
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://www.sipri.org/yearbook/2023/04
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://gsdrc.org/document-library/private-military-and-security-companies-and-the-nexus-between-natural-resources-and-civil-wars-in-africa/
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://blog.icoca.ch/the-unsettling-emergence-of-african-agency-through-the-use-of-russian-private-military-companies/
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://www.sipri.org/yearbook/2023/04
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://www.sdu.dk/~/media/Files/Om_SDU/Institutter/Statskundskab/Skriftserie/04ANL6%20pdf.ashx
https://www.frstrategie.org/en/publications/recherches-et-documents/russia-and-chinese-private-military-and-security-companies-africa-two-competing-models-2025.
https://gsdrc.org/document-library/private-military-and-security-companies-and-the-nexus-between-natural-resources-and-civil-wars-in-africa/

prioritize the protection of highalue assets such as gold, diamonds, uranium, and oll
infrastructure over the safety and rights of local communifi@cause PMCs operate in legal
grey zones with minimal accountability, their presence demonstrably exacerbates the resource
curse: the financial benefits of African natural wealth flow to foreign contractors and local elites
while broader populations renmamarginalized™

African state
Outsources monopoly on violence

Strategic coMtrol Institijonal loyalty

Patron state
Russia or China

PMC / kingmaker

Controls regime survival

Consgnt erodes

W

Domestic populations
Legitimacy decoupled
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Figure 1 8 Three-Directional Sovereignty Migration: PMC Institutionalization and the Power Shift in African Security
Architecture, through 2045. Developed by author from Slobodchikoff and Davis (DoD, 2025) and Trevidic and Pannier
(FRS, 2025).

PMCs face a structural incentive to perpetuate rather than resolve instability: a pacified
environment eliminates the contract. This cordégtension dynamic is wetlocumented in the
PMC accountability literature and represents one of the most consiedjlerg-term harms of
institutionalized outsourcing, not merely that security is privatized, but that the privatized
security industry benefits financially from insecurity persistitfy.

Russia and China: Competing PMC Models

Russia and China represent distinct but complementary PMC strategies in Africa, both designed
to secure economic access and strategic alignment while evading Western conditionality
frameworks!H

Russia's Africa Corps, the formalized successor to Wagner Group, has demonstrated in Mali,
Niger, and the Central African Republic a model of total security provision: combining
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paramilitary protection with local media control, disinformation operations, and political
intelligence to simultaneously defend regimes and shape public narratives hostile to Western
influence™™M Russian PMCs offer African leaders geopolitical deniability, Moscow can
conduct aggressive influence operations without direct state attribution, while the host regime
receives its security guarantee without the democratic accountability conditionsW\esteers
require i

China’'s model operates through Private Security Companies (PSCs) rather than paramilitary
contractors, prioritizing the protection of Belt and Road infrastructure and extractive investment.
Chinese PSCs now safeguard an estimated $282 billion in tradefeastiucture across the
continent™! Unlike Russian PMCs, Chinese PSCs generally avoid direct combat, focusing on
facility protection, intelligence gathering, and secured economic zones that operate
independently of local governance. Both models share a common structural outcome: African
staes become progressively dependent on foreign security provision, deepening the patron
relationship that serves Beijing's and Moscow's {tergn strategic objectivesSM

PMCs as Total Security Providers: The 2045 Trajectory

By 2045, PMCs are projected to move beyond traditional combat and fgaecdikgction roles to
become integrated total security providers, incorporating advanced surveillance systems, cyber
operations, Aldriven disinformation platforms, and political illigence into unified service
packagesi™ This evolution creates a hybrid threat environment in which the distinction between
private corporate interest and state military action is structurally blurred. Great powers are
already exploiting Africa's youth bulge, large populations of underemplgyaay adults, as
recruitment pools for these private armies, exporting potential domestic unrest into rentable
manpower for foreigied operations!

By 2045, Aldriven deepfakes and automated influence networks managed by private contractors
are assessed as likely to become standard PMC service offerings, packaged alongside physical
protection and sold to regimes lacking the sovereign capacity toogetese capabilities
internally.®™ The African security landscape may thereby be characterized by an oligopoly of
force: fragmented states sharing authority with viielided private actors whose technological

and tactical superiority steadily erodes whatever residual capacity natiornatigslretainH

Sovereignty Erosion and the Kingmaker Problem

The longterm reliance on PMCs poses a structural threat to African state sovereignty and
democratic accountability that extends well beyond the tactical harms of any individual
operation®™ When governments permanently outsource critical sovereign functions:
intelligence, infrastructure protection, elite force training, and border security to foreign private
actors, they cede strategic decisioaking to entities whose primary loyalty isgofit or a

foreign patron state, not to the populations they nominally sétve.
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Figure 2 8 Competing External PMC Models in Africa: Russia (Africa Corps) vs. China (PSC Network), with Shared
Structural Outcome, 2025. Developed by author from Trevidic and Pannier (FRS, 2025) and Atlas Institute for
International Affairs (2025).

In countries like the Central African Republic and Mali, PMCs have functioned as regime
insurance policies, propping up governments that might otherwise collapse under popular
pressure or internal coup dynami@$.Conversely, these same PMC forces can facilitate a
government's overthrow when the host regime no longer serves the patron state's interests,
making PMC loyalty contingent on geopolitical alignment rather than sovereign obligation. By
2045, regime secuyitis likely to be a fully rentable commodity, further entrenching
authoritarianism across the continé#t Without a unified African Union regulatory framework
and strict parliamentary oversight, the privatization of force will deepen the legitimacy crisis
facing many African government4!

African Agency: A Critical Dimension

African governments have repeatedly demonstrated sophisticated capacity to play external
powers against each other: accepting Russian PMC protection while maintaining Chinese
infrastructure investment and preserving nominal Western security partnerstagyaging PMC
dependency as a negotiating tool to resist conditionality rather than simply succumbiffg to it.
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The institutionalization of sovereign security outsourcing is not somethingtdéeca, it is,

in many cases, a deliberate strategic choice rhgddrican leaders who calculate that PMC
dependency offers better regime survival odds than either domestic military building or Western
partnership conditionality. This agency does not diminish the-terrg harm of the model; it

makes the harm more durapbeecause it is chosen rather than impo$éd.

Analytic Confidence

Analytic confidence is assessednasderateThis paper employed Analysis of Competing
Hypotheses (ACH). Three total hypotheses were assessed before arriving at the selected
hypothesis, H1, the institutionalization of sovereign security outsourcing as a permanent feature
of African governance arclgitture by 2045 (see ACH section in Discussion for full results).

Two blind spots constrain confidence: the paper may overweight the structural incentives driving
PMC dependency while underweighting the demonstrated capacity of African governments to
play patron states against one another in ways that preserve meaningful sovereignty over time,
and may underestimate the degree to which international legal pressure, particularly through UN
Panel of Experts reporting and evolving African Union enforcement mestha, could impose

costs on the concessieftg-security model sufficient to slow institutionalization before it

becomes irreversible. The 3@ar forecast horizon introduces additional uncertainty regarding

the pace of PMC capability evolution into tosacurity provision, the durability of Russian and
Chinese patrostate competition in an environment of shifting domestic fiscal pressures, and the
degree to which African civil society and democratic movements generate domestic political
costs for leadarwho rely on foreign private forces for regime survival. Claude Sonnet 4.6 was
used for idea and lead generation; results were used to identify research leads that were then
validated against primary and higéliability secondary sources before inclusion

Author: Cory S. Reiter
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Platforms to Power: Algorithmic Chokepoint Control Will Shape
Durable Political Power in Africa by 2045

Executive Summary

It is likely (55-80%) that by 2045, political power in Africa will be increasingly shaped by
algorithmic chokepoint control, defined as the strategic use of platform visibility, targeted
internet shutdowns, and Anabled content amplification at momentgeak political

competition to determine which actors achieve durable legitimacy. Despite uneven internet
access and the continued salience of coercive force, rising mobile connectivity and platform
mediated participation reinforce this trend. This ghiftkely to transfer power from central
governments reliant on coercive and broadcast institutions tgtateactors, opposition
movements, and foreign state sponsors that master platform dynamics faster than states can
regulate themt!

Discussion

By 2045, power in Africa is likely to depend less on territorial control or broadcast media and
more on who governs the architecture through which political information flows. The key
innovation is algorithmic chokepoint control, which enables an actieltberately manipulate
platform visibility mechanisms, throttle internet availability, and amplifyeAbbled content at
critical political junctures to determine which actors gain credibility and which are derifed it.
Unlike mass mobilization, which is episodic, chokepoint control is structural. It shapes not just
single events but the cumulative distribution of political attention and legitimacy over time,
rewarding actors who govern digital space persistently rétharthose who activate it
momentarily.

Figure 2: Regular news consumption | 31 countries | 2014-2023

Structural conditions reinforce this 100%
trajectory. Afrobarometer's 2023
survey across 31 countries found tha
social media as a regular news sourd s
grew from 22 percent of respondents
in 2014 to 45 percent by 2023, nearly
doubling in a decade, while traditial | 20%
media audiences stagnated or

declinedH As political contestation ® o meme  wen 2021202

increasingly unfolds on platforms thay Seseenders were asked: oy often doyou gefnews from e following sources? (% who say "every
operate faster than formal institutiona Figure 1 Regular news consumption across 31 African countries,
processes, actors who understand hcé%i?éi?i?r.ogggilegﬁdla use nearly doubled over the decade.
to exploit platform dynamics gain

structural advantages that compound over time.
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African governments have demonstrated a clear and escalating preference for targeted digital
intervention over sustained coercion. Access Now documented 35 internet shutdowns across
Africa in 2024, the highest regional total globathin Uganda's January 2021 election, a total
internet blackout was imposed for four days as authorities shut down platforms used by the
opposition while state television continued broadcastrig. Ethiopia's Tigray region,
communications were blacked out beginning in November 2020, eliminating the opposition's
ability to coordinate or contest the government's narrative internatiofidlhyese cases reflect a
convergent pattern to target digital chokepoint intervention at peak coordination moments. This
is becoming the preferred instrument of incumbent control, precisely because it is lower cost and
less internationally legible than maspression.

Social media mobilization can generate political shocks but consistently fails to produce durable
institutional change without control over the underlying infrastructure. Kenya's 2024 Gen Z
protests demonstrated extraordinary digitally organized capémityng a legislative reversal on

the Finance Bill, yet dissipated rapidly once the immediate trigger was removed, leaving no
lasting structural transfer of powéf Where

Algorithms governments retain leverage over digital chokepoints,
mobilization tends to remain episodic. Authority
B o coeeTon consolidates around actors that manage digital space
i Pulls from your follows + similar content . . .
IS Gt A TSN MO IS, A RSSTO B over time, not those that can merely activate it for a
news cycle.
PR PrevicTION MODELNG | T - e
i e Algorithmic agenda setting amplifies the advantage of
coul i uipsonsl e chokepoint control by governing which political
messages achieve repeated visibility. Meta's Human
G e Rights Institute audit documented that Facebook's
i kamsoin slos O aIgont_hm systematically ampllflgd mflar_nm_atory
Amhaiic and Oromo content during Ethiopia's 2020
to 2022 conflict, contributing to incitement against
S’ Every scroll and pause trains the system . . L. , .
Your actions reshape what you see next ethnic minorities® ACLED's 2024 analysis across 18
African conflict environments found that platform
a ! . .
" < Detects content ype, timing, and rencs amplified content consistently preceded escalation
il eyt events, establishing a documented causal linkage
between algorithmic visibility and political violence.

Figure 3 How social media algorithms determine  H Pglitical actors who optimize for platform
content visibility and reach. Source: Sprinklr . . .
engagement achieve disproportionate reach; those
who do not remain marginal regardless of their institutional standing.

Advances in Al further intensify these dynamics-ekabled content generation and targeting

dramatically reduce the cost of influence operations, enabling actors with minimal resources to
simulate broacased support at scaleThe African Union's 2024 Continental Al Strategy
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explicitly acknowledges this, with at least 14 member states committing to Al governance
frameworks, recognizing that the frontier of political control has migrated to the algorithmic
layer.™ Where governments deploy this regulatory capacity effectively, digital contestation is
managed through platform governance rather than coercion. Where such capacity is absent or
captured by foreign actors, volatility increases and power accrues to thoseave faster.

For AFRICOM, this has direct implications for partner engagement. Pdotiilding strategies
should account for the information environment as a contested operational domain: supporting
partnerstate platform governance capacity, monitoring adversagatigimic amplification in
fragile partner states, and integrating digital information environment assessment into-country
specific security cooperation planning.

Analytic Confidence

The analytic confidence in this estimate is moderate. An Analysis of Competing Hypotheses
(ACH) was formally applied to evaluate two alternative futures. The first holds that African
states will develop sufficient regulatory capacity to neutralize theogapbn of algorithmic
chokepoints by nostate and foreign actors, preserving conventional state primacy. This
hypothesis is undermined by the documented pace gap: Access Now's 35 African shutdowns in
2024 indicate that states are resorting to blunastfucture interventions rather than

sophisticated regulation, suggesting that regulatory maturity is unlikely to outpace platform
evolution by 2045. The second holds that uneven internet penetration will limit the relevance of
digital infrastructure to uran elites, leaving rural populations outside the chokepoint dynamic.
This has merit as a scope constraint, but it does not refute the directional forecast supported by
Afrobarometer's neastoubling of social media news engagement, which already extetids we
beyond elite demographics, and by mobile penetration continuing to expand. The primary
forecast is assessed as more probable than either alternative because chokepoint control is
demonstrated in documented cases, does not require universal conntecbeityecisive, and
compounds over time as digital participation expands. The author used Claude Al to assist with
editing this report for clarity.

Author: COL Edward Kim
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Al-Enabled Interoperability Architecture: The Decisive Intelligence
Fusion Innovation for the Sahel and Horn of Africa Through 2045

EXSUM

An Al-enabled institutional interoperability architecture, the data governance framework and
technical integration layer that makes existing tools such as The Violence Early Warning System
(VIEWS) and Armed Conflict Location & Event Data Project (ACLED¥mble within
African-governed decision pipelines, is likely {5%%) to become the decisive intelligence

fusion innovation shaping Sahel and Horn of Africa security outcomes by 2045, fundamentally
determining whether early warning architecture serveséiriconflict prevention or foreign

strategic interest8®Du e t o C hdhanmebestrerichmere strategy, Global Security

Initiative bilateral intelligence frameworks signed with approximately 40 African governments,
Huawei Safe City surveillance systems deployed across more than 12 nations embedding
Chinesealgorithmic standards, and PLA professional military education programs training
approximately 2,000 African officers annually in Chinese analytical methodologies, Beijing is
establishing institutional lockn in Sahel and Horn security architectures thidltmake

competitive displacement prohibitively costly well before the 2030 threstbiespite U.S.
advantages in collection architecture, AFRI CO
to the VIEWS and ACLED opesource ecosystem, capabilities that technically exceed any
Chinese analytical tool in opesource conflict forecastingauracy, the United States lacks a
coherent governmeittacked framework for translating those assets into Afraxaned

interoperability architectures, and the 202@25 withdrawals from Niger and Chad have further
eroded the forward presence requiredn@pe which data governance standards African early
warning systems adoptThe 20262030 window is decisive: without African adoption of open
architecture interoperability standards before Chinese algorithmic norms reach embedded depth
in Conflict Early Warning and Response Mechanism (CEWARN) and Economic Community of
West African States (ECOWAS) Warning and Response Network (ECOWARN) pipelines, the
Sahel and Horn intelligence architecture wil!/
standards by 2035, foreclosing African analytic sovereignty through 2045.

Discussion

The innovation this paper forecasts is not the Al tools themselves. VIEWS, developed by
Uppsala University and the Peace Research Institute Oslo (PRIO), has produced monthly conflict
probability forecasts at the grimkll level across Africa since 20# ACLED has coded conflict
events across the continent for over a decade. What does not yet exist, and whaf 2@32026
window will determine, is an institutional interoperability architecture: a data governance
framework and technical integration laykat allows tools like VIEWS and ACLED to be
operationalized within Africaigoverned decision pipelines, ingesting Afrieanned data

streams, governed by Africatefined sovereignty standards, and producing assessments that

flow directly into Intergovernmaal Authority on Development (IGAD's) CEWARN and
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ECOWARN rather than through externally controlled analytical intermedigfdse

November 2025 Kigali workshop produced a Continental Indicators Repository and an Al
integration roadmap, the first agreed technical specification for such an architecture, but the
framework remains aspirational without the data governance stanslavdsgignty protections,
and political will required to operationalizefit.

The Sahel and Horn of Africa are the theaters where this interoperability architecture question is
most consequential and where it will be resolved first, for three compounding reasons. First,
these two regions generate the highest volume of condlietant signals: the Sahel alone

accounts for nearly half of Africa's total conflict fatalities following the collapse of French and
U.S. forward presence, while the Horn hosts the continent's densest concentration of
transnational threat networks spanningSklabaab, Sudan's fragmentation, and Ethiopia's
unresolved internal fissuré$ Second, both regions have operating early warning architectures,
IGAD's CEWARN in the Horn and ECOWAS's ECOWARN in the Sahel, that represent existing
institutional infrastructure the interoperability architecture must integrate rather than replace,
creathg a defined entry point absent in other regiBrighird, both regions are the most active
theaters for Chinese intelligence entrenchment: Huawei Safe City systems are deployed in at
least eight Sahel and Horn states, and Global Security Initiative (GSI) bilateral frameworks with
intelligencesharing proisions have been signed with governments across both Zohies.
interoperability architecture question, who governs the fusion engine, will therefore be answered
in the Sahel and Horn before it is answered anywhere else on the continent.

Multi-source Al fusion systems operating on interoperable Afraaned data pipelines offer
transformative potential that exceeds what any single existing tool. The critical capability gap is
not prediction accuracy, VIEWS already generatesratlonal onflict probability forecasts

with 36-month lead times! but the decision integration gap: the structural break between where
Al-generated assessments are produced and where African institutional actors can act on them.
The Center for Emerging Technology and Security (CETaS) and Special Competitive Studies
Project (SCSP) assessment that performant Al could provide deansi&ars significantly more
response time is only strategically meaningful if those decisiakers have sovereignty over the
assessment pipeline, if the fusion engine is not a Chinese Safgy&iyn channeling data to

Beijing or a U.S. commercial platform subject to Washington's data a&d@ss.CSIS Futures

Lab confirms that Al's greatest value is processing data volumes and detecting anomalies beyond
human cognitive capacity, but that value accrues to whoever governs the archftecture.

China’s strategy for African intelligence architecture is more coherent and further advanced than
Western analysts have acknowledged. Beijing is pursuing at¢hesmel approach

simultaneously. First, through the Global Security Initiative, China hablissied bilateral

security cooperation frameworks with approximately 40 African governments that include
intelligencesharing provisions oriented toward Chinese analytical frameworks and data
standards! Second, through Huawei's Safe City program, deployed across more than 12 African
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nations, China has embedded surveillance infrastructure, algorithmic processing systems, and
datasharing agreements that give Chinese state and-sjadsiactors persistent access to urban
population and mobility data.Third, through PLA professional military education programs
training approximately 2,000 African officers annually, China is propagating Chinese
intelligence methodologies, analytical frameworks, and data governance norms that will shape
how African seclity institutions interpret and act on conflict data for decad&hinese smart

city technology has also demonstrably failed to deliver promised crime reduction metrics while
simultaneously providing Beijing with access to granular data on population movements, protest
patterns, and government communications in pantagons ™ China's strategic advantage in

this competition is not technical superiority, VIEWS outperforms any Chinese analytical tool in
opensource conflict forecasting, but institutional entrenchment deep enough that displacement
becomes prohibitively costly inrfancial and political terms. Once a Sahel security ministry's
commandand-control infrastructure runs on Huawei hardware and its analysts are trained on
Chinese methodologies, migrating to an opechitecture system requires not just technical
replacemenbut institutional rewiring.

Al-Enhanced Intelligence Fusion Architecture — Africa Early Warning

LAYER 1: COLLECTION
= LEO Satellite ISR | Safe City Sensors
= ACLED / VIEWS Open Data | HUMINT & Social Media

LAYER 2: FUSION & Al ANALYTICS
« Multi-Source Al Fusion Engine | Conflict Probability Models

« Anomaly Detection | Attribution Analysis

LAYER 3: EARLY ACTION
» AU PSC Alert Thresholds | Regional EWS Triggers

» Diplomatic Pre-positioning | Standby Force Activation

Decisive Question by 2045: Who governs the fusion engine — African institutions or external powers?

Figure 1. Al-Enhanced Intelligence Fusion Architecture for African Early Warning, 20257 2045

The United States' position in African intelligence fusion is paradoxical: it possesses superior
collection assets, AFRICOM's ISR architecture, commercial satellite capabilities, SIGINT
infrastructure, and access to the VIEWS and ACLED egmrice ecosyste, but lacks a

coherent framework for translating those capabilities into Afrimaned predictive

architectures! The withdrawal of U.S. forces from Niger (2024) and Chad (2025), and the
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associated contraction of AFRICOM's Sahel presence, has degraded U.S. collection coverage
precisely as militant Islamist violence in the region reached levels producing nearly half of
Africa’s total conflict fatalities. The resulting analytical vacuumemg filled by Chinese

backed security actors and Russian Africa Corps successor organizations whose data and
assessments reflect their own strategic interests, not African security outédmespractical
consequence is that the United States is ceding not just physical presence but the institutional
influence required to shape which interoperability standards African early warning systems
adopt, the determinative variable for 2045 architectutcomes!

Based on current trajectories, the most likely outcome by 2045 is a bifurcated architecture:
Chinese algorithmic standards embedded across Sahel and Horn security institutions through
GSI frameworks and Safe City infrastructure lackoperating alongsida residual but

constrained opesource ecosystem anchored by VIEWS and ACLED that serves Western
aligned research institutions but does not govern African state decision pigelines.

Projected Intelligence Architecture Penetration in Africa, 2025-2045
100%

=@= China GSI / Safe City Architecture
== African-Governed AU/REC Fusion {aspirational)
=&~ U.5.-Anchored AFRICOM / Open-Source

o/ J 'F?-'\Fe.s.}:mld
80% 2030

60% -

40% 1

Institutional Penetration
(% of AU/REC Systems)

20%

2025 2028 2031 2034 2037 2040 2043 2045
Year

Note: Trajectories represent analytic projections based on current institutional trends, not empirical forecasts

Figure 2. Great Power Intelligence Influence Trajectories in Africa, 20251 2045 & Projected Institutional

Penetration by Architecture Type. Source: Author's construct. Trajectories are derived from three observable

trend rates: China's GSI bilateral framework signature pace (~8 new agreements annually 202271 2025), the rate

of Huawei Safe City deployments (12+ states as of 2025), and the documented decline in U.S. forward presence

following Niger and Chad withdrawals. The African-governed trajectory reflects the pace of CEWS reform

milestones since 2015. All projections are analytic estimates, not empirical forecasts.
outcome, H4 transitioning toward H2 in the supporting Annex A, ACH framework, is the
probable trajectory absent decisive intervention, because the structural drivers are already in
motion: China's 4@overnment GSI framework is signed, 12+ Safe City depéoys are

operational, and the 2030 leak threshold will arrive before the African Union (AU) can
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establish the Continental Intelligence Fusion Data Governance Framework required to establish
alternative standards. The aspirational alternative, H1, Afgcarerned interoperability

architecture, requires netarm institutional actions that show no nt evidence of

materializing at the required pace or scale.

The conditions that would produce the alternative H1 outcome, an Afymeerned

interoperability architecture, require three sequenced developments. In the near teim (2026
2030), the necessary condition is AU adoption of an @pehitecture data govemee

framework before Chinese standards reach embedded depth in CEWARN and ECOWARN
pipelinest the November 2025 Kigali roadmap created the technical specifications, but political
will among member states remains the binding constraint given sovereignty sensitivities around
intelligence sharing that have historically paralyzed CEWS reféimthe midterm (2031

2038), the test of whether H1 is viable will be the emergence of Afriegority-controlled

fusion centers anchored in IGAD and ECOWAS operating interoperable platforms, assessed as
unlikely at the required scale given current r@éselconstraints and political fragmentation, but
possible in limited regional configurations if U.S. and EU capdmifjding investment

materializes between 2026 and 263Dhe longterm horizon (20382045) will reflect

whichever architecture achieves institutional lacly 2031: if Chinese standards are

embedded, 2045 marks the consolidation of an externally controlled algorithmic layer that
predicts, and potentially sheg, African security outcomes in service of Beijing's strategic
interests.

Analytic Confidence

Analytic confidence is assessed as moderate. This paper employed Analysis of Competing
Hypotheses (ACH). Four hypotheses were tested against the evidence base, and H4 (current
fragmentation transitioning toward Chinedeminated architecture) was most si@tent with

the available evidence, though H1 (Afriegaverned interoperability) remained a plausible
alternative contingent on netarm policy decisions (see Annex A for full results). Two blind
spots constrain confidence: the paper may underweightaffagency in designing hybrid
architectures that selectively incorporate external Al tools on Afriledimed terms, a dynamic
visible in Rwanda's ITU spectrum assertiveness and IGAD's independent CEWARN
development, and may overestimate the coherenCéiof's GSI dataharing ambitions given
documented sovereignty sensitivities among African partner states that have limited Chinese
intelligence access in prior frameworks. They2@r forecast horizon introduces additional
uncertainty regarding Al capgiby trajectories, CEWS institutional reform pace, and U.S.
strategic prioritization of African engagement. Claude Sonnet 4.6 was used for idea and lead
generation; all sources were independently verified.

Author: Cory S. Reiter
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From Mines to Mar ket s: Critical Mi ner al
Reshape Power in Africa by 2045

Executive Summary
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Voids into Vectors: Non -State Actors Will Weaponize Skills Training
to Build Durable Power in Africa by 2045

Executive Summary

It is likely (55-80%) that by 2045, nestate actors (NSAs) across confladtected Africa will
deliberately deploy structured skills training programs combining basic digital literacy, drone
operation, logistics, and weapons maintenance as a human stapitiegy to build durable
organizational capacity and youth loyalty in education vacuums created by state withdrawal.
Despite uneven NSA organizational capacity and the continued relevance of ideological
recruitment, converging demographic pressuresemity education gaps, and deepening state
fragility reinforce this trajectory by rewarding actors who deliver tangible economic value to
unemployed youth. This shift is likely to reconfigure power by transferring the human capital
development function froroentral governments to nestate actors who fill the governance void,
converting economic dependency into organizational allegiance.

Discussion

By 2045, power in Africa's fragile states is likely to be shaped less by who holds formal
authority and more by who delivers functional opportunities to a rapidly expanding, chronically
underserved youth population. The key innovation likely to drivesthiit is the deliberate use

of structured skills training pipelines by nstate actors. These pipelines are defined as specific,
sequenced programs in practical technical domains such as drone operation, communications,
logistics coordination, and basigdal skills. Their purpose is not merely to recruit, but to build
durable organizational capacity and generate economic loyalty among youth where the state has
vacated the human capital development rdlEhis represents a qualitative evolution beyond
ideological indoctrination: NSAs that can credibly deliver employable skills gain a form of
institutional legitimacy that transcends coercion, transforming recruits into invested stakeholders
rather than trasactional participants.

The demographic foundation for this shift is well documented. Africa's working age population
will grow by more than 600 million between 2025 and 2050, yetSalmran economies create
only approximately 3 million formal wage jobs annually against a n@eti5 million per year!

The IMF's 2024Regional Economic Outloakinforces this gap: by 2030, half of all new global
labor force entrants will come from si8@aharan Africa, with the challenge most acute in fragile,
conflict-affected states! The African Development Bank projects that between 8 and 11 million
African youth enter the labor market annually, yet formal economies consistently fail to absorb
them.M This gap is not a temporary condition. It is a structural feature of Africa's demographic
trajectory through 2045.
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Simultaneously, conflietiriven education collapse is generating a generation of youth with no
statesponsored pathway to skills or employment. According to the September 2025 report of the
Regional Education in Emergencies Working Group, 14,829 scheotdamed across 24 West

and Central African countries due to insecurity affecting 3.01 million children, a figure that has
nearly doubled since 2019The School Closures due to insecurity in West & Central Africa, 2025
DRC and Nigeria recorded the
sharpest yeaon-year increases,
while the Central Sahel reached

8,400 closures, having grown //14;;
from fewer than 2,000 in 2019. \3)
Global aid cuts in 2025 s =

p—

compound the crisis further: a Saem N\
UNICEF analysis projects a 25 — = i)
percent dedhe in international st . A N\aweros’
funding for education in )
emergencies, equivalent to a
$745 million shortfall® The
Geneva Global Hub for

Education in Emergencies

documents that in 2024, the UN| SchootClosed et nsecurty

verified 1,125 cases of grave S oo T ]

violations against children in Figure 1. School closures due to

BurkinaFaSO,892inMaIi,and 2025. A total of 14,829 school s «
. ) . mi |l i on chil Hr EWG Ko uNactei:onal E

329|nN|ger,WlthschooIs Protecting Education in West and

repeatedly targeted by or used by
armed actors! Where states cannot teach, protect, or employ, the youth must find alternatives.
NSAs are positioned to fill this void.

The UNDP's 2023ourney to

Extremism in Africaeport, drawing TP N olent Extramist Groups in Africa

on nearly 2,200 interviews across 30% | +o2% s
eight countries, provides direct

evidence of this dynamic. Among
voluntary recruits to violent extremis
organizations, 25 percent cited lack
of job opportunities as the primary
motivating factor, a 92 peent

% of Voluntary Recruits

Unemployment / Religious Duty / Protection of Adventure / Forced /

Increase from 2017 flndlngS, and Lack of Jobs Ideclogy Family/Community Excitement Pressured

approximately 40 percentreported Fi gure 2. Shift in primary mot

being in urgent need of livelihoodsa Vi ol ent extremi st groups in Af
UNDP, Journey to Extremism in
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the time of recruitment This is not merely a recruitment story. It is evidence suggesting that
NSAs are already functioning as de facto economic providers and that youth respond rationally
to whoever delivers material value. The innovation this SFAR forecasts is the deliberate
institutionalization of that dynamic into structured skills pipelines.

Comparative evidence confirms that NSAs have consistently used education and skills provision
as governance instruments when state capacity collapseseliegred research on rebel
governance in Yemen and Syria found that-state armed groups that cagd territory
systematically developed educational institutions to build legitimacy, administrative capacity,
and civilian compliance! In Somalia, the Islamist organization-Misaam pursued a deliberate
strategy of building universities and professional networks, explicitly investing in the
infrastructure of influence and enabling what analysts describe as the colonization of state
institutions by NSAaffiliated graduates! Al-Shabaab's governance architecture in southern
Somalia, encompassing predictable taxation, Islamic courts, civic committees, and curriculum
control extending to mandatory youth education programs, represents the most institutionally
mature example of NShuman capital development on the continent and a template other are
likely to study.™ In the Sahel, JNIM and allied groups have demonstrated increasing
administrative sophistication including taxation and community governance functions that create
the institutional scaffolding upon which skills training programs could be layéred.

For AFRICOM, this forecast carries direct operational implications. The skills NSAs are most
incentivized to teachdrone operation, communications, logistics coordination, and weapons
maintenance are precisely the capabilities that compound into opmealtthreat capacity

against partnestate security forces. PartAauilding strategies that focus on equipping and

training security forces without addressing upstream human capital competition treat the
symptom rather than the structural driver. Voaadiaraining partnerships and security sector
assistance programs that credibly deliver economic value to the same youth population NSAs are
targeting may represent among the most consequentiatéomginvestments AFRICOM can

make, especially in fragilstates.

Analytic Confidence

The analytic confidence for this estimate is moderate. An Analysis of Competing Hypotheses
(ACH) was applied to evaluate two alternative futures. The first holds that African states will

close the education and employment gap through international dewlbpssistance and

digital learning platforms, denying NSAs the vacuum they require. This hypothesis is

undermined by the structural magnitude of the demographic challenge: the World Bank and IMF
both document that the formal jaloeation gap is largest precisely the fragile states most

susceptible to NSA encroachmef. The second holds that NSAs lack the organizational

capacity to sustain structured training at scale. This has merit as a constraint on pace but does not
refute the directional forecast that localized NSA skills pipelines in-yagith-density, low
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https://www.undp.org/press-releases/hope-better-jobs-eclipses-religious-ideology-main-driver-recruitment-violent-extremist-groups-sub-saharan-africa
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statecapacity environments are sufficient to generate durable loyalty and power asymmetries.

The primary forecast is assessed as more probable than either alternative because it requires less
organizational capacity than full governance, exploits a stralcgap that states demonstrably

cannot close, and produces compounding returns over time. Confidence is tempered by the
forecast's extrapolative nature: deliberate, structured NSA skills pipelines represent a projected
evolution of observed trends rathiban a currently documented practice at scale, and uncertainty
remains regarding the pace of state institutional collapse and the potential for international
development investment to partially close the education gap. The author used Claude Al to assist
with content generation and editing this report for clarity.

Author: COL Edward Kim

N MIBUE 1D 1]



Africads Community Health Networ k, Li
Sovereign Communities from State -Dependent Populations by 2045

Executive Summary

The Integrated Community Health Network (ICHN) model is likelyi @®%) to shift

meaningful governance authority from African national health ministries to local actors by 2045.
ICHNSs are decentralized platforms combining mobile health technology, treoneaunity

health workers (CHWSs), and retiine disease surveillancéDue to COVIB19-era investment,
mobile connectivity expansion, and a documented trust deficit in state institutions, adopting
communities will gain compounding health governance advanta@espite chronic capacity
deficits across many African states and entrenched resistance from centralized ministries, these
barriers slow but do not reverse ICHN adoption. States unable to integrate ICHNS risk becoming
governance intermediaries. For AFRICOMis shift redefines the terrain of security cooperation
with African partners.

Discussion

The ICHN is the specific innovation at the center of this forecast. It is not a general trend toward
population resilience. An ICHN is an integrated architecture combining three components. First,
a mobile health platform enables digital diagnostics, tetiame referrals, and supply chain
management. Second, a trained cadre of CHWs delivers primary care at-thstiscidevel.

Third, a realime surveillance network tracks disease, nutrition, and health system performance.
H Conventional primary care in Africa requires physical state infrastructure that most
governments cannot sustain. The ICHN replaces that dependency with a cormmamaiyed,

digitally enabled delivery model. Ethiopia's Health Extension Program deployd @60

trained CHWsH Ethiopia’'s undeb mortality rate fell 56 percent from 2000 to 20 Rwa nd a 6 s
Mutuelle de Santé, covering over 90% of citizens, drives access to outpatient and rural primary
careHH These are functional governance architectures, not marginal pilots.

The forecast concerns the balance of service and regulatory authority. The ICHN shifts that
authority from fragmented national ministries to a new class of local actors. These actors include
CHW cooperatives, community health committees, and coordinatilhgaciety organizations.

The mechanism of power transfer is structural, not revolutionary. States do not lose authority
through conflict. They lose authority through functional irrelevance. When communities receive
health services from a CHW cooperatira¢her than a government clinic, political loyalty

follows. Elinor Ostrom demonstrated that decentralized institutions outperform centralized state
provision when state capacity is loWThose conditions define much of s8aharan Africa.

ICHNs are the health sector instantiation of Ostrom's model. A meaningful counterweight exists.
Mwai et al. found in a review of 85 CHW programs that scaling beyond pilots requires sustained
state finaning. " This is the primary constraint on the forecast and explains the Moderate
confidence ceiling.
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Three drivers make the forecast likely rather than merely possible. First, mobile connectivity is

the enabling technology. GSMA Intelligence (2024) reports that 65 percent-Sasatvan
Africans now access mobile intern&fThis enables decentralized health data collection and

telemedicine. It replaces functions that previously required physical infrastructure. Second, a

decisive trust asymmetry reinforces ICHN authority. Afrobarometer Round 9 surveys show that

Africans congstently express higher trust in traditional and other local leaders than in national

political institutions. The majority trust local leaders, while fewer than half trust national
political institutions ! This asymmetry is the political soil in which ICHN authority grows.

Third, the economic incentive structure strongly favors adoption. The ILO estimates that over

600 million African workers operate in informal economi&ECHNSs convert this existing social
capital into health governance capacity. The World Bank estimates thatateractors account
for a substantial share of primary care in fragile African st&tBgturns concentrate in

communities with integrated ICHN infrastructure.

Shift by

Figure 1. Thr eeLelr iHeearlst ho fGolviecHM ance Authority
Driver What It Does \ Why It Matters Status
. . . 65% of sub-Saharan Africans
Delivers diagnostics, .
. L now have mobile access,
Mobile Health telemedicine, and . " .
. - reaching communities Operational
Technology supply tracking via . .
L without physical
mobile internet .
infrastructure
Afrobarometer Round 9: . . .
(.) . © ee. ound Trust is the political soil that
. majority of Africans trust .
Community Trust L enables the ICHN service
local and traditional A . Documented
Asymmetry ) authority to displace state
leaders over national .
T delivery
political institutions
600M+ African workers | ICHNSs convert existing social
operate in informal capital into health
Informal Economy . . . .
Alianment economies built on governance capacity without | Structural
9 community trust new institutional
networks infrastructure
Source: GSMA (2024); Afrobarometer (2022); I L

The consequence is institutional, not military. The ICHN shifts service authority from national
ministries to AUanchored community governance structures. Communities that adopt ICHNs

O (2023).

gain healthoutcome advantages, foreigssistance signaling, and AU hbagovernance
legitimacy.? Non-adopting state structures face compounding disadvantages. Their populations
cannot certify access to primary care. Their domestic health systems drift further from
continental norms each year. The ICHN model is®ifforcing. Early adoption lowerglative
integration costs. It raises the cost of continued panicipation. Adaptive states, including

Rwanda, Ethiopia, and Ghana, are already integrating ICHNSs into national health archifecture.

These governments retain nominal authority while delegating delivery. States that suppress
ICHN actors will dismantle the networks that sustain population health. They will accelerate the

loss of legitimacy they sought to prevent.
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Figure 2. I CHN

Dimension

Adopti on

Adopting Communities (ICHNs
Integrated)

Out comeAd:o pAd cnpgt iSrt g t @o Merhur ruicttiuerse sv s .

Non-Adopting State Structures

Health Outcomes

Primary care reach expands via CHW
cooperatives; Rwan
Santé achieves 90%+ citizen coverage
with documented mortality reductions

Delivery dependent on state
infrastructure; fragile under compound
shocks

Governance Authority

Legitimacy accrues to community
health committees and civil society
networks

Legitimacy erodes as service delivery
fails; the state becomes a governance
intermediary

Investment Signaling

Transparent, data-driven health
networks attract development financing
and AU support

Opacity and capacity gaps deter
international health assistance and
AFRICOM engagement

Cost Trajectory

Integration costs decline as ICHN
architecture matures; ARSO
harmonization work supports scaling

The cost of future integration
compounds with each year of non-
participation

AU Legitimacy

AU Agenda 2063 health benchmarks
met: authority reinforced within
continental governance

Authority remains fragmented in
national ministries; excluded from AU
health governance structures

Source: Aut hor

synt hesi s. Derived

Uncertainties and Vulnerabilities
Three assumptions underpin this forecast and are verified through a Key Assumptions Check.
First, ICHN models must achieve scale beyond pilot programs to reach regional reach by 2045.
If external financing from the African Development Bank and internaltido@ors is not
sustained through the mRD30s, many states will be unable to build this capabiliach
assumption is sufficient on its own to degrade the forecast from likely to roughly even odds.
Second, African governments must not aggressivelyptar suppress community health actors.

States with centralization imperatives have suppressed @sithmetworks when politically

from AfDB (2024),

WHO (202

threatening. Third, mobile connectivity must expand at current rates. Infrastructure investment
gaps remain severe in the Sahel and Central African corridors.

Capacity constraints are real and waicumented. Operating an ICHN requires sustained digital
connectivity, trained CHWSs, and domestic legal frameworks for health adjudi¢afailic
readiness reviews show that many African states still depend on external technical assistance to
build these capabilitie$. Political resistance also persists. States with regulatory rents face
structural incentives to obstruct ICHN scaling. Domestic health bureaucracies, protected by
centralized delivery, resist the transparency that ICHNs impose. These barriers compress the
early-adopter universe and widen the governance gap. They do not reverse the forecast. COVID
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era investment and AU Agenda 2063 health benchmarks exert asymmetric pressure. That
pressure intensifies as ICHN track records accumulate.

Analytic Confidence

Analytic confidence is Moderate. The primary judgment is likely 886) per ICD 203

standards. The forecast rests on corroborated institutional documentatierevpeeed DHS

data, ILO labor reports, Afrobarometer surveys, and GSMA connectivity dat® &vid

UNICEF demographic projections have been independently replicated. Confidence does not rise
too high due to three unresolved assumptions: the sustainability of ICHN financing, the risk of
government captation, and the pace of connectivity expansfm Analysis of Competing
Hypotheses matrix tested H3 against two alternative futures. A Key Assumptions Cheek stress
tested the three linchpin assumptions above. Both techniques are detailed in Annex A. This
report was produced with assistance from Céa8dnnet 4.6 (Anthropic) for drafting and

structural support. All analytic judgments and source selections are the author's own.

Author: Charles M. Diggs
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Decentralized Digital Identity is Likely to Undermine State Border
Monopolies in Africa

Executive Summary

The proliferation of decentralized, biometbacked digital identity platforms is likely (535%)

to allow transnational migrants and displaced populations in Africa to bypass traditional state
issued identification systems by 2045. As climate changdesates migration, authority shifts
from central state agenciaghich rely on passports and civil registries to enforce border control
to migrants, norstate aid organizations, and private technology consortia managing
decentralized ledgers. While "stltes" identity will facilitate humanitarian aid and regional
economic integration, it will likely create significant blind spots for state security forces,
enabling Violent Extremist Organizations (VEOS) to exploit anonymous-baster mobility.

Discussion

The World Bank projects that St8aharan Africa could produce up86 million internal
climate migrants by 205Qvith some areas emerging as early as 20@0highest of any global
region.2 This displacement

will occur against persistent  100%

identification gapsvhile the 95% ? East Asia & Pacific
region's average adult ID —Europe & Central

90% ;
Asia

coverage improved from 72% 85% =——Latin America &
to ~80% between 2017 and Caribbean
. L 80% " 80% —Middle East & North
2024 Nine countriesn Sub Africa
. . 75% » —South Asi
Saharan Africaemain below : - Pouth A
70% while seven, including 7% 72% Sub-Saharan Africa
Chad, South Sudan, and 65%
. 2017 2021-22 2024
Mozambique, arbelow 0
60%.H The unidentified Figure 1 Sudgahhargahntlsdape howader relgh or
covera®ect Adeid t &r evi t h |.D, by regio

population is
disproportionately concentrated among the rural, female, and livegshe quintiles: the same
populations most exposed to climate displacenient.

Select International aid organizations and private technology firmelraaaly operationalizing
self-sovereign identity (SSI) and blockchdiased credentials to fill this gapThe UNHCR's
PRIMES Interoperability Gateway demonstratestthe model is operationallt reportecb8
countrieswith 15.7 million biometric enroliments at the end of 2023, a 78% increase from 8.8
million in 2019.PRIMES allows displaced people to generate verifiable credentials for health,
education, and mobile money via iris or facial recognition, without relying on any host nation's
civil registry.? As the African Continental Free Trade Ae@AfCFTA) Digital Trade Protocol
matures mandating mobile money interoperability, crigsder eKYC authentication, and
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digital inclusion provisions that explicitly target women, youth, and rural commurhies,
economic incentive to adopt stateless identity will accelerate across the continent's $180 billion
digital eonomy.H Mobile technologies generaaeound$220 billion annuallyconsisting of
approximately7.7% of Africa’'s GDPH Regional frameworks like the Smart Africa Trust

Alliance (SATA) are attempting to harmonize a continental "Single Digital Market," but private
decentralized innovation is outpacing stie legislation

For AFRICOM, the security implications are both profound and analytically contested. If
stateless digital identities become the primary mechanism for accessing Africa's informal
economies, VEOs wilbe able tao-opt these trustless networgmbeddedvithin climate
displaced migrant flows to access decentralized finance, secure employment, and move
regionally without triggering watchlist tripwire¥.Jama'at Nusrat -aslam watMuslimin
(JNIM) already operates
across Burkina Faso, Mali,
and Niger This is a belt
with the continent's lowest
g N\ foundational ID coverag
demonstrating the financial
N diversification and
ungoverneespace

. j : \\\\\\\ g S exploitation that would
Nt \
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Figure 2 shows JNIM s assessed oper |IfAFRICOM partners can
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T I T
same technology could
enableunprecedented surveillanoémobile populations. Whether decentralized ID becomes a
VEO shield or a security asset is a governance question, not a technology gNestipan
source evidence currently documents VEO exploitation of SSI systieisiss an acknowledged
intelligence gap.

Uncertainties and Vulnerabilities

This forecast rests on three critical assumptions verified through a Key Assumptions Check.
First, African states lack the capacity or cohesion to regulate or absorb decentralized ledgers
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https://www.brookings.edu/articles/realizing-africas-digital-trade-potential-under-the-afcfta/
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-economy/africa/
https://sata.smartafrica.org/wp-content/uploads/2025/02/SATA-Creating-Foundations-for-Africas-Digital-Future-1-1.pdf
https://adf-magazine.com/2025/09/terror-groups-diversify-to-find-steady-flow-of-illicit-financing/
https://smallwarsjournal.com/2025/09/26/al-qaedas-growing-shadow-in-africa/
https://www.criticalthreats.org/analysis/salafi-jihadi-areas-of-operation-in-west-africa-interactive-map-and-campaign-analysis

before 2045If regional blocs operationalize mandated Digital Public Infrastru¢ipe), the
bordererosion dynamic reverses. Several states are already moving in this difé&&rond,
smartphone penetration and access to biometric hardware continue to axmarythe

c ont i ne mdrgnalizechpoputationsn SubSaharan Africasmartphoneaccount for26%

of monthly GDP per capita, and internet shutdowns across the continent have historically been
severett |f either barrier intensifies, displaced populations would revert to physical documents
or smuggling networks rather than decentralized identity systems.

Analytic Confidence

The analytic confidence for this estimate is modergtes forecast was derived using a multi
perspective MultCriteria Decision Analysis (MCDA) matrix to evaluate the strategic utility of
decentralized identitie®lative to traditional statesssued IDs frommigrant, state security, and
VEO stakeholdeperspectives. The MCDA's weighted analysis reflects the analytical tension
central to this forecast: the identity system gaining adoption momentum among Africa's
displaced populations is not the one béighad with U.S. security interests, creating a
significant strategic asymmetry that the probability estimate is intended to qustdgnce
regarding the current unidentified population, the technical efficacy of pilot SSI programs, and
the digital trale dimensions of the AfCFTA relies on hig#liability data from the World Bank,
GSMA, and UNHCR. However, significant intelligence gaps remain regarding the specific
timeline and technical capacity for major VEO groups, such as JNIM-8hAbaab, to fuji
integrate these platforms into their operational tradecraft. Current adoption metrics are primarily
driven by humanitarian and economic use cases rather than illicit evasion. In addition to
traditional research techniques, Grammarly, Perplexity, and@aefre used to support editing
and research for this forecast

Aut hor : LTC Eric
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Section 6: Governance, Sovereignty &
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Hybrid Governa8taetanAuiNobori ty Wil l Beco

l nnovation in African Political Order

Executive Summary

Hybrid governance and nestate authority are likely (380%) to become the decisive

innovation in African political order through 2045, as rsbate armed groups (NSAGS)
institutionalize the systematic delivery of security, justice, taxation, and bagicesein direct
competition with sovereign governments across the Sahel, Horn of Africa, and Lake Chad Basin.
Due tochronic statdragility and junta governance failures that have left an estimated 950,000
square kilometers of populated African terntautside effective government contr@l,

compounded by the convergence of mobile money, encrypted communications, and LEO
satellite connectivity that enables VEOs to administer parallel governance at scale and durability
that previous insurgent models never achieved, hybrid governance zodesp&aing toward
institutional lockin, with the decisive threshold assessed at approximately 2031. Despite
ongoing counterterrorism operations across all five African theaters and African
Union/Economic Community of West African States (AU/ECOWAS) frantés/@or security
cooperation, military approaches have consistently failed to translate tactical victories into
governance legitimacy, because they address the symptom, violence, rather than the structural
driver: the state's inability to deliver the setyrjustice, and basic services that VEOs provide in
its absencé! The 2045 question is therefore not whether hybrid governance zones exist, they
already do, but whether the 202031 window will be used to mount a competitive state
governance investment campaign befdEO administrative roots become seifstaining, or
whether African governments, regional bodies, and international actors will face the structurally
harder problem of negotiating with parallel sovereignties that can no longer be simply defeated.

Discussion

The scale of hybrid governance in Africa has reached a threshold that demands reassessment of
the statecentric frameworks that have dominated security analysis since decolonization.
Fatalities linked to militant Islamist groups across Africa surged Gfepebetween 2022022

and thecurrent period, with 22,307 deaths recorded over the past year, the second consecutive
year at record levels.In Burkina Faso, military forces now freely operate in as little as 30

percent of national territory, while militant groups have encircled roughly 130 towns andcities.
In Mali, INIM accounts for 83 percent of Sahel fatalities and governs captured territory with a
"light administrative structure” capable of dispensing justice, levying taxes, and exercising social
control.® This is not insurgency in the classic seasa temporary security void; it is prestate
competition, and the distinction matters enormously for how policymakers frame the 2045
trajectory. JNIM's governance model has evolved to the point that women in communities under
its longeststanding contl, particularly in central Mali and northern Burkina Faso, report more
positive perceptions of the group's administration than women in areas of more recent or
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contested controll Coercion and service provision are not mutually exclusive in the hybrid
governance model; they are complementary instruments of legitimaldmng.

Figure 1. Hybrid Governance Architecture by Theater: INIM (Sahel), ISWAP (Lake Chad), Al-Shabaab (Somalia),
2025

ISWAP in the Lake Chad Basin represents the most institutionally advanced VEO governance
model currently operating in Africa and provides the strongest analog for what hybrid
governance institutionalization could look like at scale by 2045. The grouphsisucted

formal departmental structures, tti@wvawinsystem, modeled on the Islamic State's
administrativeframework in Syria and Iraq but adapted to the Lake Chad Basin environment. It
administers four geographic governorates, each headed/aly, avith separate departments
overseeing military operations, taxation, religious enforcement, justice, and public welfare.

tax system operates across three formal categaagat haraji, anddarayib, each with a

separate receipt issued after payment, providing the predictability and transparency that formal
governance in Nigeria frequently fails to delivéinternational Crisis Group researchers
estimated that between 800,000 and 3 million civilians lived under ISWAP governance as of
2022. ISWAP's revenue, generated from fishermen, farmers, herders, addocdesdrade, is
augmented by welfare provisiowater supply, basic healthcare, and transportation services are
provided free of charg€.The Institute for Security Studies explicitly recommends that the
governments of Cameroon and Nigeria build equivalent infrastructure, drinking water, health
centers, schools, and agricultural inputs, specifically to "counterbalance ISWAP's serviees to th
communities.*! This policy prescription is itself an acknowledgment that parallel governance
has achieved a legitimadgothold that kinetic operations alone cannot dislodge.
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