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About This Document 

The United States Army War College (USAWC) student team, Project Leo (AFRICOM Futures), 

prepared this collective Strategic Research Requirement (SRR) as a prerequisite for completing 

the Master of Strategic Studies degree program from the School of Strategic Land Power. The 

research, analysis, and production of this report was conducted from October 2025 through May 

2026. The Project Leo team is a part of the Army Futures Seminar for Academic Year 2026.  

 

The team members were COL Edward Kim, COL Cory Reiter, COL Charles Diggs, LTC Eric 

Giannaris, and LTC Robert Blome. The team conducted their research under the direction of 

Professor Samuel White. 

 

Requirement 

This report answers a strategic question posed by GEN Dagvin Anderson, the Commander of 

U.S. Africa Command (AFRICOM). 

 

What innovations1 will alter the balance of power2 across Africa by 2045? 

 

¶ What transferable lessons from modern conflicts3 reveal how state and non-state actors 

are likely to leverage emerging technology to alter the balance of power?   

 

¶ Which low-cost, dual-use technologies are likely to be available across African regions in 

2045? 

 

¶ What are the potential drivers for innovation by actors to either stabilize or destabilize 

African states? 

 

Source Reliability 

Source reliability is noted at the end of each citation as low (L), moderate (M), or high (H). The 

citation is hyperlinked to the source. Source reliability is determined using the Trust Scale and 

Website Evaluation Worksheet, see Annex C. Additionally, sourced figures and photos embedded 

in this report are hyperlinked to their source. 

 

Words of Estimative Probability 

The research team utilized the Intelligence Community Directive (lCD) 203 Words of Estimative 

Probability (WEP) standards, see Figure 1 and Annex B, to express the likelihood or probability 

 
1 Innovation is defined by a new idea, method, or technology. 
2 The balance of power refers to the relative influence, capabilities, and resilience between formal 
governments (states) and actors outside state control (non-state entities) within a given system or region. 
3 Ukraine, Israel-Hamas, Iran proxy conflicts 
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of events. These terms are used to communicate the researcherôs forecast and to help decision-

makers understand the probability range associated with an assessment. 

 

 
 

 

Analytic Confidence  

 

The analytic confidence for our overall findings is moderate. Project Leo evaluated analytic 

confidence using the Peterson Analytical Confidence Worksheet coupled with Friedman 

Corollaries, see Annex D. Source reliability and corroboration were generally moderate to high. 

The analysts worked individually and collectively to research the answers to the research 

questions. The team used various artificial intelligence (AI) tools for idea and lead generation, 

with the results informing the analysis. All information and sources were accessed through an 

unclassified, open academic network. Theoretical predictions varied, and research sometimes 

conflicted, specifically with time-based predictions on technical reliability or widescale adoption. 

Lastly, given the estimate's lengthy time frame, this report is sensitive to changes in new 

information. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 1. Intelligence Community Directive 203 Words of Estimative Probability standards. 
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Key Findings  

 
By 2045, the balance of power in Africa will likely depend not on any single innovation but on 

who can leverage converging innovations. The same innovations that might strengthen states will 

instead empower their rivals wherever institutional capacity is weak. Non-state actors are likely 

to exploit this convergence faster because they face fewer barriers to adoption. 

 

No single technology 

shapes the future. What 

matters is convergence: 

the point at which 

multiple innovations, 

entering African markets 

through commercial 

channels that no arms 

embargo or export 

control can block, 

reinforce each other into 

something greater than 

the sum of their parts. A 

non-state armed group 

that can fund operations 

outside formal banking, 

manufacture precision 

weapons locally, train a 

loyal cadre with 

operational skills, deny 

access to coastal 

corridors, and deliver 

healthcare and dispute 

resolution to the 

communities it controls 

is not a typical 

insurgency. It is a 

parallel state, built from 

off-the-shelf technology, 

operating within the 

governance gaps that 

African central 

governments cannot fill. 
 Figure 1: Overview of Key Findings 
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This convergence does not make the outcome inevitable. A meaningful counter-dynamic runs 

through this research: African states and continental institutions are actively strengthening 

authority in trade governance, fiscal infrastructure, biological security, and resource 

management. That progress is real but uneven, and in several domains, it is insufficient to keep 

pace with the pace of change. The same innovations that enable non-state challengers can, when 

backed by institutional investment, enhance the state's capacity to govern.  

 

AFRICOM's urgent question is whether investments will happen on time, as several domains 

approach a cost-prohibitive threshold by 2028ï2031. This threshold marks the point where VEO 

governance, Chinese infrastructure dependency traps, and African fiscal sovereignty erosion 

become irreversible. By 2031, Chinese influence in Africa will be deeply entrenched, raising 

barriers to US competition. Digital infrastructure decisions made in 2026ï2027 will lock in 

Huawei and ZTE ecosystems for 10ï15 years, with integration into Chinese cloud services 

making displacement economically impossible. The US has spent about $5 billion removing 

Huawei from US networks, but Africa's scale makes similar efforts infeasible. Meanwhile, Belt 

and Road projects from 2013ï2018 will mature by 2028ï2032, with ports, railways, and power 

plants integrated into regional logistics, while African digital standards are set with Chinese 

input, increasing reliance. Africans who studied in China from 2015ï2020 will assume 

leadership roles, strengthening Chinese networks and influence. Additionally, long-term 

agreements on critical minerals like cobalt, lithium, and copper will be fixed elsewhere by 2031, 

limiting US access to essential supply chains. Collectively, these trends mean that after 2031, the 

cost of great power competition in Africa will sharply increase, shifting from influence to 

displacementða much costlier and complex challenge. 

 

Five key findings underpin the analysis, organized to build a cumulative argument: what non-

state actors are constructing (Finding 1), where the contest will actually be decided (Finding 2), 

how they are financing it (Finding 3), who else is positioned to exploit the same vacuums 

structurally (Finding 4), and why the outcome remains uncertain (Finding 5). The window to act 

is open, but it is closing. 

 

 

Key Finding 1: Non-State Actors Will Likely Assemble Full-

Spectrum Governance Substitutes 
 

The most significant power shift in Africa isnôt on the battlefield. Itôs happening in clinics, 

energy cooperatives, dispute resolution forums, training programs, and financial networks, the 

essential infrastructure through which communities meet their daily needs. Across the Sahel, 

Horn of Africa, and Lake Chad Basin, non-state actors are systematically building parallel 
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governance structures from innovations that appear commercial or humanitarian individually but 

constitute an alternative state collectively. 

 

The Governance Substitution Mechanism 

The mechanism is consistent across every domain examined. States withdraw through 

incapacity, fiscal failure, or active expulsion of international partners, and non-state actors fill the 

void with services that build durable loyalty: predictable security, accessible healthcare, reliable 

energy, economic opportunity, and adjudicated justice. What distinguishes the current trajectory 

from historical insurgent governance is the technological substrate enabling it at scale and at low 

cost. 

 

Community health networks built on mobile platforms and trained community health workers are 

replacing state health ministries, not through conflict but through functional superiority. Where 

government clinics require physical infrastructure that fragile states cannot sustain, a digitally-

enabled cooperative can deliver diagnostics, telemedicine referrals, and disease surveillance via 

smartphone. As mobile internet access across sub-Saharan Africa surpasses 65 percent, the 

Figure 2: illustrates a Parallel State Architecture. Non-state actors utilize a foundation of civilian service delivery, 

including community health, renewable energy, and urban order, to build the local legitimacy required to operate a 

"full-stack" autonomous and decentralized operational architecture. 
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technological barrier to deploying these systems has effectively disappeared. Communities 

distinguish not between state and non-state providers, but between whoever showed up and 

whoever did not. 

 

The same dynamic applies to energy. Falling solar costs, improved battery storage, smart 

metering, and mobile-money billing have transformed electricity from a national infrastructure 

project into a deployable service. Renewable microgrid systems, containerized, remotely 

monitored, and financed through a pay-as-you-go platform, can now deliver reliable power 

without government involvement. In governance gaps across northern Mali, northeastern 

Nigeria, and eastern DRC, controlling energy infrastructure means controlling one of the most 

politically consequential public goods a community receives. Non-state actors are increasingly 

capable of providing it. 

 

In urban Africa, governance substitution takes a different but equally consequential form. As 

megacities double their populations by 2045, with Lagos nearing 30 million residents and 

Kinshasa and Dar es Salaam on comparable trajectories, municipal governments are becoming 

structurally overwhelmed. Informal urban governance networks organized around transport 

enforcers, community militias, and protection racket operators have already filled the gap across 

informal settlements where more than half of Africaôs urban population lives. What distinguishes 

todayôs networks from historical predecessors is institutionalization: codified rules, stable 

leadership, mobile money revenue systems, and encrypted communications enabling 

coordination across entire urban districts without state infrastructure or permission. 

 

The Full-Stack Operational Dimension 

Governance substitution provides the civilian foundation. A separate convergence provides the 

operational architecture that makes non-state parallel states militarily viable in ways previous 

insurgencies never achieved. 

 

The cost of building a complete operational capability stack has fallen from the exclusive domain 

of nation-states to the realistic reach of well-organized non-state groups within a decade. 

Decentralized finance protocols move funds across borders without touching the banking system 

that intelligence agencies monitor. Hybrid additive manufacturing produces functional firearms 

and drone components from locally available materials, bypassing interdiction-vulnerable supply 

chains. Commercial maritime surveillance fused with low-cost unmanned surface vessels shifts 

coastal access denial from a blue-water naval capability to something a land-based group can 

execute with open-source tools. Open-source autonomous flight control software is eliminating 

the trained human operator as the bottleneck in drone strike operations. 
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None of these capabilities, taken individually, is decisive. Together, they describe an 

organization that finances 

itself outside state-controlled 

systems, arms itself without 

state-controlled supply 

chains, moves personnel 

without state-controlled 

identity infrastructure, denies 

state forces access to key 

corridors, and strikes without 

risking trained operators. 

Jamaôat Nusrat al-Islam wal-

Muslimin (JNIM), a terrorist 

group, demonstrated how 

quickly this stack assembles 

from its first documented 

drone activity in September 

2023 to a sustained campaign 

of FPV IED drops and ISR-

guided combined arms assaults by mid-2025: surveillance to precision strike to multi-domain 

coordination in under two years. 

 

Why Institutional Constraints Cannot Match This Pace 

The structural advantage non-state actors hold is not superior capability but the absence of 

constraints that slow state 

adoption of the same 

technologies. State 

militaries must integrate 

autonomous platforms into 

manned formations, retrain 

officers whose incentives 

favor legacy systems, and 

route procurement through 

ministries that favor 

institutional continuity. 

State health ministries 

navigate accreditation 

requirements, supply chain 

bureaucracies, and 

patronage systems. Non-

Figure 3: highlights the documented timeline and geographic distribution 

of JNIM drone employment from 2023ï2025, illustrating the tactical 

progression from ISR to coordinated precision strikes across the Sahel. 

Figure 4: Highlights the Cost-Asymmetry gap. Coordinated autonomous drone 

swarms create a structural defense crisis for African states. A single 25-drone 

swarm costs under $60,000 to deploy, while a state-operated kinetic 

interceptor costs millions per shot, making traditional point-defense 

architectures economically and operationally unsustainable by 2045. 
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state actors face none of these constraints. They build tactics from scratch, tolerate attrition at 

rates no accountable military can match, and adopt innovations at commercial market speed 

rather than procurement cycle speed. This accountability asymmetry compounds over time. Each 

innovation cycle in which non-state actors adopt faster widens the gap. By 2045, the 

compounding of these cycles across five domains simultaneously will likely produce parallel 

governance architectures in the Sahel, Horn, and Lake Chad Basin that are more capable, more 

legitimate in the communities they serve, and more resilient to military disruption than any 

previous non-state challenger on the continent. 

 

 

Key Finding 2: The Contest for Africa's Balance of Power Will 

Likely Be Decided on the Service Delivery Layer, Not the 

Battlefield 

 

Military operations in the 

Sahel, Horn of Africa, and 

Lake Chad Basin have, for 

more than a decade, achieved 

tactical success and produced 

no durable political 

outcomes. Operations that 

kill leaders, disrupt 

networks, and recapture 

terrain consistently fail to 

consolidate the governance 

legitimacy that would make 

those gains irreversible. The 

contest for political loyalty in 

Africaôs fragile states is not 

being decided on the 

battlefield. It is being 

decided at the service-

delivery layer, and the 

winners are those who 

invested in delivering 

tangible value to 

communities that formal 

governments abandoned. Figure 5: Legitimacy in fragile African states is determined by service 

delivery rather than battlefield success, as actors providing essential 

services gain lasting political legitimacy. 
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Why Service Delivery Is the Decisive Layer 

The logic is consistent across every sector examined. When a community receives healthcare, 

energy, dispute resolution, or security from a non-state actor before encountering the state 

through coercion or taxation, its political loyalty orients toward the provider. This transfer is not 

ideological; it is rational. UNDP research across eight African countries found that 25 percent of 

voluntary recruits to violent extremist organizations cited lack of job opportunities as the primary 

motivating factor, a 92 percent increase from 2017 findings. Non-state actors that deliver skills, 

income, and services to youth in education and employment vacuums are not merely recruiting; 

they are constructing durable institutional loyalty that military operations cannot destroy without 

simultaneously providing alternatives. 
 

Community-based fire management illustrates the mechanism in a sector that has received 

almost no security attention. In the Sahel and Horn of Africa, late dry-season fires are a primary 

trigger for farmer-herder violence, the conflict cycle through which VEOs recruit, establish local 

authority, and extract protection rents. Where community fire committees with authority to plan, 

permit, and patrol prescribed burns have been established, and carbon-credit revenue provides a 

direct economic stake, these hybrid governance institutions have demonstrably displaced VEO 

authority in localized contexts. The actor controlling this governance package controls the 

political terrain in the landscapes where VEOs recruit.  

 

The skills-training pipeline dynamic is the clearest evidence that non-state actors understand this 

mechanism and deliberately exploit it. Africaôs working-age population will grow by more than 

600 million between 2025 and 2050, yet sub-Saharan African economies create only 

approximately 3 million 

formal wage jobs annually, 

against a structural need for 

15 million. The September 

2025 Regional Education in 

Emergencies Working Group 

documented nearly 15,000 

school closures across 24 

West and Central African 

countries, affecting more than 

three million children, a figure 

nearly doubled since 2019. 

Any actor that delivers 

structured skills training in 

practical areas, such as drone 

operation, communications, logistics, and weapons maintenance, is not filling an education gap. 

It is capturing the human capital development function states have abandoned, converting 

Figure 6: School closures due to insecurity in West and Central Africa, 

2025. A total of 14,829 schools closed across the region, affecting 3.01 

million children. 
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economic dependency into organizational allegiance, and building the operational cadre that 

sustains armed operations with far greater resilience than ideological recruitment alone can 

provide. 

 

The Political Information Layer 

Service delivery operates in parallel with a contest for political narrative that is equally 

consequential and equally being lost by states. Social media has become the primary source of 

political information across Africa. Afrobarometer documents growth from 22 to 45 percent of 

regular news consumers between 2014 and 2023, shifting legitimacy terrain from broadcast 

media governments' control to platform algorithms they do not. AI-generated disinformation 

deployable for hundreds of dollars allows insurgent groups and foreign proxies to shape public 

perception faster than any state counter-narrative can respond. African governments have 

responded primarily through internet shutdowns: 35 documented in 2024, the highest regional 

total globally, an approach that treats the symptom rather than the cause and consistently 

accelerates legitimacy erosion. 

 

The Analytical Verdict on the Military Layer 

Security cooperation frameworks structured around manned combined-arms training, equipment 

provision, and counterterrorism capacity building are designed to contest the military layer of a 

competition being decided at the governance layer. A partner military better equipped to destroy 

JNIM positions in the Sahel, but whose government still cannot deliver healthcare, education, or 

justice to the communities JNIM governs, will achieve tactical victories that produce no durable 

political outcomes. Recognizing this distinction is the analytical departure point for thinking 

about what investments would alter the 2045 balance of power. 

 

 

Key Finding 3:  African States Will Likely Lose Financial 

Sovereignty from Three Directions Simultaneously 
 

African central governments have 

historically derived political leverage 

from their role as financial 

intermediaries, the entities through 

which employment, subsidies, patronage, 

and crisis relief flow to populations. That 

intermediary role is being structurally 

dismantled by the digitization of 

financial infrastructure, enabling capital 

to move at scale and precision across 

borders while bypassing state oversight. Figure 7: State Financial Sovereignty Erosion 
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This is happening simultaneously from three directions, each driven by a different innovation, 

each eroding a different dimension of state fiscal authority. 
 

From Above: Remittances and the Erosion of Patronage Leverage 

Globally, remittances to low- 

and middle-income countries 

have surpassed the combined 

total of foreign direct 

investment (FDI) and official 

development assistance 

(ODA). Africa reflects and 

amplifies this global pattern. 

Remittances have emerged 

as the continent's largest and 

most stable source of 

external finance, consistently 

outpacing FDI and 

exceeding ODA, which are 

volatile, politically 

contingent, and increasingly 

subject to donor 

retrenchment. In Gambia, 

Lesotho, Comoros, and 

Somalia, diaspora transfers 

represent between 14 and 28 

percent of GDP, making 

them more structurally 

consequential than any other 

external financial flow. What is new is not the scale of remittances but the infrastructure 

delivering them. The rise of mobile money platforms, interoperable instant payment networks, 

and the African Union's Pan-African Payment and Settlement System, now operating across 18 

countries with over 150 commercial banks connected or in active onboarding, has transformed 

remittances from informal, high-cost, intermittent transfers into fast, reliable financial 

infrastructure that operates entirely outside government mediation.  

 

The governance implication is structural. Where households receive meaningful income from 

external sources bypassing state-controlled channels, dependence on state employment, 

subsidies, and crisis relief declines, weakening the patronage relationships through which 

African governments have historically translated fiscal control into political loyalty. The effect is 

most acute in high-remittance, fragile-state environments precisely where governance 

Figure 8: Global growth of remittances. 
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competition is already most intense. Diaspora communities can mobilize funds to sustain civil 

society, opposition movements, independent media, and emergency relief at speed and scale no 

state can match through formal channels. By 2045, as platform interoperability deepens, this 

capacity will likely be faster, cheaper, and harder to monitor or interrupt. 

 

From Below: Decentralized Finance and the Invisibility of Illicit Flows 

The second erosion operates in the opposite direction. Where remittances are a legitimate flow 

redirected around state channels, decentralized finance (DeFi) is infrastructure purpose-built to 

make financial activity invisible to state oversight. DeFi protocols enable self-executing digital 

agreements on 

distributed ledgers; no 

single institution 

controls, allowing funds 

to move directly from 

diaspora donors, gray-

market partners, or 

corrupt patrons to 

operational cells 

without passing through 

any monitorable 

intermediary. The cost 

of building a 

sophisticated DeFi 

pipeline has already 

fallen below $1,000, 

and continued open-

source proliferation will likely lower that threshold further by 2045. 

 

Mobile money penetration across sub-Saharan Africa already exceeds formal bank account 

ownership. Next-generation platforms integrating encrypted cryptocurrencies with standard 

mobile wallets are effectively decoupling economic activity from state oversight at scale. When 

digital wallets are managed by entities outside any African governmentôs jurisdiction, illicit 

actors can blend funds with legitimate commercial traffic, making it difficult to detect. 

 

From Within: Virtual Taxation and the Parallel Revenue State 

A third dimension not fully captured by the remittances and DeFi dynamics is the deliberate 

exploitation of digital financial infrastructure by non-state actors to tax populations they do not 

physically occupy. The traditional VEO revenue model, physical extortion at roadblocks, is 

resource-intensive and vulnerable to state interdiction. The emerging model is qualitatively 

different: non-state actors employ digital coercion through encrypted transactions and 

Figure 9: INTERPOL's 2025 assessment of cybercrime threat levels across Sub-

Saharan African regions. Elevated threat ratings across East and West Africa 

indicate a digital exploitation environment primed for non-state actor revenue 

generation. 
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ransomware to extract sustained revenue from territory they govern administratively, without 

militarily holding it. A VEO taxing a populationôs digital transactions remotely achieves virtual 

sovereignty that erodes state legitimacy while simultaneously compounding fiscal pressure from 

the other two directions. 

 

The Three Erosions Compounding 

The convergence of these three dynamics produces a fiscal environment that African central 

governments have not previously faced. Legitimate flows bypass state patronage channels from 

above. Illicit flows become invisible to state oversight from below. Non-state actors construct 

parallel revenue systems, extracting value from the same populations states claim to govern. 

Together, they compress state leverage from three directions simultaneously. 

 

 

Key Finding 4:  China Is Executing a Deliberate Multi-Layer 

Dependency Strategy That Will Likely Achieve Structural 

Lock-In Before 2031 
 

The governance vacuums 

non-state actors fill 

through service delivery 

and operational 

capabilities are 

simultaneously exploited 

at a structural level by an 

external actor with longer 

time horizons, greater 

resources, and more 

deliberate intent. Chinaôs 

engagement across 

Africaôs digital, 

intelligence, and 

manufacturing 

infrastructure is a 

systematic strategy to 

embed Chinese technical 

standards, data pipelines, 

and algorithmic 

architectures into the 

layers through which 

Figure 10: Chinaôs multi-layer dependency strategy embeds influence across 

critical technical systems, locking in institutional dependence before 2031. 
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African governments function, making displacement prohibitively costly before any competitive 

alternative develops. 

 

The Architecture of Dependency: Five Simultaneous Layers 

The strategy operates across five infrastructure layers simultaneously, each reinforcing the 

others. The first is the orbital layer. Chinaôs China Satellite Network Group is constructing 

Guowang (12,992 planned satellites) and Qianfan (targeting 15,000 satellites by 2030), state-

backed strategic investments explicitly designed to achieve geopolitical objectives, unlike 

Starlinkôs commercial model. The 2021 Chinese Data Security Law legally mandates all Chinese 

firms to share data with the CCP regardless of where it is collected, meaning any African 

government adopting Chinese LEO infrastructure creates a pathway for Beijing to access its 

intelligence and command data. MOUs have already been signed across six initial African 

markets under the Sailspace brand. The 2026ï2030 window, before African governments commit 

to orbital infrastructure that will shape their communications architecture for a generation, is the 

decisive competitive window. 

 

The second layer is surveillance and political control. Huawei Safe City systems are active in at 

least 12 African countries, eight of which are rated ónot freeô or ópartly free,ô bundling AI-driven 

CCTV with facial and license plate recognition, crowd-monitoring analytics, and integration 

with national biometric databases. Chinese state-owned banks finance these systems at 30 to 40 

percent below Western alternatives. Cameroon illustrates the lock-in dynamic: beginning with 70 

Huawei cameras in 2014, the government accumulated $270 million in Chinese state-bank debt 

to expand toward a planned 24,000 cameras nationwide. The Safe City model strengthens 

incumbent regimesô coercive capacity while making them structurally dependent on Chinese 

maintenance, upgrade cycles, and data architecture. 

 

The third layer is intelligence fusion and analytic architecture. Chinaôs Global Security Initiative 

has produced bilateral intelligence framework agreements with approximately 40 African 

governments. Combined with Huawei Safe City systems embedding Chinese algorithmic 

standards into African security decision-making, and PLA professional military education 

programs training approximately 2,000 African officers annually in Chinese analytical 

methodologies, Beijing is establishing institutional lock-in at a pace that will make competitive 

displacement prohibitively costly well before 2030. Without African adoption of open-

architecture standards before Chinese algorithmic norms reach embedded depth, African analytic 

sovereignty will be functionally locked to Beijingôs data governance standards by 2035. 

 

The fourth layer is manufacturing and logistics. Multi-material additive manufacturing capable 

of producing functional components from digital blueprints without traditional supply chains is 

shifting Africaôs security architecture from physical inventory to digital means of production. 

Chinaôs systematic embedding of AM education and standards into partner-nation technical 
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institutions creates structural dependency on Chinese hardware and software stacks. Russiaôs 

demonstrated use of AM-enabled sustainment to project force without a traditional logistics tail 

provides a complementary model, together positioning rival powers to decouple African security 

architectures from Western supply chains before U.S. acquisition reform generates a competitive 

response. 

 

The fifth layer is agricultural and logistics AI. AI advisory platforms integrating satellite 

imagery, weather modeling, and soil analytics generate agrarian leverage invisible to traditional 

security analysis: whoever controls the advisory algorithm controls planting decisions, input 

procurement, and market routing for millions of smallholder producers representing over 60 

percent of Africaôs agricultural workforce. Private investment in agricultural AI surged from less 

than $10 million in 2014 to approximately $600 million by 2022. At the 2024 FOCAC Summit, 

China and Africa agreed to 20 digital agricultural infrastructure projects through 2027. As these 

platforms scale, they accumulate proprietary datasets on soil conditions, yield cycles, and climate 

patterns that African ministries do not independently hold, transferring structural information 

advantage to external operators. 

 

Why This Is Different from Historical Great Power Competition 

What distinguishes Chinaôs strategy from historical great power competition in Africa is not 

scale or ambition but mechanism. Previous external powers competed through physical presence, 

bilateral security agreements, and economic investment. China embeds influence into the 

technical infrastructure through which African governments function communications, 

surveillance, resource allocation, and security force sustainment. Physical presence is not 

required. Influence persists as long as the technical infrastructure persists, and infrastructure 

lock-in driven by sunk costs, proprietary data accumulation, and trained dependency is far more 

durable than any bilateral political relationship. 

 

 

Key Finding 5: A Meaningful Counter-Dynamic Likely Exists: 

Africa's 2045 Balance of Power Is Contested, Not 

Predetermined 

 
The four preceding findings describe compounding erosion: non-state actors assembling parallel 

governance structures, financial sovereignty hollowed from three directions, the service delivery 

contest being lost where it matters most for political loyalty, and a deliberate foreign power 

embedding structural dependency before alternatives can develop. Left uncontested, this 

trajectory points toward a 2045 Africa in which formal state sovereignty likely persists on paper 

while functional authority has fragmented across non-state armed groups, diaspora networks, 
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private platforms, and 

patron-dependent regimes 

that mistake surveillance 

capacity for governance 

legitimacy. 
 

But this trajectory is not 

foreordained. Running 

through this teamôs research 

alongside the fragmentation 

thesis is a consistent 

counter-dynamic: in the 

domains where African 

states and continental 

institutions have 

deliberately invested in 

governance capacity, the 

same innovations that 

empower challengers are 

strengthening the 

institutional architecture of 

legitimate authority. The 

evidence describes a 

genuine contest in which 

the outcome remains open, 

and deliberate investment in 

the remaining window can 

alter 2045 trajectories that would otherwise lock in. 

 

Trade Governance: Where States Are Winning 

The African Continental Free Trade Areaôs (AfCFTA) Non-Tariff Barrier (NTB) mechanism is 

the clearest example of institutional consolidation at the continental level. The NTB mechanism, 

a digitally enforced adjudication portal for resolving trade-restrictive measures across member 

states, has processed over 220 complaints since becoming operational in 2023, resolving more 

than half at an average of 39 days, a fraction of the bilateral diplomatic timeline it replaced. By 

creating binding continental accountability for trade compliance, the AfCFTA Secretariat is 

accumulating regulatory authority in a domain previously defined by bilateral friction serving 

politically connected importers and informal corridor operators. 

 

Figure 11. Africaôs 2045 balance of power will hinge on whether fragmenting 

forces outpace narrower but critical efforts at institutional consolidation 

during the 2028ï2031 decision window. 
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The Distributed Ledger Technology (DLT) single-window customs platform describes a 

complementary mechanism at the transaction level. By recording every cross-border trade 

declaration on a tamper-resistant shared ledger that no single actor controls, these platforms 

eliminate the opacity through which trade mis-invoicing, ghost shipments, and corridor taxation 

extract rents that Africa loses, estimated at $88.6 billion annually. In the Sahel, JNIM and 

Islamic State-Sahel Province impose taxes and protection fees on unmonitored corridors across 

Mali, Burkina Faso, and Niger, generating revenue that directly sustains armed operations. A 

DLT ledger restructures this rent-extraction model by creating auditability where opacity once 

existed, and states deploying these systems are not just recapturing revenue; they are 

restructuring the economic incentive landscape that makes corridor taxation viable for armed 

groups. 

 

Biological Governance: The State Advantage Window 

The Oxford Nanopore MinION, a portable USB-powered DNA sequencer deployable across 53 

of 55 AU member states at a cost between $1,000 and $3,150 is a rare case in this teamôs 

research where the technology structurally favors state adoption over non-state actors. Its three 

governance applications each translate directly into territorial control and public trust. First, 

outbreak detection at the point of care: during the 2015 Ebola response in West Africa, MinION 

field deployments returned sequencing results within 24 hours of sample collection, allowing 

health authorities to identify and cut active transmission chains in ways laboratory-dependent 

systems could not match. Second, genetic forensics without foreign laboratory intermediaries, 

allowing security forces to sequence material from attack sites or detained individuals in the 

field. Third, border biosecurity at remote crossings that currently lack any laboratory capacity. 

 

The state advantage is structural: peer-reviewed research confirms sequencing activity across 53 

of 55 AU member states, reflecting existing organizational capacity to integrate laboratory-grade 

tools into public health and security operations. No non-state group has demonstrated 

comparable capacity as of 2024. However, Al-Shabaabôs clinics in Somalia and JNIMôs 

administrative structures in Mali represent the organizational foundation that could eventually 

support MinION adoption by sophisticated non-state actors. In Mali, only 57 percent of the 

population lives within five kilometers of a health center outside Bamako, compared to 93 

percent within the capital. The MinIONôs state advantage is real but not permanent: those that 

integrate it into functioning health, forensic, and border operations before 2031 will have built a 

compounding governance advantage that late adoption cannot easily replicate. States that delay 

risk ceding even this favorable terrain. 

 

Resource Governance: Supply Chain Control as State Power 

Critical minerals supply chain governance represents the consolidation dynamic at the largest 

economic scale. As global demand for lithium, cobalt, copper, and rare earths intensifies, major 

consumer markets are imposing verified sourcing and due diligence requirements as conditions 
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of trade and financing, transforming mineral supply chains from purely commercial spaces into 

governed spaces where demonstrating legal extraction, traceable custody, and environmental 

compliance is necessary to access the highest-value markets. 

 

For African states, this creates a governance opportunity requiring no new technology or 

territorial conquest. States that control licensing, certification, processing, and corridor security 

are positioning themselves as indispensable nodes in supply chains that the energy transition will 

make increasingly critical. States without significant mineral endowments can participate 

through downstream governance refining, logistics corridor control, certification, and recycling, 

all of which confer influence over which producers can access value-added markets regardless of 

geology. The power here flows from regulatory credibility, not resource ownership. 

 

The non-state actor dimension runs in both directions. Effective enforcement pushes non-state 

actors toward weaker links: smuggling routes, document fraud, and ungoverned corridor 

taxation. Weak enforcement increases scarcity rents and strengthens actors who control terrain or 

borders. In eastern DRC, M23 has exploited the coltan certification gap, using documentation 

fraud to move minerals through formal channels while the Congolese state captures none of the 

compliance premium. The DRC-Zambia-Zimbabwe mineral corridor and the Sahel gold belt are 

the two highest-stakes arenas where this dynamic will determine whether supply chain 

governance consolidates state authority or entrenches parallel armed group economies. The same 

compliance architecture that could generate fiscal authority for states, when enforcement is 

lacking, instead boosts fiscal authority for their competitors. 

 

The Tension Between Fragmentation and Consolidation 

The honest finding is not that Africa is inevitably fragmenting or inevitably consolidating. Both 

dynamics operate simultaneously, at different speeds, with genuinely uncertain outcomes. 

Fragmentation is broader, spanning military capability, financial infrastructure, political 

information, urban governance, and energy delivery. Consolidation is real but narrower, 

concentrated in trade governance, fiscal infrastructure, biological security, and resource 

management. Whether consolidation catches fragmentation before irreversibility thresholds are 

crossed depends on decisions and investments not yet made. 

 

Implications for U.S. interests and AFRICOM posture: Geographic Convergence 

The five key findings describe dynamics operating across Africa, but their convergence is not 

uniform. Three regions emerge as the likely areas where multiple innovation stacks will interact, 

governance vacuums are deepest, and the irreversibility threshold will be reached first. 

 

The Sahel: The Primary Region 

The Sahel, Mali, Burkina Faso, Niger, and their border zones with Chad and Nigeria, is where 

the most innovation stacks converge and where governance vacuums are deepest. JNIMôs 
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evolution from territorial insurgency to administrative governance structure dispensing justice, 

levying taxes, controlling curriculum, running parallel health networks, and deploying 

autonomous drone capabilities is the most advanced existing example of the parallel state 

dynamic this teamôs research forecasts at scale. The expulsion of Western security partners has 

created the most permissive environment on the continent for NSAG adoption of commercial 

technologies. Artisanal mining economies provide the ecosystems through which autonomous 

platform components enter without triggering export controls, and active drone operations 

generate the demand signal that will pull UGV diffusion forward on a five-to-ten-year lag. The 

Sahel is simultaneously where the fragmentation dynamic is most advanced and where targeted 

governance investment, if mounted before 2031, has the most realistic chance of altering the 

trajectory. 

 

The Horn of Africa: The Convergence of Great Power Competition and Non-State 

Actor Dynamics 

The Horn of Somalia, Ethiopia, Eritrea, and Djibouti, with overspill into Kenya and Uganda, is 

where great power competition most directly intersects with the non-state governance 

substitution dynamic. Al-Shabaabôs governance architecture in southern Somalia, including 

taxation, Islamic courts, civic committees, and mandatory youth education programs is the most 

institutionally mature example of non-state human capital development on the continent and the 

template other regional groups are studying. Simultaneously, Djibouti hosts Chinaôs only 

overseas military base; Chinese LEO satellite infrastructure is being marketed to East African 

telecom operators; and Chinese Safe City contracts are active in Ethiopia and Uganda. 

Commercial ISR, fused with low-cost unmanned surface vessels, is making the Red Sea and Gulf 

of Aden increasingly accessible to non-state actors seeking A2/AD capabilities. The Horn will be 

the first region where orbital, surveillance, intelligence fusion, and maritime denial stacks 

converge in a single operational environment. 

 

The Lake Chad Basin: The Urban-Rural Convergence 

The Lake Chad Basin, spanning northeastern Nigeria, northern Cameroon, Chad, and Niger, 

represents a distinct but equally consequential convergence. ISWAPôs first armed drone strikes 

in December 2024 and its ongoing external trainer support make it the second most advanced 

NSAG drone operator on the continent after JNIM. The basinôs combination of resource scarcity, 

climate-driven displacement, collapsing formal employment, and persistent state security failures 

creates the labor surplus and governance void that NSA skills training pipelines are designed to 

exploit. Lagos, approaching 30 million residents with informal settlement prevalence already 

exceeding 60 percent, is the most consequential urban governance experiment on the continent, 

the megacity where IUGN institutionalization, microgrid energy governance, digital financial 

infrastructure, and AI disinformation will interact at the largest scale. The Lake Chad Basin is 

where the rural insurgent governance dynamic and the urban governance substitution dynamic 

will first converge and be most visible. 
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Conclusion: The Window to Act Is Now  

The five findings describe a compounding dynamic, not a linear one. The non-state actor that 

governs a community's healthcare and energy needs has already secured the political loyalty that 

makes its skills-training pipeline effective. That pipeline produces operators who sustain the 

autonomous systems that make territorial control defensible. Decentralized finance funds 

operations that hybrid manufacturing sustains. The orbital and surveillance infrastructure a 

patron state embeds makes all of this harder to contest, harder to see, and harder to reverse. Each 

layer reinforces the others: remove one, and the system adapts; allow all five to mature, and the 

architecture becomes self-sustaining. 

That architecture is not yet self-sustaining. The counter-dynamic documented in Finding 5, trade 

governance consolidating under AfCFTA, biological security tools structurally favoring state 

adoption, and supply chain governance converting mineral endowments into regulatory 

authority, demonstrates that deliberate institutional investment can still alter the trajectory. The 

outcome is genuinely contested. But the window in which it remains is closing. The 

irreversibility threshold between 2028 and 2031 marks the point at which VEO governance roots, 

Chinese infrastructure lock-in, and African fiscal sovereignty erosion converge beyond the reach 

of feasible policy reversal. These thresholds are not reached simultaneously, and not all are 

equally reversible, but the first and most consequential layers lock in before the end of this 

decade. 

U.S. security cooperation structured to win the military fight cannot alter an outcome being 

decided at the governance layer. What can alter it is investment in the service delivery contest, in 

fiscal infrastructure, and in partner-state institutional capacity, made before the architecture of 

adversarial consolidation becomes too deep to disrupt. The balance of power in Africa by 2045 

will not be determined by the crises that demand attention then. It will be determined by the 

investments, commitments, and contests entered now. 
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Decentralized Finance is Likely to Render Traditional U.S. Sanctions 

Ineffective in Africa 
 

Executive Summary 

Rapid advancements in decentralized finance (DeFi) protocols, combined with the widespread 

saturation of mobile internet access across the continent, make it likely (55ï75%) that power will 

shift from U.S.-led financial oversight institutions to Violent Extremist Organizations (VEOs) 

and corrupt elites in Africa, who will successfully bypass the SWIFT banking system and 

traditional U.S. sanctions regimes by 2045. While African central banks seek to regain monetary 

sovereignty through Central Bank Digital Currencies (CBDCs), a deeply rooted, shadow-like 

mobile-money economy using privacy-focused blockchain technologies will likely develop into 

a parallel financial system that remains hidden from Western oversight. This structural change 

may weaken a key instrument of U.S. influence, enabling non-state actors to automate tax 

evasion, launder illicit funds, and receive foreign support without involving formal financial 

institutions. 

 

Discussion 

The efficacy of the current U.S. strategy in Africa relies heavily on the ability to track, freeze, 

and interdict assets flowing through the formal international banking sector. However, the barrier 

to entry for high-volume illicit financial transfers is collapsing due to the democratization of 

financial technology. H Unlike in the previous era, when VEOs relied on physical cash smuggling 

or trust-based networks such as the hawala system to move funds, the current trajectory suggests 

a shift toward "trustless" digital transactions. M It is likely that by 2045, VEOs will adopt self-

executing digital agreements on decentralized ledgers to automate the movement of funds from 

diaspora donors, gray-market trading partners, or corrupt political patrons directly to operational 

cells. This automation removes the human intermediaries that intelligence agencies typically 

target for recruitment, 

surveillance, or sanctioning, 

thereby hardening the illicit 

supply chain against 

disruption. H 

 

This challenge is 

compounded by the unique 

evolution of Africaôs financial 

infrastructure. In many 

regions, mobile money 

penetration already exceeds 

formal bank account 

ownership, creating a 

Figure 1 highlights adults with financial accounts (%) between 2014 and 

2024 across the four subregions of Sub-Saharan Africa. Nearly 40 percent 

of adults have a mobile money account in Africa, and it continues to grow. 

https://unctad.org/system/files/official-document/aldcafrica2020_en.pdf
https://www.imf.org/external/pubs/ft/fandd/2002/12/elqorchi.htm
https://www.imf.org/en/publications/departmental-papers-policy-papers/issues/2025/06/27/digital-payment-innovations-in-sub-saharan-africa-529198
https://www.worldbank.org/en/publication/globalfindex
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population comfortable managing wealth outside traditional banking structures. H As next-

generation platforms evolve to integrate encrypted cryptocurrencies with standard mobile 

wallets, they effectively decouple economic activity from state oversight. H When digital wallets 

are managed by non-state actors or global technology companies, the government loses its ability 

to tax, oversee, or impose sanctions on certain groups of people. This privatization of money 

creates a permissive environment for sanctions evasion, in which illicit actors can mix their 

funds with legitimate commercial traffic in a way that is mathematically impossible to untangle 

without the cooperation of the platform owners, who may reside outside U.S. jurisdiction. 

 

Furthermore, this technological shift will likely transform how VEOs generate revenue within 

their territories. The traditional model of physical extortion at roadblocks is resource-intensive 

and vulnerable to kinetic targeting. In future operational environments, VEOs will likely employ 

malware and digital coercion 

to exact taxes from local 

businesses through encrypted 

transactions.  These illicit 

actor-controlled digital 

networks increasingly exploit 

ransomware and 

cryptographic payment 

systems to generate sustained 

revenue streams, enabling a 

pattern of virtual extortion that 

degrades state capacity. H This 

digital checkpoint model 

allows insurgent groups to generate consistent revenue from territory they do not physically 

occupy, creating a resilient, distributed funding model. M If a VEO can tax a local population's 

digital transactions remotely, they achieve a form of virtual sovereignty that erodes the 

legitimacy of the central government and provides the resources necessary to sustain prolonged 

conflict against state security forces. 

 

Uncertainties and Vulnerabilities 

This forecast rests on three critical assumptions verified through a Key Assumptions Check. 

First, this estimate remains sensitive to the future of internet governance and the control of 

physical infrastructure. The forecast assumes that African states will fail to effectively ban or 

regulate the hardware required for these decentralized networks, such as Starlink terminals or 

mesh-networked smartphones. H However, if authoritarian regimes successfully implement 

sovereign internet models or resort to frequent, total internet shutdowns, the reliability of these 

global decentralized networks would be severely degraded. M Second, the estimate does not fully 

account for the potential development of quantum decryption capabilities by major state powers, 

Figure 2 illustrates INTERPOL's 2025 assessment of cybercrime threat 

levels across all five Sub-Saharan African regions. Elevated threat ratings 

across East, West, and Central Africa indicate a continent-wide digital 

exploitation environment primed for non-state actor revenue generation. 

https://www.worldbank.org/en/publication/globalfindex
https://home.treasury.gov/system/files/136/2024-National-Terrorist-Financing-Risk-Assessment.pdf
https://home.treasury.gov/system/files/136/2024-National-Terrorist-Financing-Risk-Assessment.pdf
https://defenceweb.co.za/cyber-defence/interpol-op-sentinel-hits-african-cyber-criminals/
https://spaceinafrica.com/2025/12/13/cameroon-edges-closer-to-official-starlink-launch-as-satellite-internet-sweeps-africa/
https://theconversation.com/internet-shutdowns-are-increasing-dramatically-in-africa-a-new-book-explains-why-271222
https://www.interpol.int/content/download/23094/file/INTERPOL_Africa_Cyberthreat_Assessment_Report_2025.pdf
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which could render current blockchain anonymity protocols obsolete overnight. M If the United 

States or its allies achieve success with quantum computing before 2045, the transparency of 

these illicit ledgers would be restored, reversing the advantage currently shifting toward non-

state actors. Finally, the forecast assumes limited regulatory breakthrough in global financial 

compliance standards. However, if a coordinated international coalition compels platform 

transparency or establishes interoperable sanctions enforcement mechanisms across private 

digital ecosystems, the shadow financial infrastructure could be significantly constrained, 

weakening the forecast's core premise. 

 

Analytic Confidence  

The analytic confidence for this estimate is moderate. Open-source reporting on the technical 

capabilities of DeFi protocols and the current adoption rates of mobile money in Africa is robust 

and highly corroborated by multiple economic indicators. The analyst had adequate time to 

assess these trends against the project's Terms of Reference. However, significant information 

gaps remain regarding the specific strategic intent of major VEO groups (such as JNIM, IS 

Affiliates, or Al-Shabaab) to adopt complex blockchain architectures systematically. While their 

history of adaptation suggests they will exploit these vulnerabilities once they become 

commoditized, there is currently limited evidence of institutional-level adoption of contracts by 

these groups. Furthermore, given the twenty-year horizon of the estimate, the conclusion is 

highly sensitive to potential regulatory breakthroughs or shifts in global financial compliance 

standards that could compel transparency in currently opaque systems. In addition to traditional 

research techniques, Grammarly and Perplexity were used to support editing and research for this 

forecast. 

 

Author: LTC Eric Giannaris 

 

 

 

 

 

 

 

 

 

https://bitwiseinvestments.eu/blog/crypto-research/is-quantum-computing-a-threat-to-bitcoin/
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Remittances as Strategic Financial Infrastructure: Cross-Border 

Household Capital Likely to Reshape Power in Africa by 2045 
 

Executive Summary 

It is likely (55ï80%) that by 2045, digitization of cross-border transfer infrastructure, 

specifically, mobile money platforms and interoperable instant payment networks, will enable 

remittances to function less as mechanisms to support individual family income and more as 

strategic financial infrastructure that redistributes power among households, subnational actors, 

and diaspora-linked networks across Africa. Despite persistent gaps in state capacity and uneven 

regulation, the scale of remittance flows, their role in external financing, and the digitization of 

transfer channels are likely to increase, thereby reducing the domestic political and economic 

leverage of central governments. The net effect is a shift of power away from formal state 

authority to actors who can reliably access, route, and govern remittance payment systems.   

 

Discussion 

The key innovation shaping the remittance-power nexus by 2045 is not remittances themselves, 

which have long existed, but the emergence of digitized remittance systems: mobile money 

platforms, instant payment networks, and increasingly interoperable financial infrastructure that 

enable cross-border money movement quickly, frequently, and with limited state mediation. By 

2045, this innovation is likely to 

make remittances one of the most 

consequential external financial 

flows affecting African 

governance, given their scale, 

recurrence, and direct receipt by 

households. Recent United 

Nations and World Bank estimates 

indicate that remittances to low- 

and middle-income countries 

already exceed the combined total 

of foreign direct investment and 

official development assistance, 

and these flows have remained resilient despite global economic volatility.HM In Africa, 

remittances constitute a substantial share of gross domestic product for several countries, making 

them structurally important to economic stability and household welfare.HMШThe effect is most 
acute in Gambia, Lesotho, Comoros, and Somalia, where World Bank data show remittances 

representing between 14 and 28 percent of GDP, making diaspora transfers the single largest 

external financial flow and a more structurally consequential governance variable than either 

foreign direct investment or official development assistance.H 

 

 Figure 1 Continued growth of remittances globally from 2000 to 2024. 
Source:  WorldBank  

https://policy.desa.un.org/publications/world-economic-situation-and-prospects-november-2025-briefing-no-196
https://blogs.worldbank.org/en/peoplemove/in-2024--remittance-flows-to-low--and-middle-income-countries-ar
https://documents1.worldbank.org/curated/en/099714008132436612/pdf/IDU1a9cf73b51fcad1425a1a0dd1cc8f2f3331ce.pdf
https://www.afdb.org/sites/default/files/documents/publications/making_remittances_work_for_africa.pdf
https://data.worldbank.org/indicator/BX.TRF.PWKR.DT.GD.ZS
https://blogs.worldbank.org/en/peoplemove/in-2024--remittance-flows-to-low--and-middle-income-countries-ar
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This innovation most directly affects the balance of power between central governments and 

society. Where 

households receive a 

meaningful share of 

income from external 

sources, dependence on 

state-controlled 

employment, subsidies, 

or crisis relief declines. A 

2025 peer-reviewed study 

published in Health 

Policy and Planning 

(Oxford Academic) found 

that, on average, 

remittances increase public health expenditure across 53 African countries.H This weakens 

patronage-based relationships that depend on central government monopolies over economic 

stability and the distribution of public resources. Households with reliable remittance income are 

better able to withstand economic shocks, avoid predatory local intermediaries, and make 

independent choices about welfare and participation.H At scale, this reduces central authorities' 

ability to use economic power or societal vulnerabilities as political leverage. 

 

The digitization of remittances also reshapes power at the subnational level. Remittance inflows 

are unevenly distributed and tend to concentrate in specific regions, cities, and communities 

linked to migration networks. A study by the African Development Bank Group found that 

remittance-receiving communities experience faster growth in housing expenditure, local 

services, and private investment.MШAt scale, this reduces household dependence on state-

controlled employment and crisis relief. By 2045, this dynamic is likely to increase regional 

divergence in political authority, as some cities and regions become increasingly capable of 

financing services and sustaining local legitimacy with reduced reliance on central authority. 

 

Remittances also shift power toward private intermediaries and platform operators that manage 

payment systems. 

Banks, mobile 

network operators, 

financial technology 

firms, and payment 

system providers 

increasingly 

determine the cost, 

speed, and reliability 

 Figure 2 AI-generated image depicting how remittances erode state leverage. Image 
created by Claude AI 

 Figure 2 Mobile money one-year-growth in Sub-Saharan Africa in 2024 relative to global 
figures in 2024. Source: Global System for Mobile Communications Association 

https://academic.oup.com/heapol/advance-article/doi/10.1093/heapol/czaf089/8317129
https://www.sciencedirect.com/science/article/abs/pii/S2110701724000313
https://www.afdb.org/sites/default/files/documents/publications/making_remittances_work_for_africa.pdf
https://www.gsma.com/sotir/wp-content/uploads/2025/04/The-State-of-the-Industry-Report-2025_English.pdf
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of cross-border transfers. Sub-Saharan Africa currently leads the world in mobile money 

accounts per capita, mobile money outlets, and mobile money transaction volume.MH Platforms 

such as M-Pesa, Wave, and Flutterwave already process billions in cross-border transfers 

annually, while the African Union's Pan-African Payment and Settlement System (PAPSS), 

which launched in 2022 and now operating across 18 countries with over 150 connected 

commercial banks, is progressively enabling direct local-currency settlement without dollar 

intermediation, reducing dependence on external correspondent banking corridors.HH  

 

Within this region, financial technology is also the leading sector attracting the most venture 

capital.H This suggests that control over these intermediaries or their systems will confer 

influence over who can receive funds, under what conditions, and to what extent transparency is 

required. As a result, political authority becomes linked not only to law and territory but also to 

the regulation of identity verification, compliance standards, and digital access. By 2045, 

contestation over remittance infrastructure is likely to be a central feature of state efforts to 

reassert control. 

 

As digitization accelerates the scale, speed, and autonomy of remittance flows through 2045, 

remittances will likely function more as political capital than as mere financial support. Diaspora 

communities already mobilize funds rapidly to sustain civil society, opposition movements, 

independent media, and emergency relief. H By 2045, interoperable digital platforms are likely to 

make this capacity faster, cheaper, and harder for states to monitor or interrupt. Governments are 

therefore likely to treat remittance channels as politically sensitive infrastructure and seek to 

regulate or surveil them before that window closes. The strategic significance of remittances lies 

less in their aggregate volume than in their capacity to reorganize authority itself. As livelihoods 

become increasingly mediated through payment systems rather than state institutions, power will 

accrue to those actors who govern trust and access within these networks.  

 

For AFRICOM, this forecast raises several strategically significant questions. Partner-building 

strategies that rely on strengthening central government capacity assume states retain meaningful 

leverage over economic life; as remittance flows increasingly bypass state mediation, that 

assumption erodes. The speed with which diaspora communities can mobilize funds to sustain 

opposition movements, civil society, or emergency relief also complicates AFRICOM's 

assessments of political stability in high-remittance partner states. Most directly, if VEOs or 

criminal networks exploit the same digital remittance infrastructure to move funds across 

borders, the implications for counter-threat finance operations are significant. 

 

Analytic Confidence 

The analytic confidence for this estimate is moderate. An Analysis of Competing Hypotheses 

(ACH) was applied to evaluate this forecast against a principal alternative: that African states 

will successfully assert regulatory control over digital remittance channels by 2045, thereby re-

https://www.gsma.com/sotir/wp-content/uploads/2025/04/The-State-of-the-Industry-Report-2025_English.pdf
https://www.imf.org/en/publications/departmental-papers-policy-papers/issues/2025/06/27/digital-payment-innovations-in-sub-saharan-africa-529198
https://www.imf.org/en/publications/departmental-papers-policy-papers/issues/2025/06/27/digital-payment-innovations-in-sub-saharan-africa-529198
https://www.trade.gov/market-intelligence/ghana-pan-african-payments-settlement-system-papss-update
https://www.imf.org/en/publications/departmental-papers-policy-papers/issues/2025/06/27/digital-payment-innovations-in-sub-saharan-africa-529198
https://www.tandfonline.com/doi/full/10.1080/1369183X.2024.2357833
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centralizing oversight of cross-border capital flows and constraining the power-diffusing effects 

described above. This competing hypothesis is undermined by the structural trajectory of mobile 

money growth, the cross-border interoperability of digital platforms, and the demonstrated 

inability of most fragile African states to regulate informal financial systems even at the current 

scale. The primary forecast is assessed as more probable. The key assumption on which this 

forecast rests is that digital payment interoperability will continue to outpace state regulatory 

capacity in Africa through 2045; if this assumption fails, particularly if international technical 

assistance accelerates coordinated regulatory frameworks across major remittance corridors, the 

magnitude of the power shift described above would be substantially reduced. Confidence is 

nonetheless moderate rather than high because uncertainty remains regarding future migration 

patterns, the pace of financial interoperability, and the degree to which states may develop 

targeted regulatory capacity with international technical assistance, any of which could constrain 

the magnitude of the projected power shift. The author used Claude AI to assist with editing this 

report for clarity. 

 

Author: COL Edward Kim 
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DLT Single-Window Customs Platforms: Fiscal Lever for AfCFTA 

States, Structural Threat to Illicit Corridor Networks, by 2045 

Executive Summary 
Distributed ledger technology (DLT) single-window customs platforms record every cross-

border trade transaction on a tamper-resistant shared digital ledger. These platforms are likely 

(55-80%) to give African Continental Free Trade Area (AfCFTA) member states decisive 

revenue control by 2045. Due to declining deployment costs and the structural elimination of 

opacity in customs fraud, early adopting states will compound their fiscal and governance 

advantages. Despite interoperability failure across 54 sovereign regimes posing a fragmentation 

risk, this barrier is solvable through phased corridor rollout. States that delay risk ceding 

continental trade infrastructure to private platform operators before governments standardize. 

Figure 1. DLT Single-Window Platform: State vs. Non-State Power-Shift Mechanism 

 

Discussion 
A DLT single-window customs platform is the specific innovation at the center of this forecast. It 

is a shared digital ledger that connects customs authorities, port operators, payment processors, 

and logistics firms across a trade corridor. No single actor controls the record. Every shipment 

declaration, duty payment, and clearance timestamp is immutably recorded on the chain. 

Informal trade, undervaluation schemes, and ghost shipments become visible to state revenue 

authorities at scale. This visibility is the mechanism by which the platform shifts the balance of 

power. 
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Figure 2. AfCFTA Member States: Single-Window Customs Adoption Status and Key Trade Corridors 

 

For states, the platform offers three compounding advantages. First, it raises revenue capture 

without requiring new border personnel or infrastructure. UNCTAD estimates that Africa loses 

approximately US$88.6 billion annually to illicit financial flows, equivalent to 3.7 percent of the 

continent's GDP, with trade mis-invoicing accounting for the largest share of those outflows. HH 

Global Financial Integrityôs 2026 trade data analysis of all Sub-Saharan African nations (2013ï

2022) estimates that Ethiopia alone lost US$24.6 billion to trade mis-invoicing over that decade, 

illustrating the scale of the revenue gap that a DLT ledger would structurally close. H A DLT 

ledger closes that gap structurally. Second, it gives the states real-time visibility into which goods 

move, from where, and through which intermediaries. Third, it creates a verified transaction 

baseline for compliance with the AfCFTA Protocol on Trade in Services, which links a 

continental market of 1.3 billion people across 55 states with a combined GDP of roughly 

US $3.4 trillion and is projected to lift about 30 million people out of extreme poverty while 

raising the incomes of another 68 million living below US $5.50 per day. H 

 

Non-state actors most exposed to this shift include informal cross-border traders, parallel market 

operators, and armed groups that tax unmonitored corridors. According to the Economic 

Commission for Africa (2023), informal cross-border trade (ICBT) represents between 30 and 72 

percent of formal trade among neighboring countries on the continent, valued at approximately 

US$17.6 billion annually. H These actors exploit opacity: misclassification, ghost transshipments, 

and cash payments at unmanned crossings. A DLT ledger removes the opacity that makes these 

https://unctad.org/system/files/official-document/aldcafrica2020_en.pdf
https://www.emerald.com/jfrc/article/33/1/1/1244030/Financial-liberalisation-and-illicit-financial
https://gfintegrity.org/wp-content/uploads/2026/01/Trade-related-IFFs-Africa-near-final-1.pdf
https://www.nepad.org/blog/exploring-blockchain-enabled-technologies-strengthen-africas-continental-wide-trade-systems
https://www.tradeunionsinafcfta.org/wp-content/uploads/2025/03/Trade-Union-ICBT-Advocacy-in-Africa.pdf
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strategies viable. In the Sahel, groups such as JNIM and Islamic StateïSahel Province impose 

taxes and protection fees on miners and traders in unmonitored corridors across Mali, Burkina 

Faso, and Niger, generating revenue that directly sustains armed operations. HH  In Burkina Faso, 

a parliamentary commission estimated that gold trafficking fraud causes fiscal losses of over 

US$490 million per year, which is more than the governmentôs public health budget. Digitization 

restructures this rent-extraction model by creating auditability where opacity once existed. H  

         

Non-state commercial adoption is also plausible. Regional trade associations and mobile 

payment networks such as M-PESA and Wave could integrate DLT rails independently of state 

customs systems. H  If non-state actors build competing ledgers before governments standardize, 

the power-shifting effect reverses. States would then need to negotiate access to privately held 

trade data. This scenario is most plausible in West Africa, where Nigeria, Ghana, and Senegal 

have driven a doubling of registered mobile money accounts between 2013 and 2023, and where 

West Africa now generates over a third of all new global mobile money accounts annually, more 

than any other region. HШ 

 

Barriers 
Two barriers constrain the forecast. First, interoperability across 54 national customs systems 

requires political agreement, which has historically lagged behind technical readiness. The 

AfCFTA Digital Trade Protocol was adopted in February 2024, and its eight annexes finalized in 

February 2025, but the Protocol has not yet entered into force pending ratification by 33 of 54 

State Parties.  Second, data sovereignty disputes incentivize states to build siloed national ledgers 

rather than a shared continental one. The pace of ratification and infrastructure investment will 

determine whether these barriers delay or derail the forecast. M 

 
Strategic Implications 

The strategic implication favors early adopters. Ethiopia and Rwanda have both piloted single-

window customs systems with measurable revenue gains. The introduction of electronic systems 

by the Ethiopian Revenue and Customs Authority increased VAT collections by 32 percent. H 

States that deploy DLT-enabled platforms along the Northern Corridor and Trans-African 

Highway before 2035 will compound fiscal and intelligence advantages over those that do not. 

Non-state corridor controllers face structural displacement. States that delay risk, allowing 

private platform operators to establish the de facto digital infrastructure of African trade before 

governments act. 

 

Forecast-Shaping Variables 
The forecast rests on three variables. First, whether the AfCFTA Secretariat finalizes binding 

digital trade standards before 2030. M Without a common protocol, national ledgers will 

fragment, and the power-shift effect will remain corridor-specific. Second, whether mobile 

payment operators deploy competing private ledgers before state systems are operational. A 

https://issafrica.org/iss-today/unravelling-the-illicit-economies-that-sustain-terrorism-in-the-sahel
https://www.unodc.org/unodc/press/releases/2024/June/tackling-organized-crime-essential-to-stabilizing-sahel-region-and-achieving-sustainable-development-goals--says-unodc-report.html
https://unis.unvienna.org/unis/pressrels/2024/uniscp1178.html
https://www.proquest.com/docview/1707803215/abstract/7E04756796114111PQ/1
https://www.gsma.com/sotir/wp-content/uploads/2025/04/The-State-of-the-Industry-Report-2025_English.pdf
https://www.iisd.org/articles/policy-analysis/afcfta-digital-protocol
https://www.un.org/osaa/news/digitizing-africa-key-stronger-institutions
https://www3.weforum.org/docs/WEF_Regional_Action_Group_for_Africa_2022.pdf
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privately controlled continental trade ledger transfers data leverage from states to corporations. 

Third, whether Chinese and Indian DLT infrastructure investments accelerate deployment 

timelines or introduce foreign data-access dependencies. Belt and Road-affiliated digital 

infrastructure projects are already active in AfCFTA member states. MM 

 

Variable 
Condition for Forecast 

to Hold 
Failure Mode 

 

Status (2025) 

 

AfCFTA Digital 

Trade Standards 

Secretariat finalizes binding 

standards before 2030 

National ledgers fragment; 

power-shift remains corridor-

specific 

Protocol adopted; 

ratification pending 

Private Ledger 

Competition 

State systems operational 

before M-PESA, Wave, or BRI 

operators deploy the 

continental ledger 

Data leverage transfers from 

states to corporations 

West Africa is a high-

risk region; WAEMU 

mobile money is 

growing rapidly 

Foreign 

Infrastructure 

Investment 

BRI-affiliated DLT investment 

accelerates deployment without 

creating foreign data-access 

dependencies 

Foreign state proxies gain 

leverage over continental trade 

data 

BRI projects are active 

across AfCFTA 

member states 

Figure 3. Forecast-Shaping Variables: Conditions, Failure Modes, and Current Status 

 

Analytic Confidence 
Analytic confidence is moderate. Peer-reviewed evidence documents revenue gains from 

customs digitization across Africa. World Bank studies indicate that trade facilitation and 

customs digitization can reduce incentives for informal and unrecorded trade by lowering 

transaction costs, tightening controls, and improving revenue collection. H Confidence does not 

rise too high because no DLT-specific single-window platform has yet been deployed at the 

AfCFTA-wide scale. The 2045 forecast horizon rests on unresolved assumptions about 

interoperability agreements, private sector competition, and infrastructure investment timelines. 

To mitigate confirmation bias, this assessment employed a Key Assumptions Check (see Annex 

A), which identified three assumptions that, if wrong, would materially alter or reverse the 

forecast. The author used Microsoft Copilot, Perplexity, and Grammarly for editorial support.  

 

Author: Charles M. Diggs 

 

 

 

 

 

 

 

 

https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/May-June-2023/Chinas-Belt/
https://www.ecofinagency.com/news-digital/1202-52814-six-african-countries-adopt-india-s-digital-public-infrastructure-framework
https://academic.oup.com/jae/article/32/Supplement_1/i57/7059990
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Africaôs Digital Trade Rulebook, Likely to Separate Rule-Followers 

from Laggards Across 54 States by 2045  

Executive Summary  

The AfCFTA Non-Tariff Barrier (NTB) Reporting, Monitoring, and Eliminating Mechanism is 

likely (55ï80%) to concentrate regulatory authority in continental institutions by 2045. The NTB 

mechanism is a digital adjudication portal operationalized in 2023. Due to binding Phase II 

Digital Trade Protocol commitments and African Union (AU) Agenda 2063 mandates, adopting 

states will gain compounding trade and governance advantages. African Regional Organization 

for Standardization (ARSO) convergence work further strengthens this outcome. Despite chronic 

capacity deficits in over half of AU member states and entrenched resistance to standards 

harmonization, these barriers slow but do not reverse adoption. States that move first will 

outperform laggards structurally. States that delay cede institutional legitimacy to more 

integrated economies. 

Discussion  

The NTB mechanism is the specific innovation at the center of this forecast. It is a web-based 

portal. Governments and businesses use it to file, track, and resolve NTB complaints across 

AfCFTA member states in real time. An NTB is any trade-restrictive measure other than a tariff. 

Common NTBs include duplicative customs documentation, conflicting phytosanitary 

requirements, and inconsistent product-testing standards. Conventional NTB resolution required 

bilateral diplomatic negotiation, which was slow, opaque, and easily stalled by politically 

protected domestic interests. The NTB mechanism replaces that process with a multilateral 

digital mechanism. H Complaints are logged, assigned to responsible states, and tracked against 

mandatory resolution timelines. That shift, from invisible bilateral friction to transparent 

continental adjudication, is the governance change this forecast assesses. Since the mechanism 

became operational, more than 220 NTB complaints have been logged through the platform. 

Over half were resolved at an average resolution time of 39 days. H That operational record is the 

foundation for the 2045 projection. The AfCFTA mechanism did not emerge without precedent. 

The Common Market for Eastern and Southern Africa - East African Community - Southern 

African Development Community (COMESA-EAC-SADC) Tripartite NTB mechanism, built by 

and for Southern and East Africa, first proved the digital adjudication model. H That regional 

system has resolved over 790 complaints since its establishment. M 

The forecast does not concern African integration as a general trend. It concerns the balance of 

regulatory authority when a specific, binding, digitally enforced mechanism makes NTBs visible 

and actionable. The NTB mechanism is not an aspirational architecture. It is an operational tool 

that creates institutional accountability where little previously existed. In such settings, 

regulatory authority tends to shift toward institutions capable of defining rules, monitoring 

behavior, and coordinating or adjudicating compliance at scale. The AfCFTA NTB Reporting, 

Monitoring, and Eliminating Mechanism, together with the Secretariatôs NTB coordination 

https://tradebarriers.africa/
https://www.tradeunionsinafcfta.org/wp-content/uploads/2025/07/Impact-Analysis-of-AfCFTA.pdf
https://www.brookings.edu/articles/trade-and-regional-integration-foresight-africa-2024/
https://hoainitiative.org/sites/default/files/uploads/NTBs-FINAL-last-11-December.pdf
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structures, provides a continent-wide system for the first time. Through this system, the AfCFTA 

Secretariat can track and follow up on reported non-tariff barriers. It can also help coordinate the 

resolution of their issues among participating states. H 

Three drivers make the forecast likely rather than merely possible. First, the AfCFTA Phase II 

Digital Trade Protocol, adopted in 2024, mandates interoperability standards. Member states 

must align domestic digital regulations with continental norms. This is a binding legal instrument 

backed by the AfCFTA Secretariatôs formal dispute resolution mechanism, not a voluntary 

roadmap. H The United States is not a party to this agreement. However, the broad disciplines of 

the AfCFTA Digital Protocol will affect business regulations in African countries where U.S. 

companies operate. H States that sign but fail to comply face structured institutional 

consequences, including trade access restrictions. Second, ARSO works with African national 

standards bodies to advance technical cooperation and harmonization. Mutual recognition 

agreements depend on compatible technical regulations, standards, and conformity assessment 

infrastructure. These are the legal instruments that allow one country to accept another countryôs 

product certifications. H ARSOôs work creates technical preconditions for the NTB mechanism to 

generate enforceable regulatory equivalence, not merely nominal compliance. Third, the 

economic incentive structure strongly favors adoption. The IMF projects that full implementation 

of the AfCFTA would add $450 billion to continental GDP by 2035. H That project also includes 

lifting 30 million people out of extreme poverty. The World Bank estimates that of a projected 

7% real income gain, only 0.2% would come from tariff cuts. The remaining 6.8% would come 

from NTB removal and improved trade facilitation. H Those returns concentrate in states with 

harmonized regulatory environments, creating asymmetric pressure on non-adopters. 

Figure 1. Three Drivers of NTB Mechanism-Led Regulatory Harmonization by 2045 

Driver  What It Does  Why It Matters  Status  

AfCFTA Phase II 

Digital Trade 

Protocol (2024)  

Mandates member states to align 

domestic digital regulations with 

continental norms 

Legally binding; non-compliance 

triggers trade access restrictions 

In force 

ARSO Standards 

Harmonization 

Work  

Advances in technical cooperation among 

African national standards bodies 

Creates a technical foundation 

for mutual recognition 

agreements across AfCFTA 

Ongoing 

IMF AfCFTA GDP 
Projection  

Projects $450B in GDP gains and 30M 
lifted from poverty by 2035 

6.8% of gains from NTB 
removal; returns concentrate in 
harmonized states 

Projected 

Source: AfCFTA Secretariat (2024); ARSO Annual Report (2023); IMF Regional Economic Outlook (2024). 

The consequence of the balance-of-power is institutional, not military. The NTB mechanism 

shifts regulatory authority from fragmented national ministries to AU-anchored continental 

dispute processes. States that participate gain market-access advantages, signaling of foreign 

direct investment, and legitimacy within AfCFTA governance structures. Non-participating 

states face compounding disadvantages. Their exporters cannot certify regulatory equivalence. 

https://tradebarriers.africa/
https://lrs.org.za/wp-content/uploads/2024/07/LRS-AfCFTA-Briefing-2nd-Edition.pdf
https://www.trade.gov/market-intelligence/afcfta-digital-trade-protocol
https://www.iso.org/files/live/sites/isoorg/files/publications/en/ISO_Public-Policy-Toolkit.pdf
https://openknowledge.worldbank.org/server/api/core/bitstreams/ef1aa41f-60de-5bd2-a63e-75f2c3ff0f43/content
https://www.congress.gov/crs_external_products/R/PDF/R47197/R47197.4.pdf
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Their NTB complaints receive no institutional backing. Their domestic standards drift further 

from continental norms each year. These disadvantages increase future harmonization costs and 

deepen structural exclusion from AfCFTA preferential trade flows. The NTB mechanism is self-

reinforcing. Early adoption lowers the relative compliance cost for subsequent entrants while 

raising the cost of continued non-participation. 

Figure 2. NTB Mechanism Adoption Outcomes: Compliant vs. Non-Compliant AU Member States 

Dimension  Compliant States  Non-Compliant States  

Regulatory Standing  Complaints logged and adjudicated under 
AfCFTA rules 

Complaints unrecognized; no institutional 
backing 

Market Access  Mutual recognition agreements unlocked; 
exporters certify equivalence 

Exporters cannot certify regulatory 
equivalence; access is restricted 

Investment 
Signaling  

A transparent regulatory environment 
attracts foreign direct investment 

An opaque NTB environment increases 
investor risk and reduces FDI 

Standards Cost  Harmonization costs decline as ARSO 
harmonization work matures 

Future harmonization costs compound 
with each year of non-participation 

AU Legitimacy  Governance authority reinforced within 
AfCFTA continental structures 

Governance authority remains fragmented 
in national ministries 

Source: Author's synthesis. Derived from AfCFTA Secretariat documentation and IMF modeling. 

Uncertainties and Vulnerabilities  

Three assumptions underpin this forecast and are verified through a Key Assumptions Check. 

First, the AfCFTA Secretariatôs dispute resolution mechanism must have sufficient credibility to 

be enforced by 2030. If early NTB complaints go unaddressed, member states will defect, and 

the mechanism will lose legitimacy. African WTO members have implemented roughly half of 

their Trade Facilitation Agreement commitments, compared to three-quarters in Asia and Latin 

America. H This track record on analogous commitments underscores the credibility risk.  

Second, external financing through the African Development Bank and EU Aid for Trade is 

sustained through the mid-2030s. M Without this, many member states cannot meet baseline 

NTB mechanism requirements. Third, AU Agenda 2063 governance benchmarks remain 

politically insulated from instability in the Sahel, East Africa, and the Great Lakes. H If regional 

conflict disrupts AU institutional coherence, the continental order may not consolidate before 

2045. Each assumption is sufficient on its own to degrade the forecast from likely to roughly 

even odds. 

 

Capacity constraints are real and well-documented. Operating the AfCFTA NTB mechanism 

requires sustained digital connectivity, trained customs and border officials, and domestic legal 

frameworks for NTB adjudication. Public readiness reviews and national NTB strategies show 

that many member states still depend on external technical assistance to build these capabilities. 
M Political resistance also persists. States with regulatory rents face structural incentives to 

obstruct harmonization, as domestic industries protected by NTBs resist the transparency the 

https://www.congress.gov/crs_external_products/R/PDF/R47197/R47197.4.pdf
https://www.afdb.org/sites/default/files/2024/06/06/aeo_2024_-_chapter_2.pdf
https://archive.uneca.org/sites/default/files/images/agenda_2063_final_revised_first_ten_year_implementation_plan_12_10_15_230216.pdf
https://www.mcti.gov.zm/wp-content/uploads/2024/01/NATIONAL-STRATEGY-ON-ELIMINATION-OF-NON-TARIFF-BARRIERS.pdf
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mechanism imposes. M These barriers compress the early-adopter universe and widen the 

governance gap. They do not reverse the forecast. Phase II legal obligations and IMF economic 

projections exert asymmetric pressure that intensifies as AfCFTA trade volumes increase. 

Analytic Confidence  

Analytic confidence is Moderate. The forecast rests on corroborated institutional documentation: 

operational reports from the AfCFTA Secretariat, ARSO harmonization data, and peer-reviewed 

trade economics literature. IMF and World Bank modeling have been independently replicated. H 

Confidence does not rise to High due to three unresolved assumptions: AfCFTA enforcement 

credibility, sustained donor financing, and the political durability of AU integration 

commitments. An Analysis of Competing Hypotheses (ACH) matrix tested H3 against two 

alternative futures. A Key Assumptions Check stress-tested the three linchpin assumptions 

identified above. Both techniques are detailed in Annex A. This report was produced with 

assistance from Claude Opus 4.6 (Anthropic) for drafting and structural support. All analytic 

judgments and source selections are the authorôs own.                                                                                                                    

                                                                                                                                                        

           Author: Charles M. Diggs 
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Section 2: Security, Military & Conflict Innovations 
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Commercially-Fused Maritime A2/AD Likely to Democratize Coastal 

Strike Capabilities for VEOs 
 
Executive Summary  

The integration of commercially available maritime Intelligence, Surveillance, and 

Reconnaissance (ISR) with low-cost Unmanned Surface Vessels (USVs) makes it likely (55-

75%) that Violent Extremist Organizations (VEOs) in Africa will possess the capability to 

establish autonomous, localized Anti-Access/Area Denial (A2/AD) zones by 2045. While non-

state actors currently rely on state sponsors for the targeting data required to threaten maritime 

chokepoints, the rapid democratization of commercial space-based radar and open-source 

tracking will likely eliminate this dependency. This specific innovation shifts the balance of 

power from blue-water state navies and international security coalitions to land-based African 

non-state actors capable of denying vital coastal trade routes in key African maritime corridors 

without operating a traditional naval force. 

 

Discussion  

The tactical viability of non-state maritime A2/AD is already a proven reality, but its current 

iteration is entirely dependent on state backing (Journal of Advanced Military Studies, 94). H In 

the Red Sea, Houthi forces have successfully utilized explosive-laden USVs to impose severe 

strategic costs on global shipping. HH Recent analysis by naval warfare experts and regional 

security institutes detail how Iranian support has enabled the Houthis to field multiple USV 

variants, integrate them into a broader missile and drone campaign, and sustain a tempo of 

attacks that forces U.S. and 

coalition navies into costly, 

continuous defensive 

operations. H This threat 

radius is expanding 

rapidly; the attack on the 

MSC Orion in early April 

2024 confirmed that strikes 

can occur in the Indian 

Ocean within 800 nautical 

miles (1,500 km) from 

areas under Houthi control. 

However, this model 

currently requires state-

sponsored intelligence 

infrastructure for target 

acquisition. This represents 

a critical bottleneck for 

Figure 1 highlights the attack on the MSC Orion. The coverage radius 

pertains to the one-way attack drone threat, while the Houthi anti-ship ballistic 

missile threat is not expected to reach beyond the Gulf of Aden median line. 

https://www.usmcu.edu/Portals/218/JAMS_Fall%202024_15_2_web.pdf
https://www.usni.org/magazines/proceedings/2024/february/houthi-rebels-cry-havoc-and-let-slip-drones-war
https://www.washingtoninstitute.org/sites/default/files/pdf/Knights20240430-CTCSentinel.pdf
https://www.fdd.org/analysis/op_eds/2024/02/27/iran-backed-houthis-increase-sea-drone-attacks/
https://www.washingtoninstitute.org/policy-analysis/assessing-latest-houthi-maritime-threats
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VEOs seeking to replicate this success in vulnerable, under-policed regions. HHШThe central 
question for AFRICOM is therefore not whether non-state maritime A2/AD is conceptually 

feasible, but whether African VEOs can substitute commercial ISR and software-based 

integration for the bespoke intelligence architecture that Iran or other state actors could provide 

the Houthis. 

 

African maritime governance indicators suggest that, if this bottleneck is solved, the environment 

is permissive for non-state experimentation. The average maritime security scores range in the 

mid-50s (on a 0-100 scale) for Sub-Saharan African coastal states, with particularly low 

enforcement and blue economy resilience in several Gulf of Guinea and East African littorals. HH 

While piracy incidents in the Gulf of Guinea have declined since 2021 due to regional 

cooperation and targeted national initiatives, the UN and regional bodies still characterize the 

area as highly vulnerable to maritime crime and armed robbery at sea. HH This mix of improving 

state control and dense commercial shipping lanes creates attractive conditions for VEOs to 

pursue cost-imposing A2/AD experiments along African coasts. 

 

By 2045, the technical path to fully independent non-state A2/AD will likely be bridged by the 

commercialization of space-based ISR.HH The democratization of Synthetic Aperture Radar 

(SAR) is advancing quickly.  

The SAR market size reached 

5 billion USD in 2025 and is 

expected to reach 10.7 billion 

USD by 2034, exhibiting a 

CAGR of 8.53%. M Driven by 

this escalating demand and 

market explosion, 

commercial providers like 

ICEYE are now operating 

satellite constellations 

capable of delivering 25cm 

military-grade radar imagery, 

while companies like Capella 

Space offer rapid-tasking web 

APIs that downlink SAR data 

directly to cloud servers. HMM 

As these platforms become 

universally accessible, VEOs 

in Africa will likely fuse this commercial SAR data with open-source Automatic Identification 

System (AIS) transponder feeds. This could enable an autonomous "kill chainò, allowing a 

Figure 2 highlights the global SAR market growth rate. The increasing 

demand for Earth observation and remote sensing capabilities, along with 

rising geopolitical tensions and security concerns, are among the factors 

driving market growth. 

https://nps.edu/web/ecco/-/bahfi
https://lieber.westpoint.edu/targeting-iranian-spy-ships/
https://www.davidpublisher.com/Public/uploads/Contribute/6486bf8cd427a.pdf
https://africacenter.org/wp-content/uploads/2018/03/March-2018_Glaser-ENG.pdf
https://press.un.org/en/2023/sc15331.doc.htm
https://www.unodc.org/documents/Maritime_crime/UNODC-GMCP_Briefing_Package_2023_EN.pdf
https://atelierdesfuturs.org/wp-content/uploads/2023/09/NATO_stt23-vol1.pdf
https://www.rmc-cmr.ca/sites/default/files/documents/nato_science_and_technology_trends_2023-2043_-_volume_2_analysis.pdf
https://www.imarcgroup.com/synthetic-aperture-radar-market#:~:text=The%20rising%20geopolitical%20tensions%20and%20security%20concerns,monitoring%20activities%20in%20remote%20and%20sensitive%20regions.
https://www.eoportal.org/satellite-missions/iceye-constellation#overview
https://iceye.us/hubfs/PDFs/SAR_Data_Brochure_ICEYE.pdf?hsLang=es-us
https://www.capellaspace.com/press-releases/capella-space-announces-new-data-products-to-automate-sar-imagery-analysis-via-its-image-tasking-console
https://www.imarcgroup.com/synthetic-aperture-radar-market#:~:text=The%20rising%20geopolitical%20tensions%20and%20security%20concerns,monitoring%20activities%20in%20remote%20and%20sensitive%20regions.
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coastal militia to detect, track, and automatically queue explosive USV swarms against 

commercial shipping without external state support. 

 

Uncertainties and Vulnerabilities 

This forecast rests on three critical assumptions verified through a Key Assumptions Check. 

First, the analysis assumes that access to commercial satellite providers and AIS registries will 

remain open to non-state actors. HM If international regulatory bodies successfully force 

commercial ISR providers to geofence their data, obscure AIS transmissions over conflict zones, 

or implement strict end-user verification, non-state actors will lose the over the horizon 

capability required to execute precision strikes. H Second, the forecast assumes that state navies 

will not field, at scale, low-cost defensive technologies capable of providing a wide area defense 

for commercial shipping. For example, the UK Ministry of Defenceôs Dragon Fire laser system, 

slated for deployment in 2027, costs approximately Ã10 ($13) per shot and can destroy high-

speed drones at a fraction of the cost of traditional interceptors. MШWhile point-defense directed 

energy weapons (DEW) are more cost-effective and slated for military deployment by 2027, 

lasers are strictly line of sight weapons. MШUnless international shipping conglomerates retrofit 

thousands of privately owned civilian cargo vessels with DEWs, the vast majority of commercial 

maritime traffic will remain defenseless, thereby preserving the VEOs' localized A2/AD 

capability. Third, the forecast assumes that African VEOs will be able to close the software 

integration gap at the core of the kill chain. If they cannot integrate SAR, AIS, and USV-

command data into an end-to-end autonomous targeting architecture, the forecast collapses 

regardless of how low-cost or ubiquitous the individual component technologies become. 

 

Analytic Confidence  

The analytic confidence for this estimate is moderate. This forecast was derived using an 

Alternative Futures (2x2 Matrix) structured analytic technique, which plotted the variables of 

Commercial ISR Accessibility (Open vs. Restricted) against State Countermeasure Effectiveness 

(High vs. Low). The matrix revealed that unless states achieve simultaneous breakthroughs in 

both global commercial data regulation and fleet-wide directed energy deployment, the trajectory 

heavily favors the proliferation of localized non-state A2/AD zones. Regarding evidence, open-

source reporting on current non-state USV employment in the Red Sea and the expanding 

capabilities of commercial SAR constellations ranges from Moderate to High credibility. 

However, significant information gaps remain, specifically the Low visibility into the technical 

capacity of African VEOs to successfully write the software algorithms required to fuse disparate 

commercial data streams into a reliable, automated targeting architecture. In addition to 

traditional research techniques, Grammarly, Gemini, and CoPilot were used to support editing 

and research for this forecast. 

 

Author: LTC Eric Giannaris 

 

https://www.thespacereview.com/article/4941/1
https://space.commerce.gov/noaa-eliminates-restrictive-operating-conditions-from-commercial-remote-sensing-satellite-licenses/
https://aublr.org/2020/03/remote-sensing-satellites-and-privacy-why-current-regulations-will-ultimately-fail/
https://www.youtube.com/watch?v=Vg2IuPKqvt4&t=14s
https://www.persistencemarketresearch.com/market-research/direct-energy-weapon-market.asp
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AI-Enabled Autonomous Drone Swarms are Likely to Render African 

State Land-Based Air Defense Architectures Obsolete by 2045 
 

Executive Summary 

The convergence of open-source autonomous flight control software, commercially available AI-

powered computer vision, and commoditized swarm coordination algorithms makes it likely 

(55ï75%) that Violent Extremist Organizations (VEOs) in Africa will possess the capability to 

deploy coordinated, fully autonomous drone swarms against fixed military targets by 2045. 

While African state militaries currently maintain a qualitative air defense advantage over VEOs, 

the structural cost asymmetry of autonomous swarm employment will overwhelm sub-Saharan 

states that possess no meaningful integrated counter-UAS architecture. A coordinated swarm of 

25 drones, costing under $60,000, can exhaust a defensive architecture that requires millions per 

kinetic intercept. This innovation shifts the balance of power from state security forces 

dependent on centralized, expensive point-defense systems to decentralized insurgent cells 

capable of executing multi-vector precision strikes without a human operator, a jammable 

communications link, or a targetable command node. 

 

Discussion 

The tactical trajectory of VEO drone employment in Africa is already outpacing state 

countermeasures. JNIM conducted its first documented drone activity in September 2023 and 

within 18 months escalated to a 

sustained campaign of FPV 

IED drops and ISR-guided 

ground assaults, with 82% of 

confirmed incidents occurring 

after March 2025 alone. H FPV 

drones dropped IED-filled 

containers on Burkinab¯ 

military positions in Djibo in 

February 2025, killing nine 

soldiers across two attacks. 

JNIM then coordinated drone 

ISR with a ground assault at 

Boulkessi in June 2025 that 

killed a Malian 

soldier. HH This rapid 

operational evolution from 

reconnaissance to precision 

strike to combined arms coordination in under two years signals a VEO institutional capacity to 

Figure 1 highlights the documented timeline and geographic distribution of 

JNIM drone employment from 2023ï2025, illustrating the tactical 

progression from ISR to coordinated precision strikes across the Sahel. 

https://www.policycenter.ma/sites/default/files/2025-07/PP_24-25%20(Niccola%20Milnes%20&%20Rida%20Lyammouri)_0.pdf
https://gnet-research.org/2025/07/30/weaponised-skies-the-expansion-of-terrorist-drone-use-across-africa/
https://www.bbc.com/news/articles/cew8vldpzdyo
https://www.criticalthreats.org/analysis/salafi-jihadi-areas-of-operation-in-west-africa-interactive-map-and-campaign-analysis
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absorb and weaponize commercial technology that African state security forces cannot currently 

match. H 

 

The critical bottleneck constraining current VEO effectiveness is human operator dependency. 

Each FPV strike requires a trained pilot maintaining a fragile, jammable video link that state 

electronic warfare assets can exploit to geolocate and neutralize the operating cell. H Open-

source autonomous technology will eliminate this vulnerability entirely before 2045. ArduPilot is 

the open-source autopilot platform deployed on over one million vehicles globally. It already 

enables fully autonomous waypoint navigation, obstacle avoidance, and multi-vehicle swarm 

coordination with no human input following mission upload. H Ukraine's Operation Spider's Web 

operationalized this capability in 2025, deploying ArduPilot-guided swarms to strike Russian 

airfields 4,000 kilometers away. The software autonomously maintained flight paths even when 

operators lost signal, while the drones were smuggled in cargo containers and launched adjacent 

to the target, requiring no air superiority or detectable communications signature. HH The 20-year 

forecast window is longer than the interval between the first smartphone and its weaponization 

by VEOs. This provides ample time for this operational precedent to diffuse into the Sahel's 

expanding gray-market 

technology networks. As 

commercially available AI 

computer vision modules 

commoditize within those 

same networks, VEO cells will 

pre-load target signatures into 

a swarm's onboard architecture 

and launch without further 

human involvement. This 

eliminates the high-value 

individual that state 

counterterrorism forces rely on 

to disrupt drone programs. The 

autonomous drones market 

will grow from $25.12 billion in 2025 to $66.32 billion by 2030 at a 21.4% CAGR, ensuring 

these capabilities reach commercial ubiquity well within the forecast window. H 

 

Sub-Saharan African states lag dramatically behind North Africa's 822 documented military 

drone procurements and have made negligible counter-UAS investments, leaving them with no 

cost-competitive answer to autonomous swarm saturation. H Russia's normalization of 300-drone 

salvos in Ukraine demonstrates that even Western-backed integrated air defenses face 

unsustainable intercept cost ratios against swarm saturation. African militaries without equivalent 

tools cannot survive this calculus. H The UK DragonFire laser at $13 per shot represents one of 

Figure 2 highlights the global autonomous drones market growth 

trajectory, projected to expand at a 21.4% CAGR from 2025ï2030, driven 

primarily by advances in onboard AI processing and computer vision. 

https://ctc.westpoint.edu/on-the-horizon-the-ukraine-war-and-the-evolving-threat-of-drone-terrorism/
https://www.hudson.org/missile-defense/impact-drones-battlefield-lessons-russian-ukraine-war-french-perspective-tsiporah-fried
https://www.ardupilot.org/
https://www.csis.org/analysis/how-ukraines-spider-web-operation-redefines-asymmetric-warfare
https://www.chathamhouse.org/2025/06/ukraines-operation-spiders-web-game-changer-modern-drone-warfare-nato-should-pay-attention
https://natlawreview.com/press-releases/autonomous-drones-market-projected-grow-6632-billion-2030
https://www.military.africa/wp-content/uploads/2024/04/complete-african-drone-procurement-dataset.pdf
https://www.csis.org/analysis/new-salvo-war
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the only cost-competitive intercept technologies yet demonstrated, but deployment remains 

limited to Western naval platforms after 2027, placing African partner forces last in the global 

acquisition queue. H Israelôs Iron Beam is a promising technology and has recently entered 

battlefield use in the war in Iran. H GEN Langley's 2025 SASC posture statement explicitly 

acknowledged African partners requesting "leading-edge technologies" for force protection, a 

direct admission that the current toolkit is insufficient for the emerging threat environment. H 

 

Uncertainties and Vulnerabilities 

This forecast rests on two critical assumptions. First, it assumes African states will lack the 

technical capacity and political cohesion to implement coordinated counter-UAS frameworks 

capable of restricting commercial AI drone components and open-source flight control software. 

If this assumption is incorrect and the African Union mandates a synchronized counter-UAS 

program modeled on Ukraine's distributed, layered defense architecture, the timeline for 

effective VEO autonomous swarm employment would extend significantly. H Second, the 

forecast assumes the open-source autonomous flight control ecosystem will continue developing 

without enforceable international restrictions on dual-use software exports. If this assumption is 

incorrect and technology governance bodies successfully impose end-user verification on AI 

autonomy packages analogous to large language model export controls, VEOs would face a 

meaningful capability gap. H However, ArduPilot's demonstrated availability across sanctioned 

jurisdictions makes effective regulatory interdiction of this specific vector highly unlikely within 

the forecast window. H 

 

Analytic Confidence 

The analytic confidence for this estimate is moderate. This forecast was derived using an 

Analysis of Competing Hypotheses (ACH), which assessed three alternative trajectories for VEO 

drone evolution: continued reliance on human-operated FPV drones, adoption of semi-

autonomous systems requiring human terminal guidance, or deployment of fully autonomous AI-

enabled swarms. The ACH revealed that the fully autonomous swarm hypothesis is the least 

inconsistent with diagnostic evidence, specifically ArduPilot's proven autonomous capability at 

scale, Ukraine's successful operational deployment of GPS-denied autonomous swarms, and the 

rapid commoditization of commercial AI targeting modules. Open-source evidence on VEO 

drone progression in the Sahel and ArduPilot autonomous employment in Ukraine is robust, 

specific, and ranges from Moderate to High credibility. Significant intelligence gaps remain 

regarding VEO institutional investment in AI software engineering talent and the specific gray-

market supply chains delivering autonomous flight control hardware into the Sahel. In addition 

to traditional research techniques, Grammarly, Perplexity Pro, and Gemini were used to support 

editing and research for this forecast. 

 

Author: LTC Eric Giannaris 

 

https://thedefensepost.com/2026/01/08/qinetiq-dragonfire-laser/
https://www.yahoo.com/news/articles/israel-uses-iron-beam-laser-165620741.html
https://www.africom.mil/document/35820/2025-sasc-posture-statementpdf
https://prismua.org/en/english-ukrainian-pillar-for-a-modern-air-defence-architecture/
https://www.lawfaremedia.org/article/african-non-state-actors-put-drones-on-the-attack
https://www.ardupilot.org/
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Ground Without Soldiers: Dual-Use Unmanned Ground Vehicle 

Diffusion Will Erode State Manpower Advantage in Africa by 2045 
 

Executive Summary 

It is likely (55 to 80%) that by 2045, the proliferation of dual-use unmanned ground vehicles 

(UGVs) will materially erode the manpower advantage that state militaries in Africa have 

historically held over non-state armed groups (NSAGs). Despite NSAGs not yet operating UGVs 

in Africa and state militaries currently driving formal UGV procurement, commercial demand for 

autonomous platforms in agriculture, mining, and logistics is drawing this technology into 

African markets at civilian price points and scale, making it increasingly accessible outside state-

controlled channels. Due to the absence of legal, accountability, and doctrinal constraints on 

NSAGs, groups that gain access to this technology are likely to employ it in ways state militaries 

cannot, relaxing the manpower ceiling that has historically limited their operational reach and 

shifting the balance of power against states in Africaôs protracted, low-intensity conflicts. 

 

Discussion 

By 2045, power in Africa is likely to depend less on manpower depth and more on access to 

autonomous ground systems capable of sustaining operations at reduced human cost. The 

autonomy stack that guides a mining truck through an underground tunnel or an agricultural 

robot across Sahelian terrain, comprising light 

detection and ranging (LiDAR), sensor fusion, edge 

computing, and GPS-denied navigation, is structurally 

similar to the stack required for a ground platform to 

navigate a contested corridor. The key innovation 

driving this shift is not the military UGV itself but the 

exploitation of commercial entry points to gain an 

asymmetric advantage. The African Unionôs 

Continental Artificial Intelligence Strategy (2024) 

explicitly names ñautomated drivingò and ñroboticsò 

as continental industrial priorities, and the global UGV 

market is projected to grow at an 8.06 percent 

compound annual growth rate at least through 2031 as 

indicated in Figure 1. HM As autonomous platforms 

intended for commercial use enter African markets 

through civilian supply chains rather than arms-

controlled channels, NSAGs can exploit the same 

arbitrage pathways they use to acquire every other technology. Given Africaôs military UGV 

market is projected to grow from $65.5 million in 2023 to $107.1 million by 2030, a 7.3 percent 

compound annual growth rate, this state-driven entry is seeding the commercial ecosystems 

through which this technology is likely to diffuse to non-state actors. H 

 Figure 1. Projected global UGV market. 

Source: Modor Intelligence 

https://au.int/sites/default/files/documents/44004-doc-EN-_Continental_AI_Strategy_July_2024.pdf
https://www.mordorintelligence.com/industry-reports/unmanned-ground-vehicle-market
https://www.military.africa/2025/08/expanding-the-role-of-ugvs-on-the-modern-african-battlefield/
https://www.mordorintelligence.com/industry-reports/unmanned-ground-vehicle-market


ΠΟШ҇ШÂċŊĲ 
 

 

As procurement scales and costs fall, the supply chains that source, service, and maintain civilian 

autonomous platforms become accessible to actors outside the formal market. Africaôs NSAGs 

have already demonstrated how this diffusion works with aerial drones. Between 2023 and 2025, 

the Jamaat Nusrat al-Islam wal-

Muslimin (JNIM) in Mali and Burkina 

Faso conducted at least 89 documented 

drone operations, transitioning from 

surveillance to offensive strikes by 

adapting commercial DJI platforms 

through civilian channels for 

improvised explosive device (IED) 

delivery. H The Azawad Liberation 

Front in northern Mali fielded fiber 

optic drones, a technology first 

deployed in Ukraine, illustrating how 

doctrine and hardware from distant 

conflicts reach African non-state actors 

through open-source reporting and 

informal knowledge networks. H UGVs 

are likely to follow this trajectory with 

a five to ten year lag, consistent with 

how aerial drone adoption has spread 

from state militaries to NSAGs across 

the continent. The countries where 

NSAGs already operate drones, Figure 

2, represent the highest-probability 

early theaters for UGV diffusion, as the same acquisition pathways and commercial supply 

chains are already in place.  

 

UGV diffusion will likely face friction that aerial drones largely avoided. Ground platforms 

contend with terrain navigation in cluttered and unpredictable environments, higher mechanical 

maintenance burdens, and power density constraints. Battery capacity requirements increase 

significantly with payload and operational duration in ways that aerial drones largely sidestep. M 

These factors explain the five- to ten-year lag estimate rather than invalidating the trajectory. As 

civilian autonomous vehicle development continues resolving these engineering constraints at 

commercial scale, the adoption pathway for NSAGs remains structurally intact.  

 

The Sahel is the most likely early theater for this shift. JNIM and the Islamic State in the Greater 

Sahara (ISGS) operate without legal accountability, face no political cost for equipment losses, 

Figure 2. Drone proliferation in Africa by actor type. Source: Africa 
Center for Strategic Studies 

https://www.lawfaremedia.org/article/african-non-state-actors-put-drones-on-the-attack
https://www.lawfaremedia.org/article/african-non-state-actors-put-drones-on-the-attack
https://www.army.mil/article/290022/lets_make_innovative_ideas_ugvs_resupplying_the_front_line
https://africacenter.org/spotlight/drone-proliferation-africa-destabilizing/
https://africacenter.org/spotlight/drone-proliferation-africa-destabilizing/


ΠΠШ҇ШÂċŊĲ 
 

and the Alliance of Sahel States (AES) governments in Mali, Burkina Faso, and Niger have 

expelled the Western security partners whose presence might otherwise constrain NSAG risk 

tolerance with autonomous platforms. Active artisanal and small-scale mining economies in Mali 

and Niger provide the commercial ecosystems through which autonomous components can enter 

without triggering export controls, while Sahelian state militaries remain among the most 

procurement-constrained on the continent. H The Lake Chad Basin presents similar conditions, 

where the Islamic State West Africa Province (ISWAP) conducted its first armed drone strikes in 

December 2024 and has since received external trainer support to accelerate autonomous 

platform acquisition. H Sudan represents a distinct variant. The Rapid Support Forces (RSF) have 

acquired Chinese- and UAE-supplied combat drone systems through state-sponsor channels, 

suggesting a compressed timeline driven by external supply rather than commercial arbitrage. H 

 

The decisive asymmetry, once access is established, is accountability. Ukraineôs experience is 

instructive not as a direct comparison but as a proof of concept for a specific mechanism. As 

UGV costs commoditize through civilian supply chain scaling, the rate of deployment and 

tolerance for attrition diverge sharply between accountable state actors and unconstrained non-

state ones. Ukraineôs volunteer networks fielded and replaced platforms at a pace formal 

Ministry of Defense procurement could not match, precisely because they faced no institutional 

friction around losses. M The same dynamic is likely to hold in Africa as costs fall and 

availability rises. State militaries accountable to political oversight, external security 

partnerships, and force protection requirements face constraints on how aggressively they can 

absorb platform losses. M NSAGs face none of these constraints and can absorb higher attrition, 

employ platforms in more coercive ways, and build tactics from scratch without restructuring 

doctrine built around manned formations. The state, by contrast, must integrate UGVs into 

formations built around manned combined-arms operations, retrain officer corps whose 

incentives are tied to legacy systems, and route procurement through ministries that favor 

institutional continuity. M 

 

The power shift implication by 2045 is not that NSAGs will defeat state militaries in 

conventional engagements. It is that the manpower recruitment ceiling, historically the binding 

constraint on groups like JNIM, ISWAP, and al-Shabaab, is likely to become less determinative 

when logistics, surveillance, and perimeter functions can be offloaded to commercially sourced 

machines. To illustrate the manpower-substitution mechanism, hypothetically, a group previously 

constrained to 500 fighters by recruitment limits could achieve equivalent persistent operational 

reach with 200 fighters and a fleet of adapted autonomous platforms. Conversely, states can also 

benefit from UGV adoption, and the state-advantage alternative is not implausible. The 

procurement friction, doctrinal inertia, and accountability constraints that slow state 

operationalization of this technology, however, mean the relative shift favors non-state actors in 

the low-intensity, protracted conflicts that define Africaôs security landscape. 

 

https://www.military.africa/2025/08/expanding-the-role-of-ugvs-on-the-modern-african-battlefield/
https://www.lawfaremedia.org/article/african-non-state-actors-put-drones-on-the-attack
https://africacenter.org/spotlight/drone-proliferation-africa-destabilizing/
https://sldinfo.com/2025/10/ukraines-robot-army-the-rise-of-unmanned-ground-vehicles-in-modern-warfare/
https://futures.issafrica.org/blog/2025/Is-Africa-the-next-frontier-for-autonomous-weapons
https://dignitas.fund/blog/building-ukraines-ugvs/
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For AFRICOM, this trajectory carries two immediate implications. First, if UGV diffusion to 

African NSAGs follows the precedent of aerial drones by five to ten years, the window for 

accelerating partner-state UGV operationalization, counter-UGV doctrine development, and ISR 

integration is now, not 2035. Partner capacity-building programs that continue to prioritize 

manned combined-arms training risk preparing African state militaries for the wrong fight as the 

manpower advantage those formations are designed to exploit erodes. Second, AFRICOM's 

counter-threat finance and logistics interdiction efforts should account for the same commercial 

supply chain pathways, agricultural robotics distributors, mining equipment suppliers, civilian 

electronics networks, that are most likely to serve as the acquisition channels for NSAG 

autonomous platform components. 

 

ŰċũǃƣŔĦШ9ŸŰǯĬĲŰĦĲ 
Analytic confidence is moderate-low, reflecting convergent structural drivers and corroborating 

evidence from authoritative sources, tempered by the twenty-year time horizon and the absence 

of documented NSAG UGV acquisition in Africa to date. An Analysis of Competing Hypotheses 

(ACH) evaluated whether state militaries or NSAGs are better positioned to exploit the diffusion 

of dual-use UGVs. The state-advantage hypothesis is consistent with current procurement trends 

but is undermined by the uneven capacity of African militaries to operationalize new platforms, 

the demonstrated failure of hierarchical procurement to match decentralized adoption in 

analogous contexts, and the doctrinal friction inherent in integrating autonomous systems into 

manned formations. The NSA-advantage hypothesis carries one primary inconsistency. NSAGs 

are not yet present in Africaôs formal UGV market. This is assessed as a timing gap rather than a 

structural refutation, as state acquisition of UGVs has yet to begin scaling, and diffusion to 

NSAGs is unlikely to precede it. Confidence is further tempered by uncertainty over whether 

states develop effective counter-NSAG UGV interdiction before diffusion reaches operationally 

significant scale. The author used Claude AI to assist with clarity and editing. 
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Privately Operated Renewable Microgrids Likely (55-80%) To Shift 

Local Power Away From Weak States Across Africa By 2045 

 

Executive Summary 

Renewable microgrids (solar + storage + smart metering) are likely (55-80%) to become a 

dominant pathway for reliable electricity expansion in underserved African regions through 

2045, as they bypass slow grid expansion and leverage long-term declines in solar PV and 

battery costs (IEA; IRENA; BloombergNEF). This diffusion is not just an infrastructure story; it 

is a governance story. By delivering and controlling a core public good, private microgrid firms, 

community cooperatives, and armed groups can gain local legitimacy, revenue, and leverage, 

thereby shifting the balance of power between formal governments and actors outside state 

control. HHH 

 

Discussion 

Despite policy efforts to regulate and integrate mini-grids into national utilities, uneven state 

capacity and insecurity are likely to produce parallel óenergy ecosystemsô in some areas. In those 

spaces, non-state actors may tax, capture, or óprotectô microgrid assets, while external investors 

use financing and service contracts to shape local influence. Full energy autonomy (seasonal, 

diesel-free independence) will remain a niche outcome; however, even partial autonomy and 

resilient islanding can enable communities, firms, and militants to operate with less dependence 

on fragile national grids or fuel logistics. HHHH 

 
Figure 1.1 This demographic trend indicates that the absolute number of people without access has stagnated in 

recent years, with an average of only 16 million people gaining access to electricity per year between 2019 and 2024 

At this rate, by 2035, around 520 million people in sub-Saharan Africa would still be without access to electricity, 

when the regionôs population is projected to reach 1.5 billion. H  

 

By 2045, the most consequential óinnovationô is likely not solar panels alone, but the combined 

stack: containerized generation, inexpensive multi-hour storage, remote monitoring, smart 

https://www.iea.org/reports/financing-electricity-access-in-africa
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77
https://www.irena.org/Publications/2024/Dec/Off-grid-Renewable-Energy-Statistics-2024
https://www.iea.org/reports/financing-electricity-access-in-africa
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://www.mdpi.com/1996-1073/17/6/1321
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.iea.org/reports/financing-electricity-access-in-africa


ΠΥШ҇ШÂċŊĲ 
 

meters, and mobile-money billing. This bundle makes electricity deployable like a service, not a 

national construction project. H 

 

Why it spreads in Africa: Least-cost electrification modeling suggests mini-grids and stand-alone 

systems will remain the lowest-cost option for a large share of households still lacking electricity 

access in Africa (IEA). Regulatory reforms (e.g., clearer licensing, tariffs, and grid-arrival rules) 

reduce investor risk and unlock private capital for mini-grids (World Bank), thereby accelerating 

diffusion in states that cannot extend or reliably operate national grids. HHH 

 

How it shifts the state/non-state balance of power: 

¶ Service delivery and legitimacy: actors who keep lights on for clinics, markets, and water 

pumps gain political credit when the state cannot. M 

 

¶ Revenue and patronage: metered power creates steady cash flows; who controls tariffs, 

connections, and shut-offs controls a local ñtax base.ò H 

 

¶ Coercion and control: smart meters and PAYGo billing make electricity a controllable lever 

operators (or whoever coerces/captures them) can prioritize connections, set payment terms, 

and remotely disconnect service, enabling ñreward/punishò governance dynamics in 

contested spaces. HHH 

 

¶ Enabling other tech: reliable off-grid power supports communications, surveillance, small-

scale manufacturing, and drone operations capabilities that can advantage both states and 

insurgents. HM 

 

Case examples (Africa): where microgrids become political and security assets 

¶ Nigeria (DARES/NEP): Results-based financing (Performance-Based Grants) and mini-grid 

regulation have accelerated private deployments. Operators control metering, tariffs, and 

remote disconnect turning electricity into leverage over local commerce and politics. HH 

 

¶ Tanzania: An enabling regulatory framework (standardized licensing/tariffs and clearer grid-

arrival rules) helped attract developers showing how state capacity can steer microgrids 

toward legitimacy rather than parallel authority. M 

 

¶ PAYGo + smart meters: Off-grid firms bundle hardware, software, and finance using mobile 

money, prepaid metering, and remote monitoring. That stack also creates sensitive energy-

use data, raising privacy and foreign-access questions. HM 

 

Electricity is a óvisibleô public good. Where the state cannot provide it, the actor that can (private 

developer, cooperative, foreign-backed utility, militia, or criminal network) gains legitimacy, 

https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://www.iea.org/reports/financing-electricity-access-in-africa
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://www.afrobarometer.org/wp-content/uploads/2022/02/afropaperno182_antipolitics_of_electricity.pdf
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-development/digitalutilities/the-value-of-payg-solar-for-mobile-operators-gsma/
https://projects.worldbank.org/en/projects-operations/project-detail/P161885
https://nerc.gov.ng/wp-content/uploads/2024/01/MINIGRIDREGULATIONS.pdf
https://www.wri.org/news/release-report-tanzania-mini-grid-sector-doubles-bold-policy-approach
https://www.irena.org/-/media/Files/IRENA/Agency/Publication/2020/Jul/IRENA_Pay-as-you-go_models_2020.pdf?la=en&hash=7A2E7A7FF8B5BAB7748670876667628A39DE40D5
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-for-development/digitalutilities/the-value-of-payg-solar-for-mobile-operators-gsma/
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revenue, and coercive leverage. Microgrids, therefore, function as both infrastructure and a 

platform for governance especially when paired with digital payments and remote shutoff. MH 

 
Picture- Off-grid solar installation supporting community energy access in Ghana. Source: World Bank, ñLighting Up 

Africa: Bringing Renewable, Off-Grid Energy to Communities,ò photo credit John Deyegbe/Resolution Ltd. 

 

Key risks and competitive dynamics to watch 

¶ Asset capture and extortion: In weakly governed areas, distributed energy assets can be 

taxed, stolen, or óprotectedô by armed groups and organized crime raising operating costs and 

incentivizing private security arrangements that bypass the state. H 

 

¶ Cyber and remote-control vulnerabilities: Smart inverters, meters, and cloud monitoring 

increase efficiency but add attack surfaces. Compromise of billing or shutoff systems can 

create coercive leverage at community scale. H 

 

Modern conflicts demonstrate that centralized infrastructure is targetable, and that distributed 

systems improve resilience and continuity under attack. In Africa, microgrids reduce single 

points of failure (one tower line, one substation, one fuel convoy), making both governance and 

armed-group operations less dependent on vulnerable grids. HH 

 

Microgrids can harden partner resilience (continuity of government, health systems, 

ISR/communications) while also enabling non-state endurance in remote areas. Practical levers 

include supporting partner mini-grid regulation, protecting critical microgrid nodes, monitoring 

foreign financing that buys political influence, and treating óenergy governanceô as a security 

variable, not a development footnote. HH 

https://www.afrobarometer.org/wp-content/uploads/2022/02/afropaperno182_antipolitics_of_electricity.pdf
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://academic.oup.com/isr/article/26/1/viae004/7615614
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://www.mdpi.com/1996-1073/17/6/1321
https://www.nrel.gov/docs/fy24osti/90139.pdf
https://openknowledge.worldbank.org/entities/publication/ee3960d4-0d83-5d7f-baca-a5f425a66c77
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Operationally, microgrids are a low-cost, dual-use technology: they can harden partner continuity 

(water, cold chain, comms) and reduce fuel-convoy dependence, yet the same capability can 

enable illicit economies or non-state governance in permissive spaces. HH 

 

Uncertainties and Vulnerabilities 

This estimate remains sensitive to the political and security conditions surrounding local service 

delivery. Microgrids shift power only if they can be financed, protected, and operated under rules 

that states can enforce; in high-insecurity areas, the same assets can become targets for extortion, 

sabotage, and coercion. Asset capture and extortion: In weakly governed areas, distributed 

energy assets can be taxed, stolen, or óprotectedô by armed groups and organized crime, raising 

operating costs and incentivizing private security arrangements that bypass the state.H Cyber and 

remote-control vulnerabilities: Smart inverters, meters, and cloud monitoring increase efficiency 

but also introduce additional attack surfaces. Compromises of billing or shutoff systems can 

create coercive leverage at the community scale.H Regulatory shock and grid-arrival politics: 

sudden tariff caps, contract disputes, or unclear compensation when the main grid arrives can 

collapse investor confidence or force operators to shut down reducing service reliability and 

undercutting legitimacy gains.HH 

 

Analytic Confidence 

Analytic confidence: Moderate. Evidence is strong that off-grid renewables and mini-grids are 

central to Africaôs electrification economics and policy discourse (IEA; IRENA; World Bank), 

and cost trends for PV and batteries are well-documented (BloombergNEF). Confidence is 

tempered by the 2045 horizon and by political variables security conditions, corruption, tariff 

politics, and the ability of states to regulate private service delivery that will determine whether 

microgrids reinforce state legitimacy or enable parallel governance by non-state actors. In 

addition to traditional research techniques, Grammarly, Perplexity Pro, Gemini, and CoPilot 

were used to support editing and research for this forecast.  

 

Author: LTC Robert Blome 
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Distributed Hybrid Manufacturing is Likely to Democratize Precision 

Strike Capabilities for VEOs 
 

Executive Summary 

The rapid proliferation of industrial-grade additive manufacturing technology and the open-

source weapons schematics make it likely (55-75%) that Violent Extremist Organizations 

(VEOs) in Africa will possess the capability to manufacture precision strike drones and hybrid 

firearms at scale by the year 2045. While state militaries currently hold a qualitative edge in 

material science, the commercial commoditization of metal 3D printing and predictive logistics 

will likely allow non-state actors to bypass international arms embargoes. This innovation shifts 

the balance of power from state security forces, who rely on vulnerable, extended supply chains, 

to decentralized insurgent cells capable of indefinite, localized sustainment support.  

 

Discussion 

The democratization of manufacturing technology is eroding the state's monopoly on force. H 

While VEOs will keep using traditional smuggling and battlefield capture for complex 

munitions, these supply 

chains are becoming 

more vulnerable to state 

interdiction and drone 

surveillance. H In 

contrast, indigenous 

hybrid manufacturing 

provides the only 

resilient path to 

indefinite sustainment. 
MH This capability is 

already being 

demonstrated in conflict 

zones like Myanmar, where anti-junta forces have successfully mass-produced the FGC-9 hybrid 

carbine using commercial printers, effectively bypassing total state blockades. H  

 

By 2045, this hybrid manufacturing approach is likely to mature from small arms to complex 

precision-strike systems. While early VEO drone use is currently limited to surveillance, groups 

like the Islamic State - West Africa Province (ISWAP) and Jama'at Nusrat al-Islam wal-Muslimin 

(JNIM) have since progressed to limited assembly of loitering munitions. Recent intelligence 

indicates that ISWAP is assembling first person view (FPV) drones using commercial optics and 

a 3D-printed payload release mechanism, allowing them to bypass electronic jamming and strike 

Figure 1 highlights the rapid evolution of 3D-printed weapons characteristics. 

Modern technologies continue to improve. At the time of release the FGC-9 was a 

semi-automatic-only firearm; automatic operation is planned for a future release.  

https://www.frstrategie.org/en/publications/notes/new-tech-new-threats-drones-3d-printed-guns-artificial-intelligence-and-violent-extremism-2025
https://ict.org.il/the-source-of-weapons-held-by-radical-islamic-organizations-in-the-sahel/
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/
https://fpa.org/emerging-technologies-terrorists-print-weapons/
https://armamentresearch.com/wp-content/uploads/2020/03/ARES-Research-Report-8-Desktop-Firearms.pdf
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military targets. This assessment is 

aggregated from open-source 

intelligence reporting and visual 

investigations documenting VEO drone 

modification patterns across West 

Africa. The cost of metal 3D printing is 

expected to decrease, with a 17.8% 

CAGR in 2026 and another 17.1% by 

2031. H This growth is also projected to 

have a moderate impact on the African 

region. M  

 

This trajectory suggests a staged 

capability development pathway rather 

than a single technological threshold. In the near term (2025ï2030), VEOs will likely refine 

payload integration through iterative commercial drone modification, mirroring the FGC-9's 

evolution from semi-automatic proof of concept to a planned automatic variant. H In the mid-

term (2030ï2040), declining printer costs will likely enable polymer airframe fabrication at 

scale, reducing external procurement dependence. MH The 2045 endpoint ð full metal 

component fabrication ð remains contingent on overcoming material science barriers in thermal 

management and fatigue resistance, though the documented 17.8% CAGR in aerospace additive 

manufacturing costs supports this long-term trajectory. HM With this new manufacturing 

capability, VEOs will likely gain access to printers capable of producing more durable airframes 

and propulsion components locally. This will enable the fabrication of lethal drones that can 

saturate state air defenses without relying on external sponsors. 

 

An alarming sign of this shift is the Rapid Support Forces (RSF) in Sudan. Throughout 2024 and 

2025, the RSF successfully maintained a high-intensity drone campaign despite being cut off 

from major logistics routes. M Visual 

investigations and satellite analysis 

document approximately one 

thousand drone attacks across Sudan 

since 2023 by the RSF and Sudanese 

Armed Forces (SAF). The RSF is 

increasingly associated with long-

range loitering munitions and 

improvised quadcopter strikes. M 

Reports also indicate they used small 

assembly workshops to modify 

commercial agricultural drones with 

Figure 2 highlights the compound annual growth rate (CAGR) 

from 2025 ï 2030 for the aerospace and defense additive 

manufacturing market. 

Figure 3 highlights the deaths from drone strike capabilities in 

Sudan. Since April 2023, there have been over 3,000 deaths 

related to drone attacks. 

https://www.thebusinessresearchcompany.com/report/aerospace-and-defense-additive-manufacturing-global-market-report#:~:text=The%20aerospace%20and%20defense%20additive%20manufacturing%20market%20size%20has%20grown,(CAGR)%20of%2017.8%25.
https://www.fortunebusinessinsights.com/military-3d-printing-market-105202#:~:text=KEY%20MARKET%20INSIGHTS,Download%20Free%20Sample
https://armamentresearch.com/wp-content/uploads/2020/03/ARES-Research-Report-8-Desktop-Firearms.pdf
https://gnet-research.org/2024/10/14/3d-printing-in-conflict-zones-a-game-changer/
https://fpa.org/emerging-technologies-terrorists-print-weapons/
https://www.thebusinessresearchcompany.com/report/aerospace-and-defense-additive-manufacturing-global-market-report
https://www.fortunebusinessinsights.com/military-3d-printing-market-105202
https://acleddata.com/report/drone-warfare-reaches-deeper-sudan-peace-talks-stall-august-2024
https://www.aljazeera.com/news/longform/2026/2/3/drone-warfare-in-sudan-tracking-1000-aerial-attacks-since-april-2023
https://www.thebusinessresearchcompany.com/report/aerospace-and-defense-additive-manufacturing-global-market-report#:~:text=The%20aerospace%20and%20defense%20additive%20manufacturing%20market%20size%20has%20grown,(CAGR)%20of%2017.8%25.
https://www.aljazeera.com/news/longform/2026/2/3/drone-warfare-in-sudan-tracking-1000-aerial-attacks-since-april-2023
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3D-printed explosive casings and release hooks. M This case study highlights the rise of a 

digitally enabled supply chain in modern Africa. VEOs can acquire a finished weapon capability 

simply by downloading files and sourcing generic commercial components.  

 

If VEOs can download and print weapons specifications from the internet, the traditional U.S. 

strategy of targeting supply lines will become obsolete. A small team with a solar-powered 

printer and access to raw materials becomes a self-sustaining logistical node, capable of 

regenerating capacity indefinitely without a physical footprint that can be interdicted. 

 

Uncertainties and Vulnerabilities 

This forecast rests on three critical assumptions verified through a Key Assumptions Check. 

First, the analysis assumes that high-end printers capable of producing metal and polymer 

products will remain commercially available and unregulated. If manufacturers were to use 

firmware locks that block the printing of weapon schematics, as modern scanners prevent 

copying currency, VEOs would be limited to basic manufactured designs. M Second, this report is 

predicated on the assumption that raw materials continue to be dual-use and unregulated. Should 

chemical taggants be required for all commercial printing materials, intelligence agencies could 

potentially trace unauthorized manufacturing activities to their origin, thereby reestablishing 

deterrence. M Third, the forecast assumes VEOs can bridge the knowledge gap required to 

operate machinery for additive manufacturing. If this innovative technology remains too 

temperamental for field use, mass production efforts will likely fail, mirroring reliability issues 

observed in early production of 3D-printed guns. 

 

Analytic Confidence  

The analytic confidence for this estimate is moderate. This forecast was derived using an 

Analysis of Competing Hypotheses (ACH) matrix, which weighed the hybrid manufacturing 

hypothesis against continued reliance on smuggling and theft. The ACH revealed that smuggling 

routes are increasingly vulnerable to drone surveillance and digitization. Commercial 

manufacturing technologies are difficult to restrict, increasing the likelihood of such production 

over the next twenty years. The logic driving the forecast is supported by well-documented 

commercial trends in cost reduction and technology diffusion. However, significant information 

gaps remain, particularly low visibility into the specific intent of research and development 

regarding African VEOs and metal 3D printing, which represents a substantial technical leap 

beyond current plastic capabilities. In addition to traditional research techniques, Grammarly, 

Gemini, and CoPilot were used to support editing and research support. 

 

Author: LTC Eric Giannaris 
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Multi-Material Additive Manufacturing as a Significant Axis of Great 

Power Competition in Africa through 2045 
 

EXSUM 

The maturation of Multi-Material Additive Manufacturing (AM) is highly likely (55-70%) to 

become a consequential axis of Great Power Competition in Africa by 2045, enabling China and 

Russia to erode traditional U.S. logistical advantages through point-of-need production capacity 

that bypasses Western supply chains.ШHH This paper focuses specifically on AM as a tool of state-

level great power competition, not on VEO or non-state actor AM adoption, which is addressed 

in a complementary SFAR by a colleague. The evidence presented here is bounded to the GPC 

lane: how state and state-directed actors exploit AM ecosystems to displace Western influence in 

the African security architecture. Due to China's systematic embedding of AM education and 

manufacturing standards into partner-nation technical institutions, and Russia's demonstrated use 

of AM-enabled sustainment to project force without a traditional logistics tail, rivals are 

structurally positioned to decouple African security architectures from Western supply chains and 

diplomatic leverage before U.S. acquisition reform generates a competitive response.ШHHH Despite 
potential resistance from U.S. defense contractors whose razor blade business model creates 

economic disincentives against AM adoption, and despite African states' demonstrated capacity 

to play external powers against one another to preserve sovereign flexibility, the commercial and 

state-directed acceleration of AM ecosystems by Beijing and Moscow is highly likely to outpace 

Western adaptation absent a deliberate policy pivot.HMH China's systematic embedding of AM 

education and manufacturing standards into partner-nation technical ecosystems represents a 

form of techno-diplomacy likely to create structural dependency on Chinese hardware and 

software stacks.ШHH 
 

Discussion 

The Strategic Shift: From Physical Inventory to Digital Means of Production 

For decades, U.S. preeminence in Africa rested on an unmatched global logistics tail, the ability 

to move, sustain, and repair advanced hardware across vast, austere geographies.MH Multi-

material AM, capable of processing multiple material types simultaneously to produce functional 

integrated components, challenges this paradigm by enabling point-of-need production.MH By 

2045, if AM matures as projected, the primary enabler of freedom of action in Africa will shift 

from physical inventory to the digital means of production: the blueprints, material feedstocks, 

and trained engineering talent that allow sustained military capability without traditional supply 

chains. The true Center of Gravity in this competition is the engineering ecosystem, the human 

capital, institutional standards, and manufacturing infrastructure, of which digital blueprints are a 

critical but subordinate enabling component. Whoever controls that ecosystem controls the long-

term security alignment of African partner nations.HM 

 

https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
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A critical qualification must be stated upfront: current multi-material AM technology cannot yet 

reliably print the fully integrated electronic-structural components this forecast implies. The 

2045 horizon assumes significant continued maturation. If that maturation stalls, due to materials 

science limits, IP fragmentation, or energy constraints in austere environments, the decisive axis 

argument weakens substantially. This is addressed in the supporting Analysis of Competing 

Hypothesis (ACH) annex. Field-level AM deployment is already underway by state actors. The 

U.S. Marine Corps has deployed expeditionary AM units and the U.S. Army has fielded 

ruggedized printers through programs including the Rapid Fabrication via Additive 

Manufacturing on the Battlefield (RFAB) initiative. China has deployed mobile AM-enabled 

logistics support units alongside PLA exercises in Africa-adjacent theaters. These programs 

establish that the transition from prototype to field deployment is not speculative, it is already 

occurring at the state level, with the relevant question being which power will scale fastest in the 

African operating environment.ШMH 

 

China: Techno-Diplomacy and Foundational Displacement 

China's strategy is rooted in foundational displacement: embedding Chinese AM standards, 

hardware, and software into African educational and military-technical institutions before 

Western alternatives are competitive.ШHH China has reportedly distributed large quantities of 3D 

printers into its own and partner-nation educational systems as part of a broader STEM 

infrastructure initiative.ШL  

 
As African nations pursue production sovereignty, they are increasingly likely to adopt Chinese 

AM ecosystems to 

bypass Western 

conditions-based aid.ШHH 
This creates a structural 

dependency analogous 

to what CSIS has 

documented in the cloud 

computing and 

telecommunications 

domains: African 

governments gain the 

appearance of 

technological self-

determination while 

their defense 

infrastructure 

becomes 

progressively aligned with Beijing's technical standards and intelligence-sharing obligations.ШH 

Figure 1 ð Chinaôs Three-Layer Techno-Diplomacy Embedding Strategy: AM 

Education, Manufacturing Standards, and African Defense Dependency, 2025ï

2045. Developed by author from CSIS (2025) and Brookings Institution (2025). 

 

https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
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https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://3dprint.com/56699/china-3d-printers-schools/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
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Russia: Privatized Force and Verified AM Exploitation 

Russiaôs Africa Corps, the formalized successor to the Wagner Group, has demonstrated an 

operationally relevant use of additive manufacturing to sustain legacy hardware in environments 

where traditional maintenance supply chains are absent or interdicted.[H][M] In Mali, Niger, and 

the Central African Republic, Russian-backed forces have used 3D printing for field-expedient 

parts fabrication on Soviet-era vehicles, crew-served weapons, and UAV components.[H][L] 

What Russia demonstrates is a model for disproportionate influence at reduced cost: by enabling 

small, diffuse proxy forces to sustain basic kinetic capability through locally-produced 

components, Moscow projects strategic presence without the logistical infrastructure that 

constrains Western operations.ШHM Because AM patents and innovations are predominantly 
private-sector driven, these capabilities are difficult to constrain through export controls or 

sanctions.ШHM 

 

The "Plastic Pipeline" and the Commercialization of Lethality 

The term "Plastic Pipeline," used in this analysis to describe the untraceable, locally-produced 

sustainment of kinetic capability through AM, is the author's analytical coinage, not a term from 

established literature. It describes a real phenomenon documented in UN Panel of Experts 

reporting and academic analysis of illicit weapons flows, but readers should be aware that the 

framing is original rather than drawn from an external authoritative source.ШHM 

By 2045, as the commercial aspect of AM innovation grows and most AM patents are held by the 

private sector, it will become increasingly difficult for any international control regime to prevent 

non-state actors from gaining access to production-grade multi-material AM systems.ШHM This 

creates a threat environment where mercenary forces and state proxies can maintain high-

technology arsenals without a traditional industrial base, at a cost structure that favors diffuse 

actors over concentrated conventional forces.ШHH 

 

The Defense Contractor Friction Problem 

A genuine structural tension constrains U.S. adoption of AM: the razor blade model that 

underlies Western defense contracting. Platforms are sold at a baseline price, but decades of 

profit come from proprietary replacement parts.ШM Multi-material AM threatens this revenue 

stream by enabling users to print components directly.ШMH Unlike China and Russia, whose state-

directed defense industries are incentivized by strategic outcomes rather than quarterly returns, 

U.S. contractors face real economic disincentives to AM adoption.ШHH By 2045, this internal 
friction, unless addressed through directed regulatory or acquisition reform, could leave the U.S. 

without a competitive AM framework to offer African partners.ШLM 

 

African Agency: A Critical Blind Spot Addressed 

The initial draft treated African states largely as passive terrain in a great power competition. 

This is analytically insufficient. African governments have consistently demonstrated the 

capacity to play great powers against each other to extract concessionsЯaccepting Chinese 

https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://defense.info/highlight-of-the-week/the-new-scramble-for-africa-how-russia-and-china-are-reshaping-the-continent/
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://docs.un.org/en/A/79/305
https://press.un.org/en/2011/gashc4023.doc.htm
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://docs.un.org/en/A/79/305
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.securityanddemocracy.org/post/print-fight-repeat-how-additive-manufacturing-could-repair-military-logistics
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
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infrastructure while maintaining U.S. security partnerships, or leveraging Russian presence to 

renegotiate Western conditionality.HH By 2045, the more likely outcome is not a continent 

cleanly aligned with any single external power, but a fragmented landscape of sovereign actors 

using AM partnerships instrumentally. The decisive axis argument holds, but the decisive actor is 

not solely Beijing or MoscowЯШit is whichever external power most credibly respects African 
sovereign prerogatives while providing the most competitive technical ecosystem.ШHH 

 
Figure 2 ð The Razor Blade Asymmetry: U.S. Contractor Incentive Structure vs. State-Directed Rivals, Converging 

on the 2045 African Sustainment Crisis. Developed by author from CSIS (2025), Brookings Institution (2025), and 

Institute for Security and Technology (2024). 

 

Analytic Confidence 

Analytic confidence is assessed as Moderate. This paper employed Analysis of Competing 

Hypotheses (ACH). Four total hypotheses were assessed before arriving at H1 as the selected 

hypothesis (see ACH Annex A). Two blind spots constrain confidence: the paper may overweight 

Chinaôs capacity to execute AM ecosystem embedding at continental scale, given that documented 

Chinese AM initiatives in Africa remain primarily in educational rather than military-industrial 

contexts, and may underestimate the degree to which African states will resist technical 

dependency on any single great power, including China, once they recognize the sovereignty 

implications of hardware and software lock-in. The 20-year forecast horizon introduces additional 

uncertainty regarding the pace of multi-material AM maturation in austere field environments, the 

political durability of Chinese AM infrastructure investment across regime changes in African 

partner nations, the degree to which U.S. acquisition reform through AFWERX and DIU generates 

a competitive AM offering, and whether Western defense contractor resistance to AM adoption 

https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.brookings.edu/articles/a-new-us-africa-blueprint-for-trump-amid-chinas-rise/
https://www.csis.org/analysis/rising-states-global-south-and-great-power-competition
https://www.prif.org/fileadmin/Daten/Publikationen/Prif_Reports/2025/PRIF_3_2025_barrierefrei.pdf
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proves structurally durable or yields to competitive market pressure. Claude Sonnet 4.6 was used 

for idea and lead generation; results were used to identify research leads that were then validated 

against primary and high-reliability secondary sources before inclusion.  

 

Author: Cory S. Reiter 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ΡΦШ҇ШÂċŊĲ 
 

AI-Enabled Decision Ecosystems Are Likely to Shift the Balance of 

Power from African Governments to Foreign Technology Platforms by 

2045 
 

Executive Summary 

It is likely (55ï80%) that by 2045, AI-enabled decision ecosystems integrated stacks of 

predictive analytics, autonomous logistics, and algorithmic resource-allocation tools will 

fundamentally redefine who controls governance, agriculture, and logistics across Africa. As 

most African states lack the data infrastructure and institutional capacity to build sovereign AI 

systems, foreign platform operators led by Chinese providers embedded through the Digital Silk 

Road will consolidate effective control over decisions shaping food security, service delivery, 

and economic activity. H This shift will transfer the balance of power away from African central 

governments toward externally-operated technology platforms and the states sponsoring them, 

producing structural dependency that will persist beyond 2045 and complicate U.S. partner 

engagement across the continent. 

 

Discussion 

An AI-enabled decision ecosystem is an integrated architecture that combines satellite imagery, 

sensor networks, machine learning models, and cloud infrastructure to convert raw data into 

operational decisions for governments, farmers, and logistics operators. Unlike traditional state 

authority, which depends on bureaucratic capacity and physical presence, power in AI 

ecosystems derives from data ownership and algorithmic control. The actor who trains and 

operates the platform not the government nominally overseeing it effectively governs decisions 

that allocate resources, route markets, and mediate crisis response across vast territories. H This 

distinction between formal sovereignty and functional decision control defines the core power 

shift this analysis forecasts. 

 

Agriculture is the most consequential domain for this shift. Africaôs food systems depend on 

smallholder farmers who represent more than 60% of the agricultural workforce yet lack 

independent capacity to manage climate, market, and pest risks. H AI advisory platforms 

integrating satellite imagery, weather modeling, and soil analytics generate a new form of 

agrarian leverage: whoever controls the advisory algorithm controls planting decisions, input 

procurement, and market routing for millions of producers. Private investment in agricultural AI 

in Sub-Saharan Africa surged from less than $10 million in 2014 to approximately $600 million 

by 2022 a trajectory that will accelerate substantially by 2035. HH As platforms scale, they will 

accumulate proprietary datasets on soil conditions, yield cycles, and climate patterns that African 

ministries do not independently hold, transferring structural information advantage to external 

operators. An early indicator: at the 2024 FOCAC Summit, China and Africa agreed to 20 digital 

agricultural infrastructure projects through 2027, including AI-driven pest detection and seed-

https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://blogs.worldbank.org/en/agfood/artificial-interlligence-in-the-future-of-sub-saharan-africa-far
https://blogs.worldbank.org/en/agfood/artificial-interlligence-in-the-future-of-sub-saharan-africa-far
https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2024.1472236/full
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system genomics platforms. H States that fail to embed data-sovereignty requirements in platform 

contracts before 2030 will find this dependency effectively irreversible by 2045. (see Figure 1) 

 

 
 

Figure 1. Government AI Readiness by Region (Oxford Insights, 2025). Sub-Saharan Africa ranks last globally ð 

most states score below 30/100. This deficit means most governments will license AI from foreign providers rather 

than build sovereign platforms, ceding the decision layer to external operators. 

 

The same dynamics extend to public administration and logistics. AI can enhance government 

service delivery and reduce corruption but only where states control the underlying data layer. M 

Sub-Saharan Africa currently ranks last among global regions in AI governance readiness, with 

most states scoring below 30 out of 100 across government, technology, and data-infrastructure 

dimensions. H This deficit means most African governments will license AI tools from foreign 

providers by 2045 rather than build their own. When subsidy allocation, infrastructure routing, or 

logistics coordination is mediated by externally operated algorithms, accountability migrates 

from elected officials to foreign platform operators. H An early indicator: Africaôs data centers 

represented less than 1% of the global total in 2024, meaning the compute layer undergirding 

future governance AI will be hosted abroad for most African states. H Governments whose 

administrative and logistics functions depend on foreign AI platforms will experience effective 

authority reduction even where formal sovereignty remains nominally intact. 

 

The geopolitical dimension amplifies this shift. By March 2025, 52 African countries had signed 

Belt and Road Initiative agreements with China, accumulating more than $700 billion in 

engineering deals that embed Chinese digital infrastructure as the backbone for future AI 

deployment. H Chinaôs Digital Silk Road bundles 5G, payment architecture, surveillance 

technology, and AI platforms in ways African governments struggle to disaggregate, creating 

https://gjia.georgetown.edu/2026/02/07/the-united-states-china-and-ai-competition-in-africa-lessons-for-the-global-south/
https://oxfordinsights.com/ai-readiness/government-ai-readiness-index-2025/
https://institute.global/insights/politics-and-governance/governing-in-the-age-of-ai-unlocking-a-new-era-of-transformation-in-africa
https://oxfordinsights.com/ai-readiness/ai-readiness-index/
https://oxfordinsights.com/ai-readiness/ai-readiness-index/
https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://gjia.georgetown.edu/2026/02/07/the-united-states-china-and-ai-competition-in-africa-lessons-for-the-global-south/
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integrated dependencies across multiple decision layers simultaneously. H DeepSeekôs rapid 

penetration of African markets in 2025 enabled by Huawei telecom partnerships and deployed at 

no cost illustrates how Chinese AI can displace domestic and Western alternatives before 

governance frameworks are established, embedding platform-level dependency before 

governments recognize the risk. H The UNDP has assessed that if Africa does not own 

foundational AI infrastructure  compute capacity, training data, and cloud systems it will 

continually pay rent to external providers.H This is not a transient gap; current infrastructure 

choices are locking in platform architecture that will persist through 2045. (see Figure 2) 

 

 
 

Figure 2. Chinaôs $700 billion in Belt and Road engineering deals in Africa (2015ï2025) dwarf the continentôs less 

than 1% share of global AI compute capacity embedding structural digital dependency before African sovereign 

alternatives can emerge. Left panel: Georgetown JAIA (2026). Right panel: Carnegie Endowment (2025); UNDP 

(2025). 

 

By 2035, the clearest indicators of trajectory will be whether African states are embedding data-

sovereignty clauses in platform contracts, funding domestic compute capacity, and training AI on 

indigenous datasets or whether foreign platform dependency is cementing across governance, 

agriculture, and logistics simultaneously. Policy ambition alone will not suffice: at least 15 

African nations had published national AI strategies as of 2025, but strategies without sovereign 

compute and homegrown training data will not prevent this power shift. H For AFRICOM, the 

implication is direct: decision advantage in Africa by 2045 will depend substantially on who 

controls the algorithmic layer mediating partner-government decisions. H Foreign platform 

control requires no military presence only that African governments depend on external AI for 

resource allocation, logistics, and crisis response. That contest is already underway, and current 

U.S. partner-engagement frameworks do not systematically address it. 
 

https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
https://www.microsoft.com/en-us/corporate-responsibility/topics/ai-economy-institute/reports/global-ai-adoption-2025/
https://www.undp.org/africa/blog/africas-ai-moment-build-infrastructure-own-future
https://gjia.georgetown.edu/2026/02/07/the-united-states-china-and-ai-competition-in-africa-lessons-for-the-global-south/
https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://gjia.georgetown.edu/2026/02/07/the-united-states-china-and-ai-competition-in-africa-lessons-for-the-global-south/
https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://www.undp.org/africa/blog/africas-ai-moment-build-infrastructure-own-future
https://www.undp.org/africa/blog/africas-ai-moment-build-infrastructure-own-future
https://carnegieendowment.org/posts/2025/09/understanding-africas-ai-governance-landscape-insights-from-policy-practice-and-dialogue?lang=en
https://www.csis.org/analysis/ai-global-food-security-focus-precision-agriculture
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Analytic Confidence 

Analytic confidence: Moderate. This assessment employed a Key Assumptions Check (KAC)  

see Annex A  to stress-test three core assumptions: (1) that African governments will not build 

sovereign AI infrastructure at scale by 2045; (2) that foreign platform operators will not face 

effective regulatory barriers in African markets; and (3) that AI ecosystems will mature 

sufficiently to mediate consequential governance, agricultural, and logistics decisions. Evidence 

from Carnegie Endowment, CSIS, Georgetown, and UNDP corroborates all three. HHHH 

Confidence is tempered by the 20-year horizon and the possibility of U.S. policy intervention or 

accelerated African compute investment. In addition to traditional research techniques, Claude, 

Grammarly, Perplexity Pro, and CoPilot were used to support editing and research for this 

forecast.  

 

Author: LTC Robert Blome 
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AI-Enabled Safe City Surveillance Is Likely to Shift the Balance of 

Power from African Civil Society to Foreign-Equipped Regimes by 

2045 

 

Executive Summary 

It is likely (55ï80%) that by 2045, AI-enabled ñSafe Cityò surveillance systems, the integrated 

stack of AI-driven CCTV networks with facial recognition and commercially licensed zero-click 

spyware, will shift the balance of power away from civil society and political opposition toward 

incumbent African regimes equipped with foreign surveillance technology. Huawei Safe City 

contracts are active in at least 12 African countries, 8 of which are rated ñnot freeò or ñpartly 

freeò by Freedom House, H while commercial spyware has been forensically confirmed on 

journalist and opposition devices across multiple African states. Because enforceable data 

protection laws and independent oversight bodies are nearly absent, this technology will 

consolidate coercive state power before legal safeguards can develop. 

 

Discussion 

The innovation driving this power shift is AI-enabled Safe City surveillance, which leverages a 

commercially available, turnkey architecture bundling AI-driven CCTV camera networks with 

real-time facial and license-plate recognition, crowd-monitoring analytics, and integration with 

national biometric databases. Unlike earlier CCTV systems requiring human review of recorded 

footage, the AI-enabled stack identifies and tracks individuals in real time across city-wide 

networks, eliminating anonymous public organization. The actor who deploys this stack can 

monitor political gatherings, identify protest participants, and correlate physical movement with 

digital identity records, automating at scale what previously required large human intelligence 

services. H Power shifts structurally and durably away from any political opposition or civil 

society group that depends on the ability to assemble and coordinate outside state surveillance. 

Chinaôs Huawei is the dominant supplier of this stack across Africa. CSIS identified 73 Huawei 

Safe City agreements across 52 countries globally, with 12 active programs in sub-Saharan 

Africa including Ethiopia, Cameroon, Angola, Uganda, Kenya, and Zimbabwe 8 of them are in 

states rated ñnot freeò or ñpartly free.ò H Chinese state-owned banks finance these systems at 

rates 30ï40% below Western alternatives, making Chinese surveillance the path of least 

resistance for cash-constrained governments. H Cameroon illustrates the lock-in dynamic: 

beginning with 70 Huawei cameras in 2014, the government accumulated $270 million in 

Chinese state-bank debt to expand toward a planned 24,000 cameras nationwide embedding 

Chinese surveillance architecture into its security services for a generation. M States replicating 

this pattern before 2030 will find the power shift effectively irreversible by 2045, as sunk 

infrastructure investment makes vendor exit politically and financially untenable. (see Figure 1) 

https://www.csis.org/analysis/watching-huaweis-safe-cities
https://www.csis.org/analysis/chinas-smart-cities-africa-should-united-states-be-concerned
https://www.csis.org/analysis/watching-huaweis-safe-cities
https://www.csis.org/analysis/chinas-smart-cities-africa-should-united-states-be-concerned
https://chinaglobalsouth.com/analysis/cameroon-safe-city-surveillance-digital-authoritarianism/
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Figure 1. Surveillance Deployment vs. Oversight Vacuum in Africa (2024ï2025). Twelve African governments operate 

Huawei Safe City systems, 8 in states rated ónot freeô or ópartly freeô, while 16 of 17 Freedom Houseïassessed states 

arrested citizens for online expression in 2024. Against this, zero African states have published independent Safe City 

audits, zero binding commercial spyware export control regimes exist internationally, and the African Union has 

enacted zero binding surveillance oversight standards the governance vacuum that enables the forecast power shift. 

 

Commercial spyware forms the second, targeted layer of the integrated surveillance architecture. 

Pegasus, developed by Israelôs NSO Group, converts a smartphone into a remote surveillance 

device without any user action, accessing calls, messages, camera, and geolocation via a zero-

click exploit. Brookings confirmed that 7 of 14 world leaders identified as Pegasus targets in the 

2021 Pegasus Project leak were African heads of state or prime ministers. H Rwanda used NSO 

software to target approximately 3,500 activists, journalists, political opponents, and foreign 

diplomats, a documented case of commercially licensed spyware deployed as a systematic tool 

for transnational repression reaching dissidents across international borders. H In January 2024, 

the Committee to Protect Journalists confirmed Pegasus infected two Togolese journalistsô 

phones in 2021, with dual independent forensic verification by Reporters Without Borders and 

Amnesty International. H Where both the CCTV hardware and spyware layers are integrated by 

2035, practical capacity for organized civil opposition will contract sharply, connecting the 

physical and digital coercion levers under a single state authority. 

 

The governance conditions that would constrain this shift are weak and deteriorating. Freedom 

Houseôs Freedom on the Net 2024 found internet users were arrested for political, social, or 

religious expression in 16 of 17 African countries analyzed, with physical violence against online 

users reaching a global record high. H Georgetownôs Journal of International Affairs documented 

that the binding export controls required to constrain commercial spyware enforceable end-use 

monitoring, independent judicial oversight remain absent across African markets and appear 

https://www.csis.org/analysis/watching-huaweis-safe-cities
https://www.csis.org/analysis/watching-huaweis-safe-cities
https://freedomhouse.org/article/fotn-2024-africa-release
https://freedomhouse.org/article/fotn-2024-africa-release
https://www.csis.org/analysis/chinas-smart-cities-africa-should-united-states-be-concerned
https://www.csis.org/analysis/chinas-smart-cities-africa-should-united-states-be-concerned
https://gjia.georgetown.edu/2024/09/04/cyber-mercenaries-limiting-government-use-of-commercial-spyware/
https://www.brookings.edu/articles/how-digital-espionage-tools-exacerbate-authoritarianism-across-africa/
https://www.brookings.edu/articles/how-digital-espionage-tools-exacerbate-authoritarianism-across-africa/
https://cpj.org/2024/01/pegasus-spyware-used-to-target-togolese-journalists-loic-lawson-and-anani-sossou/
https://freedomhouse.org/article/fotn-2024-africa-release
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unlikely to emerge before the mid-2030s. H No African government hosting Safe City systems 

has published independent audits of how they are used, while Huaweiôs own promotional 

materials confirm capabilities for ñomnipresent sensingò and ñintelligent surveillanceò of 

populations. M Without regulatory architecture, the coercive power embedded in the surveillance 

stack accrues entirely to the operating government, with no counterweight from courts, oversight 

bodies, or international accountability mechanisms. (see Figure 2) 

 
Figure 2. Cameroonôs Chinese Safe City Lock-In (2014ï2025). Cumulative debt to Chinese state banks ($270M) and 

camera expansion (70 to 24,000 planned) illustrate how Safe City adoption creates irreversible infrastructure 

dependence. States following this trajectory before 2030 cannot meaningfully exit Chinese surveillance ecosystems 

by 2045. 

 

For AFRICOM, the strategic implication is direct: a regime equipped with AI-enabled 

surveillance and commercial spyware can eliminate organized domestic opposition without 

deploying conventional force, making that regime more durable, more resistant to U.S. influence, 

and less susceptible to governance conditionality tied to American security partnerships. The 

indicators to watch before 2030 are the pace of Safe City expansion beyond 12 African countries, 

whether the African Union develops binding surveillance oversight standards, and whether 

competitive Western financing alternatives emerge for partner governments. H Without 

movement on these indicators, the balance of power across Africaôs political landscape will shift 

decisively toward foreign-equipped regimes and away from the civil society actors and 

democratic institutions that U.S. partner-engagement strategy depends on. H 

 

Analytic Confidence 
Analytic confidence: Moderate. This assessment employed a Key Assumptions Check (KAC) see 

Annex A to stress-test three foundational assumptions: (1) African governments will continue 

https://gjia.georgetown.edu/2024/09/04/cyber-mercenaries-limiting-government-use-of-commercial-spyware/
https://qz.com/africa/1822312/huaweis-surveillance-tech-in-africa-worries-activists
https://chinaglobalsouth.com/analysis/cameroon-safe-city-surveillance-digital-authoritarianism/
https://chinaglobalsouth.com/analysis/cameroon-safe-city-surveillance-digital-authoritarianism/
https://www.csis.org/analysis/chinas-smart-cities-africa-should-united-states-be-concerned
https://www.brookings.edu/articles/how-digital-espionage-tools-exacerbate-authoritarianism-across-africa/
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acquiring Safe City systems faster than legal safeguards develop; (2) the commercial spyware 

market will remain accessible to African regimes through 2045; and (3) civil society will not 

develop effective countermeasures at scale. Evidence from CSIS, Brookings, Freedom House, 

Georgetown JAIA, and the Committee to Protect Journalists corroborates all three HHHH 

Confidence is moderated by the 20-year horizon and the possibility of U.S. diplomatic 

intervention in the spyware export market. In addition to traditional research techniques, Claude, 

Grammarly, Perplexity Pro, Gemini, and CoPilot were used to support editing and research for 

this forecast.  

 

Author: LTC Robert Blome 
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Low Earth Orbit Satellite Constellation Race in Africa Will Lead to 

Innovation in Communications Architecture in Africa through 2045  
 

EXSUM 

China is likely (55-70%) to become the primary architect of Africa's orbital and sovereign cloud 

infrastructure by 2045, decisively shifting the center of gravity in great power competition from 

physical presence to control of the electromagnetic and digital layer above the continent. H Due 

to China's state-backed Guowang constellation (12,992 planned satellites) and Qianfan 

constellation (15,000 satellites targeted by 2030), both engineered to embed African militaries 

and governments into a Chinese technical stack, H and to the 2021 Chinese Data Security Law, 

which legally compels all Chinese firms to provide data to the CCP regardless of where it is 

collected, African partner nations that adopt Chinese LEO and sovereign cloud systems will 

structurally create pathways for Beijing to access intelligence, military command data, and 

sovereign government information. H Despite U.S. ISR advantages and Starlink's competitive 

commercial presence across the continent, the United States lacks a coherent government-backed 

orbital strategy for Africa, H and Starlink's commercial operating model generates sovereignty 

anxiety among African governments, anxiety that Chinese constellations exploit rhetorically 

while offering structural dependency of their own. H Without a U.S.-backed framework providing 

African partners with credible, sovereignty-respecting alternatives across the four contested 

sovereignty layers (data, physical, code, and governance), the United States risks losing not just 

the connectivity competition but the ISR architecture underpinning its broader African strategy. 

The 2026ï2030 period is the decisive window; by 2030, infrastructure lock-in will significantly 

constrain which trajectory prevails by 2045. 

 

Discussion  

For decades, U.S. preeminence in Africa rested on space-based ISR and the continent's near-total 

dependence on Western satellite infrastructure. The global LEO race has fundamentally altered 

that equation. LEO satellites operating at 160ï2,000 kilometers provide dramatically lower 

latency and higher bandwidth than geostationary alternatives. M ISR data, military command and 

control, and sovereign government data can now flow through foreign-controlled infrastructure 

at previously impossible speeds, creating a new axis of dependency for African states and a new 

competitive domain for great power rivals. 

 

China recognized this inflection point earlier than the United States. Beijing's China Satellite 

Network Group is building Guowang, 12,992 planned satellites, alongside the Qianfan 

constellation targeting 15,000 satellites by 2030. H Qianfan is already marketed to African 

telecom operators under the Sailspace brand, with MOUs signed across six initial target 

markets.[M]  Unlike Starlink, these are explicitly state-backed strategic investments designed to 

achieve geopolitical objectives rather than quarterly returns. H Chinese LEO operators offer 

subsidized pricing and the appearance of data sovereignty through locally-positioned ground 

https://www.iiss.org/online-analysis/six-analytic-blog/2025/05/orbital-ambitions-leo-satellite-constellations-and-strategic-competition/
https://spacenews.com/china-enters-race-for-leo-broadband-dominance/
https://merics.org/en/report/orbital-geopolitics-chinas-dual-use-space-internet
https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
https://ecdpm.org/work/geopolitics-satellite-connectivity-and-africa-europe-digital-partnership
https://institute.global/insights/tech-and-digitalisation/bridging-the-digital-divide-in-africa-the-promising-role-of-leo-satellites
https://spacenews.com/china-enters-race-for-leo-broadband-dominance/
https://circleid.com/posts/chinese-leo-satellite-internet-update-guowang-qianfan-and-honghu-3
https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
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stations, yet data flowing through Chinese infrastructure remains subject to PRC intelligence 

access under the 2021 Data Security Law. H 

  
Africa holds less than 1% of global data center capacity despite comprising 18% of the world's 

population. H As African governments race to build digital infrastructure to drive economic 

growth and AI adoption, both U.S. hyperscalers and Chinese state-backed cloud providers 

compete aggressively to build data centers hosting government, financial, and military data. H 

Analysts have warned that an untrustworthy cloud provider creates technological dependency 

and risks interception or disruption of data, precisely the vulnerability China is positioned to 

exploit. H Research in the International Cybersecurity Law Review confirmed that Chinese 

telecom firms are playing a prominent role in shaping Africa's digital future through data center 

infrastructure, and that Western concerns about cyber espionage through Chinese technology are 

well-founded. H The BeiDou Navigation Satellite System is already embedded in Belt and Road 

Initiative infrastructure deals, progressively binding partner nations to Chinese military 

navigation and surveillance capabilities. H 

 

The structural challenge facing the United States is that Starlink, its primary LEO asset in Africa, 

operates as a commercial entity, generating the same sovereignty anxiety among African 

governments that Chinese constellations exploit rhetorically. Public sentiment in Africa suggests 

Starlink raises political, economic, and sovereignty risks for African governments. H African 

governments are not wrong to view all foreign orbital infrastructure with suspicion; the question 

is which dependency carries the greater long-term strategic risk. The answer that Chinese 

dependency, governed by the Data Security Law, is structurally more dangerous is well-

https://merics.org/en/report/orbital-geopolitics-chinas-dual-use-space-internet
https://www.csis.org/analysis/divide-delivery-how-ai-can-serve-global-south
https://www.newamerica.org/planetary-politics/briefs/africas-digital-sovereignty-trap/
https://www.csis.org/analysis/overview-global-cloud-competition
https://link.springer.com/article/10.1365/s43439-025-00165-1
https://www.fpri.org/article/2025/04/leo-wars-chinas-orbital-challenge-to-the-us-led-digital-order/
https://ecdpm.org/work/geopolitics-satellite-connectivity-and-africa-europe-digital-partnership
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supported, but that argument is weakened if the United States cannot offer a credible, 

government-backed, sovereignty-respecting alternative. 

 

The United States is not without nascent instruments to compete in the orbital domain, but they 

remain fragmented and undersourced relative to the threat. The Air Force Research Laboratoryôs 

Air Force Works (AFWERX) initiative and the Defense Innovation Unit (DIU) have each funded 

proof-of-concept LEO communications projects with commercial partners, including 

experiments integrating Starlink terminals into Special Operations Forces networks in Africa. M 

The U.S. International Development Finance Corporation (DFC) has authority under the Better 

Utilization of Investments Leading to Development (BUILD) Act to finance digital infrastructure 

in developing nations and has committed capital to undersea cable projects in West Africa and 

data center expansion across the continent as a direct counter to Chinese state-backed 

infrastructure investment. H The State Departmentôs Digital Transformation with Africa (DTA) 

initiative, launched in December 2022, identified digital economy and infrastructure as a priority 

sector and created a whole-of-government framework for private-sector partnerships on African 

digital infrastructure, pledging over $800 million in investment and financing facilitation. H 

However, none of these efforts constitutes a coherent, government-backed LEO strategy for 

Africa. AFWERX and DIU operate at the project level without a theater-wide architecture; the 

DFCôs mandate is primarily economic rather than strategic; and the DTA has not produced 

binding commitments or competitive financing terms capable of displacing Chinese state-

subsidized offers. M The gap between Chinaôs integrated, whole-of-government orbital strategy 

and the United Statesô fragmented commercial engagement is the central vulnerability the United 

States must close before the 2030 lock-in threshold. H 

 

With the options of a Chinese and a U.S.-dominated LEO environment by 2045 discussed, itôs 

notable that there is also potential for an African indigenous LEO infrastructure independent of 

great powers (discussed in Hypothesis 3 of the ACH in Annex A).  While unlikely at the 

continental scale, it is meaningfully possible for a small number of states with advanced digital 

infrastructure ambitions. Nigeria, as Africaôs largest economy, operates the Nigerian 

Communications Satellite (NigComSat) program and has articulated a long-term goal of 

domestic orbital capacity through the National Space Research and Development Agency 

(NASRDA). M South Africaôs SANSA (South African National Space Agency) has established 

ground station infrastructure and is actively pursuing partnerships for LEO integration into its 

national communications architecture. H Rwanda has emerged as perhaps the most aggressive 

African state in asserting orbital sovereignty, filing ITU spectrum claims for 327,320 satellite 

slots in 2021 to protect future indigenous capacity, a move that drew both Chinese and Western 

diplomatic attention. H Kenya, home to the Malindi Space Centre and a growing technology hub 

centered on Nairobi, has demonstrated capacity for regional leadership in digital governance. H 

Egypt, through EgyptSat and Nilesat, maintains the most mature satellite operations on the 

continent, with 15 satellites in orbit as of 2025. M None of these programs is currently scaled to 

https://carnegieendowment.org/posts/2024/03/tracking-progress-of-the-us-digital-transformation-with-africa-initiative
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/12/14/fact-sheet-new-initiative-on-digital-transformation-with-africa-dta/
https://2021-2025.state.gov/digital-transformation-with-africa/
https://carnegieendowment.org/posts/2024/03/tracking-progress-of-the-us-digital-transformation-with-africa-initiative
https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
https://www.techinafrica.com/african-countries-with-satellites-full-list-uses-2026/
https://africacenter.org/spotlight/african-space-domain-potential-benefits/
https://spaceinafrica.com/2021/10/14/rwanda-has-submitted-itu-filing-for-27-orbital-shells-of-327320-satellites/
https://africacenter.org/spotlight/african-space-domain-potential-benefits/
https://www.techinafrica.com/african-countries-with-satellites-full-list-uses-2026/
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compete with Chinese or U.S. constellations, but each represents a potential anchor for an 

African-majority-owned LEO consortium that, if supported by AFRICOMôs partner-building 

mission through security cooperation and capacity-building investment, could meaningfully 

contest Chinese orbital dominance in key regional markets before the 2030 lock-in threshold. H 

The path to communications innovation and dominance in 2045 will be defined by four orbital 

sovereignty layers and will determine who wins the orbital competition in Africa to innovate the 

communications architecture: the data layer, the physical layer, the code layer, and the 

governance layer. M China contests all four simultaneously through Guowang and Qianfan (data 

and physical layers), MM through International Telecommunications Union (ITU) advocacy 

aligned with PRC technical architecture (code layer), M and through Belt and Road Initiative 

diplomacy embedding Chinese governance norms into bilateral digital agreements (governance 

layer). H 

  
Realizing the forecast that Africaôs communications architecture will be defined by sovereignty-

respecting LEO integration by 2045 requires sequenced milestones across three phases. In the 

near term (2026ï2030), the decisive actions are African Union adoption of a continental satellite 

governance framework establishing data sovereignty standards for all foreign LEO operators, MH 

and a U.S. government-backed financing mechanism, analogous to the U.S. International 

Development Finance Corporation or Export-Import Bank of the United States guarantees, 

enabling African telecoms to procure LEO capacity without structural dependency on Chinese 

state pricing. HH If neither occurs by 2030, Chinese constellation penetration will likely cross a 

lock-in threshold as African operators embed Guowang and Qianfan ground infrastructure and 

technical standards into national networks, making competitive displacement prohibitively 

costly. H 

https://africacenter.org/spotlight/african-space-domain-potential-benefits/
https://africapractice.com/insights/orbiting-sovereignty-why-africa-must-domesticate-satellite-rules/
https://spacenews.com/china-enters-race-for-leo-broadband-dominance/
https://circleid.com/posts/chinese-leo-satellite-internet-update-guowang-qianfan-and-honghu-3
https://www.heritage.org/global-politics/report/countering-chinas-growing-influence-the-international-telecommunication
https://www.cfr.org/blog/chinas-digital-silk-road-and-africas-technological-future
https://africapractice.com/insights/orbiting-sovereignty-why-africa-must-domesticate-satellite-rules/
https://africacenter.org/spotlight/african-space-domain-potential-benefits/
https://2021-2025.state.gov/digital-transformation-with-africa/
https://www.dfc.gov/our-work/sub-saharan-africa
https://www.atlanticcouncil.org/blogs/africasource/africas-digital-infrastructure-is-the-next-playing-field-for-great-power-competition/
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In the mid-term (2031ï2038), the critical milestones are the emergence of at least two African-

majority-owned LEO ground station consortia operating independently of any single foreign 

provider, and African regulatory bodies asserting ITU spectrum claims that prevent Chinese and 

U.S. constellations from foreclosing orbital slots needed for future indigenous systems. HM The 

long-term horizon (2039ï2045) is conditioned on those prior phases: if African states have 

established sovereign ground infrastructure and governance norms, the continentôs LEO 

ecosystem will generate genuine communications architecture innovation rather than replicated 

dependency. If they have not, 2045 will mark the consolidation of Chinese orbital dominance 

over African digital infrastructure, not its disruption. The United Statesô window to shape which 

trajectory prevails is concentrated in the 2026ï2030 phase; after that window, structural lock-in 

dynamics increasingly remove Washingtonôs leverage. 

 

Analytic Confidence  

Analytic confidence is assessed as moderate. This paper employed an Analysis of Competing 

Hypothesis. Four total hypotheses were assessed before arriving on the selected hypothesis (See 

Annex A for results). Two blind spots constrain confidence: the paper may underweight African 

agency in actively playing great powers against each other, and Starlink's commercial 

independence could be perceived by African partners as a sovereignty advantage rather than a 

liability. The 20-year forecast horizon introduces additional uncertainty regarding Chinese 

deployment pace, U.S. policy responses, and African regulatory evolution. Claude Sonnet 4.6 

was used for idea and lead generation and ideas from the results were utilized in further research.  

 

Author: Cory S. Reiter 
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Community-Based Integrated Fire Management Is Likely to Shift 

Legitimacy from Violent Extremist Organizations toward Hybrid 

Governance Institutions in Localized African Contexts by 2045 
 

Executive Summary 

It is likely (55ï80%) that by 2045, Community-Based Integrated Fire Management (CBFiM), the 

specific convergence of Early Dry Season (EDS) prescribed burning, community fire 

committees, and biochar carbon-credit revenue will shift legitimacy away from violent extremist 

organizations (VEOs) that exploit climate-linked resource conflicts toward hybrid governance 

institutions that deliver visible fire and rangeland services in localized African contexts. Africa 

produces approximately 70% of global wildfire-burned area,H and late dry-season fires are a 

primary trigger for farmerïherder violence that VEOs exploit for recruitment. This power shift is 

likely where enabling governance conditions exist land tenure, community institutions, and 

carbon market access, and unlikely (30ï40%) at continental scale without them. 

 

Discussion 

CBFiM is not merely a conservation technique; it is a specific governance innovation that 

reorders who controls fire, land, and the revenues that flow from both. The package integrates 

three components: Early Dry Season prescribed burning that shifts fire timing from destructive 

late-season burns to cooler, patchier early burns; community fire committees with formal 

authority to plan, permit, and patrol burns within delineated communal land; and biochar and 

carbon-credit mechanisms that convert certified fire management into revenue for those same 

communities. Peer-reviewed analysis of Australiaôs Western Arnhem Land Fire Abatement 

project, the model CBFiM draws on, demonstrates that EDS regimes sharply reduce the area 

affected by high-intensity late dry-season burns and generate certified emissions abatement 

through stable carbon-market integration. H Namibiaôs CBFiM experience confirms that 

community fire committees nested within conservancy institutions reduce uncontrolled wildfires 

and strengthen local governance forums for managing grazing, crop protection, and forest access. 
H The actor that controls this governance package is not necessarily the state that controls visible 

service delivery in the landscapes where VEOs recruit. 

 

The strategic mechanism enabling this power shift runs directly through the farmerïherder 

conflict cycle that CBFiM is designed to interrupt. Africa produces approximately 70% of global 

wildfire-burned surface, H with late dry-season fires destroying crops, grazing land, and homes 

across the Sahel and Horn in the months when herders push cattle through recently harvested 

agricultural areas. Peer-reviewed econometric analysis the ñHeat and Hateò study establishes that 

climate shocks increase the probability of farmerïherder violence particularly where institutions 

for managing mobility and land-sharing are weak, H and SIPRIôs review of West Africa confirms 

that maladaptive responses to climate stress including unregulated agricultural expansion and 

exclusionary land policies are as important as climate trends themselves in escalating violence. H 

https://www.sciencedirect.com/science/article/pii/S1674283425001679
https://www.nature.com/articles/s41467-018-04687-7
https://www.meft.gov.na/files/downloads/66c_Fire%20Management_Strategy%20Final%20Version.pdf
https://www.sciencedirect.com/science/article/pii/S1674283425001679
https://direct.mit.edu/rest/article/doi/10.1162/rest_a_01546/127744/Heat-and-Hate-Climate-Security-and-Farmer-Herder
https://www.sipri.org/publications/2022/sipri-insights-peace-and-security/climate-change-and-violent-conflict-west-africa-assessing-evidence
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UNICRIôs Sahel analysis documents that VEOs exploit precisely this cycle: climate insecurity 

deepens livelihood crises and erodes state legitimacy, creating the enabling environment for 

armed actor recruitment and governance substitution. H Where CBFiM committees deliver earlier 

burns that reduce catastrophic late-season fire losses, they disrupt the primary environmental 

trigger, not climate change itself, but the acute destruction that forces farmerïherder 

confrontation and creates the grievance landscape VEOs exploit. 

 

 
Figure 1. Late Dry-Season Fire Concentration and FarmerïHerder Conflict by Sub-Region (2023). Regions with the 

highest share of late dry-season burning West Africa (72%) and East Africa (65%)  also record the most farmerï

herder violence, illustrating the grievance linkage that EDS prescribed burning is designed to interrupt. Source: 

ACLED 2023; ScienceDirect fire activity data. 

 

The localized probability estimate reflects a critical governance constraint: CBFiM delivers its 

legitimacy-shifting effect only where the institutional scaffolding to sustain it already exists. The 

Australian precedent is clear that certified carbon-revenue generation requires stable land tenure, 

credible MRV systems, and long-term benefit-sharing governance, H and AGU-published 

comparative analysis of African fire management confirms that these institutional inputs are only 

partially present in most African states, with NGOs and conservation agencies currently initiating 

and sustaining most programs raising serious questions about financial sustainability once 

external funding diminishes. H Emerging biochar business-model research across Ghana, C¹te 

dôIvoire, Senegal, and Uganda finds that inclusive models require intermediaries linking 

smallholder farmers to carbon markets, and that these intermediaries are concentrated in a 

limited set of value chains and locations. H In conflict-affected Sahelian zones where state 

institutions are perceived as predatory or absent, attempts to formalize boundaries and restrict 

mobility often intensify disputes rather than resolve them, the failure mode that turns a 

governance innovation into a grievance. H The key indicator before 2030: whether hybrid 

authorities managing CBFiM programs in southern and eastern Africa expand into conservancy-

https://unicri.org/sites/default/files/2022-10/Perceptions%20of%20climate%20change%20and%20violent%20extremism_0.pdf
https://www.nature.com/articles/s41467-018-04687-7
https://agupubs.onlinelibrary.wiley.com/doi/full/10.1029/2023EF003552
https://pmc.ncbi.nlm.nih.gov/articles/PMC11233699/
https://www.tandfonline.com/doi/full/10.1080/03932729.2020.1835324


ΤΠШ҇ШÂċŊĲ 
 

adjacent contested zones with functioning tenure systems, or whether the model remains 

confined to pre-existing stability islands. 

 
Figure 2. CBFiM Enabling Conditions by Sub-Region (2025). Southern Africa (Namibia-model conservancies) has the 

strongest enabling conditions for CBFiM scaling; the Sahel and Central Africa lack the institutional scaffolding 

particularly land tenure clarification and carbon market access required for programs that generate the revenue and 

legitimacy needed to compete with VEO governance substitution. 

 

The legitimacy transfer mechanism is empirically grounded in African governance research. 

Hybrid security governance literature establishes that public authority in Africa is co-produced 

through everyday service delivery fire and rangeland management, dispute resolution, protection 

from cattle theft not through formal institutional designation alone. H Afrobarometer data show 

weakening trust in formal political institutions across Africa while traditional and hybrid 

authorities retain relatively higher legitimacy, H creating the baseline from which CBFiM 

committees that deliver visible reductions in damaging fires can credibly accumulate governance 

authority. UNDPôs Journey to Extremism research across sub-Saharan Africa identifies lack of 

economic opportunity as the leading self-reported driver of VEO recruitment, with climate and 

environmental factors appearing indirectly through livelihood stress rather than as explicit 

motivators. H Where CBFiM programs generate biochar income, carbon-credit revenue, and 

improved pasture productivity for communities, they directly address the economic opportunity 

gap that VEOs exploit. For AFRICOM, the actionable implication is that CBFiM is not a 

conservation program; it is a hybrid governance investment that, properly resourced with tenure 

clarity and carbon market access, produces the service-delivery legitimacy that displaces VEO 

governance substitution where formal state capacity cannot reach. 

 

Analytic Confidence 

Analytic confidence: Moderate. This assessment employed Indicators and Signposts Analysis 

(ISA) see Annex A identifying observable indicators that distinguish the localized-success 

https://www.africansecuritynetwork.org/assn/wp-content/uploads/2021/04/Hybrid-security-governance-in-Africa-rethinking-the-foundations-of-security-justice-and-legitimate-public-authority-1.pdf
https://www.afrobarometer.org/publication/ad891-across-africa-public-trust-in-key-institutions-and-leaders-is-weakening/
https://www.un.org/sexualviolenceinconflict/wp-content/uploads/2023/02/report/auto-draft/JOURNEY-TO-EXTREMISM-IN-AFRICA-PATHWAYS-TO-RECRUITMENT-AND-DISENGAGEMENT_2023.pdf
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trajectory from continental-stagnation and VEO-capture alternatives. Convergent evidence from 

MIT, SIPRI, UNICRI, UNDP, AGU, and Afrobarometer on the fire-conflict-recruitment 

mechanism strengthens the core argument. HHHHHH Confidence is moderated by limited rigorous 

evaluations directly linking fire reforms to VEO recruitment outcomes, the 20-year horizon, and 

carbon price volatility. In addition to traditional research techniques, Claude, Grammarly, 

Gemini, and CoPilot were used to support editing and research for this forecast.  

 

Author: LTC Robert Blome 
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The Institutionalization of Sovereign Security Outsourcing as the  

Decisive Innovation in Great Power Competition in Africa through 

2045 

 

EXSUM 

The core innovation reshaping great power competition in Africa through 2045 is not the Private 

Military Contractor (PMC) model itself, which has existed for decades, but the 

institutionalization of sovereign security outsourcing as a deliberate instrument of African 

statecraft: the strategic choice by fragile and authoritarian-leaning regimes to permanently 

substitute external private forces for national militaries as the primary guarantor of regime 

survival. HH This statecraft innovation is highly likely (55-70%) to become a permanent, 

structural feature of African governance architecture by 2045, driven by accelerating competition 

between Russia, China, and Western powers to offer security packages that bypass traditional 

conditionality while securing extractive economic access. HHH Due to the concessions-for-

security model, wherein PMCs receive mining or oil rights in exchange for regime protection, 

this shift is likely (56-70%) to erode state sovereignty, extend civil conflict duration, and 

entrench militarized extractive economies that serve foreign patron states over African 

populations. HM Despite African Union efforts to revitalize the 1977 OAU Convention on 

Mercenarism and UN Working Group pressure on state liability for PMC human rights 

violations, these counterefforts face structural headwinds unlikely to reverse the trajectory absent 

decisive multilateral enforcement. HM  

 

Discussion  

PMCs have existed for decades. The innovation is not the existence of PMCs but the strategic 

and deliberate institutionalization of PMC dependency as a governing choice; African leaders 

consciously substituting foreign private security for national military institutions at a scale that 

makes the substitution structural rather than episodic. HH 

 

This is the innovation in statecraft that shifts the balance of power. When a government 

permanently outsources the monopoly on violence to a foreign-patron-controlled entity, 

sovereignty migrates. Power shifts in three directions simultaneously: from the African state to 

the external patron state (Russia or China) that controls the PMC; from the national military to 

the PMC as the institutional kingmaker whose continued loyalty determines the regime's 

survival; and from elected or traditional governance structures to PMC-dependent regimes whose 

legitimacy rests on continued foreign patronage rather than domestic consent. HHM 

 

The Concessions -for -Security Model and Extractive Economics  

The socio-economic architecture of PMC institutionalization is built on a concessions-for-

security exchange: firms receive mining rights, oil infrastructure access, or export licensing in 

exchange for regime protection. HM This model fuels militarized extractive economies that 

https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://www.sipri.org/yearbook/2023/04
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://www.sipri.org/yearbook/2023/04
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://gsdrc.org/document-library/private-military-and-security-companies-and-the-nexus-between-natural-resources-and-civil-wars-in-africa/
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://blog.icoca.ch/the-unsettling-emergence-of-african-agency-through-the-use-of-russian-private-military-companies/
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://www.sipri.org/yearbook/2023/04
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://www.sdu.dk/~/media/Files/Om_SDU/Institutter/Statskundskab/Skriftserie/04ANL6%20pdf.ashx
https://www.frstrategie.org/en/publications/recherches-et-documents/russia-and-chinese-private-military-and-security-companies-africa-two-competing-models-2025.
https://gsdrc.org/document-library/private-military-and-security-companies-and-the-nexus-between-natural-resources-and-civil-wars-in-africa/
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prioritize the protection of high-value assets such as gold, diamonds, uranium, and oil 

infrastructure over the safety and rights of local communities. M Because PMCs operate in legal 

grey zones with minimal accountability, their presence demonstrably exacerbates the resource 

curse: the financial benefits of African natural wealth flow to foreign contractors and local elites 

while broader populations remain marginalized. HM 

 
Figure 1 ð Three-Directional Sovereignty Migration: PMC Institutionalization and the Power Shift in African Security 

Architecture, through 2045. Developed by author from Slobodchikoff and Davis (DoD, 2025) and Trevidic and Pannier 

(FRS, 2025). 

 

PMCs face a structural incentive to perpetuate rather than resolve instability: a pacified 

environment eliminates the contract. This conflict-extension dynamic is well-documented in the 

PMC accountability literature and represents one of the most consequential long-term harms of 

institutionalized outsourcing, not merely that security is privatized, but that the privatized 

security industry benefits financially from insecurity persisting. HM 

 

Russia and China: Competing PMC Models  

Russia and China represent distinct but complementary PMC strategies in Africa, both designed 

to secure economic access and strategic alignment while evading Western conditionality 

frameworks. H 

 

Russia's Africa Corps, the formalized successor to Wagner Group, has demonstrated in Mali, 

Niger, and the Central African Republic a model of total security provision: combining 

https://gsdrc.org/document-library/private-military-and-security-companies-and-the-nexus-between-natural-resources-and-civil-wars-in-africa/
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://gsdrc.org/document-library/private-military-and-security-companies-and-the-nexus-between-natural-resources-and-civil-wars-in-africa/
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://www.sdu.dk/~/media/Files/Om_SDU/Institutter/Statskundskab/Skriftserie/04ANL6%20pdf.ashx
https://www.sipri.org/yearbook/2023/04
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paramilitary protection with local media control, disinformation operations, and political 

intelligence to simultaneously defend regimes and shape public narratives hostile to Western 

influence.[H] [H] Russian PMCs offer African leaders geopolitical deniability, Moscow can 

conduct aggressive influence operations without direct state attribution, while the host regime 

receives its security guarantee without the democratic accountability conditions Western partners 

require. HM 

 

China's model operates through Private Security Companies (PSCs) rather than paramilitary 

contractors, prioritizing the protection of Belt and Road infrastructure and extractive investment. 

Chinese PSCs now safeguard an estimated $282 billion in trade and infrastructure across the 

continent.[M]  Unlike Russian PMCs, Chinese PSCs generally avoid direct combat, focusing on 

facility protection, intelligence gathering, and secured economic zones that operate 

independently of local governance. Both models share a common structural outcome: African 

states become progressively dependent on foreign security provision, deepening the patron 

relationship that serves Beijing's and Moscow's long-term strategic objectives. HM 

 

PMCs as Total Security Providers: The 2045 Trajectory  

By 2045, PMCs are projected to move beyond traditional combat and facility-protection roles to 

become integrated total security providers, incorporating advanced surveillance systems, cyber 

operations, AI-driven disinformation platforms, and political intelligence into unified service 

packages. HM This evolution creates a hybrid threat environment in which the distinction between 

private corporate interest and state military action is structurally blurred. Great powers are 

already exploiting Africa's youth bulge, large populations of underemployed young adults, as 

recruitment pools for these private armies, exporting potential domestic unrest into rentable 

manpower for foreign-led operations. H 

 

By 2045, AI-driven deepfakes and automated influence networks managed by private contractors 

are assessed as likely to become standard PMC service offerings, packaged alongside physical 

protection and sold to regimes lacking the sovereign capacity to develop these capabilities 

internally. HM The African security landscape may thereby be characterized by an oligopoly of 

force: fragmented states sharing authority with well-funded private actors whose technological 

and tactical superiority steadily erodes whatever residual capacity national militaries retain. MH 

 

Sovereignty Erosion and the Kingmaker Problem  

The long-term reliance on PMCs poses a structural threat to African state sovereignty and 

democratic accountability that extends well beyond the tactical harms of any individual 

operation. HH When governments permanently outsource critical sovereign functions: 

intelligence, infrastructure protection, elite force training, and border security to foreign private 

actors, they cede strategic decision-making to entities whose primary loyalty is to profit or a 

foreign patron state, not to the populations they nominally serve. LH 

https://www.sipri.org/yearbook/2023/04
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https://www.sipri.org/yearbook/2023/04
https://atlasinstitute.org/the-discreet-rise-of-chinese-private-security-companies-implications-for-africa/
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https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
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Figure 2 ð Competing External PMC Models in Africa: Russia (Africa Corps) vs. China (PSC Network), with Shared 

Structural Outcome, 2025. Developed by author from Trevidic and Pannier (FRS, 2025) and Atlas Institute for 

International Affairs (2025). 

 

In countries like the Central African Republic and Mali, PMCs have functioned as regime 

insurance policies, propping up governments that might otherwise collapse under popular 

pressure or internal coup dynamics. HM Conversely, these same PMC forces can facilitate a 

government's overthrow when the host regime no longer serves the patron state's interests, 

making PMC loyalty contingent on geopolitical alignment rather than sovereign obligation. By 

2045, regime security is likely to be a fully rentable commodity, further entrenching 

authoritarianism across the continent. MH Without a unified African Union regulatory framework 

and strict parliamentary oversight, the privatization of force will deepen the legitimacy crisis 

facing many African governments. HM 

 

African Agency: A Critical Dimension  

African governments have repeatedly demonstrated sophisticated capacity to play external 

powers against each other: accepting Russian PMC protection while maintaining Chinese 

infrastructure investment and preserving nominal Western security partnerships; leveraging PMC 

dependency as a negotiating tool to resist conditionality rather than simply succumbing to it. HH 

https://www.sipri.org/yearbook/2023/04
https://blog.icoca.ch/the-unsettling-emergence-of-african-agency-through-the-use-of-russian-private-military-companies/
https://www.researchgate.net/publication/395380541_Military_Coups_in_Africa_Historical_Context_and_Contemporary_Dynamics
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
https://civiliansinconflict.org/wp-content/uploads/2022/12/CIVIC_PMC.pdf
https://blog.icoca.ch/the-unsettling-emergence-of-african-agency-through-the-use-of-russian-private-military-companies/
https://media.defense.gov/2025/Sep/25/2003808527/-1/-1/1/AFRICA%20-%20SLOBODCHIKOFF%20%26%20DAVIS%20-%20DISCLAIMER.PDF
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The institutionalization of sovereign security outsourcing is not something done to Africa, it is, 

in many cases, a deliberate strategic choice made by African leaders who calculate that PMC 

dependency offers better regime survival odds than either domestic military building or Western 

partnership conditionality. This agency does not diminish the long-term harm of the model; it 

makes the harm more durable, because it is chosen rather than imposed. MM 

 

Analytic Confidence  

Analytic confidence is assessed as moderate. This paper employed Analysis of Competing 

Hypotheses (ACH). Three total hypotheses were assessed before arriving at the selected 

hypothesis, H1, the institutionalization of sovereign security outsourcing as a permanent feature 

of African governance architecture by 2045 (see ACH section in Discussion for full results). 

Two blind spots constrain confidence: the paper may overweight the structural incentives driving 

PMC dependency while underweighting the demonstrated capacity of African governments to 

play patron states against one another in ways that preserve meaningful sovereignty over time, 

and may underestimate the degree to which international legal pressure, particularly through UN 

Panel of Experts reporting and evolving African Union enforcement mechanisms, could impose 

costs on the concessions-for-security model sufficient to slow institutionalization before it 

becomes irreversible. The 20-year forecast horizon introduces additional uncertainty regarding 

the pace of PMC capability evolution into total security provision, the durability of Russian and 

Chinese patron-state competition in an environment of shifting domestic fiscal pressures, and the 

degree to which African civil society and democratic movements generate domestic political 

costs for leaders who rely on foreign private forces for regime survival. Claude Sonnet 4.6 was 

used for idea and lead generation; results were used to identify research leads that were then 

validated against primary and high-reliability secondary sources before inclusion. 

 

Author: Cory S. Reiter 
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Platforms to Power: Algorithmic Chokepoint Control Will Shape 

Durable Political Power in Africa by 2045  
 

Executive Summary  

It is likely (55-80%) that by 2045, political power in Africa will be increasingly shaped by 

algorithmic chokepoint control, defined as the strategic use of platform visibility, targeted 

internet shutdowns, and AI-enabled content amplification at moments of peak political 

competition to determine which actors achieve durable legitimacy. Despite uneven internet 

access and the continued salience of coercive force, rising mobile connectivity and platform-

mediated participation reinforce this trend. This shift is likely to transfer power from central 

governments reliant on coercive and broadcast institutions to non-state actors, opposition 

movements, and foreign state sponsors that master platform dynamics faster than states can 

regulate them. H 

 

Discussion  

By 2045, power in Africa is likely to depend less on territorial control or broadcast media and 

more on who governs the architecture through which political information flows. The key 

innovation is algorithmic chokepoint control, which enables an actor to deliberately manipulate 

platform visibility mechanisms, throttle internet availability, and amplify AI-enabled content at 

critical political junctures to determine which actors gain credibility and which are denied it. H 

Unlike mass mobilization, which is episodic, chokepoint control is structural. It shapes not just 

single events but the cumulative distribution of political attention and legitimacy over time, 

rewarding actors who govern digital space persistently rather than those who activate it 

momentarily. 

 

Structural conditions reinforce this 

trajectory. Afrobarometer's 2023 

survey across 31 countries found that 

social media as a regular news source 

grew from 22 percent of respondents 

in 2014 to 45 percent by 2023, nearly 

doubling in a decade, while traditional 

media audiences stagnated or 

declined. H As political contestation 

increasingly unfolds on platforms that 

operate faster than formal institutional 

processes, actors who understand how 

to exploit platform dynamics gain 

structural advantages that compound over time. 

 

 Figure 1 Regular news consumption across 31 African countries, 
2014-2023. Social media use nearly doubled over the decade. 
Source: Afrobarometer. 

https://freedomhouse.org/report/freedom-on-the-net/2024/the-struggle-for-trust
https://freedomhouse.org/report/freedom-on-the-net/2024/the-struggle-for-trust
https://www.afrobarometer.org/wp-content/uploads/2025/05/Citizen-engagement-Afrobarometer-flagship-report-ENG-5july25.pdf
https://www.afrobarometer.org/wp-content/uploads/2025/05/Citizen-engagement-Afrobarometer-flagship-report-ENG-5july25.pdf
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African governments have demonstrated a clear and escalating preference for targeted digital 

intervention over sustained coercion. Access Now documented 35 internet shutdowns across 

Africa in 2024, the highest regional total globally. H In Uganda's January 2021 election, a total 

internet blackout was imposed for four days as authorities shut down platforms used by the 

opposition while state television continued broadcasting. M In Ethiopia's Tigray region, 

communications were blacked out beginning in November 2020, eliminating the opposition's 

ability to coordinate or contest the government's narrative internationally. H These cases reflect a 

convergent pattern to target digital chokepoint intervention at peak coordination moments. This 

is becoming the preferred instrument of incumbent control, precisely because it is lower cost and 

less internationally legible than mass repression. 

 

Social media mobilization can generate political shocks but consistently fails to produce durable 

institutional change without control over the underlying infrastructure. Kenya's 2024 Gen Z 

protests demonstrated extraordinary digitally organized capacity, forcing a legislative reversal on 

the Finance Bill, yet dissipated rapidly once the immediate trigger was removed, leaving no 

lasting structural transfer of power. M Where 

governments retain leverage over digital chokepoints, 

mobilization tends to remain episodic. Authority 

consolidates around actors that manage digital space 

over time, not those that can merely activate it for a 

news cycle. 

Algorithmic agenda setting amplifies the advantage of 

chokepoint control by governing which political 

messages achieve repeated visibility. Meta's Human 

Rights Institute audit documented that Facebook's 

algorithm systematically amplified inflammatory 

Amharic and Oromo content during Ethiopia's 2020 

to 2022 conflict, contributing to incitement against 

ethnic minorities. H ACLED's 2024 analysis across 18 

African conflict environments found that platform-

amplified content consistently preceded escalation 

events, establishing a documented causal linkage 

between algorithmic visibility and political violence. 
H Political actors who optimize for platform 

engagement achieve disproportionate reach; those 

who do not remain marginal regardless of their institutional standing. 

 

Advances in AI further intensify these dynamics. AI-enabled content generation and targeting 

dramatically reduce the cost of influence operations, enabling actors with minimal resources to 

simulate broad-based support at scale. H The African Union's 2024 Continental AI Strategy 

 Figure 3 How social media algorithms determine 
content visibility and reach. Source: Sprinklr 

https://www.accessnow.org/wp-content/uploads/2025/02/KeepItOn-2024-Internet-Shutdowns-Annual-Report.pdf
https://cipesa.org/2026/01/cipesa-condemns-ongoing-internet-disruption-in-uganda/
https://netblocks.org/reports/internet-disrupted-in-ethiopia-in-tigray-conflict-eBOQO18d
https://www.journalofdemocracy.org/online-exclusive/why-kenyas-gen-z-has-taken-to-the-streets/
https://transparency.meta.com/sr/human-rights-institute-ethiopia-report
https://acleddata.com/2024/01/17/information-environment-conflict-africa/
https://stacks.stanford.edu/file/druid:nb420xb0912/nb420xb0912.pdf
https://www.sprinklr.com/blog/social-media-algorithm/
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explicitly acknowledges this, with at least 14 member states committing to AI governance 

frameworks, recognizing that the frontier of political control has migrated to the algorithmic 

layer. M Where governments deploy this regulatory capacity effectively, digital contestation is 

managed through platform governance rather than coercion. Where such capacity is absent or 

captured by foreign actors, volatility increases and power accrues to those who move faster. 

For AFRICOM, this has direct implications for partner engagement. Partner-building strategies 

should account for the information environment as a contested operational domain: supporting 

partner-state platform governance capacity, monitoring adversarial algorithmic amplification in 

fragile partner states, and integrating digital information environment assessment into country-

specific security cooperation planning. 

 

Analytic Confidence  

The analytic confidence in this estimate is moderate. An Analysis of Competing Hypotheses 

(ACH) was formally applied to evaluate two alternative futures. The first holds that African 

states will develop sufficient regulatory capacity to neutralize the exploitation of algorithmic 

chokepoints by non-state and foreign actors, preserving conventional state primacy. This 

hypothesis is undermined by the documented pace gap: Access Now's 35 African shutdowns in 

2024 indicate that states are resorting to blunt infrastructure interventions rather than 

sophisticated regulation, suggesting that regulatory maturity is unlikely to outpace platform 

evolution by 2045. The second holds that uneven internet penetration will limit the relevance of 

digital infrastructure to urban elites, leaving rural populations outside the chokepoint dynamic. 

This has merit as a scope constraint, but it does not refute the directional forecast supported by 

Afrobarometer's near-doubling of social media news engagement, which already extends well 

beyond elite demographics, and by mobile penetration continuing to expand. The primary 

forecast is assessed as more probable than either alternative because chokepoint control is 

demonstrated in documented cases, does not require universal connectivity to be decisive, and 

compounds over time as digital participation expands. The author used Claude AI to assist with 

editing this report for clarity. 

 

Author: COL Edward Kim 
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Non-State AI-Generated Disinformation Ecosystems Are Likely to 

Shift Power Toward Non-State Actors in Africa by 2045 
  

Executive Summary                                                                                                                                                      

AI generated disinformation ecosystems are likely (55ï80%) to shift Africaôs balance of power 

from formal governments to non state actors by 2045, driven by rapid growth in mobile internet, 

inexpensive generative AI tools, and rising dependence on social media for news. These 

ecosystems automate the production of persuasive and deceptive content at scale, enabling 

insurgent groups, political entrepreneurs, criminal networks, and foreign actors to shape public 

perception more quickly than many states can respond. Despite uneven internet access and 

emerging regulatory efforts, AI-enabled content production is likely to outpace state governance 

capacity, strengthening non-state actor influence.ШAbsent timely adaptation, institutional trust is 
likely to erode; states that prioritize information resilience are better positioned to absorb and 

contest AI-enabled narrative pressure. 

 

Discussion   

Africaôs rapidly expanding digital infrastructure is the foundational driver enabling AI-generated 

disinformation ecosystems. Mobile connectivity and broadband access continue to grow at a 

pace that exceeds most governmentsô regulatory and governance capacity. GSM Association 

(GSMA) reporting indicates that hundreds of millions now live within mobile broadband 

coverage, with SIM connections in Sub-Saharan Africa projected to increase from 1.0 billion in 

2023 to 1.4 billion by 2030, outpacing regulatory capacity. H This expansion supports a mobile-

first population that increasingly 

consumes political information 

through handheld devices. World 

Bank analysis links this shift to a 

broader digital transformation across 

communication, finance, and service 

delivery, creating an information 

environment that is expanding faster 

than governments can secure or 

monitor. HM  

 

As this digital foundation widens, 

the strategic advantage shifts toward 

actors, especially non-state actors, 

capable of exploiting the speed, 

reach, and capacity of online 

communication.  Figure 1 illustrates cell phone usage in an urban environment and 

in Sub-Saharan Africa, as well as a data center that manages 

disinformation streams and election integrity. 

https://d.docs.live.net/019e7c374e01acfe/Desktop/Futures%20Seminar%20SFAR/02%20SFAR/•%09https:/www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-economy/wp-content/uploads/2024/11/GSMA_ME_SSA_2024_Web.pdf
https://www.worldbank.org/en/programs/all-africa-digital-transformation
https://www.context.news/digital-rights/fake-news-in-south-africa-voting-prompts-data-demands?utm_source=twitter&utm_medium=social&utm_campaign=kim-harrisberg-context&s=03
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A second critical driver is the increasing affordability and capability of generative AI tools, 

which dramatically lowers the resource threshold for producing persuasive and deceptive content 

at scale. AI-generated disinformation ecosystems integrate generative models, social media 

platforms, and data analytics to create tailored narratives that can overwhelm traditional fact-

checking. Recent research on African elections demonstrates that generative AI can rapidly 

generate convincing political content, enabling sustained influence campaigns with minimal 

human labor. H The CounterCloud experiment reinforces this trend: credible AI-generated 

disinformation campaigns can now 

be built for approximately $400 to 

$600, a price point that 

dramatically lowers the barrier for 

non-state actors seeking to shape 

public narratives. M By 2045, 

continued advances in model 

efficiency and open-source 

proliferation are likely to reduce 

this cost threshold further, 

potentially to tens of dollars, 

placing sophisticated influence 

operations within reach of even the 

most resource-constrained non-

state actors. At this cost level, insurgent groups, political entrepreneurs, criminal networks, and 

foreign proxies can all field campaigns that previously required state-level resources.  

 

A third reinforcing driver, rising dependence on social media for news, creates a highly receptive 

and increasingly vulnerable audience for AI-generated narratives. Afrobarometer surveys show 

persistently low trust in political institutions, while social media and messaging platforms are 

increasingly cited as primary news sources, especially among urban youth. Survey data indicate 

that reliance on platforms such as Facebook and WhatsApp has increased by 10-20 percentage 

points across many regions over the past decade, with majorities in several countries now using 

these platforms as their primary sources of information. H Emerging evidence suggests that in 

several African democracies, such as Nigeria, Kenya, and Senegal, highly online youth 

populations combine intensive social media use with uneven trust in media and political 

institutions, creating conditions that AI-generated disinformation can readily exploit. H  Research 

by Okolo and by Kerr and L¿hrmann indicates that older adults and individuals with lower 

educational attainment are less able to detect disinformation, compounding vulnerability across 

diverse demographic groups and widening the potential impact of AI-generated content. HH  

 

When these three drivers converge, non-state actors are likely to gain a sustained advantage over 

governments constrained by slower, centralized messaging architectures. They can fabricate 

Figure 2 illustrates that election poll workers are noticeably frustrated 

over damaging media propaganda and continuous ñFake Newsò. 

https://d.docs.live.net/019e7c374e01acfe/Desktop/Futures%20Seminar%20SFAR/02%20SFAR/•%09https:/www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-economy/wp-content/uploads/2024/11/GSMA_ME_SSA_2024_Web.pdf
https://futurist.com/2023/10/29/countercloud-ai-powered-disinformation-experiment/
https://www.afrobarometer.org/wp-content/uploads/migrated/files/publications/Dispatches/ad410-promise_and_peril-africas_changing_media_landscape-afrobarometer_dispatch-2dec20.pdf
https://www.tandfonline.com/doi/full/10.1080/23743670.2025.2475761
https://arxiv.org/pdf/2407.07695
https://d.docs.live.net/019e7c374e01acfe/Desktop/Futures%20Seminar%20SFAR/02%20SFAR/•%09https:/www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-economy/wp-content/uploads/2024/11/GSMA_ME_SSA_2024_Web.pdf
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endorsements, falsify official statements, and spread rumors that question electoral outcomes or 

the behavior of security forces. AI-assisted manipulation has already been observed during recent 

African elections, demonstrating how digital narratives can be altered at scale.  

 
Figure 3. Three Drivers of AI-Generated Disinformation Ecosystem Advantage by 2045 
Driver What It Does Why It Matters Status 

Mobile 

Broadband 

Expansion 

1.4B SIM connections by 2030 

exceed regulatory capacity, 

creating unmonitored information 

channels 

Expands attack surface faster 

than states can secure or monitor 

it 
Accelerating 

Generative AI 

Affordability 

Campaigns are buildable for 

$400ï$600 today; projected to 

cost tens of dollars by 2045 via 

open-source proliferation 

Democratizes influence 

operations previously requiring 

state-level resources 
Declining cost 

Social Media 

News Reliance 

10ï20 pt rise in 

Facebook/WhatsApp as primary 

news source; low institutional 

trust in parallel 

Audience is primed and 

vulnerable; disinformation 

exploits existing grievances at 

scale 

Worsening 

Source: GSMA Mobile Economy Sub-Saharan Africa (2024); CounterCloud Experiment (2023); Afrobarometer Round 

9 (2022). 
 

Historical precedent illustrates the stakes: between 2000 and 2005, false narratives surrounding 

HIV and antiretroviral treatment contributed to more than 300,000 deaths in South Africa, 

showing how misinformation can produce catastrophic real-world effects. Recent research on 

Kenyaôs 2022 general election and Nigeriaôs 2023 presidential race shows that coordinated 

digital disinformation campaigns, including networked and sometimes automated accounts that 

push doctored images, fabricated statements, and misleading videos, have already shaped 

electoral discourse in Africa, often outpacing overburdened fact-checking and platform 

moderation efforts. M AI-enabled disinformation is likely to accelerate such dynamics, outpacing 

traditional countermeasures and eroding state legitimacy faster than most governments can 

respond. HM 

 

Political instability further amplifies these effects. A heatmap of political instability since 2020 

shows nine successful military coups across Guinea, Mali, Burkina Faso, Niger, Gabon, Chad, 

and Sudan, reflecting a systemic weakening of state authority. In Mali and Burkina Faso 

specifically, researchers at the Stanford Internet Observatory and the Africa Center for Strategic 

Studies documented disinformation campaigns, including fabricated videos of sitting presidents 

and falsified security force atrocity reports, that preceded and intensified public support for coup 

actors in 2021 and 2022, suggesting a direct link between narrative manipulation and accelerated 

political delegitimization. H 

https://www.mozillafoundation.org/en/campaigns/kenya-tiktok/
https://arxiv.org/pdf/2407.07695
https://research.ebsco.com/linkprocessor/plink?id=c06a61dd-d489-3c3a-b715-de7c94a46727
https://africacenter.org/in-focus/fimi/
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These fragile environments provide openings for AI-generated disinformation to exploit 

institutional gaps, delegitimize sitting governments, and elevate the perceived legitimacy of 

opposition movements, militias, or foreign-aligned proxies. In such contexts, narrative 

dominance can translate quickly into political leverage, recruitment gains, and de facto control 

over local populations. H  

 

Foreign influence adds another layer of complexity with direct implications for the United States 

and allied interests. External powers may use AI-generated disinformation to shape African 

positions on security, trade, or access to resources, thereby empowering local proxies by 

amplifying narratives. The Africa Center for Strategic Studies finds that nearly 60 percent of 

documented disinformation campaigns in Africa are foreign state-sponsored, often executed 

through local proxies or aligned non-state actors, with Russia, China, the United Arab Emirates, 

Saudi Arabia, and Qatar identified as primary sponsors. M  These campaigns can erode trust in 

democratic partners, undermine support for peace operations, and normalize alternative security 

arrangements that disadvantage the United States and allied influence.  

 

Together, these dynamics create a reinforcing cycle in which generative content, audience 

targeting, algorithmic amplification, and rapid feedback loops strengthen the influence of non-

state actors at the expense of formal governments. H AI tools can tailor narratives to specific 

communities, languages, and identities, increasing emotional resonance and mobilization 

potential. Where state communication capacity is limited, this model provides non-state actors 

with a persistent advantage in shaping public perception and, over time, the distribution of 

Figure 4 depicts a stretch of Sahelian states marked by recurring military takeovers driven by weak governance, 

insecurity, and eroding public trust in civilian rule, which are increasingly compounded by AI-enabled tools that 

amplify disinformation, mobilize dissent, and accelerate political destabilization. 

https://arxiv.org/pdf/2407.07695
https://africacenter.org/wp-content/uploads/2024/05/Regional-Map-of-Disinformation-in-Africa-2024.pdf
https://research.ebsco.com/linkprocessor/plink?id=c06a61dd-d489-3c3a-b715-de7c94a46727
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political power.ШWhere governments fail to adapt, institutional trust is likely to erode more 
rapidly, whereas those that invest in digital literacy, independent media, and agile strategic 

communication units capable of monitoring and countering online narratives in near-real time are 

more likely to preserve resilience and maintain strategic relevance. H  

 
Figure 5 Disinformation Ecosystem Effects: States with Information Resilience vs. States Without 
Dimension Resilient States Non-Resilient States 

Narrative Control 
Agile strategic communication units 

contest AI narratives in near-real time 
Centralized, slow messaging architecture cedes 

narrative space to non-state actors 

Institutional Trust 
Digital literacy programs and 

independent media sustain public 

confidence in official sources 

Low institutional trust amplifies disinformation 

emotional resonance; grievances weaponized 

at scale 

Electoral Integrity 
Platform partnerships and content 

authentication reduce fabricated 

candidate content reach 

Fabricated endorsements and falsified official 

statements alter electoral discourse unchecked 

Security Force 

Legitimacy 

Transparent communication counters 

falsified atrocity narratives before they 

mobilize populations 

Falsified conduct reports elevate opposition to 

militia legitimacy and accelerate recruitment 

Strategic 

Relevance to 

AFRICOM Partners 

Information resilience preserves 

democratic governance structures 

aligned with U.S. interests 

Delegitimized governments normalize 

alternative security arrangements 

disadvantageous to U.S. influence 

Source: Author's synthesis. Derived from Afrobarometer (2022), Africa Center for Strategic Studies Disinformation 

Tracker (2024), Stanford Internet Observatory (2022ï2023). 
 

Uncertainties and Vulnerabilities                                                                                                            

The forecast depends on how quickly African states adapt regulatory frameworks, partnerships, 

and communication practices to the new information environment. The following uncertainties 

are rank-ordered by the degree to which, if resolved differently than assumed, they would most 

fundamentally alter the forecast direction. 

 

First and most consequential: public attitudes toward institutional trust. If sustained 

governance improvements, community resilience, or rising media literacy materially increase 

public trust in African governments, disinformation loses its primary emotional amplifier, and 

the forecast probability could shift below the likely threshold. No other single variable has 

greater potential to reverse the assessment's direction. 

 

Second: the behavior of major technology companies. Their policies on model access, content 

moderation, and data sharing will shape operational opportunities for both state and non-state 

actors. Restrictive platform governance could degrade the effectiveness of disinformation; 

permissive governance could accelerate it. This uncertainty directly conditions how quickly AI 

campaign cost thresholds fall toward the tens-of-dollars level projected by 2045. 

https://research.ebsco.com/linkprocessor/plink?id=c06a61dd-d489-3c3a-b715-de7c94a46727
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Third: the pace of regulatory adaptation by African states. If governments build robust 

cooperation with platforms, transparent content rules, and sustained digital literacy programs, the 

disruptive impact of AI-generated disinformation may be meaningfully reduced. If they fail, 

rapid advances in generative models could outpace detection tools, making attribution harder and 

increasing the advantage of non-state actors. 

 

Fourth: advances in detection and authentication technology. If AI-watermarking, content 

provenance standards, or platform authentication scales across African digital markets within the 

forecast horizon, disinformation's operational effectiveness could be significantly degraded 

independent of regulatory action. This uncertainty is least likely to resolve favorably in low 

connectivity environments but could be decisive if technology transfer mechanisms are 

prioritized by AFRICOM partner nations. 

 

Analytic Confidence                                                                                                                                                         

Analytic confidence is moderate to high. High-reliability sources, including GSMA data on 

mobile connectivity and World Bank analysis of Africaôs digital economy, support the 

assessment that online audiences will continue to grow significantly. The analyst had sufficient 

time to assess these trends within the projectôs Terms of Reference. Afrobarometer surveys 

provide robust evidence of mixed or low trust in political institutions and rising reliance on 

digital information channels. Peer-reviewed research and policy analyses on computational 

propaganda and AI-assisted disinformation show that generative models can expand the scale 

and effectiveness of influence campaigns. Documented cases from Nigeria (2023) and Kenya 

(2022) provide direct evidentiary support for the AI-specific mechanism this assessment 

forecasts, partially addressing the prior evidentiary gap regarding current operational use of 

integrated disinformation ecosystems by non-state actors in Africa. However, information gaps 

remain regarding the current operational use of fully integrated AI-generated disinformation 

ecosystems by specific African non-state actors. The twenty-year forecast horizon also 

introduces uncertainty about future regulatory regimes, platform governance, and advances in 

detection and authentication technologies. 

 

            Author: Charles M. Diggs 
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AI-Enabled Interoperability Architecture: The Decisive Intelligence 

Fusion Innovation for the Sahel and Horn of Africa Through 2045  
 

EXSUM 

An AI-enabled institutional interoperability architecture, the data governance framework and 

technical integration layer that makes existing tools such as The Violence Early Warning System 

(ViEWS) and Armed Conflict Location & Event Data Project (ACLED) operable within 

African-governed decision pipelines, is likely (55ï70%) to become the decisive intelligence 

fusion innovation shaping Sahel and Horn of Africa security outcomes by 2045, fundamentally 

determining whether early warning architecture serves African conflict prevention or foreign 

strategic interests. HH Due to Chinaôs three-channel entrenchment strategy, Global Security 

Initiative bilateral intelligence frameworks signed with approximately 40 African governments, 

Huawei Safe City surveillance systems deployed across more than 12 nations embedding 

Chinese algorithmic standards, and PLA professional military education programs training 

approximately 2,000 African officers annually in Chinese analytical methodologies, Beijing is 

establishing institutional lock-in in Sahel and Horn security architectures that will make 

competitive displacement prohibitively costly well before the 2030 threshold. HH Despite U.S. 

advantages in collection architecture, AFRICOMôs ISR infrastructure, SIGINT reach, and access 

to the ViEWS and ACLED open-source ecosystem, capabilities that technically exceed any 

Chinese analytical tool in open-source conflict forecasting accuracy, the United States lacks a 

coherent government-backed framework for translating those assets into African-owned 

interoperability architectures, and the 2024ï2025 withdrawals from Niger and Chad have further 

eroded the forward presence required to shape which data governance standards African early 

warning systems adopt. H The 2026ï2030 window is decisive: without African adoption of open-

architecture interoperability standards before Chinese algorithmic norms reach embedded depth 

in Conflict Early Warning and Response Mechanism (CEWARN) and Economic Community of 

West African States (ECOWAS) Warning and Response Network (ECOWARN) pipelines, the 

Sahel and Horn intelligence architecture will be functionally locked to Beijingôs data governance 

standards by 2035, foreclosing African analytic sovereignty through 2045. H 

 

Discussion  

The innovation this paper forecasts is not the AI tools themselves. ViEWS, developed by 

Uppsala University and the Peace Research Institute Oslo (PRIO), has produced monthly conflict 

probability forecasts at the grid-cell level across Africa since 2017.[H]  ACLED has coded conflict 

events across the continent for over a decade. What does not yet exist, and what the 2026ï2030 

window will determine, is an institutional interoperability architecture: a data governance 

framework and technical integration layer that allows tools like ViEWS and ACLED to be 

operationalized within African-governed decision pipelines, ingesting African-owned data 

streams, governed by African-defined sovereignty standards, and producing assessments that 

flow directly into Intergovernmental Authority on Development (IGAD's) CEWARN and 

https://cetas.turing.ac.uk/publications/applying-ai-strategic-warning
https://www.accord.org.za/analysis/the-role-of-artificial-intelligence-in-conflict-prevention-and-management-in-africa/
https://africacenter.org/spotlight/africa-china-global-security-initiative/
https://www.peaceau.org/en/article/strategic-review-meeting-of-the-continental-early-warning-system-concludes
https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
https://amaniafrica-et.org/unblocking-the-obstacles-to-effective-continental-early-warning-system-cews/
https://viewsforecasting.org/
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ECOWARN rather than through externally controlled analytical intermediaries. HH The 

November 2025 Kigali workshop produced a Continental Indicators Repository and an AI 

integration roadmap, the first agreed technical specification for such an architecture, but the 

framework remains aspirational without the data governance standards, sovereignty protections, 

and political will required to operationalize it. H 

 

The Sahel and Horn of Africa are the theaters where this interoperability architecture question is 

most consequential and where it will be resolved first, for three compounding reasons. First, 

these two regions generate the highest volume of conflict-relevant signals: the Sahel alone 

accounts for nearly half of Africa's total conflict fatalities following the collapse of French and 

U.S. forward presence, while the Horn hosts the continent's densest concentration of 

transnational threat networks spanning Al-Shabaab, Sudan's fragmentation, and Ethiopia's 

unresolved internal fissures. H Second, both regions have operating early warning architectures, 

IGAD's CEWARN in the Horn and ECOWAS's ECOWARN in the Sahel, that represent existing 

institutional infrastructure the interoperability architecture must integrate rather than replace, 

creating a defined entry point absent in other regions. H Third, both regions are the most active 

theaters for Chinese intelligence entrenchment: Huawei Safe City systems are deployed in at 

least eight Sahel and Horn states, and Global Security Initiative (GSI) bilateral frameworks with 

intelligence-sharing provisions have been signed with governments across both zones. H The 

interoperability architecture question, who governs the fusion engine, will therefore be answered 

in the Sahel and Horn before it is answered anywhere else on the continent. 

 

Multi -source AI fusion systems operating on interoperable African-owned data pipelines offer 

transformative potential that exceeds what any single existing tool. The critical capability gap is 

not prediction accuracy, ViEWS already generates sub-national conflict probability forecasts 

with 36-month lead times, H but the decision integration gap: the structural break between where 

AI -generated assessments are produced and where African institutional actors can act on them. 

The Center for Emerging Technology and Security (CETaS) and Special Competitive Studies 

Project (SCSP) assessment that performant AI could provide decision-makers significantly more 

response time is only strategically meaningful if those decision-makers have sovereignty over the 

assessment pipeline, if the fusion engine is not a Chinese Safe City system channeling data to 

Beijing or a U.S. commercial platform subject to Washington's data access. H The CSIS Futures 

Lab confirms that AI's greatest value is processing data volumes and detecting anomalies beyond 

human cognitive capacity, but that value accrues to whoever governs the architecture. H 

China's strategy for African intelligence architecture is more coherent and further advanced than 

Western analysts have acknowledged. Beijing is pursuing a three-channel approach 

simultaneously. First, through the Global Security Initiative, China has established bilateral 

security cooperation frameworks with approximately 40 African governments that include 

intelligence-sharing provisions oriented toward Chinese analytical frameworks and data 

standards. H Second, through Huawei's Safe City program, deployed across more than 12 African 

https://amaniafrica-et.org/artificial-intelligence-and-its-impact-on-peace-security-and-governance/
https://www.peaceau.org/en/article/the-continental-early-warning-system
https://www.peaceau.org/en/article/strategic-review-meeting-of-the-continental-early-warning-system-concludes
https://africacenter.org/spotlight/china-influence-africa-security-engagements/
https://amaniafrica-et.org/unblocking-the-obstacles-to-effective-continental-early-warning-system-cews/
https://www.csis.org/analysis/watching-huaweis-safe-cities
https://viewsforecasting.org/
https://cetas.turing.ac.uk/publications/applying-ai-strategic-warning
https://www.csis.org/analysis/analytic-edge-leveraging-emerging-technologies-transform-intelligence-analysis
https://africacenter.org/spotlight/africa-china-global-security-initiative/
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nations, China has embedded surveillance infrastructure, algorithmic processing systems, and 

data-sharing agreements that give Chinese state and quasi-state actors persistent access to urban 

population and mobility data. H Third, through PLA professional military education programs 

training approximately 2,000 African officers annually, China is propagating Chinese 

intelligence methodologies, analytical frameworks, and data governance norms that will shape 

how African security institutions interpret and act on conflict data for decades. H Chinese smart 

city technology has also demonstrably failed to deliver promised crime reduction metrics while 

simultaneously providing Beijing with access to granular data on population movements, protest 

patterns, and government communications in partner nations. H China's strategic advantage in 

this competition is not technical superiority, ViEWS outperforms any Chinese analytical tool in 

open-source conflict forecasting, but institutional entrenchment deep enough that displacement 

becomes prohibitively costly in financial and political terms. Once a Sahel security ministry's 

command-and-control infrastructure runs on Huawei hardware and its analysts are trained on 

Chinese methodologies, migrating to an open-architecture system requires not just technical 

replacement but institutional re-wiring. H 

 

 
 

Figure 1. AI-Enhanced Intelligence Fusion Architecture for African Early Warning, 2025ï2045 

 

The United States' position in African intelligence fusion is paradoxical: it possesses superior 

collection assets, AFRICOM's ISR architecture, commercial satellite capabilities, SIGINT 

infrastructure, and access to the ViEWS and ACLED open-source ecosystem, but lacks a 

coherent framework for translating those capabilities into African-owned predictive 

architectures. H The withdrawal of U.S. forces from Niger (2024) and Chad (2025), and the 

https://www.csis.org/analysis/watching-huaweis-safe-cities
https://ctc.westpoint.edu/understanding-chinas-new-counterterrorism-ambitions-in-africa/
https://www.csis.org/analysis/chinas-smart-cities-africa-should-united-states-be-concerned
https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
https://www.csis.org/analysis/open-door-ai-innovation-global-south-amid-geostrategic-competition
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associated contraction of AFRICOM's Sahel presence, has degraded U.S. collection coverage 

precisely as militant Islamist violence in the region reached levels producing nearly half of 

Africa's total conflict fatalities. The resulting analytical vacuum is being filled by Chinese-

backed security actors and Russian Africa Corps successor organizations whose data and 

assessments reflect their own strategic interests, not African security outcomes. H The practical 

consequence is that the United States is ceding not just physical presence but the institutional 

influence required to shape which interoperability standards African early warning systems 

adopt, the determinative variable for 2045 architecture outcomes. H 

 

Based on current trajectories, the most likely outcome by 2045 is a bifurcated architecture: 

Chinese algorithmic standards embedded across Sahel and Horn security institutions through 

GSI frameworks and Safe City infrastructure lock-in, operating alongside a residual but 

constrained open-source ecosystem anchored by ViEWS and ACLED that serves Western-

aligned research institutions but does not govern African state decision pipelines. H This 

outcome, H4 transitioning toward H2 in the supporting Annex A, ACH framework, is the 

probable trajectory absent decisive intervention, because the structural drivers are already in 

motion: China's 40-government GSI framework is signed, 12+ Safe City deployments are 

operational, and the 2030 lock-in threshold will arrive before the African Union (AU) can 

Figure 2. Great Power Intelligence Influence Trajectories in Africa, 2025ï2045 ð Projected Institutional 

Penetration by Architecture Type. Source: Author's construct. Trajectories are derived from three observable 

trend rates: China's GSI bilateral framework signature pace (~8 new agreements annually 2022ï2025), the rate 

of Huawei Safe City deployments (12+ states as of 2025), and the documented decline in U.S. forward presence 

following Niger and Chad withdrawals. The African-governed trajectory reflects the pace of CEWS reform 

milestones since 2015. All projections are analytic estimates, not empirical forecasts. 

https://africacenter.org/spotlight/china-influence-africa-security-engagements/
https://www.csis.org/programs/futures-lab/projects/ai-and-future-conflict
https://africacenter.org/spotlight/africa-china-global-security-initiative/
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establish the Continental Intelligence Fusion Data Governance Framework required to establish 

alternative standards. The aspirational alternative, H1, African-governed interoperability 

architecture, requires near-term institutional actions that show no current evidence of 

materializing at the required pace or scale. H 

 

The conditions that would produce the alternative H1 outcome, an African-governed 

interoperability architecture, require three sequenced developments. In the near term (2026ï

2030), the necessary condition is AU adoption of an open-architecture data governance 

framework before Chinese standards reach embedded depth in CEWARN and ECOWARN 

pipelines; H the November 2025 Kigali roadmap created the technical specifications, but political 

will among member states remains the binding constraint given sovereignty sensitivities around 

intelligence sharing that have historically paralyzed CEWS reform. H In the mid-term (2031ï

2038), the test of whether H1 is viable will be the emergence of African-majority-controlled 

fusion centers anchored in IGAD and ECOWAS operating interoperable platforms, assessed as 

unlikely at the required scale given current resource constraints and political fragmentation, but 

possible in limited regional configurations if U.S. and EU capacity-building investment 

materializes between 2026 and 2030.H The long-term horizon (2039ï2045) will reflect 

whichever architecture achieves institutional lock-in by 2031: if Chinese standards are 

embedded, 2045 marks the consolidation of an externally controlled algorithmic layer that 

predicts, and potentially shapes, African security outcomes in service of Beijing's strategic 

interests. 

 

Analytic Confidence  

Analytic confidence is assessed as moderate. This paper employed Analysis of Competing 

Hypotheses (ACH).  Four hypotheses were tested against the evidence base, and H4 (current 

fragmentation transitioning toward Chinese-dominated architecture) was most consistent with 

the available evidence, though H1 (African-governed interoperability) remained a plausible 

alternative contingent on near-term policy decisions (see Annex A for full results). Two blind 

spots constrain confidence: the paper may underweight African agency in designing hybrid 

architectures that selectively incorporate external AI tools on African-defined terms, a dynamic 

visible in Rwanda's ITU spectrum assertiveness and IGAD's independent CEWARN 

development, and may overestimate the coherence of China's GSI data-sharing ambitions given 

documented sovereignty sensitivities among African partner states that have limited Chinese 

intelligence access in prior frameworks. The 20-year forecast horizon introduces additional 

uncertainty regarding AI capability trajectories, CEWS institutional reform pace, and U.S. 

strategic prioritization of African engagement. Claude Sonnet 4.6 was used for idea and lead 

generation; all sources were independently verified. 

 

Author: Cory S. Reiter 

 

https://www.peaceau.org/en/article/strategic-review-meeting-of-the-continental-early-warning-system-concludes
https://amaniafrica-et.org/artificial-intelligence-and-its-impact-on-peace-security-and-governance/
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From Mines to Markets: Critical Minerals Supply Chain Control Will 

Reshape Power in Africa by 2045 
 

Executive Summary 

It is likely (55-80%) that by 2045, African states will consolidate power by controlling critical 

minerals supply chains through licensing, certification, processing, and corridor security, rather 

than relying solely on extraction. Despite uneven state capacity and governance challenges, 

rising global demand and market compliance requirements reinforce this trend by rewarding 

states that can govern access legally and reliably, including those with refining or logistics 

capacity, not just mineral deposits. This shift will likely reconfigure state and non-state power 

relationships by concentrating authority around supply chain chokepoints.  

 

Discussion 

By 2045, power in Africa is likely to depend less on mineral ownership and more on controlling 

access to global mineral markets. H The key innovation driving this shift is control over the 

critical minerals supply chain, which encompasses the deliberate use of licensing, certification, 

processing, and corridor 

security to govern which 

actors may legally extract, 

transport, and sell 

minerals. H This reflects a 

global shift in which 

compliance, traceability, 

and reliability drive 

market access. M For 

African states under 

demographic and fiscal 

pressure, supply chain 

control offers a way to 

consolidate authority without needing full industrialization or territorial reach. 

 

Demand for critical minerals for energy, manufacturing, and defense is rising, while supply is 

limited and politically sensitive. HH Major consumer markets are requiring verified sourcing and 

due diligence on legal standards as conditions of trade and financing. HH These requirements are 

transforming mineral supply chains into governed spaces, rather than purely commercial ones, 

where demonstrating compliance is necessary to access high-value markets. This shift moves 

power along the supply chain, where control over authorization and certification determines who 

gets licenses, whose minerals are considered legal, and whose documentation is recognized. This 

incentivizes states to focus governance on specific supply chain chokepoints rather than 

 Figure 1 Supply Chain of Minerals/Metals. Source: ñGreenpeace Africa: 
Exploring the Critical Minerals Landscape in Sub-Saharan Africaò  

https://www.europarl.europa.eu/RegData/etudes/STUD/2025/754473/EXPO_STU(2025)754473_EN.pdf
https://mo.ibrahim.foundation/sites/default/files/2022-11/minerals-resource-governance.pdf
https://www.greenpeace.org/static/planet4-africa-stateless/2025/10/7f505bac-greanpeace-africa-critical-minerals-report-lr.pdf
https://www.sciencedirect.com/science/article/pii/S2214629625005717
https://iea.blob.core.windows.net/assets/ef5e9b70-3374-4caa-ba9d-19c72253bfc4/GlobalCriticalMineralsOutlook2025.pdf
https://www.b20southafrica.org/wp-content/uploads/2025/11/Africa-at-the-Core-of-Critical-Minerals.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2025/754473/EXPO_STU(2025)754473_EN.pdf
https://www.sciencedirect.com/science/article/pii/S2214629625005717
https://www.sciencedirect.com/science/article/pii/S2214629625005717
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attempting comprehensive territorial control. Export permits, customs offices, ports, and secured 

transport corridors offer points to exercise authority, extract rents, and shape behaviors.  

 

Critical mineral supply chain control is applicable to states rich in minerals as well as those 

without them. For mineral-rich states, rather than taxing or owning resources, governments can 

now control the flow of minerals into markets. H Traceability and certification help governments 

shape intermediaries, curb 

smuggling, and capture a larger 

share of the value. H States 

without significant mineral 

endowments can also gain 

leverage by controlling 

downstream and intermediary 

nodes.  Refining, logistics 

corridor control, certification, 

and recycling offer power 

independent of geology. HH 

Processing and compliance give 

these states influence over 

which producers can access 

value-added markets. H Control 

over these functions enables 

non-producers to extract rents 

and exercise political leverage 

without bearing the social and 

security costs of extraction. 

 

Logistics and corridor control further expand competition. Minerals must move from extraction 

sites to processing facilities and ports, often across multiple jurisdictions. H States that can secure 

transport routes, align corridor governance with compliance requirements, and integrate digital 

tracking systems become indispensable nodes in regional supply chains. H This creates power 

that comes from regulating movement rather than owning resources.  

 

Compliance and data governance also play a central role. Traceability systems generate 

information about origin, custody, and risk that determines market access and pricing. H States 

that host or regulate certification bodies, auditing services, and dispute resolution mechanisms 

gain authority that shapes supply chain outcomes. In a system where legality and reliability are 

currency, control over data is a form of power. This dynamic favors states with stronger 

institutions and regulatory credibility, even if they lack significant mineral reserves. 

 

 Figure 2 Current critical mineral cluster archetypes in Africa that could 
expand their impact through targeted measures. Source: ñAfrica at the Core 
of Critical Mineralsò 

https://www.europarl.europa.eu/RegData/etudes/STUD/2025/754473/EXPO_STU(2025)754473_EN.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/02/the-role-of-traceability-in-critical-mineral-supply-chains_4e5cc44a/edb0a451-en.pdf
https://africacenter.org/spotlight/africas-critical-minerals-at-a-critical-juncture/
https://www.b20southafrica.org/wp-content/uploads/2025/11/Africa-at-the-Core-of-Critical-Minerals.pdf
https://www.sciencedirect.com/science/article/pii/S2214629625005717
https://www.reuters.com/sustainability/boards-policy-regulation/congo-halts-artisanal-copper-cobalt-processing-amid-corruption-crackdown-2025-12-23/
https://www.b20southafrica.org/wp-content/uploads/2025/11/Africa-at-the-Core-of-Critical-Minerals.pdf
https://www.uneca.org/stories/africa’s-critical-mineral-resources,-a-boon-for-intra-african-trade-and-regional-integration
https://www.greenpeace.org/static/planet4-africa-stateless/2025/10/7f505bac-greanpeace-africa-critical-minerals-report-lr.pdf
https://www.greenpeace.org/static/planet4-africa-stateless/2025/10/7f505bac-greanpeace-africa-critical-minerals-report-lr.pdf
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The implications for state and non-state power dynamics are significant. Where governments 

enforce supply chain control, non-state actors are pushed away from formal extraction and export 

channels toward weaker links such as smuggling routes or document fraud. Where enforcement 

is weak, compliance requirements can increase scarcity rents and strengthen non-state actors who 

control terrain or borders. M In either case, power shifts to chokepoints, potentially resulting in a 

fragmented governance landscape. 

 

Regionally, supply chain control is likely to intensify competition among African states. While 

cooperation on standards could exist, political fragmentation and divergent interests make 

unified strategies difficult. H Most states are likely to pursue unilateral approaches that prioritize 

bilateral deals and national advantage. H Over time, this may produce a hierarchy of states, some 

resource-rich and others logistics- or compliance-focused, that exert disproportionate influence 

within regional and global markets.  

 

For AFRICOM, these dynamic carries direct operational implications. Partner states that build 

governance capacity around licensing, certification, and corridor security are more likely to 

consolidate authority in mineral-rich regions; those that cede these chokepoints to non-state 

actors or external powers face compounding instability. AFRICOM's support for partner-state 

supply chain governance, including institutional capacity building and corridor security 

cooperation, may be a more consequential investment than conventional security assistance in 

stabilizing the DRC-Zambia-Zimbabwe mineral corridor and the Sahel gold belt. 

 

Analytic Confidence 

The analytic confidence for this estimate is moderate, reflecting strong evidence and 

corroborating data from authoritative sources that highlighted converging structural drivers. 

Confidence in this estimate is tempered by uncertainty about emerging technologies that may 

alter global demand for critical minerals, the effectiveness of implementing critical mineral 

strategies, and the fragility of African states and regions. H The author used ChatGPT and Claude 

AI to edit this report for clarity. 

 

Author: COL Edward Kim 
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Voids into Vectors: Non -State Actors Will Weaponize Skills Training 

to Build Durable Power in Africa by 2045  
 

Executive Summary  

It is likely (55-80%) that by 2045, non-state actors (NSAs) across conflict-affected Africa will 

deliberately deploy structured skills training programs combining basic digital literacy, drone 

operation, logistics, and weapons maintenance as a human capital strategy to build durable 

organizational capacity and youth loyalty in education vacuums created by state withdrawal. 

Despite uneven NSA organizational capacity and the continued relevance of ideological 

recruitment, converging demographic pressures, widening education gaps, and deepening state 

fragility reinforce this trajectory by rewarding actors who deliver tangible economic value to 

unemployed youth. This shift is likely to reconfigure power by transferring the human capital 

development function from central governments to non-state actors who fill the governance void, 

converting economic dependency into organizational allegiance. 

 

Discussion  

By 2045, power in Africa's fragile states is likely to be shaped less by who holds formal 

authority and more by who delivers functional opportunities to a rapidly expanding, chronically 

underserved youth population. The key innovation likely to drive this shift is the deliberate use 

of structured skills training pipelines by non-state actors. These pipelines are defined as specific, 

sequenced programs in practical technical domains such as drone operation, communications, 

logistics coordination, and basic digital skills. Their purpose is not merely to recruit, but to build 

durable organizational capacity and generate economic loyalty among youth where the state has 

vacated the human capital development role. H This represents a qualitative evolution beyond 

ideological indoctrination: NSAs that can credibly deliver employable skills gain a form of 

institutional legitimacy that transcends coercion, transforming recruits into invested stakeholders 

rather than transactional participants. 

 

The demographic foundation for this shift is well documented. Africa's working age population 

will grow by more than 600 million between 2025 and 2050, yet sub-Saharan economies create 

only approximately 3 million formal wage jobs annually against a need for 15 million per year. H 

The IMF's 2024 Regional Economic Outlook reinforces this gap: by 2030, half of all new global 

labor force entrants will come from sub-Saharan Africa, with the challenge most acute in fragile, 

conflict-affected states. H The African Development Bank projects that between 8 and 11 million 

African youth enter the labor market annually, yet formal economies consistently fail to absorb 

them. M This gap is not a temporary condition. It is a structural feature of Africa's demographic 

trajectory through 2045. 

 

https://www.undp.org/press-releases/hope-better-jobs-eclipses-religious-ideology-main-driver-recruitment-violent-extremist-groups-sub-saharan-africa
https://www.imf.org/en/publications/reo/ssa/issues/2024/10/25/regional-economic-outlook-for-sub-saharan-africa-october-2024
https://www.imf.org/en/publications/reo/ssa/issues/2024/10/25/regional-economic-outlook-for-sub-saharan-africa-october-2024
https://www.afdb.org/en/news-and-events/youth-employment-in-africa-under-the-spotlight-14584
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Simultaneously, conflict-driven education collapse is generating a generation of youth with no 

state-sponsored pathway to skills or employment. According to the September 2025 report of the 

Regional Education in Emergencies Working Group, 14,829 schools are closed across 24 West 

and Central African countries due to insecurity affecting 3.01 million children, a figure that has 

nearly doubled since 2019. H The 

DRC and Nigeria recorded the 

sharpest year-on-year increases, 

while the Central Sahel reached 

8,400 closures, having grown 

from fewer than 2,000 in 2019. 

Global aid cuts in 2025 

compound the crisis further: a 

UNICEF analysis projects a 25 

percent decline in international 

funding for education in 

emergencies, equivalent to a 

$745 million shortfall. H The 

Geneva Global Hub for 

Education in Emergencies 

documents that in 2024, the UN 

verified 1,125 cases of grave 

violations against children in 

Burkina Faso, 892 in Mali, and 

329 in Niger, with schools 

repeatedly targeted by or used by 

armed actors. H Where states cannot teach, protect, or employ, the youth must find alternatives. 

NSAs are positioned to fill this void. 

 

The UNDP's 2023 Journey to 

Extremism in Africa report, drawing 

on nearly 2,200 interviews across 

eight countries, provides direct 

evidence of this dynamic. Among 

voluntary recruits to violent extremist 

organizations, 25 percent cited lack 

of job opportunities as the primary 

motivating factor, a 92 percent 

increase from 2017 findings, and 

approximately 40 percent reported 

being in urgent need of livelihoods at 

Figure 1. School closures due to insecurity in West and Central Africa, 

2025. A total of 14,829 schools closed across the region, affecting 3.01 

million children. Source: EiEWG / National Education Clusters, 

Protecting Education in West and Central Africa, September 2025. 

 

Figure 2. Shift in primary motivations for voluntary recruitment to 

violent extremist groups in Africa, 2017 vs. 2022/2023. Source: 

UNDP, Journey to Extremism in Africa, 2023. 
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https://eiehub.org/country-briefs/country-brief-the-central-sahels-education-crisis
https://reliefweb.int/report/world/west-and-central-africa-regional-education-emergencies-working-group-protecting-education-west-and-central-africa-september-2025-update-enfr
https://reliefweb.int/report/world/west-and-central-africa-regional-education-emergencies-working-group-protecting-education-west-and-central-africa-september-2025-update-enfr
https://www.undp.org/press-releases/hope-better-jobs-eclipses-religious-ideology-main-driver-recruitment-violent-extremist-groups-sub-saharan-africa
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the time of recruitment. H This is not merely a recruitment story. It is evidence suggesting that 

NSAs are already functioning as de facto economic providers and that youth respond rationally 

to whoever delivers material value. The innovation this SFAR forecasts is the deliberate 

institutionalization of that dynamic into structured skills pipelines. 

 

Comparative evidence confirms that NSAs have consistently used education and skills provision 

as governance instruments when state capacity collapses. Peer-reviewed research on rebel 

governance in Yemen and Syria found that non-state armed groups that captured territory 

systematically developed educational institutions to build legitimacy, administrative capacity, 

and civilian compliance. H In Somalia, the Islamist organization Al-I'tisaam pursued a deliberate 

strategy of building universities and professional networks, explicitly investing in the 

infrastructure of influence and enabling what analysts describe as the colonization of state 

institutions by NSA-affiliated graduates. M Al -Shabaab's governance architecture in southern 

Somalia, encompassing predictable taxation, Islamic courts, civic committees, and curriculum 

control extending to mandatory youth education programs, represents the most institutionally 

mature example of NSA human capital development on the continent and a template other are 

likely to study. M In the Sahel, JNIM and allied groups have demonstrated increasing 

administrative sophistication including taxation and community governance functions that create 

the institutional scaffolding upon which skills training programs could be layered. H 

 

For AFRICOM, this forecast carries direct operational implications. The skills NSAs are most 

incentivized to teach - drone operation, communications, logistics coordination, and weapons 

maintenance - are precisely the capabilities that compound into operational threat capacity 

against partner-state security forces. Partner-building strategies that focus on equipping and 

training security forces without addressing upstream human capital competition treat the 

symptom rather than the structural driver. Vocational training partnerships and security sector 

assistance programs that credibly deliver economic value to the same youth population NSAs are 

targeting may represent among the most consequential long-term investments AFRICOM can 

make, especially in fragile states. 

 

Analytic Confidence  

The analytic confidence for this estimate is moderate. An Analysis of Competing Hypotheses 

(ACH) was applied to evaluate two alternative futures. The first holds that African states will 

close the education and employment gap through international development assistance and 

digital learning platforms, denying NSAs the vacuum they require. This hypothesis is 

undermined by the structural magnitude of the demographic challenge: the World Bank and IMF 

both document that the formal job-creation gap is largest in precisely the fragile states most 

susceptible to NSA encroachment. HM The second holds that NSAs lack the organizational 

capacity to sustain structured training at scale. This has merit as a constraint on pace but does not 

refute the directional forecast that localized NSA skills pipelines in high-youth-density, low-

https://www.undp.org/press-releases/hope-better-jobs-eclipses-religious-ideology-main-driver-recruitment-violent-extremist-groups-sub-saharan-africa
https://www.tandfonline.com/doi/full/10.1080/13698249.2025.2512697
https://hornreview.org/2026/02/19/al-itisaams-benevolent-grip-the-silent-twin-and-the-militant-enforcer-somalias-schizophrenic-islamist-project/
https://africacenter.org/spotlight/reclaiming-al-shabaabs-revenue/
https://docs.un.org/en/S/2023/578
https://www.imf.org/en/publications/reo/ssa/issues/2024/10/25/regional-economic-outlook-for-sub-saharan-africa-october-2024
https://www.imf.org/en/blogs/articles/2024/11/12/the-clock-is-ticking-on-sub-saharan-africas-urgent-job-creation-challenge
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state-capacity environments are sufficient to generate durable loyalty and power asymmetries. 

The primary forecast is assessed as more probable than either alternative because it requires less 

organizational capacity than full governance, exploits a structural gap that states demonstrably 

cannot close, and produces compounding returns over time. Confidence is tempered by the 

forecast's extrapolative nature: deliberate, structured NSA skills pipelines represent a projected 

evolution of observed trends rather than a currently documented practice at scale, and uncertainty 

remains regarding the pace of state institutional collapse and the potential for international 

development investment to partially close the education gap. The author used Claude AI to assist 

with content generation and editing this report for clarity. 

 

Author: COL Edward Kim 
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Africaôs Community Health Network, Likely to Separate Health-

Sovereign Communities from State -Dependent Populations by 2045  
 

Executive Summary  

The Integrated Community Health Network (ICHN) model is likely (55ï80%) to shift 

meaningful governance authority from African national health ministries to local actors by 2045. 

ICHNs are decentralized platforms combining mobile health technology, trained community 

health workers (CHWs), and real-time disease surveillance. H Due to COVID-19-era investment, 

mobile connectivity expansion, and a documented trust deficit in state institutions, adopting 

communities will gain compounding health governance advantages. H Despite chronic capacity 

deficits across many African states and entrenched resistance from centralized ministries, these 

barriers slow but do not reverse ICHN adoption. States unable to integrate ICHNs risk becoming 

governance intermediaries. For AFRICOM, this shift redefines the terrain of security cooperation 

with African partners. 

 

Discussion  

The ICHN is the specific innovation at the center of this forecast. It is not a general trend toward 

population resilience. An ICHN is an integrated architecture combining three components. First, 

a mobile health platform enables digital diagnostics, telemedicine referrals, and supply chain 

management. Second, a trained cadre of CHWs delivers primary care at the sub-district level. 

Third, a real-time surveillance network tracks disease, nutrition, and health system performance. 
H Conventional primary care in Africa requires physical state infrastructure that most 

governments cannot sustain. The ICHN replaces that dependency with a community-managed, 

digitally enabled delivery model. Ethiopia's Health Extension Program deploys over 45,000 

trained CHWs. H Ethiopia's under-5 mortality rate fell 56 percent from 2000 to 2015. H Rwandaôs 

Mutuelle de Santé, covering over 90% of citizens, drives access to outpatient and rural primary 

care. HH These are functional governance architectures, not marginal pilots. 

 

The forecast concerns the balance of service and regulatory authority. The ICHN shifts that 

authority from fragmented national ministries to a new class of local actors. These actors include 

CHW cooperatives, community health committees, and coordinating civil society organizations. 

The mechanism of power transfer is structural, not revolutionary. States do not lose authority 

through conflict. They lose authority through functional irrelevance. When communities receive 

health services from a CHW cooperative rather than a government clinic, political loyalty 

follows. Elinor Ostrom demonstrated that decentralized institutions outperform centralized state 

provision when state capacity is low. H Those conditions define much of sub-Saharan Africa. 

ICHNs are the health sector instantiation of Ostrom's model. A meaningful counterweight exists. 

Mwai et al. found in a review of 85 CHW programs that scaling beyond pilots requires sustained 

state financing. H This is the primary constraint on the forecast and explains the Moderate 

confidence ceiling. 

https://www.afro.who.int/our-work-2021
https://pmc.ncbi.nlm.nih.gov/articles/PMC12853090/
https://www.afrobarometer.org/wp-content/uploads/2024/10/AD891-PAP20-Africans-trust-in-key-institutions-and-leaders-is-weakening-Afrobarometer-31oct24.pdf
https://www.gsma.com/somic/wp-content/uploads/2025/09/The-State-of-Mobile-Internet-Connectivity-2025-Overview-Report.pdf
https://www.exemplars.health/topics/under-five-mortality/ethiopia
https://www.exemplars.health/topics/under-five-mortality/ethiopia
https://www.imf.org/-/media/files/publications/wp/2019/wpiea2019038.pdf
https://www.proquest.com/docview/3067612787/fulltextPDF?RAO=true&parentSessionId=FhZFwko%2Fkv%2B8V5xiwENFHnBHRUjx5HHwmwgmDh5eawg%3D&pq-origsite=primo&searchKeywords=Role%20and%20outcomes%20of%20community%20health%20workers%20in%20HIV%20care%20in%20sub-Saharan%20Africa%3A%20a%20systematic%20review&accountid=4444&sourcetype=Scholarly%20Journals
https://au.int/sites/default/files/pages/32895-file-africa_health_strategy.pdf
https://www.gsma.com/somic/wp-content/uploads/2025/09/The-State-of-Mobile-Internet-Connectivity-2025-Overview-Report.pdf
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Three drivers make the forecast likely rather than merely possible. First, mobile connectivity is 

the enabling technology. GSMA Intelligence (2024) reports that 65 percent of sub-Saharan 

Africans now access mobile internet. H This enables decentralized health data collection and 

telemedicine. It replaces functions that previously required physical infrastructure. Second, a 

decisive trust asymmetry reinforces ICHN authority. Afrobarometer Round 9 surveys show that 

Africans consistently express higher trust in traditional and other local leaders than in national 

political institutions. The majority trust local leaders, while fewer than half trust national 

political institutions. H This asymmetry is the political soil in which ICHN authority grows. 

Third, the economic incentive structure strongly favors adoption. The ILO estimates that over 

600 million African workers operate in informal economies. H ICHNs convert this existing social 

capital into health governance capacity. The World Bank estimates that non-state actors account 

for a substantial share of primary care in fragile African states. H Returns concentrate in 

communities with integrated ICHN infrastructure. 

 
Figure 1. Three Drivers of ICHN-Led Health Governance Authority Shift by 2045 

Driver  What It Does  Why It Matters  Status  

Mobile Health 

Technology  

Delivers diagnostics, 

telemedicine, and 

supply tracking via 

mobile internet 

65% of sub-Saharan Africans 

now have mobile access, 

reaching communities 

without physical 

infrastructure 

Operational 

Community Trust 

Asymmetry  

Afrobarometer Round 9: 

majority of Africans trust 

local and traditional 

leaders over national 

political institutions 

Trust is the political soil that 

enables the ICHN service 

authority to displace state 

delivery 

Documented 

Informal Economy 

Alignment  

600M+ African workers 

operate in informal 

economies built on 

community trust 

networks 

ICHNs convert existing social 

capital into health 

governance capacity without 

new institutional 

infrastructure 

Structural 

Source: GSMA (2024); Afrobarometer (2022); ILO (2023). 

The consequence is institutional, not military. The ICHN shifts service authority from national 

ministries to AU-anchored community governance structures. Communities that adopt ICHNs 

gain health-outcome advantages, foreign-assistance signaling, and AU health-governance 

legitimacy. H Non-adopting state structures face compounding disadvantages. Their populations 

cannot certify access to primary care. Their domestic health systems drift further from 

continental norms each year. The ICHN model is self-reinforcing. Early adoption lowers relative 

integration costs. It raises the cost of continued non-participation. Adaptive states, including 

Rwanda, Ethiopia, and Ghana, are already integrating ICHNs into national health architecture. H 

These governments retain nominal authority while delegating delivery. States that suppress 

ICHN actors will dismantle the networks that sustain population health. They will accelerate the 

loss of legitimacy they sought to prevent. 

https://www.gsma.com/somic/wp-content/uploads/2025/09/The-State-of-Mobile-Internet-Connectivity-2025-Overview-Report.pdf
https://www.afrobarometer.org/wp-content/uploads/2024/10/AD891-PAP20-Africans-trust-in-key-institutions-and-leaders-is-weakening-Afrobarometer-31oct24.pdf
https://onlinelibrary.wiley.com/doi/pdfdirect/10.1002/wow3.191
https://openknowledge.worldbank.org/server/api/core/bitstreams/11e850d1-50ca-4d49-b4bf-f717d3ad47a8/content
https://www.proquest.com/docview/3067612787/fulltextPDF?RAO=true&parentSessionId=FhZFwko%2Fkv%2B8V5xiwENFHnBHRUjx5HHwmwgmDh5eawg%3D&pq-origsite=primo&searchKeywords=Role%20and%20outcomes%20of%20community%20health%20workers%20in%20HIV%20care%20in%20sub-Saharan%20Africa%3A%20a%20systematic%20review&accountid=4444&sourcetype=Scholarly%20Journals
https://au.int/sites/default/files/pages/32895-file-africa_health_strategy.pdf
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Figure 2. ICHN Adoption Outcomes: Adopting Communities vs. Non-Adopting State Structures 

Dimension  
Adopting Communities (ICHNs 

Integrated)  
Non-Adopting State Structures  

Health Outcomes  

Primary care reach expands via CHW 

cooperatives; Rwandaôs Mutuelle de 

Santé achieves 90%+ citizen coverage 

with documented mortality reductions 

Delivery dependent on state 

infrastructure; fragile under compound 

shocks 

Governance Authority  
Legitimacy accrues to community 

health committees and civil society 

networks 

Legitimacy erodes as service delivery 

fails; the state becomes a governance 

intermediary 

Investment Signaling  
Transparent, data-driven health 

networks attract development financing 

and AU support 

Opacity and capacity gaps deter 

international health assistance and 

AFRICOM engagement 

Cost Trajectory  
Integration costs decline as ICHN 

architecture matures; ARSO 

harmonization work supports scaling 

The cost of future integration 

compounds with each year of non-

participation 

AU Legitimacy  
AU Agenda 2063 health benchmarks 

met: authority reinforced within 

continental governance 

Authority remains fragmented in 

national ministries; excluded from AU 

health governance structures 

Source: Author synthesis. Derived from AfDB (2024), WHO (2023), and UNDP (2023). 

 

Uncertainties and Vulnerabilities  

Three assumptions underpin this forecast and are verified through a Key Assumptions Check. 

First, ICHN models must achieve scale beyond pilot programs to reach regional reach by 2045. 

If external financing from the African Development Bank and international donors is not 

sustained through the mid-2030s, many states will be unable to build this capability. H Each 

assumption is sufficient on its own to degrade the forecast from likely to roughly even odds. 

Second, African governments must not aggressively co-opt or suppress community health actors. 

States with centralization imperatives have suppressed civic health networks when politically 

threatening. Third, mobile connectivity must expand at current rates. Infrastructure investment 

gaps remain severe in the Sahel and Central African corridors. 

 

Capacity constraints are real and well-documented. Operating an ICHN requires sustained digital 

connectivity, trained CHWs, and domestic legal frameworks for health adjudication. H Public 

readiness reviews show that many African states still depend on external technical assistance to 

build these capabilities. H Political resistance also persists. States with regulatory rents face 

structural incentives to obstruct ICHN scaling. Domestic health bureaucracies, protected by 

centralized delivery, resist the transparency that ICHNs impose. These barriers compress the 

early-adopter universe and widen the governance gap. They do not reverse the forecast. COVID-

https://www.afdb.org/en/documents/african-economic-outlook-2024
https://hdr.undp.org/system/files/documents/global-report-document/hdr2023-24reporten.pdf
https://iris.who.int/server/api/core/bitstreams/eee86f5d-e0bf-4c33-b9dc-24448d352019/content


ΝΜΤШ҇ШÂċŊĲ 
 

era investment and AU Agenda 2063 health benchmarks exert asymmetric pressure. That 

pressure intensifies as ICHN track records accumulate. 

 

Analytic Confidence  

Analytic confidence is Moderate. The primary judgment is likely (55ï80%) per ICD 203 

standards. The forecast rests on corroborated institutional documentation: peer-reviewed DHS 

data, ILO labor reports, Afrobarometer surveys, and GSMA connectivity data. WHO and 

UNICEF demographic projections have been independently replicated. Confidence does not rise 

too high due to three unresolved assumptions: the sustainability of ICHN financing, the risk of 

government co-optation, and the pace of connectivity expansion. An Analysis of Competing 

Hypotheses matrix tested H3 against two alternative futures. A Key Assumptions Check stress-

tested the three linchpin assumptions above. Both techniques are detailed in Annex A. This 

report was produced with assistance from Claude Sonnet 4.6 (Anthropic) for drafting and 

structural support. All analytic judgments and source selections are the author's own.                                              

            

Author: Charles M. Diggs 
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Decentralized Digital Identity is Likely to Undermine State Border 

Monopolies in Africa  
 

Executive Summary   

The proliferation of decentralized, biometric-backed digital identity platforms is likely (55ï75%) 

to allow transnational migrants and displaced populations in Africa to bypass traditional state-

issued identification systems by 2045. As climate change accelerates migration, authority shifts 

from central state agencies, which rely on passports and civil registries to enforce border control, 

to migrants, non-state aid organizations, and private technology consortia managing 

decentralized ledgers. While "stateless" identity will facilitate humanitarian aid and regional 

economic integration, it will likely create significant blind spots for state security forces, 

enabling Violent Extremist Organizations (VEOs) to exploit anonymous cross-border mobility.  

 

Discussion   

The World Bank projects that Sub-Saharan Africa could produce up to 86 million internal 

climate migrants by 2050, with some areas emerging as early as 2030, the highest of any global 

region. H This displacement 

will occur against persistent 

identification gaps while the 

region's average adult ID 

coverage improved from 72% 

to ~80% between 2017 and 

2024.  Nine countries in Sub-

Saharan Africa remain below 

70%, while seven, including 

Chad, South Sudan, and 

Mozambique, are below 

60%. H The unidentified 

population is 

disproportionately concentrated among the rural, female, and lowest-income quintiles: the same 

populations most exposed to climate displacement. H 

 

Select International aid organizations and private technology firms are already operationalizing 

self-sovereign identity (SSI) and blockchain-based credentials to fill this gap. M The UNHCR's 

PRIMES Interoperability Gateway demonstrates that the model is operational.  It reported 58 

countries with 15.7 million biometric enrollments at the end of 2023, a 78% increase from 8.8 

million in 2019. PRIMES allows displaced people to generate verifiable credentials for health, 

education, and mobile money via iris or facial recognition, without relying on any host nation's 

civil registry. H As the African Continental Free Trade Areaôs (AfCFTA) Digital Trade Protocol 

matures, mandating mobile money interoperability, cross-border e-KYC authentication, and 

Figure 1 highlights Sub-Saharan Africa lags behind other regions for ID 

coverage. Pictured are Adults with ID, by region (%). 

https://www.worldbank.org/en/news/press-release/2021/09/13/climate-change-could-force-216-million-people-to-migrate-within-their-own-countries-by-2050
https://blogs.worldbank.org/en/digital-development/global-progress-in-identification--3-findings-from-the-latest-da
https://www.worldbank.org/en/publication/globalfindex/brief/trends-in-access-to-id-in-sub-saharan-africa
https://www.devex.com/news/in-sierra-leone-new-kiva-protocol-uses-blockchain-to-benefit-unbanked-95490
https://www.cambridge.org/core/books/lawless-zones-rightless-subjects/unhcr-and-biometrics/CD8E625C4E7119518610D35FE977D85E
https://blogs.worldbank.org/en/digital-development/global-progress-in-identification--3-findings-from-the-latest-da


ΝΜΦШ҇ШÂċŊĲ 
 

digital inclusion provisions that explicitly target women, youth, and rural communities, the 

economic incentive to adopt stateless identity will accelerate across the continent's $180 billion 

digital economy. H Mobile technologies generate around $220 billion annually, consisting of 

approximately 7.7% of Africa's GDP. H Regional frameworks like the Smart Africa Trust 

Alliance (SATA) are attempting to harmonize a continental "Single Digital Market," but private 

decentralized innovation is outpacing state-led legislation. H 

 

For AFRICOM, the security implications are both profound and analytically contested. If 

stateless digital identities become the primary mechanism for accessing Africa's informal 

economies, VEOs will be able to co-opt these trustless networks embedded within climate-

displaced migrant flows to access decentralized finance, secure employment, and move 

regionally without triggering watchlist tripwires. M Jama'at Nusrat al-Islam wal-Muslimin 

(JNIM) already operates 

across Burkina Faso, Mali, 

and Niger. This is a belt 

with the continent's lowest 

foundational ID coverage, 

demonstrating the financial 

diversification and 

ungoverned-space 

exploitation that would 

translate directly to 

decentralized identity 

abuse. H However, a critical 

counter-dynamic exists with 

biometric credentials, which 

are fundamentally harder to 

forge than paper documents. 

If AFRICOM partners can 

compel lawful access to 

biometric databases, the 

same technology could 

enable unprecedented surveillance of mobile populations. Whether decentralized ID becomes a 

VEO shield or a security asset is a governance question, not a technology question. No open-

source evidence currently documents VEO exploitation of SSI systems; this is an acknowledged 

intelligence gap. 

 

Uncertainties and Vulnerabilities  

This forecast rests on three critical assumptions verified through a Key Assumptions Check. 

First, African states lack the capacity or cohesion to regulate or absorb decentralized ledgers 

Figure 2 shows JNIM's assessed operational and support zones as of 2025. 

This footprint corresponds directly to the seven Sub-Saharan countries with 

foundational ID coverage below 60%, forming the ungoverned identity 

space most at risk of decentralized credential exploitation. 

 

https://www.brookings.edu/articles/realizing-africas-digital-trade-potential-under-the-afcfta/
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-economy/africa/
https://sata.smartafrica.org/wp-content/uploads/2025/02/SATA-Creating-Foundations-for-Africas-Digital-Future-1-1.pdf
https://adf-magazine.com/2025/09/terror-groups-diversify-to-find-steady-flow-of-illicit-financing/
https://smallwarsjournal.com/2025/09/26/al-qaedas-growing-shadow-in-africa/
https://www.criticalthreats.org/analysis/salafi-jihadi-areas-of-operation-in-west-africa-interactive-map-and-campaign-analysis
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before 2045. If regional blocs operationalize mandated Digital Public Infrastructure (DPI), the 

border-erosion dynamic reverses. Several states are already moving in this direction. M Second, 

smartphone penetration and access to biometric hardware continue to expand among the 

continentôs most marginalized populations. In Sub-Saharan Africa, smartphones account for 26% 

of monthly GDP per capita, and internet shutdowns across the continent have historically been 

severe. HH If either barrier intensifies, displaced populations would revert to physical documents 

or smuggling networks rather than decentralized identity systems. 

 

Analytic Confidence   

The analytic confidence for this estimate is moderate. This forecast was derived using a multi-

perspective Multi-Criteria Decision Analysis (MCDA) matrix to evaluate the strategic utility of 

decentralized identities relative to traditional state-issued IDs from migrant, state security, and 

VEO stakeholder perspectives. The MCDA's weighted analysis reflects the analytical tension 

central to this forecast: the identity system gaining adoption momentum among Africa's 

displaced populations is not the one best aligned with U.S. security interests, creating a 

significant strategic asymmetry that the probability estimate is intended to quantify. Evidence 

regarding the current unidentified population, the technical efficacy of pilot SSI programs, and 

the digital trade dimensions of the AfCFTA relies on high-reliability data from the World Bank, 

GSMA, and UNHCR. However, significant intelligence gaps remain regarding the specific 

timeline and technical capacity for major VEO groups, such as JNIM or Al-Shabaab, to fully 

integrate these platforms into their operational tradecraft. Current adoption metrics are primarily 

driven by humanitarian and economic use cases rather than illicit evasion. In addition to 

traditional research techniques, Grammarly, Perplexity, and CoPilot were used to support editing 

and research for this forecast. 

 

Author: LTC Eric Giannaris 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.biometricupdate.com/202601/many-african-countries-will-operationalize-continental-dpi-frameworks-in-2026-report
https://www.gsma.com/solutions-and-impact/connectivity-for-good/mobile-economy/africa/
https://www.accessnow.org/wp-content/uploads/2025/02/KeepItOn-2024-Internet-Shutdowns-Annual-Report.pdf
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Portable Nanopore DNA Sequencing, Likely to Give African States a 

Decisive Governance Advantage Over Non-State Actors by 2045 
 
Executive Summary 

The Oxford Nanopore MinION, a portable USB-powered DNA sequencer costing approximately 

$1,000 to $3,150, is likely (55ï80%) to give African states a decisive governance advantage over 

non-state actors by 2045. Due to falling costs and deployment across 53 of 55 African Union 

member states, adopting states will detect outbreaks faster and track adversaries genetically. AI-

driven analysis tools are removing the expertise barrier that previously limited access. Despite 

foreign control of reagent supply chains and current gaps in scientific literacy among non-state 

groups, these barriers are not permanent. States that move first gain a compounding advantage in 

governance. States that delay risk ceding the initiative to organized non-state actors already 

building parallel health systems. 

 
Discussion 

The MinION is the specific innovation at the center of this forecast. It is a USB-powered device 

the size of a thumb drive. It reads DNA and RNA by passing 

genetic molecules through microscopic protein tunnels called 

nanopores (think of them as molecular scanners). The device 

measures the resulting electrical signals to determine the 

genetic identity of any pathogen, person, or organism. 

Conventional sequencing required machines costing 

$50,000 to $1,000,000 and climate-controlled laboratories. 
M The MinION runs on a laptop or solar battery. It moves 

decisive intelligence and health capabilities from nation-

state-exclusive control to any actor with approximately 

$1,000 to $3,150 in funds. H That transfer is the mechanism by which it shifts the balance of 

power. The focus of this assessment is not the device itself. It is what happens to governance, 

security, and legitimacy when both states and their adversaries can access it. 

 

For states, the MinION offers three advantages in 

governance. First, it enables outbreak detection at 

the point of care before a pathogen crosses borders. 

During the 2015 Ebola response in West Africa, 

Quick and Loman's Nature-published study 

documented MinION field deployments that 

returned sequencing results within 24 hours of 

sample collection. Health authorities used that data 

to identify and cut active transmission chains. H 

Second, it enables genetic forensics without 

Figure 1: The MinION sequencing 

device w/USB cable ðDNA sequencing 

is performed by adding a sample to the 

flow cell. 

Figure 2: The MinION w/laptop 

computer 

https://www.labx.com/categories-a/dna-sequencers
https://pmc.ncbi.nlm.nih.gov/articles/PMC5008457/
https://www.proquest.com/docview/1765089255?pq-origsite=primo&sourcetype=Scholarly%20Journals
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relying on foreign laboratory intermediaries. Security forces can sequence material from attack 

sites or from detained individuals in the field. Third, it strengthens border biosecurity at remote 

crossings that currently lack laboratory capacity. Each capability directly translates into territorial 

control and public trust in state institutions. 

 

Organized non-state actors with functioning administrative structures are the most plausible 

adopters of this technology. 

Al-Shabaab in Somalia and 

al-Qa`idaôs Jamaôat Nusrat 

al-Islam wal-Muslimin 

(JNIM) in Mali already 

operate parallel health 

clinics, a governance 

strategy that Ken Menkhaus 

and the International Crisis 

Group have documented 

extensively. H  In Mali, the 

state's limited-service 

provision outside Bamako 

has left a vacuum that non-

state actors have 

systematically filled. A 2019 

BMC Public Health study 

found that only 57% of the 

Malian population lived 

within five kilometers of a 

health center outside 

Bamako, compared to 93% 

within the capital. H Their 

existing parallel health 

infrastructure illustrates how 

organized insurgencies already step into these service gaps to build loyalty. H  

 

This assessment is inferential: I am not aware of any confirmed cases of MinION or similar 

portable sequencers being used by non state armed groups as of 2024, but the broader 

governance patterns that would enable such adoption are well established. Organized 

insurgencies have long operated parallel administrative and health systems in Somalia and other 

conflict settings, using service provision to build legitimacy and substitute for weak state 

capacity. These dynamics make loosely organized militias and criminal networks far less 

plausible near term adopters and concentrate the risk in movements with functioning 

Figure 3. DualȤUse Trajectories of Portable Sequencing Technologies: 

Stabilizing Effects for States vs. Destabilizing Effects for Organized 

NonȤState Actors 

https://www-jstor-org.usawc.idm.oclc.org/stable/pdf/4496459
https://www-proquest-com.usawc.idm.oclc.org/docview/3295144095?RAO=true&parentSessionId=hFPxm0uoYeq9xYmyfadrqTVpS%2BAgGjW8gMeXDtiXE4s%3D&pq-origsite=primo&searchKeywords=Gignoux%2C%20E.%2C%20et%20al.%20%22Assessment%20of%20access%20to%20primary%20healthcare%20in%20Mali&accountid=4444&sourcetype=Scholarly%20Journals
https://lastmilehealth.org/wp-content/uploads/2022/02/Mali_ICH-Country-Snapshot_English.pdf
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administrative arms. M  Beyond parallel governance, organized non-state actors could use 

MinION devices to develop countermeasures against state forensic tracking. That inference is 

based on documented adversarial adaptation behavior, not confirmed use. 
Adoption is unlikely to be a simple race. States will likely dominate in urban centers and formal 

institutions. Organized non-state actors will likely fill the gap in ungoverned rural spaces. The 

balance-of-power outcome will depend on which actor class integrates this capability more 

effectively into its operational model in each geographic context. This geographically 

differentiated forecast is the appropriate unit of analysis for the AFRICOM Commander's staff. 
 

 

Three barriers currently limit the MinIONôs power-shifting effect. First, flow cells, the single use 

cartridges the device requires, are proprietary consumables available only through Oxford 

Nanopore Technologies.  An actor dependent on this supply chain remains partially under foreign 

control. Second, interpreting MinION output currently requires bioinformatics training (the 

ability to read and analyze large genetic datasets using specialized software). AI-assisted tools 

are reducing this barrier for state actors. Non-state adoption of this capability has not yet been 

demonstrated. Third, regulatory restrictions in some African states may slow commercial access 

to the device. Enforcement of device access restrictions in weak-state environments is 

historically limited. None of these barriers is permanent in isolation. If a lower-cost competitor 

device enters the market before 2035, diffusion to all actor classes would accelerate. If Oxford 

Nanopore retains its monopoly, reagent dependency will remain a partial check on the forecast 

through 2045. 

 

The strategic implication favors states as the more likely early adopters. Peer-reviewed research 

confirms sequencing activity across 53 of 55 AU member states, indicating broad operational 

uptake by governments and public health institutions. H No non-state group has demonstrated 

comparable organizational capacity for laboratory-grade tools as of 2024. States that integrate the 

MinION into health, forensic, and border operations will govern more effectively than those that 

do not. Non-state actors with established administrative structures, specifically Al-Shabaab and 

JNIM, are the credible challengers in ungoverned rural spaces. The actor class that deploys this 

capability more effectively in its operating environment will hold greater influence over affected 

populations by 2045. 
 

Figure 4. Dual-Use Trajectories of Portable Sequencing Technology: Stabilizing Effects for States vs. Destabilizing 

Effects for Organized Non-State Actors 

Capability State Effect (Stabilizing) 
Non-State Effect 

(Destabilizing) 

Point-of-care outbreak 

detection 
Detects pathogens before 

border crossing; strengthens 

state authority 

Enables parallel health 

governance; builds rival 

legitimacy 

https://ctc.westpoint.edu/the-limits-of-shabaab-care-militant-governance-amid-covid-19/
https://www.proquest.com/docview/2628410447/fulltextPDF?RAO=true&accountid=4444&parentSessionId=bghFeRvCmN2u5L0a06WE4X7mMPgCR7FfjBZGTLoEcqQ%3D&parentSessionId=lUBpfps%2FtCKBNB1cNh0p%2BxRzHx8HV9F5d5cx0VxMOzQ%3D&pq-origsite=primo&searchKeywords=African%20coronavirus%20surveillance%20network%20provides%20early%20warning%20for%20world&sourcetype=Scholarly%20Journals
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Pathogen surveillance Reduces reliance on foreign 

labs; autonomous national 

capacity 

Disease surveillance in 

ungoverned spaces 

undermines state monopoly 

Genetic forensics Field identification of 

adversaries at attack sites 

strengthens security 

Counter-forensics to evade 

state genetic tracking 

Border biosecurity Remote crossing capacity 

without central lab 

infrastructure 

Biological material 

verification; trafficking-route 

integrity 

Livestock and disease 

monitoring 
Agricultural disease 

monitoring; food security 

governance 

Counter-forensics to erode 

state-tracking capacity 

Source: Author's synthesis. Derived from Oxford Nanopore Technologies documentation, Ebola field deployment 

literature, and AFRICOM governance frameworks. 

 

ForecastȤShaping Variables 

This forecast was tested against three critical assumptions using a Key Assumptions Check. Each 

assumption is sufficient on its own to degrade the forecast from likely to roughly even odds. 

 

Assumption 1: AI interpretation tools will mature sufficiently by 2035 to remove the 

bioinformatics barrier without specialized training. If AI-assisted analysis eliminates the need for 

expertise, non-state adoption becomes far more plausible. If that threshold is not reached, the 

power-shifting effect remains largely confined to states with laboratory infrastructure. This 

assumption is currently unresolved. 

 

Assumption 2: No lower-cost competitor breaks Oxford Nanopore's reagent monopoly before 

2040. If a Chinese or Indian alternative enters the market before 2040, diffusion would accelerate 

across all actor classes, and the ONT supply-chain chokepoint would dissolve. If ONT retains its 

monopoly, reagent dependency will remain a partial check on the forecast through 2045. This 

assumption is plausible but unresolved. 

 

Assumption 3: Organized insurgent groups develop the capacity to operate laboratory-grade 

tools within their governance structures by 2045. Al-Shabaab's administrative model, running 

parallel courts, clinics, and taxation systems across southern Somalia, suggests this is feasible 

within a 20-year horizon. JNIM's documented service-provision activities in the Sahel reinforce 

this inference. 
HШThis assumption is feasible but unconfirmed. 

 

Capacity constraints are real and well-documented. Operating MinION at scale requires 

sustained digital connectivity, trained scientific personnel, and domestic institutional 

https://www.crisisgroup.org/rpt/africa/mali/306-mali-enabling-dialogue-jihadist-coalition-jnim
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frameworks. Public health infrastructure assessments show that many AU member states still 

depend on external technical assistance to build these capabilities. M These barriers compress the 

early-adopter universe and slow the realization of the forecast. They do not reverse it. Falling 

device costs and AI-assisted analysis exert asymmetric pressure toward adoption, intensifying as 

sequencing networks mature. 

 

Analytic Confidence 

Analytic confidence is moderate. Peer reviewed studies document MinION deployments during 

the West Africa Ebola outbreak and the 2018 DRC yellow fever response, demonstrating that the 

device performs reliably in African field conditions. Additional peer reviewed work confirms 

sequencing activity across 53 of 55 African Union member states, indicating broad operational 

uptake by governments and public health institutions. This forecast was stress-tested against 

three critical assumptions using a Key Assumptions Check (see Annex A). Confidence does not 

rise because no confirmed cases of non state MinION use have been reported as of 2024, and the 

20 year forecast horizon relies on unresolved assumptions about AI maturity, competitor device 

entry, and the organizational capacity of insurgent groups to operate laboratory grade tools. The 

author used Microsoft Copilot, Perplexity, and Grammarly for editorial support. 

                    

Author: Charles M. Diggs 
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Hybrid Governance and Non-State Authority Will Become a Decisive 

Innovation in African Political Order Through 2045 
 

Executive Summary  

Hybrid governance and non-state authority are likely (55ï80%) to become the decisive 

innovation in African political order through 2045, as non-state armed groups (NSAGs) 

institutionalize the systematic delivery of security, justice, taxation, and basic services in direct 

competition with sovereign governments across the Sahel, Horn of Africa, and Lake Chad Basin.  

Due to chronic state fragility and junta governance failures that have left an estimated 950,000 

square kilometers of populated African territory outside effective government control, H 

compounded by the convergence of mobile money, encrypted communications, and LEO 

satellite connectivity that enables VEOs to administer parallel governance at scale and durability 

that previous insurgent models never achieved, hybrid governance zones are deepening toward 

institutional lock-in, with the decisive threshold assessed at approximately 2031. Despite 

ongoing counterterrorism operations across all five African theaters and African 

Union/Economic Community of West African States (AU/ECOWAS) frameworks for security 

cooperation, military approaches have consistently failed to translate tactical victories into 

governance legitimacy, because they address the symptom, violence, rather than the structural 

driver: the state's inability to deliver the security, justice, and basic services that VEOs provide in 

its absence. H  The 2045 question is therefore not whether hybrid governance zones exist, they 

already do, but whether the 2026ï2031 window will be used to mount a competitive state 

governance investment campaign before VEO administrative roots become self-sustaining, or 

whether African governments, regional bodies, and international actors will face the structurally 

harder problem of negotiating with parallel sovereignties that can no longer be simply defeated. 

 

Discussion  

The scale of hybrid governance in Africa has reached a threshold that demands reassessment of 

the state-centric frameworks that have dominated security analysis since decolonization. 

Fatalities linked to militant Islamist groups across Africa surged 60 percent between 2020ï2022 

and the current period, with 22,307 deaths recorded over the past year, the second consecutive 

year at record levels. H In Burkina Faso, military forces now freely operate in as little as 30 

percent of national territory, while militant groups have encircled roughly 130 towns and cities. H 

In Mali, JNIM accounts for 83 percent of Sahel fatalities and governs captured territory with a 

"light administrative structure" capable of dispensing justice, levying taxes, and exercising social 

control. H This is not insurgency in the classic sense of a temporary security void; it is proto-state 

competition, and the distinction matters enormously for how policymakers frame the 2045 

trajectory. JNIM's governance model has evolved to the point that women in communities under 

its longest-standing control, particularly in central Mali and northern Burkina Faso, report more 

positive perceptions of the group's administration than women in areas of more recent or 

https://africacenter.org/spotlight/en-2025-mig-10-year/
https://www.csis.org/blogs/examining-extremism/examining-extremism-jamaat-nasr-al-islam-wal-muslimin
https://africacenter.org/spotlight/en-2025-mig-10-year/
https://africacenter.org/spotlight/mig-2024-africa-constantly-evolving-militant-islamist-threat/
https://www.crisisgroup.org/rpt/africa/sahel-west-africa/321-le-jnim-et-le-dilemme-de-lexpansion-au-dela-du-sahel
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contested control. H Coercion and service provision are not mutually exclusive in the hybrid 

governance model; they are complementary instruments of legitimacy-building. 

 

 
Figure 1. Hybrid Governance Architecture by Theater: JNIM (Sahel), ISWAP (Lake Chad), Al-Shabaab (Somalia), 

2025 

 

ISWAP in the Lake Chad Basin represents the most institutionally advanced VEO governance 

model currently operating in Africa and provides the strongest analog for what hybrid 

governance institutionalization could look like at scale by 2045. The group has constructed 

formal departmental structures, the dawawin system, modeled on the Islamic State's 

administrative framework in Syria and Iraq but adapted to the Lake Chad Basin environment. It 

administers four geographic governorates, each headed by a wali, with separate departments 

overseeing military operations, taxation, religious enforcement, justice, and public welfare. H Its 

tax system operates across three formal categories: zakat, haraji, and darayib, each with a 

separate receipt issued after payment, providing the predictability and transparency that formal 

governance in Nigeria frequently fails to deliver. H International Crisis Group researchers 

estimated that between 800,000 and 3 million civilians lived under ISWAP governance as of 

2022. ISWAP's revenue, generated from fishermen, farmers, herders, and cross-border trade, is 

augmented by welfare provision: water supply, basic healthcare, and transportation services are 

provided free of charge. H The Institute for Security Studies explicitly recommends that the 

governments of Cameroon and Nigeria build equivalent infrastructure, drinking water, health 

centers, schools, and agricultural inputs, specifically to "counterbalance ISWAP's services to the 

communities." H This policy prescription is itself an acknowledgment that parallel governance 

has achieved a legitimacy foothold that kinetic operations alone cannot dislodge. 

https://www.policycenter.ma/sites/default/files/2025-12/2025-11-06_Corrine%20Dufka.pdf
https://www.thenewhumanitarian.org/analysis/2025/07/24/when-rebels-rule-iswap-formula-winning-support-nigeria-northeast-tax-control
https://issafrica.org/iss-today/lake-chad-basin-governments-should-redouble-efforts-against-iswap
https://www.thenewhumanitarian.org/analysis/2025/07/24/when-rebels-rule-iswap-formula-winning-support-nigeria-northeast-tax-control
https://issafrica.org/iss-today/lake-chad-basin-governments-should-redouble-efforts-against-iswap

























































