Counter-UAS Operations:

Safeguarding Freedoms & Preserving Privacy

Counter-Unmanned Aircraft Systems (C-UAS) detection tools help protect the public, critical infrastructure, and national
security sites from unauthorized drone activity.

These systems use a variety of sensors, including radar, radio frequency (RF) collection, imagery, and acoustic sensors,
to analyze the technical characteristics of signals, not the content of communications. They are engineered to detect
drone activity while safeguarding privacy and complying with federal law.

The analysis of RF signals to identify potential threats is legally permissible in the

United States, provided that the methods used do not intercept the contents of Byfacu,smg 4 h,awa
private communications. The legality hinges on a clear distinction between 3’9”3//5”3”5”””90'
analyzing the physical characteristics of a signal and accessing the information it rather than whatitsays,
carries. these systems function
How C-UAS Systems Detect as spectrum survey tools
Unauthorized drones can interfere with aircraft operations, disrupt emergency farsecurity, not as

response, threaten defense critical infrastructure, and create safety risks at major eavesdropping devices. 4 .
. . . 44 J
public events. To address these risks, C-UAS detection systems use layered =) d
sensing technologies to identify and track unmanned aircraft in the airspace.

Multi-Sensor Detection

C-UAS may employ one or more of the following sensor types:

* Radar: Radar systems detect physical objects in the air by transmitting radio waves and measuring reflections. This
allows operators to identify and track airborne objects based on their size, speed, and movement.

* Electro-Optical/Infrared (EQ/IR) Sensors: Cameras may be used to visually confirm the presence of a drone once
detected by radar or RF systems. These sensors assist in classification and tracking airborne objects.

* Acoustic Sensors: Some systems use acoustic detection to identify the distinctive sound signatures of drone motors
and propellers. This method detects airborne objects based on sound patterns, particularly in environments where
radar or RF detection may be limited.

» Radio Frequency (RF) Detection: RF sensors passively scan for the radio signals used to control drones or transmit
telemetry or video feeds. These systems analyze the technical characteristics of those signals to determine whether
they match known drone signature profiles.

What C-UAS Electromagnetic Systems Analyze
Drones communicate with their controllers primarily using radio signals. However, other forms of communication such as
LTE and fiber are becoming more common. C-UAS detection systems analyze those signals through:

» Detecting RF Signatures: Scanning for radio signals used to control drones.

Analyze Waveforms: Examining the unique shapes and patterns of signals to distinguish them from other RF
sources such as WiFi and Bluetooth.

Identifying Characteristics: Measuring frequency, signal strength, bandwidth, power levels, modulation type,
and timing.

Direction Finding (DF)/Triangulation: Using multiple antennas and signal processing algorithms to determine
the direction, location, and movement of the drone and/or its controller.

These detection systems are passive during this process, They listen to signals already being transmitted
and do not emit disruptive signals or actively interrogate devices.

A key distinction under federal law is the difference between:
* Analyzing signal characteristics, and
* Intercepting communication content
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Permissible Analysis and Signal Characteristics: C-UAS detection systems are designed to analyze only the physical
properties of a signal such as its frequency, power, and timing. This process, often referred to as “signal fingerprinting,”
allows operators to identify the type of transmitting device based on its electronic signature. With this fingerprint,
security officials can match them against a library of known drone signatures. Importantly, this analysis examines fow a
signal is transmitted, not what it says.

Electromagnetic Spectrum: Legal and Regulatory Compliance:

Prohibited Interception: Communication Content

Federal law prohibits the intentional interception of the substance of private electronic communications. Operational
use of C-UAS detection technologies complies with federal law and communications regulations.

To comply with this requirement:

» C-UAS hardware and software are explicitly designed to filter, truncate, or discard the data payload (communication
content) immediately upon reception.

« Systems do not decode message content.

» Systems do not read private communications.

« Systems function as spectrum survey tools for security, not as eavesdropping devices.

By focusing strictly on transmission characteristics rather than communication content, these systems safeguard
individual privacy while enabling effective security operations.

Engineers design C-UAS to adhere to privacy principles, including data minimization and secure handling. These
include:

* Real-time Processing: The raw RF signal used for analysis is typically processed in real-time and discarded.

* No Long-Term Content Storage: Communication content is not captured or stored.

+ Data Masking/Anonymization: If sensors inadvertently capture imagery, systems may incorporate privacy features
that automatically anonymize or blur sensitive identifying information—such as human faces or license plates—
when not relevant to a threat.

Adherence to Federal Surveillance Law: Operational use complies with:

The Electronic Communications Privacy Act (ECPA) (18 U.S.C. §8§ 2510): Prohibits the intentional interception of the content
of electronic communications.

The Pen/Trap Statute (18 U.S.C. 8§ 3121-3127): Criminalizes the recording or capturing of non-content information with
limited exceptions unavailable to private entities.

FCC Regulations: All RF-based equipment, including detection and any permitted mitigation systems, must comply with all
FCC rules regarding frequency use and equipment authorization.

Data Minimization and Retention Protocols: Engineers design the data management layer to adhere to privacy principles.
The raw RF signal used for analysis is typically processed in real-time and discarded.

RF and Communications Compliance: Compliance with federal laws governing communications is critical. Private entities
and most non-federal agencies are limited to passive detection.

Key Takeaways:

» C-UAS detection systems protect people, infrastructure, and national security assets from unauthorized drone
activity.

» They operate by analyzing technical transmission characteristics in the radio spectrum, not by accessing personal
communications.

» C-UAS are engineered with built-in safeguards and are operated in accordance with federal law and
communications regulations to ensure both public safety and privacy are preserved.

This document is informed by our understanding of laws and regulations, but it does not, and is not intended to, constitute legal advice.
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