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Name

Age and date
of birth

Home of record
(e.g, address and
telephone number)

Sex

Race or national
origin
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Privacy Rights
Alive vs. Deceased Guidelines

Privacy Rights

for the Living

Releasable, within the guidelines
described within the DoDI
1300.18, Department of Defense
Personnel Casualty Matters,
Policies, and Procedures. If
possible, release all services’
casualty names simultaneously.

Releasable only with permission
from individual

Not releasable

Releasable only with permission
from individual

Releasable

Privacy Rights
for the Deceased

Releasable, within the guidelines
described within the DoDI
1300.18, Department of Defense
Personnel Casualty Matters,
Policies, and Procedures. If
possible, release all services’
casualty names simultaneously.

Releasable only after next of kin
has been notified

Not releasable

Releasable

Releasable
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Marital status
(e.g, single,
divorced, married,
widowed, etc.)

Family member
information

(e.g, number, age,
sex or names)

Military or civilian
grade and rank

Salary and
allowance
information

Administrative
discharge boards

Selective early
retirement boards
and reduction in
force boards

Official
photographs and
biographies of
military and civilian
personnel

Official
photographs and
biographies of
individuals not
described above

Not releasable

Not releasable

Releasable

Releasable, except for basic
housing allowance

Not releasable

Not releasable

Releasable only with permission
from individual

Releasable only with permission
from individual or if it is
authorized by the Privacy Act
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Not releasable

Not releasable

Releasable

Releasable, except for basic
housing allowance

Not releasable

Not releasable

Releasable only with permission
from individual's family

Releasable only after the
investigation has been
completed and it has been 24
hours after the next-of-kin
notification
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Discharge status
information

(e.g., honorable,
under honorable
conditions, etc.)*

Not releasable, unless individual
gives written consent to release
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Not releasable, unless
individual's family gives written
consent to release

*If a case has received extensive publicity, the discharge status and condition information may be
releasable. Consult the local SJA, Secretary PA level or OSW/PA level for guidance in this situation.

Information oniill
or injured service
members

The apparent cause
of death

(e.g, homicide,
suicide)

Current, past
and future
assignments

Current or future
office and unit
address and duty
telephone number
for personnel or
units stationed
overseas or for
routinely
deployable or
sensitive units

Releasable only with permission
from individual or if it is
authorized by the Privacy Act

N/A

Releasable, except sensitive and
overseas assignments masked
in unit records

Not releasable

N/A

Not releasable until the
investigation is completed and
after consultation with the
investigative agency. Release
cannot be made until 24 hours
after next-of-kin notification.

Releasable, except sensitive and
overseas assignments masked
in unit records

Not releasable
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Information
concerning civilian
educational
degrees and major
areas of study,
school and year of
graduation

Employers of
Reserve or National
Guard members

Military awards,
decorations or
citations

Civilian awards

Regarding military
personnel board
decisions: Actions
that affect groups
(e.g., promotion
boards or
augmentation
boards)

In the cases of
service members
who have been
unaccounted for
from past conflicts

Not releasable, unless individual
gives written consent to release

Releasable only with consent of
the Reserve or National Guard
member

Releasable

Not releasable

Releasable

Public release cannot occur until
24 hours after the last of the next

of kin accepts the member’s
identification or 24 hours after

the last of NOK has been notified

that the Armed Forces
Identification Review Board has
upheld the identification.
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Not releasable, unless family
member gives written consent
to release

N/A

Releasable

Not releasable

Releasable

N/A
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Regarding
releasing the
names of persons
admitted to military
medical facilities

PA should coordinate responses
to queries or news releases
about the admittance or status
of patients with the military
treatment facility’s privacy
officer. Each location is required
to have an individual act in

this capacity.
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N/A
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