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Foreword

The Russia-Ukraine War will likely be one of the defining events of the twenty-first
century, providing lessons and warnings applicable to future situations. Whereas the
United States and its NATO allies eschewed the deployment of military forces to support
Ukraine (a non-NATO country) after the conflict began in February 2022, they did provide
substantial material assistance and other aid to Kyiv. One of the most critical aspects of this
support was the Joe Biden administration’s willingness to disclose Russian plans publicly
before the initiation of hostilities—a disclosure that aimed to deter, or at least disrupt,
the intended military campaign. Many practitioners and scholars considered this disclosure
a revolution in intelligence sharing, especially because the United States also supplied highly
sensitive intelligence to Ukraine. But the disclosure did not result from the immediate
Russian threat, as the US-Ukrainian intelligence partnership had started nearly a decade
earlier—a fact unknown before the fighting occurred.

In this monograph, Frank Leith Jones draws on reliable sources to provide a coherent
narrative of US intelligence disclosure and sharing from 2021 to 2024, connecting both
activities to a larger strategic framework and scrutinizing their effects at the operational
and tactical levels of warfare. In doing so, Jones presents a comprehensive overview
of US intelligence sharing with Ukraine and links related developments and reports
to theoretical frameworks (such as deterrence theory), the policy-intelligence relationship,
the integration of technology, and the role of organizational culture in intelligence
operations. The monograph is a major case study of the uses of intelligence sharing and the
ways in which intelligence cooperation with Ukraine and NATO allies supported a number
of vital US policy goals. Critically, the monograph also addresses how intelligence sharing
demanded an approach that balanced what the Biden administration hoped to achieve and
the risks it was willing to take, such as the risk of compromising its sources and methods.

As the case study demonstrates, the intelligence tool of statecraft is not used
in isolation from the economic, military, and diplomatic tools; rather, intelligence is employed
in conjunction with these other tools. Therefore, this monograph furnishes a series
of lessons learned for US national security organizations and leaders to internalize.
Emphasizing innovation, challenging existing paradigms, and connecting intelligence
to political will are all actions that provide important guidelines for future action, as well
as alert policymakers to potential perils.

C. Anthony Pfaft
Director, Strategic Research
and Assessment Department

and the US Army War College Press






Executive Summary

Officials in the US Intelligence Community have described its intelligence
sharing prior to and during the Russia-Ukraine War as unprecedented in the
breadth and speed of release. On March 17, 2022, in a testimony before the
House Armed Services Committee’s Subcommittee on Intelligence and Special
Operations, General Paul Nakasone, director of the National Security Agency,
stated he had “never seen it better” in his 35-year career. Nakasone was referring
to the sharing of intelligence to assemble a coalition, “shine a light on disinformation
operations,” and provide a partner with accurate, timely, and actionable intelligence.
Besides addressing why the United States shared intelligence in general,
Nakasone’s remarks outlined the Intelligence Community’s responsiveness
to President Joe Biden’s three preliminary policy objectives: help Ukraine defend
itself, bolster and unify NATO, and prevent a conflict with Russia.

Using accessible, verifiable Western-based sources, this monograph examines
US intelligence sharing before and during the Russia-Ukraine War, covering the
period from 2021 through the end of Biden’s term in office. The monograph consists
of three parts. The first part provides the strategic context, starting with a definition
of intelligence sharing and the relevant US laws, directives, and executive orders
that authorize such sharing with other countries. The author then examines the
US-Ukrainian intelligence partnership that developed soon after Russia’s annexation
of Crimea in 2014 and continued through 2024. Essential to understanding this
relationship is recognizing its consistency with the US goal of enhancing intelligence
collection against a strategic competitor. The discussion then considers the
US Intelligence Community’s support to policymakers during the 2021-22 Ukraine
crisis, a critical period in which the Intelligence Community provided warning and
strategic intelligence assessments that led to Biden’s decision to disclose intelligence
to Ukrainian political leaders and allies in support of his policy goals.
Biden’s decision to share sanitized intelligence with international audiences
to prevent Russia from invading Ukraine was the next occasion on which intelligence
sharing occurred. This part of the monograph concludes by describing how
US intelligence that was shared with Ukrainian armed forces at the operational
and tactical levels of warfare helped these forces defend their country and, eventually,
mount a counteroffensive.

'The monograph’s second part analyzes four important elements that made
US intelligence sharing particularly successful. The first element involved the value
of warning intelligence to policymakers, underscoring a key point: Such intelligence
is not helpful unless it can persuade the decisionmaker to act, as it did in this
case. The second element was intelligence for strategic messaging. The Biden
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administration released downgraded intelligence to reveal Russian intentions and
capabilities to global audiences for the purposes of both public diplomacy and
information warfare. The third element involved intelligence sharing to reassure
NATO allies and, more importantly, the deployment of numerous US intelligence,
surveillance, and reconnaissance platforms, as well as cyber defense teams,
to NATO countries. The deployment of high-end capabilities highlighted US resolve,
commitment, and risk tolerance, while also demonstrating trust in allies through
sharing intelligence from these assets and engaging in cyber counterintelligence
operations. The fourth element was the way in which intelligence sharing
helped the Ukrainian armed forces generate and apply additional combat power.
Army Doctrine Publication 3-0, Operations, defines combat power as “the total
means of destructive, constructive, and information capabilities that a military
unit or formation can apply at a given time.” In this case, intelligence, one of the
elements of combat power, was crucial to the effectiveness of Ukrainian combat
forces—from operational planning to tactical execution.

'The monograph’s third part details the redlines and risks associated with
intelligence sharing. Specifically, this analysis elaborates on the limitations
intelligence sharing at the strategic level—achieved through the public disclosure
of declassified information—has in deterring or dissuading an adversary from
acting. Further, the analysis highlights the significant risks the sharing of such
information poses to sources and methods, regardless of how rigorous the vetting
process for informational release may be. Each declassified report that is disclosed
or shared identifies a subject—an organization or an individual against which the
United States is clandestinely collecting information through human or technical
sources. This identification allows the adversary to improve its security, strengthen
its defense, and limit its vulnerabilities, thereby hindering current and future
US collection efforts.

Once a war begins, intelligence sharing principally moves from the strategic
to the operational and tactical levels. In the case of Ukraine, this transformation
explains how US policy ends steered intelligence sharing from the initial objective
of supporting Ukrainian defense to the more expansive aim of weakening Russia
and preventing it from taking future actions against other European countries.
In the view of President Biden, Vladimir Putin was not just attacking Ukraine
in February 2022; he was assaulting the elemental principles of sovereignty
and independence that safeguard peace and stability in the international order.
Even though the Biden administration established redlines to prevent Russia
from claiming the United States was a cobelligerent, redlines shift when adjustments
to the tactical situation render the stakes high. This shift is especially likely
to occur when the supported state begins a counteroffensive, as indeed was the
case in Ukraine. The US intelligence apparatus and military became part of the

v
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Ukrainian kill chain. With this step, the risk of the United States being drawn
into the conflict increased—Dboth because the tenets of international law were being
tested and because the United States could not always control how the Ukrainian
armed forces used US-provided intelligence in combat. The possibility of such
intelligence being used contrary to US policy goals or in violation of international
law was always present. Yet, even when controls on the use of intelligence existed,
the United States abetted horizontal and vertical escalation—an example of the
administration’s changed risk tolerance.

'The monograph’s third section also examines the two major lessons from
US intelligence sharing as they relate to future crises. The first lesson suggests
the public disclosure of intelligence to international audiences will not become
the new normal, though it will continue to have a role for two reasons.
Firstly, as Israeli scholar Ofek Riemer has demonstrated, the public disclosure
of intelligence is a performative act that strengthens public diplomacy and helps
global power projection consistent with the demands of the information age and
the present-day media environment. Secondly, such disclosure endures as a useful
instrument: At the strategic level, it can shape adversaries’ behavior while managing
security threats below the threshold of military confrontation.

'The second lesson emphasizes the criticality of the US Intelligence Community’s
organizational adaptation—achieved through innovative practices—to the dynamic
strategic environment. The Intelligence Community embraced several innovative
capabilities after Russia’s 2014 annexation of Crimea, an event that proved
to be a learning experience that was later institutionalized. Thus, however reluctant
the intelligence bureaucracy may have been to carry out the decisionmaker’s
demands—especially with respect to public disclosure—or however much the
enhancement of Ukraine’s military capabilities required new organizational
approaches, the Intelligence Community demonstrated a willingness to respond
by modifying its traditional ways of doing business.

Vil






PART 1

Defining US Intelligence Sharing
in the Russia-Ukraine War

'The United States’ involvement in intelligence sharing, which is also known
as US foreign intelligence relations, formally began in World War I when
the United States shared intelligence with France and the United Kingdom.
Since then, intelligence sharing—that is, “cooperation between a U.S. and a foreign
state or non-state intelligence service” regarding an issue of “mutual interest’™—
has become an increasingly essential element of US foreign policy, national security,
and even the enhancement of US defense capabilities." American intelligence sharing
with Ukraine in the Russia-Ukraine War illustrates the essential role of this form
of cooperation.?

'The United States grounds its intelligence-sharing decisions principally on the
benefit that will accrue to the United States by entering an intelligence-sharing
arrangement. Other important factors are US legal authorities, policies, historical
relationships, and mutual security interests.> Nevertheless, like all partnerships,
intelligence-sharing relationships involve tensions and potential obstacles
to cooperation, such as differences in values, ethics, legal authorities, and policies.
More critically, substantial risks are involved in intelligence sharing because
intelligence could be compromised through espionage or a partner’s inadequate
security measures. Yet, after several decades of experience with intelligence sharing,
the US Intelligence Community (IC) often deems the benefit of cooperating
with foreign partners as far outweighing the risk.*

'The primary means of sharing intelligence with allies and partners is through the
“exchange of information, raw data, or finished intelligence,” but the arrangements

1. Michael E. DeVine, United States Foreign Intelligence Relationships: Background, Policy and Legal Authorities,
Risks, Benefits, Congressional Research Service (CRS) Report R45720 (CRS, 2019), 1.

2. Adam D. M. Svendsen, “Connecting Intelligence and Theory: Intelligence Liaison and International
Relations,” Intelligence and National Security 24, no. 5 (2009): 707; and DeVine, Foreign Intelligence Relationships, 1.

3. Intelligence Reform and Terrorism Prevention Act of 2004, 50 U.S.C. § 3024(k) (2004);
National Security Act of 1947, 50 U.S.C. § 3001 (1947); Exec. Order No. 12333, 3 C.F.R. § 1.7(2)(6), § 1.7(b)
(5), § 1.7(f)(4) (1981); Office of the Director of National Intelligence (ODNI), Foreign Disclosure and Release
of Classified National Intelligence, Intelligence Community Directive 403 (ODNI, March 2013);
and National Security Council, National Security Decision Memorandum 119, “Disclosure of Classified

United States Military Information to Foreign Governments and International Organizations,” July 20, 1971,
Washington, DC.

4. National Security Act, § 3003.
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also incorporate “burden sharing in the collection and reporting on issues of mutual
interest.” Other areas of shared interest include “basing rights for conducting
intelligence operations, or privileges to host technical intelligence equipment . . .
joint covert action, collection, or exploitation operations, and . . . training.”
Most intelligence-sharing relationships are bilateral, but the Intelligence Community
establishes multilateral relationships with allied organizations and even coalition
partners when combat operations or other US interests necessitate these associations.
As the Ukrainian case indicates, the occurrence of war and the need to prepare
for conflict—especially among indications and warnings of an attack—
continue to be the greatest motivations for intelligence sharing.

In addition, a set of IC regulations, US laws, and other directives had
an important bearing on the United States’ decision to disclose downgraded
intelligence to the US and global publics, as well as to share finished intelligence
with US allies and partners (in this case including Ukraine, which is not a US ally).
By law, the director of national intelligence (DNI) is responsible for “oversee[ing] the
coordination of the relationships between elements of the intelligence community
and the intelligence or security services of foreign governments or international
organizations on all matters involving intelligence related to the national security
or involving intelligence.”” But the case of intelligence sharing with Ukraine
is different in two respects. In this instance, most senior US intelligence officials and
military officers believed the president must make the decision to share intelligence,
given IC assessments indicated a war between Russia and Ukraine may occur.®
Thus, the Intelligence Community’s first obligation was to provide an explicit and
persuasive intelligence warning to President Joe Biden, communicating US national
security objectives were under grave threat.” For this reason, Biden became the chief
official in charge of deciding whether to release declassified US intelligence to the
public. Second, Biden determined the extent to which the United States would
share intelligence with Ukraine and others, to achieve the US policy objective
of deterring Russia from invading Ukraine.

To accomplish the United States’ main policy aim, the Biden administration
initially used intelligence disclosure for three purposes. First, the public disclosure
of intelligence served as a strategic messaging tool, countering disinformation that

DeVine, Foreign Intelligence Relationships, 2.
DeVine, Foreign Intelligence Relationships, 2.
Terrorism Prevention Act, § 3024(k).

8. Erin Banco et al., ““Something Was Badly Wrong» When Washington Realized Russia Was Actually
Invading Ukraine,” Po/ztzca, February 24, 2023, https://www.politico.com/news/magazine/2023/02/24
/russia-ukraine-war-oral-history-00083757; and Shane Harris et al., “Road to War: U.S. Struggled to Convince
Allies, and Zelensky, of Risk of Invasion,” The Washington Post, August 16, 2022, https://www.washingtonpost
.com/national-security/interactive/2022/ukraine-road-to-war/.

N oo

9. Johnathan Proctor, (Re)defining Warning (National Intelligence University, August 2023).
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https://www.politico.com/news/magazine/2023/02/24/russia-ukraine-war-oral-history-00083757
https://www.washingtonpost.com/national-security/interactive/2022/ukraine-road-to-war/
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attempted to justify Russia’s invasion of Ukraine to the international community.
Second, by sharing intelligence with allies and partners, the United States sought
to build unity (principally among NATO member states), ensuring allies and
partners would assist Ukraine militarily, economically, and diplomatically if the
country was invaded. Third, in this context, intelligence sharing reassured NATO
allies—especially states on NATO’s eastern flank—the Biden administration
was aware of Russia’s potential actions against them, and the United States was
committed to their defense under Article 5 of the North Atlantic Treaty. Biden and
his senior advisers recognized the risks inherent in the public disclosure and sharing
of intelligence but believed the benefits outweighed those risks, and the intelligence
and military organizations involved adapted their processes to mitigate them.

After Russia invaded Ukraine, the United States adopted a new policy objective:
helping Ukraine defend itself against the Russian onslaught. The United States,
among other countries (most importantly the United Kingdom and Estonia),
shared intelligence with the Ukrainian government and military; intelligence
sharing became a tactical enabler of Ukrainian combat operations. But the Biden
administration incorporated policy constraints into its intelligence-sharing
processes so Russia could not claim the United States was a cobelligerent.
Yet, at the operational and tactical levels of warfare, US military and
intelligence agencies became deeply enmeshed in Ukrainian military operations.
As the situation on the ground developed, US policy objectives changed again.
Informed by US intelligence, Ukraine mounted a counteroftensive against Russian
forces in mid-2022; eventually in 2023, the Biden administration modified its
policy constraints. These modifications enabled the United States to provide more
sophisticated weaponry that used US intelligence to target Russian military assets,
thus allowing Ukraine to escalate the conflict horizontally (and, to an extent,
vertically). When Biden left office in January 2025, the principal question was
whether the Donald Trump administration would continue sharing intelligence,
and if so, under what conditions. If not, the issue was whether Ukraine could operate
effectively without US intelligence.

Building a US-Ukrainian Partnership

Euromaidan—the so-called revolution of dignity that ousted Ukraine’s
pro-Russian President Viktor Yanukovych and drove him from the country—
and Russia’s 2014 annexation of Crimea catalyzed the Ukrainian military and
security services to seek the United States’ assistance in improving Ukraine’s
intelligence and counterintelligence capabilities.’® To attract the US Intelligence

10. Greg Miller and Isabelle Khurshudyan, “Ukrainian Spies with Deep Ties to CIA Wage Shadow War
Against Russia,” The Washington Post, October 23, 2023, https://www.washingtonpost.com/world/2023

/10/23/ukraine-cia-shadow-war-russia/.
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Community’s interest, the chief of Ukraine’s military intelligence agency
(the Defense Intelligence of Ukraine [GUR]), Lieutenant General Valeriy
Kondratyuk, traveled to Washington.!' He believed Ukraine needed the
United States to help his country defend itself against Russia, but up to this point,
US agencies were suspicious; the Defense Intelligence Agency had already rebufted
an overture. During his visit to Washington, Kondratyuk turned over a collection
of top-secret Russian military documents to CIA officials, including information
on Russian weapons and military capabilities.'? The enticement succeeded after CIA
analysts vetted the material, but the general’s approach occurred at an opportune
time for Ukraine. After spending more than a decade focused on counterterrorism
and counterinsurgency, the CIA was revamping its directorate for Europe and
Eurasia, known within the agency as “Russia House,” by investing in the recruitment
of Russian sources.”* Moreover, the CIA decided to share intelligence with foreign
intelligence services. As one senior CIA official stated, “We used it as an influence
mechanism, in and of itself, to get governments to start cooperating with us that
had not done so” previously. Intelligence sharing also had another benefit, as this
official noted: It “allowed [the foreign services] to open taps of cooperation and
intelligence that they had theretofore not shared with us.”

Because Ukraine had formerly shared a close relationship with Russia,
the documents Kondratyuk handed over provided the US Intelligence Community
an “extraordinary window into Russia’s military and its political decision-making.”¢
The engagement was a step toward building trust and, subsequently, a partnership
between the intelligence services. By 2016, collaboration increased substantially.
The CIA helped Ukraine with its GUR rebuilding efforts, and a new CIA
station chief arrived in Kyiv and developed a solid relationship with Kondratyuk,
which accelerated the partnership. Accordingly, the CIA invested millions
of dollars in training Ukrainian intelligence officers—who were recruited to special,
compartmentalized teams to prevent Russian penetration—in espionage tradecraft.
This training enabled Ukrainian intelligence officers to operate as case officers
in Russia and among the pro-Russia separatist forces that controlled parts of eastern
Ukraine. The CIA supplied secure communications equipment and constructed
facilities—including 12 secret forward operating bases near the Russian border—

11. “History of the Defence Intelligence of Ukraine,” Defence Intelligence of Ukraine, n.d., accessed April 10,
2026, https://gur.gov.ua/en/content/creation.html.

12. Patrick Reevell, “How the CIA and Ukrainian Intelligence Secretly Forged a Deep Partnership,”
ABC News, January 17, 2025, https://abcnews.com/International/cia-helped-rebuild-ukraine-intelligence
-russia-invasion/story?id=116909361.

13. Tim Weiner, The Mission: The CIA in the 21st Century (Mariner Books, 2025), 358.
14. Weiner, Mission, 359.

15. Weiner, Mission, 359.

16. Reevell, “CIA and Ukrainian Intelligence.”
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to collect intelligence and intercept Russian communications that were relayed
to CIA and National Security Agency analysts. These facilities were built because
the stream of signal intelligence was so massive neither Ukraine nor the CIA station
in Kyiv could handle it. The level of trust became so high, within a year, the two
services conducted joint operations around the world, with Ukrainians posing
as Russians to gain access and recruit sources."”

The Security Service of Ukraine (SSU) also reached out to the CIA for
assistance after Ukraine’s new, pro-Western government assumed office in 2014.
American intelligence agencies were rightfully wary of cooperating with the
Security Service of Ukraine, because Russia’s Federal Security Service (the successor
to the Soviet KGB) had deeply penetrated the organization, as the new SSU head
Valentyn Nalyvaichenko quickly learned. Senior SSU officials had fled to Crimea
and Russia after Yanukovych was deposed. More harmfully, Federal Security
Service officers had been working in the Security Service of Ukraine’s cybersecurity
department. They wiped or infected computers with malware and departed
with databases that contained the names of Ukrainian military and
security-service officers. In Nalyvaichenko’s words, the entire organization had

been “totally compromised and destroyed.”*®

To address this risk, and because many CIA officers considered the
Security Service of Ukraine “too big to reform,” the service needed to root out
numerous officials who were still sympathetic to Russia or were actively working
with the Federal Security Service.”” The CIA and the FBI worked with SSU
leadership to establish a new organization, the “Fifth Directorate,” that was
insulated from the service’s other departments.?’ The CIA trained specially selected
recruits, who were born after Ukraine gained independence from the Soviet Union,
for a new counterintelligence force. The recruits were trained in “active measures,”
including sabotage operations beyond the front lines, covert missions to gather
intelligence and capture Russian drones and communications equipment, and
efforts to recruit informants in Russia’s proxy or separatist forces.”’ The CIA
provided secure communications gear and electronic surveillance equipment and,

17.  Reevell, “CIA and Ukrainian Intelligence”; Miller and Khurshudyan, “Ukrainian Spies”; Zach Dorfman,
“As the Russian Threat Grew, U.S. Intelligence Ties to Ukraine Deepened,” Yahoo News, February 2, 2022,
https://www.yahoo.com/news/as-the-russian-threat-grew-us-intelligence-ties-to-ukraine-deepened-225919359
.html; and Adam Entous and Michael Schwirtz, “The Spy War: How the C.I.A. Secretly Helps Ukraine Fight
Putin,” The New York Times, updated February 28, 2024, https://www.nytimes.com/2024/02/25/world/europe
/cia-ukraine-intelligence-russia-war.html.

18.  Reevell, “CIA and Ukrainian Intelligence”; Miller and Khurshudyan, “Ukrainian Spies”; and Entous and
Schwirtz, “Spy War.”

19.  Miller and Khurshudyan, “Ukrainian Spies.”
20. Miller and Khurshudyan, “Ukrainian Spies.”
21.  Miller and Khurshudyan, “Ukrainian Spies.”
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with the National Security Agency, helped the Security Service of Ukraine rebuild
its cyber defense capabilities against Russia. Additionally, the CIA conducted joint,
offensive cyber operations, and Ukraine provided copies of Russian malware
to United States Cyber Command for analysis.?

But CIA assistance was limited to intelligence collection and sharing.
'The Barack Obama administration specifically prohibited the CIA from helping
Ukraine conduct sabotage or lethal operations in Russia because administration
officials feared such operations would provoke Russia. Ukraine chafed at this redline
and disregarded it in 2016, when Ukraine sent its US-trained commando unit
to Crimea on a mission to plant explosives at a Russian military base. The mission
went disastrously wrong and Russian President Vladimir Putin threatened retaliation
publicly. Vice President Biden called then—Ukrainian President Petro Poroshenko
and warned him the United States would cut oft support if such a mission occurred
again. Some of Obama’s advisers wanted to end the United States’ collaboration
with Ukraine, but the CIA convinced the president otherwise. After this fiasco,
Kondratyuk was relieved as GUR chief and Major General Vasyl Burba replaced
him in October 2016.% Four years later, President Volodymyr Zelensky replaced
Burba with Lieutenant General Kyrylo Budanov. The US-Ukrainian relationship
flourished regardless of who was serving as GUR chief. As one US official noted,
the partnership “went from analytical exchanges to raw information exchanges.”*
Another stated, “The relationships only got stronger and stronger because both
sides saw value in it.”* Moreover, the relationship expanded. The CIA, the Defense
Intelligence of Ukraine, the United Kingdom’s M16, and the Dutch intelligence

service agreed to form a coalition to pool their intelligence on Russia.?

Ukraine’s ability to serve as a high-quality source of intelligence on Russia,
and the level of trust and confidence Ukraine and the United States had in each
other, would prove crucial by early 2021 when the Biden administration first became
concerned Russia might invade Ukraine.?” The partnership was “no wartime creation”,

22. Miller and Khurshudyan, “Ukrainian Spies”; Jason Jay Smart, “EXCLUSIVE: CIA Worked with
SBU to Root Out Russian Spies,” Kyiv Post, February 26, 2024, https://www.kyivpost.com/post/28678;
Dorfman, “Russian Threat”; and Entous and Schwirtz, “Spy War.”

23. Reevell, “CIA and Ukrainian Intelligence”; “Poroshenko: New Intel Chief to Give Fresh Impetus
to Military Intelligence in Ukraine,” Kyiv Posz, October 25, 2016, https://archive.kyivpost.com
/ukraine-politics/poroshenko-new-intel-chief-give-fresh-impetus-military-intelligence-ukraine.html;
and Entous and Schwirtz, “Spy War.”

24. Reevell, “CIA and Ukrainian Intelligence.”
25. Entous and Schwirtz, “Spy War.”
26. Entous and Schwirtz, “Spy War.”

27.  David Ignatius, “The Secret Planning That Kept the White House a Step Ahead of Russia,” The Washington
Post, May 26, 2022, https://www.washingtonpost.com/opinions/2022/05/26/biden-white-house-secret-planning

-helped-ukraine-counter-russia/.
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it came into being under three US presidents, and several senior intelligence officers,

including CIA directors, were willing to take bold steps to build it.?®

Prelude to Invasion

'The United States first became concerned about a possible invasion of Ukraine
in April 2021, when the Intelligence Community observed an upsurge in the number
of Russian forces near the Ukrainian border. Director of National Intelligence
(DNI) Avril Haines later stated the increase was not for “diplomatic effect.”®
She believed Putin was “clearly considering military action on some level,”
possibly a limited incursion given the magnitude of the forces present.?
William J. Burns, director of the CIA, agreed with Haines and indicated publicly
the administration was concerned about the troop buildup, leading to a consultation
with NATO allies. In addition, the sizable force presence created concerns in the
White House, prompting the United States and Russia to hold a June 2021 summit
in Geneva. According to Jake Sullivan, the president’s national security adviser,
one of the motives behind the conference was to “create an alternative path that
would involve Russia deescalating around Ukraine” and stabilize the US-Russian
relationship and the overall situation in Ukraine.” Healthy discussion about Ukraine
occurred at the meeting and the White House believed the crisis had been defused,
but the elation was temporary.** In July, Putin published a lengthy manifesto,
“On the Historical Unity of Russians and Ukrainians,” which asserted Ukraine,
along with Belarus, was part of a “triune Russian nation” based on history,
language, ethnic identity, culture, and Eastern Orthodoxy.* In a social-media post,
noted US journalist and historian Anne Applebaum characterized Putin’s essay
as “essentially a call to arms” that provided the rationale for a Russian invasion
of Ukraine.** Applebaum was not alone. The change in rhetoric could not be ignored,

and US officials believed it signified a change “in [Putin’s] mindset.”*
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In September 2021, Russia began its annual Zapad exercise—a joint strategic
exercise with Belarus. Analysts at the Defense Intelligence Agency noticed the
exercise was larger than the iteration that occurred in 2020, which was peculiar.
'The agency’s director, Lieutenant General Scott D. Berrier, called the information
a “pretty significant tell.”* That month, Joint Staft and Defense Intelligence Agency
personnel met with the chairman of the Joint Chiefs of Staff, General Mark A.
Milley. The personnel provided a preliminary assessment and informed Milley the
exercise was compellingly different in terms of force composition and other aspects.
Milley asked for more details, which, when provided, prompted him to believe the
issue needed to be discussed within the broader Intelligence Community.

'The Defense Intelligence Agency analysis was consistent with other ongoing
evaluations across the Intelligence Community. The analysis clearly indicated
Russia had carried out a sizable force buildup and intelligence suggested Russia was
planning to invade Ukraine. The Intelligence Community shared its views with
National Security Council staff, and because of the confidence the community
had in the assessment, “alarm bells definitely went off.”*® Secretary of Defense
Lloyd Austin and Secretary of State Antony Blinken received briefings on the
significant force presence, as well as, according to Blinken, “an understanding
of what the Russian leadership was actually thinking and planning for those forces.””
Russia’s apparent plan was first to destabilize Ukraine and then to invade.*

Ultimately, Biden’s top advisers briefed the president and the vice president
in the Oval Office in mid-October. The briefing consisted of detailed assessments
derived from communications intercepts, human sources, and satellite imagery.
Military topographical maps and other documents laid out the Russian forces’ size,
composition, disposition, capabilities, and operational plans. Evidence showed the
Russians were stockpiling munitions, food, and other supplies at troop locations.
This information indicated Russia intended to conduct a huge offensive on multiple
fronts, not a “mere exercise in intimidation,” as evidence had indicated in April.#
In turn, the advisers provided Biden with an appraisal of Ukrainian forces and
capabilities and underscored the fact Ukraine would resist. Delving further into
Russian plans, advisers presented probable Russian courses of action and described
how an invasion would unfold to include an air assault on Kyiv and a decapitation
of Ukrainian political leadership. Specifically, Milley told Biden the attack would
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39. Banco et al., “Something Was Badly Wrong.”
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occur on multiple fronts simultaneously in the winter, when frozen terrain favored
armor. Advisers estimated two forces from the north would seize Kyiv in a few days
and the Russian GRU (the Main Directorate of the General Staff of the Armed
Forces of the Russian Federation, its chief military intelligence service) would
eliminate Zelensky and install a government favorable to Moscow. A third force
would move westward from Russia to the Dnieper river, while a fourth would enter
from Crimea and capture the southeastern portion of Ukraine. After taking time
to regroup and rearm, the next move would be a westward attack toward a forward
boundary running north to south, from Moldova to Belarus, leaving a Ukrainian
rump state.*

Of course, doubters within the Biden administration held the buildup was
a Russian intimidation tactic, but the preponderance of intelligence suggested
Putin would strike. The United Kingdom’s intelligence system agreed with the
United States’ judgment. Caution demanded the administration prepare for the
worst-case scenario. Equally concerning were the possible threat to NATO’s
eastern flank, NATO member states’ lack of agreement on relations with Russia,
and weakened US credibility. The latter was especially relevant in terms
of intelligence, because of the United States’ flawed assessment of the Iraq War.*

In reaction to the assessment of Russia’s plans, Biden formed two immediate
goals. First, attempt to deter Putin, and second, provide NATO allies with
US intelligence to form a unified posture.* These aims translated into three
US priorities during this period of crisis: help Ukraine develop the ability to defend
itself, shore up and maintain NATO cohesion, and prevent a war with Russia.
The administration mobilized for the first two objectives, and the second objective
was a topic of discussion between the United States and major US allies at the
(G20 summit in Rome on October 30-31. Biden met with French, Italian, German,
and British leaders on the margins of the summit and shared some details about the
US intelligence. With the exception of the British prime minister, the leaders found
the notion of a Russian invasion implausible. But Blinken was optimistic because
the subject had entered the leaders’ awareness.*

Regardless of the allied leaders’ response to Biden’s briefing, after returning
from the G20 summit, Sullivan established a team that would organize the
National Security Council staff in response to the crisis. The team held daily meetings
to develop comprehensive US and NATO approaches to military, economic,
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diplomatic, and intelligence issues, taking a whole-of-government approach.*
Shortly thereafter, the National Security Council staff established and directed
a team of experts from several agencies, including the Intelligence Community.
This “tiger team” designed scenarios surrounding various Russian courses of action,
including a show of force to intimidate Ukraine, a limited incursion, all-out hostilities,
and an occupation of all or most of Ukraine’s territory. The team devised playbooks
to game out possible US responses to an invasion over a two-week period, as well
as to identify obstacles, risks, and advantages in US plans. The playbooks,
which integrated numerous studies and intelligence assessments, also considered
the likelihood of refugees flowing into neighboring countries, thus causing
a humanitarian crisis. Additionally, the playbooks considered other second-order
consequences of Russian economic retaliation, such as cutofts of Russian natural-gas
flows to western Europe and Russian cyberattacks. The team planned for black-swan
events; that is, highly improbable events that would have a severe impact on the
Biden administration’s ability to react. Further, the US Intelligence Community
began sharing its assessments with allies, and other agencies developed plans
to fulfill the president’s priorities.*®

By the end of October, based on new intelligence assessments the United States
shared with Kyiv, US officials believed the administration “would be foolish . . .
not to be considering the possibility of an invasion or incursion.”* Biden agreed
and dispatched Burns to Moscow in early November 2021. Burns was to inform
Putin and his closest advisers the United States was monitoring Russia’s unusually
large troop presence near Ukraine’s northern border—the Biden administration’s
step toward deterrence.’® Soon after arriving in Moscow, Burns conveyed this
message to Putin on a phone line inside the Kremlin, as the Russian president was
isolating himself at his Black Sea residence in the resort city of Sochi because of the
COVID-19 pandemic. Burns detailed Biden’s concerns about the possible invasion
and the consequences Putin would face if he put the plan into action. Biden hoped
the message would ease tensions between Ukraine and Russia, provide insight
into Russian motives, and deter any potential plans for an invasion, but Burns’s
visit yielded no positive results. In fact, Burns left Moscow believing Putin had
already decided to attack Ukraine because “strategically the window was closing
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on his opportunity to control Ukraine.”! Burns conveyed this belief to Biden when
he returned to the United States. Putin also believed he could drive a wedge among
NATO allies. Putin bet domestic political concerns would sidetrack Germany
and France because German Chancellor Angela Merkel was leaving office and
French President Emmanuel Macron, who was seeking reelection, had to cope with
challenges from the increasingly popular political right. The United Kingdom was
in an economic downturn resulting from Brexit and high energy costs in winter
2021-22. Europe was reliant on Russian oil and natural gas, and Putin believed
these domestic political circumstances would constrain a coalition’s ability to enact
sanctions. Additionally, Russia had accumulated financial reserves that would help
it endure economic penalties.*?

Because of media reports on the increased tension surrounding Ukraine,
on November 3, Milley made a public statement at the Aspen Security Forum.
Milley stated a Russian invasion was not imminent, but he remained concerned
about the significant size of the Russian military presence along the Ukrainian
border. Milley further stated, even though Russian movements were not
“overtly aggressive per se,” the United States was monitoring the situation
“with all of our capabilities.”3 Likewise, on November 2, during the UN Climate
Change Conference in Glasgow, Scotland, Blinken privately briefed Zelensky
on strong indications Russia intended to unleash a large-scale invasion of Ukraine.*
But Zelensky remained skeptical because the information was not specific enough,
and if the situation was urgent, the United States should have been providing Ukraine
with new, sophisticated offensive weaponry much earlier. Instead, the United States
had provided Ukraine with primarily defensive weapons from US inventories under
a presidential drawdown authority in late August 2021. Further, Zelensky did not
want to create an economic panic based on what he perceived to be speculation.”

Despite Zelensky’s rebuff of Blinken, the Ukrainian defense ministry modulated
its response to Russia’s abnormal troop buildup, citing it as a continuance
of the pattern of “transferring and accumulating military units for the purpose
of maintaining tension in the region and political pressure on neighboring countries.”*
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Zelensky’s advisers complained the United States had not taken sufficient action
to deter Russian aggression.”’

In mid-November, Biden sent Haines to Brussels to brief the 30 ambassadors
that composed NATO’s North Atlantic Council—the principal political
decision-making body that oversees security issues affecting the entire alliance—
about US intelligence on the situation and a possible Russian military intervention
in Ukraine. Haines’s assessment, which consisted of intelligence downgraded
for the council’s classified setting, was met with skepticism by several representatives.
French and German officials questioned the rationale for an intervention and stated
Russia would struggle to occupy Ukraine with the forces present. Others in the
meeting assumed the military buildup was an exercise, as Russia alleged, or perhaps
a coercive tactic to create fear. Or even if Russia did act, meeting attendees suggested
the action would be limited in scope. In Haines’s meeting with NATO intelligence
heads, some “dismissed the idea of an invasion out of hand.”® Another portion
articulated the belief, if NATO acted too robustly, the alliance might provoke Russia
to act in the way the United States suggested it was acting. The naysayers pointed
out the fact even Ukraine had doubts. The ambassadors from the United Kingdom,
Canada, and the three Baltic states agreed with the data Haines presented.
But the reliability of US intelligence was questioned.” The allies requested
additional proof, and some proof was forthcoming from the United States and the
United Kingdom. But the US Intelligence Community traditionally does not share
all its proof (especially raw intelligence) because of concerns some secrets may leak,
revealing the United States’ sources and methods. Thus, the French and German
governments remained unconvinced.®

Concerns about the United States’ reliability were not present within the
Ukrainian military, with which the United States had been sharing intelligence.
On November 19, Milley spoke with Lieutenant General Valery Zaluzhny, the
commander in chief of Ukraine’s military, about the situation.®® One day later,
Brigadier General Budanov, the GUR chief, discussed the Zapad-21 military exercise:
a joint Russian-Belarusian strategic exercise that was occurring in western Russia
and Belarus. Budanov stated Russia was using the exercise as a screen for an invasion
of Ukraine that would occur in January or February 2022. Budanov clearly stated

57. Bertrand et al., “CIA Director Dispatched.”
58. Walker, “War Foretold.”

59. Julian E. Barnes and Eric Schmitt, “U.S. Warns Allies of Possible Russian Incursion as Troops Amass
near Ukraine,” The New York Times, November 19, 2021, https://www.nytimes.com/2021/11/19/us/politics
/russia-ukraine-biden-administration.html; “North Atlantic Council (NAC),” NATO, updated October 21,
2024, https://www.nato.int/cps/en/natohq/topics_49763.htm; Banco et al., “Something Was Badly Wrong”;
Harris et al., “Road to War”; Walker, “War Foretold”; Ian Allen, “US Intelligence Reports Suggest Possible
Russian Military Invasion in Ukraine,” intelNews.org, November 22, 2021, https://intelnews.org/2021/11/22/01
-3110/; and Avril Haines, “Remarks” (speech, NATO Parliamentary Assembly Annual Session Award Ceremony,
Montreal, CA, November 25, 2024).

60. Harris et al., “Road to War.”
61. Barnes and Schmitt, “U.S. Warns Allies”; and Walker, “War Foretold.”

12


https://www.nytimes.com/2021/11/19/us/politics/russia-ukraine-biden-administration.html
https://www.nytimes.com/2021/11/19/us/politics/russia-ukraine-biden-administration.html
https://www.nato.int/cps/en/natohq/topics_49763.htm
https://intelnews.org/2021/11/22/01-3110/
https://intelnews.org/2021/11/22/01-3110/

Part 1 - Defining US Intelligence Sharing in the Russia-Ukraine War Out of the Shadows

US intelligence agencies were sharing their evaluations, and Ukraine’s intelligence
assessments about the timing of a Russian attack were “almost the same as our
American colleagues.”®

Meanwhile, Milley had given thought to Biden’s third priority, which was
directly linked to maintaining unity in the NATO alliance and supporting Ukraine
by providing materiel. Milley believed a crucial step in avoiding war with another
nuclear-weapons state was to keep the conflict within “the geographical boundaries
of Ukraine.”® Whereas Milley and his colleagues had no doubt Ukrainians would
strenuously defend their country, they recognized Ukraine’s limitations and had
questions about Zelensky’s leadership. Additionally, in comparison to Russia’s
numerical advantages in force size and weaponry, the Ukrainian military’s order
of battle ultimately meant Kyiv would fall to Russia.®*

The Biden administration did not relent in repeatedly telling Ukrainian
political leadership a Russian invasion was highly probable. In mid-November,
Dmytro Kuleba, the Ukrainian foreign minister, and Andriy Yermak, Zelensky’s chief
of staff, met with US Department of State officials. Kuleba stated senior US officials
again clearly communicated a large attack was likely and Ukraine should prepare.
But when Kuleba pressed for details, none were offered. The Ukrainian political
leaders did not dismiss the warnings, but Zelensky and his advisers needed to balance
the risks by preparing the country for war while simultaneously not sending the
economy into a tailspin.® Meanwhile, Biden stressed the need to overcome NATO
members’ skepticism. In Brussels, the United States shared additional intelligence
in a series of briefings, and Milley, Haines, and Burns telephoned their counterparts
to present additional classified information.®® After the United States had showered
NATO allies with information for a month, the United States and the unconvinced
allies reached an agreement: The opposing camps could hold different opinions about
the intelligence analysis, but they would consent to commence planning in case the
analysis was accurate. Risking time was better than being unprepared and giving
Russia a fait accompli, like in 2014, when Russia annexed Crimea using Russian
soldiers known as “little green men,” who achieved plausible deniability by wearing
masks and unmarked uniforms.®” Biden administration officials who had served
in the Obama administration in 2014 had learned from the experience.®®
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Jake Sullivan was one of those officials. This time, Sullivan and his Biden
administration colleagues understood the Russian “playbook,” and strongly
believed the Intelligence Community’s “early warning” gave them time to prepare,
as well as an opportunity to push back against Russia in the “information space.”®’
The administration realized two developments would assist it in this endeavor:
the commercial availability of open-source satellite imagery, which meant
nongovernmental organizations and individuals could access the images, and the
existence of social media, which created citizen journalists who could disseminate
information about events in real time.”” These unclassified sources could amplify
and verify the US government’s message, thereby enhancing US credibility
and influencing public opinion.

Based on its study of and experience combating Russia’s information-warfare
tactics, the Biden administration recognized Russia would spread disinformation
through multiple channels to justify its invasion. The US government would have
to arm itself to “expose” this disinformation and “discredit” Russia’s attempts
to use strategic messaging to legitimize its actions as a “just war,” consistent with
the principles of jus ad bellum.” 'The United States also knew it could not publicly
announce details about Russian planning, so the interagency team designed a strategy
to declassify some material. Sullivan engaged senior intelligence leaders in discussions
about how to downgrade the intelligence. Biden then directed the intelligence chiefs
to begin the process, gambling the strategy would succeed.”

The Decision to Disclose

Ultimately, as Burns related, “[t]he president made the decision to declassify
some of our intelligence relatively early on, which is always a complicated choice
to make.””® The decision was in keeping with Biden’s established priorities
for managing the Ukraine crisis, his attitude toward intelligence and its
functions, and his organization of the National Security Council staff.
But Biden’s decision also stemmed from his foreign policy experience,
which was a particularly important factor in the case of Ukraine. After
the Russian invasion of Crimea, at then—Vice President Biden’s request,
Obama empowered Biden to act as the United States’ principal interlocutor
in discussions with Poroshenko and his government. Accordingly, Biden devoted
substantial time to “direct diplomacy,” establishing cooperation and dialogue at the
highest level and deepening US-Ukrainian relations across six visits and numerous
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hours of telephone conversations.” Unlike others in the Obama administration,
Biden viewed “Ukraine as the front line in a larger battle to contain . . . Putin.””

Moreover, intelligence sharing and the public disclosure of intelligence were
consistent with Biden’s understanding of intelligence and diplomacy as instruments
of statecraft that can operate synergistically to promote foreign policy objectives.
The use of these tools, which Biden administration officials at the Department
of State called “intelligence diplomacy,” entailed warning NATO allies Russia’s
military buildup on its border with Ukraine signaled a potential invasion.”®
Haines’s briefing to the North Atlantic Council and Biden’s presentation to select
NATO allies on the margins of the G20 summit were designed to promote the
president’s second priority: strengthening and unifying NATO to prevent an invasion.
At the UN Climate Change Conference in Glasgow, Blinken, acting on behalf
of the president, sought to draw Zelensky’s attention to the alarming Russian military
mobilization and its possible consequences for Ukraine. Additionally, dispatching
Burns to Moscow to communicate the US Intelligence Community’s judgment
to Putin was a further diplomatic effort to de-escalate the crisis, consistent with the
president’s priorities. But dispatching Burns did not yield the results Biden sought.

In short, in autumn 2021, Biden clearly understood a Russian invasion
of Ukraine, resulting in an interstate war on the European continent, would have
grave consequences for European security and NATO’s future. The situation
necessitated sharing intelligence with NATO members for the purpose of initiating
a “transatlantic security dialogue” on the issue, as well as planning for an organized
response under US leadership.”” The threat of an invasion also demanded declassified
intelligence be shared with the global public to counter the Russian propaganda
model by forewarning of a prospective invasion, or at least to get ahead of a Russian
misinformation campaign. The sharing of intelligence was not without risk, so the
Intelligence Community created a meticulous vetting process to safeguard its sources
and methods as much as possible.

The interagency declassification process was simple. The interagency team
submitted to the Intelligence Community classified information it wanted
to share with other countries or disseminate publicly—information designed
to spoil Russian military planning or propaganda. The IC experts informed the
team about which materials could be declassified and shared or made public but
specified the Intelligence Community would not reveal the sources or methods
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by which it had derived this information.” The intelligence agencies remained
hesitant about the decision to publicize some of the most sensitive information
in their possession, which the White House appreciated, but the Biden administration
argued exposing Putin’s plans early might deny him the opportunity to concoct
an excuse to invade. Revealing the scale of the ongoing military buildup
on Ukraine’s borders would be the initial test of the Biden administration’s
information-warfare campaign.”

The trial run for public disclosure occurred on December 3, 2021,
when the White House purposely leaked material to 7he Washington Post, which the
newspaper then published. American intelligence officials spoke oft the record and
provided a declassified intelligence document and a map with satellite photographs
indicating the Kremlin was planning to conduct a multifront offensive in early
2022.'The US Intelligence Community predicted as many as 100 battalion tactical
groups—estimated to include 175,000 troops along with armor, artillery, and other
equipment—might be involved. Fifty battle groups were already deployed with
tanks and artillery.® The crisis was evolving into a potential conflict. The Biden
administration chose to prepare the international community, especially Western
governments and publics, for Moscow’s potential use of “strategic Maskirovka™—
disinformation and hybrid warfare—before its invasion of Ukraine.*

Meanwhile, the same week as the administration’s public disclosure,
Blinken traveled to Sweden for a meeting of the Organization for Security and
Co-operation in Europe’s Ministerial Council. He met with Russian Foreign
Minister Sergey Lavrov on the sidelines of that meeting to urge Moscow to forsake
its plans to invade Ukraine. In a bid to deter Russia, Blinken warned if the invasion
occurred, it would result in “serious consequences” for Russia.®* Lavrov’s response
was Russia would not be intimidated.®
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A notable lack of sanguinity was observed after the meeting. Michael Kofman,
director of Russia studies at CNA, said the United States confronted a dilemma.
“Doing nothing is not an option.”® Likewise, the United States is “not going
to fight Russia over Ukraine, and signaling strong political commitments that
we are not prepared to back meaningfully could have broader credibility consequences
if the worst comes to pass.”® A senior European diplomat added the Russian
deployment meant Ukraine would have extremely little warning before an invasion.
Hence, the United States and its European allies might not have the opportunity
to impose measures to prevent a large-scale war. The time for meaningful action
had come.®

On December 7, Biden convened a two-hour virtual summit with Putin via video
conference, attempting to demonstrate to France and Germany (the unconvinced
NATO allies) the United States was using diplomacy at the highest level to find
a peaceful conclusion to the crisis. During the meeting, Putin maintained large
numbers of Russian troops were present on the Ukrainian border because of concerns
about NATO expanding eastward; Russia’s mission was defensive. In response,
Biden warned an invasion of Ukraine would exact a severe and painful economic
price and would oblige NATO to provide Ukraine with additional defensive military
capabilities. After the conference, Sullivan informed reporters the United States had
clearly communicated “Things we did not do in 2014 we are prepared to do now,”
a reference to the US reaction to Russia’s annexation of Crimea.®” Sullivan added,
“[iln case of an attack,” the United States “would be looking to respond positively
if Baltic allies ask for additional U.S. ‘capabilities’ or ‘deployments.’”®

Based on credible intelligence, the Biden administration continued its planning.
'The president made clear to the Department of the Treasury he wanted to impose
sanctions that would hold Russia accountable and force Russia to recognize the
United States was prepared to inflict costs.®” The purpose of signaling and warning
of potential sanctions was to underscore the harsh impact sanctions would have
on the Russian economy and on Russian individuals, and perhaps also to deter Putin
from invading. The other aim was to attempt to limit the effect of sanctions on allies
and partners to the greatest extent feasible.”
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Based on its experience with Russian attacks on Georgia and Estonia,
the US Intelligence Community was also concerned Russia would conduct oftensive
cyber operations to destabilize and demoralize the Ukrainian population and
portray the Ukrainian government as ineffectual.”’ Consequently, defensive cyber
operations, also known as defensive cyber counterintelligence, had to be employed
to “understand the adversary and minimize the threat landscape to which
they might exploit; the product of this effort is usually reports and analyses that
defenders can use to complement their overall personnel, network, and information
security.” Given the threat of Russian cyber operations, in December 2021,
General Paul Nakasone, commander of United States Cyber Command and director
of the National Security Agency, deployed a hunt-forward team to Kyiv. The team
would work with Ukrainian Communications and Cybersecurity Troops to help
enhance the resiliency of Ukraine’s critical transportation and military networks.
'The team’s goal was to assist Ukraine in identifying and mitigating potential Russian
threats to its networks and to moderate the threats’severity. In addition to the team
in Ukraine, United States Cyber Command provided remote analytical and advisory
support.” This operation helped Ukraine “identify malware, tradecraft and anomalous
behavior” from its Russian adversary in Ukrainian transportation and military
networks and correct vulnerabilities.”

In early January 2022, the National Security Agency authorized the establishment
of a secure “direct communication line from the Ukrainian military to U.S. European
Command” in Stuttgart, Germany.” Biden prioritized keeping the United States
from becoming involved in a direct conflict with Russia, which influenced every step
the administration took. But the administration always ran the risk Russia would
interpret US actions to defend NATO members or to assist Ukraine as provocative
or escalatory. Nonetheless, the administration continued its efforts to persuade
the global community of Russia’s intentions while also attempting to dissuade
Moscow from striking Ukraine.”® As Blinken stated, these efforts were undertaken
“because maybe there was a way of averting a war.””” Under Secretary of State
for Political Affairs Victoria Nuland remarked, “There was a lot of coordination
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to explain . . . that we were trying to address the stated worries and requirements
of the Russian Federation to preempt a military move.””

‘Throughout January 2022, the National Security Agency and its cybersecurity
partners released unclassified cybersecurity advisories to alert others to the attacks
Ukraine was experiencing and used that information to protect against potential
Russian attacks on US critical infrastructure. The National Security Agency and its
partners shared classified information about these threats with other US departments
and agencies and updated the information constantly.”

On January 12, Burns traveled to Kyiv and met with Zelensky to provide
him with current intelligence about Russia’s plans to invade, which at that point
indicated Russia would attack from across the Belarusian border, driving southward
to take Kyiv, “decapitate the regime and establish a pro-Russian government.”®
Burns provided Zelensky with a candid assessment “With some fair amount
of detail, including, for example, the Russian intent to seize an airport northwest
of Kyiv called Hostomel, and use that as a platform to bring in airborne forces
as well as to accelerate the seizure of Kyiv.”'*! This information presented Zelensky
with a dilemma. Zelensky did not want to incite an economic or political panic,
and he was concerned a full military mobilization might allow Putin to claim Ukraine
was provoking a fight. Yet the intelligence was clear and Zelensky’s intelligence
services, especially Ukrainian military intelligence, agreed with US analysis and were
preparing for the worst-case scenario. Ukrainian intelligence services conducted
contingency planning and a training exercise, though they were still somewhat
skeptical Russia would attack.'® On the other hand, Zelensky and others expressed
frustration the United States was not sharing more information about its sources.'®

At a Pentagon press conference on January 14, reporters learned the
United States had credible intelligence indicating a Russian effort was underway
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to “create a pretext for a potential invasion” of Ukraine.'™ Specifically, US intelligence
discovered Moscow had already “pre-positioned a group of operatives to conduct
. .. a false flag operation—an operation designed to look like an attack on them
or their people or Russian speaking people” in eastern Ukraine.!® John Kirby,
the Pentagon spokesperson, indicated Russian “influence actors” were “already starting
to fabricate Ukrainian provocations that in both state and social media, to try to justify,
in advance, some sort of pretext for incursion.” An anonymous Biden administration
official contended Russia’s social-media disinformation campaign was an attempt
to frame Ukraine as an aggressor that had been preparing for an imminent attack
against Russian forces in eastern Ukraine. The United States shared this intelligence
with its allies.’” Five days later, on January 19, Blinken met with Zelensky and his
foreign minister in Kyiv, reiterating the intelligence warnings and emphasizing
US support. But Zelensky repeated the concerns he had expressed to Burns
about the potential to cause panic by publicly calling for military mobilization.
Zelensky and his top advisers reiterated their concern the United States’ predictions
might have the unintended consequence of starting a war.'%

In a press statement issued one day later, the United States announced Russian
intelligence services were recruiting “current and former Ukrainian government
officials to prepare to take over the government of Ukraine and to control Ukraine’s
critical infrastructure with an occupying Russian force.”” The United States
identified four officials, two of whom were current members of the parliament
of Ukraine, who were acting on behalf of Russia. Blinken stated the United States
would continue to collaborate with Ukraine to “identify, expose, and undercut Russia’s
destabilization efforts.”!10

American intelligence continued to give policymakers clear evidence Russia
was planning an invasion. On January 28, the Biden administration publicly
revealed Russia was constructing field hospitals and stockpiling emergency
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medical supplies such as blood.!'! Intelligence also showed Russia was conducting
other preparatory activities such as constructing temporary structures and roads
near the Ukrainian border.’?

Additionally, intelligence prompted the United States to take military action
to reassure its allies. On February 2, Biden approved the deployment of approximately
2,000 US forces to Germany and Poland, in addition to the forces on heightened
alert. Also on February 2, the Department of Defense (DoD) repositioned
a US Army unit of 1,000 personnel from Germany to Romania. In a brief
exchange with the media, Biden stated the measure was consistent with his earlier
message to Putin: “As long as he’s acting aggressively, were going to make sure
we reassure our NATO allies and Eastern Europe we're there” and Article 5
“is a sacred obligation.”'?

One day later, at a press briefing on February 3, a Department of State
spokesman revealed US intelligence had uncovered a Russian plan to invent a pretext
for invading Ukraine. Russia planned to use a fake video showing the Ukrainian
genocide of Russians or Russian-speaking people in the Donets Basin region
of eastern Ukraine. The video would show the supposed corpses of victims and
Russian-speaking actors would pose as grieving mourners. Russia had also staged
Ukrainian equipment and Turkish-made drones to give additional credence to the
propaganda. The United Kingdom conducted its own analysis and publicly agreed
with US intelligence. The details were also shared with US allies. The timing of the
release was instructive: Russia’s lower house of parliament, the Duma, was about
to consider legislation that would deem the separatist-controlled areas of eastern
Ukraine independent territories.'™*

American policymakers at various interagency levels frequently met to discuss
the possibility of the invasion occurring in the next few weeks. On February 10,
the Intelligence Community informed the White House and relevant departments
indicators suggested the Russian attack would occur around February 16 or 17.
Derek Chollet, Department of State counselor, stated, “We had had ample strategic
warning up to this point, but ... now we were getting into tactical warning of when
[the invasion] could start. Things really pushed into overdrive.”"® During a press
briefing on February 11, as part of the White House’s public-disclosure process
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to prevent Russia from gaining an early advantage, Sullivan stood at a podium
and instructed US citizens to leave Ukraine immediately, as the invasion could
occur “any day now.”"*® The lack of a certain date meant the Biden administration
was wary of predicting exactly when the invasion would occur. Intelligence indicated
Putin and his small group of advisers were attempting to discern when the forces
were ready to attack and when to give the invasion order. Because of the
US intelligence analysis, on the same day as Sullivan’s press briefing, Nakasone set
up a task force at the National Security Agency and United States Cyber Command."”
Yet, US intelligence analysts were also perplexed by the intelligence they were
collecting. Moscow’s war plans were not communicated to the field commanders
who had to execute them, intelligence officers did not know their orders, and troops
arriving in forward areas did not understand they were likely preparing for a conflict.
Overall, communication was generally lacking in Russian military channels.!®

At this tense moment, additional diplomatic efforts were made to shore
up NATO’s unity. Austin attended the NATO Defense Ministerial on February 15,
where the defense ministers addressed the alliance’s deterrence and defense,
as well as its support for Ukraine. At a press conference later that day,
NATO Secretary-General Jens Stoltenberg confirmed, though the ministers did
“not see any imminent military threat against the Alliance, NATO continues
to ensure there is no room for miscalculation in Moscow about our readiness
to protect all Allies.”'"’

On February 16, US and NATO officials stated they had intelligence
indicating Russia was not moving forces and weapons to its bases despite
claiming it was pulling back its units. Stoltenberg said no evidence existed
of “de-escalation on the ground.”’*® On the contrary, US intelligence officials
anonymously told the press Moscow had recently increased its military buildup
121

on the border by perhaps 7,000 troops.'*! Furthermore, at a White House press
briefing, Anne Neuberger, deputy national security adviser for cyber and emerging
technology, stated the United States believed Russia was responsible for recent

cyberattacks against Ukrainian banks. Neuberger continued, “We have technical
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information that links Russian—the Russian Main Intelligence Directorate,
or GRU . . . transmitting high volumes of communications to Ukraine-based
IP addresses and domains.”**? She stated the United States was continuing to provide
cyber defense support to Ukraine and had shared the “underlying intelligence
with Ukraine and with our European partners.”? Neuberger added, though the
attacks had minimal effects, they could be interpreted as “laying the groundwork
for more disruptive cyberattacks accompanying a potential further invasion
of Ukraine’s sovereign territory.”** The United States would continue to cooperate
with allies and partners “to disrupt and respond to malicious cyber activity.

That includes work to share intelligence regarding malicious cyber techniques.”'?

Following up on Neuberger’s briefing, Biden called several NATO leaders
on February 18 and provided the latest US intelligence assessment.'?® Doubters still
needed convincing, but the evidence was mounting. Given these developments,
diplomacy appeared increasingly unlikely to resolve the crisis.'?”

In Washington’s view, the “final potential opportunity, unlikely as it might
be, to avert war,” came on February 17 at the UN Security Council, where Blinken
delivered a speech regarding the peace and security of Ukraine.'?® Blinken clearly
stated he was present “not to start a war, but to prevent one.”**” He also stated
he was “mindful that some have called into question our information,
recalling previous instances where intelligence ultimately did not bear out.”’*
But in this instance, US allies and partners agreed with the intelligence.
Additionally, Blinken pointed out Russia’s fallacious claims over the past few

months were a foundation for legitimizing an invasion.”*! Blinken was convinced
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the invasion had been forestalled only because the United States was “able to call
Putin out publicly” by disseminating declassified information and because Biden
used the “bully pulpit.”*** Kirby, the DoD spokesperson, later added, though the
Russians “tried to weaponize information,” the United States proved to be more

agile in the information space and thus countered Russia effectively.’**

Nonetheless, the intelligence indicators kept piling up and could not
be disregarded, according to Milley. The Intelligence Community found Putin
had ordered the invasion to begin around February 22. Troops were moving
to their tactical positions, and Russia was observed conducting other activities,
such as preparing vehicles for airlift. Russia cranked up its disinformation campaign
with false-flag operations that blamed Ukraine for provocations including a car
bombing in the Donets Basin. Russia also issued a false claim the “Ukrainians were
staging some sort of radioactive event,” which US intelligence uncovered and publicly
disclosed.”* A more serious and visible indicator came on February 21, when Putin
signed a presidential decree announcing Russia recognized the independence of two
self-declared separatist regions of Ukraine: the Donetsk People’s Republic and the
Luhansk People’s Republic. The UN, NATO, and European countries denounced

Russia’s steps, though the moves again underscored the likelihood of an invasion.!®

Kuleba arrived in Washington on February 21 and met with Biden and Blinken
the next day to discuss the general situation, continued US security assistance,
and other topics.’*® That evening, Blinken and Brett Holmgren, the assistant
secretary of state for intelligence and research, were seated in a secure room
in the Department of State. In that room, Sullivan was chairing a meeting
of the National Security Council’s Principals Committee, which includes
cabinet-level officialsor equivalent. The meeting began with an intelligence briefing
that informed the senior officials Russia was about to start its full-scale invasion
of Ukraine. The principals decided, given the president’s guidance, sharing this
urgent warning with Ukraine was paramount. Senior officials learned Kuleba was
still in the building after his meeting with Blinken. Blinken, Sullivan, and Haines
then directed Holmgren and Morgan Muir (Haines’s principal deputy responsible

for integrating intelligence missions across the Intelligence Community) to leave
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the meeting and fashion language that could be shared with Ukraine after the
Intelligence Community approved its release. In 15 minutes, Holmgren got the
clearance and brought the downgraded intelligence to Kuleba, who subsequently
notified Zelensky he should prepare the country for war.’” According to Kuleba,
he had received “more-specific information” about the Kremlin’s war plans,
including specific intelligence on the Russian units that were prepared to attack,
the targets, and the sequence of actions.'*®

Unidentified Biden administration sources revealed to Newsweek the
United States assessed Russia would begin a full-scale-combat attack within the
next 48 hours—intelligence the United States had shared with the Ukrainian
government.'® That evening, the White House received an “urgent intelligence
flash,” indicating a “high probability” the invasion had begun.!** Russian artillery and
pre-assault fires commenced, and as intelligence predicted, Russian forces attacked
on three fronts. The invasion of Ukraine began at four a.m. on February 24, 2022.1

Intelligence Sharing for Combat Operations

A Principals Committee meeting occurred on the morning of February 24.
The agenda was dedicated to using current intelligence to assess the ways in which
the invasion was unfolding, Russia’s likely courses of action, and the quality
of the Ukrainian defense. According to Burns, US intelligence analysts had
no doubt the Ukrainian people would be determined to defend their territory.
Given the magnitude of the Russian assault, some administration officials thought
the Ukrainian capital might fall quickly as Russian forces thrust south from Belarus
to Kyiv.'*? Additionally, Biden directed the deployment of US ground forces
to frontline NATO states within 24 hours of the invasion, to deter an attack on those
allies. The deployment would also show Putin the United States was reinforcing its
commitment under the North Atlantic Treaty’s Article 5: “an armed attack against
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one NATO member shall be considered an attack against them all.”*** But Ukraine
was fighting for its existence, and the US intelligence apparatus transitioned its
primary focus to the battlefield, where it had been playing a major role in warfare
for weeks.

Before the invasion, the US Air Force, Navy, and Army, in addition to NATO
allies’ militaries, gathered intelligence and conducted daily intelligence, surveillance,
and reconnaissance (ISR) missions. These militaries collected intelligence
on Russian ground-force movements and other events using manned and unmanned
platforms along Ukraine’s border with Russia, and over Poland, the Baltic states,
and the Black Sea. This information was valuable to Ukraine and to NATO forces
in the theater, and the flights constantly monitored various Russian activities such
as military dispositions, underway vessels, air defense capabilities, and an electronic
order of battle. The intelligence flights also complemented the satellite imagery the
US Intelligence Community was collecting for analysis, assessment, and warning.'**
Once the invasion began, this support continued but as media reports indicated,
US, allied, and NATO aircraft were also flying “on the fringes of Ukraine’s airspace”
over Poland and Romania and elsewhere in the region. The aircraft were collecting
communications and electronic intelligence for analysis, dissemination, and provision
to Ukraine." But the Department of Defense characterized these flights as part
of NATO’s “air policing missions” in the region.'*

In February 2022, Austin ordered more than 300 personnel from the
US Army’s XVIII Airborne Corps headquarters, under the command
of Lieutenant General Christopher Donahue, to deploy from Fort Bragg,
North Carolina, to Wiesbaden, Germany: the headquarters of US Army Europe and

Africa. These personnel were to provide a joint task force—capable headquarters.'*’
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One month later, Ukrainian generals traveled to Wiesbaden to meet with Donahue.
As a result, the US military and the Intelligence Community (including the
CIA, the Defense Intelligence Agency, the National Security Agency, and the
National Geospatial-Intelligence Agency) supported the Ukrainian military with

a “vast American intelligence-collection effort.”*8

This effort “guided big-picture
battle strategy and funneled precise targeting information” to Ukrainian forces
in the field, helping them counter the Russian assault and, ultimately, mount a
counteroffensive.’ Specifically, over the next few months, an intelligence-fusion
center composed of US and coalition partners was established in Wiesbaden.
The center included intelligence officers, planners, and communications and
fire-control operators who created target-priority lists, analyzed data, and produced

and disseminated intelligence concerning Russian positions and movements.'

In early March 2022, the White House publicly indicated the United States
was sharing intelligence with Ukraine “in real time” to “inform and develop
[Ukraine’s] military response to Russia’s invasion.””" Some members of Congress
believed this step was leading the United States toward participating in the war.!*
Others welcomed the information after complaining the administration was
too slow to share tactical intelligence, the product provided was not sufficiently
detailed, and intelligence did not include targeting data. The latter issue had led
to questions about the United States becoming involved in the war as a cobelligerent
under international law. In response, Biden administration sources stated the
United States was “limited in its ability to collect real-time intelligence with
no one on the ground.”* The sources also indicated the United States struggled
to maintain secure communications with Ukraine during the conflict and
to ensure the intelligence was adequately reviewed to eliminate sensitive sources
and methods. Critics asserted such legal reviews and “technicalities” slowed the

release of intelligence.”*

Reports stated lawyers in the Department of Defense
and the Intelligence Community imposed directives that, in some instances,
limited the United States’ ability to provide targeting information against Russian
torces. These reports had some validity. In early March, US officials indicated the

Biden administration had recently adjusted its “guidelines for sharing intelligence
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with Ukraine” to overcome any obstacles that may have hampered release.!”

The intelligence provided was timely, being shared through a secure portal within
30 minutes to an hour after US intelligence agencies received it. American
intelligence supplied information about Russian troop movements and locations,
as well as intercepted communications about tactical plans.'*

In April, nearly two months after the invasion began, the Biden administration
indicated it was changing its intelligence-sharing guidance again. Haines and
Austin released new guidance stating the United States would furnish Ukraine
with intelligence that would enable it to target Russian military forces in the
Russian-occupied Donets Basin and Crimea. This decision was precipitated
by Russia’s redeployment of units from northern Ukraine and around Kyiv
to southern and eastern Ukraine. Russia appeared to be consolidating its forces
for a major offensive in eastern Ukraine.’’

'The previous DNI and DoD guidance was based on preliminary analysis
of Russian military objectives, which primarily included capturing Kyiv and deposing
Zelensky. Whereas the United States shared intelligence about “Russian capabilities
in Donbas and Crimea,” it refrained from “providing targeting data that would
enable the Ukrainians to take offensive action to recapture those territories.”’*®
American officials clarified, “As the conflict evolves, we continue to adjust
to ensure that operators have the flexibility to share detailed, timely intelligence
with the Ukrainians.”’* Nonetheless, the existing US policy would remain
in force, prohibiting the United States from providing Ukraine with intelligence
that would help it attack targets in Russian territory. This policy had been
“imposed to reduce the risk of broadening the conflict,” according to US officials.’®
Further, the White House directed no intelligence would be shared with Ukraine
regarding the locations of senior Russian leaders, such as the chief of the armed
forces. If Ukraine wanted to target these Russian locations, it would have to use
its own intelligence.'®! Reportedly, the United States was furnishing the locations
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of mobile military headquarters Russia used for command and control, which had
led to the killings of Russian generals and other officers.!*?

Even the term “targets” carried serious implications regarding the United States’
involvement in the conflict, and the limits of this involvement. A form of linguistic
gymnastics occurred as US officials claimed they were not providing targets to
Ukraine. The locations of Russian forces were called “points of interest” and airborne
threats were designated “tracks of interest.”’*3 These intelligence-sharing rules
were fashioned to lessen the risk of Russian retaliation against NATO members.'**
One incident underscores why such guidance was necessary.

In mid-April 2022, US and Ukrainian naval officers were conducting
a “routine intelligence-sharing call” when the US officers identified a ship
in the Black Sea as the cruiser Moskva: the flagship of Russia’s Black Sea Fleet.!®
The phone conversation ended with Ukrainian officers acknowledging this
information. Soon after, Ukraine conducted a missile strike against the vessel and
sank it. American officials were angry and panicky about the attack because Ukraine
had not divulged its plan to attack the ship, and officials were concerned they
enabled Ukraine to attack a valued Russian asset.’®® The successful attack against
a crucial platform for Russia’s military campaign was an undeniable Ukrainian
victory and an embarrassment for Moscow. Whereas the United States worried
about the consequences and was quick to state it had “no prior awareness” of the
attack, it did not stop sharing “maritime awareness” about Russian ships in the
Black Sea.'*” The rationale, according to a US official, was these vessels were
“launching missiles at Ukraine” and “could be used to support an amphibious
assault on the country.”*® The Pentagon underscored the fact Ukraine was ultimately

responsible for battlefield decisions.'®’

In May 2022, the United States refined its intelligence-sharing process again.
Task Force Dragon—which was the code name for the operational group composed
of US, coalition, and Ukrainian military intelligence personnel in Wiesbaden—
would identify Russian positions for Ukraine. But to protect the information
from Russia, the group’s sources and methods were not revealed. Over a secure
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communications system, Task Force Dragon only provided Ukraine with the target’s
coordinates and designated priority level. The initial “point of interest” to test the
process was a single stationary target, and shortly thereafter, intelligence was used
to destroy multiple targets in a battle.””® Task Force Dragon began to provide
target data quicker and Ukraine engaged the targets faster. Furthermore, the task
force became critical in overseeing Ukraine’s use of the sophisticated, US-supplied
High Mobility Artillery Rocket System. The task force reviewed Ukrainian target
lists, advised Ukraine on where to position its launchers, and suggested when
to conduct strikes.'”!

American intelligence was also helping Ukraine protect its own assets,
such as air defense systems and aircraft. The United States helped Ukraine shoot
down Russian planes and ensured Ukraine dispersed its air defense systems and
protected them against Russian strikes. This intelligence sharing was credited with
preventing Russia from gaining air dominance. Another asset the Intelligence
Community served was the Ukrainian president. The CIA dedicated resources
to protecting Zelensky from assassination.'’?

By mid-2022, the US military and the Intelligence Community had established
clear processes and loosened legal and policy constraints. According to US and
Ukrainian officials in one media report, as the conflict developed, the United States
had “increased the volume and speed of the intelligence it [was] providing.””®
In the same report, a Ukrainian official remarked US intelligence was being shared
in “real time” and characterized it as being “a key enabler of the Ukrainian
campaign.””* Additionally, Baltic intelligence services were contributing signals
intelligence that complemented US assistance. This US-Baltic intelligence
cooperation occurred because US and Baltic intelligence services had agreed
to divide their focus between different areas of Ukraine.!”

In July 2022, reports showed Russia was concentrating its forces in southern and
eastern Ukraine to take advantage of the gains Russia had made in the separatist
territories. A few months later, reports stated Ukraine had not been providing detailed
operational plans to the United States because Ukraine feared the plans would draw
attention to the country’s limitations and dissuade the United States from providing
sustained support. That attitude changed during the summer because Ukraine
needed US assistance in planning its counteroffensive in northeastern Ukraine.
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Because Ukraine shared its plans, the United States could then reciprocate with
advice and detailed data about Russian vulnerabilities.'”® Thus, a new level of trust
was surfacing, which proved critical to improving intelligence sharing and having
an impact on Ukrainian operations. In October 2022, the Biden administration
allowed the US Navy to share “points of interest” for Russian ships beyond Crimea’s
territorial waters.'”” The administration also authorized the CIA to assist Ukraine
in carrying out covert drone strikes on the port of Sevastopol inside Crimea.”®
Nonetheless, the Biden administration continued to be concerned about sparking
a broader war. Also in October, the United States intercepted a communication
by the Russian commander in Ukraine, General Sergei Surovikin. The communication
indicated Russia might have to use a tactical nuclear weapon to prevent Ukraine
from crossing the Dnieper river in the south and then making straight for Crimea.
American intelligence had already estimated Russia might use such weapons,
but gave the scenario only a 5 to 10 percent probability. Analysts grew concerned
if Russian defensive positions crumbled, the probability would increase to 50 percent.
But the Ukrainian advance did not go beyond clearing the Dnieper’s west bank.'”

A new phase of the US-Ukrainian partnership began in November 2022 and
continued throughout 2023. The United States still provided intelligence and worked
with Ukraine to prioritize points of interest, but Ukraine had gained sufficient
intelligence capabilities to enable Ukrainian military commanders to act more
independently. The US military continued overseeing these commanders’ actions
to prevent a broadening of the conflict.’®® To that end, Task Force Dragon ended
its mission in October 2022 and was replaced by a more permanent organization
in Wiesbaden, known as the Security Assistance Group-Ukraine. This group
grew to include 430 military personnel from the US military and the militaries
of other allied countries. Intelligence sharing remained one of the group’s missions.'!
'This organization would continue to support Ukraine by providing intelligence
for the remainder of the Biden presidency.
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PART 2

Warning: Employing an Advantage

The intelligence scholar Jack Davis observed the “central mission of intelligence
analysis is to warn US officials about dangers to national security interests and
to alert them to perceived openings to advance US policy objectives.”®? This mission
intends to counteract and mitigate surprise through warning intelligence: a specific
intelligence discipline in which the US Intelligence Community uses indicators and
warning methodology to collect, analyze, and disseminate intelligence products.
Through this process, the Intelligence Community notifies policymakers and
other officials of a foreign power’s imminent capabilities, intentions, and activities
that may aftect US national interests unfavorably. The intelligence must be timely,
explicitly communicated, and persuasive so policymakers act.’®> Many observers
agree Russia’s invasion of Ukraine vindicated US warnings about the attack.
Before the invasion, the warnings irritated Kyiv, which feared the information
only heightened tensions with Russia. Ukraine had dismissed Russian troop
movements near its borders as routine events since the 2014 annexation of Crimea.

Additionally, some NATO allies remained skeptical of US intelligence.’®*

The Intelligence Community began issuing warnings in April 2021,
when it first noticed tens of thousands of forces from Russia’s southern and western
commands were moving near Ukraine’s borders. According to a Russian source,
Russia was conducting a “surprise check” of its defenses.’® At first, the Intelligence
Community feared a new conflict was about to occur, but the alarm abated when
the Kremlin indicated it planned to withdraw its troops to their permanent bases.'®
Nonetheless, the activity got the Intelligence Community’s attention and warranted
further scrutiny. Throughout the summer, Biden administration officials watched
Russia mass troops and weapons along its border with Ukraine, and collected
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a substantial amount of intelligence on this development. In mid-September,
Russia and Belarus conducted the Zapad-21 exercise, which the Intelligence
Community followed closely because its scale and scope were larger than in previous
years. To some, that drill was a further indicator of Russia’s plans to invade Ukraine.'®’

Although the Intelligence Community did not have a clear understanding
of Putin’s intentions, it had penetrated the upper levels of Russia’s political,
intelligence, and military leadership, as well as its forces in the field, and had produced
sufficiently detailed intelligence about a potential “significant strategic attack”
on Ukraine.!® The evidence resulted in the critical October 2021 Oval Office
meeting of Biden and other top US national security officials.”® Intelligence also
indicated Russia believed it could “take Kyiv in seventy-two hours.” As a result
of this meeting, Biden specified three initial policy objectives, directed NATO
allies be briefed on the findings, and finally, directed the findings be disclosed
in The Washington Post in December 2021. In this case, the intelligence was timely,
precise, actionable, and communicated clearly and persuasively to the president
and his advisers.

Biden’s actions resulted in several advantages for the United States and,
ultimately, Ukraine. Most importantly, intelligence sharing mitigated strategic
surprise, defined as “an unanticipated development that erodes, if not ends . . .
prevailing strategic assumptions, undermines one or more existing policy lines,
and demands a meaningful response.”™" The US threat perception was accurate:
Russia planned to initiate hostilities. Once the intelligence convinced Biden,
the administration took a number of important steps to stimulate a consequential
initial response short of military engagement. First, the administration initiated
the public disclosure of declassified intelligence as a “prebuttal” to the Russian
information campaign.'”> Second, it eventually persuaded Ukraine and NATO
allies they needed to respond to and prepare for the invasion: the very definition
of a strategic-warning lead time. Further, two days after the invasion began,
NATO allies and the Ukraine Defense Contact Group (a coalition of nations and the
EU) increased their military aid to Ukraine, especially furnishing it with advanced
arms such as antitank weapons. Last, just days before the invasion occurred, the Biden
administration helped lead several nations to agree to impose economic sanctions
on Russia, including financial and trade restrictions and the freezing of Russian
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assets.” In summary, intelligence served as a foundation for other instruments
of national power.

'The one area in which a warning was exceedingly difficult to issue was the timing
of the invasion. Warning intelligence, though precise, could not determine the exact
date of the invasion, so the invasion was supported by some level of tactical surprise.
In December 2021, the Biden administration first warned about a potential invasion,
then openly articulated the date on which the attack might occur. When the attack
did not occur on the specified date, the administration provided a more ambiguous
range of possible dates, then finally, it stopped specifying dates.’* This chain
of modifications led to concerns about “crying wolf”—a process in which warnings
are issued but the consequences do not materialize.'”> Consequently, the audience
becomes desensitized and ultimately scorns subsequent warnings because it judges
them to be inaccurate. In fact, the warning paradox likely occurred within Putin’s
inner circle (siloviki) when the public disclosures surfaced. Putin and other officials
took counteractions, but the downgraded intelligence surely forced them to modify
or abandon certain plans or activities.” This result suggests the US Intelligence
Community was inside the Kremlin’s observation-orientation-decision-action loop:

a warfare concept US Air Force Colonel John Boyd introduced in the 1970s.

Boyd refined his concept of operating inside an adversary’s observation-
orientation-decision-action loop over the years and, as Brian Price has pointed
out, in the late 1980s, Boyd underscored the fact such operations could result
in disruptions such as “uncertainty, doubt, mistrust, confusion,” and other effects.’”
American intelligence that warned of the Russian invasion, and the publicly disclosed,
declassified versions of this intelligence, served the purposes highlighted by Boyd.
As Price points out, the outcomes of operating within the loop do not have to sow
chaos or collapse (that is, decisive effects); instead, they can create subtler but useful
effects such as uncertainty and doubt. When uncertainty and doubt creep into the
opponent’s perceptions, they can “reduce the speed and quality of decision making,”
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https://www.lawfaremedia.org/article/what-sanctions-has-world-put-russia.

194. “Biden Warns Putin Against Ukraine Invasion,” CBS Evening News, originally aired on December 7,
2021, YouTube video, 3:26, https://www.youtube.com/watch?v=R10-ar-3f9U; Yuliya Talmazan et al.,
“Biden Predicts Russia Will Invade Ukraine,” NBC News, updated January 20, 2022, https://www.nbcnews
.com/news/world/blinken-ukraine-russia-attack-short-notice-invasion-fears-mount-rcnal2691;
“Ukraine Crisis: Biden Warns Russia May Invade Next Month,” BBC News, January 28, 2022, https://www
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impacting the “crucial orientation phase” of the loop by creating vulnerabilities
in the adversary’s plans.'”® These susceptibilities result from the disrupter having
“superior situational awareness,” which the US Intelligence Community possessed
when it penetrated Moscow’s political, intelligence, and military organizations
using various collection methods.”” This superior awareness allows disrupters
to manipulate the strategic and operational environments and force the adversary
to rework its plans, delay action, and expend further resources.?” In the case of the
Russian invasion, changing the tempo proved particularly useful. This change did
not deter the Russian invasion; rather, it delayed action through the psychological
effects of breeding distrust, “magnifying internal friction,” and altering the
“fidelity of relationships or perception of facts.”? The delay gave the United States
space to conduct information maneuvers, as well as sufficient lead time in which
to gain the initiative. This lead time also allowed the United States to execute and
accomplish its two policy objectives: provide additional support for Ukraine’s defense
and develop a coherent NATO response by building trust through intelligence
sharing and diplomatic endeavors (which, in due course, brought about a unity
of effort).?? Thus, at the strategic level, the Biden administration’s preinvasion
intelligence sharing and public disclosures had significant effects in the human
domain, though these eftects had a limited duration.

Strategic Messaging:
The Nexus of Public Diplomacy and Information Warfare

'The Biden administration coined the term “intelligence diplomacy” to describe
how it was using “intelligence to support diplomatic activities and public diplomacy
to advance U.S. foreign policy objectives, inform partners, build alliances, facilitate
cooperation, drive convergence in approaches and views, and verify treaties.”?%
'The administration emphasized the use of intelligence disclosures to support
the diplomatic instrument of power and inform governments and global publics.
Intelligence diplomacy combined traditional diplomacy and public diplomacy.
In the lead-up to the Russia-Ukraine War, the release of declassified intelligence
addressed two of the administration’s policy aims: generate Ukrainian solidarity

within NATO and the international community, and in doing so, prompt the

198. Price, “Colonel John Boyd’s Thoughts,” 99.

199.  Price, “Colonel John Boyd’s Thoughts,” 98-99, 101.
200. Price, “Colonel John Boyd’s Thoughts,” 101, 103.
201. Price, “Colonel John Boyd’s Thoughts,” 101-3, 107.

202. Bernhard Schulyok et al., “Manoeuvre Warfare 2.0 — Information Manoeuvre,” Defence Horizon Journal
(blog), November 7, 2024, https://tdhj.org/blog/post/manoecuvre-warfare-information-manoeuvre/.

203. Holmgren, “Age of Intelligence Diplomacy.”

35


https://tdhj.org/blog/post/manoeuvre-warfare-information-manoeuvre/

Jones

international community to provide material support for Ukrainian self-defense.?**
In disclosing intelligence, the United States made a decision about the disclosure
dilemma, “which arises when states possess information whose wide dissemination
would yield political benefits but would also trigger negative political or operational
externalities.”*® In the case of intelligence disclosure, publicly releasing information
risks, or potentially compromises, the methods and sources used to gain it. The Biden
administration decided the scales tipped in favor of release, while managing the
risks. The United States collected open-source intelligence from commercial satellite
imagery and social media. Open-source intelligence assisted the United States
because it often verified US government disclosures, thereby lending credibility
to the information the government released.

Nonetheless, not all parties outside the United States were convinced.
When Haines shared classified intelligence with NATO allies, some remained
skeptical of the US assessment concerning the Kremlin’s intentions because the
United States did not reveal its sources. Allegedly, this skepticism prompted the
Biden administration to disclose the information publicly, especially after Burns’s
futile discussion with Putin in November 2021. But for other NATO members,
the continuous intelligence sharing and the apparent situation on the ground
convinced them the US analysis was accurate, or at least made them willing
to plan for an invasion and agree to the measures they would take should an invasion
occur.?’® Nonetheless, as one expert observed, “[t|he United States’ efforts to persuade
its allies of a pending Russian invasion of Ukraine . . . marked a notable shift

in the use of strategic intelligence.”*"

Another reason for the disclosure, beyond that of unifying NATO and promoting
solidarity in the defense of Ukraine, was to offset the Kremlin’s false narratives
and related propaganda activities. The United States intended to counter the
“firehose of falsehood” for which the Kremlin is famous.?”® In this respect,

the United States was engaging in information warfare—that is, “the mobilizing
of information to attain a competitive advantage and achieve United States
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(US) policy goals”™—from November 2021 up to the February 2022 invasion.*”
The declassification effort overall, and intelligence sharing with NATO
allies specifically, was designed to achieve the US aim of countering Russian
disinformation. More importantly, in the words of one national security practitioner,
the United States “seized the initiative in the information environment,”
which the Department of Defense has defined as the “aggregate of social, cultural,
linguistic, psychological, technical, and physical factors that affect how humans and
automated systems derive meaning from, act upon, and are impacted by information,
including the individuals, organizations, and systems that collect, process, disseminate,
or use information.”*?

In its efforts to counter Russia, the United States gained “first mover advantage.”!!

'This competitive advantage, which “prevents critics and adversaries from framing
the situation,” allowed US policymakers to “define the crisis, their motives,
and their actions first, consistently, and persistently.”?'? The Biden administration
made use of this advantage in December 2021, when it purposely leaked information
to The Washington Post, and even after the invasion. The administration continued
to inject sanitized intelligence and assessments into the information environment
to create strategic effects such as prebutting Russian plans or preventing Russian
actions. Thus, Ukraine and its supporters were either able to frame developments
before Russia could spread disinformation or thwart Russia’s efforts to legitimize
its claims Ukraine was the aggressor.?!?

A third effect likely occurred, as Stephanie Carvin points out. Intelligence sharing
for prebuttal purposes had the “effect of generating suspicion and confusion
within Russia’s intelligence services, increasing the level of paranoia about

leaks and moles.”?™*

Thus, intelligence sharing by Ukraine and its allies created
counterintelligence challenges. Russia’s principal intelligence agency, the Federal
Security Service, among other agencies, had to spend time and resources trying

to ferret out any double agents or subversives in the Russian government and military.
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Moreover, according to US intelligence intercepts, intelligence sharing sowed doubts
in the minds of Russian intelligence and military operatives, who were disturbed
US intelligence had disclosed their plans, diminished tactical surprise, and generated

doubt about operational security.?"®

The fourth effect was the valuable impact of open-source intelligence
on strategic messaging. Open-source intelligence includes reports from international
organizations, private-sector firms, think tanks, and the media, as well as individuals,
civil society, and various epistemic communities. Much has been made of how,
through publicly available information, nongovernmental organizations verified the
Biden administration’s declassified, public assessments and releases of information.
But these organizations also helped promote the Intelligence Community’s
“trustworthiness,” counter Russian disinformation, and prevent Russia from
dominating the global information space.?’® Nongovernmental organizations
achieved this outcome because individuals and associations became coproducers
of knowledge.?' 'They investigated the Biden administration’s claims and added
qualitative and quantitative information that then flowed through the organizations’

respective channels.?’®

Although the US military and the Intelligence Community predicted Putin
would order an invasion and expected Russia’s professional military to execute his
order effectively, the latter expectation was wrong. The Intelligence Community
underestimated Ukraine’s ability to hold out against the Russian onslaught
and overestimated Russia’s ability to seize Kyiv in a few days. The Intelligence
Community recognized its failure and has started to review its miscalculation.
The Intelligence Community also realized it continued to play a critical role in the
war by sharing tactical intelligence with Ukraine, thus enabling Ukraine to defend
itself successfully.?"’

Reassuring Allies: Demonstrating Resolve and Capability

'The most visible way in which the United States reassured its NATO allies
was by deploying forces to the alliance’s frontline states. But little attention has
been paid to how US intelligence sharing and intelligence cooperation contributed
to this objective. The employment of US intelligence capabilities and resolve
is a critical part of maintaining and enhancing an ally’s confidence in the
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United States’ commitment to NATO. Intelligence sharing demonstrated US resolve,
and even more importantly, was a tangible indicator the United States was using
its high-end intelligence capabilities to integrate military intelligence capabilities
and share finished intelligence with allies.??* This integration occurred at all three
levels of warfare, because reassuring allies was one of the Biden administration’s
foreign policy priorities.

At the strategic level, Biden, Haines, and Burns shared US intelligence with
NATO allies through meetings, briefings, and other communications, and (with the
United Kingdom’s collaboration) these officials were able to overcome some allies’
skepticism regarding the accuracy of US intelligence. Intelligence sharing served
to reassure other allies, such as Poland and the Baltic states, US analysis comported
with their assessments. Equally important, intelligence sharing reassured these
frontline allies (which are often considered the most vulnerable to Russian threats)
the critical capability of US warning intelligence was being used vigorously on their
behalf. Moreover, the United States allowed NATO members to share with Ukraine
some selected intelligence from US sources and methods.??! This authorization served
as another indication of reassurance. As Stewart Webb pointed out,
“intelligence sharing is the ultimate demonstration of trust and interoperability.”*
Intelligence sharing and interoperability were major facets of the European
Reassurance Initiative, which was initiated in 2014 after the Russian annexation
of Crimea, in support of NATO allies. The initiative demonstrated the
United States’ commitment to NATO members’ security.?*® After the Russian
invasion, American intelligence sharing at the national level confirmed the
United States’ continued commitment to the alliance.

One particularly strong signal of reassurance came in 2022, and again in 2023,
when the United States told its NATO allies China was considering supplying
Russia with ammunition and weapons, at Russia’s request. According to one
US official, the disclosure of such sensitive intelligence was another example of the
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United States “being far more open about intelligence matters than usual,” and the

disclosure was also an expression of trust and commitment to NATO solidarity.?**

A more robust signal of capability and commitment occurred at the operational
and tactical levels, when the United States deployed an “armada” of ISR platforms
from several NATO air bases to collect, analyze, and share intelligence data
with other NATO members.?” Furthermore, after the Russian invasion,
the US military used these ISR assets to support NATO missions and operations.
These assets provided situational awareness of the conditions on the ground, in the
air, and at sea, allowing the United States to help NATO members deter Russia
and defend member states against potential hostile actions by Russia under Article
5. The United States” national ISR capability, as part of the larger NATO ISR
Force, remained a critical element of the NATO intelligence network, supporting
NATO headquarters as well as multinational and national networks.??¢ For example,
the United States deployed ISR assets to the Baltic states and conducted missions
in their airspace, which meant US data collection and monitoring provided these
states with enhanced situational awareness and early warnings about possible attacks.

Other intelligence agencies also contributed to the reassurance mission.
The National Geospatial-Intelligence Agency shared satellite information with
US allies and trained some NATO militaries on an unmanned system that provided
overhead imagery when the conditions for collecting data via overhead satellites

were not favorable.??’

Likewise, the FBI worked with its European counterparts
to counter Russian criminal, cyber, and hostile intelligence activities such as
evading or violating sanctions and illegally transferring weapons and dual-use,
civil-military technologies.® Further, under Operation Atlantic Resolve, the United

States provided cybersecurity services to NATO members on the alliance’s eastern
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flank: Romania and Montenegro.?”” Additionally, given Russia orchestrated plots
against US military personnel and targeted US and European facilities for arson
attacks and bombings, the United States and its NATO allies increased intelligence
sharing within the alliance to counter “Russia’s campaign of covert sabotage
activities” in Europe.?*°

'The United States also shares intelligence for counterintelligence purposes.
This form of intelligence sharing—especially defensive cyber counterintelligence—
should not be neglected as it, too, helped reassure allies and safeguarded their
security by protecting them against foreign actors’ cyber intelligence-collection
operations. Defensive cyber counterintelligence seeks to “identify and counter
adversary intrusions before they occur as well as the efforts in identifying
and minimizing the threat landscape,” often using a red-team assessment.?*!
Defensive cyber counterintelligence is exactly the approach United States Cyber
Command took. According to one report, “Hidden away on bases around
Eastern Europe, forces from United States Cyber Command known as ‘cybermission
teams’ are in place to interfere with Russia’s digital attacks and communications.”**
United States Cyber Command openly reported it had stationed a hunt-forward
team in Lithuania for a three-month period beginning in March 2022. The team
would assist its ally’s cyber force in cyber defense operations. The command also
sent teams to Estonia, Montenegro, and North Macedonia for the same mission.?*
General Nakasone acknowledged publicly, “When Moscow ordered the invasion
in late February, we stepped up an already high operational tempo. We have been
conducting additional hunt forward operations to identify network vulnerabilities.
These operations have bolstered the resilience of Ukraine and our NATO Allies
and partners.”***

In all these examples, the United States showed its reassurance was rooted
in a shared commitment to its alliance responsibilities and a willingness to face the
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risks these actions entailed. In Burns’s view, US intelligence played an essential
role in US diplomatic efforts within NATO: “As Allied leaders and counterparts
have emphasized directly . . . the credibility of U.S. intelligence helped cement the
solidarity of the Alliance.””* Sharing intelligence “systematically,” Burns added,

is “the basis for good alliances and partnerships.”?

Tactical Enabler: Intelligence Sharing for Combat Power

Scholars and military professionals have recognized US operational and tactical
intelligence sharing was a critical element of Ukraine’s combat power. They have
asserted, without US intelligence, Ukraine would not have been able to stand
up against the sizable Russian force that invaded its territory.?*” This statement,
though valid, leaves out several other developments that made intelligence so crucial
to Ukraine’s operational success.

As noted, the US Intelligence Community developed a partnership with
Ukraine’s civilian and military intelligence services several years before the
Russia-Ukraine War began. During the prewar period, with US assistance,
the Ukrainian services’ technological capabilities and tradecraft became significantly
more sophisticated. Moreover, though Ukraine was not a NATO member state,
over the years it had aligned itself with the United States and US allies regarding
interoperability and “actionability” in ISR.?*® Ukraine achieved these results
by adopting NATO’s interoperable, standardized data protocols, as well as its
technical and doctrinal procedures. This adoption allowed Ukraine to process
and disseminate real-time intelligence feeds (applying them at the operational,
tactical, and planning levels), as well as to furnish timely warnings for defense.**
'Thus, according to one study, “By the time of the 2022 full-scale invasion,
Ukraine’s [command and control] had evolved significantly, better equipping
it to handle new challenges, integrate intelligence from Western partners,

and coordinate effectively with allied advisors.”**

'The United States’ efficient and rapid supply of intelligence enabled Ukrainian
combat operations. As Zvi Magen, Israel’s former ambassador to Russia and
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240. Bondar, Reshaping C4ISR, 2.

42


https://www.cia.gov/static/Director-Burns-Speech-and-QA-Georgia-Tech.pdf
https://www.cia.gov/static/Director-Burns-Speech-and-QA-Georgia-Tech.pdf
https://www.haaretz.com/israel-news/2022-04-01/ty-article/western-intelligence-has-been-a-force-multiplier-in-ukraine/00000180-5ba0-d718-afd9-dfbc2b130000
https://www.haaretz.com/israel-news/2022-04-01/ty-article/western-intelligence-has-been-a-force-multiplier-in-ukraine/00000180-5ba0-d718-afd9-dfbc2b130000

Part 2 - Warning: Employing an Advantage Out of the Shadows

Ukraine, noted, “The quality intelligence has been a major force multiplier.”**

'The range of intelligence disciplines Ukraine used was the key to its effectiveness.
Magen cited human intelligence, signals intelligence, and “cyberwarfare.”*
Additionally, the US and NATO militaries spent eight years training the Ukrainian
army for large-scale combat operations. Consequently, a workable intelligence
infrastructure (from the strategic to the tactical levels) was in place when the attack
began. As the war progressed, US operational and tactical intelligence served
as a critical enabler of the Ukrainian army’s successful combined-arms operations,
especially when coupled with other war-fighting functions: command and control,

fires, maneuver, and protection.

From the opening hours of the Russian invasion, US signals, imagery,
and human intelligence enabled the Ukrainian military to repel an air-assault
operation at Hostomel Airport and track force movements along axes of approach.
Additionally, the intelligence allowed Ukraine to disrupt covert assassination
attempts against Ukrainian political leadership, which Russian special forces and
others had planned to conduct in Kyiv.?*

In the succeeding days and months, the synchronization of intelligence
with other war-fighting functions continued, and even more importantly,
the US-Ukrainian intelligence-sharing relationship became even closer.
'The two countries placed military and intelligence advisers in Wiesbaden to assist
with targeting by vetting and sharing coordinates and overseeing precision-strike
execution; shared satellite imagery, signal intercepts, and other types of intelligence
collected using human assets, platforms, and new technologies; monitored Russia’s
planning for and execution of warfare; identified targets in the land, maritime,
and air domains of warfare; and defended computer systems and critical
infrastructure. These developments were, in some respects, an “intelligence sharing
revolution.”*** In the words of one study, particularly in the use of advanced weapons
systems, “the United States has been integrated into Ukraine’s ‘kill chain'—
the process of identifying, tracking, and eliminating targets using a mix of sensors
and platforms.”* Moreover, US intelligence helped Ukraine coordinate its
“battlefield strategy and objectives.”?*® Over a period of months, US-Ukrainian
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“analysis and integration” improved because of continuous application.?*” In turn,
this improved function “increased the speed with which Ukraine [could] find and
attack Russian military assets.”*® Further, some observers believed the “intelligence
relationship contributed to the destruction of Russian forces at Sievierodonetsk
in May 2022 and the defense of Kharkiv in May and June 2024, among other
important successes.”**” With respect to the latter event, the Biden administration
changed its policy and allowed Ukraine to strike the Kharkiv area with US-furnished
weapons, thus enabling Ukraine to defend itself from attacks on the border near
Kharkiv. This authorization did not change the US policy that prohibited Ukraine
from conducting long-range strikes inside Russia, in keeping with Biden’s third
policy objective of preventing a US war against Russia.?*

This same objective was tested during Ukraine’s campaign against
Russian-occupied Crimea: a Biden administration redline Ukraine contravened.
American intelligence had a major role in this campaign as well, but given the
target, “American and British officers would oversee virtually every aspect of each
strike, from determining the coordinates to calculating the missiles’ flight paths.”*?
The redline moved even further. For example, according to one report, the Biden
administration allowed the CIA to request “variances” that authorized it to support
strikes inside Russia.?? In September 2024, in Toropets, Russia (290 miles north
of the Ukrainian border), US intelligence identified a munitions depot that supported
Russian forces in Kharkiv and Kursk. The administration approved a variance;
CIA officers “shared intelligence about the depot’s munitions and vulnerabilities,
as well as Russian defense systems on the way to Toropets. They calculated how
many drones the operation would require and charted their circuitous flight
paths.”*? Conducting the attack was up to Ukraine, which it did successfully using

long-range attack drones.?*

The claim US tactical intelligence was enabling
high-risk attacks against Russia by mid-2024 seems to have a basis in fact,
and events such as the Toropets attack had the even more pronounced effect

of improving Ukraine’s combat effectiveness overall.
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Battlefield intelligence was not the only area in which US intelligence improved
Ukrainian capabilities. Cyber threat intelligence was also a major enabler in that
US intelligence helped Ukraine disrupt malicious cyber activity. United States
Cyber Command’s hunt-forward operations were useful as a form of defensive cyber
counterintelligence. The same is true for operations Ukraine carried out after the
invasion, with assistance from various US agencies. For example, the FBI provided
direct support to Ukrainian national security and law-enforcement organizations.
This support included information about Russian intelligence services’ cyber
operations, as well as information about potential or ongoing malicious cyber activities
and threats. The US Cybersecurity and Infrastructure Security Agency exchanged
technical information with Ukraine to help it mitigate cybersecurity threats.?*
Further, United States Cyber Command performed additional hunt-forward
operations to strengthen Ukraine’s and NATO allies’ resilience. United States
Cyber Command provided remote and analytic support to Ukraine, conducted
network-defense activities aligned with critical networks outside Ukraine,

and released cyber indicators of compromise that were valuable to Ukraine.?*

In addition, Nakasone confirmed the United States had conducted offensive
cyber missions against Russia in support of Ukraine after the invasion, but no other
details have become public.”” This kind of operation could be typified as offensive
cyber counterintelligence, which Robert M. Lee defines as “interactions with the
adversary to directly collect information about their intelligence collection operations
or to deceive them.””* As Joint Publication 3-12, Cyberspace Operations, indicates,
offensive cyber operations—which include cyberspace exploitation—“do not create
cyberspace attack effects.””’ Instead, these operations are conducted
to “gain intelligence, maneuver, collect information, or perform other enabling

actions required to prepare for future military operations.”?*

Regardless of the warfare domain, the Biden administration was very measured
in its intelligence support, whether the United States was sharing intelligence
or assisting Ukrainian intelligence services directly, as it did in the cyber
domain. The administration was mindful of the possibility Russia may accuse the
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United States of engaging directly as a cobelligerent. The United States weighed
the risk of providing intelligence support, but as the Russian-Ukraine War
continued beyond 2022, the United States kept moving its redlines and assuming
greater risk. As one former DoD lawyer stated, “When you have an ongoing conflict,
there is a risk that actions that directly enable one of the parties to conduct specific
operations may make the enabling state a party to the conflict. . . . It can be a very

”261

fine line.”*®! Legal scholars emphasized this point as well.

Intelligence Sharing: The Use of a Limited Instrument

The purpose of any instrument of national power is to advance a nation’s
policy objectives. In the case of the United States and its support for Ukraine,
Biden specified three initial policy aims. In his UN Security Council speech,
Blinken stated the first goal was to prevent a war. Consequently, others have
interpreted this statement to mean the United States sought to deter Russia from
invading Ukraine.?*? In other words, the United States sought to persuade Russia
not to initiate an attack, and to persuade Russia if it did attack, dire consequences
would follow. The United States could use one of two approaches: deterrence based
on punishment or deterrence based on denial.

With reference to the first approach, which would entail punishing Russia
for an invasion, considerable evidence showed the United States would exercise its
economic instrument of power to punish Russia through sanctions. Equally clear
was the fact the United States and its NATO allies would not employ military
force. Instead, the United States would use other instruments of national power,
such as military assistance, eventually providing Ukraine with lethal weaponry.
'The United States would also use the diplomatic instrument to achieve Biden’s
third aim of building support for Ukraine within NATO and constructing
a purpose-built coalition of non-NATO allies and partners. Sharing US intelligence
with Ukraine and disclosing downgraded US intelligence to global publics—
a form of intelligence sharing—addressed all three priorities.

In terms of deterrence based on denial—that is, deterring the Russian invasion
by making it “infeasible or unlikely to succeed” and thereby upending Russia’s
“confidence in attaining its objectives’—sharing US intelligence with global publics
was a step toward convincing Putin he would not accomplish his goals on the
battlefield.?** The granularity of the intelligence that was deliberately released
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or leaked likely served this purpose. Even the newer concept of deterrence
by detection, “the ability to generate and maintain situational awareness—
and deny the same to an adversary” (a form of deterrence by denial), was applied
by using various ISR platforms and networks to “deter opportunistic aggression.”**

Additionally, the collected intelligence shared with NATO allies and Ukraine

”265

was “publicized widely.”**> Even then, conducting a deterrence-by-detection mission

is recognized as “far from a panacea.”?®

Others noted the Biden administration claimed sharing intelligence with
Ukraine and publicly disclosing declassified intelligence would dissuade Putin
from using violence to achieve his goal of unifying Ukraine with Russia based
on his assertion of historical unity. They believed the exposure of Russian
operational plans and the alignment of the United States with other nations would
check Russian aggression. Department of State spokesperson Ned Price voiced this
contention: The purpose of revealing the intelligence was to “dissuade Russia from
continuing . . . a dangerous campaign.”” When neither deterrence nor dissuasion

occurred, some grumbled, including NATO’s secretary-general, who asserted
NATO had failed to deter Russia from attacking Ukraine.?*®

Ofek Riemer and Daniel Sobelman have posited “coercive disclosure™ —
the “deliberate public disclosure of intelligence data as an instrument of influence
and coercion” (a form of coercive diplomacy)—was the end.?” They contend coercive
disclosure is “designed to maintain deterrence and avoid conflict” because it engages
numerous audiences, domestic and international publics, and governmental and
nongovernmental organizations; therefore, the adversary cannot discount

or write off the revelations.?”°

But the selective use of intelligence to support
policy remains risky, as it can compromise sources and methods or inflict
reputational damage if the disclosure is incorrect or inaccurate. In the case
of Ukraine, disclosures fashioned a narrative portrayal of Russia as the aggressor

and Ukraine as the victim,which helped unify NATO. But Russia proved to be
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a “determined adversary” that did not fear this “informational threat” because it did
not represent a costly enough blow to Russia’s international image or the legitimacy
of its actions, making the autocratic state less vulnerable to coercive disclosure.?”!
'The disclosure likely disrupted and delayed Russia’s plans at the operational level,
which may have been disconcerting, but the disclosure proved to have limited
power at the strategic level, as it did not deter Russia.?”* Antulio J. Echevarria II
has pointed out, during the 2021-22 crisis period, the United States and NATO
allies undertook a prudent, “risk-averse” approach, in which they used economic,
military, and diplomatic instruments that “enabled Washington and Brussels to
seize the moral high ground and to condemn Moscow for its renewed aggression
against Ukraine. In effect, NATO found itself in a position to raise the risks and
costs of war for Russia.”*”*

Thus, to blame the public disclosure of intelligence for the failure to deter
or dissuade Russia expects too much of this instrument. Even integrating
coercive disclosure with other instruments of power cannot guarantee
a determined adversary such as Russia will back down, no matter how stridently
the United States communicates its political will, credibility, or capability to support
Ukraine. The power of coercive disclosure was especially limited because Biden
ruled out the possibility of US forces becoming involved in countering Russian
belligerence. One reason why Russia resisted coercive disclosure is, in Putin’s mind,
the costs of defiance were less than the costs of compliance, and any incentives the
United States or others offered Putin were deemed inadequate compared to the
political benefit he gained. Further, Putin believed Russia could withstand the
international community’s opprobrium and the adverse economic consequences
the country would suffer. He also trusted Russian military forces would deal
with Ukrainian forces expeditiously and easily.

Bettina Renz calls attention to several other reasons why the Russian invasion
of Ukraine was not a deterrence failure. Since the Russian annexation of Crimea
in 2014, “the West did not articulate a strategy aimed specifically at deterring
a Russian invasion.”?”* Further, NATO forces were not involved in protecting
Ukraine because the country was not a NATO ally; therefore, the West’s deterrent
options were “severely limited.”*”> Renz points out the threats the West made,
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especially the threat of economic sanctions, were not sufficiently costly ones
in Putin’s view; the Kremlin believed Russia could weather them. The West
supported Ukraine by providing nonlethal equipment prior to the invasion,
but this support was not adequate for Ukraine to deter Russia or fight a high-intensity
war, and Moscow had confidence in its military forces’ ability to sweep through
Ukraine. The West also overestimated its ability “to influence Russian decision
making.”?” For these reasons, by late 2021, the West was engaged in “reactive crisis

management,” not deterrence.*”

Instead of pointing out the fact intelligence sharing and public disclosure did not
prevent the outbreak of war, these two steps should be examined for what benefits
they did have. As noted, the laws, policies, and directives governing intelligence
sharing underscore the benefit that must accrue to sharing. Intelligence sharing
served several political purposes and required the Biden administration to draw
redlines and manage risks at all three levels of warfare.
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PART 3

The Potential for Provocation: Redlines and Risks

'The Biden administration drew its redlines regarding intelligence sharing
and the public disclosure of intelligence long before the Russia-Ukraine War
started. The redlines further defined the parameters for two of the president’s
policy objectives: help Ukraine defend itself and prevent a US war against Russia.
The first step in addressing the redlines for both objectives was to comply with
international law. Even before the invasion, at issue was the level of support the
United States could provide Ukraine legally without becoming a cobelligerent.
As noted legal scholar Michael Schmitt underscored, Ukraine enjoyed the right
to self-defense under Article 51 of the Charter of the UN, and “therefore the right
to request even forcible assistance in collective self-defense from other States,
since the original Russian ‘armed attack’ in 2014.7%’8 Schmitt concluded sharing
intelligence at the strategic level, such as by informing Ukraine of Russia’s intentions,
would not make the United States a party to a potential conflict. The same was
true at the operational level of warfare. Providing information about Russia’s plan
of attack, order of battle, disposition of forces, logistical activities, and level of troop
morale would not make the United States a cobelligerent. The United States was
assisting Ukraine in its self-defense under Article 51 of the Charter of the UN.?”

The second major decision regarding a redline concerned the sharing
of downgraded intelligence with global publics. In this case, the issue was not
legal provided the president or the DNI approved the release of intelligence.
Instead, sharing downgraded intelligence was a policy decision and the Biden
administration established “guiding principles to help inform requests to share
or release intelligence to support diplomatic objectives.”*** These eight principles
were intended to complement the Intelligence Community’s existing disclosure
policy. Expressly, public releases would “support a defined policy objective,”
be “integrated with other elements of national power,” “prioritize engagement
with allies and partners,” and provide information not available in open sources.?*!
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Additionally, the disclosure should be convincing and trustworthy; assess the
potential policy benefits versus the risk to sources and methods; and be easily
comprehensible to its proposed audience. Most importantly, the declassification
of intelligence for diplomatic purposes required the intelligence to be processed

through established IC coordination channels.?®

After the invasion, the issue of legality arose again regarding the question
of sharing actionable intelligence at the tactical level of warfare. This issue was
problematic and difficult to resolve because, as one eminent legal scholar stated,
“international law is not always clear, settled, or self-executing.”*3 Scholars and
US government lawyers pointed to one major redline: whether the United States
was supplying intelligence as opposed to being involved in targeting decisions
or providing direct targeting support.?®* Nevertheless, some argued providing
Ukraine with operational and tactical intelligence for it to use in attacks amounted
to a “‘use of force’ under international law” and the “support qualifies” under the
Charter of the UN as “lawful collective self-defense.”?** But few argued for the
existence of a “legal distinction between merely providing geolocations of various
Russian positions that could threaten Ukraine’s security and making targeting
decisions on behalf of Ukraine.”?*¢ The Moskva incident, and a May 2022 report
tfrom 7he New York Times stating the US military was providing intelligence
on the battlefield locations of Russian generals, required the Pentagon spokesman
to reiterate the United States was sharing intelligence only. The United States did
not provide intelligence to help Ukraine kill Russian generals on the battlefield
or participate in Ukraine’s targeting decisions, either in the attack on the Moskva
or in any other tactical action.?®” Plausible deniability was built into the system when
the United States used terminology such as points of interest and tracks of interest.

Nevertheless, concerns remained because, in the view of many observers,
the United States kept moving its redline. This evolution became more apparent
two months after the invasion began. On April 12, 2022, media reports surfaced
stating Austin had issued new guidance on sharing intelligence to support Ukrainian
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attacks in the Donets Basin region.?®® This latest direction appeared to be a sign
the United States was helping Ukraine escalate the war horizontally since Russia
had occupied that territory for eight years.

At a news conference on April 24, Austin acknowledged the United States
had an aim other than protecting Ukraine’s sovereignty and territorial integrity.
He stated, “We want to see Russia weakened to the degree that it can’t do the kinds
of things that it has done in invading Ukraine.”*** Austin added Russia had lost
“a lot of military capability” already “[a]nd we want to see them not have the
capability to very quickly reproduce that capability.”**® Whereas a National Security
Council spokesperson clarified Austin’s remarks were consistent with the US goal
of seeing Russia fail strategically, many other observers thought otherwise, reigniting
the legality debate among legal scholars.?’! Austin’s remark and other US diplomatic
actions prompted Russian nuclear saber-rattling in April and May 2022.%%
Biden called Russia’s threats “irresponsible,” but they heightened concerns Russia
might come to see intelligence sharing as breaching a redline of military engagement
and escalate the war vertically by resorting to employing tactical nuclear weapons.*”
'The White House took this potential outcome seriously.?* Yet the administration
kept pushing the redline back further, just below the nuclear threshold, by providing
support for Ukrainian fires. In this instance, fires involved “the use of weapon
systems to create specific lethal or nonlethal effects on a target” using air-to-surface
and surface-to-surface capabilities that were tied to US intelligence and sometimes
US or coalition command and control.?”> With Task Force Dragon established,
US and Ukrainian officers planned counteroftensives such as the counteroffensive
that took place in the Kherson region in mid-2022. As one journalist remarked,
“A vast American intelligence-collection effort both guided big-picture battle
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strategy and funneled precise targeting information down to Ukrainian soldiers

in the field.”**

'The US redline regarding horizontal escalation was pushed further when,
in 2024, the White House authorized the military and the CIA to work with
Ukraine and the United Kingdom to plan an attack that would destroy the Crimean
Bridge connecting Crimea to the Russian mainland, and later, a munitions depot
in Toropets.?”” The United States also engaged in vertical escalation when it provided
more sophisticated weaponry (that is, long-range missiles) to attack new types
of targets in Russia using the variance process.

As illustrated, sharing tactical intelligence to support a conventional response
brought its own risks, and each time the administration extended its redlines
further, the risk level increased. Thus, escalation management was an essential
element in decision making, especially in ensuring Russia did not escalate
the war horizontally or vertically. Janice Gross Stein has characterized the
“pattern of the Biden administration’s decision-making” as being consistent
with what she calls “pragmatic ‘learning by doing, a strategy that responds
to a ‘threat that leaves something to chance.””?% This process of pragmatic decision
making seeks “to reduce rather than manipulate uncertainty through an incremental,
inductive, and experimental approach that is particularly suited to the kind
of ill-structured problems where appropriate options are either disputed
or, at times, even unknown” (emphasis in original).?”* As John R. Deni and Lisa A.
Aronsson report, European allies thought the “United States’ calibrated approach
gave them the flexibility to take on greater risk, leaving Washington to manage

strategic deterrence vis-a-vis Russia.”*%

Yet, other serious risks, and methods of managing such risks, existed before
the invasion. The most obvious risk was the potential for an inadvertent exposure
of the sources and methods the United States used to share warning intelligence
with Ukraine and the public. Additionally, Russia penetrated Ukrainian
intelligence services before and after the invasion and monitored Ukrainian military
communications. This infiltration underscored the intelligence-sharing risks related
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to poor internal security.**! Releasing downgraded intelligence publicly also carried
risks. If the intelligence had been inaccurate, the Intelligence Community’s ability
to collect and analyze intelligence would have been questioned and it would have
suffered reputational damage.

Another risk was, once the United States shared intelligence, Ukraine may have
used it in ways incompatible with US policy or in violation of international law.
The United States has limited control over Ukraine in this regard. As legal scholar
Emma Marchant indicated, when Ukraine receives intelligence and uses it to
execute an operation, the country is obliged to verify this use of intelligence will
not violate international humanitarian law by targeting noncombatants or civilian
infrastructure or cause disproportionate collateral damage. But the United States may
also suffer a reputational injury as a supporting party if such a violation occurs.**
Although it expressed concerns, the Biden administration authorized the use
of American weapons to attack military targets in Russia and did not cut oft
intelligence sharing when Ukraine attacked oil refineries and ballistic-missile
early-warning sites. The latter actions were particularly sensitive because Russia
would consider them escalatory and the attacks would damage “strategic stability”
between the United States and Russia.*** Additionally, Ukraine was often reluctant
to divulge its US intelligence—based operational plans to the United States,
which sufficiently proves the United States assumed risk in sharing operational
and tactical intelligence with Ukraine.*** Ukraine’s lack of transparency and
disinclination to share its operational plans broke a cardinal rule of intelligence
sharing—reciprocity for mutual benefit.

Opverall, the Biden administration’s pragmatic, calibrated, incremental approach
worked to minimize risk and forced the Kremlin to calculate its own risks at each
of the three levels of warfare. Political scientist Robert Farley hypothesized about
Russia’s strategic calculus: “On the Russian side, waging war against the US and
potentially NATO and allies when its army is already struggling against Ukraine’s
would be more than unwise.”**® He added, “there is always a risk of escalation.
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But escalation at this point does not serve Russian interests.”* Deni and
Aronsson’s study indicates “US officials at NATO Headquarters acknowledge
that though the fear of escalation dominated considerations early in the conflict,
concerns have gradually subsided, as Russia made clear it does not distinguish

between alliance-led bilateral or ad hoc multilateral military support for Ukraine.”"’

'The redlines could have been expected to change as battlefield dynamics changed
Wiashington’s risk tolerance.’*® American operational and tactical intelligence had
a substantial effect on Ukraine’s ability to defend itself, and later, to mount offensive
operations. The partnership that began eight years prior had become, in the first
two years of the conflict, the “backbone of Ukrainian military operations.”%
The United States and its NATO allies established the Wiesbaden mission command
center, which directly shared real-time intelligence with the Ukrainian military and
provided evidence of the US-Ukrainian partnership. As one astonished European
intelligence chief remarked about the deep immersion of NATO intelligence officials

in Ukrainian operations: “IThey are part of the kill chain now.”°

The Future of Intelligence Sharing: Two Vital Lessons

'The long history of the United States sharing intelligence with its allies and
partners will continue when sharing intelligence is in US national security interests
and advances the United States’ defined policy objectives. Sharing intelligence
with Ukraine may have been a moral obligation rather than a treaty obligation,
with its foundation in US values and a belief the failure to assist Ukraine may
bring “the end of the World War II rules-based order,” as Milley told Biden.*"
International law is the keystone of this order. As James E. Baker stated starkly,
“Putin does not seek to interpret or reinterpret international law; he seeks to eradicate
the concept of international law. As such, this war presents an existential threat
to world public order.”*? Baker contends the outcome “will likely also determine
if NATO survives.”* Moreover, NATO’s “survival may depend on what lessons
are drawn from events in Ukraine and who will correctly identify and apply those
lessons first.”** Two vital lessons can be drawn from the Russia-Ukraine War.
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'The first lesson is the rate and extent of the disclosures that occurred before
Russia’s invasion of Ukraine will likely not become the “new normal” because
of concerns about revealing intelligence sources and methods.*"® As Burns remarked,
he expected the practice to continue “if we make it the exception, not the rule
because the surest way . . . to lose access to good intelligence is to be reckless about
how you handle it.”*® Nonetheless, the public disclosure of sanitized intelligence
is a critical element in shaping the information-war narrative for two
important reasons. First, Riemer points out publicly disclosing intelligence
is a performative act. The aim is “to bolster public diplomacy and project power
on the international stage in keeping with the dictates of the information age
and contemporary media environment.”*”” The second aim is to use intelligence
as an instrument. In this instance, “secret information is strategically weaponized
to shape adversaries’ behavior and avert security threats below the threshold

»318

of military confrontation.”*'® Riemer asserts, “when leveraged against adversaries

that hide under a cloak of secrecy,” public disclosure “can render their operations

obsolete without using force and risking escalation.”

'The Biden administration’s communications strategy contained both these
components: sensitize global audiences to the threat and make the defense
of Ukraine a priority on the international agenda. The administration authorized
leaks of sanitized intelligence, as well as public statements and briefings, so the
worldwide media would consume and amplify the message the administration
wanted to send. The administration used satellite images and other visuals
(such as slides and maps) to make the intelligence more vivid and convincing
to various audiences. The United States used intelligence as an instrument
of information warfare when it disclosed Russian plans, seeking to inflict damage
by creating doubt about the efficacy of the plans or making them obsolete.
'This disclosure spread distrust with the object of deterring Russia, or at least denying
it the advantage of surprise, and forcing it to expend resources on countermeasures.
The United States’ intelligence disclosures provided useful early warnings and,
to a lesser degree, aided Ukrainian defensive operations.??
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Whether public disclosure is performative or used as an instrument,
astute political leadership is essential. A US president needs to decide to act
on intelligence to implement policy objectives and a feasible strategy. The Biden
administration disclosed sanitized intelligence publicly to advance the US
policy objectives of preventing a European interstate war and rallying NATO
support for Ukraine if Russia invaded. Biden and his national security team were
risk-takers, using intelligence for traditional diplomacy and public diplomacy.
They understood the disclosure-dilemma principle, and in weighing the costs and
benefits, Biden and his national security team believed disclosure was the best way
to achieve US objectives. Given what Biden administration officials learned from
their experience during the Obama administration (namely, the tepid and tardy
US response to Russia’s annexation of Crimea), they recognized the need
to prebunk the Russian narrative that sought to legitimize Russia’s assault on Ukraine.
The Biden administration established clear guidelines to determine when intelligence
diplomacy would be used. This instrumental use of intelligence connects to Stein’s
argument the administration’s pragmatic, calculated, incremental steps in decision
making helped to manage escalation risk. Additionally, by unveiling Russian
intentions and capabilities, Stein argued intelligence diplomacy might also prevent

a conflict between Russia and NATO.

'The performative act and the instrumental component had another valuable
effect: influencing allies. They signaled US leadership in Europe, which was
a crucial factor during the 2021-22 crisis. The United States reassured allies
by deploying military assets (including ISR platforms) to NATO countries and
by sharing intelligence. Biden’s personal leadership—evinced by meetings and
consultations with NATO leaders, and honed by his involvement in foreign
policy and intelligence as chairman and member of the Senate Committee
on Foreign Relations, as a member of the Senate Select Committee on Intelligence,
and as vice president—was an important factor in shaping the reassurance strategy
and recognizing how invaluable intelligence products can be in identifying problems
and threats before they worsen. Moreover, Biden’s national security team consisted
of veteran foreign policy hands who knew how to wield diplomatic, military,
and intelligence instruments skillfully, thus demonstrating capable crisis management

to allies and unifying NATO behind Ukraine.?*!

Johnathan Proctor notes a successful intelligence-policy relationship is built
on “trust and receptivity” and an “interpersonal relationship between members
of the intelligence and policy communities.”**? Further, “the intelligence provider
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and consumer must be educated participants, understanding the context and constraints
of the other.”*>* The Biden administration identified the most important consumers
of shared intelligence—Ukraine, US allies, and the global publics—educating them
on the worsening crisis and the potential for a Russian invasion. The Biden
administration also recognized the constraints needed to protect its sources
and methods, and in doing so, it selectively used disclosures and benefited from
the public availability of nongovernmental sources of information to validate the
Intelligence Community’s analysis.

'The second lesson is the US Intelligence Community’s critical need to adapt
organizationally to the dynamic strategic environment through innovation,
as defined by Sebastiaan Rietjens et al.: “any change in the way an (intelligence)
organisation operates, sudden or gradual, using new processes, concepts,
and/or leading to new products or services.”** They argue intelligence organizations
innovate through the “concept of innovation capability,” which consists
of seven attributes.’® The US Intelligence Community exhibited these seven
“attributes of innovation capability” and put them into practice when sharing
intelligence with governments and global publics.*?®

The first attribute of innovation capability is the need for a “clear vision and
strategy.”*?” In 2021, the Intelligence Community was still adhering to the vision
presented in the 2014 National Intelligence Strategy of the United States of America,
which stated the “foundational intelligence missions the IC must
accomplish, regardless of threat or topic” were “strategic intelligence”

»”328

and “anticipatory intelligence.”**® Effectively meeting these missions meant

innovating, especially by advancing capabilities in technology and tradecraft.’”
'The Ukraine case provides substantial evidence the IC vision, missions, and strategies
were fulfilled by the sources and methods the United States used to achieve insight

into the Kremlin’s plans and by the warning intelligence provided to policymakers.

'The second attribute of innovation capability is “[h]arnessing the competence
base”™—including the IC leadership, the national security adviser, the secretaries
of state and war, and the chairman of the Joint Chiefs of Staff—which influences
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the fostering and management of expertise and resources.”*’ A few examples suffice.
These senior leaders tasked the Intelligence Community to work with its interagency
partners, especially the National Security Council staff, to put together a tiger team
(a group of multidisciplinary experts). The tiger team would explore possible conflict
scenarios and establish a rigorous process for vetting intelligence before sharing
it with Ukraine, US allies, or the public. The Intelligence Community surged
personnel to review and verify intelligence for accuracy, validity, completeness,
or suitability before public disclosure. The creation of the Wiesbaden mission
command center and its successor, the Security Assistance Group-Ukraine,
was another interagency advancement. These changes exemplified a common
characteristic of organizational innovation, which involves modifications
of organizational processes, practices, or routines.**!

The Intelligence Community also exhibited the third attribute of innovation
capability: “organisational intelligence,” the ability to “[learn] from customers
and . . . about competitors.”*** As to competitors, the Obama administration’s
less-than-optimal handling of the Russian annexation of Crimea was a significant
learning event for the Intelligence Community. It rebuilt its Russia House intelligence
capability, came to understand Russian information-warfare tactics better, and built
an intelligence partnership with Ukraine, from which the Intelligence Community
reaped beneficial intelligence insights into some Russian military capabilities.**?
The Intelligence Community helped the Biden administration base its
communications strategy on learning Russian information tactics—another example
of organizational learning. Further, the Intelligence Community learned to trust
its customers, the president, and other officials with respect to the public disclosure
of intelligence. Lastly, the Intelligence Community, along with the military,
gleaned information about the Russian military from its customer Ukraine.
Information derived from Ukrainian combat operations and Ukrainian intelligence
is being incorporated into US intelligence analysis and military doctrine.?**

The fourth attribute of innovation capability is “Creativity and idea
management”: the routines needed to generate and capture new ideas.** The use
of open-source information to bolster the Intelligence Community’s classified

330. Rietjens et al., “Intelligence Organisations,” 24-26.
331. Rietjens et al., “Intelligence Organisations,” 24-26.
332. Rietjens et al., “Intelligence Organisations,” 24-27.

333. Emilio J. Iasiello, “Russia’s Improved Information Operations: From Georgia to Crimea,” Parameters 47,
no. 2 (Summer 2017): 51-63, https://press.armywarcollege.edu/parameters/vol47/iss2/7/; and Michael Kofman
et al., Lessons from Russia’s Operations in Crimea and Eastern Ukraine (RAND Corporation, 2017).

334. Reevell, “CIA and Ukrainian Intelligence”; and Todd A. Schmidt, “The Russia-Ukraine Conflict
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intelligence proved to be important, as it helped confirm US intelligence disclosures,
promoted public confidence, and helped commercial-service companies expand the
Intelligence Community’s digital capability. In this process, social-media sites served
as intelligence platforms and private persons served as sensors.*** As Burns avowed,
“My colleagues spend more and more time analyzing ‘open source’ information—
like websites or foreign media—to complement what we acquire clandestinely.”**

Another attribute of innovation capability is an organizational structure that
“allows for innovation processes.”**® The aforementioned tiger teams, the vetting
process for sanitizing intelligence, the Wiesbaden mission command center,
the Security Assistance Group-Ukraine, and the hunt-forward teams are examples
of this attribute, but other examples exist as well. In 2015, CIA Director
John Brennan ordered a substantial restructuring of the agency, labeled the
“modernization effort.”*** Brennan ordered the CIA to create mission centers that
brought together the operations and analysis workforces and to create a Directorate
of Digital Innovation to “maximize the agency’s use of technology, data analytics,”
and cyber capabilities in the information age.**® Seven years later, in a speech
at the Georgia Institute of Technology, Burns provided an updated estimate
of the progress: “Every day, our scientists, technologists and digital specialists
develop new tools to help us understand and leverage the information we collect.
They develop the algorithms and artificial intelligence applications that help us mine
the avalanche of data all around us, and use it to keep Americans safe and promote
our interests.”**! As previously stated, Ukraine collected so much intelligence it had

to be sent to the CIA and the National Security Agency for analysis.**?

This attribute of innovation capability ties to another: the “management of
technology,” which entails “understanding and absorbing emerging technologies.”**
Leaders in the Intelligence Community understood the demands of the evolving
technological environment and the need to invest in and use technologies to gain
a competitive advantage. The Intelligence Community began investing in artificial

intelligence (AI) and machine learning through collaboration with private industry

336. James Hockenhull, “How Open-Source Intelligence Has Shaped the Russia-Ukraine War”
(speech, RUSI Members Webinar, November 7, 2022), https://www.gov.uk/government/speeches
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as early as 2013, and by 2017, the CIA alone had 137 ongoing Al pilot projects.***
As one study indicates, “They were among the first in the U.S. Government
to experiment with Al initiating numerous Al projects, organizational shifts,
and new efforts to capture data outside government channels.”** The DNI created
the Augmenting Intelligence using Machines initiative in 2019 to incorporate
AT and machine-learning technologies across the Intelligence Community and
enhance mission capabilities.**® According to one expert, Al has proven to be
a significant asset in the Russia-Ukraine War and “The United States’ advanced
development of civilian and military AT technologies is setting the global pace

for how they can be utilized in combat.”*

'The final attribute of innovation capability is a “culture and climate” dedicated
to risk-taking.*** In the case of the Russia-Ukraine War, the Intelligence Community
was willing to change and use traditional tradecraft and means of collection.
The Intelligence Community was also willing to exploit open-source information
to augment its own collection methods and optimize its relations with intelligence
services that had a substantial understanding of Russia—the United Kingdom
and the Baltic states in particular. The Intelligence Community may have had
qualms about the public disclosure of intelligence, but it developed processes
to minimize damage. In the past decade, the Intelligence Community has acquired
and applied new technologies and integrated these new technologies across its
component organizations. With respect to sharing intelligence with NATO
allies other than the trusted United Kingdom and Canada (which are part of the
Five Eyes intelligence partnership with Australia and New Zealand), the Intelligence
Community took risks, since it has traditionally been leery of some alliance members’
internal security competence. Yet the Intelligence Community recognized it needed
to share intelligence with these allies to achieve the president’s major foreign policy
objectives, including reassurance. Finally, the Intelligence Community had spent
nearly a decade building a partnership with Ukraine’s military and intelligence
apparatus. This strategic partnership was built on trust and risk-taking, as the
Intelligence Community both shared intelligence and collaborated with Ukrainian
military and intelligence personnel to achieve operational success.
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'The Russia-Ukraine War highlights the critical part US intelligence played
in every level of warfare. Before the invasion, at the strategic level, the president
and his national security advisers needed solid warning intelligence before
publicly disclosing Russia’s intentions, plans, and force dispositions at the other
two levels of warfare. Moreover, the Intelligence Community shared intelligence
with Ukraine and NATO members, implementing the president’s policy objectives
of defending Ukraine, mobilizing allied support, and providing reassurance.
After the invasion began, US intelligence sharing was vital to Ukraine’s defense
and, eventually, its offensive operations. These steps took years to develop and
refine, and the two lessons from the Russia-Ukraine War clearly illustrate
intelligence serves policy, provided decisionmakers have the political will to act,
and the Intelligence Community has internalized the need to innovate continually.
Continual innovation is necessary if the Intelligence Community is to remain
effective in an era of persistent strategic competition and often rapid and unexpected
technological change.
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