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Executive summary

SNMP provides a standardized framework and common language for monitoring and
managing devices in a network. This protocol relies on the usage of a secure string,
referred to as a community string, which grants access to a portion of a device’s
management plane. [1]

There are several differences between SNMPv1, v2, and v3: SNMPV2 is nearly identical
to SNMPv1, except 64-bit counters were added in order to support faster interfaces.
SNMPV3 replaces the simple/clear text password sharing that was used in SNMPv2
with more securely encoded parameters. All versions run over user datagram protocol
(UDP).

SNMPv3 should be the only utilized version of SNMP because it has the ability to
authenticate and encrypt payloads. When either SNMPv1 or SNMPv2 are utilized, the
community string could be determined by a malicious actor by sniffing network traffic,
which could then susceptible to an adversary-in-the-middle (AiTM) and/or replay
techniques.

Using SNMPv3 by itself is not enough to prevent abuse of the protocol. Combining
SNMPv3 with a Management Information Base (MIB) allowlisting approach using SNMP
views can ensure that even with exposed credentials, information cannot be read from
or written to the device unless the information is needed for monitoring or normal device
re-configuration. [2] The majority of devices that support SNMP contain a generic set of
MIBs that are vendor agnostic, which allows for the Object Identifier (OID) to be applied
to devices regardless of manufacturer.
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Mitigation actions

Configure SNMPv3 to utilize the highest level of security available on the
device; this would be authPriv on most devices. authPriv will ensure
authentication and encryption features — both are requirements to enhance
overall network security. [1] Some older devices and software may not contain
the required cryptographic feature set, in which case authNoPriv would need to
be utilized. However, if the device does not support SNMPv3 with authPriv, it
should be upgraded.

Ensure administrative credentials are properly configured with different
passwords for authentication and encryption and follow the principle of
least privilege. Role separation between polling/receiving traps (reading) and
configuring users or groups (writing) is imperative because many SNMP
managers require login credentials to be stored on disk in order to receive traps.

Utilize the SNMP view command to limit the available OIDs. When OIDs are
included in the view, all other MIB trees are inherently denied, so the SNMP view
command should be used in conjunction with a predefined list of MIB objects. [2]
The Technical addendum section provides additional guidance and references
for implementing SNMP views.

Apply extended access control lists (ACLs) to mitigate unauthorized SNMP
access to the device. Access to devices with read and/or write SNMP
permission should be strictly controlled. If monitoring and change management
are performed through separate capabilities, then they should be on separate
devices.

Segregate SNMP traffic onto a separate management network. Management
network traffic should be out-of-band; however, if device management must
coincide with standard network activity, ensure all management communication
over that network is encrypted. If the network device has a dedicated
management port, it should be the sole link for management services like SNMP,
Secure Shell (SSH), etc. [3]

Keep all system images and software up-to-date.

U/00/6042135-26 | PP-26-2787 | July 2026 Ver 1.0



NSA | Reducing the Risk of SNMP Abuse

Technical addendum

This section is designed for system integrators and developers. The intent is to guide
and may not provide precise implementation instructions. Deployment methodologies
will be specific and unique based upon versions, distributions, and individual needs.
Test accordingly to the specific environment.

MIB allowlisting approach

The table below is not a comprehensive list of every MIB that may be required to
manage a network. Organizations should expand this list based on the organization’s
requirements and needs. This table provides a starting point to monitor critical services
running on networking devices. The approach used below can be found in the Network
Device Integrity (NDI) Methodology. [4]

1. Device identifiers — unique host name, serial number, OS version, firmware
version

2. Date/Time — current system time, status of time server(s), system uptime

3. Account — user accounts present, accounts logged in, last login information

4. Attempted actions — failed authorization attempts, blocked inbound and outbound
connection attempts, malformed packet statistics, unexpected connection
terminations

5. Interface — status of each interface, usage statistics for each interface,
established connections, neighboring devices, routes (routing tables)

6. Memory — process listing, memory usage, mode status

7. Permissions statistics — port security statistics/information, access list
statistics/information

8. Encryption information — initial encryption parameter configuration, status of
authentication server(s), encrypted connection statistics

Table 1: Example MIBs and OIDs to monitor and allowlist

Type \ Information MIB OID
Generic | Unique Host Name sysName 1.3.6.1.2.1.15
Generic | Serial Number entPhysicalSerialNum 1.3.6.1.2.1.47.1.1.1.1.11

Generic | OS Version
Generic | Firmware Version
Vendor Current System Time csyClockDateAndTime 1.3.6.1.4.1.9.9.131.1.1.1

sysDescr 1.36.1.21.1.1
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Type \ Information MIB OID
Generic System Uptime sysUpTime 1.3.6.1.2.1.1.3
Generic Status of Time Server | ntpEntStatusCurrentMode 1.3.6.1.2.1.197.1.2.1
Vendor User Accounts
vemeer || Lepmed i Usss CisCOAAACIientMIB 1.3.6.1.4.1.9.9.158
Vendor Last Login Information
Vendor Failed Authorization

Attempt Statistics
Vendor Blocked Inbound
Attempt Statistics
Vendor Blocked Outbound
Attempt Statistics ciscoAAAServerMIB 1.3.6.1.4.1.9.10.56.1
Vendor Malformed Packet
Statistics
Unexpected
Vendor Connection
Terminations
Generic Interface Statuses
. Interface Usage ifTable 1.3.6.1.2.1.2.2
Generic e
Statistics
Generic Establlshed ip 1.36.1.2.14
Connections
Generic | Neighboring Devices atTable 1.3.6.1.2.1.3.1
Generic | Routing Tables ipRouteTable 1.3.6.1.2.1.4.21
Vendor Process Listing cpmProcess 1.3.6.1.4.1.9.9.109.1.2
Vendor Memory Usages cpmCPUTotalEntry 1.36.1.4.1.99.109.1.1.1.1
Vendor Port Security Statistics
i IfConfigEntr 1.3.6.1.4.1.9.9.315.1.2.1
Vendor Port Sec_unty cpsifConfigEntry 3.6 9.9.315
Information
Vendor Access I."St cltpAclTableEntry 1.3.6.1.4.1.9.9.227.1.2.1
Information
Initial Encryption
Vendor Parameter
Configuration
Status of ciscolPsecMIB 1.3.6.1.4.1.9.10.62
Vendor S
Authentication Server
Vendor Encrypted Connection
Statistics
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SNMP allowlisting implementation

An internal methodology should be utilized to logically design snmp-server groups. The
configuration snippets below only provide basic configuration methods for SNMPv3 and
implementing the allowlisting strategy. It is not a complete configuration — network best
practices for configuration and testing should be leveraged when implementing
configuration changes.

As stated above in the Mitigation actions section, be sure to create separate groups and
views depending on what OIDs the Network Management System requires. For
example, a minimum of two groups should be created; one for read and one for write.

Arista Commands [5]

! Create an ACL to define what devices are allowed to connect
! ip access-list <acl number> permit ip host <pollerIP> host <snmpIP>

ip access-1list 100 permit ip host 192.168.1.2 host 192.168.1.1
ip access-1list 100 deny ip any any log

! Define groups and apply the access list to the group
! snmp-server group <myReadGroup> v3 priv read <myViewName>
! snmp-server group <myWriteGroup> v3 priv write <myViewName>

snmp-server group myReadGroup v3 priv read myView
snmp-server group myWriteGroup v3 priv write myView

Specify authorized user accounts

snmp-server user <myUserName> <Group> v3 auth <hashingAlgorithm>
<myPassword> priv <encryptionAlgorithm>
<myDifferentComplexPassword>

snmp-server user myUserRD myReadGroup v3 auth sha myComplexPassword
priv aes myDifferentComplexPassword

! Create the views to limit MIB access using the allowlisting
approach discussed above

! snmp-server view <myViewName> <OIDs from Above> included

snmp-server view myView 1.3.6.1.2.1.1.5 included

Cisco Commands [6]

! Create an ACL to define what devices are allowed to connect
! access-list <acl number> permit ip host <pollerIP> host <snmpIP>

access-list 100 permit ip host 192.168.1.2 host 192.168.1.1
access-list 100 deny ip any any log
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Define groups and apply the access list to the group
snmp-server group <myReadGroup> v3 priv read <myViewName>
access <acl number>

snmp-server group <myWriteGroup> v3 priv write <myViewName>
access <acl number>

snmp-server group myReadGroup v3 priv read myView access 100
snmp-server group myWriteGroup v3 priv write myView access 100

! Specify authorized user accounts

! snmp-server user <myUserName> <myReadGroup> v3 auth <hashingAlgorithm>
! <myPassword> priv <encryptionAlgorithm>

! <myDifferentComplexPassword>

snmp-server user myUserRD myReadGroup v3 auth sha myComplexPassword
priv aes myDifferentComplexPassword
snmp-server user myUserWR myReadGroup v3 auth sha myComplexPassword
priv aes myDifferentComplexPassword

! Create the views to limit MIB access using the allowlisting

approach discussed above
! snmp-server view <myViewName> <OIDs from Above> included

snmp-server view myView 1.3.6.1.2.1.1.5 included

Juniper Commands [7]

Create an ACL to define what devices are allowed to connect
set firewall family inet filter <filter> term <term-name> from
source—-address <pollerIP>

set firewall filter <filter> term <term-name> from protocol udp

set firewall filter <filter> term <term-name> from destination-port
snmp

set firewall filter <filter> term <term-name> then log

set firewall filter <filter> term <term-name2> then

reject

set interfaces <intName> unit <logicalUnitNum> filter input <filter>

set firewall family inet filter MGT-ACL term 1 from source-address
192.168.1.2

set firewall filter SNMP-ACL term 1 from protocol udp

set firewall filter SNMP-ACL term 1 from port destination-port snmp
set firewall filter SNMP-ACL term 1 then log

set firewall filter SNMP-ACL term 2 then deny

set interfaces me0 unit (0 filter input MGT-ACL

Define groups

set snmp v3 vacm security-to-group security-model usm security-name
<policyName> group <readGroup>

set snmp v3 vacm security-to-group security-model usm security-name
<policyName> group <writeGroup>

set snmp v3 vacm security-to-group security-model usm security-name
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authPrivPolicy group myReadGroup
set snmp v3 vacm security-to-group security-model usm security-name
authPrivPolicy group myWriteGroup

Specify authorized user accounts

set snmp v3 usm local-engine user <myUserName> authenitication-sha
authentication-password <myPassword>

set snmp v3 usm local-engine user <myUserName> privacy-aesl28
privacy-password <myPassword>

set snmp v3 usm local-engine user myUser authenitication-sha
authentication-password myComplexPassword

set snmp v3 usm local-engine user myUser privacy-aesl28
privacy-password myDifferentComplexPassword

! Create the views to limit MIB access using the allowlisting
approach discussed above

set snmp view <myView> oid <OIDs from above> include

set snmp v3 vacm access group <myReadGroup> default-context-prefix
security-model usm security-level privacy read-view <myViewName>
set snmp v3 vacm access group <myWriteGroup> default-context-prefix
security-model usm security-level privacy write-view

<myViewName>

set snmp view myView oid 1.3.6.1.2.1.1.5 include

set snmp v3 vacm access group myReadGroup default-context-prefix
security-model usm security-level privacy read-view myView

set snmp v3 vacm access group myWriteGroup default-context-prefix
security-model usm security-level privacy write-view myView
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Disclaimer

The information and opinions contained in this document are provided "as is" and without any warranties or
guarantees. Reference herein to any specific commercial products, process, or service by trade name, trademark,
manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or favoring by the United
States Government, and this guidance shall not be used for advertising or product endorsement purposes.

Purpose

This document was developed in furtherance of NSA’s cybersecurity missions, including its responsibilities to identify
and disseminate threats to National Security Systems, Department of Defense, and Defense Industrial Base
information systems, and to develop and issue cybersecurity specifications and mitigations. This information may be
shared broadly to reach all appropriate stakeholders.

Contact

Cybersecurity Report Feedback: CybersecurityReports@nsa.gov
Defense Industrial Base Inquiries and Cybersecurity Services: DIB_Defense@cyber.nsa.gov
Media Inquiries / Press Desk: NSA Media Relations: 443-634-0721, MediaRelations@nsa.gov

Version history

January 2017: Initial release
July 2026: Updated formatting, slightly updated wording throughout, updated links, and reviewed guidance for
continued relevance and accuracy
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