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Executive summary 

This report categorizes hardware assurance (HwA) threats that apply to application 

specific integrated circuits (ASICs) as described in the ASIC Level of Assurance (LoA) 

documents. These reports are also known as the ASIC Best Practice Guides (BPGs). 

Defense Acquisition University (DAU) defines HwA threats as: 

An activity to ensure a level of confidence that microelectronics (also 

known as microcircuits, semiconductors, and integrated circuits, 

including its embedded software and/or intellectual property) 

function as intended and are free of known vulnerabilities, either 

intentionally or unintentionally designed or inserted as part of the 

system's hardware and/or its embedded software and/or intellectual 

property, throughout the life cycle. 

 
This document focuses on threats resulting in intentional design deviations for digital 

single-die ASICs throughout the entire ASIC lifecycle starting with requirements 

development and continuing through ASIC device delivery (Program acceptance 

testing). The document also includes threats to the design environment and third-party 

intellectual property (3PIP) threats. 
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The threat categories listed in this report are not all of the technical methods a malicious 

actor might employ, but rather an identification of common threat categories requiring 

mitigation strategies. These threats originate from an adversary, are malicious, and 

compromise the operation of an ASIC-based system by: 

• Modifying intended behavior 

• Adding extraneous new behaviors 

• Impeding or preventing operation 

• Degrading operation or reliability 

This document does not address unintentional design deviations as those are covered 

by various industry standards. 

Additionally, this document does not address: 

• Printed Circuit Board (PCB) Assembly: PCB guidance is provided by the 

Navy’s PCB Executive Agent (EA). Readers should contact the PCB EA for 

applicable guidance as needed. 

• Assembly Type: This guidance does not address multi-chip modules (MCM), 3D 

packaging, or other multiple-ASIC assemblies.  

• Process Type: The focus is on digital design flow. Analog, mixed signal, radio 

frequency, and optical designs are not addressed in this document. 

• Confidentiality: Confidentiality is a security concern, not assurance. The ASIC 

BPGs will only deal with confidentiality of information in places where it impacts 

or intersects with assurance concerns. 

• Design/Device Theft: Theft of the physical devices or design data are not strictly 

assurance concerns and will not be covered in the ASIC BPGs. JFAC 

recommends programs address this in their Program Protection Plan (PPP). 

• Device Over-production: Over-production will not be covered by the ASIC BPG 

documents. This is a problem that should be addressed by the PPP and the 

program.  

• Theft of Run Time Data: Theft of run time data is strictly a security and anti-

tamper concern and will not be covered by this document. 
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1. ASIC threat category identificaton 

This ASIC Threat Catalog was created using potential threats identified by various 

government and industry subject matter experts (SME), and academic papers. The 

threats have been categorized under the following high level groupings based upon 

their commonality of characteristics and mitigations: 

• Adversary compromises design requirements 

• Adversary compromises information technology (IT) systems  

• Adversary compromises electronic design automation (EDA) software 

• Adversary compromises third-party intellectual property (3PIP) 

• Adversary compromises hardware description language (HDL) design 

• Adversary compromises flow and/or tool scripts 

• Adversary compromises netlist  

• Adversary compromises foundry physical design kit (PDK) 

• Adversary compromises physical design representation 

• Adversary compromises the tapeout process 

• Adversary makes malicious modification during wafer manufacturing 

• Adversary compromises wafer or package test process 

• Adversary compromises personalization process 

• Adversary compromises wafer dicing process 

• Adversary compromises packaging process 

• Adversary physically damages parts during manufacturing 

• Adversary compromises device during delivery 

• Adversary compromises user documentation  

This document discusses these threats and their relevancy at the applicable level of 

assurance (LoA) using the criteria defined in the CTR: DoD Microelectronics Levels of 

Assurance Definitions and Applications document. 

2. ASIC threat catalog overview 

In accordance with Levels of Assurance Definitions and Applications document, LoAs 

are characterized by the likelihood of an attack defined as the cost to an adversary to 

carry out the attack and the utility of the outcome to the aadversary. As the level of 

assurance rises, the cost increases and the utilty decreases. Table 1 defines each LoA. 

https://media.defense.gov/2022/Jul/14/2003034921/-1/-1/0/CTR_DOD_MICROELECTRONICS_LEVELS_OF_ASSURANCE_DEFINITIONS_AND_APPLICATIONS_20220714.PDF
https://media.defense.gov/2022/Jul/14/2003034921/-1/-1/0/CTR_DOD_MICROELECTRONICS_LEVELS_OF_ASSURANCE_DEFINITIONS_AND_APPLICATIONS_20220714.PDF
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Table 1: Level of Assurance threats  

Level Threats 

 
Threats that have a low cost to implement and with high utility 

to the adversary. (high likelihood) 

 

Threats with moderate costs to implement and that achieve 

moderate levels of utility to the adversary. Additionally, this is 

inclusive of all LoA1 threats. (high + moderate likelihood) 

 

Threats with a high cost to implement and/or low utility to the 

adversary, in addition to all LoA1 and LoA2 threats. (high + 

moderate + low likelihood) 

 

In accordance with Table 1, cost is defined by the level of access, technology, and 

investment the adversary would require to execute the threat.  

Table 2 defines the cost and utility criteria at each LoA. Utility is defined by the value of 

effect to the adversary, and the ability of the adversary to effect a specific target or set 

of targets.  

Table 2: Attack cost and attack value 

 Criteria LoA1 LoA2 LoA3 

A
tt

a
c

k
 C

o
s

t 

Access    

A single available point of access    

A difficult point of access or multiple available points 

of access 
   

Multiple points of difficult access    

Technology    

Existing public technology    

Low implementation risk technology    

LoA1 

LoA2 

LoA3 
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 Criteria LoA1 LoA2 LoA3 

Technologically feasible    

Investment    

Minimal investment of resources    

A large multidisciplinary team    

A nation scale directed priority    

A
tt

a
c

k
 U

ti
li

ty
 

Value of Effect    

Disable or subvert a system    

Establish vulnerabilities (for future exploitation)     

Degrade system performance    

Targetability    

Inherently targetable and controllable    

Affects only a subset of systems    

Blind attacks (Difficult to precisely target or control 

the outcome)  
   

 

Individual threats are analyzed against the cost and utility characteristics then combined 

into higher level categories based upon any common goals or common mitigations, 

resulting in the final top-level group of common threats identified in Table 3. Most have 

relevance at multiple LoAs based upon how the attack is implemented. In this 

document, each threat is discussed at each level of applicability.  

Table 3: Threat Description and LoA Matrix 

# Threat Description (TD) LoA1 LoA2 LoA3 

TD 1 Adversary compromises design requirements    

TD 2 
Adversary compromises information technology 
(IT) system  

   

TD 3 Adversary compromises EDA software    
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# Threat Description (TD) LoA1 LoA2 LoA3 

TD 4 
Adversary compromises third-party intellectual 
property (3PIP) 

   

TD 5 
Adversary compromises Hardware Description 
Language (HDL) 

   

TD 6 Adversary compromises flow and/or tool scripts    

TD 7 Adversary compromises netlist    

TD 8 
Adversary compromises foundry physical design 
kit (PDK) 

   

TD 9 
Adversary compromises physical design 
representation 

   

TD 10 Adversary compromises tapeout process   

TD 11 
Adversary makes malicious modification during 
wafer manufacturing 

  

TD 12 
Adversary compromises wafer or package test 
process 

  

TD 13 Adversary compromises personalization process   

TD 14 Adversary compromises wafer dicing process   

TD 15 Adversary compromises packaging process   

TD 16 
Adversary physically damages parts during 
manufacturing  

  

TD 17 Adversary compromises device during delivery   

TD 18 Adversary compromises user documentation   

3. Threat descriptions  

3.1. TD 1: Adversary compromises design requirements 

In this threat, the adversary makes a malicious insertion, deletion, or modification to 

design requirements. Requirements in this context refer to both formal and derived 

requirements or specifications, including functionality and performance metrics, power 

consumption, area constraints, interface requirements, architecture, models, or other 

documentation that will drive the design of the ASIC.  
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A malicious requirement modification can be made before or after entry into revision 

control. Requirement modifications can be made when the requirement is in transit from 

the customer (e.g., email, documentation), upon program receipt, while deriving 

requirements, or after entry into revision control, which could be done by an insider or 

through remote access. 

If a requirement is modified, it will be difficult to capture after the fact, since the “golden 

copy” will have been altered, eliminating valid comparison points for use later in the 

design cycle.  

Sub-threats include but are not limited to the following examples: 

• Adversary modifies the specification to create a vulnerability. 

• Adversary modifies the requirements to add, delete, or modify a feature. 

• Adversary modifies the specification to narrow the intended operating 

environmental window. 

• Adversary modifies security requirements. 

Examples: 

➢ LoA1 

➢ A requirements modification can result in a controllable trigger and predictable 

outcome. These modifications can be an insertion of a Trojan or a change of 

functionality. 

➢ LoA2 

➢ A requirements modification can be used to insert a trigger or preplace a Trojan 

for future use. 

➢ LoA3 

➢ No new attack surface. 

3.2. TD 2: Adversary compromises information technology systems 

In this threat, the adversary compromises the information technology (IT) infrastructure 

that comprises the project development environment, including development hardware, 

software, network devices, or the IT administrator account. Once an adversary is able to 

infiltrate the infrastructure, they are then able to gain access, either physically or 

remotely, to modify or compromise any part of the development cycle, to include: 

• switching or altering tools/software,  
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• insertion of malicious code or Trojans,  

• installing backdoors,  

• altering artifacts, or  

• modifying logs, accesses, permissions, files, test parameters, etc.  

Sub-threats include but are not limited to the following examples: 

• Adversary installs design software with known vulnerability. 

• Adversary allows write permission on read-only directories to provide access for 

malicious actions. 

• Adversary configures the firewall to allow remote entry to design environment. 

Examples: 

➢ LoA1 

➢ An infrastructure intrusion can lead to modifications during any part of the 

development cycle. This includes modifying scripts, modifying software and 

tools, modifying the test environment, etc., all with the purpose of inserting 

malicious functionality. 

➢ LoA2 

➢ An infrastructure intrusion modification can be used to insert a trigger or to 

preplace a Trojan for future use. 

➢ LoA3 

➢ LoA3 characteristics assume the adversary is able to conquer access and 

technology issues. Ultimately, once the adversary is in the network they 

have the ability to affect multiple portions of the design cycle. 

3.3. TD 3: Adversary compromises electronic design automation 

software 

In this threat, the adversary modifies the EDA software resulting in the malicious 

modification of its output. Of particular concern are cases where the modification is to 

one of the design data formats that feed into the final physical design database. This 

compromise can take place within the vendor design center, during transit to the 

Program, or by a Program insider after installation. The threats associated with this 

category are generally the same at each LoA. The primary differences between the 

LoAs are who participates in the compromise and the level of technology required for a 

successful attack. 
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Sub-threats include but are not limited to the following examples: 

• Adversary modifies the EDA software to introduce malicious functions into the 

ASIC design. 

• Adversary modifies the EDA software to create a vulnerability in the ASIC design. 

• Adversary modifies the EDA software to allow or create a reliability or 

performance issue in the ASIC design. 

Examples: 

➢ LoA1 

➢ A modification to the EDA software during the design cycle that results in 

the ability to use the software to insert a Trojan or kill switch.  

➢ LoA2 

➢ A modification of the EDA software so that it inserts a vulnerability or 

backdoor that can be used for a future attack. 

➢ LoA3 

➢ The vendor makes modifications to the EDA software such that it inserts a 

Trojan into the design.  

➢ A modification of the EDA software creates a reliability or performance 

degradation in the design or provides an inaccurate report that allows such 

a degradation to go to production. 

3.4. TD 4: Adversary compromises third-party intellectual property 

In this threat, a malicious function is introduced to an ASIC by means of 3PIP. As a 

function obtained from a third-party provider, 3PIP is intended to be incorporated in the 

ASIC logic. 3PIP is also defined as legacy IP generated without adhering to the LoA 

guidance. 3PIP is used by programs to decrease time to market or obtain functions that 

they do not develop themselves. 3PIP provides many avenues for attack since an ASIC 

requires the support of many different tool models. Any of these models can be used to 

introduce malicious behavior.  
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Sub-threats include but are not limited to the following examples: 

• Adversary inserts a malicious function in the 3PIP 

• Adversary compromises models delivered with the IP. 

• Adversary supplies compromised documentation. 

• Adversary includes a vulnerability or a backdoor in the function. 

• Adversary inserts a reliability or performance issue in the IP. 

Examples: 

➢ LoA1 

➢ The malicious function that is contained in the 3PIP is triggerable and has a 

predictable outcome, such as the delivery of a processor core with a kill 

switch that can be triggered by an input sequence. 

➢ LoA2 

➢ The 3PIP malicious function takes the form of a vulnerability or backdoor 

that can be used for a future attack, such as a processor core that has a 

memory management vulnerability built in. 

➢ LoA3 

➢ The 3PIP is delivered with a built-in reliability or performance problem, such 

as a memory block with undersized supply rings causing the block to fail 

early. 

3.5. TD 5: Adversary compromises hardware description language 

design  

In this threat, the adversary modifies the HDL representation of the design by a manual 

edit conducted by an insider on the design team or through a remote network attack. 

This modification can add a malicious function, introduce a vulnerability, or degrade 

performance or reliability. For this compromise to have an effect, it has to exist in the 

HDL as it goes to synthesis. 

Sub-threats include but are not limited to the following examples: 

• Insider inserts a malicious function in the HDL. 

• Insider inserts a function in the HDL to compromise reliability or performance. 

• Insider inserts a vulnerability or backdoor into the HDL. 



 

 

 

U/OO/6055341-26 | PP-26-1059 | August 2026 Ver. 1.0 9 

NSA | DoW Microelectronics: ASIC Best Practices – Threat Catalog 

Examples: 

➢ LoA1 

➢ The compromised code in the HDL is triggerable and has a predictable 

outcome, such as a 32-bit signature sent into the ASIC by means of 

unused bits in a serial input format and triggers a kill switch that shorts 

power and ground. 

➢ LoA2 

➢ A vulnerability is introduced into the design that allows a future attack, such 

as an adversary adding the ability to deactivate a security setting or shut off 

a tamper sensor. 

➢ LoA3 

➢ The compromised code creates a reliability or performance issue in the 

ASIC, such as adding a ring oscillator to increase power draw or adding 

logic to impact performance. It can also be a code change whose impact is 

completely unknown.  

3.6. TD 6: Adversary compromises flow and/or tool scripts 

In this threat, the adversary uses flow control scripts or tool scripts (global or local) to 

insert a malicious function into the HDL or synthesized netlist. A flow control script is the 

job control file or program that executes and transitions between each phase of the 

design flow. The flow control script can insert malicious functions using shell 

commands, tool commands, or by pointing to a compromised input source. 

Sub-threats include but are not limited to the following examples: 

• Adversary uses a script to swap in a compromised netlist. 

• Adversary uses a script to add malicious logic to the netlist. 

• Adversary uses a script to reference compromised IP or models during a design 

transformation. 

• Adversary uses a script to call compromised software. 

• Adversary uses a script to check-in a compromised netlist to the repository. 
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Examples: 

➢ LoA1 

➢ The compromised flow control script uses a shell command to copy and 

paste a Trojan into the HDL.  

➢ LoA2 

➢ The compromised flow control script results in the introduction of a 

vulnerability for future use. This can include making changes to the HDL or 

synthesized netlist, or to use flow control commands to impact IP settings. 

For example, the flow control script is used to add an additional JTAG 

instruction to provide a backdoor into the ASIC for use at a later date. 

➢ LoA3 

➢ The compromised flow control script introduces something in the synthesis 

or test insertion phases that creates a reliability or performance issue, such 

as modifying the synthesis process to introduce performance issues by un-

constraining paths. 

3.7. TD 7: Adversary compromises netlist 

In this threat, the adversary compromises the netlist or gate level design that is used as 

the input to the back-end physical design flow. To execute this threat, the adversary 

manually or remotely modifies netlist design inputs, directly modifies the synthesized 

netlist, or modifies the inputs or outputs of the synthesis scripts.  

Without measures to protect the netlist or to detect malicious modifications, an 

adversary can use this attack vector to severely compromise the function of the ASIC to 

cause harm and damage at the time and place of their choosing. This attack is 

characterized as low cost with high utility making it a very likely threat when available. 

Sub-threats include but are not limited to the following threat examples: 

• Adversary swaps in a compromised netlist. 

• Adversary uses compromised IP or models during a design transformation. 
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Examples: 

➢ LoA1 

➢ A malicious modification to the netlist is made through remote access. 

➢ LoA2 

➢ An insider makes a malicious change to the post synthesis netlist. 

➢ LoA3 

➢ No new threats identified. 

3.8. TD 8: Adversary compromises foundry physical design kit 

In this threat, the adversary maliciously modifies the foundry PDK. This kit typically 

includes the foundry technology file that describes the physical and electrical 

characteristics of process-specific features, the physical design checking rules, and 

Pcells for custom layout. 

Sub-threats include but are not limited to the following examples: 

• Adversary modifies technology file to create parameter deviations. 

• Adversary modifies design rule checking deck to allow non-manufacturable 

shapes to be sent to the mask house. 

• Adversary maliciously modifies Pcells to alter device behavior. 

Examples: 

➢ LoA1: Not applicable at LoA1. 

➢ LoA2: Not applicable at LoA2. 

➢ LoA3 

➢ The contents of the PDK are modified to cause a manufacturing problem 

that results in a reliability or performance issue. For example, the design 

rule checking deck is altered to modify the double patterning checks 

resulting in malformed wires that affect reliability. 

3.9. TD 9: Adversary compromises physical design representation 

In this threat, the adversary compromises a physical design representation for the 

physical design flow. The physical design flow comprises implementation of the logical 

design into a physical layout. This generally involves floor-planning, cell placement, 

routing, clock and reset trees insertion, GDSII generation, timing extraction, and 
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physical verification. During this design phase, the actual design goes through several 

transformations and is saved in different formats. Each of these formats is a target for 

an adversary attack. These formats include the initial netlist, the placed and routed 

netlist, the data exchange format (DEF) file, and the GDSII/OASIS database used for 

final tapeout. 

Each of these files represents both an output from one design step and the input to the 

next, representing a sensitive target for an adversary modification. If any of these 

physical design representations are modified then that change will be carried forward 

through the fabrication stage and into the final part.  

Examples: 

➢ LoA1 

➢ Adversary swaps the placement netlist file to include a malicious function.  

➢ LoA2 

➢ Adversary swaps the netlist to introduce vulnerabilities, including those in test 

features, alternate IP versions, or insecure logical functions. 

➢ LoA3 

➢ Adversary tampers with the clock, logic cells, or via definitions to introduce 

reliability issues in the layout. 

3.10. TD 10: Adversary compromises the tapeout process  

In this threat, the adversary compromises the tapeout process by maliciously modifying 

tapeout artifacts. The tapeout artifacts include the streamed-out design, the transmittal 

of the GDSII data, and any other data needed by the manufacturer, including waiver 

requests, checksums, test patterns, and personalization data. 

Sub-threats include but are not limited to the following examples: 

• Adversary adds additional logic and modifies checksums of the layout prior to 

GDSII transfer to the foundry. 

• Adversary causes the GDSII and additional data to be transmitted in the clear to 

allow theft of the data or a man-in-the-middle attack. 

• Adversary modifies personalization data prior to transferring to the foundry. 
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Examples: 

➢ LoA1 

➢ Modifications to the tapeout data are made to create functional deviations that 

have a controllable trigger and predictable outcome, such as transferring a 

compromised GDSII that has a triggerable kill switch into the empty space of 

the chip. 

➢ LoA2 

➢ These deviations are functional in nature but are limited to establishing a 

vulnerability that can be used at a later time by a separate attack, such as 

disconnecting fuses in the tapeout data to prevent security bits from being 

set. This opens the device to being attacked during system integration or 

even in the field. 

➢ LoA3 

➢ These deviations are unpredictable malicious outcomes, mostly with reliability 

and performance degradation.  

3.11. TD 11: Adversary makes malicious modification during wafer 

manufacturing  

In this threat, the adversary introduces changes to the mask or the wafer fabrication 

process to introduce malicious functions, reduce reliability, or reduce performance. 

Since the mitigations for detecting counterfeit parts created in a different fab are the 

same as for this threat, they are also included. 

Sub-threats include but are not limited to the following examples: 

• Adversary inserts a malicious function into the manufacturing masks. 

• Adversary inserts a malicious function into the masks during mask repair. 

• Adversary modifies the manufacturing process to reduce device reliability. 

• Adversary modifies the manufacturing process to reduce device performance. 

• Adversary modifies the manufacturing process to create non-functional devices. 

Examples: 

➢ LoA1 

➢ Mask house adds a triggerable kill switch into the empty space of the chip. 
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➢ LoA2 

➢ Fuses are disconnected to prevent security bits from being set, opening an 

opportunity for the device to be attacked at a later date. 

➢ LoA3 

➢ Modification of the fabrication facility recipe to build an oxide layer that is 

too thin and results in early failures. 

3.12. TD 12: Adversary compromises wafer or package test process 

In this threat, the adversary modifies the test patterns, test tools, or mechanical test 

interfaces, or directly modifies the design under test. This can be performed either 

during the testing action itself or at any time while the wafers are in the possession of 

the testing team. 

Sub-threats include but are not limited to the following examples: 

• Adversary damages devices during test. 

• Adversary stresses devices during test. 

• Adversary passes a functionally failing die. 

Examples: 

➢ LoA1 

➢ The test phase does not have the ability to modify the function, so no LoA1 

Trojan function can be inserted here. However, the test methodology can 

be used to kill the parts prior to delivery to the customer, such as an over-

voltage that destroys the parts. 

➢ LoA2 

➢ The adversary cannot modify the logic in the design, but can compromise a 

security setting to introduce a vulnerability. For example, after running the 

authorized tests, the adversary blows the electrostatic discharge (ESD) 

protection to make the devices vulnerable to an overvoltage-based kill 

attack. 

➢ LoA3 

➢ Any kind of physical damage or stress to create unspecified problems. 
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3.13. TD 13: Adversary compromises personalization process 

In this threat, the adversary compromises the personalization of the ASIC die. The 

personalization process is one where customized die-specific values are programmed 

into each die. This can include the programming of fuses to hold individual chip ID 

values, the tuning of IP, and the re-addressing of non-yielding memory sectors to 

redundant ones. 

Sub-threats include but are not limited to the following examples: 

• Adversary modifies chip IDs. 

• Adversary compromises IP tuning.  

• Adversary compromises redundant memory remapping.  

Examples: 

➢ LoA1 

➢ Personalization is used to change fuses, which may alter device functionality.  

➢ LoA2 

➢ Personalization is used to change fuses, which weaken security features. 

➢ LoA3 

➢ Tuning is used to create a reliability or performance degradation. 

3.14. TD 14: Adversary compromises wafer dicing process 

In this threat, the adversary maliciously modifies the physical die during the wafer dicing 

process. Wafer dicing is the manufacturing stage where the individual ASIC dies are cut 

from the wafer. This can be during the dicing action itself or a malicious act performed 

during the time the wafers and die are in the possession of the dicing team.  

Sub-threats include but are not limited to the following examples: 

• Adversary damages devices. 

• Adversary stresses devices. 

• Adversary performs modifications using failure analysis (FA) equipment while in 

possession of parts. 

• Adversary swaps out good dies with bad ones. 



 

 

 

U/OO/6055341-26 | PP-26-1059 | August 2026 Ver. 1.0 16 

NSA | DoW Microelectronics: ASIC Best Practices – Threat Catalog 

Examples: 

➢ LoA1 

➢ The wafer dicing phase does not have the ability to modify the function of the 

design; however, the wafer dicing methodology can be used to kill the part 

prior to delivery to the customer. 

➢ LoA2 

➢ Creation of a vulnerability in the die during the wafer process. This cannot be 

done by the typical wafer dicing equipment, but the adversary can use their 

access to the parts during dicing to compromise the device using failure 

analysis equipment to perform a laser, or Focused Ion Beam attack to disable 

security bits set in fuses. 

➢ LoA3 

➢ Physically stressing every good die on the wafer before sending them onward 

to the packaging process, hoping for damage. This malicious attack impacts 

reliability or performance but does not have a predictable outcome. 

3.15. TD 15: Adversary compromises packaging process 

In this threat, the adversary compromises the ASIC packaging process. During 

manufacturing of the final device, the silicon die is integrated into a package. The 

package includes the die, discrete components to perform signal conditioning such as 

capacitors and resistors, and a means to connect the signal pads on the die to the pins 

or balls on the package. There are two primary assurance concerns related to 

packaging: the addition of one or more unauthorized and malicious dies, or the outright 

damage of the packaged ASIC.  

Sub-threats include but are not limited to the following examples: 

• Adversary modifies package internals to add components. 

• Adversary modifies package internals to swap components. 

• Adversary modifies package internals to modify components. 

• Adversary modifies package internals to remove components. 



 

 

 

U/OO/6055341-26 | PP-26-1059 | August 2026 Ver. 1.0 17 

NSA | DoW Microelectronics: ASIC Best Practices – Threat Catalog 

Examples: 

➢ LoA1 

➢ At LoA1, a compromise of the packaging process makes the part not usable.  

➢ LoA2 

➢ At LoA2, the addition of a component or other modification that can be used 

as a trigger or as part of a different attack. 

➢ LoA3 

➢ At LoA3, this attack causes performance or reliability issues. 

3.16. TD 16: Adversary physically damages parts during 

manufacturing  

In this threat, the adversary damages or degrades the devices at any phase of the 

manufacturing flow with the intent of rendering the parts inoperable or non-compliant 

with their specification. The LoA categories of this attack simply measure the degree of 

damage to the device. 

Sub-threats include but are not limited to the following examples: 

• Adversary cracks the die. 

• Adversary over-voltages the die and blows the ESD. 

• Adversary exposes the die to ionizing radiation. 

• Adversary damages the devices. 

Examples: 

➢ LoA1 

➢ At LoA1, the part is damaged so that it does not function. This damage can 

be accomplished by a number of methods, such as, drilling holes into the 

device before packaging or over-voltaging a device to destroy its internal 

workings. 

➢ LoA2 

➢ There are no LoA2 specific threats identified.  

➢ LoA3 

➢ Any attack that produces damage that is not predictable; therefore, all cases 

of damage, except ones that are known to result in fully inoperable/non-

working parts, reside in LoA3. For example, parts are physically stressed 
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before shipping with the hope that cracks will affect their operation, oxide 

thickness is reduced to increase ESD susceptibility, metal thinning to reduce 

mean time to failure from electro-magnification, or leaving out non-functional 

masks to cause early chip mortality due to the migration of dopants and 

metals into active regions. 

3.17. TD 17: Adversary compromises device during delivery 

In this threat, the adversary performs a malicious attack on the devices during their 

transit from the packaging house to the Program. This attack could involve modifying 

the contents of the package or swapping in compromised parts. 

Sub-threats include but are not limited to the following examples: 

• Adversary intercepts devices and swaps them for non-functioning parts. 

• Adversary intercepts devices and damages them. 

• Adversary intercepts devices and inserts unauthorized devices in the package. 

Examples: 

➢ LoA1 

➢ The adversary gains access to the devices during transit to disable the device 

through physical damage or stress, such as exposing the devices to radiation 

or high voltage to disable the parts. 

➢ LoA2 

➢ The adversary gains access to the devices during transit to impact the 

reliability or performance by damaging the device or adding unauthorized 

parts to the device. 

➢ LoA3 

➢ The adversary handles the parts with their hands in hope of triggering an ESD 

event and creating an unpredictable outcome. 

3.18. TD 18: Adversary compromises user documentation 

In this threat, the adversary is able to make modifications to a non-hardware 

component. This can include documentation, configuration data documentation, 

implementation guides, part specifications, etc. The adversary could falsify data, such 

as temperature ranges, voltage, functionality, etc. This threat is primarily dealing with 

hiding truthful accurate data from the end user. 
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Sub-threats include but are not limited to the following examples: 

• Adversary deletes usage information out of datasheet to create a vulnerability in 

the field. 

• Adversary adds incorrect instructions in the data sheet to create a reliability 

issue. 

Examples: 

➢ LoA1 

➢ The adversary falsifies pin connection documentation, such that when 

connected, it kills the ASIC resulting in a triggerable action with a predictable 

outcome. 

➢ LoA2 

➢ The adversary falsifies the documentation, specifying the wrong configuration 

and instructions that turn on debug mode or enable other functions which aid 

a future attack. 

➢ LoA3 

➢ The adversary falsifies the documentation to state incorrect process-voltage-

timing parameters so that field oxides degrade over time causing a reliability 

issue. 

4. Summary 

All of these categories focus specifically on assurance-related threats. They are not 

inclusive of confidentiality, security, or tamper-related attacks except in areas where 

they overlap assurance concerns. As a program using ASICs seeks to apply 

appropriate mitigations for a given LoA, that program will be expected to provide 

mitigations against the threat categories listed under the corresponding threat level. The 

mitigations suggested in the JFAC HwA best practices reports have been evaluated to 

mitigate these threats to the appropriate level of assurance. As expected, for higher 

LoAs, the program will need to address the same threats with higher LoA mitigations. 

HwA labs are available to guide programs through this process. Additional information 

for HwA may be obtained by contacting JFAC_HWA@radium.ncsc.mil. 
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Appendix A: Standardized terminology 

The following terms are used in the Joint Federated Assurance Center ASIC best 

practices documents. These terms are modified from Defense Acquisition University 

definitions to support common understanding.  

Application Specific Integrated Circuit (ASIC) – An integrated circuit that is created 

for a specific application or purpose. 

Continuous Integration (CI) Software – A tool or set of tools that automate and 

control the execution of the ASIC implementation flow (AIF). It runs all the steps, 

maintains correct file permissions, saves process outputs, and works with version 

control to store all the artifacts. 

Device/ASIC device – A specific hardware implementation of an ASIC design. 

External facility – An unclassified facility that is out of the control of the Program or 

contractor. 

Hardware Assurance (HwA) – An activity to ensure a level of confidence that 

microelectronics (also known as microcircuits, semiconductors, and integrated 

circuits, including embedded software and/or included intellectual property) 

function as intended and are free of known vulnerabilities, either intentionally or 

unintentionally designed or inserted as part of the system's hardware and/or its 

embedded software and/or intellectual property, throughout the life cycle. 

Hard IP – Hard intellectual property (IP) is a microelectronic function captured as a 

physical layout, intended to be integrated into a hardware design in the layout process. 

Hard IP is most typically distributed as a CAD layout.  

Level of assurance (LoA) – An LoA is an established guideline that details the 

appropriate mitigations necessary for the implementation given the impact to national 

security associated with subversion of a specific system, without the need for system-

by-system custom evaluation. 

Program – the DoW office responsible for delivering the end product. 
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Production Environment (PE) – The PE is a repository where mature, production-

ready and Production Reliability Acceptance Testing (PRAT)-approved files are stored 

and protected in a read-only status. 

Soft IP – Soft intellectual property (IP) is a hardware design captured as code in a 

hardware description language (HDL), intended to be integrated into a complete 

hardware design through a synthesis process.  

Tapeout – This term refers to the stage of the ASIC process where the design data is 

provided to the manufacturer for fabrication. 

Targetability – The degree to which an attack may be applied to a specific Program or 

system.  

Third-party intellectual property (3PIP) – Functions utilized in the creation of an ASIC 

whose development are not under the control of the designer.  

Threat category – A threat category refers to a part of the supply chain with a specific 

attack surface and set of common vulnerabilities against which many specific attacks 

may be possible. 

Utility – The utility of an attack is the degree to which an effect from the attack has 

value to an adversarial operation.  

Vulnerability – A flaw in a software, firmware, hardware, or service component 

resulting from a weakness that can be exploited to cause a negative impact.  
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List of Acronyms 

3PIP  Third-Party Intellectual Property 

AIF ASIC Implementation Flow 

ASIC  Application Specific Integrated Circuit 

BPG  Best Practice Guide 

CAD Computer-Aided Design 

CI Continuous Integration 

CTR Cybersecurity Technical Report 

DAU  Defense Acquisition University 

DEF Data Exchange Format 

DoD  Department of Defense 

DoW Department of War (an authorized secondary title for DoD) 

EDA  Electronic Design Automation 

ESD Electrostatic Discharge 

FA Failure Analysis 

GDSII  Graphics Design System 

HDL  Hardware Description Language 

HwA  Hardware Assurance 

ID Identifier 

IT  Information Technology 

IP  Intellectual Property 

JFAC  Joint Federated Assurance Center 

JTAG Joint Test Action Group 

LoA  Level of Assurance 

MCM Multi-chip Modules 

NSA  National Security Agency 

OASIS Open Artwork System Interchange Standard 

PCB Printed Circuit Board 

PDK Physical Design Kit 

PE Production Environment 

PRAT Production Reliability Acceptance Testing 

PPP Program Protection Plan 

SoC  System on a Chip 

SME Subject Matter Expert 

TD  Threat Descriptor 

USG  United States Government 
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Appendix B: Threats against the design cycle 

This table identifies each of the threats along with the primary portion of the design cycle that is affected. 

Table 4: Threats mapped to design cycle stages 

Threats 
T1: Adversary 
Compromises 

Design 
Requirements 

T2: Adversary 
Compromises 

IT System 

T3: Adversary 
Compromises 
EDA Software 

T4: Adversary 
Compromises 
Third-Party IP 

(3PIP) 

T5: Adversary 
Compromises 

Hardware 
Description 
Language 

(HDL) 

T6: Adversary 
Compromises 

Scripts 

T7: Adversary 
Compromises 

Netlist 

T8: Adversary 
Compromises 

Foundry 
Physical 

Design Kit 

T9: Adversary 
Compromises 

Physical Design 
Representation 

Lifecycle 
DoW Requirements X X               

Requirement X X               

Specification X X               

Architecture X X               

Design X X               

HDL Development X X   X X         

Verification   X X X   X       

Synthesis   X X X   X X     

Test Insertion   X X X   X X     

Place and Route   X X X   X X X X 

Timing Extraction   X X X   X   X X 

Verification   X X X   X   X X 

Post Route Verification   X X X   X   X X 

Physical Verification   X X X   X   X X 

Tapeout   X X     X   X X 

Mask Fabrication                   

Wafer Fabrication                   

Wafer Fabrication                   

Wafer Testing                   

Personalization                   

Packaging                   

Wafer Dicing                   

Assembly                   

Test                   

Package Testing                   

Shipping                   

Configuration/Program                    

Integrate and Test 
Fielded Product  
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Threats 
T10: 

Adversary 
Compromises 

Tapeout 
Process 

T11: 
Adversary 

Compromises 
Wafer 

Manufacturing 

T12: 
Adversary 

Compromises 
Device 
Testing 

T13: 
Adversary 

Compromises 
Personalization 

T14: 
Adversary 

Compromises 
Wafer Dicing 

T15: 
Adversary 

Compromises 
Packaging 
Process 

T16: 
Adversary 
Damages 
Physical 
Devices 

T17: 
Adversary 

Compromises 
Devices 
During 

Delivery 

T18: 
Adversary 

Compromises 
User 

Documentation 
Lifecycle 

DoW Requirements                

Requirement               X 

Specification               X 

Architecture               X 

Design                

HDL Development                

Verification                

Synthesis                

Test Insertion                

Place and Route                

Timing Extraction                

Verification                

Post Route Verification                

Physical Verification X               

Tapeout X               

Mask Fabrication X               

Wafer Fabrication  X         X    

Wafer Fabrication  X         X    

Wafer Testing  X X       X    

Personalization  X   X     X    

Packaging           X    

Wafer Dicing       X X X    

Assembly         X X    

Test           X    

Package Testing   X       X    

Shipping           X X  

Configuration/Program                

Integrate and Test                

Fielded Product         X 
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