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Forward 

This document is written to help DoW Programs understand the threats against 

application specific integrated circuits (ASICs) during the design and manufacturing 

processes and the appropriate mitigations to reduce the risk from those threats. Prior to 

reading this document, a Program should be familiar with DoD Instruction 5200.44, 

Protection of Mission Critical Functions to Achieve Trusted Systems and Networks 

(TSN). This policy explicitly states that DoW Programs must use processes and 

suppliers accredited through the Defense Microelectronics Activity (DMEA) trusted 

process unless a waiver is requested. 

In the event that trusted processes or services cannot be used or when the Program 

determines additional validation steps are necessary, JFAC HwA strongly recommends 

the Program use the best practices in this guide to mitigate known threats against ASIC 

design and manufacturing. For example, if there is no trusted service available for 

packaging, the Program may choose to use the mitigations in the Adversary 

Compromises Packaging Process section of this document.  

Programs should note that unless the entire ASIC development and manufacturing 

effort is conducted by accredited trusted suppliers, additional validation steps should be 

used to verify there was no device tampering outside of the trusted process. 

  

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520044p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520044p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520044p.pdf
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Executive Summary  

This guide identifies threats relevant to DoW Programs that require Level of Assurance 

1 (LoA1) protections and the mitigations that are necessary to follow the JFAC HwA 

Levels of Assurance paradigm. This paradigm was first used to document protections 

for commercial field-programmable gate array (FPGA) devices and is explained in 

separate background papers that can be found at https://www.nsa.gov/Press-

Room/DoD-Microelectronics-Guidance/. 

The LoA paradigm uses the Defense Acquisition University (DAU) hardware assurance 

(HwA) definition as the basis for its guidance. 

 Hardware Assurance (HwA): 

An activity to ensure a level of confidence that microelectronics (also 

known as microcircuits, semiconductors, and integrated circuits, 

including its embedded software and/or intellectual property) function as 

intended and are free of known vulnerabilities, either intentionally or 

unintentionally designed or inserted as part of the system's hardware 

and/or its embedded software and/or intellectual property, throughout 

the life cycle.” 

While JFAC HwA fully embraces this definition as a part of its objective, the LoA 

paradigm focuses on the detection and prevention of intentional threats. The LoA 

paradigm complements the DoD Trusted Systems and Network Analysis process by 

identifying threats and vulnerabilities and providing guidance on how to address them.  

The LoA paradigm establishes three “Levels of Assurance” for custom microelectronic 

hardware. LoA1 applies to ASIC-based designs where system failure would result in a 

U.S. Government (USG) capability being reduced in a meaningful way. Subversion of 

the system could cause harm to U.S. personnel, property, or interests; however, 

essential operational capabilities for U.S. DoW would remain available even during 

system failure. 

Threats in the LoA1 level are most likely to be implemented based on their low 

implementation cost and high value of return as defined by the following five 

characteristics:  

• Access – Exploit a single available point of access 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance/
https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance/
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• Technology – Use existing public technology 

• Investment – Require minimal investment of resources 

• Value of effect – Disable or subvert system capabilities 

• Targetability – Are inherently targetable and controllable 

The threat categories described in this document are compiled based on public 

examples and input from JFAC HwA subject matter experts in the areas of ASIC design, 

hardware security, wafer manufacturing, and supply chain assurance. The threats 

addressed in this guide are listed in the following table: 

Table 1: ASIC threat descriptions 

# ASIC Threat Description (TD) 

TD 1 Adversary compromises design requirements 

TD 2 Adversary compromises IT systems or its administration 

TD 3 Adversary compromises EDA software 

TD 4 Adversary compromises third-party intellectual property (3PIP) 

TD 5 Adversary compromises HDL design 

TD 6 Adversary compromises flow and/or tool scripts 

TD 7 Adversary compromises netlist 

TD 8 Adversary compromises foundry physical design kit 

TD 9 Adversary compromises physical design representations 

TD 10 Adversary compromises the tapeout process 

TD 11 Adversary makes malicious modification during wafer manufacturing 

TD 12 Adversary compromises wafer or package test process 

TD 13 Adversary compromises personalization process 

TD 14 Adversary compromises wafer dicing process 

TD 15 Adversary compromises packaging process 

TD 16 Adversary physically damages parts during manufacturing 

TD 17 Adversary compromises devices during delivery 

TD 18 Adversary compromises user documentation 

U.S. Government (USG) Program offices and the contracted performers engaged in the 

development of a custom ASIC can use this list of threats as a good starting point, but 

are ultimately responsible for evaluating and understanding their threat space and 

defining their own protection. The recommendations in these documents should be 

used to inform this risk assessment.  
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Each of the threat categories are described and accompanied by multiple mitigation 

options to allow Programs to tailor the best solution to meet their need. Mitigations are 

the processes and tools that prevent or detect attacks, reducing the risk of the 

associated threats. Once the Program has mitigated all the threats listed in the table, 

they can consider their project to be protected to Level of Assurance 1.  

While this guidance does not require the participation of the JFAC HwA, it is ready to 

assist Programs in understanding this guidance, incorporating Program-specific 

mitigations, and seeking alternatives to the guidance contained herein if needed. For 

further information or support, please reach out to JFAC HwA at 

JFAC_HWA@radium.ncsc.mil. 

It is important to note, all Programs with radiation-hardening requirements require 

mitigations identified as LoA2 or LoA3. 

  

mailto:JFAC_HWA@radium.ncsc.mil
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1 Overview 

This document provides detailed technical guidance on how to mitigate Level of 

Assurance 1 (LoA1) threats during the development and manufacturing of application 

specific integrated circuits (ASICs). The mitigation methods work to either prevent or 

detect an adversarial attempt to maliciously modify an ASIC during these phases.  

Organized by threat, this guidance provides Programs a clear path to achieving LoA1 

hardware assurance. In the context of this document, the term “Program” refers to the 

U.S. Government (USG) Program office and the contracted performers engaged in the 

development of a custom ASIC. It does not include external vendors, suppliers, or the 

ASIC foundry.  

Programs are encouraged to identify the appropriate level of protection that their design 

requires. Instructions on how to make this determination are contained in a related 

document titled “FPGA Level of Assurance Quick Start Guide.” The Quick Start Guide 

may be obtained from JFAC HwA or downloaded from the Internet at 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance. By following those 

instructions, a Program will be able to determine if their ASIC development effort should 

meet LoA1, LoA2, or LoA3. This guide provides LoA1 guidance. 

1.1 Scope and exclusions  

This guidance provides instructions to achieve a standard level of assurance for ASICs 

using the hardware assurance definition provided by the Defense Acquisition University. 

“An activity to ensure a level of confidence that microelectronics 

(also known as microcircuits, semiconductors, and integrated 

circuits, including its embedded software and/or intellectual 

property) function as intended and are free of known 

vulnerabilities, either intentionally or unintentionally designed or 

inserted as part of the system's hardware and/or its embedded 

software and/or intellectual property, throughout the life cycle.” 

• This document follows the Levels of Assurance construct, which can be found in the 

Department of Defense1 (DoD) Microelectronics Levels of Assurance Definitions and 

 
1 For the purposes of this document, any use of the terms “Department of Defense” is done so in order to align with existing programs, guidance, or statute. All 
other references to the Department are referred to as the Department of War as an authorized alternative title. 

file:///C:/Users/kadonal/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/3D527WV9/JFAC%20HwA
https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance
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Applications document at https://www.nsa.gov/Press-Room/DoD-Microelectronics-

Guidance. 

• This document contains technical recommendations to guard against adversarial 

threats.  

• This guide describes intentional and malicious assurance concerns. This guide does 

not focus on unintentional vulnerabilities. 

• This guide addresses assurance concerns in the ASIC lifecycle phases from ASIC 

requirements development through ASIC delivery to the Program and product 

acceptance. Firmware and software that run the ASIC are beyond the scope of this 

document. 

• This guidance covers single die packaged parts and will not specifically address 

multi-chip modules (MCM), 3D packaging, or other configurations of ASICs; although 

the guidance does overlap.  

• This guide covers digital design flows but does not address analog and mixed signal 

designs. 

• Confidentiality is considered a security concern, not assurance. This document deals 

with confidentiality of information in places where it impacts or intersects with 

assurance concerns. Otherwise, confidentiality falls under design security and anti-

tamper practices. The reader is encouraged to contact the DoD Anti-tamper 

Executive Agent for protecting their confidential information (https://at.dod.mil). 

• Theft of the physical devices or design data are not strictly assurance concerns and 

are not addressed in this document. This is a problem that should be addressed by 

the Program Protection Plan and Program management. 

• This guidance does not include hardware assurance threats that only result in 

increases in project cost or schedule. For example, destroying the project database 

to cause a schedule delay. These concerns should be addressed by the Program 

and its Program Protection Plan. 

• This document is not policy nor does it replace or represent DoW or USG policy. 

1.2 Document outline 

This document is organized into five sections along with appendices as described here: 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance
https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance
https://at.dod.mil/
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• Section 1 provides overview and foundational information for this document. 

• Section 2 reviews the characteristics of those threats that are applicable to Level of 

Assurance 1. It explains the reasons for their inclusion in this document. 

• Section 3 provides an in-depth description of mitigations that should be embraced 

by all Programs to protect their design environment and processes.  

• Section 4 lists evaluation criteria to be used on various types of design information 

prior to committing it to the version control repository for protection. 

• Section 5 provides mitigation details that may be used to address the 17 threats 

relevant at LoA1. 

• Appendices include: 

o Acronyms 

o Protected Design Flow Environment considerations 

o Role-based access controls 

o HDL acceptance testing criteria 

o Threats against the design cycle 

o Threats and associated mitigations 

1.3 Terminology 

A list of commonly used terms associated with ASICs and their manufacture is provided 

here to assist readers with understanding the concepts put forth in this document. 

Readers are encouraged to familiarize themselves with them before proceeding. 

• Application Specific Integrated Circuit (ASIC) – Integrated circuit that is created 

for a specific application or purpose. 

• Continuous integration (CI) software – A tool or set of tools that automate and 

control the execution of the ASIC implementation flow (AIF). It runs all the steps, 

maintains correct file permissions, saves process outputs, and works with version 

control to store all the artifacts. 

• Device/ASIC device – A specific hardware implementation of an ASIC design. 
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• External facility – An unclassified facility that is out of the control of the Program or 

contractor. 

• Hardware Assurance (HwA) - An activity to ensure a level of confidence that 

microelectronics (also known as microcircuits, semiconductors, and integrated 

circuits, including its embedded software and/or intellectual property) function as 

intended and are free of known vulnerabilities, either intentionally or unintentionally 

designed or inserted as part of the system's hardware and/or its embedded software 

and/or intellectual property, throughout the life cycle. 

• Hard Intellectual Property (IP) – Hard IP is a microelectronic function captured as 

a physical layout, intended to be integrated into a hardware design in the layout 

process. Hard IP is most typically distributed as a CAD layout.  

• Level of assurance (LoA) – An LoA is an established guideline that details the 

appropriate mitigations necessary for the implementation given the impact to 

national security associated with subversion of a specific system, without the need 

for system-by-system custom evaluation. 

• Program – for the purposes of this document, “Program” will refer to the DoW office 

responsible for the development of the ASIC and the system in which resides. This 

also includes the performers and their subcontractors who are under contract to the 

DoW office and subject to DoW acquisition rules. 

• Production Environment (PE) – The PE is a repository where mature, production-

ready and Production Environment Acceptance Testing (PRAT)-approved files are 

stored and protected in a read-only status. 

• Soft IP – Soft IP is a hardware design captured as code in a hardware description 

language (HDL), intended to be integrated into a complete hardware design through 

a synthesis process.  

• System – in this document, “system” refers to the microelectronic product being 

developed by the Program in which the ASIC resides. For instance, this could be a 

radio, a guidance system, or a subcomponent to a larger system such as a fighter 

jet.  

• Tapeout – this term refers to the stage of the ASIC process where the design data is 

provided to the manufacturer for fabrication. 
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• Targetability – The degree to which an attack may be applied to a specific Program 

or system.  

• Third-party intellectual property (3PIP) – Functions utilized in the creation of an 

ASIC whose development are not under the control of the designer.  

• Top level system – The final end product in which the system can reside. Examples 

are a fighter jet, a missile or a tank.  

• Threat category – A threat category refers to a part of the supply chain with a 

specific attack surface and set of common vulnerabilities against which many 

specific attacks may be possible. 

• Utility – The utility of an attack is the degree to which an effect has value to an 

adversarial operation.  

• Vulnerability – A flaw in a software, firmware, hardware, or service component 

resulting from a weakness that can be exploited, causing a negative impact to the 

confidentiality, integrity, or availability of an impacted component or components.
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1.4 Document use 

DoD Instruction 5200.44, Protection of Mission Critical Functions to Achieve Trusted 

Systems and Networks (TSN) requires that: 

"In applicable systems, integrated circuit-related products and services 

shall be procured from a trusted supplier accredited by the Defense 

Microelectronics Activity (DMEA) when they are custom-designed, 

custom-manufactured, or tailored for a specific DoD military end use 

(generally referred to as application-specific integrated circuits 

(ASICs))." 

DMEA accredits suppliers in the areas of integrated circuit design, aggregation, broker, 

mask manufacturing, foundry, post processing, packaging/assembly, and test services. 

These services cover a broad range of technologies and is intended to support both 

new and legacy applications, both classified and unclassified. 

Per policy, the use of a DMEA Accredited Trusted Supplier for Category I Services is 

sufficient to mitigate against LoA1 threats when the service exists. The list of DMEA 

Accredited Trusted Suppliers may be found at: 

https://www.acq.osd.mil/asds/dmea/tapo/trusted-supplier-programs.html. 

In the event that trusted services cannot be used or when the Program determines 

additional validation steps are necessary, JFAC HwA strongly recommends the 

Program use the best practices in this guide to mitigate known threats against ASIC 

design and manufacturing. For example, if there is no trusted service available for 

packaging, the Program may choose to use the mitigations in the Adversary 

Compromises Packaging Process section of this document.  

Programs should note, if the entire ASIC development and manufacturing effort is not 

conducted by Accredited Trusted Suppliers, additional validation steps should be used 

to verify there was no device tampering outside of the trusted process. 

This document is intended to inform the trusted systems and network (TSN) risk 

evaluations and mitigations required by all DoW Programs in the area of custom ASIC 

https://www.esd.whs.mil/Directives/issuances/dodi/
https://www.esd.whs.mil/Directives/issuances/dodi/
https://www.acq.osd.mil/asds/dmea/tapo/trusted-supplier-programs.html
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development. It should be used in conjunction with the Program’s/Organization’s best 

practices and procedures. This document provides: 

• A list of assurance threats and risks associated with ASIC development. 

• Guidance to integrate the documented mitigations into design processes. 

• Reference standards that provide proven recommendations in their respective 

areas. 

• Repeatable assurance processes with the recommended protections. 

• Assurance details for Programs to create an assurance plan to incorporate 

protections in a repeatable design process.  

• Recommendations to assure the integrity of the ASIC hardware. 

To fully claim LoA1, Programs should implement all the mitigations contained within this 

document. 

Over the life of the ASIC, compliance with LoA1 can be impacted by changes, such as 

those to the system, software, suppliers of critical components, or the threat 

environment, along with any newly discovered vulnerabilities to the underlying ASIC 

technology or components. Programs are encouraged to revisit their assurance plan 

and determine if new steps are needed to assure the continued integrity of the product 

in the event of any of these changes. 

1.5 General advice 

This section contains general guidance that each Program should consider in their 

assurance plan.  

• The mitigations listed in this document are best practices and subordinate to any 

existing USG or DoW standards or policy.  

• Assurance concerns and practices should be addressed early. It is important to 

consider the assurance level required by the Program. The Program should plan for 

additional verification steps and modifications to standard design flows. Additionally, 

acquisition practices should be modified to take into consideration changes that can 

impact assurance. Items such as software and Third-Party Intellectual Property 

(3PIP) are of particular concern. The Program should specify assurance 

requirements during 3PIP acquisition that can reduce Program costs as compared to 
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requesting additional data after the IP has been acquired. Upfront negotiation with 

3PIP vendors may be required for information necessary to verify the 3PIP. 

• The Program/performer should review and modify standard process flows for 

assurance across the organization. Some threats can be addressed early in the 

project by modifying the design flow to include extra reporting features or changing 

the order of some steps in the default process to better prepare Programs for 

meeting assurance goals. Standard process changes across the organization might 

reduce the costs of implementing assurance for all Programs. 

• In particular, DoW projects identified as National Security Systems (NSS) should use 

the appropriate guidance as required by the Committee on National Security 

Systems (CNSS) Policy 15 and other CNSS documents located at 

https://www.cnss.gov/CNSS/issuances/Policies.cfm. 

• Programs are encouraged to minimize the number of third parties involved in the 

fabrication process and to fully vet those that are engaged. The Defense 

Microelectronics Activity (DMEA) trusted supplier program is available for this 

purpose. Third-party engagements should be considered highly vulnerable to tamper 

and should be vetted appropriately. 

• Programs are encouraged to use cleared personnel and classified resources to the 

fullest extent possible. Having personnel cleared and working at the Secret level 

eliminates many of the LoA1 threats. 

• Programs are encouraged to verify the integrity of the design throughout all design 

and manufacturing steps to the fullest extent possible. 

1.6 Complementary standards and guidance 

Programs are encouraged to become familiar with the following USG and commercial 

standards as they have beneficial impact on hardware assurance and are trusted 

sources for mitigations in this document.  

• National Institute of Standards and Technology (NIST) Federal Information 

Processing Standards Publication (FIPS) 186-5 Digital Signature Standard 

• NIST FIPS 198-1 The Keyed-Hash Message Authentication Code (HMAC) 

• NIST Special Publication (SP) 800-53 Security and Privacy Controls for Federal 

Information Systems and Organizations 

https://www.cnss.gov/CNSS/issuances/Policies.cfm
https://csrc.nist.gov/pubs/fips/186-5/final
https://csrc.nist.gov/pubs/fips/186-5/final
https://csrc.nist.gov/pubs/fips/198-1/final
https://www.nist.gov/publications/security-and-privacy-controls-information-systems-and-organizations
https://www.nist.gov/publications/security-and-privacy-controls-information-systems-and-organizations
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• NIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal 

Systems and Organizations 

• NIST SP 800-172 Enhanced Security Requirements for Protecting Controlled 

Unclassified Information 

• Committee on National Security Systems (CNSS) Policies 

• SAE International AS6171 Test Methods Standard; General Requirements, 

Suspect/Counterfeit, Electrical, Electronic and Electromechanical Parts 

• Trusted Systems and Network (TSN) Analysis 

Additionally, Programs are encouraged to leverage and implement other standards not 

listed here, as appropriate.  

2 LoA1 and associated threats 

LoA1 applies to ASIC-based designs where system failure would result in a USG 

capability being reduced in a meaningful way. If the system is subverted it can cause 

harm to U.S. personnel, property, or interests; however, essential operational 

capabilities for the DoW would remain available even during system failure. 

In general, LoA1 threats are those that are deemed most likely to be carried out against 

a DoW system due to their low cost and high utility (high value of return). When 

measuring a threat for its cost to the adversary, the factors considered are the level of 

access, the technology, and the investment needed to carry out the attack. When 

measuring the utility to an adversary, this paradigm measures the value of effect and 

the targetability of the attack. For additional information on the various Levels of 

Assurance, consult the DoD Microelectronics Levels of Assurance Definitions and 

Applications document available at https://www.nsa.gov/Press-Room/DoD-

Microelectronics-Guidance/.  

Table 2 defines the characteristics to determine if a given threat requires mitigation at 

LoA1. 

 

 

 

 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
https://www.cnss.gov/CNSS/issuances/Policies.cfm
https://www.sae.org/standards/as6171-test-methods-standard-general-requirements-suspect-counterfeit-electrical-electronic-electromechanical-parts/
https://www.sae.org/standards/as6171-test-methods-standard-general-requirements-suspect-counterfeit-electrical-electronic-electromechanical-parts/
https://rt.cto.mil/wp-content/uploads/2019/06/Trusted-Systems-and-Networks-TSN-Analysis.pdf#:~:text=This%20document%20provides%20further%20details%20for%20Trusted%20Systems,processes%20necessary%20to%20accomplish%20the%20TSN%20analysis%20objectives.
https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance/
https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance/
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Table 2: Threat characteristics for determining LoA1 mitigations 

LoA1 

Characteristics 
LoA1 Characteristic Description 

Access 

The level of 

access required to 

conduct an attack 

A single available point of access to some portion of the device supply 

chain, defined as any of the following:  

• An Internet connected network, regardless of other security 

measures 

• Any single compromised U.S. person 

• A group of associated foreign nationals within a U.S. organization, 

such as a corporate office operated in a foreign country  

• Any number of foreign nationals from a high-threat country or its 

allies with access to some part of the microelectronics supply chain 

Technology 

The level and 

complexity of 

technology 

required to 

conduct an attack. 

Existing public technology means that an attack can be conducted 

using tools that are already available in the public or commercial 

domain or are straightforward advances of public technology. Examples 

would include:  

• Development tools provided by Electronic Design Automation 

(EDA) suppliers 

• Internal debugging features that are capable of changing device 

configuration 

• Laboratory or fabrication equipment used as intended 

• Publicly available open source projects 

• Published academic research 

• Results of USG research and development investment at the 

unclassified level, even when protected by International Traffic in 

Arms Regulations (ITAR). 

Investment 

The cost of 

resources 

necessary to carry 

out the attack 

Minimal investment of resources means that an attack requires existing 

domain knowledge of ASICs and/or system technologies.  

For the LoA analysis, minimal resources are defined as any effort 

consisting of approximately six person-years of specific ASIC domain 

expertise or less. 



  

U/OO/6055347-26 | PP-26-3181 | August 2026 Ver. 1.0 11 

NSA | DoW Microelectronics: ASIC Level of Assurance 1 Best Practices  

LoA1 

Characteristics 
LoA1 Characteristic Description 

Value of Effect 

Measure of the 

effectiveness of a 

successful attack 

by an adversary 

Attacks that disable or subvert a system capability enable an adversary 

to remove a capability from service or cause it to perform specific 

deleterious actions. When combined with high targetability, these 

represent the worst-case scenario for a failure of hardware assurance: 

enabling an adversary to take over or disable capabilities on command. 

Targetability 

Measure of the 

attack’s ability to 

reliably and 

predictably be 

directed to a 

specific target for 

a specific effect at 

a specific time 

Inherently targetable and controllable threat operations are executed in 

a way that provides straightforward means to understand and predict 

the effect of an attack and also provide a mechanism to control or time 

the attack.  

Table 3 lists the eighteen identified ASIC threat categories. This document identifies the 

LoA1 related threat scenario. Additional information about each threat category can be 

found in the ASIC Best Practices – Threat Catalog document also found at 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance.  

Table 3: ASIC threat categories 

# ASIC Threat Description (TD) 

TD 1 Adversary compromises design requirements 

TD 2 Adversary compromises IT systems or its administration 

TD 3 Adversary compromises EDA software 

TD 4 Adversary compromises third-party intellectual property (3PIP) 

TD 5 Adversary compromises HDL design 

TD 6 Adversary compromises flow and/or tool scripts 

TD 7 Adversary compromises netlist 

TD 8 Adversary compromises foundry physical design kit 

TD 9 Adversary compromises physical design representations 

TD 10 Adversary compromises the tapeout process 

TD 11 Adversary makes malicious modification during wafer manufacturing 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance
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TD 12 Adversary compromises wafer or package test process 

TD 13 Adversary compromises personalization process 

TD 14 Adversary compromises wafer dicing process 

TD 15 Adversary compromises packaging process 

TD 16 Adversary physically damages parts during manufacturing 

TD 17 Adversary compromises devices during delivery 

TD 18 Adversary compromises user documentation 

3 Program environment 

This section contains major mitigations that are common across many of the threats 

listed in this document. These mitigations are referred to as for the “Program 

environment” because they provide foundational guidance that should be applied across 

the entirety of the design process. The key elements to the program environment are: 

• Assurance plan – This section provides guidance for a Program’s creation of an 

assurance plan. The Program assurance plan identifies Program-relevant threats 

with the appropriate mitigations (tools, testing, procedural changes, etc.), establishes 

assurance metrics demonstrating successful incorporation of the mitigations, and 

outlines a process for tracking those metrics. 

• Acquisition guidance for assurance – The Program should recognize that the 

supply chain can be an attack vector for the adversary. This section provides 

assurance considerations for the Program’s acquisition process.  

• Protected Design Flow Environment (PDFE) – This section provides guidance on 

the use of version control, job control, and continuous integration into an 

environment to minimize human interaction with the production environment. This is 

done to protect the design flow from unauthorized modifications or access. 

• Role-based access control – This section provides guidance on how to segment 

various roles within a Program, ensuring the minimum access required to carry out a 

particular role or function. 

• Uncleared employee protocols – This section provides actionable guidance for a 

Program to limit or eliminate the threat of nefarious insiders within the Program 

environment.  
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• Verification test plan – At LoA1, verification in itself is not a threat; however, a 

strong verification program helps detect threats that may be introduced via any of 

the other identified threat categories. The verification plan should validate the ASIC 

does only what has been specified via the design documents. The verification test 

plan section provides assurance considerations that should be included in the 

testing environment and procedures to verify that the device functions as designed. 

The recommendations made in this section should be followed by the Program in all 

instances, in addition to the threat-specific mitigations in Section 5. 

3.1 Assurance plan 

There are assurance considerations in each step of the hardware development process, 

from requirements definition to hardware test. The threat space and risk tolerance are 

Program-specific, so the assurance activities should be tailored for each Program. Each 

Program should create an assurance plan to track assurance mitigations throughout the 

Program lifecycle. Developing and maintaining an assurance plan helps the Program to 

meet its assurance goals. 

Without an assurance plan in place, assurance activities may be overlooked or 

abandoned due to budget or schedule considerations. Maintaining an assurance plan 

throughout the Program allows for informed decisions in the case of changes, such as 

not meeting assurance targets, changes to the threat space, or risk tolerance. 

This guidance will provide recommendations for the development and maintenance of 

an assurance plan. 

3.1.1 General guidance 

As one of the first steps, the Program should create an assurance plan that identifies 

which threats are applicable and which mitigations will be implemented to address those 

threats. This effort should also document where in the development flow the mitigations 

should be applied and what groups are responsible for their implementation. The threats 

contained in this document should be considered, as well as any Program-specific 

threats. 

The assurance plan should contain the list of threats to be mitigated, the necessary 

mitigations, and the requirements for assurance metrics. Assurance metrics are the 

means that the Program uses to measure or record the completeness of adherence to 
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the assurance criteria. These metrics can be tied to artifact completion and review, or 

they can be numeric goals such as code coverage.  

The Program should track assurance metrics and present the data during Program 

status reviews along with the standard design and verification metrics. The Program 

should ensure the risk associated with any unmitigated threats is clearly understood. 

3.1.2 Assurance plan review 

When reviewing the assurance plan, confirm the following: 

• The threat list is appropriate and complete. The plan should include sufficient detail 

on threats and mitigations for technical and Program leadership to: 

(1) understand the residual risk,  

(2) make informed decisions on whether that risk can be accepted or if 

supplementary mitigations are warranted. 

• Target metrics are specified if needed to determine the effectiveness of the 

mitigation (e.g., code coverage). 

• The assurance plan takes into account third-party engagements. These 

engagements should be constrained to follow the terms of the assurance plan and 

verified upon delivery of the third-party deliverable. 

• Where applicable, mitigations include reviewable evidence of completion. 

3.2 Acquisition considerations for assurance 

Acquisition of third-party design software, test software, and IP are a natural part of the 

ASIC development process. However, the acquisition of goods and services provides a 

vector for adversary attack through the supply chain. For this reason, acquisition 

guidance is provided to reduce assurance risks. This guidance should be used in 

conjunction with current acquisition processes and does not supersede any acquisition 

rules by DoW or USG. It is expected that each Program will follow the applicable 

acquisition laws, regulations, and requirements for their particular use case. These 

recommendations are meant to enhance the acquisition rules under which the Program 

already operates. 

Sections 3.2.1 through 3.2.3 provide recommended practices when purchasing third-

party goods and services for use in the development of an ASIC. 
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3.2.1 General guidance 

These recommendations are applicable to any and all acquisition efforts in support of an 

ASIC development effort. 

The Program should purchase directly from suppliers. Avoiding acquiring products from 

third-party distributors, and instead purchasing directly from the provider, can help 

reduce the supply chain attack surface. In addition, a third-party distributor may not 

have mechanisms in place to prove the authenticity of a product. If the Program has to 

acquire goods from a distributor, ensure it is an authorized distributor by the original 

vendor.  

The Program should not purchase from suppliers that are excluded from doing business 

with USG, as listed by the General Services Administration (GSA) on www.sam.gov. 

Before purchasing, the Program should research the company, focusing on assurance 

concerns. For example, research areas should include the vendor’s history of database 

compromises, connections with adversarial nations, suspect business practices, etc. 

When multiple acquisition options are available for purchasing ASIC related goods, the 

Program should strive to acquire the best option for its particular use case, taking into 

account other use within DoW. More prevalent use may afford the Program with 

knowledge and experience from the other ASIC efforts and increase the likelihood that 

any malicious or vulnerable functions have been discovered.  

It is preferable to purchase goods and services that were designed, verified, and 

distributed from within the United States or its allies. Purchasing ASIC goods from 

sources that reside in countries with political policies in opposition to those of the U.S. 

may present additional risks, and likely should be avoided.  

Third-party vendors may collect information about the Program’s design for their 

records. The Program should understand who will see this information and where it will 

be stored. Many ASIC support companies are multinational and their internal 

information systems span the globe. Therefore, the Program should provide the least 

amount of data possible to suppliers. 

Some ASIC related items may represent emerging technology that comes from a USG 

lab or academic setting. It is important to understand how well the product has been 
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verified and validated, if foreign nationals were involved in its development, and whether 

there are ASIC design methodologies that prevent or detect malicious or vulnerable 

aspects in immature designs or technologies.  

3.2.2 Third-party IP 

These recommendations are applicable to the acquisition of third-party IP (3PIP). 

Programs should attempt to seek products that have already been manufactured and 

technically proven in silicon, although that should not be the only factor to consider. 

Proven past performance may reduce the risk of problems with the functionality due to 

malicious attack or from an engineering mistake. 

Programs are encouraged to pursue test vectors or formal assertions to verify the 

correct functionality of the IP when possible. Seek verification packages that can assert 

100% compliance with its specification or industry standard.  

The IP must be able to be examined and reviewed for assurance concerns. Assurances 

by the third-party of the IP’s integrity are not considered best practice. The use of 

encrypted 3PIP may represent an assurance risk for which there are no technical 

solutions or current means to quantify that risk. 

Some IP vendors provide black box models to the customer and rely on the foundry to 

insert the layouts into the Graphics Design System II (GDSII) prior to mask build. This 

prevents the user from performing layout vs schematic (LVS) checks, logical 

equivalency checks on the schematic models, or a careful visual inspection of the 

layout. Programs are encouraged to negotiate licensing terms for full access to all the 

design models. 

Programs should refrain from providing more design data to vendors than is needed. A 

vendor should only be given the least amount of data necessary to successfully develop 

the desired custom IP block. All information provided to 3PIP developers should be 

limited by need to know.  

The use of open source 3PIP should have additional scrutiny. Open source IP is an 

attack vector that can be used to insert malicious functions into hardware designs. 

Programs should have a plan to evaluate the open source IP for assurance threats. 
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3.2.3 EDA software 

These recommendations are applicable to all acquisition of EDA software tools in 

support of the ASIC development effort.  

Programs should consider working with vendors to acquire software that does not 

require direct network connections to install. Some software uses an installation script 

that downloads executable content from the Internet. These types of installation 

methods should be avoided. All installation files should be able to be downloaded in full 

and verified with a hash prior to installing. 

Programs should research the existence of unaddressed Common Vulnerabilities and 

Exposures (CVEs) associated with the EDA software in question. Unaddressed CVEs 

can be a sign of a lax corporate attitude toward security and assurance. Programs are 

encouraged to avoid or investigate all unaddressed CVEs with the vendor before 

moving forward. However, a clean CVE record should not be interpreted to mean the 

software is free of assurance concerns or has undergone an assessment, and 

therefore, due diligence by Programs is necessary. 

Programs are encouraged to follow the guidance provided by the Enduring Security 

Framework on the use of open source software in Securing the Software Supply Chain: 

Recommended Practices for Managing Open-Source Software and Software Bill of 

Materials.  

3.3 Protected Design Flow Environment 

An ASIC is susceptible to attack by a compromised insider throughout the design cycle. 

To counter this threat, a design environment framework is proposed that uses a 

combination of tools and methods already used in software and hardware development. 

For the purposes of this document, this framework is called the Protected Design Flow 

Environment (PDFE). It is comprised of mitigations for preventing attacks and 

checkpoints for detecting malicious edits to an ASIC’s design during its virtual 

development and final tapeout. The low-level details of this framework are left to the 

ASIC design team to determine since each ASIC flow is different. However, this 

guidance provides the assurance related goals and criteria for successfully 

implementing the framework. Appendix B provides an example with lower level details 

for those not familiar with these approaches. 

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
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The PDFE framework is comprised of the following components, which should be 

familiar to most ASIC designers: 

• A development environment (DE) managed by a version control system (VCS). 

• A production environment (PE) managed by a VCS. 

• An ASIC implementation flow (AIF). For the purposes of this document, the term AIF 

refers to the software driven design phases used to develop an ASIC up to tapeout. 

This includes code linting, synthesis, test insertion, place and route, layout 

modification, and all forms of verification.  

• A continuous integration (CI) program used to automate the AIF. 

• A process for transitioning files from the DE to the PE called the Production 

Environment Acceptance Testing (PRAT). 

• Role-based access controls. 

• Two-person administration of the PDFE system and IT audits. 

Note: This document is not mandating any particular architecture, but is recommending 

that development and production files be stored in version control systems with limited 

and logged access. 

The following overview describes how these components work together to prevent 

malicious insider activity.  

3.3.1 PDFE overview 

The PDFE is a framework for establishing the designer’s ASIC development 

environment. Its goal is to ensure only validated files are used in the implementation of 

a new ASIC and that they are protected from malicious modifications while in use and at 

rest. At a high level, the PDFE works as follows: 

All files used in the ASIC development flow are initially stored in a DE, which is 

managed by a VCS. The DE is used by ASIC development team members to write their 

code, develop tool and flow scripts, mature requirements documents, house 3PIP, 

perform testing, and all other ASIC development phases. Once these files, code, and 

scripts are mature, they undergo an acceptance testing review to assure they do not 

contain malicious functions. Once approved, they are transferred to the PE for 

protection and used in the AIF. All files used in the AIF must come from the PE. The AIF 
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is conducted by a Job Control Program in a non-accessible checked-out PE area 

independent of human intervention. All the AIF output files are checked back into the PE 

in a read-only state for review. Figure 1 provides a high-level illustration of this flow. 

 

Figure 1: High level illustration of the Protected Design Flow Environment 

The remaining portions of this section provide details regarding each PDFE component. 

Development environment (DE) 

The DE is where designers write and mature their files. These files include 

documentation, hardware description language (HDL), flow control scripts, tool control 

scripts, 3PIP, physical design kits, and any other inputs to the various steps of the 

design process. It is also the initial place where all externally obtained files are stored 

for protection, such as 3PIP, requirements, and design models. All files are saved, 

maintained, and controlled in the DE until approved for commitment to the PE. The 

following characteristics should be implemented in the DE to achieve file protection: 

• Files in the DE are managed by a VCS. Any files that are promoted to PE must first 

be stored and checked-in to the DE VCS. 

• The DE directory structure should be read/write enabled. However, access to 

individual sections should be role-based and follow the guidance in Appendix C. 
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• All ASIC related files should be initially stored in the DE for protection. 

• Externally obtained files, such as 3PIP, foundry physical design kits, datasheets, 

etc., should be hashed and loaded into the DE as read-only to prevent modification. 

• Access permissions should be regularly audited by the IT administrators to ensure 

proper protections. 

• Files ready to be transitioned to the PE must be set to read-only prior to acceptance 

testing. 

• Files cannot be changed after acceptance approval; this should be verified before 

promoting them to the PE. 

 

Figure 2: Development environment illustration 

Production Repository Acceptance Testing (PRAT) 

Once development files are mature, they are then transitioned from the DE into the PE. 

This transition process is intended to assure that inputs to the ASIC implementation flow 

are not compromised to contain malicious functions. Before the files can be promoted to 

the PE, they must undergo acceptance testing or review. These reviews are a 

combination of code reviews and automated testing. The evaluation criteria for these 
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files are detailed in Section 4 under the appropriate file type. During this PRAT review, 

the files should be contained in the DE in a read-only format to assure against last 

minute modification. If the PRAT testing fails to approve a file for transition, a corrective 

action plan is documented and followed until the file can pass the evaluation and only 

then transitioned to the PE. 

Production environment (PE) 

The PE is a repository where mature, production-ready and PRAT-approved files are 

stored and protected in a read-only status. All AIF inputs are drawn from this repository 

and all AIF outputs are stored here immediately after a run. Finally, the encrypted 

tapeout files are generated within the PE prior to sending to the foundry. The following 

attributes should be pursued when standing up and operating the PE: 

• All PE files are managed by a VCS.  

• The PE enforces role-based access controls. 

• ASIC design team members should not have write access to the PE. The PE should 

be at most read-only to all ASIC design team members, and should be further limited 

by need-to-know based on the role of the team member. 

• All files that are checked into the PE must have undergone PRAT evaluation and 

been approved. 

• The check-in of files to the PE should be conducted only by an IT administrator and 

monitored by a designated team member called the PDFE administrator. 

• Design team members cannot check files directly into the PE. 

• All inputs to the AIF must come from the PE. 

• All AIF outputs should be checked-in to the PE upon creation and be made read-

only. 

• The last step of the AIF should be to prepare the tapeout files in the PE. 

ASIC Implementation Flow (AIF) 

The AIF in this framework consists of the Program’s established automated software 

flow. The PDFE does not impose any particular ASIC flow steps or order in the PDFE.  

However, the PDFE does require that the AIF be implemented as follows: 

• All inputs to the AIF must be read from the PE. 
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• The AIF is run in a directory that is inaccessible to any ASIC team member. 

• The AIF is run in whole by a continuous integration (CI) tool to prevent human 

intervention in the AIF process. 

• All AIF output files must be checked-in to the PE by the CI tool upon creation. 

• The AIF run area must be deleted after use. 

  

Figure 3: Example ASIC implementation flow 

Continuous integration (CI) software  

Continuous integration (CI) software is a tool that automates and controls the execution 

of the AIF. It runs all the steps, maintains correct file permissions, saves process 

outputs, and works with version control to store all the artifacts. In the software world, CI 

software automatically builds a project and runs verification tests upon the check-in of 

new code to the development repository. In the ASIC world, this has historically been a 

set of shell scripts or Makefiles. In the PDFE, CI is used to remove the human element 

from the actual running of the tools and generation of new ASIC formats. Removing the 

human element prevents an insider from compromising the process or its outputs. The 

CI should have the following characteristics: 

• Use of a single tool that supports workflows with approval checkpoints. 

• Support check out of files to an isolated development area. 

• Support the ability to check files into the PE. 

• Support the OS needed to run the various EDA tools. 

• Provide status reports during its run. 

• Prevent human intervention of any ASIC implementation flow input or output files 

during its operation. 

• Create audit logs of all steps. 
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3.3.2 PDFE access control 

Programs are encouraged to provide the minimum amount of access required to 

perform each job role. General access control guidance can be found in Section 3.4. 

The PDFE does distinguish between IT administrators and PDFE administrators, since 

access rights are different. Within the PDFE, write access should be limited to the PDFE 

administrators and limited personnel based upon need. 

Administrators are in a greater position of trust because they control and can modify the 

entirety of the VCS. To mitigate against a nefarious IT administrator, the Program 

should do the following: 

• The Program should use cleared IT and PDFE administrators. Requiring the IT 

and PDFE administrators to hold a Secret clearance mitigates the LoA1 risk. In lieu 

of cleared personnel, it is recommended that the personnel with the roles of IT 

administrator and PDFE administrator do not overlap for critical functions. 

Additionally, PDFE administrators should not have design or verification roles on the 

ASIC development team. 

• Distinguish between administrator roles. There should be different types of 

administrators with differing levels of access, but they should have auditing 

capabilities over the other types of administrators. JFAC HwA recommends: 

o PDFE administrator – the PDFE administrator is responsible to check items into 

the PE. They do not have root privileges. 

o IT administrator – this role has oversight and permissions to manage the 

system hosting the ASIC VCS. They cannot merge data into the VCS. 

o Both the IT and PDFE administrators should track all accesses to the PE and 

regularly audit each other’s accesses.  

• There are times when the PDFE administrators will require write access to the 

PE. For example, when the version control system is instantiated, both the PDFE 

and IT administrators may need to work together to create the initial repository, 

define policies, configure read/write permissions, add accounts and SSH keys, etc. 

The PDFE administrators should only have write access at times when it is 

necessary and the write access should be revoked when not required. This will help 

limit the opportunity for a nefarious PE commit to occur. 
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Figure 4 provides an overview of the access and permissions for each ASIC work area 

in the PDFE to secure access. 

 

Figure 4: PDFE permissions and access 

Programs are encouraged to provide only the minimum amount of access required to 

perform each job role. This is described more in Section 3.4. Read access to the 

production repository by team members is expected, but write permissions should be 

limited to one or two people who can check items in after PRAT and all activity should 

be monitored by others. 

3.4 Role-based access control 

As a part of the Program environment mitigations, it is essential that Program personnel 

have the minimum required access to the tools and data necessary to perform their job. 

A failure to limit access to data and tools gives a compromised insider more avenues 

through which they can perform and conceal an attack. Of greater concern is the case 

where a user can design both a malicious function and a verification suite that prevents 

its discovery. The persons implementing design content and those creating verification 

should be separate individuals. By limiting an individual’s access to specific areas of the 

design flow, data can be compartmentalized, reducing the opportunity for attacks. JFAC 
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HwA recommends the Program determine what is acceptable in their environment, but 

ensure there are no overlapping roles between: 

• PDFE and IT administrators 

• Administrators (PDFE/IT) and designers  

• Designers and reviewers of the same code 

• Design engineers and verification engineers 

Table 4 provides some suggested roles within an ASIC design project with the 

corresponding accesses.  

Table 4: Project roles and suggested access privileges 

Roles 

Data Types 

Software 
Installation 

System 
Settings & 

User 
Accounts 

Files & 
Data 

Specification 
Files 

HDL 
Design 
Files 

Physical 
Design 
Files 

Library 
Files 

Flow & 
Tool 

Scripts 

IT Admin         

PDFE Admin         
System 

Architect         
HDL 

Designer         
Physical 
Designer         

Verification 
Engineer         
Library 

Developer         
Flow-Tool 
Designer         

 Legend:  No Access,  Read-only,  Read/Write  

3.4.1 Monitoring and auditing access 

User access to the DE and PE should be monitored and audited to ensure ongoing 

compliance with access control policies. System administrators should: 

• Regularly review access logs 
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• Perform periodic audits to ensure that users have appropriate access 

3.5 Uncleared employee protocols 

This mitigation is focused on protecting against compromised nefarious insiders. 

Personnel with access to the Program’s development effort must be trustworthy. For 

LoA1, employees with DoW clearances at the Secret or higher level are deemed 

trustworthy. However, nefarious actors can be a part of the Program as uncleared 

employees and may require further mitigations. Protections should be established to 

protect critical data from internal actors who may have physical and/or remote access.  

When not using cleared personnel, the Program should follow the actions outlined by 

the National Counterintelligence and Security Center (NCSC). The NCSC co-leads the 

National Insider Threat Task Force (NITTF) with the Federal Bureau of Investigation to 

deter, detect, and mitigate actions by insiders who may represent a threat to national 

security.  

Minimally, Programs are encouraged to review the October 2023 Enterprise Risk 

Mitigation Blueprint for Non-Intelligence Agencies (ERM). The ERM includes links to risk 

mitigation information that can help organizations enhance their insider threat program 

and guidance on how to report suspicious activity. The ERM recommends organizations 

perform periodic self-assessments to identify critical assets and mitigate vulnerabilities. 

The ERM provides guidance on how to perform a self-assessment, analyze the results, 

and apply mitigations. It also identifies security best practices for personnel, physical 

security, and cybersecurity. 

In addition, the NITTF develops guidance, provides assistance, assesses progress, and 

analyzes new and continuing insider threat challenges. The NITTF provides the 

following websites to aid Programs in establishing and maintaining their own insider 

threat program: 

• National Insider Threat Task Force (NITTF)  

• FBI Counterintelligence  

• Defense Security Service (DSS)  

• CERT Insider Threat Center  

https://www.dni.gov/files/NCSC/documents/products/Risk_Mitigation_Web_2023.pdf
https://www.dni.gov/files/NCSC/documents/products/Risk_Mitigation_Web_2023.pdf
https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-nittf
https://www.fbi.gov/investigate/counterintelligence
http://www.cdse.edu/catalog/insider-threat.html
http://www.cert.org/insider_threat
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Programs are encouraged to familiarize themselves with the guidance from these 

organizations and implement the recommendations within their hiring and employee 

monitoring plans. 

3.6 Verification and test plan 

Creating a verification plan for ASIC hardware design is critical for ensuring that the 

design meets the specified requirements and functions as intended. With respect to 

ASIC hardware assurance the verification plan assures that the ASIC functions only as 

intended. The verification plan outlines the approach for verifying and validating the 

design, identifying bugs, exposing malicious functions, and ensuring that the final 

product is robust and reliable. From an assurance perspective, the verification plan 

should directly verify every item listed in the specification. The functional descriptions in 

the requirements documents should include: 

• Descriptions of all intended functions 

• Descriptions of what behaviors are prohibited 

Without a comprehensive test plan, a compromised insider could have an opportunity to 

make malicious changes to the design that can escape detection. A comprehensive 

verification suite should expose Trojan-like functions by either failing specific tests or 

highlighting extraneous logic through code coverage reports. The metric for measuring 

the assurance value of verification plan is how comprehensively it verifies the 

specification and what percentage of code coverage it achieves. 

The verification plan should also list the software and hardware necessary to support 

the verification plan. 

The mitigations listed in this section are not intended to instruct the Program in how to 

create a verification plan, as it is assumed that the ASIC designer is already 

experienced in this area. Instead, these mitigations focus on those areas that are 

essential to assurance protections or support those protections. 

3.6.1 General guidance 

From an assurance perspective, it is critical that the verification plan covers all 

requirements, as well as negative test cases. The verification plan should confirm that 

the ASIC design does what it is intended to do, and nothing more. This means that, in 

addition to functional test cases, the entirety of the ASIC should be tested with 100% 
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code coverage. If 100% code coverage cannot be achieved, the test plan should require 

the identification of the code not exercised or verified and that code should be reviewed 

carefully for correctness and to assure there is no malicious functionality.  

To maintain a robust assurance posture, and to reduce the chances for an insider to 

corrupt the assurance process, the verification plan should not be run by anyone who 

has participated in the requirements generation or design of that particular portion of the 

code. Verification and design should be separate functions on the ASIC team. 

To verify the ASIC does only what is intended, each test case should identify the 

specification it verifies. Each test case should define the pass criteria for compliance to 

the given specification. This is the criteria that must be met for the specification to be 

considered functionally verified and ready for production. These criteria should be 

written and approved before any tests are run. The results of the test cases should be 

documented, reviewed, and stored in the appropriate VCS.  

Any verification case that fails should have a root cause of failure analysis performed. 

The results of the analysis should be documented, as well as any resulting changes. 

This methodology ensures any remaining code deficiencies are known, understood, and 

documented before end acceptance. This helps minimize the chance of an insider 

faking test results. 

Any outstanding issues or test cases not covered should be documented and presented 

to the Program management team for review and risk assessment. 

By following a structured approach, the Program can verify and validate the hardware 

design to increase assurance confidence in the final product. This includes defining 

objectives, identifying requirements, developing test cases, and executing tests 

systematically. 

The basic outline of a verification plan is identified in Appendix C. 

4 Production repository testing and review criteria  

The ASIC threat mitigations are predicated on the use of the PDFE that protects all the 

design step inputs into the PE VCS repository, with each of these inputs undergoing a 

review for malicious content prior to incorporation into the PE. These reviews are driven 

by specific evaluation criteria developed for each type of input file. The following 

sections outline the types of reviews that should be conducted, who should participate 
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in the reviews, the criteria against which the input should be measured, and how to 

document the results.  

4.1 Requirements and specification acceptance criteria 

The acceptance criteria act as a guide for performing acceptance testing of 

requirements-related documents prior to committing them to the PE VCS for protection. 

Performing this recommended document review protects the documents from being 

compromised with requirements that can result in vulnerabilities or triggerable malicious 

behaviors. Requirements-related documents include, but are not limited to: 

• Requirements documents – descriptions of the needs in terms of functions without 

reference to implementation choices. 

• Specifications – specific details of how the requirements will be implemented in 

hardware. They are the guides that engineers follow to design and verify the ASICs. 

• Block diagrams – architectural diagrams that show how high-level functions 

interface with each other and implement the requirements. 

From an assurance perspective, it is vital to protect requirements documents as they 

serve as the golden model against which subsequent incarnations of the ASIC design 

will be compared. Unambiguous and comprehensive requirements are a powerful tool 

for identifying malicious functions in an ASIC. If the requirements were to become 

corrupted or modified, it would be difficult to identify deviations in the design 

downstream. Additionally, incomplete and non-comprehensive requirements can result 

in weak verification plans that do not properly constrain the design from including 

intentional and unintentional malicious functions and vulnerabilities. 

This guidance calls for performing the necessary number of requirements reviews for 

the Program to verify the integrity and accuracy of the design description. Multiple 

iterations of feedback between the customer and the Program are expected when 

developing the appropriate requirements documents. The Program should capture and 

store the modification requests made by the customer. As the requirements are 

finalized, the Program should conduct a review of the final requirements with the 

customer using the prescribed guidance in Section 4.1.1 prior to committing the 

documents to the PE VCS for protection. The review of these files should follow the 

criteria listed in Section 4.1.2. 
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Sections 4.1.1 and 4.1.2 provide instructions on how the review should be conducted 

and provide the criteria and characteristics that the requirements documents are 

expected to meet. 

4.1.1 Requirements review  

The Program office and performers should conduct a requirements review with the 

purpose of ensuring all requirements are documented, understood, complete, 

unambiguous, and in compliance with Section 4.1.2 of this document. This minimizes 

the opportunity for a nefarious actor to add, modify, or delete requirements to change 

the functionality of the end device. Participants in the review should consist of system 

engineers, designers, verification engineers, architects, and Program management. 

The performers should inspect the requirements documents to ensure they comply with 

the acceptance criteria listed in Section 4.1.2. 

The requirements review meeting should result in approved requirements ready for 

promotion to the PE. Problems highlighted by the review should be captured in a 

corrective action report. The particular document should not be moved to the PE until all 

issues are fully resolved. 

The requirements review should also conclude with an associated report, which should 

also be saved in the PE. The requirement review report should include the following 

information: 

• Names of the reviewers 

• Signatures of the reviewers 

• Date of the review 

• List findings and plans to rectify the remaining concerns (all of these should be fully 

resolved or accepted before entry into the PE) 

• Areas that require updates and their resolutions (all of these should be fully resolved 

before entry into the PE) 

• Log of changes 

Requirements artifacts and document changes exchanged between involved parties 

should be sent by signed and encrypted communications along with the hash of the 

artifacts. 
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Files dependent upon the requirements should not be formally reviewed and promoted 

to the PE until the associated requirements are approved. 

4.1.2 Requirements evaluation criteria 

There are many best practice guides for writing requirements, including: 

• International Council on System Engineering (INCOSE) - Guide to Writing 

Requirements 

• Institute of Electrical and Electronic Engineers (IEEE) / International Organization for 

Standardization (ISO) / International Electrotechnical Commission (IEC) 29148-2018 

- Systems and software engineering - Life cycle processes - Requirements 

engineering 

• National Aeronautics and Space Administration (NASA) - Standards for Writing 

Requirements  

From an assurance perspective, any of these guides are sufficient, as they all 

emphasize the requirements must be comprehensive, complete, and unambiguous. The 

assurance concern is that all requirements are documented, understood, 

implementable, verifiable, and stored in a controlled manner. This minimizes a nefarious 

actor’s ability to insert, modify, or delete requirements that can affect the intended 

functionality of the device.  

As with all requirements, it is essential that the requirements are traceable through 

specifications, code implementation, and verification artifacts. There should be no 

specifications, code, or functionality that cannot be traced to requirements. 

4.2 HDL evaluation criteria 

Once the specification has been developed, the design begins its first incarnation as a 

set of coded functions written in HDL. Like software programs, HDL can be simulated to 

verify its correct behavior and can be evaluated by various tools for correct structure.  

As the first step in the implementation of the ASIC, all other design phases will build 

from the HDL. Therefore, it is of paramount importance to assure the HDL is free of 

malicious features and vulnerabilities, and to protect it from insider modification. All 

automated verification or logical equivalency steps will look to the HDL as the golden 

https://www.incose.org/docs/default-source/working-groups/requirements-wg/gtwr/incose_rwg_gtwr_v4_040423_final_drafts.pdf?sfvrsn=5c877fc7_2
https://www.incose.org/docs/default-source/working-groups/requirements-wg/gtwr/incose_rwg_gtwr_v4_040423_final_drafts.pdf?sfvrsn=5c877fc7_2
https://standards.ieee.org/ieee/29148/6937/
https://standards.ieee.org/ieee/29148/6937/
https://standards.ieee.org/ieee/29148/6937/
https://standards.ieee.org/ieee/29148/6937/
https://www.nasa.gov/reference/appendix-c-how-to-write-a-good-requirement/
https://www.nasa.gov/reference/appendix-c-how-to-write-a-good-requirement/
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copy against which all comparisons will be made. For this reason, it is an ideal target for 

adversary attack.  

The acceptance testing process focuses on verifying that the code is free of malicious 

functions prior to being saved into the PDFE protected read-only repository. 

It is essential that the design team use and enforce bidirectional association between 

the requirements, the HDL code that implements them, and the test benches used for 

testing. This is vital to the assurance process since it identifies what specification 

function the code implements and makes the review process both easier and more 

comprehensive.  

While code reviews, coding styles, and linting tools are all currently used by Programs 

to capture bugs early, this guidance is intended to enhance these methodologies with 

assurance-specific mitigations. This guidance assumes that the Program is already 

performing some form of code review for quality control and does not address that issue 

in this document. 

4.2.1 HDL review  

This section contains guidance for holding the review of the HDL files and how the 

review should be documented. 

• A dedicated meeting (or series of meetings) should be held to perform the HDL 

review. 

• The review should be conducted by at least two people in addition to the author of 

the HDL under review. The reviewers should: 

o Have relevant experience with HDL coding. 

o Be independent from the development of the HDL code block being reviewed. 

• If automated tools are used to verify HDL compliance with the evaluation criteria, the 

reviewers should: 

o Perform the automated work using the PDFE framework. 

o Conduct the automated inspection work by the CI tool in an area inaccessible to 

any design team members.  

o Store the results in a read-only area in the DE. These results should be promoted 

to the PE with the HDL when approved for transfer. 
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o Evaluate all the relevant log files or reports produced by the automated HDL 

evaluation for the anticipated correct results. 

• The reviewers should inspect the HDL code to determine that all the acceptance 

criteria are met.  

• The review should examine each requirement that the code implements and the 

tests used to verify correct functionality and level of coverage. 

• The review meeting should result in the approved HDL being stored in the PE using 

the PDFE process. The HDL verification report should also be saved in the 

production branch of the PDFE repository. 

• The final HDL verification report should include the following information: 

o Names of the reviewers 

o Signatures of the reviewers 

o Date of the review 

o Version of the evaluated code 

o Names of the code’s authors 

o Outcome of the evaluation and list of artifacts demonstrating compliance to the 

criteria 

o Complete log of findings including a change log and history of revisions made 

4.2.2 HDL review criteria 

The HDL review should ensure compliance with the following criteria: 

• The HDL code should fully implement its associated requirement and nothing more.  

• Extraneous functionality should be scrutinized by the review team and evaluated for 

malicious functionality and for the potential of introducing a vulnerability. The 

extraneous functionality should be removed or a justification for its inclusion 

documented with an update to the requirements. 

• All requirement statements should be implemented by the HDL. 

• All the HDL variables and parameters should be examined to ensure they are set 

correctly. 
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• The dynamic or formal testing mechanisms should fully test the functionality 

captured in requirement statements and provide code coverage numbers to prove it. 

The Program should strive for 100% code coverage. 

• Linting is a tool-based checker that evaluates the structure of HDL code for 

syntactical errors, deviations from established coding styles, poor code construction, 

and un-synthesizable lines. While not directly related to assurance, coding structure 

can be used to obfuscate malicious functions or to make it easier to inject malicious 

functions during the design effort. Linting can be used to highlight coding 

abnormalities associated with a nefarious line. The presence of poorly constructed 

code can indicate the existence of a nefarious modification. These lines could 

indicate: 

o A modification made in haste 

o A modification made without sufficient knowledge of the design architecture 

o The disablements of a feature or function 

o A minimalistic modification meant to be hidden 

In this light, strong linting practices are encouraged for any ASIC design practice. 

Table 5 lists linting practices that have specific assurance value. The Program 

should view this list as a minimum set of checks and are encouraged to take 

advantage of any and all other linting options provided by their EDA tools. 

Table 5: Linting checks for assurance 

Linting Checks for Assurance 
Control/Sensitivity Lists 

check that all the signals in the sensitivity list are used, and there are no extras 

check that both edges of a signal are not included in the sensitivity list 

check for a multi-bit signal used in a sensitivity list 

check for a multi-bit expression where a single bit is expected 

check for blocking assignments in a sequential block 

check for a constant in a for statement expression 

check that an always block does not have event control 

check for multiple clocks in the same sensitivity list 

check that signals are not duplicative in both sequential and combinational blocks 

Combinational Logic Checks 

check for combinational feedback loops 

check for unequal length operands in bitwise operators 
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check that a signal or variable is read, but not set 

check for buses connected in reverse order 

check for real operands used in logical expressions 

check for unequal length in arithmetic comparison operators 

check for shift overflows 

check for disabled logic instances, such as ANDs, NANDs, NORs, and ORs 

check for a mux select tied to a constant 

Latch/Flip-flop/Register checks 

check for a constant driving clock pins 

check for a constant driving enable pins 

check for latch feedback loops 

check that registers do not have an initial variable defined 

check for a data pin connected to a constant 

check for a latch enable connected to a constant 

check for latch clocks that are gated or internally derived 

Case Statements 

check for "x" or "z" in expressions or choices 

check for a case expression width that does not match the expression width 

check for case choices used more than once in a case statement 

check for and disallow casex statements 

check for case select expressions set to a constant 

check for unreachable conditions 

check for missing defaults 

Parameters 

check for width mismatch between parameters and assignments 

check for port ranges redefined with a new range 

Signals 

check for multiple assignments to a single signal 

check for signals assigned to a supply net 

check for signals that are set, but never read 

check for signals that are read before being set 

check for signals that are set and read in the same clock cycle 

Clocks/Sets/Resets 

check for clock signals used as data 

check for set/reset signals used as data 

check that no single block has multiple clock signals 

check for set/reset with both active edges in the same design unit 

check for internally triggered set/reset signals 

check for both edges of the clock being used in the same design block 

Functions/instances 
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check that function input and actual input bit widths match 

check that signals are being compared to X or Z 

check that bit widths of operands match 

check for undriven inputs that are loaded 

check for unconnected outputs 

check for mismatches of port input width and port inputs 

check for inputs declared, but not used 

check that a function does not set a global variable 

check for different timescales for different modules 

check that the width of the return type and return value are the same 

FSM 

check that sequential and combination parts are separate 

check that all state variables are used and accounted for 

check for unreachable conditions 

check for missing defaults 

Code Hygiene 

check for nested conditional statements that make code look disorganized and hard to 
understand 

use checks that enforce the Program's coding style guide 

4.3 Script acceptance criteria 

Flow control and tool scripts, as seen in Figure 5, are command files that drive the 

entire set of tool steps used to design and implement an ASIC. In its most simple form, 

a flow control script will simply: 

• move to a directory,  

• run a tool script and upon its completion,  

• move to another directory, and  

• run the next relevant tool script there.  
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Figure 5: Flow control script example 

Since these scripts have access to the various ASIC design flow directories, this 

privileged access provides an avenue for malicious actions. Most scripts support OS 

shell commands that can be used to modify and overwrite design files. These 

commands can be hidden among the legitimate job control instructions to perform 

malicious changes to the tool commands or design files. These can include: 

• Reading incorrect design files or libraries 

• Using incorrect tool command options 

• Modifying file contents prior to reading 

• Substituting legitimate output files for maliciously modified ones 

This rest of this section and its subsections focus on mitigating these concerns. The 

intent of the guidance is to establish a formal script review meeting to evaluate script 

content for malicious instructions using the script evaluation criteria as a standard for 

acceptance testing of flow control and tool scripts. The developer of the scripts is 

expected to modify and test the scripts until they are approved by the reviewers for use. 

Performing an independent review of these files allows the Program to verify the 

integrity and security of the scripts before committing them to the version control 

repository for protection.  
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4.3.1 Script review 

This section contains guidance for holding the review of flow control script files and how 

the review should be documented. 

• The review should be conducted by two or more designers that did not create or test 

the scripts. This separation helps to prevent malicious use of these files. The 

personnel should have experience in the use of these types of scripts, job control 

tools, and shell scripting. The flow control scripts should be kept simple and focus 

only on executing the tool scripts that run the job control tools and then transitioning 

from one phase of the design cycle to the next. Specific tool commands and 

instructions for each phase of the design cycle should also be included in the tool 

scripts. This delineation of roles between flow control scripts and tool scripts can 

help keep the scripts focused and easier to review. 

• The flow control and tool scripts should be saved in the PE upon approval.  

• A review report should be documented and saved in the repository with the files that 

were reviewed. This review report should include the following information:  

o Names of the reviewers 

o Signatures of the reviewers 

o Date of the review 

o Version of the evaluated script  

o Names of the script’s authors 

o Outcome of the evaluation  

• The Program should develop and store templates for flow control and tool scripts. 

Having proven scripts can speed up the development of a design and help designers 

conduct reviews of project specific files by highlighting differences from the template. 

• All changes to scripts that have already been committed to the PE repository must 

be reviewed before being incorporated into the PE. 

4.3.2 Script evaluation criteria 

The review should ensure the flow and tool scripts meet the following criteria: 

• Verify that only the necessary steps are included. Alterations to the expected flow 

should be documented, justified, and approved by the reviewers. 
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• Verify that the directory paths used in the script are correct.  

• Verify that the flow control scripts call out the correct tool scripts. 

• Verify that the tool scripts call out the correct tool versions. 

• Verify that each script command is commented correctly regarding its purpose. This 

should make review of the script easier. 

• Verify that all the commands/steps are able to be carried out solely by the job control 

tool. The flow control script should carry out the entire design or physical flow 

without the need for human intervention.  

• Verify that any operating system shell commands included in the scripts are 

understood and justified. 

• Verify that all command options are understood and appropriate.  

4.4 3PIP acceptance criteria 

This section contains a short overview of acceptance testing of 3PIP for use in an ASIC 

design flow. For this discussion, 3PIP refers to any functional block on an ASIC that is 

developed outside the control of the ASIC design team. This could include either IP 

obtained from an external third-party, or legacy designs created internally at an earlier 

time. This section provides criteria to evaluate HDL based, layout based, compiled, and 

generated IP. All 3PIP use should be constrained by the following requirements: 

• No 3PIP should be committed to the PE until it has been fully evaluated, found to be 

compliant with the evaluation criteria, and deemed approved for use.  

• Once evaluated successfully, the 3PIP should be committed to the PE to prevent 

alteration. All design flow steps should use the 3PIP in the PE. 

• All 3PIP, regardless of its delivery format, should be evaluated successfully prior to 

being used. This applies equally to 3PIP that is human readable, obfuscated, or 

encrypted.  

• The goal of evaluation is to determine that the 3PIP meets its specifications and 

does not contain extraneous or malicious functions. 

• The Program is encouraged to pursue license agreements with vendors that provide 

unencrypted and un-obfuscated 3PIP. Additionally, the Program should seek the full 
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specification and verification suite. 3PIP that is advertised as DO-254 compliant are 

generally accompanied with all the files necessary to perform an independent 

assessment. 

• The 3PIP deliverable should be downloaded, hashed, and stored in the DE by 

members of the IT or design team not involved in the IP acceptance testing.  

• Acceptance testing should be conducted by scripts reviewed and approved by the 

Program to preclude malicious human intervention in the testing process. 

• The Program should automate the acceptance testing steps and report generation 

using scripts for ease of use and future application. Automation scripts for checking 

the various IP types should create a repeatable process with a familiar report format, 

making the review process relatively easy. 

4.4.1 3PIP criteria: HDL-based IP  

In this section, soft IP refers to design data delivered in HDL synthesizable code. This 

code may be in formats such as Verilog or VHDL, which describes the Register Transfer 

Level (RTL) functionality of a design, or it may be in the form of a higher-level language, 

such as C++, for use in a high-level synthesis (HLS) tool. 

Firm IP refers to design data which is delivered as a synthesized netlist. The netlist may 

or may not be mapped to a specific semiconductor technology library. 

 

Figure 6: HDL-based 3PIP delivery formats 

Along with the design data, both soft IP and firm IP deliverables may include synthesis 

scripts, constraints, and simulation models. 
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The 3PIP selected for inclusion in an ASIC should be chosen after a thorough planning 

and exploration process, but that selection process is outside the scope of this 

document. This document only considers what steps should be taken to achieve an 

acceptable level of assurance before IP is committed to the ASIC PE. Successful review 

and approval of the 3PIP constitutes acceptance. No 3PIP should be committed to the 

PE until after acceptance.  

4.4.1.1 Acceptance review 

This section contains guidance for holding the review of soft and firm 3PIP types and 

how the review should be documented. 

• A strategy for verifying the integrity of the 3PIP should be developed prior to the 

acceptance testing. The plan should verify that the 3PIP meets its specification and 

does not contain any additional functions. This plan should be documented and the 

outcome of this evaluation reviewed and documented.  

• All code should undergo a review to verify the function against the specification or 

datasheet. 

• A review of the log files and reports generated by any automated analysis or 

verification runs. Results that demonstrate a deviation from the expected behavior 

should be documented and investigated. A determination of whether the deviation 

can maliciously affect the proper function of the IP should be made, documented, 

and justified. 

• Any code that is not exercised by simulation as revealed by code coverage should 

be reviewed to determine if the lines of HDL are malicious or merely untested. 

• If the code is human readable, the review may follow the plan outlined in “CTR: DoD 

Microelectronics: Third-Party IP Review Process for Level of Assurance 1” found at 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance. 

• A review report should be documented and saved in the repository with the 3PIP 

that was reviewed. This review report should include the following information:  

o Date of completion. 

o Reviewers. 

o The acceptance testing reports that encapsulate the complete results. 

https://www.nsa.gov/Press-Room/DoD-Microelectronics-Guidance
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o Any aberrations or unexpected deviations in the results. 

o If there are deviations from expected results, the Program should document the 

plan to determine the root cause and work with the vendor to correct it. If the 

deviation is determined to be malicious and not a quality issue, the Program 

should endeavor to source IP from another vendor.  

• Once the acceptance testing has met the requirements of Section 4.4.1.2, reviewed, 

and approved for acceptance, the 3PIP can be fully installed in the PE and deemed 

ready to use. 

4.4.1.2 Evaluation criteria  

This section lists the criteria by which the 3PIP should be evaluated to identify malicious 

functions: 

Verify that the soft or firm IP block is free of malicious content by use of the following 

methods. The goal is to verify that the 3PIP meets its specification and does not 

contain any additional functions.  

• Line by line code review. 

• Simulation – exercise of the code in a simulation tool. 

• Emulation – exercise of the code in a hardware emulator, such as an FPGA 

development board. 

• Formal verification – use of assertions to verify compliance with a specification. 

• Linting – use of tools that examine the code’s structure. 

• Code coverage – use of a tool that determines the percentage of code exercised by 

simulation. The Program should strive to achieve 100% coverage. 

• Protocol checking software – software that validates the compliance of a function to 

its IEEE standard. 

• Information flow tracking – software that looks at what information is being tracked 

between entities. Programs should consider tracking security vulnerabilities related 

to the design, verification, testing, manufacturing, and deployment of hardware 

circuits. 

• 3PIP is often accompanied by additional support files, including scripts, constraints, 

and verification test benches.  
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o Accompanying files need to be reviewed using the acceptance criteria provided 

in Section 4 where applicable. For example, 3PIP scripts should undergo an 

evaluation defined by the scripts criteria in Section 4.3.  

o Accompanying files that do not have predefined acceptance criteria guidance in 

Section 4 should be evaluated by the team for anything malicious, including the 

use of system commands, calls to network or Internet locations, and editing 

commands. 

Key management during acceptance testing should not be overlooked in cases where 

the IP vendor has supplied a decryption key. Ensuring that the key stays secure is 

critical, both for preserving the confidentiality of the IP and lessening the risk of 

malicious modification of the IP by an insider. 

4.4.2 3PIP criteria: Layout-based IP 

This acceptance criteria provides the means to evaluate layout-based 3PIP for 

malicious content prior to committing it to the protection of a PE. Layout-based IP is a 

category of IP that has the following characteristics: 

• It is fabrication process dependent. 

• Its function exists as a schematic and a layout with supporting models for the front-

end logical flow. 

• This IP exists as a single macro that is instantiated as a single entity in the ASIC 

layout. 

• This IP does not include hardened netlists of standard cells. 

Examples of this IP include: standard cells, general purpose input/output (IO), phase 

locked loops, analog to digital converters, and various analog functions. This guidance 

is digitally focused, but has some application to analog cells. However, this is not 

addressed in this version of this document. 

All layout-based 3PIP should undergo acceptance testing to assure it does not contain 

any malicious functions. Once it has passed its acceptance testing, the 3PIP block 

should be stored in the PE to protect it from a compromised insider performing a 

malicious alteration. For 100% assurance, all the cells and their models would have to 

be fully reviewed and inspected by engineers with the relevant domain knowledge.  

Review of these files should follow the criteria provided in Sections 4.4.2.1 and 4.4.2.2. 
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4.4.2.1 Acceptance review  

This section contains guidance for holding the review of the layout-based 3PIP and how 

the review should be documented. 

• The Program should review acceptance testing results. The reviewers should be 

individuals with domain experience in the areas they are reviewing. The review 

should document the following: 

o Date of completion. 

o Reviewers. 

o The acceptance testing reports that encapsulate the complete results. 

o Document any aberrations or unexpected deviations in the results. 

o If there are deviations from expected results, the Program should document the 

plan to determine the root cause and work with the vendor to correct it. If the 

deviation is determined to be malicious and not a quality issue, the Program 

should endeavor to source IP from another vendor.  

o Once the acceptance testing has met the requirements of Section 4.4.2.2, the 

3PIP can be fully installed in the PE and deemed ready to use. 

4.4.2.2 Evaluation criteria 

The layout-based 3PIP should be evaluated for compliance with the following criteria: 

• The delivery includes the models necessary to design, implement, and verify an 

ASIC at the target technology. At a minimum, this should include: 

o Simulation – VHDL, Verilog, or C-based software model 

o Synthesis – liberty model 

o Test insertion – liberty model 

o Power estimation – liberty model with power tables 

o Test generation – Core Test Language or tool specific models 

o Static path timing – liberty model 

o Place and Route – library exchange format (LEF) model 

o Layout – GDSII or OASIS 
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o LVS – Spice model 

o DRC – GDSII 

• The names, directions, and number of pins match among all the models. 

• The liberty files have the following characteristics: 

o The timing and power tables in the liberty files exhibit expected value sweeps as 

one goes from worst to best case processes, voltages, and temperatures (PVTs). 

This means timing transitions will be slowest at the worst case and become 

faster as the PVT values move to the best case. 

o The output pin transitions should have timing values that increase proportionally 

to the loading. 

o When multiple drive strength versions of the same cell exist, the size of the drive 

transistors should track with the drive strengths. 

• The number of transistors used to implement the function listed in the schematic is 

reasonable and within an expected range. For example, an AND2 gate should not 

have 20 transistors.  

• The routing blockage in the LEF models allows routing only to valid pins on the 

macro. 

• The behavioral model accurately depicts the function of the cell.  

o The model should be validated by simulation, model evaluation, or formal 

verification. 

o The model should be validated against negative test cases as well. 

o The model should be stressed using constrained random stimulus techniques to 

test corner cases. 

• The behavioral/simulation model is logically equivalent to the schematic model. 

Some logical equivalency tools have the ability to compare schematics to the 

behavioral model. 

• Cell LVS proves that the GDSII and schematic models match. 
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4.4.3 3PIP criteria: Compiled IP 

This acceptance criteria provides the means to evaluate compiler-based 3PIP for 

malicious content prior to committing it to the protection of the PE. Compiler-based IP is 

a category of IP that has the following characteristics: 

• It is fabrication process dependent. 

• The layout is primarily comprised of a functional block that is tiled to create a size-

specific macro. 

• The function is highly parameterized. 

• The models are generated by software on demand. 

• This IP exists as a single macro that is instantiated as a single entity. 

• This IP category is mostly comprised of different types of memories or eFPGA fabric. 

Examples of this IP include SRAM, ROM, eFUSE macros, and eFPGA.  

All compiler-based 3PIP should undergo acceptance testing to assure it does not 

contain any malicious functions. Once it has passed its acceptance testing, the 3PIP 

block should be stored in the version control repository to protect it from malicious 

alteration by a compromised insider. For 100% assurance, all these cells and their 

models would have to be fully reviewed and inspected by engineers with the relevant 

domain knowledge.  

The review of these files should follow the criteria given in Sections 4.4.3.1 and 4.4.3.2. 

4.4.3.1 Acceptance review  

This section contains guidance for holding the review of the compiled 3PIP and how the 

review should be documented. 

• The Program should review the acceptance testing results. The reviewers should be 

individuals with domain experience in the areas they are reviewing. The review 

should document the following: 

o Date of completion. 

o Reviewers. 

o The acceptance testing reports that encapsulate the complete results. 

o Any aberrations or unexpected deviations in the results. 
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o Deviations from expected results. The Program should document the plan to 

determine the root cause and work with the vendor to correct it. If the deviation is 

determined to be malicious and not a quality issue, the Program should endeavor 

to source IP from another vendor.  

• Once the acceptance testing has met the requirements of Section 4.4.3.2, the 3PIP 

can be installed in the version control repository and deemed ready to use. 

4.4.3.2 Evaluation criteria 

The compiler-based 3PIP should be evaluated for compliance with the following criteria: 

• The delivery includes the models necessary to design, implement, and verify an 

ASIC at the target technology. At a minimum, this should include: 

o Simulation – VHDL, Verilog, or C-based software model 

o Synthesis – liberty model 

o Test insertion – liberty model 

o Power estimation – liberty model with power tables 

o Test generation – Tetramax model 

o Static path timing – liberty model 

o Place and Route – LEF model 

o Layout – GDSII or OASIS 

o LVS – Spice model 

o DRC – GDSII 

• The names, directions, and number of pins match among all the models. 

• The liberty files have the following characteristics: 

o The timing and power tables in the liberty files exhibit expected value sweeps as 

one goes from worst to best case PVTs. This means timing transitions will be 

slowest at the worst case and get faster as the PVT values move to the best 

case. 

o The output pin transitions should have timing values that increase proportionally 

to the loading. 
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o When multiple drive strength versions of the same cell exist, the size of the drive 

transistors should track with the drive strengths. 

• The number of transistors used to implement the function listed in the schematic is 

reasonable and within an expected range. For example, an AND2 gate should not 

have 20 transistors.  

• The routing blockage in the LEF models allows routing only to valid pins on the 

macro. 

• The behavioral model accurately depicts the function of the cell.  

o The model should be validated by simulation, model evaluation, or formal 

verification. 

o The model should be validated against negative test cases as well. 

o The model should be stressed using constrained random stimulus techniques to 

test corner cases. 

• The behavioral/simulation model is logically equivalent to the schematic model. 

Some logical equivalency tools have the ability to compare schematics to the 

behavioral model. 

• Cell LVS proves that the GDSII and schematic models match. 

4.4.4 3PIP criteria: Generated IP 

This acceptance criteria provides the means to evaluate generated 3PIP for malicious 

content prior to committing it to the protection of the version control repository. 

Generated IP is a category of IP that has the following characteristics: 

• It is provided as synthesizable HDL. It rarely includes physical models. 

• It is generated by EDA software from some set of parameters, high-level software 

code, or mathematical computational software. 

Examples include: JTAG controllers, built-in self-test (BIST) controllers, MathWorks 

HDL, and analog signal filters. 

All generated 3PIP should undergo acceptance testing to assure it does not contain any 

malicious functions. Once it has passed acceptance testing, the 3PIP block should be 

stored in the PE to protect it from malicious alteration by a compromised insider. For 
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100% assurance, all these cells and their models would have to be fully reviewed and 

inspected by engineers with the relevant domain knowledge.  

The review of these files should follow the criteria provided in sections 4.4.4.1 and 

4.4.4.2. 

4.4.4.1 Acceptance review  

This section contains guidance for reviewing generated 3PIP and how the review should 

be documented. 

• The Program should review the acceptance testing results. The reviewers should be 

individuals with domain experience in the areas they are reviewing. The review 

should document the following: 

o Date of completion. 

o Reviewers. 

o The acceptance testing reports that encapsulate the complete results. 

o Any aberrations or unexpected deviations in the results. 

o If there are deviations, the Program should document the plan to determine the 

root cause and work with the vendor to correct it. If the deviation is determined to 

be malicious and not a quality issue, the Program should endeavor to source IP 

from another vendor.  

• Once the acceptance testing has met the requirements of Section 4.4.4.2, the 3PIP 

can be fully installed in the version control repository and deemed ready to use. 

4.4.4.2 Evaluation criteria 

The generated 3PIP should be evaluated for compliance with the following criteria: 

• The IP blocks are generated within the PDFE. All the scripts that drive the 

generation should also have undergone review and acceptance as described in 

Section 4.3. The generated IP blocks should be hashed and immediately checked 

into the version control repository for protection. 

• If the IP generation tool provides simulation tests, all the tests should be run and 

pass without failure. 
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• The provided tests should provide 100% code coverage. If they do not, the 

extraneous code should be reviewed by multiple designers for its purpose and 

potential for malicious action.  

• The generated IP should be fully constrained by the synthesis and static path timing 

scripts.  

• The generated IP should be screened for Trojans with a tool that uses the FANCI 

method to detect potentially malicious triggers and payloads. 

• The generated IP should be evaluated using the HDL acceptance criteria guidance 

in Section 4.2. 

• The behavioral model accurately depicts the function of the cell.  

o The model should be validated by simulation, model evaluation, or formal 

verification. 

o The model should be validated against negative test cases as well. 

o The model should be stressed using constrained random stimulus techniques to 

test corner cases. 

5 Threat descriptions and mitigations 

This section lists ASIC LoA1 threats, which, by definition, must be low cost, high utility, 

and carried out by a single compromised insider or a malicious external group. With 

each threat is a set of mitigation options that provide the fundamental infrastructure for 

Program protection at LoA1. The threats and mitigations described in this section cover 

the complete threat landscape and associated mitigations at LoA1. 

Programs should ensure they have completely mitigated all threats identified within this 

section. 

Each threat section contains a small summary of how the threat works, the risks of not 

mitigating it, and mitigation options. Each option represents a set of actions that a 

Program can take to mitigate the given threat in totality or raise the costs to the 

adversary to that of an LoA2 or LoA3 attack. The Program should carry out all the steps 

listed under the chosen option. Additionally, many of these options will point to guidance 

found in sections three or four. A table is provided in Appendix F: Threats and 

associated mitigations that summarizes the threats and mitigation options.  
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5.1 TD 1: Adversary compromises design requirements 

In this threat, the adversary makes a malicious insertion, deletion, or modification to 

design requirements. Requirements in this context refer to formal requirements or 

specifications, including functionality, performance metrics, power consumption, area 

constraints, interface requirements, architectural diagrams, models, or other 

documentation that define the design of the ASIC. This includes both formal and derived 

requirements.  

The malicious modification can be made before or after saving into the version control 

repository. This can include during transit from the customer, upon Program receipt, 

while deriving requirements, and after entry into version control. This change can be 

carried out by an insider or through remote network access. 

If a requirement modification is made, it will be difficult to capture after the fact, as it will 

be part of the “golden copy”.  

5.1.1 Mitigations 

The goal of these mitigations is to validate and protect the requirements documents 

prior to them being saved into the repository for protection. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

• Transmit data via an encrypted channel. Use mutual authentication when 

transmitting data. Do not accept self-signed certificates. Only accept those validated 

by a reputable verification agent, such as a trusted certificate authority or identity 

provider. 
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• Enforce PDFE by enacting the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

• Perform acceptance testing on requirements using the criteria found in Section 

4.1: Requirements and specification acceptance criteria. This review will prevent a 

compromised insider from modifying requirements for malicious purposes. 

• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

5.2 TD 2: Adversary compromises IT system 

In this threat, the adversary compromises the IT infrastructure that comprises the 

project development environment, including development hardware, software, network 

devices, and the IT administrator. Once an adversary infiltrates the infrastructure, they 

can then access, modify, or compromise any part of the development cycle, either 

physically or remotely. These malicious changes can include switching or altering tools 

and software, insertion of malicious code or Trojans, installing backdoors, and altering 

artifacts, logs, accesses, permissions, files, test parameters, etc.  

5.2.1 Mitigations 

The goal of these mitigations is to protect all design hardware, software, and data 

artifacts while they are on the Program’s IT system and during transit to the foundry. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

• Use ESF guidance on software in Securing the Software Supply Chain: 

Recommended Practices for Customers. Use this document as guidance for 

assuring the EDA software used to design and implement ASICs considers software 

supply chain concerns. 

5.3 TD 3: Adversary compromises EDA software 

In this threat, the adversary modifies an EDA tool during delivery or after it has been 

received by the Program, resulting in a maliciously modified output. Of particular 

concern are cases where the modification is to one of the design data formats that feed 

directly into the tapeout GDSII. Without established software assurance practices, an 

EDA tool is a vector for malicious actions. 

5.3.1 Mitigations 

The goal of these mitigations is to ensure the integrity of the EDA software install, to 

protect it from malicious modifications after installation, and to use assurance practices 

that minimize the presence of vulnerabilities. 

Option #1: 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2: 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

• Only accept verified EDA software installation packages that are digitally signed, 

encrypted during transit, and verified by a hash. All components required for the 

installation should be included with a verifiable hash. Digital signatures ensure the 

data comes from an authorized source and rules out an adversary-in-the-middle 

attack. The hash value provides the Program the ability to verify the integrity of the 

deliverable. 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
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• Do not allow EDA software Internet access during installation or operation. This 

helps to prevent unmonitored or malicious updates. 

• Do not accept custom software patches when seeking a bug fix or enhancement 

from the software vendor. Only install officially released updates to prevent targeted 

malicious functions from being introduced to the design environment. 

• Research documented EDA vulnerabilities. Check common databases, such as 

CVE listings, DISA Security Technical Implementation Guides (STIGs), vendor 

advisories, publications, academic papers, etc., to understand and mitigate 

vulnerabilities. 

• Use ESF guidance on software in Securing the Software Supply Chain: 

Recommended Practices for Customers. Use this document as guidance for 

assuring the EDA software used to design and implement ASICs considers software 

supply chain concerns. 

• Document and audit software versions used on the project. Ensure only approved 

software versions are used on the project. Continuously audit the system and review 

the audit logs for software installation and use. 

• Use Logical Equivalency Checking (LEC) to verify the integrity of the ASIC design 

whenever a design transformation occurs to ensure nothing malicious has occurred. 

This includes after synthesis, test insertion, and place and route. 

• Perform layout vs schematic (LVS) verification to verify the equivalency between 

the layout and schematic representations of the final physical design. Discrepancies 

should be evaluated and fully resolved before tapeout. 

• Use logic vs register (LVR) to verify the integrity of the schematic by comparing 

the HDL design description with the final design schematic. Coupled with LVS, this 

evaluation will ensure that the intermediary tools in the design flow did not modify 

the function of the design before tapeout. 

• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

https://public.cyber.mil/stigs/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3613105/nsa-and-esf-partners-release-recommended-practices-for-managing-open-source-sof/
https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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• Request software bill of materials (SBOM). Require vendors to provide an SBOM 

for all software components and dependencies used in their software to help identify 

potential vulnerabilities and to track the provenance of their tooling. 

5.4 TD 4: Adversary compromises 3PIP 

In this threat, a malicious function is introduced into an ASIC by means of 3PIP, where a 

function is obtained from a third-party provider and intended to be incorporated in the 

ASIC logic. Also included under this 3PIP umbrella is Program-developed IP not 

developed under the LoA1 construct. These could be from previous design efforts or 

from partner developers. Since the 3PIP is designed and verified out of the control and 

monitoring of the Program, it represents a vehicle to introduce a malicious function. 

3PIP is used by Programs to decrease time to market, or to obtain functions that they 

cannot develop themselves. These functions range from simple devices, such as 

Boolean functions, to complex processor systems. Additionally, 3PIP is delivered in 

multiple formats to support different engineering software packages, representing many 

potential avenues for attack. Any of these 3PIP supplied models can be used to 

introduce malicious behavior.  

5.4.1 Mitigations 

Regardless of the type or format, all 3PIP needs to be fully verified. This verification 

needs to confirm that the 3PIP design: 

• fully meets and implements the entire 3PIP specification 

• does not contain additional unauthorized extraneous functions 

• has been verified with the latest patches and is up to date, unless there is a specific 

Program reason to use an older version. 

The goal of these mitigations is to validate and protect the 3PIP design files from the 

introduction of malicious functions prior to being saved into the repository for protection. 

The criteria for making the 3PIP evaluation is contained in Section 4.4: 3PIP acceptance 

criteria. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level to design and store the 3PIP. 
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Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Follow acquisition guidance for assurance contained in Section 3.2, Acquisition 

considerations for assurance, when purchasing 3PIP. While not a 100% mitigation, 

using this guidance makes it more difficult for an adversary to insert malicious 

functions into the design through the supply chain. 

• Research documented 3PIP vulnerabilities in databases, such as: 

o Common Vulnerabilities and Exposures (CVE)  

o Common Weakness Enumeration (CWE)  

o NIST National Vulnerability Database (NVD)  

o Government Industry Data Exchange Program (GIDEP)  

o DISA Security Technical Implementation Guides (STIGs)  

Search for vendor advisories, publications, and academic papers detailing 

vulnerabilities in the device in question. Identifying vulnerabilities in advance 

prevents an adversary from using an existing compromised 3PIP function to insert a 

Trojan into the final design. 

o If vulnerabilities are found in the 3PIP, choose one of the following options: 

 Option #1: Select a different provider of that function that does not have 

published vulnerabilities and that meets the Program requirements. 

 Option #2: Use standard formal processes and procedures to work with the 

vendor to resolve the vulnerability. Once a fix is identified, only accept formal 

releases. Do not accept custom beta fixes, custom patches, etc. 

 Option #3: The Program can internally determine if the vulnerability poses no 

significant risk to the system. JFAC HwA is available to provide assistance in 

assessing the risk that the vulnerability poses to the system and 

recommended mitigations for a particular vulnerability.  

Note: If a vulnerability is identified, it should be reported to Government Industry 

Data Exchange Program (GIDEP) and to the vendor so they can correct it. 

https://cve.mitre.org/
https://cwe.mitre.org/
https://nvd.nist.gov/
https://www.gidep.org/products/products.htm
https://public.cyber.mil/stigs/
mailto:JFAC_HWA@radium.ncsc.mil
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• Only accept digitally signed and hash verified deliverables of 3PIP to verify its 

authenticity and provenance. All deliverables must be hash verified. This guidance 

prevents an adversary from conducting an adversary-in-the-middle attack on the 

transfer of the IP. 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

• Enforce PDFE by enacting the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

• Conduct PRAT on deliverables. Use guidance in 4.4, 3PIP acceptance criteria, to 

evaluate the IP prior to committing to version control.  

• Hash the 3PIP deliverables. Hash all the 3PIP deliverables for later verification. 

The hash values should be stored separately from the documents and accessible 

only by the Program IT manager. 

• Do not allow automatic Internet updates to 3PIP. 3PIP that is accessed via 

software can often be automatically updated. However, all 3PIP should be kept static 

and fully reviewed with each revision and update. Prevent undisclosed updates. 

• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

5.5 TD 5: Adversary compromises HDL 

In this threat, the adversary modifies the HDL representation of the design by means of 

a manual edit by an insider on the design team or through a remote network attack, 

adding a controllable and predictable malicious function. For this compromise to have 

the intended effect, it must exist in the HDL as it goes to synthesis. This threat is 

specific to custom code written by the Program performers and does not include 3PIP. It 

is vital to protect the HDL from malicious modification or to detect any changes since it 

will serve as the golden reference model for which all functional comparisons will be 

made. Without assurance protections, an adversary who can modify the HDL has the 

most valuable access by which they can compromise the function of the ASIC. The 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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earlier in the design cycle that a malicious modification can be made, the more difficult it 

will be to detect it.  

5.5.1 Mitigations 

The goals of these mitigations are to validate and protect the HDL throughout the 

synthesis process. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

• Enforce PDFE by enacting the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

• Enforce compliance with HDL acceptance criteria prior to saving in version 

control by following the guidance in Appendix D: HDL acceptance testing criteria. 

This acceptance testing criteria requires testing, code review, and linting among a 

variety of techniques. 

• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

5.6 TD 6: Adversary compromises scripts 

In this threat, the adversary maliciously develops or modifies flow control or tool scripts 

that are run during the front-end or back-end design processes to modify the design. 

Flow scripts are command files that move the ASIC implementation process from one 

step to another. They execute the tools scripts. Flow scripts can include OS commands, 

shell scripts, Makefiles, Python scripts, Perl scripts, and job control tool commands. 

These scripts can execute other scripts, open tools, edit, move, delete, and/or create 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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files in the environment when run. Tool scripts are files that provide commands to EDA 

software. These scripts can run an ASIC design EDA tool, but can also execute custom 

commands in the tool and the environment.  

The scripts provide an avenue for an adversary to indirectly modify the ASIC design 

since malicious modifications to these scripts can change the functionality of the design. 

Scripts can include commands to edit the HDL source code, read in maliciously 

modified design files, or include tool commands that create vulnerabilities. 

It is important to note that vendors often provide tool scripts. These scripts should not 

be accepted if they cannot be verified (i.e., the script is encrypted, no hash is provided, 

etc.).  

The mitigations in Section 5.6.1 assure that scripts are free from unauthorized 

modifications. The threat is mitigated by performing human review of every script, 

protecting the scripts in a read-only repository, and executing the scripts using the 

PDFE. 

5.6.1 Mitigations 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

• Perform PRAT on scripts prior to saving the scripts into the PE to assure they do 

not contain malicious code. The criteria for this acceptance testing and review can 

be found in Section 4.3: Script acceptance criteria. This review should prevent a 

compromised insider from using these scripts for malicious purposes. 

• Enforce PDFE using the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE precludes manual edits made to the inputs or outputs 

of a flow step by a compromised insider. 
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5.7 TD 7: Adversary compromises netlist 

In this threat, the adversary compromises the netlist at any stage of the front-end design 

phase. The netlist is the format of the logical ASIC design following synthesis. This 

human readable file is used to perform simulation or timing analysis, and represents the 

input to test insertion for ATPG and JTAG. The ASIC design remains in the netlist 

format until after place and route.  

The concern from an assurance perspective is that a compromised insider or an 

adversary using a remote connection could make a malicious modification to the netlist 

and insert an unauthorized function. To make this modification, the adversary can 

manually or remotely modify netlist design inputs, directly modify the synthesized netlist, 

or modify the inputs or outputs of the synthesis scripts.  

5.7.1 Mitigations 

The goals of the mitigations listed in this section are to protect the netlist from human 

editing and to detect a malicious change using formal verification. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level to perform logical design phases. 

Option #2  

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

• Use Logical Equivalency Checking (LEC) to verify integrity of the synthesis 

process whenever a design transformation occurs to assure nothing malicious 

occurred. This includes after synthesis, test insertion, and place and route. 

• Enforce compliance with HDL acceptance criteria prior to saving in version 

control by following the guidance in Appendix D: HDL acceptance testing criteria. 

• Use a high coverage test suite to include using simulation or formal verification. 

Create a suite of tests that both confirm the full function of the design and provide 

full or a high level of coverage. The netlist can then be validated by the test suite as 
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it passes through the various translations, including synthesis, test insert, and place 

and route. The Program should strive to test 100% of the specification on the netlist 

with code coverage confirmation. Extraneous logic should be reviewed for malicious 

behavior. 

• Use linting to validate the HDL to highlight undriven inputs and unloaded outputs. 

These disconnects need to be compared to linting results conducted on the HDL to 

verify that nothing changed from the synthesis netlists. 

• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

• Enforce PDFE by enacting guidance in the Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

5.8 TD 8: Adversary compromises foundry Physical Design 

Kit (PDK) 

In this document, the term PDK will be limited to the following definition: the collection of 

technology-specific files required to carry out the physical layout and verification of an 

ASIC. While various foundries also provide function IP libraries with their PDKs, these 

are considered separately under TD 4: Adversary compromises 3PIP, in Section 5.4. 

Under this definition of PDKs, there are no threats relevant at LoA1.  

5.9 TD 9: Adversary compromises physical design 

representation 

The ASIC design flow is composed of two high-level phases: the logical and the 

physical design flows. The physical design flow is comprised of the stages that 

implement the logical design into a physical layout. This generally involves floor-

planning, cell placement, routing, clock and reset trees insertion, GDSII generation, 

timing extraction, and physical verification. During this design phase, the actual design 

goes through several transformations and is saved in different formats. Each of these 

formats can be a target for adversary attack. These formats include the initial netlist, the 

placed and routed netlist, the DEF file, and the GDSII or OASIS database used for final 

tapeout. 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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Each of these files represents both an output from one design step and the input to the 

next step, representing a very sensitive target for adversary modification. If any of these 

physical design representations are modified, that change will be carried forward into 

the fabrication stage and into the final part. As such, it is imperative to establish both 

protections to prevent this risk and detection methods to determine if such an attack has 

occurred. 

The assurance mitigations in Section 5.9.1 focus on either protecting the physical 

design processes from human intervention or on establishing detection mechanisms in 

the flow that work in conjunction with physical design verification steps. 

5.9.1 Mitigations 

The goal of these mitigations is to protect the physical design representations until they 

are forwarded for final tapeout. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Enforce PDFE by enacting the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

• Use Logical Equivalency Checking (LEC) to verify integrity of the synthesis 

process whenever a design transformation occurs to assure nothing malicious has 

occurred. This includes after synthesis, test insertion, and place and route. 

• Perform layout vs schematic (LVS) verification to verify the equivalency between 

the layout and schematic representations of the final physical design. Discrepancies 

should be evaluated and fully resolved before tapeout. 

• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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• Verify the final physical netlist. Use a verification plan with 100% code coverage 

to verify the correct function of the final design.  

5.10 TD 10: Adversary compromises tapeout process 

The tapeout process for an ASIC is the phase where all the information needed by the 

fabrication facility, also called the foundry, to manufacture and test a new device is 

gathered together and sent to the mask house. This information can include the GDSII 

or OASIS database, test vectors, design rule waivers, personalization data, and foundry 

paperwork. The actual transfer usually takes place electronically, but can also be 

conducted by a physical medium that gets delivered to the fab.  

Of concern here is the possibility of an adversary modifying these files when they are 

removed from the protected repository, compressed, and bundled together for transfer. 

During this time, they are less protected and could be altered, affecting the final part. 

Additionally, there are also reasonable concerns regarding an adversary-in-the-middle 

attack on the information during the transfer of the data. 

The assurance mitigations in Section 5.10.1 attempt to bundle the information within the 

PDFE repository and encrypt it using a private/public key algorithm before removing it 

from the repository. This should prevent any insider or adversary-in-the-middle from 

compromising the data. 

5.10.1 Mitigations 

The goal of these mitigations is to protect the artifacts once they are removed from the 

repository and during transit to the foundry. 

With all options: 

• Flatten GDSII. As with name space, any hierarchy captured in the GDSII name 

space can provide reverse engineering information. GDSII designs should be 

flattened prior to tapeout. 

• Do not use spare cells. Every ASIC layout will have empty space where functional 

cells do not exist. These can be filled with spare cells prior to tapeout. Spare cells 

are simply a mix of standard cell functions like registers, AND gates, INVERTERS, 

OR gates, and other simple logic. In the event a bug is found in the design, a spare 

cell can be wired into the design to fix it. This can minimize the number of masks 

needed to make the fix. As such, spare cells can be a popular option for fill. 
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However, the presence of spare cells also provides an easy avenue for an adversary 

to insert a malicious function. Additionally, the presence of spare cells greatly 

increases the difficulty of validating the integrity of the design after manufacturing as 

it makes it necessary to perform physical verification on a greater number of metal 

layers.  

• Do not use gate array fill. Every ASIC layout will have empty space where 

functional cells do not exist. These can be filled with gate array cells prior to tapeout. 

Gate array cells can be a popular option for fill. However, the presence of gate array 

cells provides an easy avenue for an adversary to insert a malicious function. 

Additionally, the presence of gate array cells greatly increases the difficulty of 

validating the integrity of the design after manufacturing as it makes it necessary to 

perform physical verification on a greater number of metal layers. 

• Do not use IP black box model processes. Some IP vendors will not provide 

GDSII models of their IP to the customer, but only black box models. They then work 

with the foundry to insert the layout prior to making masks. This is done to hide the 

proprietary layout of their design from the customer. However, this also can become 

a vector for attack on the design. Programs are encouraged to negotiate with the 

3PIP vendor to obtain the full backend physical views to allow for a full and proper 

physical verification process under Program control. 

• Encrypt tapeout artifacts within the PDFE. The job control tool should carry out 

the actual encryption of the artifacts using the private key of a private/public key pair 

provided by the Program’s IT manager. Encrypting with the Program IT private key 

serves to authenticate the artifacts to the foundry as coming from the Program. The 

Program’s IT manager must not be a member of the team developing the ASIC. The 

private key must remain unknown and inaccessible to the design team and the 

persons who will be performing the actual tapeout process. The artifacts should also 

be encrypted with the foundry’s public key to maintain confidentiality and integrity, so 

that only the foundry can decrypt the artifacts. 

• Transmit data via an encrypted channel. Use mutual authentication when 

transmitting data. Do not accept self-signed certificates. Only accept those validated 

by a reputable verification agent, such as a trusted certificate authority or identity 

provider. Use a signed and encrypted channel to transmit the tapeout artifacts to the 

foundry. 
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• Send hash values to the foundry for verification that the received artifacts have 

not been altered. 

• Request confirmation from the foundry of data receipt and hash verification.  

In addition to these mitigations select one of the option sets below. 

Option #1 

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Enforce PDFE by enacting the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

 

Figure 7: Option #2 protected tapeout process 

5.11 TD 11: Adversary compromises wafer manufacturing 

The ASIC manufacturing process is performed in three phases: the data preparation 

stage, the mask making stage, and the manufacturing stage. In the data preparation 

stage, the GDSII from the Program is translated into another format used to 
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manufacture lithography masks. This new format will also undergo several modification 

steps to add optical correction shapes to the data. Additionally, this data can also add fill 

metal to each metal layer and add holes to the wide metal lines to prevent cupping in 

the actual ASIC devices. Since this phase results in the actual design files that will be 

manufactured, it is a valuable target for an adversary attack. Once complete, the mask 

data will be used to create the lithography masks used to print shapes onto the actual 

silicon. Finally, the masks will be delivered to the foundry where the chips will be 

manufactured. 

In this threat, the adversary introduces changes to the mask or to the wafer fabrication 

process to introduce malicious functions. For LoA1 specifically, the malicious functions 

inserted into the device must be controllable—triggerable and have a predictable 

outcome. This does not include reductions in reliability or performance as they cannot 

be controlled predictably. LoA1 implementations of this threat also include damaged or 

fully disabled parts. This can occur as a result of a change in the process recipe or by 

intentional physical damage to the part by an adversary in the manufacturing phase.  

Manufacturing is a real concern as it is the first stage in the development process where 

control of the design data and the process are no longer directly controlled by the 

Program. The Program can ask for information regarding the fabrication processes and 

resulting test outcomes, but it does not have actual direct control of the information 

sources or their integrity. The data preparation and mask build processes can be used 

to insert malicious functions into the chip without the Program’s awareness.  

The assurance mitigations in Section 5.11.1 rely on either Trust Certified manufacturing 

or after manufacturing detection schemes.  

5.11.1 Mitigations 

The goal of these mitigations is to raise the difficulty of reverse engineering the ASIC 

GDSII to resist a malicious modification to the masks and to use methods for verifying 

the integrity of the fabrication process  

Option #1 

• Use classified wafer manufacturing services. 
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Option #2 

In the case where a Trust Certified fab is not available for the needed process, the 

following initiatives can assure the integrity of the hardware. This guidance does not 

constitute a waiver to DODI 5200.44. 

• Make lifetime buys of the number of parts the Program needs. Doing so limits 

the amount of time that an adversary has to study a design and plan a malicious 

attack during manufacturing. Production runs spread over a number of years allows 

an adversary time to reverse engineer a design, alter masks, and introduce a 

compromise.  

• Anonymize GDSII namespace. Cell and wire naming in the GDSII can provide 

insight to the contents and organization of the design. Typically, the names are a 

derivative of the function in which they reside, such as “USB_wire01” or “timer_07”. 

Converting the name space to a set of nonconsecutive numbers or names removes 

helpful hints that could aid an adversary, making their reverse engineering attempts 

more difficult. 

• Perform LVS with fill metal. It is best for the Program to have ownership of the 

metal fill process as it allows for LVS to be conducted with the fill metal to assure 

nothing malicious was done and that the design still matches the schematic. If the 

foundry does not allow the fill metal to be inserted by the customer, the Program 

should request the final GDSII with fill metal from the foundry and run LVS on that 

before approving the tapeout for manufacturing. 

• Screen for disabled parts. Use guidance in Section 5.16 to mitigate intentional 

damage done to the parts during any part of the manufacturing phases or during 

transit. 

• In addition to the mitigations listed above, Programs should also select one of the 

following options. 

Option #2.1 

o Validate masks by comparing them to the Program’s tapeout GDSII. This can be 

done in two ways. The manufacturer can burn the image made by each mask on 

a blank silicon wafer that can then be imaged and compared to the GDSII. Or, 

the Program can request that the fab pull wafers at each stage of the 

manufacturing process to image and compare against the tapeout GDSII.  

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520044p.pdf
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Option #2.2 

o Validate transistors and connections by verifying the transistors through a 

physical design recovery process and the internal wire connections by means of 

the manufacturing tests. To verify the transistors, the Program should de-process 

the die to the active layer and image. This image can then be compared to the 

GDSII for validation. This validation ensures that none of the cells have been 

moved, modified, added, or removed. Then the Program should run their 

manufacturing ATPG or LBIST tests on the packaged part to verify the 

connections. This step should be done under the control of the Program and 

should not rely on the foundry’s use of these tests during wafer probe. The ATPG 

or LBIST tests can be fault graded by the Program to determine exactly what 

connections are not exercised or are not visible to the test in order to understand 

the residual risk. These manufacturing tests should achieve over 98% coverage. 

This combination of techniques provides a high level of confidence that the 

device is free of malicious logical modifications in fabrication. Finally, this 

combination of tests is only effective if neither spare cells nor gate arrays are 

used as fill. If they are used, then this technique can work if de-processing and 

imaging are done on the active layers, up through the programming metal layers. 

Please contact JFAC HwA for more information on how to carry out this option. 

Contact JFAC HwA for guidance when process geometries are beyond the 

state-of-the-art in reverse engineering. 

5.12 TD 12: Adversary compromises device testing 

In this threat, the adversary modifies test patterns, tools, a mechanical test interface, or 

directly damages the die under test. Physical device testing occurs at two different times 

during manufacturing. The first test occurs before the wafers are diced into each 

separate die. This testing usually only entails manufacturing tests such as ATPG or 

some kind of BIST. This testing determines whether each die on the wafer is functional 

and should be harvested for packaging. The second testing occurs after packaging to 

verify that the packaging process did not damage the die. This kind of testing can 

involve the same tests that were conducted on the wafer or only involve JTAG package 

pin testing.  

At LoA1, the adversary does not have the ability to use the testing process to insert a 

malicious function; however, the adversary could use the test equipment or patterns to 

mailto:JFAC_HWA@radium.ncsc.mil
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kill the part prior to delivery to the customer. This can be done by physically damaging 

the die or wafer, or by blowing the ESD protection on the devices. 

Even simple and purposeful damage can be carried out on devices during the time the 

wafers are in the possession of the testing team. 

Personalization programming can be performed during wafer or package testing, but will 

be covered under TD 13 in Section 5.13.  

5.12.1 Mitigations 

Option #1  

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level to perform wafer and package testing. 

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols, if the Program is performing the testing work in-

house. Otherwise, if using a commercial third-party service, simply follow the 

remaining actions under this option. 

• Screen for disabled parts. Utilize guidance in Section 5.16 to mitigate intentional 

damage done to the parts during any part of the manufacturing phases or during 

transit. 

5.13 TD 13: Adversary compromises personalization 

In this threat, the adversary compromises die personalization. Die personalization is the 

act of programming some value or control bit into a die that makes it unique from any 

other die of the same design. Personalization includes, but is not limited to, 

programming part numbers in fuses, tuning analog IP, addressing redundant memory, 

enabling and disabling logic blocks for feature set and fault isolation, setting operating 

conditions, and setting security bits. Personalization can occur during wafer or package 

testing. It involves storing die-unique values into the device by use of a non-volatile 

memory, such as an eFUSE or embedded FLASH. 

At LoA1, personalization can be used by an adversary to compromise the die by setting 

values that exceed device electrical specifications. At LoA2, personalization can be 

used to trigger built in Trojans, or at LoA3, invalidate personalization values that 

compromise device behavior and/or performance.  
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5.13.1  Mitigations 

The goal of these mitigations is to ensure die personalization is performed according to 

Program requirements and specifications through direct reading of the values or 

validation of the values that are set. 

Option #1  

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level to perform personalization 

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols, if the Program is performing the personalization work 

in-house. Otherwise, if using a commercial third-party service, simply follow the 

remaining actions under this option. 

• Verify correctness of the personalization values of all the bits set by 

personalization in a Program controlled facility. This can be done by designing a 

read function for these values into the design. If these values are sensitive, the 

Program can concatenate the personalization values and hash the resulting string 

before writing it to an external pin. The Program can then compare the hash against 

an expected string. The Program can also design in a compare function that allows 

the user to input a value string in the ASIC for comparison to the programmed 

values and returns a pass/fail value. If the personalization cannot be verified directly, 

then the Program should validate the functions controlled by the personalization 

programming for correct behavior. This validation should take place under the 

control of the Program. 

5.14 TD 14: Adversary compromises wafer dicing 

In this threat, wafer dicing is defined as the manufacturing stage where the individual 

ASIC dies are cut from the wafer. This threat involves the adversary maliciously 

modifying the physical die during the wafer dicing process. The modifications can 

include stressing the device to ruin it or modifying the dicing instructions to damage the 

part. This can be during the dicing action itself or a malicious act performed during the 

time the wafers and die are in the possession of the dicing team.  

If the adversary is able to damage the part such that it will not work in the final system, 

any functionality the system is reliant on will not be available for use.  
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At LoA1, the mitigations are to ensure the part is operational upon delivery to the 

Program. 

5.14.1 Mitigations 

At LoA1, the mitigations are to ensure the part is operational upon delivery to the 

Program. 

Option #1 

• Use wafer dicing organizations with people who have at least a Secret 

clearance and are working on an IT system classified at least to the Secret level to 

perform the work.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols, if the Program is performing the packaging work in-

house. Otherwise, if using a commercial third-party service, simply follow the 

remaining actions under this option. 

• Screen for disabled parts. Use the guidance in Section 5.16 to mitigate intentional 

damage done to the parts during any part of the manufacturing phases or during 

transit. 

5.15 TD 15: Adversary compromises packaging process 

In this threat, an adversary compromises the ASIC packaging process. During 

manufacturing of the final device, the silicon die is integrated into a package. The 

package includes the die, discrete components to perform signal conditioning (such as 

capacitors and resistors), and a means to connect the signal pads on the die to the pins 

or balls on the package. During the mechanical process of connecting existing devices, 

there are no means to change the functionality of the die to qualify as an LoA1 threat. 

However, an adversary can use the packaging process to disable the device.  

At LoA1, the primary assurance concern related to packaging is the outright damage of 

the packaged ASIC. This attack can be carried out through corruption of the packaging 

process or by the packaging team while the device is in their possession. While the 

scope of this document is limited to single-die, monolithically packaged ASICs, this 

guidance can also apply to 2D, 2.5D, and 3D multi-die advanced packaging. 
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5.15.1  Mitigations 

The goal of these mitigations is to ensure device package meets the original 

requirements and specifications without modification or inclusion of other devices. 

Option #1  

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level to perform packaging. 

Option #2  

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols, if the Program is performing the packaging work in-

house. Otherwise, when using a commercial third-party service, simply follow the 

remaining actions under this option. 

• Follow hardware packaging for assurance guidance. See Army DevCom for 

guidance on packaging practices for assurance to mitigate LoA1 threats in this 

space. 

• Screen for disabled parts. Use the guidance in Section 5.16 to mitigate intentional 

damage done to the parts during any part of the manufacturing phases or during 

transit. 

5.16 TD 16: Adversary damages physical devices 

In this threat, the adversary damages or disables the device during any of the 

manufacturing stages, during transit to the Program, or after receipt. In LoA1, the attack 

must be controllable and predictable. Damage to a device is neither of these, unless it 

renders the ASIC inoperable. For LoA1, this threat is limited to making the part 

unusable.  

This can happen through malicious manufacturing changes, physical stress upon parts, 

packaging errors, or directed physical attack on the part. In short, this threat is 

concerned with nonworking parts being delivered to the Program. 

5.16.1  Mitigations 

The goal of these mitigations is to detect nonworking parts through direct electrical 

testing. 
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Option #1  

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level. If the part is totally produced in a 

classified environment (i.e., only handled by cleared people in classified 

environments) then this threat is mitigated at LoA1. 

• Follow the steps for shipping guidance for assurance in Section 5.17.2.  

• Follow the steps for storage guidance for assurance in Section 5.17.2. 

Option #2  

If the part is handled outside of a classified environment during any portion of the 

manufacturing process, use this option. 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols, if the Program is performing the packaging work in-

house. Otherwise, when using a commercial third-party service, simply follow the 

remaining actions under this option. 

• Screen for disabled parts. With the possibility that an adversary could damage 

parts in manufacturing to disable them, the Program should screen every part with 

functional testing. At LoA1, the screening does not have to comprehensive, but 

enough to demonstrate that the device functions. The test should be functional (i.e., 

use the functional clock tree) in nature and not rely on manufacturing tests such as 

ATPG or JTAG.  

• Follow the steps for shipping guidance for assurance in Section 5.17.2. 

• Follow the steps for storage guidance for assurance in Section 5.17.2. 

5.17 TD 17: Adversary compromises devices during transit 

and storage 

In this threat, the adversary intercepts ASIC devices and alters them while being 

shipped between locations or during storage within the Program. This shipping can 

occur between the foundry and Program or between the Program and any third-party 

fabrication entity that performs testing or packaging.  



  

U/OO/6055347-26 | PP-26-3181 | August 2026 Ver. 1.0 74 

NSA | DoW Microelectronics: ASIC Level of Assurance 1 Best Practices  

The adversary performs a malicious attack on the devices during transport. This attack 

could involve simple modification of the contents of the package, damaging the devices, 

or completely swapping devices for previously modified devices. 

The mitigations are aimed at both protecting the ASIC devices, and at detecting 

malicious alterations through various testing techniques. 

5.17.1 Mitigations 

The goal of these mitigations is to prevent a device from being modified during transit 

and entering into the PE. 

• Follow the steps for shipping guidance for assurance in Section 5.17.2. 

• Follow the steps for storage guidance for assurance in Section 5.17.2. 

• Screen for disabled devices. 

• Protect receipt of shipped goods. 

• Use cleared people or use employment protocols for uncleared employees as 

identified in Section 3.5: Uncleared employee protocols. 

5.17.2 Details 

Shipping guidance for assurance: The Program should document, maintain, and 

enforce device shipping procedures. Minimally, shipping processes should focus on 

preventing and detecting adversary access to the parts. Access controls should be 

designed to thwart those seeking to alter or replace the devices while being transported. 

Shipping protections should include the following characteristics:  

• Devices should be shipped using a commercial carrier that has been approved by 

the appropriate Cognizant Security Agency (CSA) to transport Secret shipments, 

even though the material is not Secret. Commercial carriers may be used only within 

and between the 48 contiguous States and the District of Columbia, or wholly within 

Alaska, Hawaii, Puerto Rico, or a U.S. possession or trust territory.  

• Select shipping options that allow the Program to track the progress of the devices 

as they transit from their origination location. 

• Select shipping options that allow fast shipment to reduce the time the devices sit in 

warehouse depot stops. 
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• Closely track shipment times and depot stops. Packages that are late should be 

considered suspect. 

• Use protections against pilferage, theft, and compromise, including:  

o Hardened containers.  

o Tamper detection seals and tapes. The seals should be numbered, and the 

numbers indicated on all copies of the bill of lading (BL). When seals are used, 

the BL should be annotated substantially as follows:  

DO NOT BREAK SEALS EXCEPT IN CASE OF EMERGENCY OR UPON 

PRIOR AUTHORITY OF THE CONSIGNOR OR CONSIGNEE. IF FOUND 

BROKEN OR IF BROKEN FOR EMERGENCY REASONS, APPLY 

CARRIER'S SEALS AS SOON AS POSSIBLE AND IMMEDIATELY NOTIFY 

BOTH THE CONSIGNOR AND THE CONSIGNEE.  

Storage guidance for assurance: The Program should document, maintain, and 

enforce device storage procedures. Minimally, storage processes should focus on 

preventing and detecting adversary access to the parts. Access controls should be 

designed to thwart those seeking to alter or replace the devices while in storage. 

Storage protections should include the following characteristics:  

• Production devices should be stored and maintained in a restricted area separate 

from non-production devices (i.e., ones for design, test, etc.).  

• The restricted area should enforce access controls that limit access to only those 

personnel who require access to support direct job responsibilities. This should 

exclude all members of the design team.  

• All accesses to the restricted area should be recorded and audited.  

• The devices should be audited on a regular cadence to ensure they have not been 

removed or modified. 

• Production devices should be continuously tracked, to include tracking arrival of the 

device by unique identifier, interaction anyone has with the device, and exit of the 

device from inventory.  

• The restricted area should have a clearly defined perimeter, but physical barriers are 

not required.  
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• Personnel within the area should be responsible for challenging all persons who may 

lack appropriate access rights. All accesses to the restricted area should be audited 

and include who entered/exited the area, a timestamp, and a reason for entry.  

• When possible, devices should be stored within a tamper detection seal or tape to 

detect unauthorized access.  

5.18 TD 18: Adversary compromises user documentation 

In this threat, the adversary is able to make modifications to configuration data, 

documentation, implementation guides, part specifications, etc. The adversary could 

falsify data, such as temperature ranges, voltage, functionality, etc. This threat is 

primarily dealing with hiding truthful accurate data from the end user. 

At LoA1, the adversary is able to falsify pin connection documentation, such that when 

connected the ASIC is killed resulting in a trigger-able action with a predictable 

outcome. 

5.18.1 Mitigations 

The goal of these mitigations is to prevent a documentation modification that will 

adversely affect the use of the device. 

Option #1  

• Use employees who have at least a Secret clearance and are working on an IT 

system classified at least to the Secret level.  

Option #2 

• Use employment protocols for uncleared employees as identified in Section 3.5: 

Uncleared employee protocols. 

• Enforce PDFE by enacting the guidance in Section 3.3: Protected Design Flow 

Environment. Using the PDFE removes the opportunity for manual edits to the inputs 

or outputs of a flow step by a compromised insider. 

• Ensure all deliverable documents are stored in the PDFE along with the 

associated hash value. The hash value should be validated before documentation is 

packaged for distribution. 
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• Use a protected network, such as an air-gapped network or a network compliant 

with NIST SP 800-171 and NIST SP 800-172, to prevent an adversary from 

accessing the design files via remote network access. 

• Use role-based access control as described in Section 3.4: Role-based access 

control. Using role-based access limits the access that a compromised insider has to 

conduct malicious activities. 

Appendices 

 

https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://www.nist.gov/news-events/news/2021/02/nist-releases-sp-800-172-enhanced-security-requirements-protecting
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Appendix A: Acronyms 

3PIP  Third-Party Intellectual Property 

AIF  ASIC Implementation Flow 

ASIC  Application Specific Integrated Chips 

ATPG  Automatic Test Pattern Generation 

BIST  Built In Self-Test 

BL Bill of Lading 

BPG  Best Practice Guide 

CI  Continuous Integration 

CISA  Cybersecurity and Infrastructure Security Agency 

CNSS  Committee on National Security Systems 

COTS  Commercial Off the Shelf 

CSA  Cognizant Security Agency  

CVE Common Vulnerabilities and Exposures 

CWE  Common Weakness Enumeration 

DAU  Defense Acquisition University 

DE  Development Environment 

DMEA  Defense Microelectronics Activity 

DoD  Department of Defense 

DoW Department of War (authorized secondary title for DoD) 

DRC  Design Rule Check 

EDA  Electronic Design Automation 

eFPGA  embedded Field Programmable Gate Array 

EOL  End of Life 

ERM  Enterprise Risk Management 

ESD  Electrostatic Discharge 

ESF  Enduring Security Framework 

FANCI  Feature-based Automation NXDomain Classification 

FBI  Federal Bureau of Investigation 

FIPS  Federal Information Processing Standards 

GDSII  Graphics Design System 

GIDEP  Government-Industry Data Exchange Program 

HDL  Hardware Description Library 

HLS  High Level Synthesis 

HMAC  Hash Message Authentication Code 

HwA  Hardware Assurance 

IEEE  Institute of Electrical and Electronic Engineers 

INCOSE  International Council on Systems Engineering 
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I/O  Input/Output 

IT  Information Technology 

ITAR  International Traffic in Arms Regulations 

IP  Intellectual Property 

JFAC HwA  Joint Federated Assurance Center for Hardware Assurance 

JTAG  Joint Test Action Group 

LBIST  Logical Built-In Self-Test 

LEC  Logical Equivalency Checking 

LEF  Library Exchange Format 

LoA  Level of Assurance 

LVS  Layout vs Schematic 

NASA  National Aeronautics and Space Administration 

NCSC  National Counterintelligence and Security Center 

NIST  National Institute of Standards and Technology 

NITTF  National Insider Threat Task Force 

NSA  National Security Agency 

NSS  National Security Systems 

NVD  National Vulnerability Database 

OEM  Original Equipment Manufacturer 

OS  Operating System 

PE  Production Environment 

PDFE  Protected Design Flow Environment 

PRAT  Production Environment Acceptance Testing (PRAT) 

R&D  Research and Development 

ROM  Read Only Memory 

RTL  Register Transfer Level 

SoC  System on a Chip 

SP  Special Publication 

SRAM  Static Random Access Memory 

SSH  Secure Shell Protocol 

STIG  Security Technical Implementation Guide 

TSN  Trusted Systems and Network 

TD  Threat Descriptor 

USG  United States Government 

VCS  Version Control System 
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Appendix B: Protected Design Flow Environment 

considerations 

Appendix B contains PDFE implementation considerations. These are specific 

suggestions that Programs may find useful for their environments. 

Version Control System (VCS) configurations 

• Limit the number of lines that have been modified since the last commit – If 

the number of lines exceed the threshold, then the developer should be 

instructed to first commit a smaller change. Different roles should have different 

thresholds. For example, a designer will often need a greater line commit quota 

than personnel in charge of synthesis. Furthermore, as a file matures, there are 

usually fewer changes, so consider reducing this quota over time. If there is a 

large change to a file that has not been modified in months, it can be suspicious 

and should require justification.  

• Set a minimum number of characters for the description of a staged 

commit – A denied commit is usually frustrating, and the common course of 

action is to make two commits hastily instead, with minimal comments detailing 

what changed. Commits with little or no description leave assurance gaps. This 

character quota may be based on the number of lines changed, but it can also be 

reduced by the number of in-code comments added. This is to incentivize 

personnel adding comments to the code itself. 

• Agree on how frequently each sub-team is required to merge – Avoid 

situations where engineers attempt many back-to-back small commits because 

they want to push their finalized code in a single merge to main. There should be 

an agreement with each development sub-team for what is a practical amount of 

time to give engineers to merge updates. NSA recommends that “merge day” 

occurs every two or three weeks, with an internal developer code review 

occurring for each merge. Moreover, “merge day” should not occur on the same 

day of the week for every sub-team; frustrations will rise when back-to-back 

merge attempts fail because changes made a few minutes ago to the main 

branch need to be pulled. 

• Set file permissions for the developers within the VCS – Once a file is 

checked into the main branch, the PDFE administrators should set an owner for 
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each file/directory and restrict permissions so that only the engineers working on 

those files are allowed to change them. This will prevent any other developers 

from accidentally, or intentionally, altering another engineer’s work. Read access 

should still be allowed for others working on the ASIC. While an argument could 

be made that it would be more difficult for a developer to slip a Trojan into a 

design they are mostly blind to if they are not allowed read access, the ability to 

trace signals through the design hierarchy down to an assigned block allows 

engineers to flag system-level oversights. 

• Require digital signatures to accompany merge requests – This shows that 

the code has been reviewed and approved for merge. However, this does not 

imply developers who fail to catch an insider’s malicious code are automatically 

at fault, since there are methods of sneaking in malicious code that would not be 

caught in a regular code review. Malicious edits should be caught by the 

continuous integration test script; however, the Protected Design Flow 

Environment (PDFE) administrators often do not have the insight to catch valid 

code that was maliciously implemented (i.e., via odd wires, JTAG instruction 

definitions, constraint files). An additional layer of protection is to incorporate 

smart card certificate checks for each commit (e.g., from the developer’s DoW 

Common Access Card). This can be achieved on Linux systems with the 

Personal Computer Smart Card (PCSC) middleware, written by the Movement 

for the Use of Smart Cards in a Linux Environment (MUSCLE) project. The goal 

of these signatures is to ensure there are truly “many eyes” digesting the lines of 

code and serve as a reminder to each participant of the review process that they 

must continuously be vigilant for malicious additions or changes. 

• Keep ssh keys for PDFE administrators out of reach from IT administrators 

– A small, separate system should be established for the PDFE administrators, 

which is not managed by the same IT administrators that host the PDFE. This is 

used to prevent the IT administrators from having access to the PDFE 

administrators’ private keys and approving rogue merge requests. Automated 

notifications should also be set to send to both the developer sub-teams and 

PDFE administrators summarizing all recently merged commits. 

Continuous integration (CI) pre-run checks 

The main concern before and during the PDFE execution of design flow scripts is 

catching remote code execution attempts via clever escapes hidden within checked-in 
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files. This is usually a concern for databases or other systems that accept queries, such 

as via SQL injection. Here, similar methods should be addressed, such as being able to 

run code hidden within a comment or string.  

• Prevent unicode injection – This can be done by limiting character encoding to 

US-ASCII; at this time extended ASCII does not appear to be required for most 

proojects. Limiting character encoding can be confirmed on Linux by using “file -

-mime-encoding” and attempting to convert from US-ASCII to US-ASCII with the 

iconv utility. If a UTF-8 file is detected, or if iconv reports an “illegal input 

sequence,” then an alarm should be sent to the PDFE admin. There should be 

no reason to attempt to merge UTF-8 files since all binary files (excluding 3PIP 

and PDKs) are generated within the PDFE. 

• Temporarily clean the code of comments – Temporarily delete everything to 

the right of the comment operator or entire comment blocks to prevent false 

positives resulting from the linting methods described in the following sections. 

This cleaned copy should not be checked into the repository; it should only be 

used during CI checks.  

• Create an allowlist for all scripts that will be called – It is common for scripts 

to leverage other scripts by including them directly or executing them in 

sequence (known as a “daisy chain”). Search for keywords, including “source”, 

“exec”, “include”, and “import”, to build a trace of files that will be executed and 

compare it against an allowlist. If there is a new file in the trace, a warning should 

be issued to the PDFE admins. The PDFE administrators should ask the 

developers for justification that the additional script does something meaningful 

and decide whether it should be approved and added to the allowlist. 

• Create a dictionary of acceptable tool commands and switches – Implement 

a pre-run check to verify that the tool scripts consist of only acceptable tool 

commands. For example, the synthesis script should only contain synthesis 

commands. One way to do this is by building a command-switch dictionary from 

the output of the EDA tools when executing them with the “-help” switch. The 

dictionary should contain key-value pairs, with the command as the key and the 

available switches as the tupled value with any disallowed switches removed. 

Before the PDFE runs a script, it should check that both the command and all of 

its switches, are found in the dictionary. Otherwise, reject the merge.  
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• Check for hidden UNIX commands – Look through the code for obfuscated 

commands. Create a list of terminal-accepted commands by using “compgen -A 

function -abck | sort | uniq” to collect an alphabetical list of commands, aliases, 

built-ins, keywords, and functions that can be used from the command line. To 

limit the severity of what a malicious threat actor with access to the code could 

do, the code should be searched for any matches within the command list. 

However, there likely will be some overlap between valid, meaningful code and 

the list of commands (e.g., “case” is valid for SystemVerilog and is also a Bash 

keyword). In addition, this process could become expensive, both 

computationally and in human resources. For example, there were 6288 

commands on a test server (although there would be fewer commands in a 

container). Furthermore, the PDFE administrators would have to spend time 

reviewing false positives. To minimize resources, the check should only be 

conducted on lines that differ between the old file version in the repository and 

the new one attempting to be merged. Of note, these linting scripts should also 

attempt to discern commands obfuscated via the merge itself, such as where a 

command is spread over three lines where only one of the lines is new in the 

current merge. In these cases, all the affected lines should be fully re-evaluated 

instead of only the modified lines. This is to prevent combined edits from avoiding 

detection.  

Continuous integration (CI) execution monitoring 

Some attacks are hidden by finding clever ways to generate malicious commands 

during the build and compilation phases, minimizing the chance that they will be 

detected by pre-run checks. While this type of attack technique is more difficult to 

mitigate, the best defense is to monitor the processes’ behavior while the software is 

being executed. 

• Use the “strace” Linux utility to allowlist system calls – The system calls of 

interest are: open, openat, close, read, write, connect, and accept. This log will 

contain the history of every file that was touched, as well as every connection 

made while running the design flow scripts. Once a script is mature, the 

connections and files touched by the process should be used to create an 

allowlist for nominal execution. If the running strace log yields an entry that is not 

allowlisted, the executing process and any child processes should be killed, an 
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alarm should be triggered, the PDFE administrators should be notified, and no 

further merge attempts should be allowed until the flagged merge has been 

reviewed and approved or the PDFE has been restored from a backup. This type 

of detection is targeted, fast acting, and could potentially stop blind injected code 

from being able to actually perform any malicious activities. 

• Use checkpoints and watchdog timers – Checkpoints within the design flow 

scripts should be leveraged to evaluate if a process is taking a suspicious 

amount of time during a particular stage. These checkpoints are easy to 

implement. They are simply files that have a “1” written to them when a stage is 

completed. Watchdog timers should be defined for each transition to check if that 

“1” has been written. Otherwise, it should kill the process and all child processes 

executing the design flow script. An alarm should be sent to the PDFE admins, 

and further merge requests should be rejected until the previous attempt has 

been cleared, or the PDFE has been restored from a backup. This detection is 

non-targeted and is slow to catch blind injected code. The tolerance for design 

flow script runtimes can range from seconds to minutes, which can be enough 

time for a modern system to run many instructions and perform malicious activity. 

It can, however, prevent the threat actor from having extended access.  

Continuous integration (CI) post-run checks 

In between major steps of the design flow (e.g., between synthesis and LEC), 

acceptance testing should be conducted to scrape logs for errors and warnings, as well 

as for reports of unacceptable metrics. In this post-run stage, the concern to monitor for 

is not blind injected code, but rather subtle changes, potentially forming a Trojan. 

• Create an allowlist for acceptable warnings – Warnings should be aggregated 

into a table with an identifying enumeration (e.g., VLOG-67) corresponding to a 

justification for why they can be ignored. Once a script is in a stable, functional 

state, the count for each unique warning sholden be collected and compared 

against the golden, expected counts. If there is a mismatch in numbers, then the 

merge should be denied and a notification should be sent to both the PDFE 

administrators and the sub-team trying to merge their changes. Warnings should 

not be suppressed and there should be checks for keywords like “suppress.”  
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• Check the logs for errors and create an alarm – If there is an error noted 

within a log, the merge should be rejected and an alert should be sent to the 

PDFE admin. Alerting is important because: 

o Stable scripts that suddenly yield errors should not be part of a merge 

attempt. A test merge script should have passed prior to the actual 

attempt.  

o Penetration attempts can involve a fair amount of trial and error, so if 

multiple merge requests keep resulting in errors, it could be an attempt to 

perform blind injection of code into the PDFE. 

• Check that the rest of the file system has not changed – When an EDA step 

has completed, there should only be new files present, so it is important to check 

that nothing else in the environment has been modified. This requires comparing 

the post-run environment with a prior copy. However, this can be a long process 

to compare each and every file in the container’s image. Therefore, it is 

recommended that this check is only run for an individual EDA step that has 

been modified. Technically, changes to RTL can alter the code execution of later 

EDA steps, but it should be satisfactory to only run this check after elaboration. 

ASIC development monitoring and design audits 

Making significant edits to a mature script without justification is highly suspicious. To 

detect this, monitor the size of log files for large changes. Sudden, unjustified changes 

in size should trigger the continuous integration (CI) test script to reject the merge. Note 

that until there is an RTL freeze, log files will change in size, but size tolerance should 

be adjusted respective to the size change of the RTL, which should also be recorded.  

Metrics should be tracked as the design moves from one EDA step to the next, and the 

numbers should be added to a running history for improved monitoring of suspicious 

changes. The metrics that should be included are: 
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Table 6: Metrics that should be tracked 

Metric Reason: An injected Trojan would…. 

Gate Count Increase gate count 

RTL Size Suddenly increase RTL size 

Firm/Middle/Software Size Add new instructions 

Log Size Suddenly increase log size 

Power Increase power requirements, as well as area 

Timing Modify the clock tree 

EDA Runtime Increase runtime 

Scan Chain Reports Modify scan paths 

Code Coverage Decrease code coverage 

• Set tolerances for acceptable file size changes – As the design is being 

developed, there will be many changes causing fluctuations in the metrics, which 

could lead to unneeded PDFE administrator notifications. To minimize this, these 

checks should have a higher tolerance in the beginning of a new file’s 

development and a lower tolerance as a file mature. The developers should 

communicate with the PDFE administrators for how mature a set of files is 

becoming to adjust the tolerances and notification reactions accordingly. PDFE 

administrators should have read access to the project management tool(s) used 

by the developer sub-teams, so they can easily assess file maturity and changes.  

• Lock mature files – When a set of files matures, the files associated with that 

effort should be “locked” with increased scrutiny of any changes. There may be 

reasons for future changes to a locked file, so developers should communicate 

with the PDFE administrators to relax the checks when changes are needed. 

However, a file in the revision stage should have fewer changes than during its 

initial merges, so a middle tolerance threshold should be set. 

• Integrate a Security Information and Event Management (SIEM) Tool – A 

large amount of data needs to be evaluated by just 2-3 PDFE admins, so it is 

important they are not over encumbered sifting through reports for every 

developer’s merge. A SIEM tool can automate data aggregation, analysis, and 

visualization. A dashboard, along with widgets, should be made to assist the 

PDFE administrators by showing the history of the design’s metrics, notifications 

and alarms, open and recently closed tickets, a developer’s profile of 

contributions, and the status of a running CI test. These capabilities can ease the 
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burden of PDFE management, and allow the administrators to focus on reviewing 

the more significant changes to the design. 

Backups and Procedure for Restoring the PDFE 

If one of the continuous integration (CI) scripts raises an alarm, the PDFE 

administrators along with appropriate personnel should perform a root cause analysis. If 

malicious code is detected, an investigation should be conducted to discover how and 

when the malicious code made its way into the PDFE. The team should determine if the 

files touched and the connections made warrant a full restore of the PDFE. If a full 

restore is warranted, the PDFE should be completely deleted, made from a new 

container, and restored from a PDFE backup to a state prior to the mischievous merge.  

• Restore from a backup – Unless it is obvious the odd runtime behavior was 

valid (e.g., the synthesis script takes longer because a module was added), 

default to discarding the environment and restoring from a backup. Commit 

messages can greatly assist with determining if the extra runtime should be 

expected. 

• Do not share continuous integration (CI) test scripts with developers – CI 

test scripts should not be shared with the developers to help protect against 

potential developer insider threats. The developers should not be privy to the lint 

and runtime checks. Continuous integration (CI) test script backups should be 

shared with the IT administrators because they already monitored the PDFE 

administrators when the scripts were added. Moreover, there is value in their 

ability to check if the PDFE administrators modify the backup scripts and vice-

versa.  

• Create a new container when restoring – In most cases of a breach, a new 

container should be made and software packages reinstalled. Container backups 

should be used only for non-malicious PDFE failures (e.g., power surge, corrupt 

drives). 
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Appendix C: Role-based access controls 

Appendix C provides example description of some roles on an ASIC design team. 

IT Administrator – The responsibilities of the IT administrator (also called a system 

administrator) include oversight of the networking, storage, software, and compute 

resources for an organization and its projects. The IT administrator’s tasks include the 

installation and maintenance of hardware; software installation and updates, including 

EDA tools and utilities; management of user accounts; and enforcement of security 

protocols. One or more members of the IT team will need to have root access, meaning 

they can access anything and everything on the network. It is imperative that only 

thoroughly vetted individuals be granted such broad access. 

Access: 

• Full access to all data files and tools 

• Permission to create, modify, and delete user accounts 

• Permission to install and update tools and utilities 

• Ability to configure and manage system settings and security policies 

• Access to audit logs and system monitoring tools 

• Exclusive access to networking and server hardware 

 

System Architect – The System Architect is responsible for defining the architecture of 

the SoC or ASIC required to meet the project requirements. Tasks can include creation 

of the detailed specifications of the SoC/ASIC, exploration of different architectures to 

optimize the design, and modeling of the system-level behavior of the chip. 

Access: 

• Read and write access to the high-level specification and associated architectural 

design files 

• Read access to RTL design files (i.e., HDL files, constraint files) and verification 

plans 

• No access to physical design files or library data 

 

RTL Designer – The role of an RTL Designer is to develop HDL code that implements 

the behavior described by the detailed specifications that were generated by the System 
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Architect. Tasks include writing and debugging code and may include running synthesis 

to generate a netlist.  

Access: 

• Read access to architectural specifications and verification plans/reports 

• Read and write access to RTL design files and related files, such as timing 

constraints 

• No access to physical design files, except where needed for the handoff to the 

physical team 

• Read access to logical library files (.lib) 

• No access to physical library files 

 

Physical Designer – The physical layout of a chip is performed by a Physical Designer 

(also called a layout engineer). Tasks include floor planning, placement, clock tree 

synthesis, routing, and chip finishing. 

Access: 

• Read access to RTL and constraint files 

• Read and write access to physical design files 

• Read access to library files 

 

Verification Engineer – The role of the Verification Engineer is to verify the design 

versus the specification via a variety of testing methodologies, including dynamic 

simulation, equivalence checking, code coverage, etc. 

Access: 

• Read and write access to verification plans, test benches, and other relevant files 

• Read access to RTL files 

• Read access to architectural specification documents 

• No access to physical library data 

Library Manager/Developer – A Library Manager (or Library Developer) maintains and 

develops standard cell libraries and other reusable components. Libraries can include: 

logical library files, physical library files, SPICE models, Verilog simulation models, and 

GDSII files. 
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Access: 

• Read and write access to library data 

• Read access to physical design files as needed for debugging 

 

Flow/Tool Engineer – The Flow Engineer and Tool Engineer develop and maintain flow 

scripts and tool scripts, which are wrapper scripts that run various phases of the RTL-to-

GDSII flow, including synthesis and layout tool scripts. 

Access:  

• Read and write access to flow scripts 

• Read and write access to tool scripts 

• Read access to library data for debugging 

• Read access to RTL, constraints, and physical data for debugging 

• No access to architectural specification 
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Appendix D: HDL acceptance testing criteria  

• Testing Scope and Objectives  

o Clearly identify the specification document whose contents will be tested. Identify 

any specific assurance concerns that should be included in the test cases. 

o Identify the design requirements and specifications. 

 Each HDL function should identify which specification section it implements. 

 Each test should identify which specification section it verifies. 

o Ensure that all specifications are verified including functional, performance, and 

environmental tests. 

• Test Strategy and Approach 

o The testing suite should fully verify the specification. This includes unit, 

integration, and system-level tests. 

o Code coverage should be used to measure the comprehensiveness of the entire 

verification suite. 100% code coverage should be the goal. Any code not covered 

by code coverage should be reviewed for correct function and to assure it is not 

malicious. 

• Test Cases and Test Bench Design 

o Environment Setup and Tools 

 Identify the environment setup, tools, and software that will be used along 

with version numbers.  

o Test Execution and Logging 

 Use the evaluation criteria in section 4.2. 

 Document the results of each test. 

 The verification suite should be created by developers/testers who did not 

create the code being verified. The testers’ access should constrained by 

their role.  

o Analysis and Reporting 
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 Verification and code coverage should be run together to identify untested 

portions of the ASIC design.  

 The verification suite should produce output reports that document the test 

results for each run. 

o Regression Testing 

 The full suite of tests should be run with every modification to the final design. 

This assures the changes do not introduce new issues. 

• Sign-Off Criteria 

o Pass Criteria  

 Define the criteria that must be met for the design to be considered verified 

and ready for production. 

o Risk Assessment  

 Evaluate the risk associated with any outstanding issues or test cases that 

were not covered. 

o Final Review 

 Conduct a final review meeting with stakeholders to review test results, open 

issues, and the overall quality of the design. 
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Appendix E: Threats against the design cycle 

This table identifies each of the threats along with the primary portion of the design cycle that is affected. 

Table 7: Threats mapped to design cycle stages 

Threats 
T1: Adversary 
Compromises 

Design 
Requirements 

T2: Adversary 
Compromises 

IT System 

T3: Adversary 
Compromises 
EDA Software 

T4: Adversary 
Compromises 
Third-Party IP 

(3PIP) 

T5: Adversary 
Compromises 

Hardware 
Description 

Language (HDL) 

T6: Adversary 
Compromises 

Scripts 

T7: Adversary 
Compromises 

Netlist 

T8: Adversary 
Compromises 

Foundry 
Physical 

Design Kit 

T9: Adversary 
Compromises 

Physical Design 
Representation 

Lifecycle 

DoW Requirements X X               

Requirement X X               

Specification X X               

Architecture X X               

Design X X               

HDL Development X X   X X         

Verification   X X X   X       

Synthesis   X X X   X X     

Test Insertion   X X X   X X     

Place and Route   X X X   X X X X 

Timing Extraction   X X X   X   X X 

Verification   X X X   X   X X 

Post Route Verification   X X X   X   X X 

Physical Verification   X X X   X   X X 

Tapeout   X X     X   X X 

Mask Fabrication                   

Wafer Fabrication                   

Wafer Fabrication                   

Wafer Testing                   

Personalization                   

Packaging                   

Wafer Dicing                   

Assembly                   

Test                   

Package Testing                   

Shipping                   

Configuration/Program                    

Integrate and Test 
Fielded Product 
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Threats 
T10: 

Adversary 
Compromises 

Tapeout 
Process 

T11: 
Adversary 

Compromises 
Wafer 

Manufacturing 

T12: 
Adversary 

Compromises 
Device 
Testing 

T13: 
Adversary 

Compromises 
Personalization 

T14: 
Adversary 

Compromises 
Wafer Dicing 

T15: 
Adversary 

Compromises 
Packaging 
Process 

T16: 
Adversary 
Damages 
Physical 
Devices 

T17: 
Adversary 

Compromises 
Devices 
During 

Delivery 

T18: 
Adversary 

Compromises 
User 

Documentation 
Lifecycle 

DoW Requirements                

Requirement               X 

Specification               X 

Architecture               X 

Design                

HDL Development                

Verification                

Synthesis                

Test Insertion                

Place and Route                

Timing Extraction                

Verification                

Post Route Verification                

Physical Verification X               

Tapeout X               

Mask Fabrication X               

Wafer Fabrication  X         X    

Wafer Fabrication  X         X    

Wafer Testing  X X       X    

Personalization  X   X     X    

Packaging           X    

Wafer Dicing       X X X    

Assembly         X X    

Test           X    

Package Testing   X       X    

Shipping           X X  

Configuration/Program                

Integrate and Test                

Fielded Product         X 
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Appendix F: Threats and associated mitigations 

This table identifies each of threats described in this document along with the mitigations required for that threat. 

Table 8: Mitigations for each threat at LoA1 

Threats 
T1: 

Adversary 
compromises 

Design 
requirements 

T2: 
Adversary 

compromises 
IT System 

T3: 
Adversary 

compromises 
EDA software 

T4: 
Adversary 

compromises 
Third-Party 

IP 
(3PIP) 

T5: Adversary 
Compromises 

Hardware 
Description 
Language 

(HDL) 

T6: 
Adversary 

compromises 
scripts 

T7: 
Adversary 

compromises 
netlist 

T8: Adversary 
compromises 

foundry 
physical 

design kit (N/A 
at LoA1) Mitigations 

Use cleared people in cleared facilities X X X X X X X   

Use employment protocols for 
uncleared employees X X  X X  X   

Use role-based access control X X X X X X X   

Follow acquisition guidance       X         

Only accept digitally signed and hash 
verified software and deliverables     X X   X     

Use Protected Design Flow 
Environment (PDFE) X     X X X X   

Conduct requirements acceptance 
testing 

X               

Check into version control X    X X   X   

Conduct 3PIP acceptance testing       X         

Do not allow automatic Internet 
access 

    X           

Use a protected network compliant 
with NIST SP 800-171 and 800-172 

X X X X X   X   

Use LVS     X           

Use LVR     X           

Use LEC     X       X   

Encrypt data during transit X               

Use NSA ESF guidance on software   X X           

Do not accept custom software 
patches from vendors 

    X           

Research EDA vulnerabilities     X           

Document and audit software versions 
used  

    X           

Hash the 3PIP        X         

Do not allow automatic updates       X         

Research 3PIP vulnerabilities       X         
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Threats 
T1: 

Adversary 
Compromises 

Design 
Requirements 

T2: 
Adversary 

Compromises 
IT System 

T3: 
Adversary 

Compromises 
EDA Software 

T4: 
Adversary 

Compromises 
Third-Party IP 

(3PIP) 

T5: Adversary 
Compromises 

Hardware 
Description 
Language 

(HDL) 

T6: 
Adversary 

Compromises 
Scripts 

T7: 
Adversary 

Compromises 
Netlist 

T8: Adversary 
Compromises 

Foundry 
Physical 

Design Kit 
(N/A at LoA1) Mitigations 

Use bi-directional correlation between 
HDL and code          X       

Use linting to validate connectivity         X   X   

Enforce compliance with HDL 
acceptance criteria         X   X   

Perform acceptance testing on scripts           X     

Use a high coverage test suite             X   

Follow shipping guidance for assurance                 

Follow storage guidance for assurance                 

Examine packaging for tamper evidence                 

Perform device acceptance testing X     X X X     

Perform test using functional clock tree                 

Follow hardware packaging assurance 
guidance 

        

Directly read personalization values                 

Verify the functions/behaviors         X   X   

Audit repository access X X X X X X X   

Verify the final physical netlist             X   

Encrypt tapeout artifacts within the 
PDFE  

                

Send hash values to the foundry for 
confirmation 

                

Request confirmation of data receipt 
and hashed verification 

                

Minimize reverse engineering 
information (i.e., flatten GDSII, 
anonymize namespace) 

                

Protect ASIC empty space                 

Manage metal fill process                 

Do not use IP black box processes                 

Screen for disabled parts                 

Make lifetime buys of parts         

Validate manufacturing                 
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Threats T9: 
Adversary 

Compromises 
Physical 
Design 

Representation 

T10: 
Adversary 

Compromises 
Tapeout 
Process 

T11: 
Adversary 

Compromises 
Wafer 

Manufacturing 

T12: 
Adversary 

Compromises 
Device 
Testing 

T13: 
Adversary 

Compromises 
Personalization 

T14: 
Adversary 

Compromises 
Wafer Dicing 

T15: 
Adversary 

Compromises 
Packaging 
Process 

T16: 
Adversary 
Damages 
Physical 
Devices 

T17: 
Adversary 

Compromises 
Devices 
During 

Delivery 

T18: 
Adversary 

Compromises 
Documentation 

Mitigations 

Use cleared people in 
cleared facilities 

X X X X X X X X X X 

Use employment protocols 
for uncleared employees X    X X X X X X X 

Use role-based access                   X 

Follow acquisition guidance                     

Only accept digitally signed 
and hash verified 
deliverables 

                    

Use Protected Design Flow 
Environment (PDFE) X X               X 

Conduct requirements 
acceptance testing 

                    

Check into version control X                   

Conduct 3PIP acceptance 
testing 

                    

Do not allow automatic 
Internet access 

                    

Use a protected network 
compliant with NIST SP 800-
171 and 800-172 

X                 X 

Use LVS X                   

Use LVR                     

Use LEC X                   

Encrypt data during transit   X                 

Use NSA ESF guidance on 
software 

                    

Do not accept custom 
software patches from 
vendors 

                    

Research EDA vulnerabilities                     

Document and audit 
software versions used 

                    

Hash the 3PIP                      

Do not allow automatic 
updates 

                    

Research 3PIP 
vulnerabilities  

                    

Use bi-directional correlation 
between HDL and code 
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Threats T9: 
Adversary 

Compromises 
Physical 
Design 

Representation 

T10: 
Adversary 

Compromises 
Tapeout 
Process 

T11: 
Adversary 

Compromises 
Wafer 

Manufacturing 

T12: 
Adversary 

Compromises 
Device 
Testing 

T13: 
Adversary 

Compromises 
Personalization 

T14: 
Adversary 

Compromises 
Wafer Dicing 

T15: 
Adversary 

Compromises 
Packaging 
Process 

T16: 
Adversary 
Damages 
Physical 
Devices 

T17: 
Adversary 

Compromises 
Devices 
During 

Delivery 

T18: 
Adversary 

Compromises 
Documentation 

Mitigations 
Use linting to validate 
connectivity 

                    

Enforce compliance with HDL 
acceptance criteria                     

Perform acceptance testing 
on scripts 

  X                 

Use a high coverage test suite     X               

Follow shipping guidance for 
assurance 

              X X   

Follow storage guidance for 
assurance 

              X X   

Examine packaging for 
tamper evidence 

                X   

Perform device acceptance 
testing 

                X   

Perform test using functional 
clock tree 

            X     

Follow hardware packaging 
assurance guidance 

            X       

Directly read personalization 
values 

        X           

Verify the functions/behaviors         X           

Audit repository access                    

Verify the final physical netlist X                   

Encrypt tapeout artifacts 
within the PDFE 

  X                 

Send hash values to the 
foundry for confirmation 

  X                 

Request confirmation of data 
receipt and hashed 
verification 

  X                 

Minimize reverse engineering 
information (i.e., flatten GDSII, 
anonymize namespace) 

  X X               

Protect ASIC empty space   X                

Manage metal fill process     X               

Do not use IP black box 
processes 

  X                

Screen for disabled parts     X X   X X X     

Make lifetime buys of parts   X        

Validate manufacturing     X               
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