Systems connected to DODIN

Starting with lower environments in the Build
Phase, through deployment to production
environments in Onboarding Phase
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This construct is intended to produce a culture, mindset and process that reimagines cyber risk management to be faster in keeping with the
rate of change; more effectively assesses and conveys risk; and is less burdensome to cyber and acquisition professionals while ultimately
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providing operational combatant commanders with an accurate understanding of cyber risk to mission.

RMF STEP(S): Authorize DOD
INFORMATION
NETWORK
(DODIN)

RMF STEP(S): Assess

RMF STEP(S): Implement

) PHASE 4: ONBOARD A

RMF STEP(S): Prepare,
Categorize, Select

‘%2, PHASE 3: TEST (FOC)

System accepted for ISCM
( . for continuous monitoring,

% . k
5:?/ PHASE 2: BUILD (IOC) NextGen CSSP risk enabling cATO
% . — E ~ N &

e 4 51‘3;3/ PHASE 1: DESIGN Mission customization “Z=0 management performs risk
. for Information Penetration review, validates critical Data elements redirected
1 Implementation of Security Continuous testing (high controls and mandatory to operational ISCM \{
' Requirements iy ; artifacts
" - q Monitoring (ISCM) risk systems) N
. Capability need S o Repeatable playbook to
! Y identified —> @ -~ & NextGen CSSP fully P lp.y ek \{
' m==) 2/ onboards system/capability WS ZE T2 8 e 718
. Feed data to ' , monitoring via automated
1 . ' J \ dashboards and alerts
I Information System : A Assess & V - Or -
' : Continuous 1 : -
[ Select functional, S 2 ) . L
I @i . Monitoring (ISCM) 1 Y Remediate ! NextGen CSSP partially High risk is elevated and
I cybersecurity, and cyber Ali t Syst 1 ' o addressed - CSSP watch
I survivability requirements ignment System ] onboards system/capability . "

y req I . . ' officer makes decisions to
| ! [ Cﬁ —_— - isolation, re-sensoring, disconnect s\"“;\
: ' e e additional risk review
I o _ Submit system for 1 Vulnerability Automated o i
: O I/le'am foromatlonsmcludes. @ svellEten : remediation & test report =~
I ission Owner, System 1 assessment dashboard ' v ~
I Owner/Program Manager, ;. Assess& I
I I team analyst I,
I Engineers, CSSP : A Remediate Y : . S
| : ' :
1
| : e & ¥
I : \. J : : !
: \ / \ - [RISSSSIFE kg WY NI UV U SN NS RV U SR SNy S | S SR S A NI G— ',I &

v10011110010011111
0010010110100
000110100

Critical
Controls

Automation Continuous Monitoring
(CONMON), control,

and ATO

DevSecOps Training Enterprise Services

& Inheritance

Operationalization Reciprocity Cybersecurity

Assessments

Survivability

STRATEGIC TENETS



dkluzik
Cleared





Accessibility Report





		Filename: 

		DOD CIO_CSRMC_vim_V11_508.pdf









		Report created by: 

		Marilyn Anderson, 508 Technical Lead



		Organization: 

		DoD , CIO







 [Personal and organization information from the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 2



		Passed: 28



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Skipped		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



