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(U) Results in Brief 
(U) Joint Evaluation ofthe National Security Agency's 
Integration ofArtificial Intelligence 

October 17, 2022 (U) Background (cont'd) 

(U) Objective 
(U) The DoD Office of Inspector General and the National 

Security Agency (NSA) Office of the Inspector General 

jointly assessed the NSA's integration ofartificial 

intelligence (Al) into signals in telligence (SIGINT) 

operations, in accordance with DoD and lntemgence 

Community (IC) guidance for Al. 

(U) Background 
(U) The NSA is the U.S. Government's lead for SIGlNT and 

is responsible for providing foreign SIGINT to U.S. 

policymakers and military forces. SIGINT is intelligence 

derived from electronic signals and systems used by 
foreign targels. The NSA's workforce is skilled in 

developing and employing state-of-the-art tools, including 

Al tools, to increase their analytic efficiency and 

effectiveness. Al is the ab ility ofmachines to perform tasks 

that normally requite human intelligence-for example, 

recognizing patterns, learning from experience, drawing 

conclusions, making predictions, or taking action, whether 

digitally or as the smart software behind autonomous 

physical systems. 

(U) The DoD and the Director of National Intelligence 

(DNl) have issued Al strategies highlighting the 

investments our adversaries, notably China and Russia, are 

making into Al for military purposes. For example, the 

DNl's "Augmenting Intelligence Using Machines (AIM) 

Strategy,'' January 16, 2019, highlights that a strategic 

imperative exists because ouradversaries recognize the 

potent ial for.Al to transform military and intelligence 
operations and are investing aggressively to make that 

advantage a reality. These strategies also discuss the 

Per OSD (b)(5)(U) 

(UJ The Under Secretary of Defense for Intelligence and 

Security (USD[l&S]) and the Joint Ar tificial I ntelligence 

Center (JAIC) have beenassigned roles and responsibilities 

for the DoD IC and the DoD Al efforts, respective1y. The 

USD(l&S) facilitates integration of Defense Intelligence and 

DoD support with IC activities. Specifically, the USD(I&S) 
develops and implements strategy, strategic plans, and 

other strategic guidance in consultation with the DoD 

Component heads and the Office of the DNl, as 

appropriate. 

(U) The JAlC was the DoD's focal pointfor Al and had the 

overarching goal ofacceleratihg the delivery ofAr-enabled 

capabilities within the DoD. On June 1, 2022, the JAIC 

merged with the newly established Chief Digital and 

Artificial llltelligence Officer (CDAO). As a result, the JAIC 

component name is no longer recognized.2 

(U) Findings 
~liJf;ltliL 10 mu, P\IIJI;~ The NSA has taken actions to 

integrate Al Into SIGINT operations. Specifically, the NSA 

established the Data Science/ Artificial Intelligence 

Governance Coun cil and its subcommittee, the Al Review 

Committee (AIRC), to provide oversightof Al activities 

1 (1,1) "PoD Respon,slble Artificial inte lllgence Strategy & Implementation Plan," August 24, 2021. 

'(U) The JAIC component name Is no longer recognized; however, for this report, we use the term "JAIC" because it was the organization In place during the 

fieldwork of this evaluation. • 
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(U) Results in Brief 
(U) Joint Evaluation ofthe National Security Agency's 
Integration ofArtificial Intelligence 

(U) Findings (cont'd) 

(6;'s'A6L TO 1160; fil6H) across the NSAenterprise, which 

aligns with DoD and IC guidance for Al to ensure a 

governance structure and processes. The AlRC is 
responsible for establishing, executing, and enforcing NSA 

Al governance processes . . However, the AIRC did not 
N3A (b)(3) ~o U:3(; 301.4(1) and (b)(3) PL 86•3o 

-

NSA (b)l3) ;o use 3024(1) and (b)(3) PL 86-36 

NSA (b)(l)(c)(e) and (g) (b)(3) ;u use 
10:?4 1 and b1 3 PL 8G-36 

(U} Findings (co~t'd) 

~) 

~) This occurred because the OUSD(l&S) did not facilitate 
integration of DoD JC Al or coordinate with the Office of 

the DNI to identify a lead DoD IC entity to collaborate with 

the DoD and the IC on DoD IC AI activities. Specifically, the 

OUSD(l&S) did not initiate the facilitation or collaboration 

ofDoD IC Al activities. 

(•) As a result, the DoD and the IC lack coordination among 

the numerous DoD and IC AI activities. This lack of 

• (S)) i ; ; i ; ) We obtained I items, which werl! prl!S1ml!!t.h1~ NSA ,mLerpfi~e-wh.Je used Al tools tracked by the N5A Ai Review Committee that 

. We selected a nonstatistical sample oflAI tools from the population ofl,Incorporated Al Into SIGiNT operations • 

• (U) For the purposes of this report, NSA Al developers ar.e NSA data scientists who create Ai capabilities for mission use at the NSA. 
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(U) Results in Brief 
.. (U) Joint Evaluation ofthe National Security Agency's 
d¾-t ~~~+,;, Integration ofArtificial Intelligence 

0~ 1:1nov 

(U) Findings (contJd)(U) Findings (cont'd) 
NSA (b)(3) 50 use 3024(1) and (h;(J) L 8G-3(i 

(~ coordination hinders the DoD IC's Al progression, 
including the DoO's ability to share Al advances and 

challenges and to develop recommendations. Until this 
coordination is established, the.DoD IC's Al progression 

will be further delayed. 

(U} Recommendations 
(U) We recommend that tbe NSA Director of Operations: 

NSA (b)(3) PL 86-36 

NSA (b)(3) P L. 86-36 

(M) We also recommend that the Acting Directorofth~ 
Technical Collection Directorate, OUSD(J&S), coordinate 

with the Director of Science an d Technology, Office of the 

DNI, to designate an entity responsible for interagency 
coordination and collaboratio,n on the DoD IC Al activities. 

(U) Management Actions Taken 
(U) During the evaluation, the NSA Governance Lead for 
the AIRC and the Acting Director of the Technical 
Collection Directol'ate, OUSD(I&S), agreed with our 

recommendat ions and initiated corrective actions. 

Per OSD (h)(5) 

NSA (h)(3) 50 USC 3024(1) and (h)l3) 
PL 86-36 
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.. .. (U) Joint Evaluation ofthe National Security Agency's 
Integration ofArtificial Intelligence 

(U) Management Actions Taken (cont'd) 

(U) Please see the Recommendations Table on the next 

page for the status of recommendations. 
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{U) Recommendations Table 
(U) 

Recommendations Recommendations Recommendations
Management 

Unresolved Resolved Closed 

Dir~ctor, Operations Directorate, 
None A.1.a, A.1.b None

National Secl(rity Agenr_y 
....:;.....: 

Acting Directo~, U~h~J:a! c;;· I~(ltj:p,J1 

Directoratir, Orftce of'th'e Under 
None B.1 None

Secretary of Defense for lntelligehce 
and Security 

(U) 

(U) NOTE: The following categories are used to describe agency managemenf s comments to 
individual recommendations. 

• (U) Unresolved - Management has not agreed to Implement the recommendation or has 
not proposed actions that will address the recommendation. 

• (U) Resolved - Management agreed to implement the recommendation or has proposed 
actions that will address the underlying finding that generated the recommendation. 

• (U) Closed - OIG verified that the agreed upon corrective actions were implemented 
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INSPECTOR GENERAL INSPECTOR GENERAL 
DEPARTMENT OF CEFENSE NATIONAL SECURITY AGENCY 
4800 MARK CENTER DRIVE 9800 SAVAGE ROAD 

ALEXANDRIA, VIRGINIA 22350-1500 FORT MEADE. MO 20755-6000 

October 17, 2022 

MEMORANDUM FOR UNDER SECRETARTY OF DEFENSE FOR INTELLIGENCE AND 
SECURITY 

DIRECTOR, NATIONAL SECURITY AGENCY 

SUBJECT: (U) Joint Evaluation of the National Security Agency's Integration 
of Artificial Intelligence (DoD OIG Report No. DODIG-2023-007: 
NSA OIG Report No. EV-21-0011} 

(U) This final report provides the results of the evaluation by the DoD Office of 
Inspector General and the National Security Agency Office of the Inspector General. We 
considered management's comments on a discussion dra~ of this report when 
preparing the final report 

(U) Officials from the National Security Agency and the Under Secretary ofDefense for 
Intelligence and Security agreed to address all the recommendations presented in the 
report; therefore, we consider the recommendations resolved and open. As described 
in the Recommendations section of this report, we will close the recommendations 
when you provide us documentation showing that all agreed-upon actions to implement 
the recommendations are completed. Therefore, within 90 days please provide us your 
response concerning specific actions in process or completed on the recommendations. 

U(, It, Send your response to NSA (b)IJ) PL 

at llOllOK, (h)(i,)(U) Ifyou have any questions, please contact lJOOO IG(IJ)(lo) (DSN 
at DODO IG {b)(GI OOOOll; (l,)16):tlf'lt!\Rtl o We appreciate the 

cooperation and assistance received during the evaluation. 

Randolph R. Stone 
Assistant Inspector General for Evaluations 
Space, Intelligence, Engineering, and Oversight National Security Agency 
Department of Defense Office of the Jnsoector General 

Office of Inspector General 
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(U) lntroduclion 

(U) Introduction 

(U) Objective 
(U) The DoD Office oflnspector General condt1cted this evaluation jointlywith the 
National Security Agency (NSA) Office of the Inspector General. The objective of this 
evaluation was to assess the NSA's integration ofartificial intelligence (Al) into signals 
intelligence (SIGINT) operations1 in accordance witl1 DoD and Intelligence Community 
(IC) guidance for Al. 

(U) Background 

{U) Signals Intelligence Operations 
(U) SIGINT operations involve collecting foreign intelligence from communications and 
information systems and providing it to customers across the U.S. Government, such as 
senior civilian and military officials.5 SIGINT is intelligence derived from electronic 
signals and systems used by foreign targets, such as communications systems, radars, 
~nd weapons systems, which provides insight for our nation into foreign adversaries' 
capabilities, actions, and intentions. Customers use SIGINT information to help protect 
U.S. troops, support U.S. allies, fight terrorism, combat international crime and 
narcotics, supportdiplomatic negotiations, and advance manyotherimportant national 

objectives. 

(U) The NSAis the U.S. Gover nment lead for SIGINT and is responsible fo1· providing 
foreign SIGlNT to U.S. policymakers and military forces. The Director of the NSA serves 
as the principal SIGINT advisor to the Under Secretary of Defense for Intelligence and 
Security (USD[I&S]) and the Director of National Intelligence (DNl).6 SIGlNT 
information the NSA collects is frequently in foreign languages and dialects, is protected 
by codes and othe.r security measures1 and involves complex technical characteristics . 

. The NSA's goal is to collect information, interpret it, and disseminate it to its customers 
in a timely manner for them to take action based on the information. The NSA's· 
workforce is skilled in a wide range of highly technical fields, including developing and 
employing state-of-the-art tools and systems that are esse·ntial in today's fast-changing 

communications and information environment. 

s (U) DoD Instruction 0-3115.07, "Slghals Intelligence (SIGINT)," September 15, 2008, states thatSIGINTis a category of 

intelligence comprising, either individually or in combination, all communications intelligence, electronic intelligence, and 

foreign instrumentation SIGINT, however transmitted. 

6 (U) DoD Directive 5100.20, "National Security Agency/Central Security Service (NSA/CSS)," January 26, 2010, states that the 

Directorof the NSA serves as the SIGINT Functional Manager. 

TOP Jeefffl'f) J'31/71HOf'01'N 
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(U) Introduction 

(U} Artificial Intelligence 
(U) AI is the ability ofmachines to perform tasks that normally require human 
intelligence- for example, recognizing patterns, Learning from experience, drawing 
conclusions, making predictions, or taking action, whether digitally or as the smart 
software behind self-sufficient physical systems.7 

(U) Al is a rapidly growing field oftechnological development that is capturing the 
attention of international rivals, leaders in the commercial sector, defense intellectuals, . . 
and policymakers. Machine learning is a sub-discipline of Al and refers to the ability of 
machines and systems to learn and improve on its own from one experience to another. 

(U} DNI and DoD Guidance on Artificial Intelligence 
(U) The DNI and the DoD issued AI strategies to guide the IC and the DoD, respectively, 
to accelerate Af mission capabilities. The NSA is part ofthe IC as well as a DoD combat 
support agency, and therefore, is responsible for following DNI and DoD AI strategies. 

{U) The DNIAIStrategy and Ethical Framework for the 
lntellige11ce Community 
(U) The DNI's Augmenting Intelligence Using Machines (AIM) Strategy provides the 
framework for the incorporation ofAIM capabilities to accelerate mission capability 
development across the IC.8 In addition, the AIM Strategy outlines how the IC will 
incorporate AIM capabilities in a manner that resolves key IC legal, policy, cultural, 
technical, and structural challenges while producing effective analytic and operational 
contributions to the intelligence mission, The AlM Strategy states thatastrategic 
imperative exists because our adversal'ies, notably Chjna and Russia, recognize the 
potential for AI to transform military and intelligence operations and are investing 
aggressively to make that advantage a reality. 

(U) The AI Ethics Framework for the IC provides an ethics guide for IC officials to 
procure, design, !rnild, use, protect, consume; and manage AI and related data.9 The Al 
Ethics Framework for the IC highlights that agency-specific procedures and practices 
promote ethical design ofAI consistent with the overarching Principles ofAl Ethics for 
the rc.10 For example, the AI Ethics Framework for the JC states that documenting the 
purpose, limitationsl and design outcomes ofAl tools ensures thatAl tools are 

7 (U) DoD, "Summary of the 2018 Department or Defense Artlflclal I ntelllgence Strategy: Harnessing Al to Advance Our 

Security and Prosperity," February 12, 2019. 

• • (U) ONI, "Augmenting Intelligence Using Machines (AIM) Strategy," January 16, 2019. 

• (U) DNI, "Artificial Intelligence Ethics Fram.ework for the Intelligence Community," June 2020. 

10 (U) DNI, "Principles ofArtificial Intelligence Ethics for the Intelligence Community," July 2020. 
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(U) lntroducLion 

(U) communicated and used properly. In addition, the AI Ethics Framework for the IC is 
a living document intended to assist IC officials throughout the Al lifecycle. 

(U) The DoD Al Strategy and Responsible AlStrategy & 

Implementation Plan 
Per OSD (b)(S)(U) 

Per S • (b)(S) 
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(U) !ntrOclllCtion 

(U) Under Secretary afDefensefor Intelligence and Security and 
the Office ofthe DNT 
(U) DoD Directive 5143.01 states that: 

th,e USD(I&S) exercises Secretary of Defense authority, direction, and 

control over, and oversees the activities of, the Defense Intelligence 

Agency, the National Geospatial-Jntelligence Agency, the NSA/Central 

Security Service, the Nati.onal Reconnaissance Office, and the Defense 

Counterintelligence and Security Agency; and exercises planning, policy, 

and strategic oversight for all associated policy, plans, and programs.14 

(U) Additionally, DoD Directive 5143.01 states that the USD(I&S) facilitates integration 
ofDefense Int elligence and DoD support wiith IC activities. The USD(I&S) also develops 
and implements strategy, strategic plans, and other strategic guidance in consultation 
with the DoD Component heads and the DNI, as appropriate. 

(U) In a May 2007 memorandum, the Secretary of Defense and the DNI signed an 

agreement that designated the USD(I&S) as the Director ofDefense Intelligence in the 
Office of the Director of National Intelligence (ODNl). The USD(I&S) retains the 
responsibilities for and exercises authority over the NSA. The Director of Defense 
Intelligence reports directly to the DNI atJd serves as the principal advisor regarding 

Defense intelligence matters. 

(U) Joint Artificial Intelligence Center and Chief Digital and 
Artificial Intelligence Officer 
(U) 

Per OSD (1>)15)
(U) 

Per OSD (b)(S)• 1• (U) 

Per OSD (b)(~)"(U) 
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(U) 

(U) Introduction 

Per 0S0 M(5)
(U) 

(U) Na~ional Security AgenLy 
(U / /~) In March 2021, the NSA issued a charter to establish the Data 
Science/ Artificial Intelligence Governance Council (DS/ AI GC), which acts as a corporate 
governance body for the effective oversight, development, and application ofAI across 

the NSA in accordance with the Principles ofAI Ethics for the IC.17 The AI Review 
Committee (AIRC), a subcommittee established under the DS/ AI GC, is responsible for 
establishing, executing, and enforcing NSA AI Governance process·es. The AIRC is 
responsible for developing and documenting implementation guidance, processes, and 
best practices for AI components, which include training data, algorithms, and models. 

The AIRC has purview of AI tools operating on NSA platforms. 

NS (h)( I )I, )(,0) ,,nr1 (g) (h)(3) 50 USC. 302•1(1) an~ (h)l:I) PL HG-·11, 

16 (U) On June 1, 2022, the CDAO fully merged and Integrated the former DoD Comp_onent organizations of Chief Data 

Officer, Defense Digital Service, and the JAIC. The CDAO is targeting October 1, 2022, for the full administrative alignment 

of personnel and resources, 

17 (U) NSA, "Data Science and Artificial lntelllgence Governance Council," March 10, 2021. 
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(U) Finding A 

(U) Finding A 

(9)','ML T8 U!M, P1E!1() The NSA has taken actions to integrate Al into SIGINT 
operations. Specifically, the NSA established the Data Science and Al 
Governance Council (DS/ Al GC) and its subcommittee, the Al Review Committee 
(AIRC), to provide oversightof AI activities across the NSA enterprise, which 
aligns with DoD and IC guidance for AI to ensure a governance structure and 

NSA (h)(3) 50 USC 30,4(1) and (b)(3) 1-'.L. 8fdli 

• NSA (1>)(1 )lc)(o) and (g): (h)(3) 50 use 3024(1) an,1 (h)(:I) PL. 8G-:l6 

NSA (l,)(3) 50 USC 3D24(1) and (b)l3) P L 8b 3u 

I 

ia (9s; ::a t 5 di :, Ft! I) We optalriedg Items, which were presented as NSA enterprise-wide used Al tools tracked by the 

NSA AIRC thatIncorporated Al Into SIGINT operations • • , We selected a 

Al tools from the population of 

'F8P Sl!i@OOff11' (Of11' 'fl8F8JUJ 

DoD OIG Report No. DODIG-2023-007; 

NSA OIG Report No. EV~21-0011 I6 



(U) Finding A 

(S;';'REL ::;:9 la.JSA, F' 

; ; ; . ns to integrate AI into SIGINT 
operations. Specifically, the NSA established the OS/AJ GC and its subcommittee, the 
AIRC, to provide oversight ofAl activities across the NSA enterprise, which aligns with 

{alt} The NSA Developed an Al Governance Council and 
Review Committee to Integrate Al into SIG/NT Operations 
(U//~) 

ofAl across the NSA, in accordance with the Principles ofAI Ethics for the IC. As a 
result, the NSA's Director of Operations established the OS/ Al GC in March 2021 as a 
cross-director ate group that would provide recommendations and establish committees 
to address specific recurring areas ofdata science and AI for missi,on applications. Tb.e 
DS/Al GC's primary focus is on the foreign intelligence and cybersecuritymissions. 

(U//~) The NSA's establishment of the DS/AJ GC aligns with DoD and IC guidance 
forAI. Specifically, the DoD Responsible AI Strategy and Implementation Plan states 
that the DoD will ensure a governance structure and processes at the Office of the 
Secretary of Defense Components and DoD-wide levels that provide oversight and 
accountability and clearly articulate DoD guidelines and policies on responsible AI and 
associated incentives to accelerate responsible Al adoption within the DoD. Similarly, 
the Principles ofAI Ethics for the IC states that the IC willbe transparent and 
(U//~) accountable by developing and employing mechanisms thatidentify 
responsibilities and·provide accountability for the use ofAl. 

(U//Ji8+!J+)) In March 2021, the DS/AI GC established the AIRC to further align with DoD 
and IC guidance for Al. The AIRC was established to provide validation and verification 

P L 86 36 
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(U) r inding A 

(U//~) processes and oversight to ensure that NSA Al tools are legally compliant, 
respectful ofprlvacy and civil liberties, transparent, accountable, objective, secure, 
reliable, safe, and informed by science and technology. An AIRC official told us that 
NSA (hl(3) PL R6 36 

21 The NSA's establishment ofa corporate governance body and 
review committee for the effective oversight, development1 and applkation of NSAAI 
tools demonstrates the NSA's progress to integrate Al into SIGINT operations, in 
accordance wi.th DoD and IC Al guidance. 

NSA M(3) ,';O SC 302·1(1) ,,nd (IJ)(J) PL 8t>·J6r J'6 IJ5ill, fll'EV) The A/RC Did 

NSA (b)(:J) 50 USC 302•1(1) and (1>)13) P L 86-36I I & • T • 

NSA {lJ)(3) &Ll use J024{I) an<L (bl(J) PL 86-36 

NSA (h)(3) 50 USC 3024(1) an<L (b)(3) PL 86-36 

{S;S'Rfl f8 ~ , PVC\') 
the A/RC Process 

NSA (b (3) 5 USC 3024{1) and (l.,)(3) PL. 86-36 

21 (U) TheAnalytics Vetting Group Isa chartered cross-agency group created for the purpose.ofproviding policy, compliance 
approval, and guidance for analyt1cs being deployed for NSA enterprise-wide use. 

2' ·(U) See Appenc!lix A for discussion on the llst of Items provided and sampled Items: 
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(U) Finding A 

The NSA's AIRC Does Not Have 

23 (U) We confirmed with ~n AIRCofficial that a response was not provided to the team as of M arch 2022. The AIRC official 

stated that it was an oversight. 
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(U) Finding/\ • 

- ., .,NSA (h)(3) 50 USC 3024(i) an,I (b)(3) PL. Bli-36-...... 
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(U) foincling A 

• ommittee Does 
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(U) Finding A 

{'.97'/REl:J re "351!, P'V Ui') to comprehensively share its advances in Ar with the DoD and 
the IC to further align with the DoD Responsible AI Strategyand Implementation Plan 
and the DNI Ethical Framework. Specifically, the Responsible A[ Strategy and 
Implementation Plan highlights that DoD Components should incorporate oversight and 
accountability to assist with accelerating responsible AI adoption within the DoD. 1Ei1 
NSA \IJ)(3) 50 USC 3074(1) and (ll)(.I) PL 8G 36 

(U) Recommendations 

{U) Recommendation A.1 
(U) We recommend that the National Security Agency Director ofOperations: 

(U) Management Actions Tal<en 

DoD OJG Report No. DODIG-2023-007; 
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(U) Finding A 

(~) The action taken is sufficient to resolve Recommendation A.1.a. Therefore, the 
recommendation is resolved, but remains open. We will close the recommendation 
once we determine that NSA (b)(3) PL 8b JG 

, the NSA Governance Lead for the AIRC told us 

(iliiiWi) The action taken is sufficient to resolve Recommendation A.1.b. Therefore, the 
recommendation is resolved, but remains open. We will close the recommendation 
once we determine that 
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(U) Finding B 

(U) Finding B 

{et:f+) The Office of the Under Secretary of Defense 
for Intelligence and Security Did Not Coordinate 
and Collaborate on Al Activities Across the DoD 
Intelligence Community 

~) This occur red because the OUSD(I&S) did not facilitate integration of DoD IC 
Al or coordinate with tl1e ODNI to identify a lead DoD IC entity to collaborate 
with the DoD and the IC on DoD IC AI activities. DoD Directive 5143.01 states 
that the USD(J&S) oversees the activities of the DoD lC and facilitates integration 
ofDoD intelligence and DoD support with IC activities. Furthermore, the • 
USD(I&S) develops and implements strategy, strategic plans, anct other strategic 
guidance in consultation with DoD Component heads and t he DNI, as 
appropriate. However, the OUSD(l&S) did not initiat e the facilitation or 
collaboration of DoD IC Al activities. 

Ef,) As a result, the DoD ahd the IC lack coordi11ation amo11g the numerous DoD 
and IC.Al activities. This lack ofcoordination hinders the DoD IC's AI 
progression, including the DoD's ability to share AI advances and challenges and 
to develop recommendations. Until this coordination is established, the DoD 

' IC's AI progressionwill be further delayed. 
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tU) [linctil,g 13 

(et:H) The Director of the JAIC Cannot Report on DoD 
Intelligence Community Activities 

Per OSD (h)(',)
(effl) 

(@Mt) Nevertheless, the OUSD(I&S), which is responsible for coordinating and 
collaborating on programs across the OoD IC, relied on the )ATC to handle Al efforts for 
the DoD IC. For example; an OUSD(l&S) official. toJd us that that the OUSD(l&S) was not 
aware that the JAIC could not report on DoD IC Al activities. ln addition, the OUSD(I&S) 
official referred us to the JAIC for responses to questions related to DoO lC Al activities. 
The referral to the JAIC was given by the OUSD(I&S), although we had previously 
informed the OUSD(I&S) official that, according to JAIC officials, the JAIC does not have 
authorities and resources to effectively work in the IC environment. 

(etN) The Office of the Under Secretary of Defense for 
Intelligence and Security Did Not Identify a DoD IC 
Entity to Coordinate Activities 

~) The NSA's AI activities were notreported in response to the Joint Explanatory 

Statementbecause the OUSID(l&S) did not facilitate integration ofboD IC AI or 
coordinate with the ODNI to identify a lead DoD JC entity to collaborate with the DoD 
and the IC on DoD IC Al aclivilies. 

~• ~ JAIC, "Overview ofAl Inventory Met!lodologyand Future Adlvltles,'' April 2021. 
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(U) Finding B 

(UJ DoD Directive 5143,01 states; 

the USD(I&S) exercises Secretary of Defense authority, direction, and 

control over, and oversees the activities of, the Defense Intelligence 

Agency, the National Geospaflal-lJ1telligence Agency, the NSA/Central 

Security Service, the Natiot1al Reconnaissance Office, and the Defense 

Counterintelligence and SecurityAgency; and exercises planning, policy, 

and strategic oversight for all associated policy, plans, and programs.25 

(U) Additionally, DoD Directive 5143.01 states that the USD(I&S) facilitates integration 

of Defense Intelligence and DoD support w:ith IC activities. The USD(I&S) also develops 
and implements strategy, strategic plans, and other .strategic guidance in consultation 

with the DoD Component heads and the DNJ) as appropriate. 
Pei OSD (b)IS) 

-
e·wrwie 
Per OSD (b)(5) 
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(U) Finding B 

(EYf) The DoD Lacks Coordination of Its Intelligence 
Community Al Activitie. 
~) The OUSD(l&S) did not initiate the facilitation or collaboration of DoD JC Al 
activities. As a result, the DoD and the lC lack coordination among the numerous AI 
activities within the DoD and the IC. This lack ofcoordination hinders the DoD !C's Al 
progression, including the ability to share Al advances and challenges and to develop 
recommendations. Until this coordination is established, the DoD !C's Al progression 
will be further delayed. 

(~ The DoD's Responsible AI Stt·ategy and Implementation Plan states that the DoD will 
coordinate and collaborate across the DoD, IC, and other U.S. Government agencies on 
key responsible AI factors. The AIM Strategy challenges the IC workforce to establish 
and implementan IC-wide AIM framework, inclusive of mission partners, to provide 
real capabilities that d ose the gap between decisions being made and data collection. 
The DoD IC Al gap in coordination and collaboration creates a missed opportunity to 
share AI information. For example, NSA (l!)(J) 51! VSC 3024(1) amJ (b)(3) P,L 86-36 

(U) Recommendations 

{U) Recommendation 8.1 
~) We recommend that the Acting Director of the Technical Collection 
Directorate, Office ofthe Under Secretary of Defense for lntelligence and Security, 
coordi'nate with the Director ofScience and Technology, Office ofthe Director of 
National Intelligence, to designate an entity responsible for interagency 
coordination and collaboration on the DoD Intelligence Community artificial 
intelligence activities. 

(U) Management Actions Taken 
Per OSO (b)l5)

(~ 

27 (U) On June 1, 2022, the Office of the CDAO fully merged-and Integrated the former OoO component organizations of 

Chief Data Officer, Defense Digital Service, and the JAIC. 
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(U) Finding B 

(~written response from the JAlC; once received, OUSD(l&S) planned to coordinate 

with the ODNI. 

(effl') On May 19, 2022, the OUSD([&S) official stated that coordjnation had occurred 

with the ODNI and the CDAO. The OUSD(l&S) official stated that the OUSD(l&S) intends 
to designate the OCDAO as the entityresponsible for ihteragency coordination and 
collaboration on the DoD IC Al activities. The OUSD(l&S) official further stated that, 
although the OCDAO is not an IC entity, it is the optimal organization to coordinate and 

harmonize DoD Al efforts with the IC, as evidenced by its formation ofan IC integration 
Cell within the Office. 

(CM) The OUSD(I&S) official also told us that the OUSD(J&S) will consider including any 
intended plans and corrective actions in the Consolidated Intelligence Guidance. The 
Consolidated lnteJligence Guidance serves to guide the JC in the development ofthe 
fiscal year's budget program. The Consolidated Intelligence Guidance is signed annually 
by the USD(I&S) and the DN I. The Consolidated Intelligence Guidance reflects the 

continued partnership between the IC and the DoD, a relationship that is critical to 
achieve national security objectives, as well as ensure effective provisioning of 
intelligence capabilities and responsible stewardship of U.S. taxpayer dollars to meet 

the challenges of the future environment. An ODNI official stated that ODNI AIM 
initiatives are focused solely on the National Intelligence Program. While the ODNI 
agrees that enhanced collabor:ation with the OUSD(I&S) and the DoD IC on the topic of 
AI is highly valuable. the ODNI does not want DoD IC elements to become confused 
about reporting chains, such as the National lntelligence Program, for which the ODNI 

provides Al reporting. 

~)The action taken is sufficient to resolve Recommendation B.1. Therefore, the 
recommendation is resolved, but remains open. We will close the recommendation 
once we receive a copy of the documentation that designates the OCDAO as the DoD IC 
entity responsible for collaborating on DoD IC AI activities. 
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(U) Apµend ix A Scope and Methodology 

(U) Appendix A. Scope and Methodology 

(U) Scope and Methodology 
(U) We conducted this evaluation from August 2021 through June 2022 in accordance 

with the "Quality Standards for Inspection and Evaluation,'' published in January 2012 
by the Council ofthe Inspectors General on Integrity and Efficiency. Those standards 
require that we adequately plan the evaJuation to ensure that objectives are met and 
that we perform the evaluation to obtain sufficient, competent, and relevant evidence to 
support the findings, conclusions, and recommendations. We believe that the evidence 

obtained was sufficient, competent, and relevant to lead a reasonable person to sustain 
the findings, conclusions, and recommendations. 

(U) This report was reviewed by the DoD Components associated with this oversight 
project to identify whether any of their reported information, including legacy FOUO 
information, should be safeguarded and marked in accordance with the DoD CUI 
Program. In preparing and marking this report, we considered any comments 

~ubmitted by the DoD Components about the CUI treatment oftheir information. If the 
DoD Components failed to provide any or sufficient comments about the CUI treatment 

of their information, we marked the report based on our assessment of the available 
information. 

(U) Due to COVlD-19 travel restrictions, with the exception of the Joint Artificial 
lntelligence Center and the National Security Agency (NSA), we did not physically Visit 
all of the agencies or offices identified in this report. We used teleconferences, 

interviews, and data calls to collect testimonial and documentary evidence to verify 

information. 

(~) To accomplish the objective of this evaluation, we focused on the NSA's 
integration ofAI into SIG INT operations since the issuance of the DNI Augmenting 
[ntelligence Using Machines Strategy and the DoD AI Strategy. We reviewed the NSA's 
approach to this developing field to gauge its efforts to align with these and other DoD 

and Intelligence Community initiatives for AI. We conducted an entrance conference 

and interviews with the following officials from the NSA workforce. 

• (U) Artificial Intelligence Review Committee 

• (U) Data Science/ Artificial lntelligence Governance Council 

• (U) Analytics Vetting Group 

(U) 
NSA (b)(:I) PL B6 36

• 
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(U) Appendix A. Scope ancl Methodology 

(U)
NSA (h)(3) PL 8(,-36

• 

• (U) :,SA (h)l3) PL 8L 3 

(9f}'R:Hb TS WSA, F\lliii1 In addition, we obtained■ items:, which were presented as 
NSA enterprise-wide used Af tools tracked by the NSA AIRC that incorporatedAl into 
SIGINT operations from . From theii items 
provided, we nonstatistically selected a sample size ofl item 

NSA (h)( 1 )(< l(c) ar,cl (q) (h)(3) 50 
'use 3Ul4(<1 ,Hid (h)(3) PL 86 lb 

(U) Furthermore, we conducted entrance conferences and interviews with officials from 

the Office of the Under Secretary ofDefense for Intelligence and Security, the Office of 
the DNI, and the Joint Artificial Intelligence Center to identify their roles, 
responsibilities, and expectations with respect to the NSA's implementation and 

integration of AI into SIGINT operations. We reviewed the following AI implementation 
policies, procedures, and guidance issued by the DoD and the Intelligence Community to 

determine the NSA's requirements for implementing AI into SIGNT operations. 

• (U) Augmenting Intelligence Using Machines Strategy, January 16, 2019 

• (U) Summary of the Department ofDefense Artificial Intelligence Strategy: 

Harnessing AI to Advance Our Security and Prosperity, February 12, 2019 

• [U) DoD Adopts Ethical Principles for Artificial Intelligence, February 24, 
2020 

• (U) Al Ethics Framework for the Intellige.nce Community, June 2020 

• (U) DoD Responsible Al Strategy and Implementation Plan, August 24, 2021 

• (U) ODNI and OUSD(I&S) Consolidated Tntelligence Guidance, FY 2021-2025' 

and FY 2020-2024 
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(U) Append ix A. Scope and Methodology 

(U) Use of Computer-Processed Data 
(U) We did not use computer-processed data to perform this evaluation. 

(U) Prior Coverage 
(U) During th:e last 5 years, the GAO and the DoD OIG each issued one report discussing 
Al within the OoD intelligence community. Uru-estricted GAO reports can be accessed at 

http://www.gao.gov. Unrestricted DoD OIG reports canbe accessed at 
www.dodig.mil/reports.html/ . 

{U}GAO 
(U) Report No. GA0-22-105834, "Artificial [ntelligence: DOD Should Improve Strategies, 

Inventory Process, and Collaboration Guidance," March 30, 2022. 

(U) The GAO determined that the DoD has begun to identify and report on its AI 
activities but that limitations exist in its AI baseline inventory, such as the 

exclusion ofclassified activities. 

(U) DoD DIG 
(U) Report No. DODIG-2020-098, "Audit of Governance and Protection of Department of 
Defense Artificial Intelligence Data and Technology," June 29, 2020. 

(U) The DoD OIG determined that as of March 202 0, the JAIC had taken some 
steps to develop an AI governance framework and standards, such as building 
the JAIC workforce, developing National Mission objectives, and adopting ethical 

principles. However, to ensure that the JAIC can meet the responsibilities 
outlined in the FY 2019 National Defense Authorization Act, DoD AI Strategy, 
and DoD guidance, the JAIC should also include a standard definition of AI and 

regularly, at least annually, consider updating the definition; develop a security 
classification guide to ensure the consistent protection ofAI data; develop a 
process to accurately account for AI projects; develop capabilities for sharing 

data; include standards for legal cmd privacy considerations; and develop a 

formal strategy for collaboration between the Military Services and DoD 
Components on simjlar AI projects. 
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(U) /\ppelldix B. Multiple SouJ"ces Used for Classificatio11 

(U) Appendix B. Multiple Sources Used for 
Classification 

(U) NSA Vulnerabilities and Weaknesses Classification Guide 3-2, 202010i5 

(U) NSA/CSS Information Systems Classification Guide 6-1, 20210809 

(U) NSA/CSS Machine Leaming and Adversarial Machine Learning Derivative 
Classification Worldng Aid (DCWA), 20220301 

(U) DoD CUI H.egistry 

(U) OUSD (I&S)/DDI (CL&S) Information Security Controlled Unclassified Information 
Markings, April 2020 

UJJ DoD Instruction 5200.48, Controlled Unclassified Information (CUI), 20200306 
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(U) Acronyms and Abbreviations 
(U) Al Artificial Intelligence (lower case In text) 

(U) AIM Augmenting Intelligence Using Machines 

(U) AIRC Artificial Intelligence Review Committee 

(U) AVG Analytics Vettlng Group 

(U) CDAO Chief Digital and Artificial Intelligence Officer 

(U) ONI Director of National Intelligence 

(U) DS/AI GC Data Science/Artificial Intelligence Governance Council 

{U) IC Intelligence Community 

{U) JAIC Joint Artificial Intelligence Center 

(U) OCDAO Office of the Chief Digital and Artificial Intelligence Officer 

(U) ODNII Office of the Director of National Intelligence 

(U) OUSD(l&S) Office of the Under Se~retary of Defense for Intelligence and Security 

(U) NSA National Security Agency 

(U) SIGINT Signals Intelligence (lowercase ih text) 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

Whist/eblower Protection safeguards DoD employees against 

retaliation for protected disclosures that expose possible waste, fraud, 
and abuse in 9overnmentpro9rams. For more information_, please visit 

the Whistleb/ower webpage at http://www.dodi9.mil/Compo11ents/ 
Administrative-lnvestlgations/Whistleblower-Reprisal-lnvesti9ations/ 

Whisteblower-Reprisal/ or co11 tact the Whistleblower Protection 
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil 

For more information about DoD OIG 
reports or activities, please contact: 

4800 Mark Center Drive 
Alexandria, Virgi11ia 22350-1500 

www.dodfg.mil 

Congressional Liaison 
703.604.8324 

Media Contact 
publlc,affairs@dodig.mil; 703.604.8324 

DoD OIG Mailing Lists 
www.dodig.mil/Mailing-Lists/ 

Twitter 
www.twitter.com/DoD_IG 

DoDHotline 
www.dodig.mil/hotline 

1.800.424.9098 

For more information about NSA OIG 
reports or activities, please contact: 

9800 Savage Road, Suite 6247 
Fort George G. Meade, Maryland 20755 

Hotline 

■r:r(s) 
301.688.6327 (b) 

FAX: 443.479,0099 
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