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(U) We determined whether the Army had developed and
deployed a Tactical Signals Intelligence (SIGINT) Payload
(TSP) program for unmanned aircraft systems (UAS) that
met the intelligence requirements of the Army’s
operational units.

(U/ /&%) In 2009, Headquarters Department of the
Army (HQDA) determined that the Army lacked a
persistent UAS SIGINT system capable of surveillance,
reconnaissance, voice intercept, emitter mapping, and
aerial precision geo-location. A 2010 Joint Requirements
Oversight Council (JROC) report previously stated that
existing Army UAS SIGINT capability was limited to a
single technology solution and that aerial intelligence,
surveillance, and reconnaissance (AISR) coverage resulted
in insufficient direct support to tactical forces, which
inhibited or even prohibited completion of their assigned
missions.! Additionally, according to the 2010 JROC
report, the existing UAS SIGINT capability did not have the
endurance of the Extended Range Multi-Purpose
Unmanned Aircraft System MQ-1C Gray Eagle UAS (MQ-1C
Gray Eagle UAS) conventional electronic warfare support,
with the accuracy of aerial precision geo-location and the
flexibility and agility of a multi-payload platform.

! (U//r@®®) JROC repart, “Initial Capabilities Document for Joint Direct:
Support Airbarne Intelligence Surveillance and Reconnaissance,”
September 9, 2010, reported that HQDA identified and validated the
AISR capability gaps through numerous user needs statements, other
Joint Capabilities Integration and Development System (JCIDS)
documents, various AISR studies, and HQDA guidance.

(U) The IROC’s mission is to assist the Chairman of the Joint Chiefs of
Staff in assessing joint military capabilities, and identifying, approving,
and prioritizing gaps in those capabilities to meet applicable
requirements in the National Defense Strategy; and reviewing and
validating whether a capability proposed by an Armed Force, Defense
Agency, or other entity of the DoD fulfills 2 gap in joint military
capabilities.

OO =35 s |INSCOM (b)(3) 50 USC 3024()

(11 /" =&) In August 2010, HQDA (-3 (Operations)/5
(Plans)/7 (Training) initiated development of the curren.
TSP program and required the Program Executive Office-
Intelligence, Electronic Warfare, and Sensors (PEO IEW&S)
to re-initiate Milestone B for the TSP on the MQ1-C Gray
Eagle UAS. On September 28, 2011, the Army awarded
BAE Systems the contract for the Engineering and
Manufacturing Development phase of the TSP. The HQDA
Acquisition Strategy Report, issued in 2014, stated that the
primary objective during the Engineering and
Manufacturing Development phase was to integrate the
TSP airborne components into a pod, deliver the articles
for testing, and develop interface control documents to
support integration of TSP into the MQ-1C Gray Eagle UAS
and the Distributed Common Ground System-Army.

(U //maeekil) We determined that the TSP still does not meet
the Army’s AISR SIGINT requirements. Specifically, as of
January 2020, the Army had not completed an initial
operational test and evaluation (I0T&E) required by
section 2399, Title 10, United States Code and the DoD
systems acquisition process for UAS TSP. The IOT&E,
originally scheduled for FY 2016, would allow the TSP
Milestone Decision Authority (MDA) to determine whether
the TSP program meets operational requirements to
progress into full rate production.

& (U//meme The TSP Appendix | 1o the Extended Range Multi-Purpose
(ERMP) UAS CPD, Increment 1 (approved March 24, 2009; JROCM 051-0¢
approved by HQDA on January 3, 2013) provides details of TSP
performance capabilities and characteristics.




(U/ /&%) However, the Army has not yet completed the
IOT&E for two reasons. First, the TSP program
experienced two major program restructurings, in 2012
and again in 2017. These restructurings slowed down TSP
development.

(l1/ /@&%&) Second the Army Project Manager Sensors-
Aerial Intelligence directed 10 assessments and tests,
which were conducted by three separate agencies.
However, the Army Project Manager Sensors-Aerial
Intelligence did not establish assessment criteria, and each
agency based its assessment on different criteria. This
resulted in contradictory findings. Each assessment
revealed developmental and operational deficiencies, as
well as performance problems, in the UAS TSP, prompting
a second major restructure of the program in 2017.
However, the 2017 restructuring did notaddress or
mitigate the developmental and operational test
deficiencies identified by the three assessing agencies.

oy

-. In July 2019, the Army General Officer Steering
Committee for TSP began a review of the TSP program to
determine its future; however, as of January 2020, the TSP
General Officer Steering Committee had not made any
determinations.

(SyniSimimiid) As a result of not fulfilling the AISR
requirements, since: 2007 the Army has spent $267.7
million developing ithe TSP but still does not have MQ-1C

(Siaidis) We recommend that the Army Training and
Doctrine Command Capabilities Manager, Aerial, update
and revalidate the requirement for a U.S, Army aerial
Intelligence Surveillance and Reconnaissance Signals
Intelligence capability.?

(U) We recommend that the General Officer Steering
Committee Chair for the Tactical Signals Intelligence
Payload review and determine whether to re-establish the
Tactical Signals Intelligence Payload as a program of
record, transition the program to a quick reaction
capability, or terminate the program.

(U) The Deputy Chief of Staff, Army G-2, responding on
behalf of the Chair, General Officer Steering Committee for
Tactical Signals Intelligence Payload and the Director,
Intelligence - Capabilities, Development, and Integration
Directorate, Futures and Concepts Center, responding on
behalf of the Training and Doctrine Command Capabilities
Manager, Aerial, agreed with the recommendations. The
comments and planned corrective actions addressed all
specifics of the recommendations. Therefore, these
recommendations are resolved and remain open, We will
close these recommendations when we receive the
updated and revalidated SIGINT requirements,

¥ The Training and Doctrine Command Capability Marager, Aerial, was
rebranded as the Army Capability Manager Intelligence Sensors in August
2020,




(U) Recommendations Table

(V) Recommendations (U] Resommendations (U] Recommendations

(U) Managerment Unresolved Resolved Closed

(U) Army Training and
Doctrine Command

Capabilities Manager, o 1 None
Aerial

(U) Chair, General Officer  None 2 Noke
Steering Committee for

Tactical Signals

Intelligence Payload

(U) NOTE: The following categories are used to describe agency management’s comments to
individual recommendations:

* (U) Unresolved — Management has not agreed to implement the recommendation or has not proposed
actions that will address the recommendation.

* (U) Resolved — Management agreed to implement the recommendation or has proposed actions that will
address the underlying finding that generated the recommendation.

¢ (U) Closed - OIG verified that the agreed upon corrective actions were implemented.



INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

November 5, 2020
MEMORANDUM FOR AUDITOR GENERAL, DEPARTMENT OF THE ARMY

SUBJECT: (U] Evaluation of the Army’s Tactical Signals Intelligence (SIGINT) Payload
Program (Report No. DODIG-2021-005)

(U) We are providing this report for your review. We conducted this evaluation from May 2019
until March 2020 in accordance with the “Quality Standards for Inspections and Evaluations,”
published in January 2012 by the Council of Inspectors General on Integrity and Efficiency.

(U) We considered management comments on the draft of this report when preparing the final
report. Comments from the Deputy Chief of Staff, Army G-2, responding on behalf of the Chair,
General Officer Steering Committee for Tactical Signals Intelligence Payload and the Director,
[ntelligence - Capabilities, Development, and Integration Directorate Futures and Concepts Center
responding on behalf of the Training and Doctrine Command Capabilities Manager, Aerial,
addressed all the specifics of the recommendations and conformed to the requirements of DoD
Instruction 7650.03; therefore, we do not require additional comments.

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at SEaiSEatid
-’ or EEEENGE] , DSN DoD OIG: (b))

at DoD OIG: (b)(6)

I

?Q'L J i
Randolph R. Stone
Assistant [nspector General for Evaluations
Space, Intelligence, Engineering, and Oversight
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(U) Objective

(U) We determined whether the Army had developed and deployed a Tactical Signals
Intelligence (SIGINT) Payload (TSP) prograin for unmanned aircraft systems (UAS) that
met the intelligence requirements of the Army’s operational units.

(U) Background

(U//#&%8) Joint Publication 2-0 defines SIGINT as intelligence produced by exploiting
foreign communications systems and non-communications emitters. SIGINT provides
unique intelligence information, complements intelligence derived from other sources,
and 1s often used for cueing other sensors to potential targets of interest. Persistent and
responsive Airborne [ntelligence Surveillance and Reconnaissance (AISR] supportis
critical to the Joint Force Commander’s ability to achieve mission objectives and to the
Brigade Combat Team (BCT) and subordinate ground commanders’ ability to execute
their assigned missions across the full spectrum of operations.

(U/ /me%8) [n 2009, Headquarters Department of the Army (HQDA) determined that
the Army lacked a persistent UAS SIGINT system capable of surveillance,
reconnaissance, voice intercept, emitter mapping, and aerial precision geo-location.
Furthermore, the HQDA Acquisition Strategy Report for the TSP Production and
Deployment phase issued in 2014 by the TSP Project Manager, Project Manager
Sensors-Aerial Intelligence (PM SAI), also stated that the Army lacked a persistent UAS
SIGINT capability sufficient to provide the warfighter with increased situational
awareness, direct threat indications and warnings, and accurate target locations. The
PM SAl reported that TSP is a multi-payload platform (collection of modular, open
architecture, layered technology solutions) that rapidly |dentifies potential threats and
provides precision geo-location to the BCT.S

(U/ fdsaad@) A 2010 JROC report stated that existing Army UAS SIGINT capability was
limited to a single technology solution and that the AISR coverage provided tactical

*+{U} According to the Defense Acquisition University, Low Rate Initial Production (LRIP) Is the point intime where
manufacturing development is completed and a small-quantity set of articles can be produced to provide for
representation at Initial Operational Test and Evaluation (IOT&E). LRIP 14 conducted during the Production and
Deployment (PD) Phase.

(U) IOT&E is conducted on production, or production-representative, articles to determine whether systems are
operationally effective and suitable far intended use by representative users to support the decision to proceed beyond
LRIP.

3 (U//eem8) According to the PM SAL SAl Aerial Intelligence SFAE-IEW-ARS report, "Acauisition Strategy Report for the
Tactical Signals Intelligance (SIGINT) Payload (TSP} Program Production and Deployment (P&D) Phase,” March 26, 2014.
TSF's Modular Open architecture is a BAE systemns design that is a combination of commercial off the shelf parts and
systemn specific components (network of sensors that is connected through @ common interface to the command, contral,
communicatlons, and computer intelligence survelllance and reconnaissance network) that are interoperable and can talk
to each other through "cross cueing of other intelligence collection systems.”




forces with insufficient direct support, which inhibits or even prohibits completion of
their assigned missions.’ Additionally, the existing UAS SIGINT capability did not have
the endurance of Extended Range Multi-Purpose Unmanned Aircraft System MQ-1C
Gray Eagle UAS (MQ-1C Gray Eagle UAS) conventional electronic warfare support, with
the same accuracy of aerial precision geo-location and the flexibility and agility of a
multi-payload platform.

(U/ /%) According to a 2010 joint Requirements Oversight Council (JROC) report,
ISR gaps can impact Army tactical commanders by reducing their overall situational
awareness, limiting their access to the information and intelligence needed to make
informed decisions, and preventing coordinated, in-depth operations across their areas
of operation.

(U) TSP Program Design

(U/ /™) The TSP system consists of an Airborne TSP pod and a Ground Workstation
that includes the software and hardware for control of the SIGINT payload and
processing of SIGINT data. Specifically, the TSP uses a modular, open architecture
design for software to automatically detect, collect, identify, direction-find, copy, and
geo-locate radio frequency emitters by intercepting SIGINT signals.

(U//8e%8) According to HQDA development documents, the Army planned for TSP to
be mounted on the MQ-1C Gray Eagle UAS between FY 2013 and 2025, to mitigate the
persistent UAS SIGINT capability gaps.” Additionally, HDQA reported that the Army
chose to mount the TSP on the MQ-1C Gray Eagle UAS platform due to its ability to
provide capabilities that are unattainable by current systems. Specifically, the MQ-1C
Gray Eagle UAS' greater range capabilities and endurance, payload selection and
capability, and targeting accuracy will more efficiently support the Joint Force, Corps,
and Division UAS mission requirements.

(U) TSP Program Capabilities
%m) INSCOM: (b){(3) 50 USC 3024(1)

® (U /memmm) IROC report, “Initial Capabilities document for Joint Direct-Support Airbeme Intelligence Survelllance and
Reconnaissance,” September 9, 2010, reported that HQDA identified and validated the AISR capability gaps through
nuimerous user needs statements, other Joint Capabilities Integration and Development System (ICIDS) documents,
various AISR studies, and HQDA guidance.

(U) The JROC's mission is to assist the Chalrman of the Joint Chiefs of Staff in assessing jolnt military capabilities, and
identifying, approving, and prioritizing gaps In those capabilities to meet applicable requirements in the National Deferse
Strategy; and reviewing and validating whather a capability proposed by an Armed Force, Defense Agency, or other entity
of the DoD fulfills a gap in joint military capabilities,

7 (U/ me—e) HDOA appendix, “Appendix | {Tactical SIGINT Payload (TSP)) to the Capabillty Production Document for
thie Extended Range Multi-Purpose (ERMP) Unmanned Aircraft System (UAS) MQ-1C," January 3, 2013,




INSCOM: (b){3) 50 USC 3024(i)

(U/ A*®8®) The Joint Direct-Support AISR ICD stated that the TSP capabilities were
aligned with the required intelligence capabilities described in the ICD. Specifically, the
ICD stated that the TSP was designed and produced to address the following
intelligence capability gaps.

» (U//P®¥8) Situational awareness over wide geographic areas.

« (U//#848) Sustained situational awareness over geographic areas.

- (U// %) DoD OIG: (b)}(1) 1.7(e) and (b)(3) 50 USC 3024(j)

* (U) A dynamic, flexible, and timely capability to assist commanders in the
employment of their forces.

i {U// =) TSP Appendix | to the Fxtended Range Multi-Purpose (ERMP) UASCPD, Increment 1 (approved March 24, 2009;

JROCM 051-09 approved by HODA on January 3, 2013) provides detalls of TSP performance capabilities and
characteristics




(U//#8¥8) At a minimum, TSP is intended to perform the nine functions identified in
Table 1.

(U) Table 1 TSP Functions

DoD OIG: (b)(1) 1.4(c) and (b)(3) 50 USC 3024(i)

1

2

3
Emitter Mapping: Automatic display of locations of all prosecuted emitters with ability to

4 . 3 &2 ; g
sort signals based on identification, location, and time.

g Coarse (non-precision) geolocation of signals derived from direction finding from single TSP-
equipped aircraft.

6 Audio recording and forwarding.

7 | Co-frequency interference

3 DoD OIG: (b)(1) 1.4(c) and (b)(3) 50 USC 3024(i)

9 Co-operative geolocation with other SIGINT assets thraugh Theater Net-Centric
Geolocation (TNG).

(U) Source: US. Army Intelligence and Security Command Tactical SIGINT Payload Capabllities and Limitations Report,
January 12, 2018.

(U) TSP Program Development

(U//5e%8) In August 2010, HQDA G-3 (Operations)/5 (Plans)/7 (Training) initiated the
current TSP program and required the Program Executive Office-Intelligence,
Electronic Warfare, and Sensors (PEO IEW&S) to re-initiate Milestone B for the TSP on
the MQ1-C Gray Eagle UAS.?

(U//#&%8) On September 28, 2011, the Army awarded BAE Systems the contract for
the Engineering and Manufacturing Development (EMD) phase of the TSP.1* The HQDA
Acquisition Strategy Report stated that the primary objective during the EMD phase
was to integrate the TSP airborne components inte a pod, deliver the articles for testing,

* (U/ =) HODA G-3/5/7 memorandum, “Tactical Signals intelligence Payload Capahility for the Extended Range Multi-
Purpose (ER/MP) Unmanned Aircraft System,” August 25, 2010.

(U//mew®) Depariment of the Army Pamphlel 70-3, Research, Development, and Acguisition, “Army Acguisition
Procedures,” defines a milestone as the decision point that separates the phases of an acquisition program. Milestones
include the decisions to authorize entry into the Engineering and Manufacturing Development phase. Milestone Bisa
Milestone Decision Authority-led review at the end of the Technology Maturation & Risk Reduction Phase in the Defense
Acquisition Process, Its purpose is to make a recommendation or seek approval to enter the Engineering and
Manufacturing Development Phase. Milestone B Is considered the official start of a program.

1% |U//meed) Defense Acquisition University defines EMD phase as a system that is developed and designed before going
into production. The EMD Phases starts after a successful Milestone B, which is considered the formal start of any
program.
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and develop interface control documents to support integration of TSP into the MQ-1C
Gray Eagle UAS and the Distributed Common Ground System-Army.1

(U) Key Organizational Responsibilities for TSP Program

(U/ fise%8) There are several Army organizations that have responsibilities for portions
of the TSP program. The HQDA Acquisition Strategy Report states that TSP is an
Acquisition Category Il program (which does not meet the threshold of a major defense
acquisition program, or a major system), managed within PM SAl, and which reports
directly to the Program Executive Officer for Intelligence, Electronic Warfare, and
Sensors (PEO IEW&S), PEO IEW&S is the Milestone Decision Authority (MDA}, the sole
entity authorized to approve the program'’s entry into each acquisition phase. Other
entities with responsibilities for TSP acquisition include:

o (U//m&®0) U.S. Army Training and Doctrine Command Capabilities Manager
(TCM), Intelligence Sensors - provides the conduit to other U.S. Army Training
and Doctrine Command proponents, ensuring that the stakeholders are fully
informed on all aspects of the TSP program

¢ (U//m8&8) TCM UAS - ensures TSP is fully compatible issues with the Grey
Eagle UAS

¢ (U//#&E8) TCM Sensor Processing - ensures that TSP compatibility issues
with the Distributed Common Ground System- Army are addressed or
mitigated

s (U//BeE8) U.S, Army Test and Evaluation Command (ATEC) — is responsible
for managing the overall operational evaluation of the system

« (U//meE€) HQDA G-2 (Intelligence Requirement Equities), G-6
(Communications Equities), and G-8 (Financial Equities)

* (U//P®#8) U.S, Army Intelligence and Security Command (INSCOM) - provides
exploratory assessment and preliminary evaluation of the TSP to inform a
fielding/deployment decision.

e (U//m) DoD OIG: (b)(1) 1.7(e) and (b)(3) 50 USC 3024(i)

(U//P®¥8) In addition, the TSP General Officer Steering Committee (GOSC) is
composed of the Deputy Chief of Staff,G-2 (TSP GOSC Chair) and G-8/Force
Development. The purpose of the TSP GOSC is to provide TSP stakeholders with
updates on the status of TSP and provide recommendations for program decisions, The
GOSC convenes after TSP tests and assessments are completed to review test results
and operational requirements and provide guidance for the path forward for TSP. The
GOSC also meets to address DoD QIG: (b)(1) 1.7(e) and (b)(3) 50 USC 3024{j)

(L) HODA defines the Distributed Common Ground System-Army as a system of systems (network of systems) that
connects soldiers 1o the Intelligence Community, other Services, muitiple joint ISR platforms and sensors, and Army
Nlission Command Systems. The Distributed Common Ground System-Army glves cormmanders the ability to view ISR
Information in one place and integrates that information into tools that can support intelligence development.




and the Army's operational Processing Exploitation Dissemination network structure
modifications.




(U//m®®0) We determined that the TSP does not meet the Army’s aerial
intelligence, surveillance, and reconnaissance (AISR) signals intelligence (SIGINT)
requirements, Specifically, as of January 2020, the Army has not completed an
initial operational test and evaluation (IOT&E) required by section 2399, title 10,
United States Code and the DoD systems acquisition process for UAS TSP. The
IOT&E, originally scheduled for FY 2016, would allow the MDA to determine
whether the TSP program meets operational requirements to progress into full
rate production,

(U//#8¥8) The Army did not complete IOT&E for two reasons. First, the TSP
program experienced two major program restructurings in 2012 and 2017,
Additionally, to date, the Army PM SAI directed 10 assessments and tests, which
were conducted by three separate agencies, on the TSP program, However, the
Army PM SAl did not establish assessment criteria and each agency based its
assessment on different criteria, which resulted in contradictory findings. Each of
the assessments revealed developmental and operational deficiencies, as well as
performance problems with the UAS TSP, prompting a second major restructuring
in 2017, However, the 2017 restructure did not address or mitigate the
developmental and operational test deficiencies identified by the three assessing
agencies.

. InJuly 2019, the Army GOSC for TSP began a review of
the TSP program to determine its future; however, as of January 2020, the GOSC
had not made any determination.

(Splnbilmitbl ) As a result of not meeting the AISR requirements since 2007, the
Army has spent $267.7 million developing the TSP but still does not have MQ-1C
operational FeRISIDURE 12 As a result, Army commanders at the tactical level

D)3} 50
DoD OIG: {(b){1) 1.4(c) and (t

* (U) Funding for RDT&E began in 2007, prior to the official start of the program. The program started at Milestone B,




(U) The Army's TSP Did Not Meet Aerial Intelligence,

Surveillance, and Reconnaissance Requirements

(GyiiE) The Army's TSP still does not meet the Army’s AISR SIGINT requirements.
Specifically, as of January 2020, the TSP has not met the requirements for a system that
provides tactical commanders with a comprehensive picture of electronic
comimunication emitters and the ability to detect, identify, geo-locate, and copy
emitters,

(Syaw¥) The full rate production of the TSP was scheduled for the third quarter of FY
2016, and deployment to select Army units was scheduled in FY 2017. However, in
order to proceed to the next phase of acquisition, full rate production, the TSP must
pass the [OT&E. As of January 2020, the Army has not completed the [OT&E, which
would allow the MDA to determine whether the program met intended operational
requirements and should continue to full rate production.

(U//P®88®) According to the TSP acquisition strategy, the IOT&E was scheduled for the
first quarter of FY 2016. We determined, through interviews and analysis of
documentation, that two main factors prevented the IOT&E from happening:

» (U//Pe#E8) the TSP program has undergone multiple restructures since
2012; and

o (EyadeE) ATEC, INSCOM, and jgigstedl have conducted multiple assessments
and tests, with differing criteria.

i ™ f | - T, P | | Y -+ 3 ] 1 ,-’
(U) The Army's TSP Program Has Been Restructured

4! g il | R
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(U//F@48) The Army did not complete IOT&E in part because the TSP program
experienced two major program restructurings in 2012 and 2017. In 2012, the TSP
acquisition strategy was restructured as a result of the National Defense Authorization
Act 0f 2012, the Army decreased the TSP budget by $14.1 million. The restructure
changed the acquisition strategy to the DoD-wide acquisition approach. Accordingto a
2002 DaD acquisition brief, the legacy acquisition approach used since 1996 took too
long, cost too much, and was found to be incompatible with modern technology cycles.
According to the TSP Acquisition Strategy, the new acquisition approach would enable
early fielding of a TSP capability and reduce fielding timelines; however, the full rate
production would be moved from FY 2015 to FY 2016.




(U//m&88) In addition, due to the multiple deficiencies found during tests and
assessments through 2016, the MDA issued a memorandum in January 2017 directing
another program restructure to correct software deficiencies and address technical
performance problems. According to the test and evaluation master plan, the [OT&E
was subsequently delayed until FY 2019, The MDA further stated that the HQDA G-
3/5/7 and the Joint Staff were notified that the TSP program would not be able to fulfill
its accelerated resource management decision fielding requirements. The MDA also
stated that the TSP would not progress into full rate production, pending an Army
Requirements Oversight Committee decision to do 50 or to pursue a new solution by
reviewing, reprioritizing, and re-defining future TSP requirements.

} DoD O1G: (b}{1) 1.4(c) and (b}3) 50 USC 3024(i); INSCOM (b)(1) 1.4(c)

(U//Pe&8) These differences in testing occurred because the Testand Evaluation
Working-Level Integrated Product Team's Test and Evaluation Master Plan did not
specifically state what each organization was required to test. The separate tests and
assessments that graded against different criteria led to contradicting findings and test
results. Consequently, the TSP failed to progress into I0T&E.

(U) Table 2 illustrates the event list of the different organizations that tested the TSP,
the different testing criteria, and the contradictory findings between the organizations.



[U) Table .2 TSP Assessments and Tests, Criteria, and Findings

Classitication Test '(l;gﬁng Date | Testing Criteria Findings

U/ /iy PQT-1 ATEC Jan Effectiveness, Effectiveness - partially
2015 | Suitability, effective

Survivability Suitability- not suitable

Survivability - unknown

U/ / i PQT-2 ATEC Jan Effectiveness, Effectiveness - partially
2016 | Suitability, effective

Survivability Suitability - not suitable

DoD OIG: (b){1) 1.4(c) and (b)(3) 50 USC 3024(j)

Development Effectiveness, Not effective nor suitable for
Test 2017 | Suitability, deployment
Survivability Survivability - good against
cyber, chemical, biological,
radiological, nuclear, and
explosive
U/ oo Limited User ATEC Jun Effectiveness, Not effective nor suitable for
Test 2017 | Suitability, deployment
Survivahility Survivability - good against
cyber, chemical, biological,
radiological, nuclear, and
explosive
U/ / i) User Test (Ft. INSCOM | NOV L’:ﬁf{ﬁ” (IEyuLSC E - partially successful
Hood /Ft. 2017 | |- R - successful
Gordon) [ - successful

SOCPAC INSCOM

|DoD OIG: (b)(1) 1.4{c) and (b){3) 50 USC 3024(i)

INSCOM (b)(3) 50 USC
3024(i)

Assessment 2019
U/ / e AFRICOM INSCOM | Aug

Assessment 2019
1/ / i) CENTCOM INSCOM | Nov

Assessment 2019

E - partially successful
R - successful
I - successful

E - partially successful
R - partially successful
I - successful

|

Awaiting conclusion of test
in Dec 2019

(U] Source: DoD QIG



(U) ATEC Production Qualification Tests 1 and 2 found the TSP
to Be Partially Effective and Not Suitable for Deployment

(U) ATEC Developmental Test and Limited User Test Found the
TSP to Be Not Effective Nor Suitable With Good Survivability
Against Cyber and CBRNE

(U/ /Fe¥%8) According to the November 2017, Operational Test Agency Assessment
Report for the TSP, test results from the June 2017 Developmental Test/Limited User
Test indicated that the TSP is neither effective nor suitable for operational employment.
Howrever, the TSP was found to be survivable against cyber, electro-magnetic
environmental effects, and chemical, biological, radiological, and nuclear threats. The
survivability finding was an improvement since the two PQTs conducted in 2015 and
2016.

(U/ (=eE8) The Developmental Test/Limited User Test complemented the previous
two PQTs, which were both conducted by ATEC. Although the test noted improvements
to survivability, ATEC recommended that the Army not conduct an urgent materiel
release for the product. ATEC also recommended that the existing acquisition strategy

; (L)) Operational Test Agency Assessment Report (OAR) for the Tactical Signals Intelligence Payload, "Operational
Assiessment Top-level Summary,” August, 31, 2016.

L NGB RESEERERIRIRD0D OIG: (p)(1) 1.4(c) and (b)(3) 50 USC 3024(j)

“ (L)) OAR, “Operational Assessment Top-level Summary,” August, 31, 2016.




be modified to enable agility in future SIGINT systems to keep pace with technology and
to update requirements to reflect modern signals of interest.

{U) DoD O1G: (b)1) 1.7(e) and (b)(3) 50 USC 3024(1) Tests Found That GSM and
CDMA Operation Was Successful

[W) BN T2y 000 OIG: (b)(1) 1.4(c) and (b)(3) 50 USC 3024(i)
’

conducted two testing events in 2017 and 2018, respectively. The tests were conducted
to evaluate the TSP system's intelligence collection and geo-location capabilities against
a "real” network that supports combat operations, The two tests were conducted on a
surrogate platform (aircraft), the UV-18 Twin Otter; the assessment report noted that
the TSP is calibrated to perform optimally on an MQ-1C Gray Eagle.

test team

W) DoD OIG: (b)(1) 1.4(c) and (b)(3) 50 USC 3024(i)

-16 However, this conclusion contradicted the finding from the

Dol O

Developmental Test/Limited User Test which took place 3 months after EHSeEiioag first
test in March 2017. Because the tests were successful, the gepfstEg only made
recommendations to better the graphic user interface and for a power adjust for use in

mission mode 4.

(U) INSCOM Assessments Found the TSP to Be Partially
Effective, Reliable, and Interoperable

{W] INSCOM (b)(1) 1.4(c)

'* | nesesiinmvnemem—" An ellipse Is the area of uncertainty of the target’s exact location, GRee O RETETE)

" (U) TSP Capabilities and Limitations Report, January 12, 2018, “Executive Summary”; TSP Capabilities and Limitations
Report, July 9, 2019, "Executive Summary”; TSP Capabilities and Limitations Report, October 28, 2019, “Executive
Summary.” At the time of this report, the CENTCOM assessment was not published.




INSCOM (b)}(1) 1.4(c)

(U) The Overall Test Results for the TSP Did Not Satisfy
Operational Requirements




DoD O1G: (b){1) 1.7(e) and (b)(3) 50 USC 3024(i); INSCOM (b)(3) 50 USC 3024()

) INSCOM (b)(1) 1.4{c)

(Sy=*mF) According to Army G-8, Force Development, Intelligence Directorate personnel,
the G-8 officially stopped funding the TSP because PEO IEW&S did not have any plans to
correct, upgrade, or amend the TSP equipment. In addition, G-8 Force Development,
Intelligence Directorate personnel told us that, although the requirement for SIGINT
support to UAS remained, the Army did not plan how to fulfill those requirements.
Furthermore, the Army had competing priorities and did not have a pressing need for
the program at that time. The G-8 personnel stated that the G-8 would not fund the
program unless directed to as a result of the Army General Officer Committee (GOSC)
TSP review.,

In July 2019, the GOSC for TSP reviewed the program; however, as of January 2020, the
GOSC had not made a determination about the future of the TSP program. Therefore, the
TSP GOSC should make a determination to re-establish the TSP as a program of record,
transition TSP to a quick reaction capability, or terminate the program altogether.
(Recommendation 2)

DoD OIG: (b)(1) 1.4(c) and (b)(3) 50 USC 3024(j)

(Swid¥F) As a result, since 2007 the Army has spent $267.7 million developing the TSP
and the Army still does not have an MQ-1C operational et iUeE Ll According to

13(3) 50 LISC 302,




the Initial Capabilities Document for Joint Direct-Support Airborne ISR, the Army should
have a capability that provides the warfighter with increased situational awareness,
direct threat indications and warnings, and accurate target locations using an
architecture payload that rapidly identifies potential threats and provides precision
geo«location [Le R 120 5 04 W DoD OIG: (b)(1) 1.4(c) and (b)(3) 50 USC 3024(j)

(U) Recommendation 1

(&) We recommend that the Army Training and Doctrine Command
Capabilities Manager, Aerial, update and revalidate the requirement for a U.S.
Army aerial Intelligence Surveillance and Reconnaissance Signals Intelligence
capability.

(U/ /sa%83 The Director of the Intelligence Capabilities, Development, and Integration
Directorate, Futures and Concepts Center, responding for the Army Training and
Doctrine Command Capabilities Manager, Aerial, agreed with our recommendation and
stated that it has already begun updating and revalidating the requirements for the U.S.
Army’s aerial ISR. Specifically, the Training and Doctrine Command Capability Manager,
Aerial, was rebranded as the Army Capability Manager Intelligence Sensors in August
2020. The Director stated the Training and Doctrine Command Capability Manager,
Aerilal, and the Army Capability Manager, Intelligence Sensors have worked
collaboratively since 2016, with the community of interest, led by the Department of the
Army G2 ISR Task Force, to develop an aerial strategy focused on addressing the Army’s
biggest capability gap, Deep Sensing in Multi Domain Operations. The Director stated
that this effort resulted in the Multi Domain Sensing System, the Army intelligence
moclernization priority dedicated to aerial ISR. The TSP program yielded some relevant
lessons learned that were applied to the future strategy; however, TSP is not a
component of the Multi Domain Sensing System. The TSP's program requirements were
designed to support Counterinsurgency operations. Multi Domain Sensing System is a
family of systems approach designed to support Multi Domain Operations.

(U/ /m®®8) According to the Director, future Multi Domain Sensing System components
may potentially include various sensor-platform pairings that can collect and cross-cue
from low earth orbit to low altitude. The aerial ISR fleet of 2035 will include a to-be-



determined mix of manned and unmanned capabilities. The Army Capability Manager,
Intelligence Sensors developed draft requirements for several potential systems to
collect SIGINT and Geospatial Intelligence. In addition, according to the Director, on
August 17, 2020, the Army Futures Command approved a High Accuracy Detection and
Exploitation System Accelerated Capability Development Document and initiated a
framing analysis by the Research and Analysis Center-Leavenworth to further refine
the draft requirements for this effort. This analysis is to be completed by May 15, 2021.

(U) Although not required to respond to this recommendation, the Deputy Chief of Staff,
Army G-2, agreed with the recommendation to have Army Capability Manager, Aerial,
modernize Army’s SIGINT requirements documents.

(U/ 4*®88) The Director of the Intelligence Capabilities, Development, and Integration
Directorate, Futures and Concepts Center comments addressed all specifics of the
recommendation; therefore, the recommendation is resolved but will remain open. We
will close the recommendation when we receive the updated and revalidated SIGINT
requirements.

Recommendation 2

(U) We recommend that the General Officer Steering Committee Chair for the
Tactical Signals Intelligence Payload review and determine whether to re-
establish the Tactical Signals Intelligence Payload as a program of record,
transition the program to a quick reaction capability, or terminate the program.

(U/ /&) The Deputy Chief of Staff, Army G-2, responding for the GOSC for the
Tactical Signals Intelligence Payload, agreed with our recommendation, stating that the
Army G-2 directed the GOSC chair to terminate the program of record and transition the
program to a quick reaction capability, According to the Deputy Chief of Staff, on May
15, 2020, the Assistant Secretary of the Army for Acquisitions, Logistics, and
Technology, Deputy for Acquisition and System Management, issued a TSP program
termination initiation memorandum that directed the Army to prepare and submit a
program termination plan for the Army Acquisition Executive's approval. In addition,
the Army G-8 Deputy, Force Development, Intelligence is in the process of developing
quick reaction capabilities disposition instructions of TSP in support of a validated
operational needs statement.




(U//mee®) The Deputy Chief of Staff, Army G-2 comments addressed all specifics of the
recommendation; therefore, the recommendation is resolved but will remain open. We
will close this recommendation when we receive the approved TSP program
termination plan and the quick reaction capabilities disposition instructions.




(U) We conducted this evaluation from May 2019 through March 2020 in accordance
with “Quality Standards for Inspection and Evaluation,” published in January 2012 by
the Council of the Inspectors General on Integrity and Efficiency. Those standards
require that we plan and perform the evaluation te obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions based on our
evaluation objectives. We believe that the evidence obtained was sufficient, competent,
and relevant to lead a reasonable person to sustain the findings, conclusions, and
recommendations.

(U/ /#&¥8) To accomplish our objectives, we reviewed the following applicable
directives, regulations, instructions, and policies to determine relevant guidance for TSP
developmentand deployment.

e (U) Chairman of the Joint Chiefs of Staff Instruction (CJCS1) 5123.01H, “Charter
of Joint Requirements Oversight Council (JROC) and Implementation of the Joint
Capabilities Integration and Development System (JCIDS),” August 31, 2018

s (U//#®®8) Research, Development, and Acquisition, Department of the Army
Pamphlet 70-3, "Army Acquisition Procedures,” September 17, 2018

= (U) Joint Chiefs of Staff, “Joint Publication 2-0, Joint Intelligence,” October 22,
2013

(U] DoD OIG: (b){1) 1.7(e) and (b){3) 50 USC 3024(i)

[U//m} INSCOM (b)(3) 50 USC 3024(i)




(U//Pe88) We requested and collected data call information about TSP requirements,
program design and development, capabilities, governance, tests, evaluations and
assessments, and future plans from TSP Army representatives to determine if any gaps
existin TSP system development and deployment. We reviewed and analyzed TSP
capabilities and strategy data defined in the following reports developed to comply with
JROC requirements.

e (U//#e88) |ROC, “Initial Capabilities document for Joint Direct-Support
Airborne Intelligence Surveillance and Reconnaissance,” September 9, 2010

e (U//sa8) HDQA appendix, “Appendix | (Tactical SIGINT Payload [TSP] to the
Capability Production Document for the Extended Range Multi-Purpose (ERMP)
Unmanned Aircraft System (UAS) MQ-1C," January 3, 2013

» (U//me48) PM SAI Aerial Intelligence SFAE-IEW-ARS report, "Acquisition
Strategy Report for the Tactical Signals Intelligence (SIGINT) Payload (TSP)
Program Production and Deployment (P&D) Phase,” March 26, 2014

(U/ /#®=8) Additionally, we reviewed and analyzed ATEC test, PM SAI assessment and
il test documents to identify assessment and test the findings and recommendations
to determine TSP's abil ity to meet Army SIGINT requirements. We did not visit any TSP
test or assessment sites. We did not examine financial reporting assessments,
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(U) We did not use computer-processed data to perform this evaluation.
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(U) We did not require technical assistance to perform this evaluation.

Prior Covet

(U) TSP prior coverage included:

(U/ /#e48) Under Secretary of Defense for Acquisition, Technology and Logistics,
“Department of Defense Report to Congress on Future Unmanned Aircraft Systems
Training, Operations, and Sustainability,” April 2012. This report outlined planned
force capability growth and forecasted attrition of UAS aircraft through 2017, Within
the report, the Military Departments provided their planned inventories, personnel
requirements to operate and maintain the systems, planned bases and operating
locations, and progress with facilities to support those inventories.




(U/ f=848) U.S. Government Accountability Office Report to the Subcommittee on
Tactical Air and Land Forces, Committee on Armed Services, House of Representatives,
“Defense Acquisitions, DoD Efforts to Adopt Open Systems for Its Unmanned Aircraft
Systems Have Progressed Slowly,” July 2013. This report examined the DoD’s progress
in implementing an open systems approach for UAS acquisitions. The open systems
approach allows modular design and standard interfaces that allow components of a
product to be replaced easily. The report found that, until the DoD ensures that the
Services are incorporating an open systems approach from the start of development
and programs have the requisite open systems expertise, the DoD will continue to miss
opportunities to increase the affordability of its acquisition programs.




Management Comments

(U) Training and Doctrine Command Capability
Manager, Aerial

ECFC-CI 31 August 2020

MEMORANDUM FOR Department of Defense Inspector General, 4800 Mark Center
Drive, Alexandria, Virginia 22350-1500

e Ay & Tachcal Eignals intakgance (SISHT) Bayioad (T8 Brograms oo

1 (Uil The U S. Army Inteligence Center of Excellence concurs with
Recommendation #1 of the DoD IG evaluation of the Army's TSP program to update
and revalidate the Army's asnal Intelligenca, Surveilance and Reconnmssance (ISR)

b modemization
priority dedicated to aenal | TSP v some relevant lessons leamed that were
applied to the future strategy, however TSP is not a component of MDSS TSP's

' were designed to suppont Counternsurgency MDSS is a Family of

- 4 [UIM)WSSFMO!W. Future components potentially inchude
Various sensor i mﬂﬂmmﬁb&nﬂzmm

and unmanned capabiities ACM [S has developed draft requrements for several
WW&WWW(WWNMW

4. (L//eeeed) MDSS prioribes. The first prionty of MDSS development s the High
Accuracy Detection and Exploitation System (HADES), which will collact at a range of

300km. 1t is not yet determined whether HADES will be manned or
unmanned next pri of effort will be MDSS-1000, high alttude collection
systems which will fiy from 50,000 - 100,000 foot altitude

5 (U)Key miestones achweved 1o date n updating Army Aanal ISR requreaments




(U) Training and Doctrine Command Capability
Manager, Aerial (cont'd)

FCFC-CI
SUBJECT {Ullngepanmem of Defense | General (DoD IG) Evaluation
of the Army’s Tactical Signals Intelligence (SIGINT) Payioad (TSP) Program

a  (Unreess) 24 February 2020. Multi Domain Sensing System Initial Capability
Document (MDSS ICD) approved by GEN Murray, Army Futures Command

b (U/ene®) 17 August 2020, High Accuracy Detection and Exploitation System
Accelerated Capability Development Document (HADES A-CDD) approved by GEN
Murray, Army Futures Command.

¢ (U/fees) 17 August 2020. HADES Framing Analysis initiated by The
Research and Analysis Center (TRAC) - Leavenworth to further refine the draft
requirements in the HADES A-CDD, to be completd by 15 May 2021

d (U/reses) 1 July 2020. A year-long HADES campaign of leaming began to
help refine the A-CDD requirements. This includes demonstrations with an industry
prototype in INDOPACOM and EUCOM, joint learning cpportunities, Soldier touchpoints
In various exercises, and a sensor evaluation hosted by the Program Executive Dffice
Inteligence, Electronic Warfare and Sensors (PEQ IEW&S).

1G: (b}6)

HRDoD OIG: (b)E)

FOX ROY WALT ot wnive

33 000 OIG: (0)(6) ([ e
2 Encls ROY W, FOX y
MDSS ICD Approval Memo Director, Intelligence — Capabilities
HADES A-CDD Approval Email Development and Integration Directorate

Futures and Concepts Center, USAFC




UNCLASSIFED//Faee

DEPARTMENT OF THE ARMY
DEPUTY CHIEF OF STAPT, 69
1030 ARMY PENTAGON
WASMINGTUN, DC 20910-1000

MEMORANDUM FOR DEPARTMENT OF DEFENSE OFFICE OF THE INSPECTOR
?&mm MARK CENTER DRIVEr. SUITE 15G27 ALEXANDRIA, VA 22350-

SURECT. (Ulmglupmu to Department of Defense, Officeof the Inspector
Gere :al, Draft Report for the Evaluation of the Tactical Signais Inteliigence
¥Fayizad Program (Projeat Mo. moumpmm)

1. (U) References.

A (W) Memcrandum, Program Exscutiva Cfficar Iniefligence, Elecironic Warfare
ard Saneors, 4 Apri! 2020, eubjest Recammend Tenmination of Tactical Signals
Iniesigance (SIGINT) Payload (TSP) Program,

o. (Uy Memonndum, Deputy for Acquisition and Systems Mensgemeant, Office of
"1 @ ssistant Secratary of the Amy, 15 May 2020, subjact: Taclical Signals
Intsiigenca {SIGINT) Payload (TSP).Program Termination,

2. (L) This mﬂ&ml as wwmmgtlahwm

fo the Department of Dafensa ). Inspecior General (IG), Drafi it for the
Evaluation «f he Anmiy's Tactizal Signals Intellicencs Payload (TSP} Program (Profect
B, PI072 DIRFA-L141.000) mecmmandations #4 and recamerdation #2:

2 (L) | conous viith recommiendation #1 of tha DoD IG evaluation of the Amy's
Tawhi ;) Siprala neligance (SIGINT) Payload (TSF) Program to Save Army Capabiity
Vioer (LOW-Asris! mederrize Amiy's SIGINT reoviraments documents.

b. (U) | concur with recommendation #2 of the DoD IG evaluation ofthe Amy’'s
TSP empssir to nave the Genersl Officar Steering Commities chair for the TSP
terntinsta program cf rocord and transition progrem to o guick resction capahiity
OPCY
3. 1) Steps vre have taken to comply with DoDIG recommendations:

[LY//SRME The ACM-Leris! vill modomin tha Ammy’'s aprinl SIGINT
“ryomerts B foris on Myt-Remain Cparations

UNCLASSIFIED/ e



https://ftr.1.18
https://Pflylrt.ld
https://Qpartm.nt

UNCLASSIFIED/FOUD

DAN"ZGP

SUBJECT, (U/eaee Re?mwm Depattment of Defense Office of the Inspecter
DMRepoﬂ(fcrﬁuEtha on of the Army's Tactical Signals s
Intelizence Payload Program (Project No. D2019-DISPA-0141.000)

b (/PR The ACM-Aarial will plsce these requiraments into the Mult-Domain
Sensng Syelem family of systems to inciude manned, unmanned, and high alituda
Agria! Intelinerce, Survolilancs, ant Reconnaiasance systems.

. (U/fiveid) Progrem Executive Officer for inteligariocs, Elactronic Warfare and
Smms:nmdpn?m termination memorandum lo the Ammy acquisition oxecutive
Gin Lo Fabnaiy 202t

d. (Uri=ee8) On 6 March 2020, the Deputy Chier of Statf G-2 directed the
temnaiton of TSP materal solution to & QRC o suppnrt operational requirements

agsinat Sigwals of Irterast whers tha Soritor hms proven a¥aclive;

# GHweess) O~ 15 Moy 2020, tha Daputy for Acoulsition and System
Mar.: gemert lzouod & TSP program fermination hitation memorandum. The Army s
dreiad 1 pracase and submit a rregiam tamiation pian for the Army Acqulsition
Exs . fie'e appieval.

(Ul it)) ‘The Army G-8 forcs developmont intélligence is in the process of
oev-lozlg ik de zeaition Insfracicas of TSP 1y stupart of valideted eperatinnal
e s #ath mant,

o (U/eee) dnvy Stai (G2 and G-8) wlil champion efforss to dantify Overseas
Corimgerny Orarstars furdirg 0 sunper szecfad imits1 miesion mode TSP
OPE TP cer iy eals. Arm Slafuin -4!:5&?11&; ‘ez ¢ocrdination sffods 1o

=0 sutL At arseeeant apareprindione furicg 42 supporl A-KI purchases for
b Oty MO AC.

{ b ‘\:I_,,_
) .:_}“,mi"u
SCCTT D. 3ERR'ER
Lieutenant Ganaral, GS
Deputy Chigf of Staff, 3-2
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AISR
ATEC
DTM
EMD
HQDA
GEOINT
GOsSC
GSM
ICD
INSCOM
IOT&E
ISR
IDSA
JROC
LRIP
MDA

MQ-1C Gray
Eagle UAS
NGA

oTT

PM SAI
PED

PEO IEW&S
SIGINT
TSP

TEMP

UAS

usD(1)

Army Intelligence Surveillance and Reconnaissance
U.S. Army Test and Evaluation Command

Directive Type Memorandum

Engineering and Manufacturing Development
Headquarters Department of the Army

Geospatial Intelligence

General Officer Steering Committee

Global System for Mobile Communications

Initial Capabilities Document

Army Intelligence and Security Command

Initial Operational Test and Evaluation

Intelligence, Surveillance, and Reconnaissance
loint Direct Support AISR

Joint Requirements Oversight Council

Low Rate Initial Production

Milestone Decision Authority

Extended Range Multi-Purpose Unmanned Aircraft System MQ-1C Gray Eagle UAS

National Geospatial Intelligence Agency

Operational Tradecraft and Training

Project Manager Sensors-Aerial Intelligence

Processing, Exploitation, and Dissemination

Program Executive Office~Intelligence, Electronic Warfare, and Sensors
Signals Intelligence

Tactical SIGINT Payload

Test and Evaluation Master Plan

Unmanned Aerial System

Under Secretary of Defense for Intelligence




Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistleblower Protection safeguards DoD employees against
retaliation for protected disclosures that expose possible waste, fraud,
and abuse in government programs. For more information, please visit
the Whistleblower webpage at http://www.dodig.mil/Components/
Administrative-Investigations/Whistleblower-Reprisal-Investigations/
Whisteblower-Reprisal/ or contact the Whistleblower Protection
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil
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703.604.8324

Media Contact
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DoD Hotline
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