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All required actions and documentation will be completed/submitted at least 15 working days prior
to the expected visit date to avoid delays.

Important Points of Contact

POC Phone eMail
TOS Personnel Security (Visit Request) 931.454.5821 AEDC/Visit Requests
931.454.3474 (fax)
Customer Service Representative — CSR 931.454.6641 AEDC/Test Customer Service
(Package Process Assistance)
AEDC Visitor Control Center - VCC (Badge Request & 931.454.4010 AEDC Visitor Control Center
Issuance) 931.454.4007
931.454.7937

Visit Requests

T f Visit & Requi t Submit
e of Visi equirements ; ;

yp q via DISS Action Required

Unclassified Visit with No Account Nol 2 [Submit the following information to the Customer Service

Set-Up On, or System Connectivity Representative (CSR) or the Test Manager (TM) who will ensure a

(other than Internet), to Government proximity badge/PIN* is issued by the VCC: Customer Full Name,

Networks or Computers Organization, Facility to Visit, Purpose of Visit, Visit Start/End Dates,
Citizenship
*Only applicable to test areas with an automated entry control system
(ACS); a proximity badge/PIN will not be issued to customers in areas
without an ACS.

Unclassified Visit with Account Set- vesl,2 |Customers with a T1, T3 or T5 investigation should have a visit request

Up On, or System Connectivity, to submitted via DISS to Beyond New Horizons (TOS), Cage Code 9L3V7.

Unclassified Government Networks or The request may be for a duration of 1 year.

Computers™ ... . ..
P If the organization does not have a DISS account, then submit a visit

request, signed by the organization’s FSO,and via fax or encrypted e-
mail to TOS Security Personnel (see POCs). Request must include:
Visitor Full Name, Organization, AEDC Facility to Visit, Purpose of Visit,
Visit Start/End Dates, Citizenship Status, Individual’s T1, T3 or T5
Investigation Close Date

*Minimum requirement for account
iset-up or connectivity is a T1
investigation.

o |f Customers do not have at least a T1 investigation, inform the Test
Manager and TOS Personnel Security immediately. TOS Personnel
Security will initiate the T1 process for the customers.
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Type of Visit & Requirements SUbI::SItSVIa Action Required
Classified Visit vesl,2 |Customers with a T3 or T5 investigation should have a visit request

submitted via DISS to Beyond New Horizons (TOS), Cage Code 9L3V7.
The request may be for a duration of 1 year.

o If the organization does not have a DISS account, then submit
a visit request, signed by organization’s FSO,and via fax or
encrypted e-mail to TOS Security Personnel (see POCs).

e Request must include: Visitor Full Name, Organization, AEDC
Facility to Visit, Purpose of Visit, Visit Start/End Dates,
Citizenship Status, Individual’s T3 or T5 Investigation Close Date.

Customers with a Clearance Equivalent to DoD Security Clearance (e.g.,
NASA, DOE, etc.):

e  Submitin organization’s prescribed format via encrypted e-mail or
fax, signed by authorized clearance verifier and will include visitor
full name, organization & operating location, facility to visit,
purpose of visit, visit start/end dates, citizenship status, and
security representative information.

1An AEDC-issued badge is required for all visitors to AEDC, regardless of whether you already possess a CAC (active duty, retired

DoD, or outside contractor issued).

2REAL ID Requirements at AEDC: REAL ID-compliant identification is required at AEDC for entry to the installation. Driver’s licenses

that are not REAL ID-compliant are not accepted. For non-compliant driver’s licenses or ID cards, another form of ID, such as an

original or court-certified birth certification along with a non-laminated social security card; a valid U.S. passport card; Veteran’s

Health ID Card; or Transportation Worker ID Card, is required.

REQUIREMENTS — GOVERNMENT SYSTEM ACCESS, PORTABLE ELECTRONIC DEVICES (PEDs)

Depending on your specific requirements, you must submit additional documentation to the
Customer Service Representative (CSR) and/or your AF Test Manager (AFTM) who can provide to the
CSR.

NOTICE

Wireless will be disabled prior to introduction of portable electronic devices (PEDs) into
Controlled Unclassified (CUI) areas.

Wireless will be removed prior to introduction into Classified areas. Test customers will
receive guidance from their organization’s ISSO/M on disabling and a certificate of
wireless capability removal (Enclosure #5) will be required, as described within this
package. Devices will be subject to audit.

1. If you require internet access in a CUl area, complete and submit Enclosure #1, AEDC Outreach
Service Acceptable Use and User Agreement. Outreach is not available in classified areas.

2. If you request to carry your organization’s laptop into a CUl area to operate in stand-alone mode
only, then no action is required (other than disabling wireless).

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION IS UNLIMITED
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3. If you require account setup on an unclassified government system or request to connect your
organization’s laptop to an unclassified government system, complete and submit the following:
a. Information System & Device Requirements, Sections 1-3, Enclosure #2.

b. Cyber Awareness Training Certificate (https://dl.dod.cyber.mil/wp-
content/uploads/trn/online/disa-cac-2025/launch.html). This is an annual requirement.
Obtain a .pdf of the training certificate for submission to AFTM or CSR.

c. AF Form 4394, Air Force User Agreement Statement — Notice of Consent Provision,
Enclosure #3.

d. Rules of Behavior and Acceptable Use Standards for Air Force Information Technology,
Enclosure #4.

e. System Access Authorization Request (SAAR), Enclosure #5, for each government network
for which access is required. CSR or AF TM will provide appropriate SAAR (DD2875)
templates, depending on requested systems.

4. If you require account setup on a classified government system or request to connect your
organization’s laptop to a classified government system:

a. Information System & Device Requirements, Sections 1-3, Enclosure #2.

b. Derivative Classifier Training Certificate
https://securityawareness.dcsa.mil/derivative/index.htm. This is an annual requirement.
Obtain a .pdf of the training certificate for submission to AFTM or CSR.

c. Cyber Awareness Training Certificate (https://dl.dod.cyber.mil/wp-
content/uploads/trn/online/disa-cac-2025/launch.html). This is an annual requirement.
Obtain a .pdf of the training certificate for submission to AFTM or CSR.

d. AF Form 4394, Air Force User Agreement Statement — Notice of Consent Provision,
Enclosure #3.

e. Rules of Behavior and Acceptable Use Standards for Air Force Information Technology,
Enclosure #4.

f. System Access Authorization Request (SAAR), Enclosure #5, for each government network
for which access is required. CSR or AF TM will provide appropriate SAAR (DD2875)
templates, depending on requested systems.

g. Information System Security Manager (ISSM) Certification of Wireless Removal, Enclosure
#6.

5. If you request to bring your organization’s laptop or other portable device into a classified area but
will not connect and operate in stand-alone mode only, complete and submit the following:

a. Information System & Device Requirements, Sections 1-3, Enclosure #2.
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FREQUENTLY ASKED QUESTIONS (FAQS)

What do | need to know about information system or electronic device usage at AEDC?

1.
2.

DoD computer usage at AEDC is monitored.

DoD prohibits use of any flash memory device, music disks or other unofficial media in DoD
computers, equipment, or networks/standalones or in systems connected to DoD computers,
equipment, or networks.

Do not attempt to access, connect to, or place devices or media in a DoD computer or network,
including standalone systems unless authorized to do so.

Wireless devices, air cards, recording and/or photographic devices, including cell phones,
prohibited in certain areas to include controlled unclassified areas; adhere to an area’s posted
signage that state the restrictions.

Do not remove or release AEDC equipment, software, media, or information without proper
approval.

Hardware, software, and media must be clearly marked upon creation with the classification level.
Military data requires a DoD distribution statement, export control warning and destruction
notices per sponsoring agency.

Hard drives connecting to AEDC computers will be provided by AEDC. Customer-provided hard
drives will NOT be used.

Personal medical devices with Bluetooth/wireless capabilities must be coordinated in advance
with TOS Industrial Security.

What about using my personally owned electronic devices at AEDC?

1.

Personal cell phones can be used, but only as a telephone, in non-posted areas (hands-free mode
when operating a vehicle).

Do NOT use a cell phone, or any other unauthorized device to take pictures or videos while at
AEDC (NOTE: Identify photography requirements to your AEDC host, who will ensure authorized
equipment is provided and processes are followed).

Personally owned electronic devices or media are not authorized in posted areas, even if it is an
unclassified area.

Do NOT synchronize or connect personally owned electronic devices (even for battery charging) to
DoD computers, equipment, or networks, including standalone DoD laptops.

Do NOT introduce government-owned information to a personally owned device,
including taking photographs with a cell phone while at AEDC.

GENERAL GUIDANCE FOR VISITORS

1.
2.

Do not use prohibited devices within posted areas without written approval.

Do not attempt to enter work or service areas unless you are authorized to be there.

PUBLIC RELEASE; DISTRIBUTION UNLIMITED
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3. Properly dispose of sensitive information in locked shred bins or return to your AEDC visit
sponsor.

4. Always wear AEDC badge properly (above the waist, outside outer most layer of clothing); do not
alter, deface, or destroy a badge; do not misuse a badge (i.e., lending to another individual or using
for identification purposes away from AEDC).

5. Observe traffic, parking rules and requirements.

6. Obey speed limits. Unless otherwise posted, AEDC speed limit is 35 mph; 20 mph at gates; 15
mph in parking lots. Pedestrians have right-of-way.

Seat belt use is required.

Dual citizenship visitors must disclose dual citizenship and must provide proof of U.S. citizenship (U.S.
passport or naturalization paper).

9. Vehicles are subject to random search upon entry and exit; registration and proof of insurance are
required.

10. Do not introduce, transport, use or possess ammunition, firearms, explosives, or other
lethal weapons in the AEDC fenced mission area.

11. Do not disregard safety rules and common safety practices.
12. Do not use tobacco products and/or “strike” matches when or where prohibited.
13. Do not possess or use intoxicants, narcotics, or illegal controlled substances on AEDC.

14. Alcohol is prohibited within fenced mission area. EXCEPTION: when purchased at the Base Exchange,
unopened within original wrapper/container, and accompanied with a sales receipt.

All Emergencies at AEDC (Fire/Ambulance/Police) can be reported by dialing 9-1-1. Inform the operator
you are calling from AEDC.

PUBLIC RELEASE; DISTRIBUTION UNLIMITED



ENCLOSURE #1, OUTREACH SERVICE AGREEMENT Username:

AEDC Outreach Service Acceptable Use and User Agreement
The primary mission of the AEDC Outreach Service, hereafter referred to as Outreach, is to provide a “guest” network
with access to the Internet for special-case situations at DoD locations.

Authorized Use

The Outreach service will not be used to avoid or circumvent any DoD requirements for authorization per DoDI
8510.01 “Risk Management Framework (RMF) for DoD Information Technology (IT)" or the Site Organization, nor is
it to be used to avoid or circumvent local security boundaries and protections such as Computer Network Defense
Service Provider (CNDSP) monitoring, firewalls, and/or Intrusion Detection Systems (IDS).

Examples of those authorized to connect to Outreach are as follows:

e  Short-term (fewer than 30 days) DoD visitors with accredited Information Systems.

o Note: DoD visitors with accredited Information Systems staying for a mid or long term (30 days or more)
should use DoD Authorization To Operate (ATO) reciprocity for general access to DREN or NIPR as
appropriate and available at AEDC for the purpose of inheriting the protections of the local accredited
and protected infrastructure.

e Visitors with an unaccredited Information System that is not authorized to connect to a local (host site’s) DoD-
accredited network.

e Contractors working on base/station with contractor unaccredited Information Systems for access back to
“Company” assets for administration, timekeeping, and email, i.e., non-DoD work activities.

Acceptable use of the Outreach Service is governed by DoD 5500.7-R, “Joint Ethics Regulation”. Paragraph 2-301
states, “Federal Government communication systems and equipment (including electronic mail, internet systems,
and commercial systems when use is paid for by the Federal Government) shall be for official use and authorized
purposes only.” Use of Outreach service to avoid or circumvent any Cybersecurity, Information Assurance (lA), or
Assessment and Authorization (A&A) requirements established by the local Outreach Site Organization (host site) is
strictly prohibited.

Acceptable Uses of Outreach

Professional behavior is always expected by users of the Outreach service. Examples of Acceptable uses of Outreach

include, but are not limited to, the following:

e Internet connectivity for visiting users not otherwise allowed to connect their computing devices to a local DoD-
accredited network. This may include, but is not limited to, DoD employees, both military and civilian; DoD
contractors; DoD-sponsored foreign nationals; and other non-DoD visitors such as U.S. Federal Government
civilian employees or contractors, U.S. Allied military, and civilian personnel.

e Communication between contractors, subcontractors, and their corporations for the purpose of conducting
official corporate-related administrative and communication activities such as timesheets or email.

Acceptable Uses of Networking Technologies

Acceptable uses of Networking Technologies to provide Outreach service include, but are not limited to, the

following:

e The establishment of Internet Protocol Security (IPSEC) or similar tunnels on the customer Outreach Local Area
Network (LAN) segment, either from a client device or as part of a hardware Virtual Private Network (VPN)
solution employing Network Address Translation-Traversal (NAT-T) or similar techniques, is specifically allowed.

AEDC Rules of Behavior

AEDC's Outreach is a non-essential capability that is offered to provide electronic convenience to AEDC’s partners,
customers, and supporting contractors who possess electronic devices that are deemed unsuitable or otherwise
unauthorized for connectivity to a DoD accredited network. The service is similar in nature and concept to any
commercially ubiquitous guest network or internet café. No guarantee of security is implied or inferred to the clients
of Outreach. AEDC does not assume any liability for risks that should be commonly understood to exist on shared
internet accessible infrastructure. The client’s use of encrypted tunneling (i.e. VPN technologies) is strongly
recommended to reduce these risks.

PUBLIC RELEASE; DISTRIBUTION UNLIMITED



ENCLOSURE #1, OUTREACH SERVICE AGREEMENT Username:

Outreach users also understand and agree to the following additional items:

a.
b.

Loss or breach of your assigned username/password should be immediately reported to Outreach personnel.
Outreach clients are subject to both electronic and physical monitoring. Excessive use of Outreach may result in
warning, suspension, or termination of access. Excessive use can include but is not limited to activities such as
social media interaction, streaming media services, gaming, gambling, auctioning, stock trading, crypto-mining
or any high bandwidth activity that impairs or disrupts service access by others. Any such activities are subject
to additional reporting in accordance with DoD 5500.07-R in addition to suspension or termination of access.

| agree that | will NOT:

a.

Smmo oo

~ T -

Share Outreach assigned username/passwords with other persons. Sharing Outreach credentials is strictly
prohibited and will result in suspended or terminated access.

Use Outreach to avoid, bypass, or circumvent any authorization and accreditation (A&A) requirements or other
security boundaries established by or otherwise intended for use at AEDC. Outreach clients shall not use this
service as a means of explicitly bypassing established security controls imposed by other more restrictive
network. Activities of this nature will be reported to AEDC Industrial Security and suspected clients will be
subject to further investigative and/or punitive actions.

Attach any equipment that has not been identified in this agreement to the Outreach capability.

Connect multiple computers using my established credentials at the same time.

Dual-home (i.e. interconnect) a client to Outreach while simultaneously connected to a DoD accredited network.
Reverse engineer, decompile or disassemble the Outreach network or its security mechanisms.

Delegate or provide third party use of my Outreach authorization in any way.

Modify, merge or adapt Outreach to enable operational use with DoD software projects or programs.

Use Outreach to conduct for-profit activities.

Use Outreach for extensive private or personal use.

Use Outreach for the conduct of, or to aid in the conduct of, illegal or prohibited activities.

Use Outreach with the intent to obstruct or disrupt other users of DoD services. Disruptions include, but are not
limited to, terrorist activities, distribution of unsolicited advertising, and propagation of computer worms or
viruses.

Use Outreach to attempt or gain unlawful or unauthorized access to communications devices and resources, as
well as other equipment.

Use Outreach to harm, or attempt to harm, anyone to include minors in any way.

Use Outreach to impersonate any person or entity or to falsely represent or misrepresent myself to other
persons, or to forge headers, or to otherwise manipulate identifiers to disguise the origin of any material
transmitted via the Outreach service.

Use Outreach to transmit data that should otherwise be transmitted over DoD Information Networks such as
the DREN or NIPRNet Wide Area Networks (WANSs); e.g., experimentation results or mission data.

Use Outreach without encryption to transmit, receive, process, or store Controlled Unclassified Information
(CUI) data, or expose it to the unprotected internet. CUI data, including, but not limited to flight test data,
experimentation results, mission data, or government software development must be handled on other
accredited DoD networks. Outreach is not accredited for CUI data transfer.

Move data to and from AEDC Outreach connected computers via removable media (CD or hard drive) to other
AEDC accredited networks/computing environments without following approved procedures.

Use Outreach for the transfer of information in violation of applicable Federal copyright laws and patents,
Federal export control laws and regulations, or DoD or Service/Agency security regulations and directives. This
includes transmission of any material that you do not have a right to make available under any law or of any
material that infringes any patent, trademark, trade secret, copyright, or other proprietary rights of any party.
Use Outreach for the transmission of any unsolicited or unauthorized advertising, promotional materials, "junk
mail," "spam," "chain letter," "pyramid schemes," or any other form of solicitation.

Use Outreach for ethical hacking without authorization.

Use Outreach for excessively high-volume data transfers. The government reserves the right to monitor network
utilization. To achieve fair and equal access, the government reserves the right to throttle bandwidth usage.
Use Outreach to store, transmit or acquire DoD classified information or data.

Use Outreach to host a service. Hosting any services on Outreach is strictly prohibited.

PUBLIC RELEASE; DISTRIBUTION UNLIMITED



ENCLOSURE #1, OUTREACH SERVICE AGREEMENT Username:

y. Use Outreach to host live feeds or participate in teleconferencing activities where sensitive content is either
intentionally or accidentally transmitted.
z. Use Outreach in any manner that is not expressly authorized herein.

By signing this document, you acknowledge that you understand and consent to the terms and conditions herein as
applied to the AEDC Outreach service.

| agree to the conditions and terms in this user agreement. | will not share my credentials with other users.

Signature

User’s Name (Last, First, ML.):

User Contact Phone Number and E-mail Address:

Please specify: Affiliation detail- Commercial/Contractor, Military, Government, Educational or Nation State
Affiliation — include company name, service branch, agency name, country name, and Program/Project name.

Description of Use:

VPN: Yes / No. If Yes, Type:

Device Type/Vendor: Device MAC Address:

Government Sponsor (Last, First, Ml.):

Sponsor Signature:

PUBLIC RELEASE; DISTRIBUTION UNLIMITED



ENCLOSURE 2. INFORMATION SYSTEM AND DEVICE REQUIREMENTS, SECTIONS 1-3

SECTION 1. CUSTOMER INFORMATION

DATE

CITIZENSHIP

LAST NAME FIRST NAME I
CUSTOMER NAME

VOB TITLE
OFFICE SYMBOL/DEPARTMENT

AEDC POCs/SPONSORS

CoMPANY NAME

STREET ADDRESS

CITY, STATE, ZIP

CONTRACTORS ONLY — CONTRACT
NUMBER & EXP DATE

BUSINESS TELEPHONE

OFFICIAL E-MAIL ADDRESS

(DETAIL SPECIFIC IMPACT IF REQUIREMENTS CANNOT BE MET)

MIsSION REQUIREMENT/IMPACT

SECTION 2. REQUEST ACCESS

SENSITIVITY
Program classification: (1 CLASSIFIED U UNCLASSIFIED

ACCOUNT SETUP (CHECK ALL THAT APPLY)

O Account Login to test or other government networks (check all AEDC computer system(s) for which access is
requested).

Q10v QARGUS QARTEMIS (HPC) Q4T Uvkr Q16T  U116S azv  Qizv OMark | LSTAT

UCADDMAS: UC1  Q4c2 1 uJ2 uJe usL2 4sL3

UEDAPS: uct Qdc2 1 Q2 Qe asL2 U4sL3

WUse your existing CAC on unclassified network.
Uinternet Access only, connecting your organization’s laptop to AEDC network.

QVirtual Private Network configuration. Due to potential firewall process change requests, the following
information is needed at least 15 working days in advance of visit. Ensure the Internet Protocol Address and
Port Protocol Service is included in Section 3; seek assistance from your organization’s Information System
Security Manager/Officer (ISSM/0O), if needed.

OTHER REQUIREMENTS (CHECK ALL THAT APPLY)

QConnect your organization’s computer equipment to AEDC’s test networks for data acquisition and analysis
purposes: personally owned devices are prohibited for connectivity.

Use your company’s laptop or other portable electronic device (PED) (regardless of connectivity requirements) in
classified area.

WUse your company’s laptop or other portable electronic device (PED) (regardless of connectivity requirements) in
CUl area.

PUBLIC RELEASE; DISTRIBUTION UNLIMITED




Enclosure 2. LAPTOP AND/OR OTHER PORTABLE ELECTRONIC DEVICE (PED) IDENTIFICATION, SECTION 3. (laninfo .txt file required; refer to information*, below)

List
For Internet Connect to Capallasilities VN Rlcuded Provide
Item Classification Use Only Test Manufacturer Dates of Use Model No. Serial No. (wireless, GPS, Wireless MAC Wired MAC Conflgu.ratlan Ties Port/Protocol
(/N2 Network camera, video, Address Address Required Protocol Service
) (Y/N)? et;: ) ’ (Y/N)?* Address

Use Existing
CACon AEDC
Network

(Y/N)2

*The following must be properly configured on your portable device by your organization’s Information System Security Manager/Officer (ISSM/
O) prior to your arrival. ForInternet Connectivity, AEDC requirements are:

1. Active Ethernet port.

2. Standard straight through Cat5e/Caté network cable of reasonable length (6 foot or greater) terminated with RJ-45 connectors.
3. Configured for auto negotiation for speed and duplex.
4,

Configured for Dynamic Host Configuration Protocol (DHCP) for both IP addressing and Domain Name Service (DNS). Generate the
laninfo.txt file, as follows:

Ensure wired LAN inferface is enabled
Open a command window: ->START ->Run ->Type “CMD" and press “Enter”
At command prompt in command window, type ipconfig/all>>laninfo.txt and press “Enter”

Text file will be generated to area where indicated by C: prompt in command screen (i.e. C:\DocumentsandSetting\YOUR-NAME).
Include the laninfo.ixt with this completed form (Information System & Device Requirements, Sections 1-3).

02000

PUBLIC RELEASE; DISTRIBUTION UNLIMITED



ENCLOSURE 3. AIR FORCE USER AGREEMENT STATEMENT - NOTICE AND CONSENT PROVISION

By signing this document, you acknowledge and consent that when you access Department of Defense (DoD) information systems:

You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this information
system) that is provided for U.S. Government-authorized use only.

You consent to the following conditions:

The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but not
limited to, penetration testing, communications security (COMSEC) monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (Cl) investigations. At any time, the U.S. Government may
inspect and seize data stored on this information system.

Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception,
and search, and may be disclosed or used for any U.S. Government-authorized purpose.

This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government
interests -- not for your personal benefit or privacy.

Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement, or
counterintelligence investigative searching or monitoring of the content of privileged communications or data (including work
product) that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants.
Under these circumstances, such communications and work product are private and confidential, as further explained below:

Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U.S.
Government actions for purposes of network administration, operation, protection, or defense, or for communications security. This
includes all communications and data on an information system, regardless of any applicable privilege or confidentiality.

The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including
personnel misconduct, law enforcement, or counterintelligence investigation). However, consent to interception/capture or
seizure of communications and data is not consent to the use of privileged communications or data for personnel misconduct,
law enforcement, or counterintelligence investigation against any party and does not negate any applicable privilege or
confidentiality that otherwise applies.

Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of
confidentiality, is determined in accordance with established legal standards and DoD policy. Users are strongly encouraged to
seek personal legal counsel on such matters prior to using an information system if the user intends to rely on the protections of
a privilege or confidentiality.

Users should take reasonable steps to identify such communications or data that the user asserts are protected by any such
privilege or confidentiality. However, the user's identification or assertion of a privilege or confidentiality is not sufficient to create
such protection where none exists under established legal standards and DoD policy.

A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not waive the

privilege or confidentiality if such protections otherwise exist under established legal standards and DoD policy. However, in such
cases the U.S. Government is authorized to take reasonable actions to identify such communication or data as being subject to

a privilege or confidentiality, and such actions do not negate any applicable privilege or confidentiality.

These conditions preserve the confidentiality of the communication or data, and the legal protections regarding the use and
disclosure of privileged information, and thus such communications and data are private and confidential. Further, the U.S.
Government shall take all reasonable measures to protect the content of captured/seized privileged communications and data to
ensure they are appropriately protected.

In cases when the user has consented to content searching or monitoring of communications or data for personnel misconduct, law
enforcement, or counterintelligence investigative searching, (i.e., for all communications and data other than privileged
communications or data that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their
assistants), the U.S. Government may, solely at its discretion and in accordance with DoD policy, elect to apply a privilege or other
restriction on the U.S. Government's otherwise-authorized use or disclosure of such information.

All of the above conditions apply regardless of whether the access or use of an information system includes the display of a Notice
and Consent Banner ("banner"). When a banner is used, the banner functions to remind the user of the conditions that are set
forth in this User Agreement, regardless of whether the banner describes these conditions in full detail or provides a summary of
such conditions, and regardless of whether the banner expressly references this User Agreement.

1. NAME (Last, First, Middle 2. STATUS
J Military Civilian Contractor
3. USER SIGNATURE 4. DATE (YYYYMMDD)
AUTHORITY: 10 U.S.C. Section 8013: Secretary ofthe AW- Force. AFI 33-332: ROUTINE USE: N %
AF FORM 4394, 20130621 and E.O. 9397 {SSN) DISCLOSURE IS vg:ENTARY: Failure to provide the SSN would make it

PUBEYG RIERIMEABE ol [STR BT SNkt VA PloEeEed

and filed. SSN is not required f« contractors.




ENCLOSURE 4. Rules of Behavior and Acceptable Use Standards for Air Force Information Technology

The following statements reflect mandatory behavioral norms and standards of acceptable use of Air Force Information Technology. By signing below, you
indicate both your understanding of these standards, and your agreement to act in accordance with them as a condition of your service with or access within
the Air Force. Air Force instruction 17-130, Cybersecurity Program Management, applies.
1. | WILL adhere to and actively support all legal, regulatory, and command requirements.
a. | understand that Air Force information Technology is to be used primarily for Official/Government Business, and that limited personal use must be of
reasonable duration and frequency that have been approved by the supervisors and do not adversely affect performance of official duties, overburden
systems or reflect adversely on the Air Force or the DoD.
b. 1 will not use my access to government information or resources for private gain.
c. | waive my expectation of privacy in my Air Force electronic communications. This is not a waiver of my rights to attorney-client privilege, medical
information privacy, or the privacy afforded communications with religious officials/chaplains.
d. | will observe all software license agreements and Federal copyright laws.
e. | will encrypt sign and any message containing For Official Use Only or Personally Identifiable Information.
f. 1 will promptly report all security incidents in accordance with Air Force policy.
2. 1 WILL use the system in a manner that protects information confidentiality, integrity and/or availability.

a. | will not store or process classified information on any system not approved for classified processing.

b. | will protect my Common Access Card/hardware token from loss, compromise, or premature destruction. | will not share my token/credentials with
anyone, use another person’s token/credentials, or use a computer or terminal on behalf of another person.
| will protect my passwords/Personal Identification Numbers from disclosure: | will not post or write these down in my workspace.

d. Iwill lock or log-off my computer or terminal any time | walk away.

e. lunderstand that my password/Personal Identification Numbers must adhere to current Air Force standards for length, key-space, and aging
requirements.

f. 1will not disclose any non-public Air Force or DoD information to unauthorized individuals.

g. lunderstand that everything done using my Common Access Card/hardware token/password/Personal Identification Number will be regarded as
having been done by me.

h. | will employ anti-malware software and update it as required; | will immediately notify my CFD or WCO if | believe Air Force Information Technology
assets entrusted to me have been compromised; | will take immediate measures to limit damage.

3. | WILL protect the physical integrity of computing resources entrusted to my custody or use.

a. | will protect Air Force Information Technology from hazards such as liquids, food, smoke, staples, paper slips, etc.

b. I will protect Air Force Information Technology from tampering, theft, or loss; | will take particular care to protect any portable devices and media
entrusted to me, such as laptops, cell phones, tablets, disks, and other portable electronic storage media.

c. | will protect Air Force Information Technology storage media from exposure to physical, electrical, and environmental hazards. | will ensure that
media is secured when not in use based on the sensitivity of the information contained, and practice proper labeling procedures.

d. 1 will not allow anyone to enter DoD or Air Force facilities without proper authorization.

e. | will not install, relocate, modify, or remove any Air Force Information Technology without proper approval.

4. | WILL NOT attempt to exceed my authorized privileges.

a. | will not access, research, or change any account, file, record, or application not required to perform my job.

b. I will not modify the operating system configuration on Air Force Information Technology without proper approval.

c. | will not move equipment, add, or exchange system components without authorization by the appropriate approval of my local systems manager or
local hardware custodial personnel.

d. Iwill not use, or connect to, non-official hardware, software, or networks for official business without proper approval and without the use of
authorized mobile device network encryption.

5. 1 WILL NOT use systems in a way that brings discredit on Air Force users or the Air Force or degrade Air Force mission.
a. | will practice operational security in accordance with guidance contained in Air Force Instruction 10-701, Operations Security.
I will not receive or send inappropriate material using my official email or Internet accounts.
I will not originate or forward chain letters, hoaxes, or items that advocate or support a political, moral or philosophical agenda.
I will not add slogans, quotes, or other personalization to an official signature block.
| will understand that pornography, sexually explicit or sexually oriented material, nudity, hate speech or ridicule of others on the bases of protected
class (e.g., race, creed, religion, color, age, sex, disability, national origin), gambling, illegal weapons, militant, extremist, or terrorist activities will not
be tolerated.
f.  1'will not connect or remove any form of removable medical without proper approval.
6. | WILL NOT waste system and network resources.

a. | will not make excessive use of my official computer to engage with social media for personal purposes (e.g., Facebook, Twitter, Instagram, Snapchat,
etc.).

b. 1 will not make excessive use of my official computer for shopping, or to view full-motion video from non-official sources (e.g., YouTube, online
multiplayer video games, etc.).

c. | will not auto forward e-mail from my official account to a personal e-mail account.

o]
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Rank/Position Printed Name (Last, First, M)
Date Signature
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ENCLOSURE 5. INSTRUCTIONS FOR COMPLETING SYSTEM ACCESS
AUTHORIZATION REQUEST (SAAR) — DD2875

A SAAR or DD2875 is required for each unique government network for which access is

requested. Please contact your AF TM or CSR for appropriate templates, if needed. Failure to

complete the DD2875 properly, as directed below, results in delays.
These are the only fields that require completion:

TYPE OF REQUEST: Click “Initial” (regardless of whether you’ve had an account on the
system in the past; accounts are disabled after test program completion.

USER ID: If you possess a CAC card, enter the DoD ID Number from the back of the card;
otherwise, leave blank.

DATE: Self-Explanatory

SYSTEM NAME: The name of the system will already be entered in the DD2875 template(s)

provided to you by the CSR or AF TM; no entry is required by the customer.
LOCATION: Arnold AFB, TN

PART |

Blocks 1-10: Self-Explanatory.

Skip to Block 13, saving Blocks 12 and 11 for last.

PART i

Block 13: “Required to support Test Program XXXXX.”

Block 14. Select “Authorized”

Block 15. Select appropriate classification of system.

Block 16a. Enter the Contract # and Expiration Date associated with the test program to
be conducted at AEDC.

Block 27. The options in this block vary, depending on which DD2875 template/system is

used; if needed, request guidance from AF TM or CSR.
Block 12: Enter date.
Block 11: Digitally sign.
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ENCLOSURE 6. CERTIFICATION OF WIRELESS CAPABILITY REMOVAL FOR DEVICES
INTRODUCED TO CLASSIFIED AREAS

To:
From:

Date Certified:

Industrial Security / Information Systems Security Manager (ISSM)

| certify that all wireless capability has been removed from the following devices and
camera lens (if applicable) have been covered with metallic tape:

Item Description

Model #

Serial #

Certifying Official Signature/Organization/Title (ISSM or IA Level Il Personnel required)
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