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OFFICE OF INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

July 11, 2024
(U) MEMORANDUM FOR COMMANDER, U.S. AIR FORCES IN EUROPE

Subject: (U) Management Advisory: U.S. Air Forces in Europe Handling of Sensitive
Information at Logistics Enabling Node-Romania (Report No. DODIG-2024-109)

(U) This final management advisory provides the results of the DoD Office of Inspector
General’s evaluation. We previously provided copies of the draft management advisory
and requested written comments on the recommendations. We considered
management's comments on the draft management advisory when preparing the final
management advisory. These comments are included in the management advisory.

(U) The Commander of U.S. Air forces in Europe agreed to address the
recommendations of the management advisory or proposed alternative corrective
actions that metthe intent of the recommendations. Therefore, we consider the
recommendations resolved and open. We will close the recommendations when you
provide us documentation showing thatall agreed-upon actions to implement the
recommendations are completed. Therefore, within 90 days please provide us your
response concerning specific actions in process or completed on the recommendations.
Send your response to either followup@dodig.mil if unclassified or
rfunet@dodig.smil.mil if classified SECRET.

(U) If you have any questions, please contact me at SSBISIIEIDIEIN. (DSN [iiEs
]

FOR THE INSPECTOR GENERAL:

o2 728 .
(/1?24» (_Lare
i

Bryan Clark

Assistant Inspector General

Programs, Combatant Commands,
and Operations

o
DODIG-2024-109 | ii



(U) Introduction

(U) Executive Summary

(U) Since Russia’s full-scale invasion of Ukraine on February 24, 2022, the United States
and its allies have transferred defense items to the Ukrainian Armed Forces (UAF) to
support their war effort. Within the U.S. European Command (USEUCOM), U.S. Air
Forces in Europe (USAFE) personnel assigned to the Logistics Enabling Node Romania
(LEN-R) are responsible for overseeing the transfer of a portion of the defense items to
the UAF through Romania. The United States uses locations such as LEN-R to transfer
equipment by truck, rail, or air for onward movement to Ukraine. At LEN-R, USAFE
personnel handle customs clearance, accountability, and reporting for the delivery of
contracted defense items on behalf of the U.S. Government. LEN-R personnel report on
the results of these transfers to the Security Assistance Group Ukraine (SAG-U).

(U) In January 2024, during our ongoing evaluation of LEN-R, we identified operational
and information security vulnerabilities that created a risk of inadvertently revealing
sensitive or classified DoD information, which could impact the overall success of the
LEN-R mission.! Specifically, USAFE personnel provided our team with documentation
that was not properly marked in accordance with USEUCOM and USAFE security
classification guidance or supplemental documentation. Additionally, USAFE personnel
violated DoD Instruction (DoDI) 8170.01, DoD Manual (DoDM) 5200.01, and Secretary
of Defense guidance by transmitting official DoD information over public networks
using personal electronic devices (PEDs) and third-party messaging services.2

(U) These situations occurred for two reasons. Specifically, USAFE did not provide
LEN-R personnel with:

e (U) mission-specific classification guidance or instruction on the application of
limited existing theater guidance regarding the appropriate classification of
mission-related information, or

e (U) the equipment necessary to conduct their mission through approved
communications platforms.

(U) If an adversary or strategic competitor compromises the operational details
contained within the documentation and communications, it could result in serious
damage to U.S. national security interests by providing information sufficient to disrupt

1 (U) DoD OIG Project No. D2023 DEVOPC 0027.000, “Evaluation of Security and Accountability Controls for Defense Items
Transferred to Ukraine Through Romania.”

2 (U) DoD Instruction 8170.01, “Online Information Management and Electronic Messaging,” January 2, 2019, incorporating
Change 1 effective August 24, 2021. DoD Manual 5200.01, Volume 3, “DoD Information Security Program,”
February 24, 2012, Effective July 28, 2020.
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(U) ongoing operations and cause harm to personnel, property, the mission, and
Ukraine’s sovereignty and territorial integrity.

(U) We recommend that the Commander of USAFE conduct a review of USAFE security
classification guidance to determine whether the guidance is sufficient for USAFE
personnel to properly mark, store, and disseminate information related to USAFE
missions in support of Ukraine and provide direction for USAFE units on existing or
updated guidance following the sufficiency review. We also recommend that the
Commander provide the necessary equipment to enable personnel stationed at LEN-R
to transmit and receive classified information securely. Further, we recommend that
the Commander incorporate guidance and lessons learned from this management
advisory into annual trainings and security refreshers for USAFE

subordinate commands.

(U) The USAFE Commander agreed with two of the recommendations and disagreed
with one recommendation. The Commander agreed to conduct a review and determine
whether the current USAFE security classification guidance is sufficient for USAFE
personnel to properly mark, store, and disseminate information. The Commander also
agreed to incorporate guidance and lessons learned from this management advisory
into annual trainings and security refreshers for USAFE subordinate commands. The
Commander disagreed with the recommendation to provide the necessary equipment
to enable personnel stationed at LEN-R to transmit and receive official information
securely, stating that due to the complexity of communications needed to meet mission
requirements, he authorized an exception to policy in DoDI 8170.01. According to
DoDI 8170.01, Component heads have the authority to approve official use of non-DoD
controlled and non-federal controlled electronic messaging services. Although it does
not mitigate the risk, the USAFE Commander’s authorization of the exception listed in
DoDI 8170.01 minimally meets the intent of the recommendation because it documents
the USAFE Commander’s acceptance of risk. Therefore all three of the
recommendations are resolved but remain open pending DoD OIG verification of

the Commander’s actions.

anaREE
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(U) Objective

(U) The objective of this ongoing evaluation is to determine the effectiveness and
efficiency of the DoD’s security and accountability controls for U.S. defense items
transferred to the UAF through LEN-R. This management advisory addresses urgent
security concerns we discovered with operational and information security of
documents and communications used to manage, track, and coordinate the movement
of U.S. defense items to Ukraine through LEN-R.

(U) Background

(U) Since Russia’s full-scale invasion of Ukraine on February 24, 2022, the United States
and its allies have transferred defense items to the UAF to support their war effort.

The DoD transports U.S. defense items by air or sea from the United States to aerial and
sea ports of debarkation, as well as specified LENs in the USEUCOM area of
responsibility, for onward movement to Ukraine. Once defense items are in USEUCOM’s
area of responsibility, the DoD transports the items through a LEN and transfers the
defense items to Ukrainian trains or trucks for onward movement to Ukraine.

£53 One transport location within USEUCOM is LEN-R. [EHEGORIEDEOEEER)

(U) DoD Policy and USEUCOM and USAFE Guidance on
Security Classification

(U) DoDM 5200.01 volume 3 identifies the roles and responsibilities for the protection
of classified national security information.? Specifically, DoDM 5200.01 implements
policy and provides procedures for the safeguarding, storage, destruction, transmission,
and transportation of classified information. DoDM 5200.01 volume 2 states that: the
proper marking of a classified document is the specific responsibility of the original or
derivative classifier, and derivative classifiers shall refer tothe source documents,
Security Classification Guides (SCGs), or other guidance issued by the original
classification authority when determining the markings to apply.

3{U) DoD Manual 5200.01, Volume 3, “DoD Information Security Program: Protection of Classified Information,”
February 24, 2012, Incorporating Change 3, Effective July 28, 2020.

4 {U) DoD Manual 5200.01, Volume 3, “DoD Information Security Program: Marking of Information,” February 24, 2012,
Incorporating Change 4, Effective July 28, 2020.

i e
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(U) DoDM 5200.01 volume 3 states that an SCG is the authoritative document for
derivative classification. Volume 3 also states that DoD personnel must transmit
classified information over secure communications circuits approved for transmission
of information at the specified level of classification. This includes communication by
telephone, email, and other forms, such as messages or websites. DoDM 5200.01
volume 3 also provides procedures for the safeguarding, storage, destruction,
transmission, and transportation of classified information. According to the manual,
DoD personnel must transmit classified information over secure communications
circuits approved for transmission of information at the specified level of classification.
This includes communication by telephone, email, and other forms, such as messages
or websites.

(U) To implement DoDM 5200.01, USEUCOM developed an SCG that establishes the
basic policies for proper classification and release of information relevant to USEUCOM,
including vulnerabilities, capabilities, systems, projects, and programs that pertain to
operations, exercises, and training events during normal and emergency periods. The
USEUCOM SCG provides both original and derivative classifiers with guidance on the
required classification level and duration of classification based on the types of
information or documentation created. USAFE also developed their own SCG that
references and incorporates the USEUCOM SCG, but provides additional guidance
specific to USAFE missions.

(U) Additionally, the DoD regulates how DoD personnel may use electronic devices to
communicate official DoD information. Specifically, DoDI 8170.01, states, “DoD
personnel must not use personal email or other nonofficial accounts to exchange official
information.”s The DoDI also states, “Personal, nonofficial accounts may not be used to
conduct official DoD communications for personal convenience or preferences.”

5 (U) DoD Instruction 8170.01, “Online Information Management and Electronic Messaging,” January 2, 2019, incorporating
Change 1 effective August 24, 2021.

[ o
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(U) USAFE Personnel at LEN-R Mishandled
Classified and Sensitive Mission Data

¢33 USAFE personnel at LEN-R did not properly mark, store, or disseminate classified
and sensitive mission data in accordance with the USEUCOM or USAFE Security
Classification Guides (SCGs) or supplemental guidance. N EDESEER)

¢33 Additionally, USAFE personnel at LEN-R violated DoD information security policies
by using unauthorized PEDs and a third-party electronic messaging application to

transmit official DoD information. VNETMRESNCERE

(U) These conditions occurred because USAFE did not provide LEN-R personnel with:

e (U) mission-specific classification guidance or instruction on the application of
limited existing theater guidance regarding the appropriate classification of
mission-related information, or

e (U) the equipment necessary to conduct their mission through approved
communications platforms.

(U) As a result, the DoD risls serious damage to U.S. national security interests,
operational security, and the success of the DoD’s mission to provide Ukraine defense
items through Romania.

€53 This is the second management advisory we have issued an information security
concerns related to Ukraine operations within the USEUCOM area of responsibility.
Previously, the DoD OIG issued Report No. DODIG-2024-002, a management advisory
discussing the protection of sensitive mission data by SAG-U and its subordinate
commands on November 2, 2023. Thatadvisory identified that DoD personnel at a LEN
in Poland transmitted sensitive DoD logistics information over PEDs using the public
third-party electronic messaging application and did not use authorized secure systems
to store and transmit sensitive information.”

% {U) We requested information for the ongaing DoD OIG Project No. D2024 DEVOPC 0027.000, “Evaluation of Security
and Accountability Controls for Defense Items Transferred to Ukraine Through Romania.”

7{U) The DoD OIG is currently conducting Project No. D2024 DEVOPC 0083.000, “Follow up Evaluation of Management
Advisory: The Pratection of Sensitive Mission Data by the Security Assistance Group Ukraine and Its Subordinate
Commands,” to follow up on the results of the management advisoiy.
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(U) USAFE Personnel at LEN-R Did Not Handle
Classified and Sensitive Mission Data in Accordance

with DoD Requirements

{53 We identified that USAFE personnel at LEN-R did not properly mark, store, or
disseminate classified and sensitive mission data in accordance with the USAFE or

USEUCOM SCGs or supplemental guidance. VRN RS NOEER)

|

{53 As part of an ongoing evaluation, USAFE officials at LEN-R responded to a request
for information on LEN-R operations by providing a number of documents, including
USAF (b)(1)(1.4a), (b)1)(1.49) and other
documentation containing operational details through NIPRNet. The classification
markings on these documents were inconsistent; some carried CUI markings, others

were unmarked.

LESIUSAF (b)(1)(14a), (b)(1)1.4g)

(U) The USEUCOM SCG identifies the following classification guidance for these types
of information.

e (U)/Hig should be classified as SECRET until 1 year after
operation completion.

8{U) Joint Operations Directives summarize current operations in space and time, provide commander's intent and
guidance, and establish tasks resulting from decision boards. These messages, typically drafted as orders, allow staffs
to quickly gain and share situational awareness and understanding.

[ ﬁﬁi
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e (U) Participating units, including types, vulnerabilities, locations, quantities,
readiness status, deployments, redeployments, or details of movement of U.S.
friendly forces in operations, should be classified as SECRET until mission
completion.

e (U) Movement of ammunition, aircraft, and other equipment should be treated
as Confidential and may be classified higher at the direction of the USEUCOM
Logistics Directorate.

e (U) Host nation participation should be classified as SECRET until
plan execution.

e (U) Specific locations of temporarily deployed communications nodes
supporting contingency or exercise-related command and control networks
should be classified as SECRET until redeployment.

£€83 The USAFE SCG identifies a number of similar elements consistent with the
requirements of the USEUCOM SCG. Specifically, the USAFE SCG mirrors language
regarding classification as a minimum of SECRET for information on participating units,
including types, vulnerabilities, locations, quantities, readiness status, deployments,
redeployments, and details of movement of U.S. friendly forces. The USAFE SCG also
includes language stating that the specifics of communications security hardware
requires classification as SECRET, similar to the USEUCOM SCG’s language regarding
the locations of deployed communications nodes.

{53 Following our review of the SCGs, we contacted the USEUCOM Special Security Office
(J24) and the USAFE IP Office to request clarification on the proper classification of the
information we received. We provided USEUCOM ]24 . 2nd other

documents to review. USEUCOM ]24 officials stated that |

e
I However, the ] 24 officials recommended that we contact the USAFE IP

Office, as the owners of the information with subject matter experts, who could review
the documents and make definitive classification determinations. We therefore
provided | 2nd other document to the USAFE IP office and similarly
asked for guidance on the proper classification of the information. The USAFE IP Office
Director reviewed the information and stated that at least one element in each of the
three documents we provided contained classified information.

£53 An official from the USAFE IP office stated on March 20, 2024, that the | N
would need to conduct an official inquiry into the spillage of classified information,
which began on March 27, 2024. The | completed their inquiry on
June 10, 2024, and concluded that an inadvertent spillage of classified information and
controlled unclassified information did occur.

1S iEE
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(U) USAFE Personnel at LEN-R Used PEDs and
Third-Party Electronic Messaging Services to
Communicate Official Information

{53 USAFE personnel at LEN-R violated DoD information security policies by using PEDs
and a third-party electronic messaging application to transmit official DoD information.

USAE (b)(1)(1.4a), (b)(1X1.4g)

(U) DoDI 8170.01 states, “DoD personnel must not use personal email or other
nonofficial accounts to exchange official information.” The DoDI also states, “Personal,
nonofficial accounts may not be used to conduct official DoD communications for
personal convenience or preferences.” Specifically, the Instruction states, “DoD
personnel may not use personal, nonofficial accounts to conduct official DoD
communications.” On April 17, 2023, the Secretary of Defense issued a memorandum
emphasizing cybersecurity protocols that references the requirements of

DoDI 8170.01.° The memorandum states that DoD Components must immediately
review and assess their adherence to standards for protecting classified National
security information. Additionally, USEUCOM issued a memorandum, on April 17,2023,
reinforcing DoD policy prohibiting the use of non-DoD controlled electronic messaging
systems, except when specific conditions are met.10

5

USAF (b)(1)(1.4a), (b){1)(14g)

I A!though DoD policy generally prohibits the use of PEDs to
conduct official DoD business, DoDI 8170.01 does provide for limited exceptions to the

9(U) “Memorandum for all Department of Defense Personnel: Immediate Review and Assessment of Department of Defense
Information Security Procedures,” April 17, 2023.

0 {U) “Memorandum for Distribution: Useof Non DoD controlled Electronic Messaging Systems,” April 17, 2023.

S S S
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€93 policy under three conditions. The three conditions for using personal PEDs are:

1) Emergencies or other critical mission needs; 2) When official communication
capabilities are unavailable, impractical, or unreliable; and 3) It is in the interests of
DaD or other U.S. Government missions. However, USAFE personnel we interviewed
were not aware of any documentation requesting or granting an exception to the policy
under the three conditions allowed.

(U) USAFE Did Not Provide Mission-Specific
Classification Guidance or Approved Communications

Equipment to Mission Personnel
(U) The conditions occurred because USAFE did not provide LEN-R personnel with:

e (U) mission-specific classification guidance or instruction on the application of
limited existing theater guidance regarding the appropriate classification and
protection of mission related information, or

e (U) the equipment necessary to conduct their mission through approved
communications platforms.

(U) USEUCOM and USAFE SCGs Did Not Provide Clear
Guidance on the Classification of Ukraine-Specific Information

53 We reviewed the USEUCOM and USAFE SCGs and previous DoD OIG reports. We
also interviewed USAFE [P, {5{%W. and LEN-R personnel, and determined that
USEUCOM and USAFE officials did not provide mission-specific guidance or instruct
LEN-R personnel in the proper application of existing guidance regarding classification
marking, storage, or dissemination of mission-related information. We reviewed the
USEUCOM and USAFE SCGs for information related to missions in support of Ukraine
security assistance and did not find any specific guidance. Additionally, a previous
DoD 0OIG management advisory found that the USEUCOM SCG only “includes generic
guidance and may not include sufficient detail for making classification decisions about
the DoD’s Ukraine security assistance mission.”1! That management advisory
recommended that the Commander of USEUCOM review existing classification guidance
and determine whether the guidance was sufficient to enable personnel within
USEUCOM to conduct proper derivative classification. Depending on the outcome of
that review, the management advisory also recommended either updating the
USEUCOM SCG with additional guidance specific to Ukraine assistance operations or
providing clarifying guidance to officials on how to perform derivative classification
with the existing guidance. While USEUCOM concurred with those recommendations,
officials indicated that the review would not be complete until May 2024. According to

1.{U) DoD OIG Report No. DODIG 2023 10S, “Management Advisory: U.S. European Command Security Classification
Guidance for Ukraine Assistance,” August 11, 2023,

56
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53 USAFE officials, as of March 2024, USEUCOM had not provided any
additional guidance.

€53 Officials at LEN-R and the EGIEEREE RN were unsure of
the classification level of their mission and documentation. During our interviews with
personnel, including current and former LEN-R commanders, some of these
personnel stated that they believed portions of their mission information should be CUI
at a minimum and potentially classified due to compilation and aggregation. However,
current and former LEN-R commanders also stated that while they were aware of SCGs,
they did not know whether USEUCOM had developed an SCG for the mission to transfer
defense articles to Ukraine and that no one from their leadership chain provided them
with security classification guidance related to their mission. Additionally, the
personnel, including the g5 {7 Commander, stated that they did not know whether
SAG-U or USAFE issued specific guidance regarding the classification of the LEN-R
mission and documentation created from it. The (FARFM “ommander also stated that
they understood the information related to transfers of defense items to be unclassified
or CUL

€5 During aninterview with the USAFE IP Office Director, we asked whether the
USEUCOM staff had provided any additional supplementary guidance to USAFE on
conducting derivative classification for Ukraine-related activities. The USAFE IP Office
Director was aware of USEUCOM and USAFE Night Orders and the USEUCOM and
USAFE SCGsbut stated that they were unaware of any SCG or guidance regarding
classification of cargo movement information related to Ukraine or the LEN-R mission.

¢€¥ We previously identified and highlighted security concerns related to insufficient
SCG guidance for USEUCOM personnel. Specifically, on August 11, 2023, we issued a
management advisory on USEUCOM SCGs for Ukraine assistance due in part to the
receipt of information that U.S. Army Europe and Africa personnel did not properly
mark as classified12 The August 2023 management advisory also identified that the
USEUCOM SCG includes generic guidance and may not include sufficient detail for
making classification decisions about the DoD’s Ukraine security assistance mission.
The management advisory emphasized that the absence of sufficient guidance
regarding the proper classification of activities in support of the DoD’s Ukraine security
assistance missions creates a risk that personnel within multiple commands in the
USEUCOM areaofresponsibility may not mark documents with the appropriate level

of classification. That management advisory recommended that the Commander of
USEUCOM determine whether current SCGs were sufficient to provide USEUCOM
personnel with guidance related to the classification of Ukraine mission-related
information. As of April 2024, a USEUCOM official stated indicated they were still in the
process of addressing the recommendation, with an estimated completion in May 2024.

2 (4) DoD OIG Report No. DODIG 2023 105 “Management Advisory: U.S. European Command Security Classification
Guidance for Ukraine Assistance,” August 11, 2023.
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£€UH-USEUCOM is already working on resolving the above recommendation, and we
are not recommending additional action by the Commander of USEUCOM at this time.

(U) USAFE Officials Did Not Provide LEN-R with Necessary
Communications Equipment

{53 USAFE officials did not provide LEN-R personnel with necessary equipment to
conduct their mission through approved communications platforms and in accordance
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£53 The I Commander at I stated that they
did not have any current plans to provide additional equipment to the | N

personnel stationed at LEN-R. Specifically, the Commander stated that the [Jjil]
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& IR RN ENGREY) and USAFE have several ongoing projects for upgrades
to communications infrastructure.. SO SEDINOEEEL)
EEEEEEEEEE—S———————————

{53 We previously identified similar instances of personnel using public third-party
messaging applications on PEDs to transmit official DoD information elsewhere within
the USEUCOM area of responsibility. In a management advisory released on November
2, 2023, we found that U.S. Army Europe and Africa personnel stationed in Poland
transmitted sensitive equipment movement data on their PEDs over public networks,
using public messaging applications and public online document editors.13 That
management advisory recommended that the Commander of the Poland mission issue
sufficient government information systems to personnel performing the mission in
order to comply with DoD policy.

(U) The DoD Risks Serious Damage to U.S. National
Security Interests and Capabilities in USEUCOM

{53 Due to these operational and information security vulnerabilities, the DoD rishs
serious damage to U.S. national security interests, operational security, and the success
of the DoD's mission to provide Ukraineadditionaldefense itemsthrough Romania.

{53 If personnel do not follow proper procedures for derivative classification or
communication of classified information regarding the [F{ZHIRRE] activities or those of
DaD contractors or subcontractors to facilitate the transfer of defense items to Ukraine
may become compromised. Anunauthorizeddisclosure could increase the risk of harm
to DoD, contractor, or partner nation personnel and property.

{53 Additionally, the DoD risks disruption to its mission providing security assistanceto
Ukraine due tothe lack of clear guidance on security classification. Asa resultofa
security inquiry into the appropriate level of classification for the LEN-R mission that
began following our outreach to the USAFE IP Office, LEN-R personnel stated that they

USAF (b)(1)(144a). (b)(1)X1.49)

33{U) DaD OIG Report No. CODIG 2024 002, “Management Advisory: The Protection of Sensitive Mission Data by the
Security Assistance Group — Ukraine and Its Subordinate Commands,” November 2, 2023.
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(U) Recommendations, Management Comments,
and Our Response

(U) Recommendation 1
(U) We recommend that the U.S. Air Forces in Europe Commander:

a. (U) Conduct areview of U.S. Air Forces in Europe security classification
guidance and determine whether existing guidance is sufficient for U.S.
Air Forces in Europe personnel to properly mark, store, and disseminate
information related to U.S. Air Forces in Europe missions in support of
Ukraine, such as those at Logistics Enabling Node-Romania.

1. (U) If the Commander determines that existing guidance is
insufficient, the Commander should update the U.S.
Air Forces in Europe security classification guide and
provide notification to squadron information protection
officers informing them of thenew guidance.

2. (U) Ifthe Commander determines that existingguidanceis
sufficient, the Commander should issue coordinating
instructions to squadron information protection officers on
how to apply existing guidance for U.S. Air Forces in Europe
missions in support of Ukraine.

(U) Commander, U.S. Air Forces in Europe Comments

(U) The USAFE Commander agreed with the recommendation. The Commander
stated that the USAFE Information Protection Office reviewed the current security
classification guidance and determined that the guidance is in accordance with DoD
policy and sufficient for USAFE personnel to properly mark, store, and disseminate
information related to USAFE missions in support of Ukraine, such as those at LEN-R.
The Commander further stated that the USAFE IP Office has provided additional
instructions to {EEGICIREENC I [P officers on how to apply existing guidance for
USAFE mission in support of Ukraine. Lastly, the Commander stated that at the
completion of the formal investigation, the USAFE IP Office will provide all subordinate
units lessonslearned captured in the investigation to ensure units are trained

to standards.

(U) Our Response

(U) Comments from the USAFE Commander addressed all specifics of the
recommendation; therefore the recommendation is resolved but will remain open. We
will close the recommendation once we verify thatthe USAFE IP Office has provided the
additional guidance and lessonslearnedspecified in the recommendation to
subordinateunits.

oy i
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(U) Provide necessary communications equipment and gear to the Logistics
Enabling Node-Romania team to allow the squadron to perform its security
assistance mission in accordance with DoD Instruction 8170.01, DoD Manual
5200.01, and the Secretary of Defense memorandum on DoD information
security procedures, dated April 17, 2023.

(U) Commander, U.S. Air Forces in Europe Comments
£5 The USAFE Commander disagreed with the recommendation, [EaRREDEDOTED

P . the Commander stated that the LEN-R mission meets all

three conditions for an exception to utilize non-DoD communication methods outlined
in DoDI 8170.01. The USAFE Commander also stated that he will ensure USAFE creates
a memorandum to memorialize the exception to the DoDI 8170.01 requirement to
permit LEN-R personnel to utilize non-DoD communication methods.

(U) Our Response

(U) Although the USAFE Commander disagreed with the recommendation, the
Commander’s response addressed the specifics of the recommendation; therefore the
recommendation is resolved and but will remain open. We acknowledge that according
to DoDI 8170.01, component heads have the authority to approve official use of non-
DaoD controlled and non-federal controlled electronic messaging services and that the
Commander believes justification for an exception exists because alternative solutions
are impractical. Although itis not optimal because it does not mitigate the risk, the
USAFE Commander’s authorization of the exception listed in DoDI 8170.01 minimally
meets the intent of the recommendationbecause it documents the USAFE Commander’s
acceptance ofrisk. We will close the recommendation once we verify that USAFE has
issued the memorandum documenting the exception to policy granted by the USAFE
Commander under DoDI 8170.01.

P

(U) Develop guidance and lessons learned from the improper classification
and use of third -party electronic messaging services identified in this
management advisory into U.S. Air Forces in Europe annual trainings and
security refreshers on proper derivative classification and

operational security.

—_—
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(U) Commander, US. Air Forces in Europe Comments

(U) The USAFE Commander agreed with the recommendation and stated that USAFE
would incorporate lessons learned from security incidents in required annual refresher
training, in accordance with DoD Information Security Training policy. The Commander
stated that USAFE will continue to incorporate guidance on direct support to
national-level mission sets, such as LEN-R, in annual training and security

refresher courses.

(U) Our Response

(U) Comments from the USAFE Commander addressed the specifics of the
recommendation; therefore the recommendation is resolved but will remain open.
We will close the recommendation once we verify that USAFE has incorporated the
lessons learned from the security incident into its annual refresher training for
USAFE personnel.
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SEEREE:

(U) Appendix
(U) Scope and Methodology

(U) We conducted this management advisory in March and April 2024 as part of an
evaluation of security and accountability controls for defense items transferred to
Ukraine through Romania in accordance with the “Quality Standards for Inspection

and Evaluation,” published in December 2020 by the Council of the Inspectors General
on Integrity and Efficiency. Those standards require that we adequately plan the
evaluation to ensure that objectives are met and that we perform the evaluation to
obtain sufficient, competent, and relevant evidence to support the findings, conclusions,
and recommendations. We believe that the evidence obtained was sufficient,
competent, and relevant to lead a reasonable person to sustain our evaluation findings.

(U) We identified and reviewed policies, directives, and DoD guidance. Specifically, we
reviewed the following criteria.

e (U)USEUCOM Guide 5201.024A, “USEUCOM Security Classification Guide (SCG),"
April 12,2021

e (U) USAFE Guide UA-SCG-21 “Headquarters United States Air Forces In Europe
United States Air Forces Africa Security Classification Guide,” January 31, 2021

e (U)DoDM 5200.01, Volume 3, “DoD Information Security Program: Protection of
Classified Information,” February 24, 2012 (Incorporating Change 3,
July 28, 2020)

e (U) DoDI 8170.01, “Online Information Management and Electronic Messaging,”
January 2, 2019 (Incorporating Change 1, August 24, 2021)

e (U) Secretary of Defense Memorandum, “Immediate Review and Assessment of
Department of Defense Information Security Procedures,” April 17, 2023

(U) We interviewed personnel from the following DoD organizations.

TN ESEUSAF (b)(1)(1.4a), (b)(1)(1.4g)

e (U)USAFE
e (U)USEUCOM
e (U)SAG-U

{53 We travelled to the aerial port of debarletion known as LEN-R at [ERREEEE
I A
LEN-R, we accompanied {G§E{MM personnel as they conducted a customs and
accountability mission for a shipmentofU.S.-procured defense items being transferred
to Ukraine at a border transfer point in [ EEECMEE. There, we observed the
customs and accountability processes performed by LEN-R personnel. Atboth
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£53 locations, we interviewed LEN-R and | personnel regarding their
mission details as well as the classification of information and use of PEDs to conduct
DoD business.

(U) We also submitted requests for information and obtained documentation from
LEN-R personnel regarding operational security controls and information security of
their mission. We interviewed personnel from USAFE and USEUCOM regarding proper
classification of information related to LEN-R.

(U) This report was reviewed by USAFE to identify whether any of its reported
information, including legacy FOUO information, should be safeguarded and marked in
accordance with the DoD CUI Program. In preparing and marking this report, we
considered any comments submitted by USAFE about the CUI treatment of its
information. If USAFE failed to provide any sufficient comments about the CUI
treatment of its information, we marked the report based on our assessment of the
available information.
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(U) Management Comments

(U) Commander, U.S. Air Forces in Europe
=CECRET-

DEPARTMENTOF THEAIR FORCE
UNITEDSTATESAIR FORCES IN EUROPE
UNITED STATES AIR FORCE S AFRICA

19 Jume 2024
MEMORANDUM FOR DEPARIMENT OF DEFENSE INSPECTORGENERAL

FROM: HQ USAFE-AFAFRICA/CC
Uit 3281
APOAE 09094

SUBJECT: (U) United Stetes Air Farces in Euwope —Air Ferces Afiica Response to DoD Office
Inspector Geaeral Draft Report, “Management Advisory—USAFE-AFAFRIKCA Handling of
Sensitive Infonustion atI EN-R DRAFT 0516 24" Recomimendations 1.a.1, 122, 1.b,and 1.¢

1. (U) This memorandum establishes the Urnited States Air Foree's in Enrope — A it Forces Afiica
(USAFE-AFAFRICA) response to th 1G Draft Report, “Management Advisary — USAFE
Handling of Seusitive Informaéon at LEN.R DRAFT 05 1624™ Recomrrendations t.a. 1. 1a2
Lb, andl.c.

2. (U) HQ USAFE-AFAFRICA concurs with DaD 1G recammendations with comnmets &
recxammendations 1 a1, 142, and i c. below:

a. (U) Racommendation 1.a 1- Wa recommendthat the US Air Forces in Eurepe
Commander: Corduct a reviex ofU_S. .4ir Fovces in Ewope secwity classffication guidance
and determine whether existing guidance is sufficient for U.S. .4ir Forces in Ewrope personnel to

properly mark, siore, and disseminale imformation related to U.S. dir Forces in Ewrope missions
i supwport of Lkaaine, such as those at Logistics Enadling Node-Romawia If the Commander
determines that existing guidance is suufficient, the Commander should updaie the Ur.S Air
Forces in Evrope sacurify classification guide and provide nofiffication to squadron information
protection officers informing them of the raw giddance

(U) USAFE-AFAFRICA RESPONSE (1.2.1): Concur with comments USAFE-AFAFRICA
InSamation Protectico reviewed the curtent secwityclassification guidance and I bave
detxunned that the guidance is inaccordance with DaD policy and issufficient for U S. Air
Forces in Europe porsannel to properly mark. stote, and dissennnste mfimmstionrelated to US.
Air Forcesin Europe anissions in suppat of Ukraine, such as those at Logistics Enatlng Node—
Romania

[ Ty v mm i = o o - et G e G o e sl gl ) W e e S

i offed o o o Bedetul b el et gl e oy i Sl — 3 o il g i
6 e Bl b | EHE @SR - SR bERRR wrrv—er i r i

Elnwifrdb! shrews @ duwrie -

SEmntRre peSvm———=
G s py - SAAER AEAFERI B i Pamituive 8ol FEDEON:

Bevived dure EEbFE Add FRIGA 666 Ahydi:
i we i > TS rpm S=EN R i mar A0

Do ey == $040699 &Gm
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(U) Commander, U.S. Air Forces in Europe (cont’d)

SEER -

b (U) Recommendation 1.a.2: We recommend that tire L'S. Air Forces in Exwwope
Commander: Conduct a review of UiS Air Forces in Eirope security classification guidaice
md detemine whether existing puidance is suflicientfor U.S. Air Forces in Exrope persornd to
praverly mark, s2ore, and disseninate informalion related to US. Aw Forces in Europe missions
i sprpor? of Lkraine, such as those ar Logistics Enabling Node-Romania, If tire Comnander
dateynunes that exisiing guidance is sufficient, the Conmmmander should isswe coordinating
fLstructions o squeadvon i formation protection officers on how to apply existng puidance for
U.S. dir Forces in Euwrape missions in sspport ofUlraine.

(U) USAFE-AFATRICA RESPONSE (1.a.2): Ceacur with commeets. USAFE-AFAFRICA
Iufornustiou Protection reviewed the curens security classification guidauce and I have
detemmrired that the guidanceis in accardauce with DaoD policy and issufficient for US. Air
Forces in Fawope perscanel to properly mark. store, and disseminate infosmatioun refated to U S.
Air Forces ia Europe missions insiupportof Ukraiee. suich as those at Logistics Enabling Node-
Remania

_AFAFRICA Iufonnation Protection has provided additional instructicas to[iel

nfomanon Protection officers ou how % apply existing guidaace for US. Air

Forces in Eutope auission in support of Ukvaine . Further, at the comvpletion of the formal
imrvestigation. USAFE AFAFRICA Inforruation Protection will provide all svbordmate units
lessons Jearned caprosed in the inveskgati ou to eusite uoits are wained to standards.

c. ((J) Reconinendation 1c: Develop guidance and lessons lemrned firom the tmpsroper
clossification and wse of third-party elecivonic messaging services identified in this management
advisory fsto U.S. dir Forces in Europe anrnual nraind: gs and secwity refreshers on proper
derivarive classiification and operational securiiy.

) USAFE-AFAYRIC:A RESPONSE (1.¢): Concuswith cammears [n accordance with DoD
Informanion Secusity Training policy, lessons leaned fomn security incidents are included 10
required anmual yefre sher training. USAF E-AFAFRIC A willcogtinue to incorposate guidaace on
direct support o national Jevel mission sets. such as IENR. in aucnal traning and secuzity
tefresher courses

3. (G) HQ USAFE A FAFRIC A nonconcurs with DoD IG recammendanions with comments to
recammmendation 1 . below:

a. () Recommendation 1.b: Provide recessary commantications equipmens and gear to the
Logistics Enabling Node-Romania team to allow the squadron 1o perform ifs sacurity assisremce
mvission i aceordance with DoD Insaruction 8170 01, DoD Manual 320001, and the Secrerary
of Defeerse memiorandum on DoD inforniation security procedines, daved April 17, 2023

SECR -
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(U) Commander, U.S. Air Forces in Europe (cont’d)

SEERE+

¢ USAFE AFAFRICA RESPOXSE (1.b): Nou concur with comments. NN RS

aUSAF (b)(1)(14a), (0)(1)(1.4g)

(=& The mission meets all 3 conditions for exception te utilize con DoD conimunication
methods outlined in DoDI 8170.01: 1. Emeigencies and othet critical mission needs, 2. When
official communication capabalitie s are unavailable. impractical or umebable; and 3. Itis ia the
best inferests of DoD or other USG missions. USAFE AFAFRICA will ensnre a meno is
geaerawed to memonialize the DoDI 8170.01 reqnirement to permit LEN R personnel to n&lize
non DoD commumnication methods.

(U) USAFE AFAFRICA recoenizes I EN R personnelare shaning SIPRNET commuaicatsons
equipment with otber units, howewer the unit has means to commuaicate securely with US
Forces, as required.

4. ((YHQUSATFE AFAYRICA's poiat of contact is il N
I (I @mail smil.mil. DSNEYs :

HECKER JAMES C3zys=se

B

JAMES B. HECKER
General. GSAF
ommander

SECRE+

|ﬁm4
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(U) Acronyms and Abbreviations
USAF (b)(1)(1.7e)

DoDl Department of Defense Instruction
DoDM Department of Defense Manual
IP information Protection
LEN-R Logistics Enabling Node - Romania
NIPRNet Non-Classified Internet Protocol Router Netwark

PED Personal Electronic Device

SAG-U Security Assistance Group— Ukraine
SCG Security (assification Guide
UAF Ukrainian Armed Forces

USAFE US. Air Forces in Europe

USEUCOM US. European Command
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistieblower Protection safeguards DoD employees against
retaliation for protected disclosures that expose possible fraud, waste,
and abuse in Government programs. For more informatiom, please visit
the Whistleblower webpage at http://www.dodig.mil/Components/
Administrative-Investigations/Whistleblower-Reprisal-Investigations/
Whistleblower-Reprisall/ or contact the Whistleblower Protection
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

DoD 01G Mailing Lists
www.dodig.mil/Mailing-Lists/

www.twitter.com/DoD_IG

LinkedIn
https://www.linkedin.com/company/dod-inspector-general/

DoD Hotline
www.dodig.mil/hotline
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4800 Mark Center Drive
Alexandria, Virginia 22350-1500
www.dodig.mil
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