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OFFICE OF INSPECTOR GENERAL 

DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

July 11, 2024 

(U) MEMORANDUM FOR COMMANDER, U.S. AIR FORCES IN EUROPE 

Subject: (U) Management Advisory: U.S. Air Forces in Europe Handling of Sensitive 
Information at Logistics Enabling Node-Romania (Report No. DODIG-2024-109) 

(U) This final management advisory provides the results of the DoD Office of Inspector 
General's evaluation. We previously provided copies of the draft management advisory 
and requested written comments on the recommendations. We considered 
management's comments on the draft management advisory when preparing the final 
management advisory. These comments are included in the management advisory. 

(U) The Commander of U.S. Air forces in Europe agreed to address the 
recommendations of the management advisory or proposed alternative corrective 
actions that met the intent of the recommendations. Therefore, we consider the 
recommendations resolved and open. We will close the recommendations when you 
provide us documentation showing that all agreed-upon actions to implement the 
recommendations are completed. Therefore, within 90 days please provide us your 
response concerning specific actions in process or completed on the recommendations. 
Send your response to either followl1J2@dodig.mil if unclassified or 
rfunet@dodig.smil.mil if classified SECRET. 

(U) If you have any questions, please contact me at , (DSt-• 1•i0/ ... 1'1?)@ 
1111111). 

FOR THE INSPECTOR GENERAL: 

Bryan Clark 
Assistant Inspector General 
Programs, Combatant Commands, 

and Operations 
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(U) Introduction 

(U} Executive Summary 
(U) Since Russia's full-scale invasion of Ukraine on February 24, 2022, the United States 
and its allies have transferred defense items to the Ukrainian Armed Forces (UAF) to 
support their war effort Within the U.S. European Command (USEUCOM), U.S. Air 
Forces in Europe (USAFE) personnel assigned to the Logistics Enabling Node Romania 
(LEN-R) are responsible for overseeing the transfer of a portion of the defense items to 
the UAF through Romania. The United States uses locations such as LEN-R to transfer 
equipment by truck, rail, or air for onward movement to Ukraine. At LEN-R, USAFE 
personnel handle customs clearance, accountability, and reporting for the delivery of 
contracted defense items on behalf of the U.S. Government. LEN-R personnel report on 
the results of these transfers to the Security Assistance Group Ukraine (SAG-U). 

(U) In January 2024, during our ongoing evaluation of LEN-R, we identified operational 
and information security vulnerabilities that created a risk of inadvertently revealing 
sensitive or classified DoD information, which could impact the overall success of the 
LEN-R mission.1 Specifically, USAFE personnel provided our team with documentation 
that was not properly marked in accordance with USEUCOM and USAFE security 
classification guidance or supplemental documentation. Additionally, USAFE personnel 
violated DoD Instruction (DoDI) 8170.01, DoD Manual (DoDM) 5200.01, and Secretary 
of Defense guidance by transmitting official DoD information over public networks 
using personal electronic devices (PEDs) and third-party messaging services.2 

(U) These situations occurred for two reasons. Specifically, USAFE did not provide 
LEN-R personnel with: 

• (U) mission-specific classification guidance or instruction on the application of 
limited existing theater guidance regarding the appropriate classification of 
mission-related information, or 

• (U) the equipment necessary to conduct their mission through approved 
communications platforms. 

(U) If an adversary or strategic competitor compromises the operational details 
contained within the documentation and communications, it could result in serious 
damage to U.S. national security interests by providing information sufficient to disrupt 

1 (U) DoD OIG Project No. 02023 DEVOPC 0027.000, "Evaluation of Security and Accountability Controls for Defense Items 
Transferred to Ukraine Through Romania." 

2 (U) DoD Instruction 8170.01, "Online Information Management and Electronic Messaging," January 2, 2019, incorporating 
Change 1 effective August 24, 2021. DoD Manual 5200.01, Volume 3, "DoD Information Security Program," 
February 24, 2012, Effective July 28, 2020. 
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(U) ongoing operations and cause harm to personnel, property, the mission, and 
Ukraine's sovereignty and territorial integrity. 

(U) We recommend that the Commander of USAFE conduct a review of USAFE security 
classification guidance to determine whether the guidance is sufficient for USAFE 
personnel to properly mark, store, and disseminate information related to USAFE 
missions in support of Ukraine and provide direction for USAFE units on existing or 
updated guidance following the sufficiency review. We also recommend that the 
Commander provide the necessary equipment to enable personnel stationed at LEN-R 
to transmit and receive classified information securely. Further, we recommend that 
the Commander incorporate guidance and lessons learned from this management 
advisory into annual trainings and security refreshers for USAFE 
subordinate commands. 

(U) The USAFE Commander agreed with two of the recommendations and disagreed 
with one recommendation. The Commander agreed to conduct a review and determine 
whether the current USAFE security classification guidance is sufficient for USAFE 
personnel to properly mark, store, and disseminate information. The Commander also 
agreed to incorporate guidance and lessons learned from this management advisory 
into annual trainings and security refreshers for USAFE subordinate commands. The 
Commander disagreed with the recommendation to provide the necessary equipment 
to enable personnel stationed at LEN-R to transmit and receive official information 
securely, stating that due to the complexity of communications needed to meet mission 
requirements, he authorized an exception to policy in DoDI 8170.01. According to 
Do DI 8170.01, Component heads have the authority to approve official use of non-DoD 
controlled and non-federal controlled electronic messaging services. Although it does 
not mitigate the risk, the USAFE Commander's authorization of the exception listed in 
Do DI 8170.01 minimally meets the intent of the recommendation because it documents 
the USAFE Commander's acceptance of risk. Therefore all three of the 
recommendations are resolved but remain open pending DoD OIG verification of 
the Commander's actions. 

f!IIUIRHlf 
DODIG-2024-109 I 2 



(U) Objective 
(U) The objective of this ongoing evaluation is to determine the effectiveness and 
efficiency of the Do D's security and accountability controls for U.S. defense items 
transferred to the UAF through LE N-R. This management advisory addresses urgent 
security concerns we discovered with operational and information security of 
documents and communications used to manage, track, and coordinate the movement 
of U.S. defense items to Ukraine through LEN-R. 

(U) Background 
(U) Since Russia's full-scale invasion of Ukraine on February 24, 2022, the United States 
and its allies have transferred defense items to the UAF to support their war effort. 
The DoD transports U.S. defense items by air or sea from the United States to aerial and 
sea ports of debarkation, as well as specified LENs in the USEUCOM area of 
responsibility,for onward movement to Ukraine. Once defense items are in USEUCOM's 
area of responsibility, the DoD transports the items through a LEN and transfers the 
defense items to Ukrainian trains or trucks for onward movement to Ukraine. 

f!ij- One transport location within USEUCOM is LEN-R 

(U) DoD Policy and USEUCOM and USAFE Guidance on 

Security Classification 

(U) DoDM 5200.01 volume 3 identifies the roles and responsibilities for the protection 
of classified national security information.3 Specifically, DoDM 5200.01 implements 
policy and provides procedures for the safeguarding, storage, destruction, transmission, 
and transportation of classified information. DoDM 5200.01 volume 2 states that: the 
proper marking of a classified document is the specific responsibility of the original or 
derivative classifier, and derivative classifiers shall refer tothe source documents, 
Security Classification Guides (SCGs), or other guidance issued by the original 
classification authority when determining the markings to apply.4 

3 {UJ DoD Manual 5200.01, Volume 3, "OoD Information Security Program: Protection of Classified Information," 
Febnmy 24, 2012, lncorpo111ting Change 3, Effective July 28, 2020. 

'{UJ DoD Manual 5200.01, Volume 3, "DoD Information Sea,rity Program: Marking of Information," February 24, 2012, 
lncorporatinc Change 4, Effective July 28, 2020. 
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(U) DoDM 5200.01 volume 3 states that an SCG is the authoritative document for 
derivative classification. Volume 3 also states that DoD personnel must transmit 
classified information over secure communications circuits approved for transmission 
of information at the specified level of classification. This includes communication by 
telephone, email, and other forms, such as messages or websites. DoDM 5200.01 
volume 3 also provides procedures for the safeguarding, storage, destruction, 
transmission, and transportation of classified information. According to the manual, 
DoD personnel must transmit classified information over secure communications 
circuits approved for transmission of information at the specified level of classification. 
This includes communication by telephone, email, and other forms, such as messages 
or websites. 

(U) To implement DoDM 5200.01, USEUCOM developed an SCG that establishes the 
basic policies for proper classification and release of information relevant to USEUCOM, 
including vulnerabilities, capabilities, systems, projects, and programs that pertain to 
operations, exercises, and training events during normal and emergency periods. The 
USEUCOM SCG provides both original and derivative classifiers with guidance on the 
required classification level and duration of classification based on the types of 
information or documentation created. USAFE also developed their own SCG that 
references and incorporates the USEUCOM SCG, but provides additional guidance 
specific to USAFE missions. 

(U) Additionally, the DoD regulates how DoD personnel may use electronic devices to 
communicate official DoD information. Specifically, DoDI 8170.01, states, "DoD 
personnel must not use personal email or other nonofficial accounts to exchange official 

5 information." The DoDI also states, "Personal, nonofficial accounts may not be used to 
conduct official DoD communications for personal convenience or preferences." 

5 (U) DoD Instruction 8170.01, "Online Information Management and Electronic Messaging," January 2, 2019, incorporating 
Change 1 effective August 24, 2021. 
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(U) USAFE Personnel at LEN-R Mishandled 
Classified and Sensitive Mission Data 
ffl USAFEpersonnel at LEN-R did not properly mark. store, or disseminate classified 
and sensitive mission data in accordance with the USEUCOM or USAFE Security 
Classification Guides (SCGs) or supplemental guidance. USAF (bX1 )(1.4a), (b)(1 X1 .4g) 

ffl Additionally, USAFE personnel at LEN-R violated DoD information security policies 
by using unauthorized PEDs and a third-party electronic messaging application to 
transmit official DoD information. USAF (b)(1)(1.4a), (b)(1)(1 .4g) : 

(U) These conditions occurred because USAFE did not provide LEN-R personnel with: 

• (U) mission-specific classification guidance or instruction on the application of 
limited existing theater guidance regarding the appropriate classification of 
mission-related information, or 

• (U) the equipment necessary to conduct their mission through approved 
communications platforms. 

(U) As a result, the DoD risls serious damage to U.S. national security interests, 
operational security, and the success of the DoD's mission to provide Ukraine defense 
items through Romania. 

ffl This is the second management advisory we have issued m information security 
concerns related to Ukraine operations within the USEUCOM area of responsibility. 
Previously, the DoD OIG issued Report No. DODIG-2024-002, a management advisory 
discussing the protection of sensitive mission data by SAG-U and its subordinate 
commands on November 2, 2023. That advisory identified that DoD personnel at a LEN 
in Poland transmitted sensitive DoD logistics information over PEDs using the public 
third-party electronic messaging application and did not use authorized secure systems 
to store and transmit sensitive information. 7 

• {U) We requested information for the ongoing OoOOIG Project No. 02024 DEVOPC 0027.000, "Evaluation ofSealrity 
and Aa:ountability Controls for Defense Items Transferred to Ukraine Through Romania.• 

7 {U )The OoDOIG is currently conducting Project No. 02024 DEVOPC 0083,000, "Follow up Evaluation of Management 
Advisory: The Protection of Sensitive Mission Data by the Security Assistance Group Ukraine and Its Subordinate 
Commands: to follow up on the results of the management adviso1y. 
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(U) USAFE Personnel at LEN-R Did Not Handle 

Classified and Sensitive Mission Data in Accordance 

with DoD Requirements 
fSt We identified that USAFE personnel at LEN-R did not properly mark, store, or 

disseminate classified and sensitive mission data in accordance with the USAFE or 

USEUCOM SCGs or supplemental guidance. ,USAF (b)(1 ){1.4a}
_,_

(b}(1)(1.i_g_ _ _  ) _ 

fSt As part of an ongoing evaluation, USAFE officials at LEN-R responded to a request 

for information on LEN-R operations by providing a number of documents, including 
- -- - - -

USAF (b)(1}(1.4a), (b)(1)(1.4g) and other 

documentation containing operational details through NIPRNet. The classification 

markin9ii on these documents were inconsistent; some carried CUI markings, others 

were unmarked. 

USAF (b){1)(1.4a), (b)(1X1.4g} 1 

(U) The USEUCOM SCG identifies the following classification guidance for these types 

of information. 

• (U 11111111 should be classified as SECRET until 1 year after 

operation completion. 

1 {U) Joint Operations Directives summarize current operations in space and time, provide commander's intent and 
guidance, and establish tasks resulting from decision boards. These messages, typically drafted as orders, allow staffs 
to quickly gain and share situational awareness and understanding. 
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USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)
(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)



{U) USAFE Personnel at LEN-R Used PEDs and 

Third-Party Electronic Messaging Services to 

Communicate Official Information 
t5t USAFE personnel at LEN-R violated DoD information security policies by using PEDs 
and a third-party electronic messaging application to transmit official DoD information. 
USAF (b)(1}(1.4a), (b)(1}(1

_._4g) 

(U) DoDI 8170.01 states, "DoD personnel must not use personal email or other 
nonofficial accounts to exchange official information." The DoDI also states, "Personal, 
nonofficial accounts may not be used to conduct official DoD communications for 
personal convenience or preferences." Specifically, the Instruction states, "DoD 
personnel may not use personal, nonofficial accounts to conduct official DoD 
communications." On April 17, 2023, the Secretary of Defense issued a memorandum 
emphasizing cybersecurity protocols that references the requirements of 
Do DI 8170.01.9 The memorandum states that DoD Components must immediately 
review and assess their adherence to standards for protecting classified National 
security information. Additionally, USEUCOM issued a memorandum, on April 17, 2023, 
reinforcing DoD policy prohibiting the use of non-DoD controlled electronic messaging 
systems, except when specific conditions are met10 

USAF (b)(1 }(1.4a), (b)(1 }(1.4g) I 

Although DoD policy generally prohibits the use of PEDs to 
conduct official DoD business, DoDI 8170.01 does provide for limited exceptions to the 

'{U) "Memorandum for al Department of Defense Personnel: Immediate Rl!Yiew and Assessment of Department of Defense 
Information Security Procedures;" April 17, 2023. 

w{U) "Memorandum far Distribution: Useaf Nan DaDcantralled Electraric Messaging Systems," April 17, 2023. 
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f6t policy under three conditions. The three conditions for using personal PEDs are: 
1 )  Emergencies or other critical mission needs; 2) When official communication 
capabilities are unavailable, impractical, or unreliable; and 3) It is in the interests of 
DoD or other U.S. Government missions. However, USAFE personnel we interviewed 
were not aware of any documentation requesting or granting an exception to the policy 
under the three conditions allowed. 

(U) USAFE Did Not Provide Mission-Specific 

Classification Guidance or Approved Communications 

Equipment to Mission Personnel 
(U) The conditions occurred because USAFE did not provide LEN-R personnel with: 

• (U) mission-specific classification guidance or instruction on the application of 
limited existing theater guidance regarding the appropriate classification and 
protection of mission related information, or 

• (U) the equipment necessary to conduct their mission through approved 
communications platforms. 

(U) USEUCDM and USAFE SCGs Did Not Provide Clear 

Guidance on the Classification of Ukraine-Specific Information 

t§t We reviewed the USEUCOM and USAFE SCGs and previous DoD OIG reports. We 
also interviewed USAFE IP, W, and LEN-R personnel, and determined that 
USEUCOM and USAFE officials did not provide mission-specific guidance or instruct 
LEN-R personnel in the proper application of existing guidance regarding classification 
marking, storage, or dissemination of mission-related information. We reviewed the 
USEUCOM and USAFE SCGs for information related to missions in support of Ukraine 
security assistance and did not find any specific guidance. Additionally, a previous 
DoD OIG management advisory found that the USEUCOM SCG only "includes generic 
guidance and may not include sufficient detail for making classification decisions about 
the DoD's Ukraine security assistance mission."11 That management advisory 
recommended that the Commander of USEUCOM review existing classification guidance 
and determine whether the guidance was sufficient to enable personnel within 
USEUCOM to conduct proper derivative classification. Depending on the outcome of 
that review, the management advisory also recommended either updating the 
USEUCOM SCG with additional guidance specific to Ukraine assistance operations or 
providing clarifying guidance to officials on how to perform derivative classification 
with the existing guidance. While USEUCOM concurred with those recommendations, 
officials indicated that the review would not be complete until May 2024. According to 

u. {U) DoD DIG Report No. DODIG 2023 10S, "Management Advisory: U.S. European Command Security Cla55ification 
Guidance for Ukraine Assistance;" August 11, 2023. 
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f5½ USAFE officials, as of March 2024, USEUCOM had not provided any 
additional guidance. 

ts½ Officials at LEN-R and the were unsure of 
the classification level of their mission and documentation. During our interviews with 

WWII personnel, including current and former LEN-R commanders, some of these 
personnel stated that they believed portions of their mission information should be CUI 
at a minimum and potentially classified due to compilation and aggregation. However, 
current and former LEN-R commanders also stated that while they were aware of SC Gs, 
they did not know whether USEUCOM had developed an SCG for the mission to transfer 
defense articles to Ukraine and that no one from their leadership chain provided them 
with security classification guidance related to their mission. Additionally, th� 11111111 
personnel, including th�HW ':ommander, stated that they did not know whether 
SAG-U or USAFE issued specific guidance regarding the classification of the LEN-R 
mission and documentation created from it. Th"lliatlll •:ommander also stated that 
they understood the information related to transfers of defense items to be unclassified 
or CUI. 

ts½ During an interview with the USAFE IP Office Director, we asked whether the 
USEU COM staff had provided any additional supplementary guidance to USAFE on 
conducting derivative classification for Ukraine-related activities. The USAFE IP Office 
Director was aware of USEUCOM and USAFE Night Orders and the USEUCOM and 
USAFE SC Gs but stated that they were unaware of any SCG or guidance regarding 
classification of cargo movement information related to Ukraine or the LEN-R mission. 

� We previously identified and highlighted security concerns related to insufficient 
SCG guidance for USEUCOM personnel. Specifically, on August 11, 2023, we issued a 
management advisory on USEUCOM SCGs for Ukraine assistance due in part to the 
receipt of information that U.S. Army Europe and Africa personnel did not properly 
mark as classified.12 The August 2023 management advisory also identified that the 
USEUCOM SC G includes generic guidance and may not include sufficient detail for 
making classification decisions about the DoD's Ukraine security assistance mission. 
The management advisory emphasized that the absence of sufficient guidance 
regarding the proper classification of activities in support of the DoD's Ukraine security 
assistance missions creates a risk that personnel within multiple commands in the 
USEUCOM areaof responsibility may not mark documents with the appropriate level 
of classification. That management advisory recommended that the Commander of 
USEUCOM determine whether current SCGs were sufficient to provide USEUCOM 
personnel with guidance related to the classification of Ukraine mission-related 
information. As of April 2024, a USEUCOM official stated indicated they were still in the 
process of addressing the recommendation, with an estimated completion in May 2024. 

12 (U I DoD 0IG Report No. D0DIG 2023 105 "Management Advisory: U.S. European Command Security Classification 
Guidance for Ukraine Assistance," August 11, 2023. 
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USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)(1.4a), (b)(1)(1.4g) USAF (b)(1)(1.4a), (b)(1)(1.4g)

USAF (b)(1)
(1.4a), (b)(1)(1.4g)

USAF (b)(1)
(1.4a), (b)(1)
4 )



.00 USAF (b )(1 )(1.4a), ( b)(1 )(1.4g) 1 and USAFE have several ongoing projects for upgrades 
to communications infrastructure .. USAF ( b)(1X1.4a), (b)(1)(1.4g) , 

f5t We previously identified similar instances of personnel using public third-party 
messaging applications on PEDs to transmit official DoD information elsewhere within 
the USEUCOM area of responsibility. In a management advisory released on November 
2, 2023, we found that U.S. Army Europe and Africa personnel stationed in Poland 
transmitted sensitive equipment movement data on their PEDs over public networks, 
using public messaging applications and public online document editors.13 That 
management advisory recommended that the Commander of the Poland mission issue 
sufficient government information systems to personnel performing the mission in 
order to comply with DoD policy. 

(U) The DoD Risks Serious Damage to U.S. National 

Security Interests and Capabilities in USEUCOM 
f5t Due to these operational and information security vulnerabilities, the DoD risls 
serious damage to U.S. national security interests, operational security, and the success 
of the DoD's mission to provide Ukraine additional defense itemsthrough Romania. 
f5t If personnel do not follow proper procedures for derivative classification or 
communication of classified information regarding the r·WWSI activities or those of 
DoD contractors or subcontractors to facilitate the transfer of defense items to Ukraine 
may become compromised. An unauthorized disclosure could increase the risk of harm 
to DoD, contractor, or partner nation personnel and property. 

f5tAdditionally, the DoD risks disruption to its mission providing security assistance to 
Ukraine due to the lack of clear guidance on security classification. As a result of a 
security inquiry into the appropriate level of classification for the LEN-R mission that 
began following our outreach to the USAFE IP Office, LEN-R personnel stated that they 
USAF (b)(1 )(1.4a). (b)(1)(1.4g) 

13 (U) DoO OIG Report No. OOOIG 2024 002, "Management Advisory: The Protection of Sensitive Mission Data by the 
Security Assistance Group- Ukraine and Its Subordinate Commands," November 2, 2023. 
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(U) Recommendations, Management Comments, 

and Our Response 

(U J Recommendation 1 
(U) We recommend that the U.S. Air Forces in Europe Commander: 

a. (U) Conduct a review of U.S. Air Forces in Europe security classification 
guidance and determine whether existing guidance is sufficient for U.S. 
Air Forces in Europe personnel to properly mark, store, and disseminate 
information related to U.S. Air Forces in Europe missions in support of 
Ukraine, such as those at Logistics Enabling Node-Romania. 

1 .  (U) If the Commander determines that existing guidance is 
insufficient, the Commander should update the U.S. 
Air Forces in Europe security classification guide and 
provide notification to squadron information protection 
officers informing them of the new guidance. 

2 .  (U) If the Commander determines that existing guidance is 
sufficient, the Commander should issue coordinating 
instructions to squadron information protection officers on 
how to apply existing guidance for U.S. Air Forces in  Europe 
missions in support of Ukraine. 

(U) Commander, U.S. Air Forces in Europe Comments 

(U) The USAFE Commander agreed with the recommendation. The Commander 
stated that the USAFE Information Protection Office reviewed the current security 
classification guidance and determined that the guidance is in accordance with DoD 
policy and sufficient for USAFE personnel to properly mark, store, and disseminate 
information related to USAFE missions in support of Ukraine, such as those at LEN-R. 
The Commander further stated that the USAFE IP Office has provided additional 
instructions to IP officers on how to apply existing guidance for 
USAFE mission in support of Ukraine. Lastly, the Commander stated that at the 
completion of the formal investigation, the USAFE IP Office will provide all subordinate 
units lessons learned captured in the investigation to ensure units are trained 
to standards. 

(U) Our Response 

(U) Comments from the USAFE Commander addressed all specifics of the 
recommendation; therefore the recommendation is resolved but will remain open. We 
will close the recommendation once we verify thatthe USAFE IP Office has provided the 
additional guidance and lessons learned specified in the recommendation to 
subordinate units. 
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b. (U) Provide necessary communications equipment and gear to the Logistics 
Enabling Node-Romania team to allow the squadron to perform its security 
assistance mission in accordance with DoD Instruction 8170.01, DoD Manual 
5200.01, and the Secretary of Defense memorandum on DoD information 
security procedures, dated April 17, 2023. 

(U) Commander, U.S. Air Forces in Europe Comments 

f5t The USAFE Commander disagreed with the recommendation, I ISAF (b)(1 )(1 4a) (b)(1)(1 4g), 

, the Commander stated that the LEN-R mission meets all 
three conditions for an exception to utilize non-DoD communication methods outlined 
in DoDI 8170.01. The USAFE Commander also stated that he will ensure USAFE creates 
a memorandum to memorialize the exception to the DoDI 8170.01 requirement to 
permit LEN-R personnel to utilize non-DoD communication methods. 

(U) Our Response 

(U) Although the USAFE Commander disagreed with the recommendation, the 
Commander's response addressed the specifics of the recommendation; therefore the 
recommendation is resolved and but will remain open. We acknowledge that according 
to DoDI 8170.01, component heads have the authority to approve official use of non­
DoD controlled and non-federal controlled electronic messaging services and that the 
Commander believes justification for an exception exists because alternative solutions 
are impractical. Although it is not optimal because it does not mitigate the risk, the 
USAFE Commander's authorization of the exception listed in DoDI 8170.01 minimally 
meets the intent of the recommendation because it documents the USAFE Commander's 
acceptance of risk. We will close the recommendation once we verify that USAFE has 
issued the memorandum documenting the exception to policy granted by the USAFE 
Commander under DoDI 8170.01. 

c .  (U) Develop guidance and lessons learned from the improper classification 
and use of third-party electronic messaging services identified in this 
management advisory into U.S. Air Forces in Europe annual trainingll and 
security refreshers on proper derivative classification and 
operational security. 
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(U) Commander, U.S. Air Forces in Europe Comments 

(U) The USAFE Commander agreed with the recommendation and stated that USAFE 
would incorporate lessons learned from security incidents in required annual refresher 
training, in accordance with DoD Information Security Training policy. The Commander 
stated that USAFE will continue to incorporate guidance on direct support to 
national-level mission sets, such as LEN-R, in annual training and security 
refresher courses. 

(U) Our Response 

(U) Comments from the USAFE Commander addressed the specifics of the 
recommendation; therefore the recommendation is resolved but will remain open. 
We will close the recommendation once we verify that USAFE has incorporated the 
lessons learned from the security incident into its annual refresher training for 
USAFE personnel. 
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(U) Appendix 

(U) Scope and Methodology 
(U) We conducted this management advisory in March and April 2024 as part of an 
evaluation of security and accountability controls for defense items transferred to 
Ukraine through Romania in accordance with the "Quality Standards for Inspection 
and Evaluation," published in December 2020 by the Council of the Inspectors General 
on Integrity and Efficiency. Those standards require that we adequately plan the 
evaluation to ensure that objectives are met and that we perform the evaluation to 
obtain sufficient, competent, and relevant evidence to support the findings, conclusions, 
and recommendations. We believe that the evidence obtained was sufficient, 
competent, and relevant to lead a reasonable person to sustain our evaluation findings. 

(U) We identified and reviewed policies, directives, and DoD guidance. Specifically, we 
reviewed the following criteria. 

• (U) USEUCOM Guide 5201.02A, "USEUCOM Security Classification Guide (SCG)," 
April 12, 2021 

• (U) USAFE Guide UA-SCG-21 "Headquarters United States Air Forces In Europe 
United States Air Forces Africa Security Classification Guide," January 31, 2021 

• (U) DoDM 5200.01, Volume 3, "DoD Information Security Program: Protection of 
Classified Information," February 24, 2012 Oncorporating Change 3, 
July 28, 2020) 

• (U) DoDI 8170.01, "Online Information Management and Electronic Messaging," 
January 2, 2019 Oncorporating Change 1, August 24, 2021) 

• (U) Secretary of Defense Memorandum, "Immediate Review and Assessment of 
Department of Defense Information Security Procedures," April 17, 2023 

(U) We interviewed personnel from the following DoD organizations. 

• ES3 USAF (b}( 1 )( 1 .4a), (b)( 1 )(1 .4g} 

• (U) USAFE 

• (U) USEUCOM 

• (U) SAG-U 

tst We travelled to the aerial port of debarl:tation known as LEN-R at USAf (bK 1tt1 4a) (bK1 ){1 4g) 

At 
LEN-R, we . . ic1:1:1mpanierl W personnel as they conducted a customs and 
accountability mission for a shipment of U.S.-procured defense items being transferred 
to Ukraine at a border transfer point in . There, we observed the 
customs and accountability processes performed by LEN-R personnel. At both 
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SEERET 1 

DEPARTM ENT O F T H E AIR FO RCE 
UNITE O S TAT E S AI R FORC ES IN EUROPE 

UN ITED STA.TES AIR FORCE S  AFRICA 

19 June 2024 

MF.MORANDl,.,M FOR DEPARIMENT Of DEFENSE INSPECTORGENF.RAI. 

FROM: HQ USAFE-Af AFRICA/CC 
U:mt 3'281 

APOAE 09094 

SUBJECT- (U) Uoitied Slates Air Forces iu Europe -Air Forces Ajijca hspoose ta DoD Ollice 
lmpectar � Draft Rq,ad. '"M111111Fmmt Advii.ory-USAFE-AF AFRICA Haodliug of 
Seusiaive lilimmtioo a l l EN-R DRAFT 05 16.24"R«ommeodatioo!> lid ., 1.a 2. Lb. ml l_c... 

1. (U) This mr:moranilml establhhes 1he Uoited States Air Ftllre$ iu Europe -Aill Forca Aiica 
(USAFE-AFAFRICA) r�ponst' to th .,1 lG Drafl Report, "Management Ad�'il!Oly - USAFE 
Handling af St-usitive lufiJsmatiao at l..EN-R DRAFT o:,  11524 ... Recommeodatioai. l .a. L 1 .a2. 
l_b, aud l_c_ 

2. (U) HQ USAFE-AFAFIUCA COllClll'S with DcD IG ff"CDIJJIDe:!dabDm with CO&mm"Jds r.o 
m1a1■1m1datioIIS 1 a.l, 1 . ..a.2. aod l _c .  below 

a_ (U) Rac'Offlmflrdation 1-a .  l_- We re-commwmdthal flKI US Air Forcas in &rope 
Commander.: CON:ltlct a rwi0t oJU..,S_ .4ir Foro,s ,-n Evropc secwit),cltwlficatian g1'idancc 
and dtder-mins wlt'ellier '1Xisting guidancw is su,Jlicient.for U.S. Air FDf"CflS � Eun;,pc pvsoltflel to 
prr,pvly mart, slo,e, and dissffllinale illfonnation ,wlaltld to US. .Air F.arccl in � missions 
in support t>f Lin.aiM, such a.r those at Logistics Enabling Nark-Romania If 11111 C.Ommancil,­
d�mines that aisting guithnce i.s iluUJ!icient, the Command,r sbo11ld 1ipdaltl file US Air 
Fora,s in Ew-ape .1«urizy c:lanific:alion guide and pr,n,idll not.frcation ro �quad,,m inforlflalion 
p1'o�ctiat q[Jicflr.S nJCJn1Jing Jh11111 afth41 ,-• guidanu 

(L') 0.,-UE-. .U .-\l'RIC.-\ R:ESPONS E .(I.a.!): Coorur with commmts USA.FE-AF AFRICA 
lda:ma�o Protec:tioo R'\iewed lbe cur.le1d se-c,aitycl»Mficatiou guidauc:e aud I hr1ve 
dcbmincd that 1he guidance is iu acandauc,e will DaD pohc:y aud is sufficient for U S. Air 
F01ce1 m Europe �I ta prape:rly m.u-k store, aud dis.xmimte illlbnmtianrelated 110 U.S_ 
Air fcxces inEuralJI! missions iu suppD1 ofUkniae, suc:h as those at Lapstics EuatiimgNade­
&mania , 

.adtW4!,-,,.._,il,fohi!hi, 
9&JL� 

t!l _.lidflllillll \f$MIIII. 
� ,,._,..,......,...�6iieii��t. 

!li!l&I�• ""fftlfi,M8t 
�- .,sz &JP&i&i 
Bi:ai11atiw 8 al WIBNN• 

�!l!!!IJ4Jti!!Hwww,::Hlttt.lt?f�• 
••me-·HMHI -

�C�l!+ 

--···· lilGlllill 

Jl!!@ftUf 

(U) Management Comments 

{U) Commander, U .S .  Air Forces in Europe 

I fi Ei fi O [jlf 
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SECR{!iili• 

b. (U) Recommendatfon 1.a.2; A"• rtt0'1141ftl'ltd tltat tire c;:s Air F01W¥S in Ezuope 
Commandr: Colllhltf n r,g\'itlW of u:S Air FIRY,s in Eur� s«11rit:\ classification g11td1t1a1 
and d«emline wl111d1c,• m.sting gui.dmrce i.t suJ!kientfor tZ S . .Air Ft:llr'tlS in Fm-op11 JXlf'".Sormel to 
propicr{v ,11e1rk, sror"- and dissffllinate infonnalion ,�Iarwl ro ns. Air Fo,-,;,s m Europe miuio,r.r 
in J1l11'POl'I of Vltrame, such as those ar lof:islics Enablfng N ode-RofffOllia . .ff tire C ommarn:kr 
tktm,11111,s that «x1:rtin;: gutdanee is rufficiMtt, the C011tmander slrorll.d USMC eoordhtartng 
i1.um.ictions 10 sqwim-on tif Ol'hrtllio·n prott«'lton ofjieer.s on how to "'* cumng g,ddrancc far 
u:S . ..!ir Fore-es in Europe lffissions in S1tpport oflJ1rMine. 

(l) l 'SAf E-AF Al"RICA RIS:PO::'\SI _{l.a . .?): Coocur llith COOllll.fflts. USAFI-AI AFRICA 
Iufomiation Pro11ectiOD re\'iewrd the rurmu security cla,'>ificatiOD guidaw:e and I h:r.� 
ddenniaed that thr guidance is in accordauce with DoD po1icy and is suffici� for U.S. Air 
Forces in Europe pel'Soonl'l to propedy mark. m,,-e, and dissl'l:IWlatl' i1Jf oat11Jtion relatl'd to 1,; S. 
Air Forces iii Europe missions in $.llppOO ofl�. such as those at Logistics Enabli1lg Node-­
Ro:m:mia 

@�� AfRJCA Infccmali.oo l'Tocecticn ha, pr0\'ided addilioml instructions solll 
1-■■-��"'.i:lrm.aliou Protection offi<:en on how to apply existUl! guidance for U.S.  Air 
Foa·c• i11 Eut1Jpeoi:i.moo in sapport of'Uk::raioe . FW1ber, at the cau.plrtion ofthe foim.al 
ml! sti!fltiOll. USAFE-AFAFRICA Inbmation ProtectiOD \\ill prO\-ide all � ucits 
lessoas Jeamed capcused .it1 the in.1.-esligati cu to ensure IU!lts arl' tl-ainl'd to staodards. 

c. ( CJ) Recomi'ltmtdrition l.c: Dew.Jop gutdwfc-. a11dll.s.so1u l9C111zedfl-om rite meproper 
cJassfjication aAd we qf lhird-pt,rty fll«tronic ffff!SSQgiJtg scrvfNIS tdenllfied in flus lft/JIIOgcmtmt 
atn'ttety into U.S. At,· Fon·,s in Eu,'Olpe onntal rrahri:gs mtd seciui(V �hu:s on proper 
c/ieriV<fflV,e classiiftcation a1td opuanonnl s«11ri{i� 

J.') 1"S.ll.E -..U.U'RIC'.,A RESPO�'SI {l.�: Cosi.curwith c0W1Yiirs In accotd■iice with DoD 
Inmn:nalioo Sec-uaity Training policy, lessODs learned itnn. security incidents are included in 
ttqnU-ed amnw 1-e&e-sha- tlammg. USAF E-AF AFRICA willcoSlliDue to iaccrpotatl' gttidaiiCl' oo 
direct support to Wltional-levl'l mission sets. such as lEN-R. m awn\31 tnaioing and sec11,ity 
te�het- cours4!s 

J_ (ul HQ USAFI -A FAFRICA nOJ1-coucurs with DoD 1G recammmdalicns w:ithcomments to 
rM-aamamdalion 1.b. belo\, .. 

a. (tJ) R«ommendation l.b: J'rol.'itk tJtlCeS.sat)' comm1n1icattom �Jff and gear ro t� 
Logislics E11D1ni1'1g Notk-Romania tNnJ to allow- th11 ;sq,1adl'011 ro perfon,1 llr l.aGW'ily as.sisrance 
ir,issicn in ti"C't'Of<dance with DoD lnsh'Uf:Jion Bl7 0 01, DoD Manual 5200 01, and the S«,wary 
if�tMSe mniomndum on DoD u,farmanon ttctlfitJ•proMl1u,u;, daral .lp,11 17, 2023 

SECR{!iili• 

(U) Commander, U .S .  Air Forces in Europe (cont'd) 

MMCJ, 
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SEERET 

� US..UI AF AFRICA RE SPO. -si: (l .b}: Nou coocm with C('lrnu>1!nt<1. USAF (b)( 1 ){1 7e) 

_..,USAF (b)( 1  ) ( 1 .4a ) , (b)( 'I ) ( 1 .4g ) 

� lbe miss100. meets an 3 conditions for e-xception to utilize 1100. DoD co0Jn1uwcatim. 
methio& outlined il DoDI S I  70 .0 1 : 1. Eme1geDC"ies aDd otba cr:irical mission needs; :?. Wllen 
official com.municatioa capabilities me ua.at":ailable. impractical or uas-ebable; and 3. It is io the 
best iDletests ofDoD or other USG missions. USAFE AF AFRICA will eo.\;1n a meino is 
generated to memorialize tile DoDI 81 70. 0 1  reqniremeat to permit I.EN R penoanel to ntiHze 
non DaD commuoicalion m�thods. 

(L-j l:SAFE AFAFRICA recogni7.r& I.EN R pnsoonelare sharing SIPRNET commww:aAio:ns 
ectuipment � other units, hou--e'i.:et lhe unit bas means to commumcate !ei:urely with US 
Forces. as required. 

4. {U) HQ'L'lSAFE AFAFRICA·s point of coatact is[�:;-a1 �ft-@M@mail smil.mil. D!r i- • __ .!,__. 

HECKER.JAMES �==dl
,..

1 
.B 1�1il11��-w&D6.m � 

JA,.'\1ES B. HECKER 
�neraJ. USAF 
Com:watkdei 

(U) Commander, U .S .  Air Forces in Europe (cont'd) 
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USAF (b)(1 ) ( 1 _7e) 

DoDI Department of Defense Instruction 

DoDM Department of Defense Manual 

IP Information Protection 

LEN-R Logistics Enabl ing Node - Romania 

USAF (b)( 1 )(1 -7e) 
NIPIINet Nan-Classified Internet Protocol Router Network 

PED Personal Electroric Device 

SAG-U Security Assistance Group- Ullraine 

SCG Security Oassification Guide 

USAF (b)(1 )( 1 .7e) 

UAF Ukrainian Armed Fon:es 

USAFE U.S. Air Forces in Europe 

USEUCOM U.S. European Command 

•lilifiiftiif 

(U) Acronyms and Abbreviations 

H!l?l@ftlff 
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Whistleblower Protection 

U.S. DEPARTMENT OF DEFENSE 

Whistleblower Protection safeguards DoD employees against 

retaliation for protected disclosures that expose possible fraud, waste, 

and abuse in Government programs. For more information, please visit 

the Whistleb/ower webpage at http://www.dodig.mil/Components/ 

Admi11istrative-lnvestigations/Whistleblower-Reprisal-lnvestigations/ 

Whist/eblower-Reprisa/1/ or contact the Whistleblower Protection 

Coordinator at Whistleblowerprotectioncoordinator@dodig.mil 

For more information about DoD OIG 

reports or activities, please contact us: 

Congressional Liaison 
703.604.8324 

Media Contact 
public.affairs@)dod ig.mil; 703.604.8324 

DoD OIG Mailing Lists 
www.dodig.mil/Mailing-Lists/ 

It 
www.twitter.com/Do0_1G 

Linkedln 
https://www.linbdin..cmm/company/dod-inspector-general/ 

DoD Hotline 
www.dodic.mi l/hotline 






