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.[U) September 1, 2022 

(U) Objective 
(U) The objective of this audit was to determine the 
actions taken by the DoD ro identify, respond to, and 
mitigate any compromise to DoD networks and systems 
that resulted from its use of SolarWinds Orion software. 

(U) Background 
""") SolarWinds Orion software is used for managing 
network performance, analyzing network traffic, and 

"toring server and application activities on devices, such 
' sical and virtual servers. On December 13, 2020, 

ye, a cybersecurity incident response company, 
•• rted a cyber attack on SolarWinds Orion software. 

e reported the insert.ion of malicious code into 
Winds Orion software updates. The Joint Force 

. quarters DoD Information Network QFHQ-DODIN) 

' ting commanders and directors of the Combatant 
illlands, Service cyber components, and DoD agencies 
6eld activities to identify on unclassified and classified 
orks all devices with SolarWinds Orion software 

ailed. C::YBERCOM ibl(.1110 USC 130e 

requiring action 
".,lfto:fficers, commanders, and directors to identify, analyze, 

' d remediate activities associated with the ongoing 
. fforts of malicious cyber actors to exploit the 
• •'i~omprmnised SolarWinds Orion software. 

!1- • 
! - \· 

! (O) Finding 
!(~)While the DoD Components took action to rebuild 

,~?fid • I dd • ·1 D DC d"d • ~an,,. pate 1 expo~e evic~s, t 1e . o ~mponents 1 not 
. ~~q,mplete all actions required to identify, respond to, and 

-· 1n'litigate potential compromises to DoD networks and 

:~ystems resulting from the use of SolarWinds Orion 
cvm 'sgftware. RCOM 11,1n110 use. noe 

{U} Finding (cont'd) 

(U) CYBFRCOM 11>1()) 10 use 1 lOe 

• 

• 

• 

• CYBH<l OM ihl(l) 141:•ll~I 

------~ 

----- -~-- -

• 
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(U) finding (cont'd} 
(.wij YBERCOM (b)(3) 1 130e 

CYBERCOM (b)(1) 1 (9) 

{!U} ~~©lwuca1rg<em~inr~ C@mm~lnlt~ ialnild 
01U1 r ~res pioi U1 se 
(~) CY0ER OM (b)(1) 1 4(a)(g) 

CYBERCOM (b)(3) 10 USC 13 

CYBERCOM (b)(3) 10 USC 130e 

CYBERCOM (b)(3) 10 USC 13Ce 
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(U) Please see the Recommendations Table on the next 
page for the status of these recommendations, among 

other recommendations. 
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(U) Recommendations Table 

Chief Information Officer, 
Department of Defense 

CYBFHCOM 11>)'1 I I 71H lhilll HJ USC: 1 !01< 

None 

2.a, 2.b, 2.c, 2.d 

3.a, 3.b, 3.c 

4.b 

None 

6.a, 6.b 

None 

None 

9.c 

. ... 
a. • • • 

. . . . 
1 

I Nooe 

I None 

I 
1

4 .. a 

5.b 

None 

I 7.a, 7.b 

8.a, 8.b, 8.c 

I 
1 9.a, 9.b 

(U) Please provide Management Comments by October 3, 2022. 

Recommendations Closed 

None 

None 

None 

I None 

5.a, 5.c, 5.d 

None 

None 

None 

None 

Note: The following categories are used to describe agency management's comments to individual 

recommendations. 

• Unresolved - Management has not agreed to implement the recommendation or has not 

proposed actions that will address the recommendation. 

• Resolved- Management agreed to implement the recommendation or has proposed actions 

that will address the underlying finding that generated the recommendation. 

• Closed - The DoD DIG verified that the agreed upon corrective actions were implemented. 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

September 1, 2022 
MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS 

CHIEF INFORMATION OFFICER OF THE DEPARTMENT OF 
DEFENSE 

COMMANDER, U.S. CYBER COMMAND 
DlRBCTOR, DEFENSE INFORMATION SYSTEMS AGENCY 
DIRECTOR, NATIONAL SECURITY AGENCY 
AUDJTORGENERAL, DEPARTMENT OF THE NAVY 
AUDITOR GENERAL, DEPARTMENT OF THE ARMY 
AUDITOR GENERAL, DEPARTMENT OF THE AfR FORCE 

(0) SUBJECT: Audit of Depar tment ofDefense Components' Response to the 
SolarWinds Orion Compromise (Report No. DODIG-2022-125) 

(U) This final report provides the results of the DoD Office of Inspector General's audit. 
We previously provided copies of the draft report and requested written comments on 
the recommendations. We considered management's comments on the draft when 
preparing the final report. Those comments are included Ju the report. 

(U) This report contains 11 r ecommendations that are unresolved because 
management officials did not provide written comments on the draft report or did not 
fu!Jy address the recommendations. Therefore, as discussed in the Recommendations. 
Management Comments, and Our Response sections of this report, the 
recommendations will remain unresolved until an agreement is reached on the actions 
to be taken to address the recommendations. Once an agreement is reached, the 
recommendations will be considered resolved but will remain open until adequate 
documentation has been submitted showing that the agreed-upon action has been 
completed. Once we verify that the actions are complete, the recommendations will 
be closed. 

(U) The report contains 10 recommendations that are considered resolved. Therefore, 
as discussed in the Recommendations, Management Comments, and Our Response 
section of this report, the recommendations will remain open until adequate 
documentation has been submitted showing that the agreed-upon actions have been 
completed. Once we verify that the actions at'e complete, the recommendations wilt 
be closed. 

BfJORlWf,')'il OJiOftf~ 
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(U) This report contains three recommendations that are considered closed as 
discussed in the Recommendations, Management Comments, and Our Response section 
of this report. Those recommendations do not require further action. 

(U) DoD [nstruction 7650.03 requires that recommendations be resolved promptly. For 
the unresolved recommendations, please provide us within 30 days your response 
concerning specific actions in process or alternative corrective actions proposed on the 
recommendations. For the resolved recommendations, please provide us within 90 
days documentation showing that the agreed-upon actions have been completed. Send 
your response as a PDF file to- @dodig.smil.mil. If you arrange to send 
classified comments electrontcally, you must send them over the SECRET Internet 
Protocol Router Network (SIPRNE1). Copies of your comments must have official 
letterhead and the actual signature of the authorizing official for your organization. 

(U) We appreciate the cooperation and assistance received during the audit. Please 
direct questions to me at Do□ 01 (b)(6) (DSf\'[!'r:iCFJ. 

Carol N. Gorman 
Assistant lnspector General for Audit 
Cyberspace Operations & Acquisition, 

Contracting, and Sustainment 
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(U) Introduction 

(U) The objective of this audit was to determine the actions taken by the DoD to 
identify, respond to, and mitigate any compromise to Do.D networks and systems that 
resulted from its use of So.larWinds Orion software. See Append.ix A for a discussion of 
the audit scope and methodology and the Glossary for a definition of technical terms. 

{lUl~ Batkgn»(LJJf11(] 
(U) SolarWinds Orion software is used for managing network performance, analyzing 
network traffic, and monitoring server and application activities on devices such as 
physical and virtual servers.1 On December 13, 2020, FireEye, a cybersecurity incident 
response company, reported a cyber attack on SolarWinds Orion software carried out 
by the insertion of malicious code into SolarWinds Orion software updates. Once the 
software updates were loaded, malicious cyber actors could gain access to customers' 
networks to create new accounts, obtain sensitive data, move across networks 
unnoticed, and establish methods to remain on the networks. Oo December 14, 2020, 
the SolarWinds Corporation filed a report with the U.S. Securjties and Exchange 
Commission that stated the malicious code existed in SolarWinds Orion software 
updates released from March 2020 through June 2020. According to the President and 
ChiefExecutive Officer of the SolarWinds Corporation, at the time of the filing, 
approximately 33,000 ofits 300,000 customers may have installed the software 
updates, including several DoD Components. 

(U) On December 17, 2020, the Cybersecurity Infrastructure Security Agency (CISA) 
issued an alert identifying an advanced persistent threat against SolarWinds Orion 
software that began as early as March 2020.2 According to CISA, any organization that 
installed the compromised software updates remaine.d at risk of attack tmtil corrective 
action was taken.3 

1 (UJ A phys1ca1 server 1s hardware thans useo to run an operating system such as Windows, A v1rtualservens a software­

based representation of a physical server. 

1 (U) CISA supports Federal agencies ablllty to safeguard their networks by providing cybersecurlty tools, Incident response 

services. ;.nd assessment capabilities. An advanced persistent threa,t 1$ a threat from an adversary with sophisticated 

levels of el(pertlse and significant resources that executescyber attacks to gain access to an organizat1on's information 

technology Infrastructure and acquire data or dtsrupt an organization's mission. 

'(U) C/SA Insights, ''What Every Leader Needs to Know About the Ongolng APT [Advanced Perslstenl'Threat] Cyber Activity," 

December 2020. 

IJ 8 GRGiF,:/H 8 liO ru l 
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(U} Emergency Directive to Mitigate SolarWinds 
Orion Compromise 
(U) On December 13, 2020, CISA issued E1nergency Directive 21-01, 11Mitigate 
SolarWinds Orion Compromise." The Directive instructs Federal agencies to mitigate 
threats resulting from the- use of specific versions of SolarWinds 0l'ion software 
(versions 2019.4 through 2020,2,1 Hot Fix 1) on Federal and contractor systems that 
store Government data. The Directive required agencies t-o report to CISA the total 
number of devices with the vulnerable SolarWinds Orion software and forensically 
image the system memory of those devices by December 14, 2020. 

(U) The Directive also requires agencies to analyze their networks for suspicious new 
users or service accounts and remove those users and service accounts, analyze 
networks for indicators of compromise, disconnect exposed devices with vulnerable 
SolarWinds Orion software from networks, and block all network communication from 
SolarWinds Orion devices. Alth011gh the Directive does not apply to national security 
systems or to systems operated by the DoD and the Intelligence Community, the Joint 
Force Headquarters DoD llifonnation Network (JFHQ•D0DIN) issued co1Tesponding 
guidance through various Cyber Tasking and Operation Orders that applies to those 
systems. 

(U} DoD Guidance Issued In Response .to the So/arWinds 
Orion Compromise 
(6iiiiij (. YBE RCOM IIJt(jJ IO l )SC 1 me 

directs commanders and directors of the Combatant Commands, Service cyber 
components, and DoD agencies and field activities within JFHQ-D0DIN areas of 
operation to identify all SolarWiuds Orion software installed, on both unclassified and 
classified networks. 4 See Appendix B for a list of DoD Componei1ts that fall within 
JFHQ-DODIN's areas of operation. 

C YllfflrOM lh)il ► 10 I JSC \'JOP 

- ---- ---------- -------

___ ------- - - - - -- - - - ----- - - - - -- --

action officers, commanders, and directors to identify, analyze, aud remediate activities 
associated with malicious cybet· actors' ongoing efforts to exploit compromised 

• (U) The JFHQ-DOD

Cyber Space Operations-Interna. 
IN Commander Is responsible for directing the execution of global DODIN operations and Defensive 

l Defensive Measures to ensure the effective functioning and defense of the DODfN. 
~ ' . The areas of operation are grouped by the DoD 

Component commanders and dlrectorswh<> have the authority to direct DODIN <>peratlons andOef\!nshle Cyber Spac<l 

Operations. 

'(uJ CV!JERCOM (U~•► 1011SC IJOe . For the purpose of thls report, adver<arles are 
the same as malicious cyber actors. 

6EiAl2$j'1'i i1 f'J P.il 
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~ SolarWinds Orion software.6 YBERC M (b)(3) 10 USC 
130e identified the following categories 

to assign to each device. using SolarWinds Orion software. 

• (~ Not Compromised - Devices that did not have any lndications of 
compromise or did not have one of the vulnerable SolarWinds Orion software 
versions. 

• (iiWi) Exposed - Devices that had SolarWinds Orion software with one of the 
vulnerable SolarWinds software versions. 

• (~ Compromised - Devices that had SolarWinds Orion so~ware with 
malicious codes, and the malicious c_1ber actor had infiltrated the network. 

CYBERU)M (bl( ) 10 USC 130e 

(U) OPORD Tasks Assessed 
(@81) CYBERCOM (b)i3) 10 USC J30e 

' (U} C BERCOM (b)(3) 10 USC I30e 

BE OMJ,:/110 li10 RI f 
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1. identify and report 
devices with SolarWinds 
Orion software to JFHQ­
DODIN. This includes any 
devices with the software, 
not just the devices that 
had the malicious code. 

2. Identify the presence of 
cross-domain systems 
within enclaves containing 
exposed devices. 

3. Disconnect (physically or
logically) any 
exposed device. 

 

4. Create a forensic image 
of all exposed devices. 

5. Review network logs 
.back to the date that the 
SolarWinds Orion software 
versions containing the 
malicious code 
were loaded. 

6. Block network 
communication to 
known malicious websites 
and Internet 
protocol addresses. 

7. Ensure continuous 
network monitoring for 
unusual user activity and 
indicators of compromise. 

8. Execute full server 
rebuild on exposed devices. 

9. Execute user and system 
credential reset for any 
exposed devices. 

..:CcT\Li )fl kii Olli I 

Systems that have the SolarWtnds Orion software are more likely to 
have been compromised. 

Cross-domain systems provide the ability to manually or automatically 
access and transfer information between different security domains. 
Cross-domain systems can provide an attacker a way to move out of an 
enclave to a system otherwise unreachable. An enclave is a set of 
systems that operate in the same security domain and share the 
protection of a single, common, continuous security perimeter. 
Disconnecting the exposed devices from the DODIN will prevent 
malicious cyber actors from issuing further commands to those devices. 

Forensic imaging captures the state-of the system at a point in time, 
including any known and unknown malicious code, 1rnauthorized 
accounts, connections, .and processes in use. Creating a forensic image 
is critical for forensic analysis as the image will contain indicators of 
compromise, such as creation of new accounts and authentication 
attem ts, that might otherwise be lost if the system ~is powere!,I down. 
Network logs provide details on system activity and aid in incident 
response and recovery activities. Review ofthe logs will indicate 
whether a device connected or tried to connect to a malicious website. 

Blocking network communications prevents the malicious cyber actor 
and the malicious code on the exposed device from contacting 
each other, 

Continuous network monitoring for unusual user activity and indicators 
of compromise provides organi'Zations with timely identification of 
malicious activity. 

A full server rebuild ensures destruction of any known and unknown 
malicious code, unauthorized accounts, unauthorized scheduled tasks, 
and other methods of reestablishing unauthorized communications 
caused by the malicious code. 
Resetting credentials ensures that any accounts created or modified by 
the attacker become inaccessible. 

(U) 

@BOflfiiT//il O FU llN 
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(U) Tasks Importance ofTask 
10. Reset the 
autnentication protocol 
(referred to as Kerberos) at 
least twice. 

11. Execute timely patching 
of exposed device.s with the 
DoO patch for SolarWinds 
Orion software. 

{U) Source: The OoD OIG. 

Authentication protocol (Kerberos) is a mechanism to Verify a user's 
identity. Resetting the authentication protocol account at least twice 
ensures that a malici6us cyber actor cannot create an account that 
would grant them permission to the network. The authentication 
protocol stores a user's current password and one previous password, 
so resetting it at least twice removes the passwords and invalidates 
the account, 
Patching includes the use of maintenance tools to install the latest 
software updates and patches. Outdated or unpatched software can 
provide an opportunity for adversaries to exploit vulnerabilities. 
Patching is usually the most effective way to mitigate software 
vulnerabilities and significantly reduce opportunities for exploitation. 

(U) 

(U) Review of Internal Controls 
~) DoD Instruction 5010.40 requires DoD organizations to implement a 
comprehensive system of internal controls that provides reasonable assurance that 
programs are operating as intended and to evaluate the effectiveness of the controls. 7 

I 

7 (U) OoO Instruction 5010.40, "Managers' Internal Conlfol Program Procedures," May 30, 2013, (Incorporating Change-1, 

June 30, 2020). 
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(U) Finding 

(U} DoD Com~©rn~ll1li'c$ Dud /i\lt0f!: Tak~ A!~ Actn«:»iro§ fr:@ 

~de01Ufv0 R~sp001d to0 ~rlld Mitug©Ji(e ith!f! '.§(O)liiill rWrrrnds 
Oroo111 SfOlftwarre Comt(l)rr@m~$e 

Finding 

(U) While the DoD Components took action to rebuild and patch exposed devices, the 
DoD Components di.d not complete all the actions required to identify, respond to, and 
mitigate potential compromises to DoD networks and systems resulting from the use of 
SolarWinds Orion software. BtR '( M (bJl31 io use 130e 

CYBERCOM (bl( 1) 1 4(a)lg) 

CYBrRCO (b)(l) 1 (a)(g) 

CYBERCOM (b)(l/ 1 4(al(g/ 

CY!JERCO (bl( 1 I 1 41a1(g) 

C ' BERCO (b)ll) 1 4(a)(g) 

C BtRC M (b)l111 •l(aJ(g) 

CYBERCOM (b)I 1/ 1 41al(g) 

CYBEHCOM (b)(lJ 1 4(at(g) 

9f!0RBT{/lf 8fSOr@! f 
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-- - -

I YGEr~CllM i!ll<ll 10 lJS\ 1 lll<' 
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. . , 
• 

(~,·,· ... ) Task 

CY[1ERCOM 1h)111 i -1(Ji1g1 OSDJJS !UJ( 1 i 1 4{Q! 

(U) le d 
{...w) 

CYflERCOM 11,11 u 10 USL I 10,, 

(~) 
(filil4) 
(°"" 
(U) Source: The DoD OIG. 

', ' .. 

• {U) Joint Chiefs of Staff Memorandum, "Report to Congress on SolarWlnds Compromise," February 24, 2021. 
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Finding 
----------------------------
(r@f#J DoD Components Did Not Provide Accurate or Timely 
Reporting on Devices Using SolarWinds Orion Software 
(~ ) C BERC M ( (1) 14(a)(g) SD/JS (b)(1) 1 4 g) 

'YBERCOM (bl(1> 1 4(a)(gl 0S0/JS (b)(1) 1 4(g) 

CYBERCOM (b)(3) 10 use 130e 

(3) 10 USC 130e 

9El@R! T,./JW:POHH 
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CJ ........... 

CYB~llCOMih)<II 1 4\,IIIQl o',IJI.JSll>l( 1J 1 •llQI 

- -- - ------

------- - - - ------- ------- -

----- - - -------- -- ------- -------

- - - ---

- - - - - - --------- ---- - -
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Finding 

(~) CYBERCOM !l>ll 1) 1 41311 I 

• I I I I li e 

- - -

- --
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CYBtRC (b)(3) 10 USC 130e 

YBERCOM (b)i1) 14Ia)(g) OSD/JS (b)(1) 1 4(g) 

CYBERCOM (bl(1) 1 4{a)(gj 

n(U) An endpoint Is an end-user device, such as mobile devices, laptop, desktop computers and servers. 

" (U) Air Force Instruction 17-203, "Cybe/ Incident Handling," March 16, 2017. 
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Finding 
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J I >I( I 1 4(.>)lgl OSOIJS (ul( 1) 1 419) 

----- - -- --- --- - ------

___ -- - - - - -------

.Jbtl\L I// 14CJI tJldQ 

Finding 
--------- ---------

iEORi':';'t ' GPO Wl 
DODIG-2022-125 j 13 



JfiJL ttLT/) I .,JI C;; t. ! 

Finding 

CYBERCOM <l>\131 10 USC 130e 

-- - -- ------------ - --
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Finding 

(U) Management Actions Taken 
~) 

CYBERCOM <t1H1l 1 4(al19\ OSO/JS th\11114(91 

- - -- --- - - - -- - - - - - - - - -- - - --

--- - --~---~-
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Finding 

(U) Managerr~ierll't Commer.nts 0rru the !Fhulloffilg itJlt11d 

Ourr ~e~IP)Orrll5>e 
use 

(~ 
CYBEFICOM (h)(3) 10 130e 

, provided the following comments 
on the Finding. F'or the full text of the comments, see the Management Comments 
section of the report. 

(U) Our Response 
M 

~ ) 
'Ytl C {b)(3) 10 LISC 130e 

(U) Recommendatnorrns, ~~arnagemenit Co111/'ilmeint~" 
a-irrnd Ollllr Respoinse 

{U} Recommendation 1 
CVBERCOM iblP) 10 USC 130~ 

(CUI) Department of Defense Chief information Ollicer Comments 
(iiii) CYBf COM (bl(3J O ll C 1:,oe 

l:lfl0M!1//HBfOftfl 
DODIG-2022-125 I 16 



BEQREif;'/PIOFOml 

----- -
C BERCOM (b)(3) 1DUSC 130c 
I 

(U) Our Response 
(l@tlM) 

- · 
(U) 

CYBERCOM (b)(3) 10 USC 130e 

Comments 
~ 

YBE COM (b)l3) 1 use 130e 

(U) Our Response 
(~ 

CYBERCOM (b)(3) 10 USC 1300 
I 

9E0RJH;'/HO@Oftfl 

Finding 

DODIG-2022-125 I 17 
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{U} Recommendation 2 
("""' We recommend that 

YBERCOM (bl(3) 10 USC I J0e 

a. 

b. 

(U) Our Response 
(~) Comments from the Director did not address the specifics of the 

- . . .' . ' . . ' ... . .. . . 

- -

i 
(b)l3) 10 SG 1300 

I 

CYBERCOM (b)(l) 1 'i(a)(g) 

(U) Our ll?.e!£ponse 
(~) Comments from the Director did not address.the specifics of the 

recommendation; therefore, the recommendation is unresolved. CYBER' M (b)ll) l 4(a)(g) 

Finding 

9B8K8JY:,:1 f0P0ftN 
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Finding 

(iJ','Mii) CYBERC.OM (b)(1) 1 4(a)fgl . Therefore, 

we request that -----provide additional comments on the final 
report describing the actions that1i1°1

14(a)fgl &wmtm1 will take to address the recommendation. 

d. """-' Develop a plan of action and milestones for tasks that were not 
completed as required CYBEl<COM (b)/3) 10 USC 1a0e 

(U) Owr Response 
(~) Although the Director agreed with the recommendation, his comments did not 
address the specifics of the recommendation; therefore, the recommendation is 
unresolved. CVBc.HCO (b)(l) 1 4(al(9) 

. Therefore, we requesttba.t CYBERCOM (bi( 1 I I ..j(a)l!l) 

- provide additional comments on the final report describing the actions 
ltiilifil,,t1:1tua will take to C'IBERCOM (1>)(1) 1 ·1(a)lg) 

-· 
{U) Recommendation 3 
(@Wit) We r.ecommend that coordinate with 
the Joint Forces Headquarters-Department of Defense Information Network 
Commander tu: 

a. 

o. 

c. 

JE! @Rliff /f! f8 P('.)fiil J 
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YB RCOM (b)(3) 1 IJ~C 130e 
'I 
I' 

CYBERCOM (~1(3) 10 U ·c 130e 

(U) Ov.w Response 
(ii8+J Although the Director agreed with the recommendations, his comments did not 
address the specifics of the recommendations; therefore, the recommendations are 
unresolved. CYBcRCOM (bl(]) 1() use 13Ue 

. Therefore, we request that C\ BERCOM (b (3) 10 USC 
130e 

- provide additional comments on the final report describing the actions that 
C BERCOM (b)(3) 10 
USC 130e will take to address the recommendations. 

3B tilf\tlJlf/;'f iOFO RH 

Finding 

{U} Recommendation 4 
(alili) We recommend that BE RCOM I ) 3) 10 C 1J0e 

a. 

BE <COM ( )13) 10 use 1300 

Comments 
CYB RCOM (b)IJ) 10 USC 1:,oe 

(U) Our Response 
~ Comments from the Director addressed the specifics of the recommendation; 
therefore, the recommendation is resolved but open. We will close this 
recommendation once CYB RCOM \b)l3) l[I USC 130r 

JfJBM!T>1/HBI omJ 
DODIG-2022-125 I 20 
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Finding 

b. l'f!M) Develop a plan of action and milestones for tasks that were not 
completed as required CYflf 1<COM 11>1131 10 use 1 :<ae 

(U) Our Response 
(.., 

(U) Recommendation 5 
(~) We recommend that CYBERCOM ibi(1I1 4(a)(al 

-= 
a. 

~ ) 
C:YllrfiCOM ibl(Ji 10 IJSC 1 l<k 

Authorizing 
Offkial Comments 

(U) Our Response 
(~) Comments from the Authorizing Official addressed the specifics of the 

CYBERCOMIb)!1l 14!JH9l flSDIJS!ll~I) I 1!Ql 

- ---------- - ---~--

_ ___ - -~- - -- - -------

- · Therefore, the recommendation is closed and no fmther comments are required. 

9EiOliU!T;';'ifB roru 1 
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( f!M,/) 
CYur Ht < lM 11,11·,i lO US( I ;Ck' 
I Authorizing 

OJ]7cial Comments 
(~) CYB(Ht uM oiu n, 4C>HrJ) nso1Js (hl<n t 4(qi 

IJE0Mif/i'H t51POfH l 

(U) Our Response 
(~) Comments from the Authorizing Official addressed the specifics of the 
recommendation; therefore, the recommendation is resolved but open. We will dose 
tbe recommendation once CYflE RCnl,I fl>II 1 I 1 -l!Jl!QI "S01J,; !hill 1 1 4<91 

c. 

Finding 

(~) Authorizing 
Official Comments 
~) 

CY E RCOM <l>H 1 I 1 ,1CaJ(QI OSDIJS (1111 I I 1 4◄QI 

(U) Our Response 
(~ Comments from the Authorizing Official addressed the specifics of the 

',VmRCOM (l>)t II 1 ,IIJl(g) OSOIJS (h)(l) I 4(g) 

- ----- - -------

- -- - -- -

comments are required. 

d. (~) Develop a plan of action and milestones for tasks that were not 
completed as required t,YEiERCOM (h)(11 I 4(J)(Q) OSW.JS ,ll)ill I 4(91 

l~ 
C'/BFf<COM 11,1m 10 !JS( 13D• 

Comments 
(~) CYbtRCllM (h\11) 1 41;,119) OSOi.JS (1>)11) 14HJI 

JDLflZT/;'i i 0 ron, I 
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·vBERCOM (b)( 1) I ~(al(g) SD/JS (b)(1) 1 4(g) 
I 

(U) Our Response 
(8",'Nli) Comments from the Authorizing Official addressed the specifics of the 
recommendation. CYBERCOM(bl(l\ 1 4(a)lg) 050/JS(b)(l) 14(g) 

recommendation is closed and no further comments are required. 

(U) Recommendation 6 
(M) We recommend that CVBERCO (b)(3) 10 SC 130e 

a. 

b. Develop a plan of action and milestones for tasks that were not 
completed as required C BERCOM (t,)(3) 10 USC 130e 

(U) Our Response 
~ ) Comments from did not address the 
specifics of the recommendations; therefore, the recommendations are unresolved. 
GYBE RC OM (b)( 1) 1 4(a)(g) 

Finding 

19[] 19tlli!,f/FI O fiOft[I 
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CYBER(;OM (b)i1) 1 4(a)(g 

(U) Recommendation ·7 
(i6iWI) We recommend that C srnc M (b)(J) 10 USC 130e 

I 

a. 

(tMI) 
Hlc , M (b)(:ll 10 130a 

Comments 
(!MM) ,YBEHC M (b/(3) 0 C 30e 

(U) Our Response 
•) Comments from C 9 R OM ( II 10 SC I30~ addressed the specifics of the 
recommendation; therefore, the recommendation is resolved but open. We will dose 
the recommendation once YBER 'OM (b)(3) 1011SC 13 e 

Finding 

b. (tMN) Develop a plan of action and milestones for tasks that were not 
completed as required CYBERCOM ibi(J) 10 USG l30o 

C'IBERCOM (b)IJ) 10 USC 130e 

(U) Our Response 
~) Comments from G 8£RCOM 11>)(3) 10 usc; 130e addressed the specifics of the 
recommendation; therefore, the recommendation is resolved but open. We will dose 
the recommendation once ., ll CO (bl(3) 10 US • 130e 

iii SiiaR'.Fi{/8 I GiOfW 
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{U} Recommendation 8 
~J We recommend that (,YllfRI OM (hi! l) 10 U!c.C 130e 

a. 

( U) Our Response 
(Ml) Comments from addressed the specifics of the 
recommendation; therefore, the recommendation is resolved but open. We will close 

,Finding 

(U) Our Response 
(!I}} hi ) .=omments from addressed the specifics of the 
reconuuendation; therefore, the recommendation is resolved but open. We will close 

sscn s--s,' ,' D''? so 2 r: 
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Finding 
---- - - - ---- . ------------------

CYBERCOM lb)(l) 1,11a)(g) 

c. (""'-1 Develop a plan of action and milestones for tasks that were not 
completed as reguired CYBERCOM (b)l3) 10 USC DOe 

(U) Our Response 
(~ 

CVBEHCOM !b)(3) 10 USC 130e 

. Therefore, the 
recommendation is resolved but open. We will dose the recommendation once■ 

ERCOM (bi(3) 10 USC 130e 

(U) Recommendation 9 
(tM!M) We recommend that [,YIJERCOM (hl(3) 10 USC ,.me 

a. 

CYBERCOM (b)(3) 10 use 130e 

(U) 01J)Jr Response 
1'ffl) Comments from addressed the specifics of 
the recommendation; therefore, the recommendation is resolved but open. We will 
close the recommendation once CYBERCO (b)(J) 10 U C 130e 

3190M1i7';'J f8f OfUI 
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Finding 

(U) Our Response 
~ Comments from addressed the specifics of 
the recommendation; therefore, the recommendation is resolved but open. We will 
close tbe recommendation once ' E COM (b){3) 10 use 131le 

c. ~ Develop a plan of action and milestones for tasks that were not 
completed ~ required 'VtltRCOM (b)l3) 10 USC 130e 

(UJ Our Response 
~) 

CYBERC M \b)(J) 10 S 130e 

3f!l!!MT,YJ fBPOMJ 
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Finding 

(.W.) CYBER '0 (b)(3) 1 SC 130e 

3fJ@fteTf)') h1'fi@R[( 
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Appendix A 

(U) Appendix A 

(U) Scope and Methodo~ogy 
(U) We conducted this audit from February 2021 tlwough March 2022 in accordance 
with generally accepted government auditing standards. However, due to the DoD's 
implementation ohnaxinHun telework during the coronavirus disease- 2019 pa1Jdemic, 
the audit was suspended from December 2021 through Februa1y 2022. Generally 
accepted government auditing standards require that we adequately plan the 
evaluation to ensure that objectives are met and that we perfonn the evaluation to 
obtaiu sufficient. competent, and relevant evidence to support the fiudings, conclusions, 
and recommendations. We believe that the evidence obtained was sufficient, 
competent, and relevant to lead a reasonable person to sustain the findings, 
conclusions, and recommendations. 

(_.) To understand the SolarWinds Orion Compromise and the actions needed to 
mitigate the impact of the compromise, we interviewed officials from r'YBlRCOM fll~)I 10 use 

no, 

-----~ - - -------------- - - - --

Table3 
lists the 20 DoD Components we reviewed to determine whether the actions taken to 
identify, respond to, and mitigate any compromise to DoD networks and systems that 
resulted from the DoD's use ofSolarWinds Orion software were completed as required 
L Y8ERcm.11fJ11 Ji IO IJ~C 130• 

(U) Table 3. ·DoD Components Sampled by the DoD 0/G Re9ardin9 the SolarWinds Orion 
Com · romise 

(U) Source: The DoD OIG. 

Jii§;~JiitET ' '' lliin)F't' /I' fl ' 
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Appendix A 

(U) Additionally, we reviewed Federal and DoD policy concerning tasks for mitigating 
vulnerabilities related to the SolarWinds Orion Compromise, forensic imaging, and 
log management. 

(U) We selected a nonstatistical sample of 20 DoD Components from the 162 DoD 
Components that reported the presence of the SolarWinds Orion software on their 
networks to JFHQ-DODIN. Of the 162 DoD Components, we excluded cY!ltR ( l( > 10 use 

1:...t0e 

. We assessed 10 DoD Components that reported having SolarWinds Orion 

software to JFHQ-DODIN and 10 DoD Components that reported having no SolarWinds 
Orion software. 

(U) hiterrila~ Corntroi Assiessrinent alrlld Com!f]lu:aill'llte 
(U) We assessed internal controls and compliance with laws and regulations necessary 
to satisfy the audit objective. [n particular, we assessed tasks related to: 

• (iili!W) YBl:RCOM {bi(3J 10 USC 1:J0~ 

• (@"1!) • YBERCOM (bl(.,) lO use !JU~ 

• (M) CYBERCOM (bJ(3) 10 USC 130~ 

• (~ 
CV!ltR M (b)(J) 10 USC lJtle 

• (ili!lli) CYBERCOM (b)(3) 10 use 130e 

• (ilili) CVBERCOM (h)(3) 10 USC 130e 

• (.W.) CYBERCOM (b)(3) 10 IJSC 130e 

• c• CYBERCOM (b){3) 10 USC 1300 

• (~) YBERCOM (l>)(3) 10 USC ,:me 

• {iiiW!) C ll RCOM (bl(.I) 0 USC 130e 

{U) However, because our review was limited to these internal control components and 
underlying principles, it may not have disclosed all Internal control deficiencies that 
may have existed at the time of this audit. 

Df:i Stlf:iT;';'i i 8P0nt I 
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Appendix A 

(U) Use @1 C©JmpH.nterr~IP'iroces.§ie©1 Daii'c©l 
(U) We did not use computer-processed data to perform this audit. 

(U} Use of Tedirnika~ Assnstarrnt~ 
(U) The DoD OIG Quantitative Methods Djvision assisted with developing <1 

nonstatistical sampling methodology for selecting DoD Components. 

(U) l?u-oorr Coverage 
(U) During the last 5 years, tile Government Accountability Office (GAO) issued one 

report addressing the Federal response to the SolarWinds Orion Compromise. 

(UJ Government Accountability Office 
(U) Report No. GAO 22-104746, "Federal Response to SolarWinds and Microsoft 

Exchange Incidents," January 2022 

(U) The GAO determined that Federal agencies took several steps to coordinate 

and respond to the SolarWinds incident. The Cybersecurity and Infrastructure 

Systems Agency (CISA) issued emergency directives to inform Federal agencies 

of the vulnerabilities and the Unified Coordination Group provided guidance 
through advisories, alerts, and tools. The GAO concluded that even though 

CISA's efforts to work with agencies have provided a degree of confidence that 

the threat actor is no longer present, the threat actor may have established 

undiscovered persistent access within affected agencies' and private companies' 
networks. The GAO stated that failure to perform comprehensive and thorough 

remediation activity will expose those networks to substantial risk for long­

term undetected persi~tent threat activity. This report did not contain 

recommendations. 

:m@ttI!ftit,'H8ta8ml 
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Appendix B 

(U) Appendix B 

(!JJ) Universe of DoD Components That Reported Devices to JfHQ-DODIN 

SiBCRET/{HOt OfiH 
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AppendixB 

(U) Source: The DoD OIG and JFHQ-DODIN. 
(U) * Indicates that the Component falls within JFHQ-DODIN's area ofoperation. 

Jfi!t!!IU!¥f;'H ersrue 
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DEPARTMENT OF DEFENSE 
6WO DEJ'ENSE PENTAGON 

l'IASl-tlNGTON_ D.C. 20301.:0000 

June- 17, 2022 

MEMORANDUM FOR INSPECTOR GE'lERAL OF THE DEPARTMENT OF DEFENSE 

S!JBJECT: Review and Commcn1 nfDnD Inspector General "Audit of Ocpm1mon1 of Oeftnsc 
Components' Response lo the SoiurWinds Compromiscw Drufl Report (D2O21-
l)000CR-008l .OOO) 

(U) This is the.Department ufDdense. (DuD) Chief lnfom,ation Officer (CIO) respunse 
to the. DoD Inspector· G1meral Oral\ Report, Audit ur Department of Defonse Cumpone.nts' 
Response to the SolarWi nds Compromise" Dr,ifi Report ( D2021-D0O0CR-00I! 1.000). 

~) Ool> CIO itl!Sl'Oi"SE; 
r.YlU l·W(1M (hit\) Hl l!SL BO.,.. 

CYBERC OM (hnl 10 USC 1 JO., 

LYHI HLl>M l"H l) 1ll U~,\ . I IV• 

I 

Controlled by: DCIO-CS 
Category: PRIVILEGE 
LDC: FEDCON 
POC: PCIO-CS-RA&OI, 

6cc3HEif,'fll 6FO: d J 

Management Comments 

(U) Management Comments 

(U) Oepartment of Defense, Chief information Uffker 

mcRGT ( (W' POPD' ; I 
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Cbttiiibbbbb Gifodl&Sh fob ilii OJGS&liOl, 

( YA[ RC.C,M ll>)(JJ 1n IJ';( I l□,• 
I 

who may be reached at-

Q/ /4hn B. Sherman 

JI •11111 IIUtHJTSt !&!£2116! 

Ofs@llET;'/i ICP!Jlff J 

Management Comments 

(U) Department of Defense, Chief Information 
Officer (cont'd) 

Sfll!!ttCfi{) I fGfiGI tit 
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Q 
Rc,ily Zi11 Code: 
20318-0300 

iiilthilill. 1$1 Ott .. 

THE JOINTSTAFr 

WASHlNGTOJi, DC 

MP.MORANO.l lM FOR l)lil't\RTl'\·11:lN'f Of· l>l'H,,\ISE INSl'F.CTOR CTENEltAI. 

SUBJEC'f: (UJ Audit 111' ikpnrlm.:nt of Dcfo11sc CompunrnL,· Rc,sponsc 111 lhe Sulur\Vi111Js 
Compromise\ l'r\>jccl Nu, D20~1-D000<.'R·008 l .OU0J 

I. ( U) This metnuramlum is in r,spC1nsc lo lhC' Office of the lnspt'Clllr Ci~ncml of.th~ Dcpartnlcnl 
nfl Jclc11,c r.:q11,·.,1 li>r cummcms on lh~ subj..,ct rqJOrl. 

2. (\I) 'rhc .ltlim Stuff,·oncurs •l'i\11 Urn report ~nd sul>mits th~ mlnclwd w111rn~11~, lill' 
cort~ideralion. 

t'J:Z5;·lh",J U~ . J&J1ffldfffl9IM 

,s J, Mll\'Cil IS, l,TG. ll!sA 
l)irl:ctur . .Joint St111'1' 

l>c•lh-4 !'mm M11l1ijttc ~•uh .• ...._ 
l)..:~J.ntliyun 111-trr,11•, I 1N l •t.ASSIFl l'.lJ \Vhc..:11 Sq,;u':ll\:<l li'1wn At1:1dui11.:ntx 

L'ff'P FTIJ?'f?EPI!'~ 

(U) 
CYBER<.:OM lh>II) 1 /(el 1~\f l) JO ll5f 110,. 

~lfiORE!f;'/il Oro f\fl 

Management Comments 

CE OReiFfi;';' i' 0 f O fU I 
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COMPONENT COORDINATOR RESPONSE 

June 77, 21l2.l 

S l.lRJ£CT: 1',0J>Q>ed < 1"'" , . •"' ",,., D<lDIC Dni1I Rq:,on -Audir of Ocpmmcot of Ddi:mc Com;>oncms· R<sJ>0"5C to.thecSoluWin<lll 
Compromi5';. Project No. 02021 • DOOOCl!.-0081.000. 

On b<h.'llf oflM@tf@!@N lh1s- i.ssu.,ncc L$! Concur with comm<:nl B<:low = comments ror .)'t)ur considcrntion !Tom 
ODJSiDIG MU.SEC, • l I ' 

M}' point or~ (or tiwl: action Cl ·--
0S0/JS tt:.1•61 

ijm;i 

DD FORM 81&. AUC 2016 R£('LACES SO FORM SIS. WIIICII IS OBSOLETE 

L EFL 1 ,·1·= ~2 ro:-.: ~ 

(U) 
CYf-JERC(lM •t:iltll 1 t,-:1 !11 11)1 l/J use BClt.:· 

(cont'd) 

-
Management Comments 
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SCCl@ll)i!bl s:a, 
DoD ISSUANCE COORDINATION RESPONSE: Issuance Type 111d Number, "IiUc" 

-· , 
CLASS I # I PAGE I PARA / FOll:-10~ I Co01*u:.vrs..Juml"CATIOl'<.Al'D ORICIMT01t,J1.:ST1FIC\T10k FOi R&$0LLTIOI' 

"~_.,~UK! 

2.5 

0 

25 

D 

2S 

0 

Coordiaator Reconvnccdcd Change: 

Originato.- Rc:spolllC: ( l1t1~..;1: ~t,J •l'"H1 1 

Orie;in•tor Rc-.«1ni•a~ 

CoordiHlor ComD!DI and Juttifieatioa: 

CoordiHlor Recommended Cb•ngc: 

Of"is.in:otor Re.pomc: '-, h,•,,-,: .1, ,1 .. n 1. 

Originator Rc,uoniag: 

Coardiutor RCC9mmCDded Cb.iiJgc; 

Origi.nator"Rcspome: <."ittlfi-.~ ~u, 111-11,. 

Originator Rca,ooi■,g: 

\..•~<'\.'-' • I 1 U".,l 1. '.'.> I -0•:'i 

DD t"'ORM lillr, AUG 2016 RlsPLACES SD fORM 818, WIIICII IS ORSO LITE 

COMN>l'I-Urt l\l'fD.POC 

N""'&. PHO><&, AND 
-~~L 

Joint Stair Assistant JG ... 
Joint Starr A=i1-1on\ lG ... 
Joim Stii'fr A.s.si.stant lG 

'"S."·• 

(U) 

.., £Cf& 1, 1 _wt s .. m 

CYEl!::RC()M ·.t:•)• 11, l••:· ,lifl:',"1 ,o use 1!,(14:' 

(cont1 d) 
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DoO ISSUANCE COORDINATION RESPONSE: hsaaacc T~ aad Nuaobcr, ~Title" 

l 8 .4$1$ 

CLASS II PAC[ PARA fORi'/O,-;. 
CONCUR'! 

0 

s 16 :Z.·12b 

~ D 

<i I 16 :zc 

~ D 

00 ~'ORM 818, AUG2016 

COM.W:."1':!, J ~'ST1F1CAT10S, A.'<1> ORICINA "TOR JUSTIFICATION FOA R£SoumoN 

-tor Comme.11t 111d Justiliatioa: 

COClrdiGator Recommcod<d Cb1age: 

Origia•tor RNponR: Choocc-•a ;ic-m.. 

Orfginlllor Reasoning, 

COC1rdiaa1or R«o-clldcd Chant;c:: 

Ori~inator Rcspoa.s.t; t ¾~, ,\,,~ ; ,t.il kl.11:. 

Originator Rc&$0ailtg: 

C.oonllnat.or Re,commcmfed Cb:a"gr:. 

Orii:uworRcspoasr; C'':t"'""" ,,~a:1. 

Ori~inaror Reuonini:: 

llt:PLACt:5 SO l'OR\1 1118, WHICH I~ OBSOLETE 
scaa e:; :c: mes 

Co:vro~~POC 
:-IAME, PHOSE, ,,NO 

.~~lfJ_L_ 

.. 

.. ---·-

2 

31!@il!J'f{f~L F~Fen 

(U) 
c vfit.Rcc1M >'tJ,1,, , ' ii:• ,Ll\1 J• 1L1 u::-c no~ 

(cont' d) 
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DoD JSSCANC£ COORDINATION RESPONSE, lssuanccT~nd Number, "Title" 
8/\SIS 

~ # PA.C£ PARA FOR NON- COMME."<TS,JliSTIFICATIOf'I, Al'<D OIUCINATOll JUSTIFICATION FOR JlE:SOLIJTION 

7 j 16 12d 

-~ I I I 

8 116 13 

~ 

DD FOR.'181.8,AUG 2016 

CONCUR? 

I 

I □ 

I 

D 

I 

I Coordinator Rccommen~ Ch1U11:.e: 

Originator Response: l 1,u,os.: ((II 11, ,,, 

I Orl~nator Rcasoniai: 

Coordinator Recommended Change: 

Originator Response! Choose an item. 

Originator Reasooing: 

REPLACES SD FORM 818, WHJCU IS OBSOLETE 

1 COM10N£1''T Nit> P0C 
NAME, PIIOllt, A.~1> 

E-MAIL 

w m· ... -- · 

--!I!--

3 

(U) 

s_@RET, •
1
·:;02 0 t&: 

LV8t::RC.0f..1 1t,•1 1 \1 i'1e,, ; ,:,,,~•.)i[.1I_:-:;c 1?-L•I:' 

(cont'd) 
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DoD ISSUANCE COORDINATION RESPONSE: Issuance Type aad Number, "Title"· 
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(U) Acronyms and Abbreviations 

(U) YBfRCOM (b)l3J H USC l30e 

(U) ' 

(U) CISA Cybersecurity Infrastructure Security Agency 

(U) DODIN Department of Defense Information Network 

(U) 
CY8ERCOM (bl(3l 10 USC 130c 

(U} : 

Joint Force Headquarters 
CYBERCOM (b)(3) 10 USC 130c 

(U) NIST National Institute of Standards and Technology 

(U) OPORD Operation Order 

(U) 
CYBERCOM (b)(31 10 USC 1 Ce 

(U) POA&M Plan of Action and Milestones 

(U) SP Special Publication 

JECREI}) hot Oi(I( 
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(U] Glossary 

(U) Authentication Protocol Resets. Ensure that an attacker cannot create a valid 
account, which would grant them permission to the domain. 

(tJ) Advanced Persistent Threat. A threat from an adversary with sophisticated levels 
of expertise and significant resources that executes cyber attacks to gain access into an 
organization's information technology infrastructure so that it can acquire data or 
disrupt an organization's mission. 

(U) Assured Compliance Assessment Solution. An integrated software solution that 
provides automated network vulnerability scanning, configuration assessment, and 
network discovery. 

(U) Closed Loop Environment. Has no external connection to an Internet provider 
and provides encryption for all network traffic. 

(U) Command and Control. The exercise of authmity and direction by a properly 
desjgnated commander over assigned and attached forces in the accomplishment of the 
mission. 

(U} Compromise. Disclosure of information to unauthorized persons, or a violation of 
the security policy of a system in which unauthorized intentional or unintentionaJ 
disdosure, modification, destruction, or loss ofan object may have occurred. 

(U} Cross-Domain Solutions. A form of controlled interface t)1at provides the ability to 
manually and/or automatically access and/or transfer information between different 
security domains. 

(U) Cyber Attack; An attack, through cyberspace, targeting an enterprfse's use of 
cyberspace for the purpose of disrupting, disabling, destroying, or maliciously 
controlling a computing environment or infrastructure, destroying the integrity of the 
data, or stealing controlled information. 

(U) Department of Defense Information Network (DO DIN). A globally 
interconnected, end-to-end set of inforroatjon capabilities, and associated processes for 
collecting, processing, storing, disseminating, and managing information on-demand to 
Service members, policy makers, and support personnel, including owned and leased 
communications and computing systems and services, software, data, security services, 
other associated services and national security systems. 

(U) Domain Name System (DNS). Translates human readable domain names to 
machine readable Internet protocol addresses. 
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(U) Enclave. A set of systems that operate in the same secw·ity domain and that share 
the protection of a single, common, continuous security perimeter. 

(U) Endpoint. An end-user devke, such as a mobile device, laptop, desktop computer, 
or server. 

(U) Exposed. The condition of being in a vulnerable position or situation. 

(U) Forensic Image. A dupliq1te copy of the original system or server. 

(U) Host. Any hardware device that bas the capability of permitting access to a 
network by a user interface, specialized software, network address, protocol stacl<., or 
any other means. Some examples include computers, personal electronic devices, thin 
clients, and multi-functiona! devices. 

(U) Internet Protocol (IP). Standard protocol for transmission of data between 
entities that communicate over the Internet 

(U) Internet Protocol (CP) Address. A unique adclxess that identifies a device on the 
Internet or a local network. It allows a system to be recognized by other systems 
connected by the TP. 

(U) Kerberos. A computer-network authentication protocol that works on the basis of 
tickets to allow connection points over a non-secure server to prove their identity to 
one another in a secure manner. 

(U) Malicious Cyber Actor. An individual or organization that lises technology with 
the intent to cause harm. 

(U) Patch. A repair for a piece of program.ming; also known as a "fix." A patch is the 
immediate solution that is provided to users; it C<Q'.l sometimes be downloaded from the 
software maker's webstte. 

(U) Plan of Action and Milestones (POA&M). A document that identifies the 
resource~ required to accomplish the elements of the plan, any milestones in meeting 
the tasks, and scheduled completion dates fat the milestones. 

(U) Risk Management. The program and supporting processes to manage information 
security risk to organizational operations (including mission, functions, image, and 
reputation), organization assets, individuals, other organizations, and the Nation. 
Includes establishing the context for risk-related activities. assessing risk1 responding to 
risk once determined, and monitoring risk over time. 

(U) Safeguards. Protective measures prescribed to meet the security requirements 
specified for an information system. Safeguards may include security features, 
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(U) management constrains, personnel security, and security of physical structures, 
areas, apd devices. 

(U) Server. A system entity that provides a service in response to requests from users. 

(U) Sunburst. A threat actor cluster that is tracked and the behavior is consistent with 
nation-state activity. The actors behind this campaign have gaLned access to numerous 
public and private organizations around the world. They have gained access to victims 
by trojanized updates to SolarWinds Orion monitoring and management software. 

(U) User Credential Resets. Ensure that accounts created or modified by the attacker 
become inaccessible. 

(U) Vulnerability. Weakness in a system, system security procedures, internal 
controls, or implementation that could be exploited or triggered bya threat. 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

Whistleblower Protection safeguards DoD employees against 

retaliation for protected disclosures that expose possible fraud, waste, 

and abuse in Government programs, For more information, please visit 

the Whistleblower webpage at http://www.dodig.mil/Components/ 

Administrative-lnvestigationsjWhistleblower-Reprisal-lnvestigations/ 

Whisteblower-Reprisal/ or contact the Whistleblower Protection 

Coordinator at Whistleblowerprotectioncoordinator@dodig .rn ii 

For more information about DoD OIG 
reports or activities, please contact us: 

Congressional Liaison 
703.604.8324 

Media Contact 
public.affairs@dodig.mil; 703.604.8324 

DoD OIG Mailing Lists 
www.dodig.mil/Mailing-Lists/ 

TWitter 
www.twitter.com/DoD_IG 

DoD Hotline 
www.dodig.mil/hotline 





(U} Dissemination List 
(U) This is a controlled report and dissemination beyond the groups listed below must be approved. 

(U) COMMITTEE ON ARMED SERVICES, UNITED STATES SENATE; 

(U) COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS, UNITED STATES SENATE; 

{U) SUBCOMMITTEE ON DEFENSE, COMMITTEE ON APPROPRIATIONS, UNITED STATES SENATE; 

(U) COMMITTEE ON ARMED SERVICES U.S. HOUSE OF REPRESENTATIVES; 

(U) COMMITTEE ON OVERSIGHT AND REFORM, U.S. HOUSE OF REPRESENTATIVES; 

(U) SUBCOMMITTEE ON DEFENSE, COMMITTEE ON APPROPRIATIONS, U.S. HOUSE OF 

REPRESENTATIVES; 

(U) SECRETARY OF DEFENSE; 

(U) DEPUTY SECRETARY OF DEFENSE; 

(U) JOINT STAFF; 

~ (U) BERC M iblf ) 10 ISC 130e 

(U) C BERGO (b)i31 10 use 1300 

(U) DEPARTMENT OF DEFENSE CHIEF INFORMATION OFFICER; 

(U) OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE FOR SPEICAl OPERATIONS AND LOW-INTENSITY 

CONFLICT; 

(U) HEADQUARTERS U.S. MARINE CORPS; 

(U) NATIONAL SECURITY AGENCY; 
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(U) JOINT FORCE HEADQUARTERS DOD INFORMATION NETWORK; 
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