i

Sl:\.-l’\l: l[/ INFUINING

INSPECTOR GENERAL

U; S Department of Defen se

Released by the DoD OIG
FOIA Office under FOIA

INTEGRITY * INDEPENDENCE * EXCELLENCE

“Copy 72 of 150"

- ECNNC I/ /NNUTrvnNIN.







(U) The objective of this audit was to determine the
actions taken by the DoD to identify, respond to, and

mitigate any compromise to DoD networks and systems
that resulted from its use of SolarWinds Orion software.

{U) Backgrour
{@¥2) SolarWinds Orion software is used for managing
network performance, analyzing network traffic, and
aonitoring server and application activities on devices, such

orted a cyber attack on SolarWinds Orion software.
Eye reported the insertion of malicious code into

officers, commanders, and directors to identify, analyze,

‘and remediate activities associated with the ongoing
;._Eiéfforts of malicious cyber actors to exploit the
‘compromised SolarWinds Orion software.

{U) Finding
 (U) While the DoD Components took action to rebuild

 and patch exposed devices, the DoD Components did not
?c_o'rnplete all actions required to identify, respond to, and

_mitigate potential compromises to DoD networks and

systems resulting firom the use of SolarWinds Orion
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(U) Results in Brief

(U) Audit of Department of Defense (‘om;mnenrs Respome to rhe
- SolarWy inds Orion Compromise.

(U) Please see the Recommendations Table on the next
page for the status of these recommendations, among
other recommendations.

T
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(U) Recommendations Table

Recommendations Recommendations

Management Recommendations Closed

Unresolved Resolved

Chief Information Officer, None 1 | None

Department of Defense _ |
RCOM (1311 1 Tiey, (b)(3) 10 USC 130e .
2a,2.b, 2%,2d None None
3.3,3.b,3.c None | None
4b f 4.a | None
None | 5b 5.3, 5.c,5.d
: |
|
6.a, 6.b | None None i
| | |
| |
None | 7.a,7.b | None .
| .
I
| |
None | 8.a,8b,8¢ | None i
| |
|
|
|
9.c 9.3,9b | None

(U) Please provide Management Comments by October 3, 2022.
Note: The following categories are used to describe agency management’s comments to individual
recommendations.
*  Unresolved — Management has not agreed to implement the recommendation or has not
proposed actions that will address the recommendation,
¢ Resolved — Management agreed to implement the recommendation or has proposed actions
that will address the underlying finding that generated the recommendation.
e Closed — The DoD OIG verified that the agreed upon corrective actions were implemented.

s il
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

September 1, 2022
MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHIEF INFORMATION OFFICER OF THE DEPARTMENT OF
DEFENSE
COMMANDER, U.S. CYBER COMMAND
DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY
DIRECTOR, NATIONAL SECURITY AGENCY
AUDITOR GENERAL, DEPARTMENT OF THE NAVY
AUDITOR GENERAL, DEPARTMENT OF THE ARMY
AUDITOR GENERAL, DEPARTMENT OF THE AIR FORCE

(U) SUBJECT: Audit of Department of Defense Components’ Response to the
SolarWinds Orion Compromise (Report No. DODIG-2022-125)

(U) This final report provides the results of the DoD Office of Inspector General’s audit.
We previously provided copies of the draft report and requested written comments on
the recommendations. We considered management's comments on the draft when
preparing the final report. Those comments are included in the report.

(U) This report contains 11 recommendations that are unresolved because
management officials did not provide written comments on the draft report or did not
fully address the recommendations. Therefore, as discussed in the Recommendations,
Management Comments, and Our Response sections of this report, the
recommendations will remain unresolved until an agreement is reached on the actions
to be taken to address the recommendations. Once an agreement is reached, the
recommendations will be considered resolved but will remain open until adequate
documentation has been submitted showing that the agreed-upon action has been
completed. Once we verify that the actions are complete, the recommendations will

be closed.

(U) The report contains 10 recommendations that are considered resolved. Therefore,
as discussed in the Recommendations, Management Comments, and Our Response
section of this report, the recommendations will remain open until adequate
documentation has been submitted showing that the agreed-upon actions have been
completed. Once we verify that the actions are complete, the recommendations will
be closed.

DODIG-2022-125 | iv




o

(U) This report contains three recommendations that are considered closed as
discussed in the Recommendations, Management Comments, and Our Response section
of this report. Those recommendations do not require further action.

(U) DoD Instruction 7650.03 requires that recommendations be resolved promptly. For
the unresolved recommendations, please provide us within 30 days your response
concerning specific actions in process or alternative corrective actions proposed on the
recommendations, For the resolved recommendations, please provide us within 90
days documentation showing that the agreed-upon actions have been completed. Send
your response as a PDF file to [N @ dodig.smil.mil. If you arrange to send
classified comments electronically, you must send them over the SECRET Internet
Protocol Router Network (SIPRNET). Copies of your comments must have official
letterhead and the actual signature of the authorizing official for your organization.

(U) We appreciate the cooperation and assistance received during the audit, Please
diI'ECt questiﬂns to me at Dol OIG (b)(E) (DSN Dol OIG (b)iE) ].

O 3 R

Carol N. Gorman

Assistant Inspector General for Audit

Cyberspace Operations & Acquisition,
Contracting, and Sustainment

DODIG-2022-125 |v
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(U) Introduction

(U) Objective

(U) The objective of this audit was to determine the actions taken by the DoD to
identify, respond to, and mitigate any compromise to DoD networks and systems that
resulted from its use of SolarWinds Orion software. See Appendix A for a discussion of
the audit scope and methodology and the Glossary for a definition of technical terms.

(U) Background

(U) SolarWinds Orion software is used for managing network performance, analyzing
network traffic, and monitoring server and application activities on devices such as
physical and virtual servers.! On December 13, 2020, FireEye, a cybersecurity incident
response company, reported a cyber attack on SolarWinds Orion software carried out
by the insertion of malicious code into SolarWinds Orion software updates. Once the
software updates were loaded, malicious cyber actors could gain access to customers’
networks to create new accounts, obtain sensitive data, move across networks
unnoticed, and establish methods to remain on the networks. On December 14, 2020,
the SolarWinds Corporation filed a report with the U.S. Securities and Exchange
Commission that stated the malicious code existed in SolarWinds Orion software
updates released from March 2020 through June 2020, According to the President and
Chief Executive Officer of the SolarWinds Corporation, at the time of the filing,
approximately 33,000 of its 300,000 customers may have installed the software
updates, including several DoD Components.

(U) On December 17, 2020, the Cybersecurity Infrastructure Security Agency (CISA)
issued an alert identifying an advanced persistent threat against SolarWinds Orion
software that began as early as March 2020.2 According to CISA, any organization that
installed the compromised software updates remained at risk of attack until corrective
action was taken.?

' (U) A physical server is hardware that |s used to run an operating system such as Windows. A virtual server is a software-
based representation of a physical server.

? (U) CISA supports Federal agencies ability to safeguard their networks by providing cybersecurity tools, incident response
services, and assessment capabilities. An advanced persistent threat is a threat from an adversary with sophisticated
levels of expertise and significant resources that executes cyber attacks to galn access to an organization’s information
technology infrastructure and acquire data or disrupt an organization’s mission,

* (U) CISA Insights, "What Every Leader Needs to Know About the Ongaing APT [Advanced Persistent Threat] Cyber Activity,”
December 2020.

vt
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(U) Emergency Directive to Mitigate SolarWinds

Orion Compromise

(U) On December 13, 2020, CISA issued Emergency Directive 21-01, “Mitigate
SolarWinds Orion Compromise.” The Directive instructs Federal agencies to mitigate
threats resulting from the use of specific versions of SolarWinds Orion software
(versions 2019.4 through 2020.2.1 Hot Fix 1) on Federal and contractor systems that
store Government data, The Directive required agencies to report to CISA the total
number of devices with the vulnerable SolarWinds Orion software and forensically
image the system memory of those devices by December 14, 2020.

(U) The Directive also requires agencies to analyze their networks for suspicious new
users or service accounts and remove those users and service accounts, analyze
networks for indicators of compromise, disconnect exposed devices with vulnerable
SolarWinds Orion software from networks, and block all network communication from
SolarWinds Orion devices. Although the Directive does not apply to national security
systems or to systems operated by the DoD and the Intelligence Community, the Joint
Force Headquarters DoD Information Network (JFHQ-DODIN) issued corresponding
guidance through various Cyber Tasking and Operation Orders that applies to those
systems.,

(U) DoD Guidance Issued In Response to the SolarWinds
Orion Compromise

CYBERCOM (b)(3) 10 USC 1230e

directs commanders and directors of the Combatant Commands, Service cyber
components, and DoD agencies and field activities within JFHQ-DODIN areas of
operation to identify all SolarWinds Orion software installed, on both unclassified and
classified networks.* See Appendix B for a list of DoD Components that fall within
JFHQ-DODIN's areas of operation,.

CYHE RCOM (L)) 10115

requires
action officers, commanders, and directors to identify, analyze, and remediate activities
associated with malicious cyber actors’ ongoing efforts to exploit compromised

* (U) The JFHO-DODIN Commander is responsible for directing the execution of global DODIN vperations and Defensive
C\!ber Spﬂce Ope(atinns Internal Defensive Measures to ensure the effective functioning and defense of the DODIN,
R . The areas of operation are grouped by the DoD

Component ¢ fers and directors who have the authority to direct DODIN operations and Defensive Cyber Space

Operations.
5 (U} CYBERCOM (bH3) 10 USC 13De

. For the purpose of this report, adversaries are
the same as mallcious cyber actars.

DODIG-2022-125 |2
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(@) SolarWinds Orion software.5 il idcntified the following categories
to assign to each device using SolarWinds Orion software.

« (®@8 Not Compromised - Devices that did not have any indications of
compromise or did not have one of the vulnerable SolarWinds Orion software
versions.

o (&) Exposed - Devices that had SolarWinds Orion software with one of the
vulnerable SolarWinds software versions.

« (@9 Compromised - Devices that had SolarWinds Orion software with
malicious codes, and the malicious cyber actor had infiltrated the network.

5 (U} CYBERCOM (b){3) 10 USC 1302

DODIG-2022-125 |3
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UI) Table 1. Tasks Assessed and Their Importance

(U) Tasks

1. Identify and report
devices with SolarWinds
Orion software to JFHQ-
DODIN. This includes any
devices with the software,
not just the devices that
had the malicious code.

Importance of Task
Systems that have the SolarWinds Orion software are more likely to
have been compromised.

2. Identify the presence of
cross-domain systems
within enclaves containing
exposed devices.

Cross-domain systems provide the ability to manually or automatically
access and transfer information between different security domains.
Cross-domain systems can provide an attacker a way to move out of an
enclave to a system otherwise unreachable. An enclave is a set of
systems that operate in the same security domain and share the
protection of a single, common, continuous security perimeter.

3. Disconnect (physically or
logically) any
exposed device.

Disconnecting the exposed devices from the DODIN will prevent
malicious cyber actors from issuing further commands to those devices.

4. Create a forensic image
of all exposed devices.

Forensic imaging captures the state of the system at a point in time,
including any known and unknown malicious code, unauthorized
accounts, connections, and processes in use. Creating a forensic image
is critical for forensic analysis as the image will contain indicators of
compromise, such as creation of new accounts and authentication
attempts, that might otherwise be lost if the system is powered down.

5. Review network logs
back to the date that the
SolarWinds Orion software
versions containing the
malicious code

were loaded.

Network logs provide details on system activity and aid in incident
response and recovery activities. Review of the logs will indicate
whether a device connected or tried to connect to a malicious website,

6. Block network
communication to

known malicious websites
and Internet

protocol addresses.

Blocking network communications prevents the malicious cyber actor
and the malicious code on the exposed device from contacting
each other.

7. Ensure continuous
network monitoring for
unusual user activity and
indicators of compromise.

Continuous network monitoring for unusual user activity and indicators
of compromise provides organizations with timely identification of
malicious activity,

8. Execute full server
rebuild on exposed devices.

A full server rebuild ensures destruction of any known and unknown
malicious code, unauthorized accounts, unauthorized scheduled tasks,
and other methods of reestablishing unauthorized communications
caused by the malicious code.

9. Execute user and system
credential reset for any
exposed devices.

Resetting credentials ensures that any accounts created or madified by
the attacker become inaccessible,

(v)

DODIG-2022-125

4




[t benesing

Importance of Task

the account,

10. Reset the Authentication protocol (Kerberos) is a mechanism to verify a user’s
authentication protocol identity. Resetting the authentication protocol account at |east twice
(referred to as Kerberos) at | ensures that a malicious cyber actor cannot create an account that
least twice. would grant them permission to the network. The authentication

protocol stores a user’s current password and one previous password,
so resetting it at least twice removes the passwords and invalidates

11. Execute timely patching | Patching includes the use of maintenance tools to install the latest
of exposed devices with the | software updates and patches. Outdated or unpatched software can
DoD patch for SolarWinds provide an opportunity for adversaries to exploit vulnerabilities.
Orion software. Patching is usually the most effective way to mitigate software
vulnerabilities and significantly reduce opportunities for exploitation.

(u)

(U) Source: The DoD OIG.

i Controls

(U) Review of Intern

f®®) DoD Instruction 5010.40 requires DoD organizations to implement a
comprehensive system of internal controls that provides reasonable assurance that

programs are operating as intended and to evaluate the effectiveness of the controls.”
CYBERCOM (D3] 10 USC 130

nstruction A0, anagers |nlerna ntrol Program Procedures,” May 30, s \Incorporating Change 1,
’(U) DoD 1 tion 5010.40, "M ‘A I Ca | P P d “ May 30, 2013, (1 ing Ch 1

June 30, 2020).
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Finding

(U) Finding

(U) DoD Components Did Not Take All Actions to
Identify, Respond to, and Mitigate the SolarWinds
Orion Software Compromise

(U) While the DoD Components took action to rebuild and patch exposed devices, the
DoD Components did not complete all the actions required to identify, respond to, and

mitigate potential compromises to DoD networks and systems resulting from the use of
SolarWinds Orion software.

SYBERGOM (b){3) 10 USC 1308

DODIG-2022-125 | 6
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YBERCOM (BH3) 10 USC 130e

OM (b)) 10 USC 130

Task

Finding

(S//NF)

(U) Source: The DoD OIG.

# (U) Joint Chiefs of Staff Memorandum, “Report to Congress on SolarWinds Compromise,” February 24, 2021,

g as) 7 1 o I
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Finding

(€&#H DoD Components Did Not Provide Accurate or Timely
Reporting on Devices Using SolarWinds Orion Software
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Finding
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Finding
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13{U) An endpaint is an end-user deyice, such as mobile devices, [aptop, desktop computers and servers.
* (U} Air Force Instruction 17-203, “Cyber Incident Handling,” March 16, 2017,

e

Finding
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CYBERCOM (b)(1) 1 4(a)(a)

Finding
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Finding
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Finding

DODIG-2022-125 [ 14




Finding

(b)i3) 10 USE 130e

U) Management M{rwm Take
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(V) Management Comments on the Finding and
Our Response

CYBERCOM (b)(3) 10 USC: 130e

, provided the following comments
on the Finding, For the full text of the comments, see the Management Comments
section of the report.

Comiments

(U) Recommendations, Management Comiments,
and Our Response

(U) Recammendatron 1

DYBERCOM (b)(3) 10 USC 130

DODIG-2022-125 , 16




Finding
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(U) Recommendation 2

CYBERCOM {b){3) 10 LISC 130e

(@88 We recommend that

CYBERCOM (b)(3) 10.USC 130e

(U) Our Response
(minid) Comments from the Director did not address the specifics of the
recommendations; therefore, the recommendations are unresolved. [

SYBERCOM (D)(3) 10 USC 1302 A M
Comments

CYBERGOM (B)(1) 1.4(a)(a}

(U) Our Response
(Gyeieidi) Comments from the Director did not address. the specifics of the

recommendation; therefore, the recommendation is unresolved. § ;

s s S
DODIG-2022-125 |18




Finding
[ i | il . Therefore,
we request that SR provide additional comments on the final
report describing the actions that AN 1vill take to address the recommendation.

]

(U) Our Response
(Seimi) Although the Director agreed with the recommendation, his comments did not
address the specifics of the recommendation; therefore, the recommendation is

umresolved CYBERGOM (b)) 1 4{a)a)

CYBERCOM (b)(T) T 4{a)lc
Therefare we lequeqtthat eI

(U) Recommendation 3
A (B2} 10 USEC 1308

(@) We recommend that S coordinate with
the Joint Forces Headquarters-Department of Defense Information Network
Commander to:

CYBERCOM (B)(3) 10 USC 120e

CYBERGOM {h){3) 10 USG 1306
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Comments

FYHEF{!‘UM {67(2) 10 USC 1302

(U) Our Response
(@) Although the Director agreed with the recommendations, his comments did not
address the specifics of the recommendations; therefore, the recommendations are

ul‘!l"esoi\-’ed CYBERCOM (b)) 10 USC 130e

CYBERCOM (B)(3) 10 LISC
I 1 orc, e req st that R

provide additional comments on the final report describing the actions that
will take to address the recommendations.

LDERLU 1:_!;‘}13! 10

(U) Recommendation 4
(&) We recommend thatg

CYBERCOM (b)(3) 10 USG 130e

Comiments

CYBERCOM {B)(3) 10 USC 7308
U ))

(U) Our Response

p@8E Comments from the Director addressed the specifics of the recommendation;
therefore, the lecummendanon is 1esolveci but open. We will close this
recommendation once § :

DODIG-2022-125 | 20




Finding

b. (®¥) Develop a plan of action and milestones for tasks that were not

Connents

(U) Our Response

CYBERCOM (D)(3) 160

(U) Recommendation 5
(w] we recnmmend C:Y'EEF!E:DM )41 4a)ig)

(U) Our Response
(iwhakdli) Comments from the Authorizing Official addressed the specifics of the

DODIG-2022-125
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Finding

CYBERCOM (b)(1) 1 4{3){a) W1V g}

Anthorizisia

(U) Our Response
(@waibiE) Comments from the Authorizing Official addressed the specifics of the
recommendation; therefore, the recommendahon is resolved but open. We will close

Authorizing

(U) Our Response
(Ssiatbil) Comments from the Authorizing Official addressed the specifics of the

(B(1) 1 4fa)

. Therefore, the recommendation is closed and no further

comments are required.

d. (&&&EF) Develop a plan of action and milestones for tasks that were not
completed as required CYBERCOM (bY(1) 1.4{ajia), OSDLS [BHT) T 4(g)

DODIG-2022-125 |22
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(U) Our Response
(Byiwii) Comments from the Authorizing Official addressed the specifics of the

CYBERCOM {)(1) T.4fa){g), OS0AIS (BH1) 1 4(g)

recommendation.

recommendation is closed and no further comments are required.

. Therefore, the

(U) Recommendation 6
(ﬂ] We recommend C'fEiEF.'L.U A {bj{3) 10 USC 130a

CYBERCOM (b)(:3) 10 USC 130e

Comments

CYBERCOM (D)1 1 A(2)(a)

(U) Our Response

i) Comments from [ did not address the

specifics of the recommendations; therefore, the recommendations are unresolved.
CYBERCOM (b)(1) 1.4(a)}a)

DODIG-2022-125 |23
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Finding

3 CYBERCOM (b){3) 10 USC
completed as required

(U) Our Response

(®™™) Comments from § addressed the specifics of the
recommendation; therefore, the recommendatmn is resolved but open. We will close
the recommendation once |

DODIG-2022-125 |24
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(U) Our Response

CYBERCOM (bji2) 10 USC 130e

Comimenis

(U) Our Response
(e Comments from addressed the specifics of the
recommendation; therefore, the recommendation is resolved but open, We will close

I"I“i"iil"'li i/ Jl\f-"ii iiill ii
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Finding

. CYBERCOM [B){1) 7 4{a)(
(Wsiaiia) the recommendation once IERSE]

c. (@™ Develop a plan of action and milestones for tasks that were not

COIanEted as !'equil'ed CYBERCOM (b)({3) 10 USC 130e

Comments

{'U) Qur Response

u BERCOMN (b){3) 10 USC 130e

<1

recommendatmn is resolved but open, We will close the recommendation onte-

(U) Recommendatmn 9

A BERCOM (B)(3) 10 USC 1308

(oh -
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20e

(U) Our Response

Finding

ICYBERCOM (b)(2) 10 USC 1302
s Comments from A
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Appendix A
(U) Appendix A

(U) Scope and Methodology

(U) We conducted this audit from Febi‘ual‘y 2021 through March 2022 in accordance
with generally accepted government auditing standards. However, due to the DoD's
implementation of maximum telework during the coronavirus disease-2019 pandemic,
the audit was suspended from December 2021 through February 2022. Generally
accepted government auditing standards require that we adequately plan the
evaluation to ensure that objectives are met and that we perform the evaluation to
obtain sufficient, competent, and relevant evidence to support the findings, conclusions,
and recommendations. We believe that the evidence obtained was sufficient,
competent, and relevant to lead a reasonable person to sustain the findings,
conclusions, and recommendations.

(#%H) To understand the SolarWinds Orion Compromise and the actions needed to

mitigate the impact of the compromise, we interviewed officials from

lists the 20 DoD Components we reviewed to determine whether the actions taken to
identify, respond to, and mitigate any compromise to DoD networks and systems that
resulted from the DoD’s use of SolarWinds Orion software were completed as required

{COM (DX 10USC 130e

(U) Table 3. DoD Components Sampled by the DaoD 0IG Regarding the SolarWinds Orion
Com romise

DoD Components Selected
|\ ruF rﬂ O ) 4 Tied

(cun)

(U} Source: The DoD OIG.
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Appendix A

(U) Additionally, we reviewed Federal and DoD policy concerning tasks for mitigating
vulnerabilities related to the SolarWinds Orion Compromise, forensic imaging, and
log management.

(U) We selected a nonstatistical sample of 20 DoD Components from the 162 DoD
Components that reported the presence of the SolarWinds Orion software on their
networks to JFHQ-DODIN. Of the 162 DoD Components, we excluded i

_. We assessed 10 DoD Components that reported having SolarWinds Orion
software to JFHQ-DODIN and 10 DoD Components that reported having no SolarWinds
Orion software.

(U) Internal Control Assessment and Compliance
(U) We assessed internal controls and compliance with laws and regulations necessary
to satisfy the audit objective. In particular, we assessed tasks related to:

(U) However, because our review was limited to these internal control components and
underlying principles, it may not have disclosed all internal control deficiencies that
may have existed at the time of this audit.

B
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Appendix A

(U) Use of Computer-Processed Data

(U) We did not use computer-processed data to perform this audit.

(U) Use of Technical Assistance

(U) The DoD OIG Quantitative Methods Division assisted with developing a
nonstatistical sampling methodology for selecting DoD Components.

(U) Prior Coverage

(U) During the last 5 years, the Government Accountability Office (GAO) issued one
report addressing the Federal response to the SelarWinds Orion Compromise.

(U) Government Accountability Office

(U) Report No. GAO 22-104746, “Federal Response to SolarWinds and Microsoft
Exchange Incidents,” January 2022

(U) The GAO determined that Federal agencies took several steps to coordinate
and respond to the SolarWinds incident. The Cybersecurity and Infrastructure
Systems Agency (CISA) issued emergency directives to inform Federal agencies
of the vulnerabilities and the Unified Coordination Group provided guidance
through advisories, alerts, and tools. The GAO concluded that even though
CISA’'s efforts to work with agencies have provided a degree of confidence that
the threat actor is no longer present, the threat actor may have established
undiscovered persistent access within affected agencies’ and private companies’
networks. The GAO stated that failure to perform comprehensive and tharough
remediation activity will expose those networks to substantial risk for long-
term undetected persistent threat activity. This report did not contain
recommendations.
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Appendix B

(U) Appendlx B
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(U) Universe of D@D Components That Reported Dw~m ces to JFHC-DODIN

CYBERCOM [RII3) 10 UST 1308
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Appendix B

[CYBERCOM [B]{3) 10 USE 1302

(U) Source: The DoD OIG and JFHQ-DODIN.
(U) * Indicates that the Component falls within JFHQ-DODIN's area of operation.
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Management Comments

(U) Management Comments

&

D s e e ."“’ - B i T =
TGSt omn Ly

DEPARTMENT OF DEFENSE
6000 DEFENSE PENTAGON
VASHINGTON, D.C. 20301-8000

cnruwmomm June 17, 2022

MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE

SUBIECT: Review and Conument of DoD Inspector General “Audit of Depariment of Defense
Components’ Response to the SolarWinds Compromise” Draft Report (02021~
DOGOCR-0081.000)

(U) This is the Department of Detense (Do) Chief Information Officer (C10) response
to the DoD Inspector General Draft Report, Audit of Depariment of Defense Components’
Response to the SolarWinds Compromise” Drafi Report (D2021-D000CR-0081.000).

CYBERCOM (W3 1D USC 130e
I H

niid) 10 USG 120e

Controlled by: DCIO-CS

Category: PRIVILEGE

LDC: FEDCON

POC: DCIO-CS-RALOL

coopLT . |
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CYBERCOM (bY3}10 USC 1308

CYBERCOM (DH37 10

(Ui The iim of contact for this matier is [ vho may be reached at

Wle?—"
G4 £obm B, Shemman
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Management Comments

CYBERCOM (0 1)1 7(e), (B){3} 10 USC 110e

ORI N
THE JOINT STAFF
WASHINGTON, DE DISM (I098-22
‘ ,‘,/f zé-
Reply Zip Code:
20318-0300

MEMORANDUM FOR DEPARTMENT OF DEFENSE INSPECTOR GENERAL

SUBIECT: (L) Audit ol Department of Defense Components” Response 1o the SolurWinds
Compromise (Project No, D2021-D000CR- 0081 0009

I. (L) This memorandun is in response o the Ofiee of the Inspector General ol the Department
of Defense request for comments on the subject repork.

20 (1) The Joint StafT eoncurs with the report and sabmits the attached conments lor
consideration,

A (L) The Joint Stall puint of contact is_ J-t, Cyhersecurity, Moderniztion

& Ciovermaiee Division;

N L MINGUS, LTG. TISA
Dircetar, Toint Stalt’

Classited .. [§
Perived Form Sultiple yourees { .
elassliy Um: 2040007 19 DINCLASSTFIGDY When Sepasiied Frons Altctonents
; 4 '
5 N

i N
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CYBERCOM 11111 1 Tie

COMPONENT COORDINATOR RESPONSE

SUBJECT: Proposed { linise . o BODIG Druft Report ~Audit of Dop of Defense Comp " Resp

Compromise, Project No. DZ021- DODOCR-0081.000.

g this jssuance i%: Concur with comment. Below are co

Jume 27,2022

o the SolarWinds

for your jderanion from

DD FORM 818, AUG 2016 REPLACES SD FORM 818, WIIICIT IS OBSOLETE
IERETERREL =N

Management Comments
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Management Comments

EYBERCOM (D11 T Jiel a3y 10 Uss 130

OO
= DaD ISSUANCE COORDINATION RESPONSE: Issuance Type and Number, “Title™
Basis ¢ COMPONENT AND POC
CLASS | # | PAGE | PARA | FORNON- COMMENTS, JUSTIFICATION, AND DRIGINATOR JUSTIFICATION FOR RESOLLTION NAME, PHONE, AND
CONCURT E-maiL
25 1
Joint Stail Assistant 1G
| 3 Coordi R d Change:
Originator Response: { [wsu 30 uin
| Originstor Reasoning: |
1 |25 1 Coordinntor Comment and Justification:
Jaint Stalf Assistont IG
Coordi Rex ded Cillllgl:
| [
Originater Response: L livoee 4 g,
Originator Reasoming:
3 25 1
Joine Stail Assistant |G
| ; e — )|
\ o Coordinater Recommended Chanpe x ]
Originator Response: L ioise i iun,
Originstor Reasoning:
DD FORM 815, AUG 2016 REPLACES SD FORM 818, WHICH IS OBSOLETE
i
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Management Comments

Firab i i e L
I DoD ISSUANCE COORDINATION RESPONSE: 1 Type and Number, “Titke"”
! | Basts CoMrONENT AND POC
CLASS ‘ L] FAGE | PARA | FORNON- COMMENTS, JUSTIFICATION, AND QRICINATOR JUSTIFICATION FOR RESOLUTION NAME, PHONE, AND
CONCUR? E-pAIL
! 4 Wtﬂr Comment and Justification:
Joim Siafl Legal Counsel
Coordinator R ded Chungy
| =]
Originator Response: Choose an itom.
Originator Reasoning:
< 16 2a/2h | ardinato e ; 3 Tueti T 2 s T ENE ETENGT
==r 0O Coordi: R ded Change:
Originator Response: { {onos it fan
Originator Reasoning:
6 19 2e e Sniient dud Yo B C Y EERCOM (bhi1) 1 diaial
Lo . [
Courdi R ded Change.
Originator Response: (oo i re.
nD FORM 818, AUG 2016 REPLACES SD FORM &1, WHICH 15 OBSOLETE
f S ] a
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Management Comments

i i T i e,
DoD ISSUANCE COORDINATION RESPONSE: Issuance Type and Number, “Title” |
| Bas1S COMPONENT AND POC
CLASS | # | PACE | PARA | FOR NON- COMMENTS, JUSTIFICATION, AND ORIGINATOR JUSTIFICATION FOR RENOLUTION NAME, PHONE, AND |
| CONCUR? E-MAIL
= ! 6 E¥ B CYEERCOM (1) 1) 1 &(alia)
wetep O Coordinator Recommended Change:
Originator Respomse: © Lo 2 1lein
i Originator Reasoning:
] 3 15 1 == COM BT V4ia1n)
bim o m}
Coordinator Recommended Change:
| Originator Response: Choose an item.
‘ ‘ | Onginator Reasoning:
DD FORM 818, AUG 2016 REPLACES SD FORM 818, WHICH IS OBSOLETE
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Management Comments

R STERTRNE
DoD ISSUANCE COORDINATION RESPONSE: Issuance Type and Number, “Title”
| BASIS COMPONENT AND POC
CLASS | # I PAGE | PARA | FORNON- COMMENTS, JUSTIFICATION, AND ORIGINATOR JUSTIFICATION FOR RESOLUTION NAME, PHONE, AND
CONCUR? { E-MAIL
| 9 16 3 =, . CYBERCOM (LK1 1. 4{3igh
T O
Coordinator Recommended Change:
Originator Response: ¢ hvose s e,
Oripinator Reasoning:
10 16 3 Justification: CYBERCOM i3 10 UST u
o Mie\vw the documentation and recommends
J concur with recommeadation #3 including parts a, b and c listed on page
16 of the Draft report.
DD FORM 818, AUG 2016 REPLACES SD FORM 818, WHICH 1S OBSOLETE
Pswi oo s Y 4
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(cont’d)
PVt S AR TR
DoD ISSUANCE COORDINATION RESFONSE: 1 Type and Number, “Title™
Hasty COMPONENT AND POC

' CLASS | # | PAGE | PARA | FOR NON- COMMENTS, JUSTIFICATION, AND QRIGINATOR JUSTIFICATION FOR RESOLUTION NAME, PHONE, AND
! | CONCUR? E-MAIL
: Coordi R ded Chanpe:
' Originater Response: lwome i deir

Originater Reasaning:

1|16 3 Coordinstor Comment and Justification:
Coneur no critical comments 1o add
Coordi R ded Change:
A a
Originator Response: € huwsa un bont
Origioater Reasoning
12 16 1 CYBERTOM i3y
Joint St2(J§
Chiet of Staff’
| a
Origi Resp Choose an item.
J Originator Reasoning:
DD FORM 818, AUG 2016 REPLACES SD FORM 818, WHICH ISOBSOLETE

Management Comments
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(b)) 1.7(e)

CYBERCOM (b){3) 10 USC 1208

() 10 USC 130

Management Comments
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CYBERCOM (b)) 10 USC 130e

RN ROR

Management Comments

cont’d
(
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CYBERCOM (b)(1) 1.4(a){g), OSD (b){1} 1 d(a)

Management Comments
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Management Comments

CYBERGOM (B){1) 1 7te), [b){3) 10 L5C 130=

CYBERTOM (b)(1) 1.4(a)a), (b)(3) 10 USC 130
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(b)) 1 72, (b)(3) 10 USC 73be

2YBERCOM (b)(1) 1 4{a)ig). (b)(3) 10 LSC 130

SRR

(cont’d)

Management Comments
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CYBERCOM (b)(1) 1 4(a}{g), (b)X3) 10 LUSC 1302

(cont’d)

Management Comments
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CYBERCOM (D)1 1.4(a)(g), (0)(3) 10 USC 1206

(cont’d)

Management Comments
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CYBERCOM (B} 1) 1 H{e), (hi3) 10 LISC 130e

(cont’d)

EYBERCOM (D3 10

B

Management Comments
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CYBERCOM b} 1) ¥ 7{g), (2)3) 10 LUSC 13de

ICYBERCOM {h}{3) 10 USC 130e
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Acronyins and Abbreviations

(U) Acronyms and Abbreviations

(U) CISA  Cybersecurity Infrastructure Security Agency

CYBERCOM (b)(3) 10

Internet Protoco

(U) JFHQ  Joint Force Headquarters

(U) NIST  National Institute of Standards and Technology
(U) OPORD Operation Order

(CYBERCOR (b}(3) 10 USC 130

()
(U) POARM Plan of Action and Milestones
(U) SP  Special Publication
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(U) Glossary
(U) Authentication Protocol Resets. Ensure that an attacker cannot create a valid
account, which would grant them permission to the domain.

(U) Advanced Persistent Threat. A threat from an adversary with sophisticated levels
of expertise and significant resources that executes cyber attacks to gain access into an
organization’s information technology infrastructure so that it can acquire data or
disrupt an organization’s mission.

(U) Assured Compliance Assessment Solution. An integrated software solution that
provides automated network vulnerability scanning, configuration assessment, and
network discovery.

(U) Closed Loop Environment. Has no external connection to an Internet provider
and provides encryption for all network traffic.

(U) Command and Control. The exercise of authority and direction by a properly
designated commander over assigned and attached forces in the accomplishment of the
mission,

(U) Compromise. Disclosure of information to unauthorized persons, or a violation of
the security policy of a system in which unauthorized intentional or unintentional
disclosure, modification, destruction, or loss of an object may have occurred.

(U) Cross-Domain Solutions. A form of controlled interface that provides the ability to
manually and/or automatically access and /or transfer information between different
security domains.

(U) Cyber Attack. An attack, through cyberspace, targeting an enterprise’s use of
cyberspace for the purpose of disrupting, disabling, destroying, or maliciously
controlling a computing environment or infrastructure, destroying the integrity of the
data, or stealing controlled information.

(U) Department of Defense Information Network (DODIN). A glabally
interconnected, end-to-end set of information capabilities, and associated processes for
collecting, processing, storing, disseminating, and managing information on-demand to
Service members, policy makers, and support personnel, including owned and leased
communications and computing systems and services, software, data, security services,
other associated services and national security systems.

(U) Domain Name System (DNS). Translates human readable domain names to
machine readable Internet protocol addresses.
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(U) Enclave. A set of systems that operate in the same security domain and that share
the protection of a single, common, continuous security perimeter.

(U) Endpoint. An end-user device, such as a mobile device, laptop, desktop computer,
or server.

(U) Exposed. The condition of being in a vulnerable position or situation.
(U) Forensic Image. A duplicate copy of the original system or server.

(U) Host. Any hardware device that has the capability of permitting access to a
network by a user interface, specialized software, network address, protocol stack, or
any other means. Some examples include computers, personal electronic devices, thin
clients, and multi-functional devices.

(U) Internet Protocol (IP). Standard protocol for transmission of data between
entities that communicate over the Internet.

(U) Internet Protocol (IP) Address. A unique address that identifies a device on the
internet or a local network. It allows a system to be recognized by other systems
connected by the IP,

(U) Kerberos. A computer-network authentication protocol that works on the basis of
tickets to allow connection points over a non-secure server to prove their identity to
one another in a secure manner.

(U) Malicious Cyber Actor, An individual or organization that uses technology with
the intent to cause harm,

(U) Patch. A repair for a piece of programming; also known as a "fix,” A patch is the
immediate solution that is provided to users; it can sometimes be downloaded from the
software maker’s website.

(U) Plan of Action and Milestones (POA&M). A document thatidentifies the
resources required to accomplish the elements of the plan, any milestones in meeting
the tasks, and scheduled completion dates for the milestones.

(U) Risk Management. The program and supporting processes to manage information
security risk to organizational operations (including mission, functions, image, and
reputation), organization assets, individuals, other organizations, and the Nation.
Includes establishing the context for risk-related activities, assessing risk, responding to
risk once determined, and monitoring risk over time.

(U) Safeguards. Protective measures prescribed to meet the security requirements
specified for an information system. Safeguards may include security features,

et
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(U) management constrains, personnel security, and security of physical structures,
areas, and devices.

(U) Server. A system entity that provides a service in response to requests from users.

(U) Sunburst. A threat actor cluster that is tracked and the behavior is consistent with
nation-state activity. The actors behind this campaign have gained access to numerous
public and private organizations around the world. They have gained access to victims
by trojanized updates to SolarWinds Orion monitoring and management software.

(U) User Credential Resets. Ensure that accounts created or modified by the attacker
become inaccessible.

(U) Vulnerability. Weakness in a system, system security procedures, internal
controls, or implementation that could be exploited or triggered by a threat.
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistleblower Protection safeguards DoD employees against
retaliation for protected disclosures that expose possible fraud, waste,
and abuse in Government programs. For more information, please visit
the Whistleblower webpage at http://www.dodig.mil/Components/
Administrative-Investigations/Whistleblower-Reprisal-Investigations/
Whisteblower-Reprisal/ or contact the Whistleblower Protection
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

DoD OIG Mailing Lists
www.dodig,mil/Mailing-Lists/

Twitter
www, twitter.com/DoD_IG

DoD Hotline
www.dodig,mil/hotline
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(U) Dissemination List
(U) This is a controlled report and dissemination beyond the groups listed below must be approved.

(U) COMMITTEE ON ARMED SERVICES, UNITED STATES SENATE;

(U) COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS, UNITED STATES SENATE;
(U) SUBCOMMITTEE ON DEFENSE, COMMITTEE ON APPROPRIATIONS, UNITED STATES SENATE;

(U) COMMITTEE ON ARMED SERVICES U,S. HOUSE OF REPRESENTATIVES;

(U) COMMITTEE ON OVERSIGHT AND REFORM, U.S. HOUSE OF REPRESENTATIVES;

(U) SUBCOMMITTEE ON DEFENSE, COMMITTEE ON APPROPRIATIONS, U.S. HOUSE OF
REPRESENTATIVES;

(U) SECRETARY OF DEFENSE;
(U) DEPUTY SECRETARY OF DEFENSE;

(U) JOINT STAFF;

CYBERGOM (b)(3) 10 USC 1308
(U

(V)

(U) DEPARTMENT OF DEFENSE CHIEF INFORMATION OFFICER;

(U) OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE FOR SPEICAL OPERATIONS AND LOW-INTENSITY

CONFLICT;
(U) HEADQUARTERS U.S. MARINE CORPS;

(U) NATIONAL SECURITY AGENCY;

(U} [CYBERGOM (b)(3) 10 USC 130

(U} CYBERCOM (b)(3) 10 USC 1308
(U) CYBERGOM (0)(3) 10 USC 1308

{U} (CYBERCOM {b)(3) 10 USE 1308

(U) JOINT FORCE HEADQUARTERS DOD INFORMATION NETWORK;

(U) OFFICE OF THE INSPECTOR GENERAL OF THE UNITED STATES ARMY;

ICYBERCOM (B)(3) 10 LISC 130e
(U) '

(U) DEPARTMENT OF THE AIR FORCE INSPECTOR GENERAL;

{U} [CYBERCOM (b)3) 10 USC 130a




(U} CYBERCOM ()(3) 10 USC 1302

(U) U.S. ARMY AUDIT AGENCY;
(U) AIR FORCE AUDIT AGENCY;

(U) NAVAL AUDIT SERVICE;

CYBERCOM (b){3) 10 USC 130e
{U) {B)(3) 1

ICYBERCOM (b)(3) 10 USC
(U) ; AND

(U) CYBERCOM (b)(3) 10 USC 130e






