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(U) Objective 
(U) We evaluated whether the DoD Office of Net 
Assessment (ONA) developed and implemented policies 
and procedures to conduct its assessment mission in 
accordance with DoD Directive 5111.11, "Director of Net 
Assessment" 

(U} Background 
(U) The ONA was established in 1973 with the mission to 
continually provide long-term comparative assessments of 
trends, key competitions, risks, opportunities, and future 
prospects of U.S. military capability to the Secretary of 
Defense (SECDEF) and Deputy Secretary ofDefense. The 
ONA has had only two Directors since its inception. 

(U) The ONA is required to follow guidance outlined in the 
2015 National Defense Authorization Act (NDAA), DoD 
ptrective 5111.11, and SECDEF Guidance memorandums. 
f he ONA has 14 full-time personnel, lO civllians and one 
from each of the Services. For FY 2020, the ONA's budget 
Included $18.06 million in Operations and Maintenance 

f funding and $3.19 million in Research, Development, Test 
nd evaluation funding. ONA personnel stated that the 

~ffice produces eight types of products: Terms of 
eference/Prospectus, Assessments, Red Assessments, 

1 
Component Assessments, Outlines, Papers, Preliminary 
Net Assessments, and Mature Net Assessments. The 
production cycle for ONA products consists of research, 
production, refinement, and distribution. The times vary 
for each phase of production, depending on the type of 
product being developed. 

(U) According to the ONA Chief of Staff, since 1985 summer studies have 
~overed a wide variety of topics, some oriented on Red, some on Blue, and 
others on technologies or geographic domalns. 

(U} Findings 
(U) The ONA bas conducted its assessment mission in 
accordance with DoD Directive 5111.11, enabling the ONA 
Director to advise the SECDEF and to facilitate support to 
Congress, the President, and the Chairman of the Joint 
Chiefs of Staff. According to the ONA 2020 Annual Report, 
the ONA issued two net assessment products, issued 
findings from two summer studies, drafted a component 
net assessment, and delivered ONA insights through more 
than 150 reports broadly across the DoD and within the 
U.S. Government1 

(U) However, we identified four areas in which the ONA 
should develop, update, or implement policies and 
procedures. Specifically, the ONA does not: 

• (U) have an official documented process for how 
internal research products are managed; 

• (U) consistently implement the Technical Evaluation 
rating process in its Broad Agency Announcement 
Standard Operating Procedures for evaluating and 
selecting external research proposals received in 
response to the Broad Agency Announcement; 

• (U) have a defined distribution process or a way for 
DoD senior leaders and agencies to determine 
whether the ONA's ongoing and completed studies 
or other products would be beneficial to DoD senior 
leaders or avoid duplication of effort with other DoD 
or government offices; and 

• 
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(U) Recommendations 
(U) Recommendation 1 
(U) We recommend ~hat the ONA Director: 

a. (U) Establish written policies and procedures for 
selecting, producing, reviewing, and validating 
internal products. 

b. (U) Revise the Technical Evaluation rating process 
for rating vendor proposals, providing a method for 
the civilian analysts and military analysts to have 
clarlficatlon discussions with potential vendors 
about their proposals and reconcile disparate 
evaluations between the civilian analysts and 
military analysts, and ensure that marginal 
proposals are not selected for funding. 

c. (U) Develop a query capability for ONA customers to 
search ONA products. 

d. (S//11112) I/',( II I (h)( 1 i I 1(•) 

-· 
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g. 

(U) Recommendation Z 
1 ) I )/ 1 (b)( 1) 1 I(,.~ 

(U} Management Comments and 
Our Response 
(U) The ONA Director agreed with recommendations 1.b, 
1.d, 1.f, and 1.g, disagreed with 1.a and 1.c, and asked for 
clarification for recommendation 1.e. The responses 
provided addressed the intent of recommendations 1.d, 1.f, 
and 1.g; therefore, these recommendations are considered 

(U) resolved. The ONA Director's response partially 
addressed recommendation 1.b; therefore the 
recommendation is unresolved and additional comments 
are required. Because the ONA Director did not agree to 
implement recommendations 1.a and 1.c, and required 
clarification for 1.e, these recommendations are 
unresolved. We provided additional explanation in our 
response and request that the Director reconsider these 
three recommendations. 

(U) The Defense Intelligence Agency Director provided 
comments too late to be included in the final report 
Unless the Defense Intelligence Agency Director provides 
additional comments after th~ final is issued, we will 
consider the late draft report comments as management's 
response to the final report. 

(U) Please see the Recommendation Table on the next page 
for the status of the recommendations, 
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(U) Recommendations Table 

-

M 
anogement 

R•commendations 
Unre,olved 

Recommend11tiom 
Rcnolved 

Recommendations 
Closed 

(U) ONA Director 

(U) Defense Intelligence Agency 
Director 

La, 1.b, 1.c, 1.e 1.d, 1.f, l .g 

2 None 

(U) Please provide Management Comments by April 25, 2022. 

None 

None 

(U) NOTE: The following categories are used to describe agency management's comments to 
individual recommendations. 

• (U) Unresolved - Management has not agreed to Implement the recommendation 
or has not proposed actions that will add res$ the recommendation. 

• (U) Resolved - Management agreed to implement the recommendation or has 
proposed actions that will address the underlying finding that generated the 
recommendation. 

• (U) Closed - DoD OIG verified that the agreed upon corrective.actions were 
implemented. 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22360-1600 

March 25, 2022 
(U) MEMORANDUM FOR DIRECTOR, OFFICE OF NET ASSESSMENT 

DIRECTOR, DEFENSE INTELLIGENCE AGENCY 

SUBJECT: (U) Evaluation of the Office of Net Assessment 
(Report No. DODIG-2022-075) 

(U) This final report provides the results of the DoD Office of Inspector General's 
evaluation. We previously provided copies of the draft and requested written 
comments on the recommendations. We considered management's comments on the 
draft report when preparing the final report. These comtnents are included in the 
report. 

(U) This report contains three recommendations that are considered resolved, but 
remain open, and four recommendations that are unresolved and require additional 
comments. As described in the Recommendations, Management Comments, and Our 
Response section of this report, the Office of Net Assessment (ONA) Director describes 
what actions the ONA has taken or plans to take to accomplish the resolved 
recommendations and includes the planned completion dates of the actions. Therefore, 
we will close the resolved recommendations once the ONA provides documentation that 
the agreed upon actions are completed. We will track the unresolved recommendations 
until the ONA has addressed them apd submitted adequate documentation showing that 
all agreed-upon actions are completed. 

(U) DoD Instruction 7650.03 requires that recommendations be resolved promptly. 
Therefore, please reconsider and provide additional comments to the unresolved 
recommendations within 30 days of the release of this final report. 

(U) If you have any questions or would like to meet to discuss the evaluation, please 
contact at (os··rrra-. We appreciate the 
cooperation and assistance received during the evaluation . 

Randolph R. Stone 
Assistant Inspector General for Space, 
Intelligence, Engineering, and Oversight 
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(U) Introduction 

(U) Objective 
(U) We evaluated whether the DoD Office of Net Assessment (ONA) developed and 
implemented policies and procedures to conduct its assessment mission in accordance 
with DoD Directive 5111.11, "Director of Net Assessment." See Appendix A for a 
discussion of the scope and methodology used during the evaluation. 

(U) Background 
(U) According to the ONA's website, the ONA was established in 1973. The ONA's 
mission is to continually provide long-term comparative assessments of trends, key 

competitions, risks, opportunities, and future prospects of U.S. military capability to the 
Secretary of Defense (SECDEF) and Deputy Secretary of Defense.z The ONA has had 
only two Directors since its inception. 

(U) The ONA is responsible for following guidance outlined in the 2015 National 
Defense Authorization Act (NOAA), DoD Directive 5111.11, and SECDEF Guidance 

memorandums.3 The ONA has 14 full-time personnel, ten civilians and one from each of 
the Services.4 For FY 2020, the ONA's budget included $18.06 million of Operations and 

Maintenance funding and $3.19 million of Research, Development, Test and Evaluation 
funding. 

(U) The ONA is responsible for producing a variety of products, including highly 

classified net assessments. Specifically, the ONA produces eight types of products: 

Terms of Reference/Prospectus, Assessments, Red Assessments, Component 
Assessments, Outlines, Papers, Preliminary Net Assessments, and Mature Net 

Assessments. The production cycle for the ONA's products consists of research, 
production, refinement, and distribution. The times for each phase of the production 
cycle vary depending on the type of product being developed. See Appendix B for a 
detailed description of each type of ONA product. 

i (U) https://www.defensc.gov/Our-Story/OfOce•of-the-Secretaty·Of·Defense/Offlce·of·Net•Assessment 
1 (U) DoD Directive 5111.ll, "Director ofNetAssessment,• April 14, 2020. SBCDBP memorandums to the ONA Director 
dated June 4, 2015, Aprll 14, 2017, and October 1, 2019. 
1 (U) According to the ONA Director, one Space Force personnel was detalled to the ONA durlng the summer of 2021 but 
on a part-time basis until the ONA receives a full-time blllet. 
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{U) ONA Products 
(U) The eights types of products the ONA is responsible for producing include a wide 
range of assessments, studies, briefings, memorandums, and papers for numerous high
level DoD and other U.S. Government leaders. Each of these different types of projects is 
unique. A two-page memorandum for the SEC DEF might take less than a week to 
prepare, while a mature, comprehensive assessment normally takes many years to 
complete. For the purposes of this evaluation, all ONA outputs are referred to as 
products. 

(U) According to the ONA, it issued more than 150 different products to various 
Government leaders in 2020. During this evaluation, we reviewed 14 of the 71 ONA 
products that ONA staff developed (internal products) and 15 of the 303 products 
developed through ONA research contracts (external products) from March 2016 to 
November 2020. See Appendix C for a list of the ONA products issued in the last S years 
that the team reviewed. See Appendix D for a list of products the ONA included in its 
2020 Annual Report. 

(11) lnter11al Products 
(U) The ONA's internal products are selected by the ONA Director, Special Assistant for 
·Engagements and Special Projects, Deputy Director, and/or Research Director. These 
products are then researched and prepared by analysts referred to as civilian 
analysts/military analysts (CAMAs), The CAMAs are recruited and personaily selected 
by ONA leadership for their knowledge and expertise in various areas of study. 
According to one ONA leader, CAMAs are "subject matter experts" in their fields. 

(U) External Products 
(U) According to the Federal Acquisition Regulation, agencies use Broad Agency 
Announcements (BAA) to fulfill requirements for scientific studies and experimentation 
directed toward advancing state of the art research and technologies or increasing 
knowledge and understanding rather than focusing on a specific system or hardware 
solution.5 The ONA has a BAA (HQ0034•0NA-18-BAA-0001) that is published and 
available to any contractor who wishes to submit a research proposal. The current BAA 
was issued in August 2018 and proposals in response to the BAA will be accepted 
through June 2023. The BAA lists 12 research topics for which the ONA is interested in 
obtaining proposals. 

s (U) PAR Part 3S, •Research and Development Contractlng." Section 35.016, "Broad Agem;y Announcement," authorlies 
the use of BAAs and establishes requirements for awarding contracts through BAA sollcltatlon, 
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1. (U) Future Naval Warfare - Proposals to study the changing character of 
military competition on and under the sea. 

2. (U) Proliferated World - Proposals exploring future security environments 
marked by varying degrees of nuclear proliferation. 

3. (U) Space - Proposals concerning space as an area of military competition that is 
or may be undergoing significant change. 

4. (U) Sustaining Current Areas of U.S. Advantage - Proposals diagnosing specific 
areas of military competition in which the United States has or might plausibly 
develop a position of considerable competitive advantage. 

5. (U) History (Military) - Proposals for studies on historical topics of interest to 
the DoD, with a particular interest on military history. 

6. (U) Precision Strike - Proposals for studies, wargames, and other analytic 
efforts exploring the potential future maturation and proliferation of 
technologies and concepts associated with precision stril<e, including 
reconnaissance, command and control, and weapon delivery systems of both 
long and short range. 

7. (U) Economics - Proposals for the study of economics in peace and war. 

8. (U) Wargames - Proposals to identify innovative approaches to implement 
wargames to explore the competition between peer and near-peer competitors. 

9. (U) Information Dimension of Warfare - Proposals for studies, wargames, and 
other analyses addressing the role and value of information in military conflict. 

10. (U) Machine Intelligence - Proposals concerning the future development in the 
design of intelligent agents, and especially machine-learning, automated 
reasoning, human-computer interactions, and robotics. 

11. (U) Biotechnology- Proposals concerning possible future developments in the 
biological or life sciences, and especially areas such as synthetic biology, genetic 
engineering, and the understanding of human cognition. 

12. (U) Additional Research Topics - Proposals on other important topics that may 
be of interest to the DoD or the U.S. Government. 

SECRET//NOflOR~J 
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(U) The ONA uses the Washington Headquarters Services (WHS) for all of its 
contracting support. The BAA directs potential vendors to submit proposals during one 
of the following five months each year (February, April, June, October, and December). 
All proposals received during a cycle are sent to the ONA for Technical Evaluation. Each 
cycle, the ONA assigns two CAMAS to evaluate each of the proposals. If the cost of a 
proposal exceeds $1 million, a third CAMA is assigned to the evaluation team. ONA 
personnel stated that they train CAMAs to conduct a Technical Evaluation and include 
topics such as rating proposals against BAA criteria, evaluating only what is provided, 
and being fair, thorough and consistent in their evaluations to name a few. According to 
the ONA Ghief of Staff, the CAMAs are prohibited from discussing an evaluation with 
each other to ensure two (or three) independent evaluations are conducted on each 
proposal. Although this is considered ONA standard practice, the requirement for 
independence is not included in the ONA BAA Evaluation Guide. 

(U) Each CAMA rates the proposal on two factors: (1) ''Potential contribution to ONA 
mission and Department concerns, and (2) Offeror's capabilities, related experience, 
and past performance, including the qualifications, capabilities and experience of the 
proposed personnel." Each CAMA assigns one of the following possible grades for each 
factor. 

• (U) Outstanding - meets requirements, indicates an exceptional approach, 
strengths far outweigh any weaknesses, and risk of unsuccessful performance is 
very low. 

• (U) Good - meets requirements, indicates a thorough approach, strengths 
outweigh any weaknesses, and risk of unsuccessful performance is low. 

• (U) Acceptable - meets requirements, indicates an adequate approach, strengths 
and weaknesses offset one another, and risk of unsuccessful performance is no 
worse than moderate. 

• (U) Marginal - does not clearly meet requirements, has not demonstrated an 
adequate approach, has one or more weaknesses not offset by strengths, and 
risk of unsuccessful performance is high. 

• (U) Unacceptable - does not meet requirements, contains one or more 
deficiencies, and is un-awardable. 

(U) The BAA Evaluations Guide states that "a determination of (Marginal) or 
(Unacceptable) by consensus renders the entire quote unacceptable and therefore will 
NOT be considered for award." Once all required Technical Evaluations are complete, 
the graded checklists are provided to the ONA acquisition team. The acquisition team 
reviews the Technical Evaluations and prepares a memorandum for the ONA Research 
Director recommending proposals to award. The Research Director reviews the 
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(U) recommendations and selects proposals to fund. The Research Director then 
provides the selected proposals to the WHS Acquisition Directorate contracting officer 
who awards and manages the contracts. The ONA Acquisition Specialist is assigned as 
the Contracting Officer's Representative (COR) for each awarded proposal.6 

(ll) Distributio11 of ONA Products 
(U) The ONA keeps tight control over the distribution of its products. Almost all of the 
products that the ONA develops are provided to the DoD or U.S. Government recipient 
in hard copy with strict instructions that restrict or prohibit further dissemination to 
other Government personnel or agencies. The ONA Director is the approval authority 
for sharing the ONA's products and makes the decision on Service components or other 
agencies to which the ONA will provide each product. 

(U) Congressional Interest in the ONA 
(U) In January 2019, Senator Charles Grassley requested that the DoD Office of 
Inspector General (OIG) review the ONA's contracting practices related to four specific 
contracts awarded to Professor Stephan Halper. In response, the DoO OJG conducted an 
audit to answer Senator Grassley's questions. The audit team identified weaknesses in 
the O NA's contracting practices, including incomplete contracting files, limited 
procedures to ensure that contractors performed their work in accordance with the 
contract requirements, and incomplete records to support contractor travel payments. 

(0) In December 2020, Senator Grassley wrote the DoD OIG in response to this 
evaluation. Senator Grassley requested that the DoD OIG answer questions and perform 
analysis related to the ONA's mission, including analysis related to the ONA's 
performance of assessments and contracting practices.' See Appendix E for Senator 
Grassley's questions relevant to this evaluation and our responses. 

6 (U) The OoD OJG Audit Directorate conducted a separate audit of the ONA and the Wits contnicting actlv!tfes. We do 
not make any further comment about contracting actions in this evaluation report. 
7 (U) The DoD DIG Audit Directorate addressed Senator Grassley's questions related to the ONA's contracting practices. 
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(U) Review of Internal Controls 
(Sf/HF) DoD Instruction 5010.40 requires DoD organizations to implement a 
comprehensive system of internal controls that provides reasonable assurance that 

programs are operating as intended and to evaluate the effectiveness of the controls.a 
We identified internal control weaknesses in the ONA's policies and procedures for 

developing internal products . Specifically, although 
the ONA did have processes in place, it did not have written policies and procedures for 
selecting, producing, reviewing, and validating internal products. Developing written 

policies and procedures that include controls such as checking the sources used to 
develop products could help improve ONA products. 

0 (U) DoD Instruction 5010.40, "Managers' Internal Control Proiram Procedures," May 30, 2019 (Incorporating Change 1, 
June 30, 2020). 
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(U) ONA Conducted Its Assess1nent 
Mission but Could Improve in Certain 
Areas 
(U) The ONA has conducted its assessment mission in accordance with DoD 
Directive 5111.11, "Director of Net Assessment," which enabled the ONA 
Director to advise the SECDEF and to facilitate support to Congress, the 
President. and the Chairman of the Joint Chiefs of Staff. According to the ONA 
2020 Annual Report. the ONA issued two net assessment products, issued 
findings from two sum met· studies. drafted a component net assessment. and 
delivered the ONA's insights in more than 150 reports across the DoO and 
within the U.S. Government in FY 2020. 

(U) However. we identified the following four areas in which the ONA should 
develop, update. or implement policies and procedures, 

• (U) The ONA does not have a documented process for how internal 
research products are managed. This condition exists because ONA 
leadership believes research operating procedures could restrict 
creativity of internal research efforts, so leadership relies primarily on 
oral feedback and informal instructions for the ONA internal products. 
As a result of not having a documented process for managing internal 
products, there is an inc1·eased l'isk that the ONA may not consistently 
execute its assigned net assessment mission. 

• (U) The ONA does not consistently follow the Technical Evaluation 
rating process pl'ocedures in its BAA Standard Operating Procedul'es 
(SOP) for evaluating and selecting e>..-ternal research pl'oposals received 
in response to the BAA. This condition exists because ONA leadership 
did not always adhel'e to the rating process guidelines when selecting 
external proposals to fund. The inconsistent application of the Technical 
Evaluation process for extemal research increases the risk of the ONA 
not selecting the most impactful topics. 

• (U) The ONA does not have a defined distribution process or a way for 
DoD senior leaders and agencies to detem1ine whether the ONA's 
ongoing and completed studies and other products could be beneficial to 
the senior leaders or avoid duplication of effo1t. This condition exists 
because the ONA Director said that he does not see value in dish·ibuting 
the ONA's p1·oducts to a wide audience and, therefore. restricts access 
based on his assessment of OoO offices' needs and what he believes will 
be useful to each office. The lack of a defined distribution process of the 
ONA's products and 110 tool that allows DoD senior leaders to look up 
ONA product titles may limit the availability of the ONA studies and 
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(U) products to DoD senior leaders and agencies that could use them, 
The ONA Director provides ONA individually selected research studies 
and products to some DoD senior leadel's and a~encies and not others 
based on his discretion and perception of DoD Agency needs, 

(U) ONA Is Performing Its Assessment Missions in 
corria _e A/i+'i O o·r .. +iv~ till 11 

(U) The ONA has conducted its assessment mission in accordance with DoD Directive 
5111.11, ''Directol' of Net Assessment." enabling the ONA Directo1· to advise the SECDEF 
and to facilitate support to Cong,•ess. the Pl'eSident, and the Chairman of the Joint Chiefs 
of Staff, Acco1·ding to the ONA 2020 Annttal Report, the ONA issued two net assessment 
products, issued findings from two summer studies, d1·afted a component net 
assessment, and delivered ONA insights including more than 150 reports broadly across 
the DoD and within the U.S. Government in year FY 2020. 

{U} DoD Directive 5111.11 
(U) DoD Directive 5111.11 establishes the ONA Director as the Principal Staff Assistant 
and advisor to the SECDEF for net assessment matters.lo The ONA Director is 
responsible for the following actions: 

a. (U) develop and coordinate independent net assessments of standing trends and 
futul'e prospects of U.S. military capabilities to compa1·e with those of other 
countries 01· groups of countries to identify eme1·ging 01· fut\ire threats or 
opportunities for the U.S: 

9 (U) DoD Manual S200.45.''lnstructions for Developing Seculity CIAssllicatlon Oulde," (Incorporating Cb311ge 2, effei:tlv• 
September 15, 2020). 
0 • (U) DoD Directive SUl.l 1, •otrector of Net Ass.ssment," April 14, 2020. 
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b. (U) develop, advise, and consult on any net assessment portion of the Annual 
Report of the SECDEF' to the President a nd Congress, congressional testimony, 
and foreign government discussions; 

c. (U) manage an independent research program that uses the latest thinking and 
relevant historical lessons, from diverse sources, and cultivates a network of 
experts for the DoD to draw from; 

d. (U) conduct future-oriented war games that examine the evolution of the 
character of war and assess the expected performance of our current and 
emerging capabilities relative to those of our adversaries; 

e. (U) provide guidance and staff assistance, represent tbe SECDEF in the 
development of national net assessments and resultant competjtive strategies 
by the National Security Council1 and serve as the primary Office of the SECDEF 
focal point for joint efforts with the Intelligence Community to produce net 
assessments; 

f. (UJ provide support for the improvement of and coordinate on the development 
of technical and joint military net assessments within the DoD; 

g. (U) provide objective and independent analyses of national policy, doctrine, 
strategy, goals, objectives, and capabilities; 

h. (U) provide analysis of key trends and dynamics impacting the international 
system, its future trajectory, the nature of competition in the system, and their 
implications for our military advantage; 

i. (U) coordinate with DoD officials to ensure that DoD documents, deliberations, 
and discussions reflect appropriate, up-to-date assessment information; 

j. (U) ensure that assigned policies and programs are designed and managed to 
improve standards of performance, ethics, economy, and efficiency; 

k. (U) use existing systems, facilities, and services of the DoD and of other Federal 
departments and agencies, when possible, to avoid duplication and achieve 
maximum efficiency and economy; and 

I. (U) perform such other duties as the SECDEF may prescribe. 
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(U) National Defense Authorization Act and Secretary of 
Defense Memorandums 
(U) According to the FY 2015 NOAA, the ONA Director reports directly to the SECDEF. 
Since 2015, new SECDEFs have provided memorandums to the ONA Director with 
general guidance and core tasks for the ONA to carry out during the SECDEF's tenure. 
The FY 2015 NOAA and the 2015, 2017, and 2019 SECDEF memorandums tasked the 
ONA to conduct independent net assessments. The net assessments were to include the 
standing trends and future prospects of the U.S. military capabilities and potential in 
comparison with the military capabilities and potential of other countries to identify 
emerging or future threats or opportunities for the United States. 

{U) ONA Work Conducted to Meet the ONA Mission 
(U) To determine whether the ONA is conducting its assessment mission in accordance 
with DoD Directive 5111.11, we requested and the ONA provided a list of completed 
internal and external products. The ONA Chief of Staff also provided us a document the 
ONA developed that matched the 12 DoD Directive 5111.11 requirements with a list of 
completed products the ONA believed met those requirements.11 We compared and 
reviewed the ONA products released between FY 2017 and FY 2021 that ONA asserted 
met each requirement. 

() I l/ J , (t,)i 1) l H•• \ 

l',j \/ I' , d• i( 1) 1 I{, 1 

11 (U) The ONA referred to this document as the ONA Mission Crosswalk. 
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(UJ ·ooo Senior Leaders' Satisfaction With ONA Products 
(U) DoD senior leaders who received the ONA's products were generally happy with the 
products_that they receive and find value in the ONA's work. We interviewed five DoD 
senior leaders who routinely received the ONA's products. One DoD senior leader told 
us that the ONA internal products, memorandums, and short papers were very useful. 
The senior leader further explained that the ONA's products were especially beneficial 
when it came to cost savings, The senior leader stated that his organization could use 
the ONA study instead of conducting its own study, The senior leader also stated that 
some of the ONA's historical products have been useful. Using historical ONA studies, 
the senior leader was able to consider what happened in the past to form their positions 
about what might happen in the future, The senior leader also appreciated that the ONA 
has asked for feedback on its products. 

12 (U) According to the ONA Chief or Staff, since 1985 summer studies have covered a wide variety of topics, some 
oriented on Red, some on Blue, and others on technologies or geographic domains. 
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(U) Another DoD senior leader told us that he uses some of the ONA's products and 
incorporates the work into his own pre-decisional analyses. The senior leader stated 
that he has recommended that others contact the ONA to receive its products because 
the ONA's products are useful. The senior leader added that the ONA's products have 
helped de-conflict some of his workload, allowing him to focus on more pressing topic 
areas since the ONA's research focuses on topics far in the future. He stated the ONA is 
a valuable organization because it is allowed to take intellectual chances, think boldly, 
and take educated, calculated risks. Overall, the five DoD senior leaders we interviewed 
felt that the ONA served a useful purpose as an honest broker outside the DoD 
bureaucracy. 

(U) ONA Should Formally Document Processes for 
Managing Internal Product 
(U) The ONA does not have a documented process for how internal research products 
are managed. During our interviews with ONA personnel, we learned that the ONA does 
not have documented policies or procedures governing how it selected, produced, or 
validated internal products. The ONA Director selects the topjcs for internal products 
based on his meetings with the SECDEF or topics he believes may be of interest to DoD 
senior leaders. The ONADirector stated that he also meets with each new staff member 
assigned to the ONA and provides guidance on what a net assessment is, by ONA 
definition. During their initial meeting, the ONA Director provides a "Research 
Agreement Memo" that outlines the staff member's duties and the ONA Director's 
expectations of the staff member. The ONA Director holds monthly research review 
meetings during which staff members discuss their progress with the ONA Director and 
other ONA leadership. The contents of these monthly reviews are captured in Monthly 
Research Reviews where ONA officials discuss items such as completed and still action 
items, CAMA status updates, management questions and recent deliverables. 

(U) In our interview with the ONA Director, he stated that he also provides examples of 
previous products and a mandatory read file of several hundred pages that defines a net 
assessment. A read file, however, is not a formal document such as an SOP which 
explains how an assessment should be conducted or the processes the CAMA should 
follow when conducting the assessment. The ONA Director also told us that, after the 
CAMAs finish writing their products, different personnel within the office perform copy 
editing, review the logic flow, and assist with polishing written products, executive 
summaries, memorandums, or briefings. The ONA also provided a slide they present to 
ONA staff during All-Hands meetings that explain the development of Net Assessments 
and what should take place during each phase of development The monthly review and 
presentation documents, however, did not indicate that ONA conducts any type of 
review to verify that the CAMA has documentation or interview notes for the sources 
from which they obtained the information in their research or assessments. 

SBCfl:BT//PSOFOR:N 
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{U) ONA Leadership Relies on Oral Feedback and Informal 
Instructions for ONA Products 

111d111 

(U) The ONA does not have documented processes for internal research products 
because the ONA leadership believes research operating procedures could restrict the 
creativity of internal research efforts. Therefore, leadership relies primarily on oral 
feedback and informal instructions for developing the ONA internal products. 
According to the ONA Director, when new ONA CAMAs are hired, they are either already 
experts in their specific work area or learn the area through on-the-job training. The 
ONA Director further stated that ONA leadership, including himself, the Research 
Director, and Chief of Staff, attend the 90-minute introductory training on the ONA's 
roles and functions, and provide guidance to new CAMAs as needed. Fol" example, when 
the ONA hired a new CAMA in February 2020, the ONA Director provided her a 
memorahdum to explain his expectations. The memorandum explained that the CAMA 
was given a set of three assignments instead of an overarching assessment area and the 
freedom to determine how to balance and make progress in each of the areas as the 
CAMA saw opportunities. The memorandum did provide the topics to pursue, insights 
on initiatives to try to help develop one of them, and expectations of progression. 
However, the memorandum did not include documents or instructions with procedures, 
such as phases, guidance for providing sources, developing steps, or methodology for 
completing the assessment. 

(U) Although ONA leadership can explain how they select and oversee the ONA's 
products, the ONA should document how products are selected, produced, and 
validated. According to the ONA Chief of Staff, "a net assessment is more art (the 
production, conceptual inputs, chain of logic, application of intuition and insight) than 
science (the dry recital of facts or technical inputs for Red and Blue)." Therefore, he 
stated each assessment area or research topic would be judged on its own merits and 
have its own unique production process. Producing unique assessments is fine; 
however, the ONA's review process should ensure products are consistently produced 
with the elements that are required in ONA products. For example, Government entities 
such as the Intelligence Community developed Intelligence Community Directives (!CD). 
Specifically, ICD 203 establishes standards and procedures that provide analytical 
integrity as the Intelligence Community, like the ONA, routinely uses multiple sources in 
the products it produces.13 ICD 203 describes quality and credibility of underlying 
sources, data, and methodologies. It includes factors that affect sourcing, such as 
accuracy and completeness, possible denial and deception, age and continued currency 
of information, source access, validation, motivation, possible bias, or expertise. 

13 (U) Intelligence Community Dlrectlve 203, "Analytic Standards," January 2, 2015. ICD 203 also references lntelllgence 
Community Directive 206, "Sourcing Requirements for Disseminated Analytlc Products," January 22, 2015, to provide 
source descriptors that further define the factors discussed. 
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{U) ONA Has Increased Risk for ln~onsistent Performance of 
Net Assessment Mission 
(U) As a result of not having a documented process for managing internal products, 
there is an increased risk that the ONA may not consistently execute its assigned net 
assessment mission. Oral, undocumented processes and procedures may be lost in the 
event of a change in the ONA leadership. In addition, standards that establish 
procedures for the work produced such as the ICD 203 that the Intelligence Community 
uses would help to address questions like the ones identified in the 2019 audit of the 
ONA. AJthough it was for an external product, the ONA cot1ld not provide evidence that 
a contracted professor visited locations, established an advisory group, or met with 
people listed in the statement of work. Analytical controls for the purpose of ensuring 
the quality and credibility of sources are of great significance to U.S. vital interests 
because the ONA's analytical conclusions inform strategic decis ions and future 
acquisition decisions at the highest levels.14 

(U) In addition, establishing written policies and procedures like, standards to address 
such matters as the sourcing and methodology that the CAMAs follow can have 
significant impact. Specifically, the lack of standards for these could raise reasonable 
questions of the quality and veracity of the information received and the analytical 
conclusions reached, 

(U) ONA Needs Consistency in the Technical Evaluation 
Rating Process for External Research 
(U) The ONA does not consistently follow the Technical Evaluation rating process 
procedures in its BAA SOP for evaluating and selecting external research proposals 
received in response to the BAA. As stated earlier, the ONA uses a BAA to solicit for 
external products, The ONA receives 4 to 24 proposals during each 2-month cycle, so it 
would have received a minimum of 192 proposals in the last 8 years. For example, 
according to the ONA Chief of Staff, the ONA received 146 proposals from WHS from 
August 10, 2018, to December 15, 2020. We reviewed a non-statistical sample of 127 
proposals that the ONA reported that it received since 2014. The CAMAs produced 250 
Technical Evaluations for those 127 proposals. Of the 127 proposals we reviewed, 32 
resulted in funded projects and 95 proposals were not selected for contract awards. 
The ONA followed its policy by using two CAMAs to evaluate all proposals valued at 
under $1 million and added a third GAMA for proposals costing over $1 milJion. 

l4 The ONA Director and Chief of Staff emphasized that analytical conclusions that Inform strategic decisions as we state 
above are not drawn on a single topic but'instead on dozens of studies on a single topic. 
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(U) The CAMAs review the proposals based on the two evaluation factors of "Potential 
Contribution to the Mission" and "Past Performance." "Potential Contribution to the 
Mission'' is weighted higher than "Past Performance." According to the Evaluation 
Ratings Guide, the following ratings are used: 

• (U) Outstanding • Quote meets requirements and indicates an exceptional 
approach and understanding of the requirements. Strengths far outweigh any 
weaknesses. Risk of unsuccessful performance is very low. 

• (U) Good• Quote meets requirements and indicates a thorough approach and 
understanding of the requirements. Quote contains strengths, which outweigh 
any weaknesses. Risk of unsuccessful performance is very low. 

• (U) Acceptable - Quote meets requirements and indicates an adequate approach 
a·nd understanding of contract performance. Strengths and weaknesses are 
offsetting or will have little to no impact on contract performance. Risk of 
unsuccessful performance is no worse than moderate. 

• (U) Marginal• Quote does not clearly meet requirements and has not 
demonstrated an adequate approach and understanding of the requirements. 
The quote has one or more weaknesses, which are not offset by strengths. Risk 
to unsuccessful performance is high. 

• (U) Unacceptable• Quote does not meet requirements and contains one or more 
deficiencies. Quote is not awarded. 

(U) Of the 127 proposals we reviewed, S included disparate Technical Evaluations. One 
of the CAMAs rated the proposal "Outstanding" (the highest rating), while the other 
CAMA gave the proposal a "Marginal" rating. None of the five proposals were funded; 
however, where there was such a wide disparity between evaluations it would seem 
prudent to get a third person's opinion. rn addition, the CAMAs posed questions to the 
offeror in several of the 127 proposals we reviewed but did not receive answers to 
those questions prior to the ONA funding the proposal. 

(U) In April 2020, the ONA received a proposal from Baron LLC titled "Anticipating a 
Major Shift in U.S. Military Strategy." Both of the CAMAs rated this proposal "Marginal" 
on both evaluation factors. According to the ONA's [Technical] Evaluations Ratings 
Guide, "A determination of (Marginal) or (Unacceptable) by consensus renders the 
entire quote unacceptable and therefore it will NOT be considered for award. The quote 
must be rated (Acceptable) or higher overall to be considered for award." Nevertheless, 
the ONA awarded this contract for $360,603.38. 
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DODIG-2022-075 J 15 



SBCIUiT//NOPORN 

(U) In April 2021, the ONA received a proposal from the Hudson Institute titled 
"Civilization and Barbarism in Future World Politics." One of the CAMAs wrote the 
following comment in his evaluation of the proposal: "I read this five times and I'm still 
not sure the purpose or focal point of the study .... I would dread having to read this 
report if written in a similar fashion as the ramblings from this proposal, yet smarter 
people within the office may find utility in it- I would hide it from the majority of the 
Department." This CAMA rated the proposal "Marginal" for Factor 1 (Potential 
Contribution to the Mission), and '1Outstanding" for Factor 2 (Past Performance). The 
second CAMA rated the proposal "Acceptable" and "Outstanding" respectively. The ONA 
awarded this contract for $648,728.02. 

(U) In March 2020, the ONA received a proposal from Strate Various Inc. titled 
"Perception of Reality in the Middle East Future Geopolitics, Strategies, and WMD." One 
of the CAMAs stated that the proposal was missing bow the offeror would conduct the 
work and included questions such as what they would read and who they would 
interview. This proposal was awarded for $148,362. The CAMA still rated the proposal 
"Acceptable" based on the rating criteria for Potential Contribution to the Mission; 
however, answers to the questions could have resulted in a higher or lower rating based 
on how the CAMA viewed the approach to conducting the work. The second CAMA 
rated the proposal "Good" and "Outstanding" respectively. 

{U) ONA Leadership Did Not Always Follow Rating Process 
Guidelines 
(U) Although the BAA SOP includes rating process guidelines, ONA leadership did not 
always adhere to the rating process guidelines when selecting external proposals to 
fund. When asked why the two proposals discussed in the section above were funded 
with marginal ratings, the ONA Director and Chief of Staff were unfamiliar with the 
proposals and unsure why they were funded. However, the ONA Director stated that he 
does have the ability to override proposal ratings in certain instances such as when he 
has more knowledge than the CAMAs on some topics. The ONA Director was not sure if 
that was the case with the specific proposals and acknowledged that the rating process 
guidelines do not include this exception. 

(U) We also noted that for the two factors used for ONA Technical Evaluations, Potential 
Contribution to the Mission is weighted higher than Past Performance in the evaluation 
process. This puts contractors that have not previously worked for the ONA at a 
disadvantage, because they receive a low score for the Past Performance factor. 

(U) The rating process guidelines are clear about how to rate research proposals that 
the ONA receives. However, final decisions about which proposals to fund rests with 
the ONA Director and Research Director, and there is .at least one proposal that was 
rated "Marginal" by consensus but still funded, in violation of the ONA's own policy. If 
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(U) exceptions to the ONA rating process guidelines listed in the BAA SOP exist, the ONA 
should update the ONA BAA SOP to include those exceptions or stop the use of them. 

(U) ONA Has Increased Risk of Not Selecting lmpactful Topics 
(U) The inconsistent application of the Technical Evaluation process for external 
research has increased the risk that the ONA is not selecting the most impactful topics. 
For example, in 59 of the 189 Technical Evaluations for the 95 proposals that were not 
selected for award, the evaluation checklists had questions posed by the CAMAs. It is 
unclear whether these were rhetorical questions meant to highlight shortcomings in the 
proposals or genuine requests for clarification which, if answered by the vendor, could 
have resulted in a higher rating for the proposal and a positive funding decision. The 
ONA currently has no procedure for asking clarifying questions to a potential vendor. If 
the CAMA does not receive answers to questions raised for a proposal it may affect the 
rating that he or she provides which may result in selecting or not selecting a proposal 
for.funding based on an un-informed rating. Allowing the CAMAs to obtain answers to 
questions they have on research proposals may result in more-informed ratings for 
ONA leadership to base their funding decisions for proposals. During our interviews of 
ONA personnel, one individual stated that he had posed several questions during his 
last Technical Evaluation but did not know "when or if, he would receive any answers." 
By funding a proposal that multiple CAMAs, the ONA subject matter experts, have rated 
marginal or have unanswered questions on, the ONA is increasing the risk of receiving 
an inadequate product. 

(U) ONA Needs to Establish a Defined Distribution 
Process for ONA Product. 
(U) The ONA does not have a defined distribution process or a way for DoD senior 
leaders and agencies to determine whether the ONA's ongoing or completed studies and 
products could be beneficial to the senior leaders or avoid duplication of effort. 

(U) All five of the DoD senior leaders we interviewed stated that they understood the 
ONA's desire to ljmit the distribution of its products but wished there was a way for 
customers to "query" the ONA to see If it had any studies or assessments on topics of 
particular interest to them. For example, one DoD senior leader told us that, to his 
knowledge, he receives all of the assessments and other products the ONA produces; 
however, he emphasized that "you don't know what you don't know." Likewise, another 
DoD senior leader told us that the ONA recommends some of lts products to him based 
on the topics. He said the ONA's historical products have been useful because they 
allowed him to consider what has happened in the past to help form positions about 
what might happen in the future. The senior leader added that, for example, his 
organization was poised to conduct a specific study with Chinese Strategic Plans, but he 
discovered that the ONA had already do·ne something that covered what his office 
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(U) needed. He said his office was able to use the ONA study and save money by not 
launching a new study. The senior leader told us that he believes there should be some 
way for organizations such as his to query the ONA to determine if there are products 
that would be beneficial to their needs. 

(U) The five DoD senior leaders we interviewed said they were generally happy with the 
ONA products they received and believed that the ONA served a useful purpose as an 
honest broker outside the DoD bureaucracy. These senior leaders also said they would 
like a way to know what other products the ONA has produced that could prove 
beneficial to their organization. However, they agreed that merely posting a full list of 
products would be inappropriate and understood the challenges with making a list 
available, such as sensitivity or classification of certain topics. 

(S//NFJ ONA Restricts Access to ONA Products 
ES//~iF) The ONA Director said he does not see value in distributing the ONA's products 
to a wide audience and therefore restricts access based on his assessment of the DoD 
offices' needs and what he believes will be useful to each office. 

(U) While this method of distribution enables the ONA to control the dissemination of 
its products, it is very difficult for one person to learn all of the needs of every DoD 
organization. This methodology potentially hinders the sharing of information with 
other DoD senior leaders and agencies that might benefit from access to the ONA's 
products. The user community would benefit from the ability to query the ONA to see if 
it has produced (or is in the process of producing) studies or assessments of interest 
thereby also reducing duplication of effort. 

(U) Limited Availability of ONA Studies Could Hinder Added 
Benefits to DoD Senior Leaders 
(U) The lack of a defined distribution process for the ON A's products and no tool that 
allows DoD senior leaders to look up ONA product titles may limit the availability of 
ONA studies and products to DoD senior leaders and agencies. ONA leaders provide 
their individually selected research studies and products to some DoD senior leaders 
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(U) and agencies and not others based on the ONA's discretion and perceived needs of 
DoD senior leaders. As stated it is not feasible for one person to maintain the 
knowledge of all DoD needs and plans at all times. The example with the DoD 
organization about to pay for its own study, but was able to use one of the ONA studies, 
illustrates how beneficial the knowledge of work that the ONA has performed or is 
performing could be to an organization in terms of future planning and monetary 
savings. 

(U) One DoD senior leader suggested that the ONA review its process for determining 
who receives the ONA's products. The senior leader stated that the controlled 
distribution of the ONA's products limits the availabili ty of information they and others 
could use in formulating decisions that could benefit the SECDE:F or Services. 
Developing a tool that allows DoD senior leaders to look up ONA products on the 
appropriate system, such as Joint Worldwide Intelligence Communications System, 
could provide a much greater benefit to DoD organizations than simply having the 
Director selectively push information to organizations as he deems appropriate. 

(S//NF) 

(U) DoD Manual 5200.45 requires Original Classification Authorities to: 

• (U) issue and disseminate security classification guidance for each system, plan, 
program, project, or mission involving classified information under their 
jurisdiction; 

• (U) review security classification guidance issued under their authority once 
every 5 years to ensure currency and accuracy, or sooner when necessitated by 
significant changes in policy or in the system, plan, program, project, or mission, 
and update the guides as required; and 

• (U) revise, whenever necessary, for effective derivative classification, the 
security classification guides issued under their authority. 

(U) DoD Manual 5200.45 also illustrates some format variations for the development of 
a security classification guide. Specifically, the security classification guide should 
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(U) precisely state the specific information elements to be protected, The guide should 
use clear precise language or statements to describe which items of information require 
classification. The guide also should identify the classification levels and any 
dissemination control markings or special handling caveats that may apply to each 
element of information. Lastly, the guide should identify the reason for classification, 
specify the duration of classification for each element of information, and include any 
amplifying comments whenever appropriate to explain the exact application of 
classification. 

(U) The ONA Security Classification Guide states in the table in Section II that the ONA 
Director determines the classification of all ONA products. The ONA Security 
Classification Guide states that "ONA deliverables, briefing materials, or studies and 
surveys analysis are classified SECRET to TOP SECRET," but "may be classified at a 
higher level. Refer to Organizational or Operational SCG [Security Classification Guide] 
for guidance." Additionally, all ONA products have a distribution caveat of "ORCON," 
meaning that any distribution must be approved by the ONA Director. The ONA 
Director is designated as an Original Classification Authority, giving him the authority to 
make those decisions. 

(U) Paragraph 4 of the ONA Security Classification Guide states: 

• (U) The dissemination marking "NOFORN" is an intelligence control marking 
used to identify intelligence which an originator has determined meets the 
criteria established in Intelligence Community Directive 710 and will not be 
provided in any form to foreign governments (including coalition partners), 
international organizations, foreign nationals, or immigrant aliens without the 
originator's approval. 

• (U) Within DoD, NOFORN is authorized for use only on intelligence and 
intelligence-related information and products under the purview of the DNI 
[Director of National Intelligence], in accordance with DNI policy. 
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(U) The ONA's use of the NOFORN classification marking does not meet the ICD 710 
requirement or the ONA's Security Classification Guide requirement. Not only did the 

ONA classify descriptions for its outlines and papers that do not contain intelligence 
information as NOFORN, the ONA also used the NOFORN classification for groupings of 

unclassified titles produced for them. For example, the ONA provided us a list of the 
unclassified titles of external products: howeve1·, the ONA classified the list as 
SECRET/ / NOFORN citing the compilation ohitles. 

ES/i'HF3 The Dirertor, as the Original Classification Authority for the ONA, relies on a 
contracted ONA security manager 11 ,f ll f , !lilt I) 1 111 ) 

. The Security staff for the ONA consists of one 
individual. a contractor from Azimuth Corporation. According to the Statement of Work 
in her contract. the security services provided inch1de the following:15 

• (U) manages daily office operations and security of Sensitive Compartmented 
lnfo1·mation programs: 

• (U) responsible for the overall administration of Special Security functions. 
including personnel. physical. government contracts, computer, and Sensitive 
Compartmented Information security matters in accordance with applicable 
Director of Central Intelligence and DoD Dil'ectives: 

• (U) acts as the Information Security Officer: 

"(U) Cont1·act number HQ003419C0142, signed on September 13, 2019. 
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• (U) acts as the Communications Security Responsible Officer, accountable for 
the protection of communications security materials; 

• (U) acts as the Operations Security (OPSEC) Officer, designated to provide 
overall climate of OPS EC awareness in the component as well as identifying 
critical information and applying countermeasures to protect critical 
information; 

• (U) acts as the Information Systems Security Officer, responsible for certifying 
that personnel conform to the requirements and conditions as established in the 
DoD Intelligence Information System Site Security Concepts of Operations for 
the National Capital Region; 

• (U) provides security advice and guidance to program managers and provides 
policy guidance to both Government and office contractors; 

• (U) acts as liaison between the DIA, Washington Headquarters Services, and 
industry contract special security officers to coordinate security issues of 
mutual interest; 

• (U) manages all certification issues and periodic inspections of the Sensitive 
Compartmented Information Facility; and 

(U) prepares and coordinates DD Form 254 for contracts initiated by the ONA.16 

1 l ,( J/ I, !hi( 1 i 1 •lit) 

16 (U) DoD Form 254,"Contract Security Classification Specification," ls a contractual contract document providing the 
contractor or subcontractor with security requirements and classification guidance that Is necessary to execute a specific 
classified contract 
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{U) Actions Taken by ONA 
ii ,IHI', fh)(ll I l(t) 

11 [U) DoD Directive 520S.026, "DoD Oper.iHons Security [OPSBC) Program," June 20, 2012, lnrorporating Ch3nge 2. 
August 20, 2020. 
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(U} Recommendations, Management Comments, and 
Our Response 
(U) The ONA Director provided comments on the finding. The ONA Director noted 
12 general inaccuracies, 1 point of disagreement, and 2 requests for clarification. See 
Appendix F for a summary of the ONA Director's comments on the finding and our 
responses. 

(U) Recommendation 1 
(U) We recommend thatthe Office of Net Assessment Director: 

a, (U) Establish written policies and procedures for selecting, producing, 
reviewing, and validating internal products. 

(U) ONA Director Comments 
(U) The ONA Director disagreed with the recommendation. Specifically, the ONA 
Director stated that the ONA mission outlined in DoD Directive 5111.11, the satisfaction 
of consumers of ONA material, and the Director's judgment indicate satisfactory 
procedures for outlining the ONA internal research program. The ONA Director stated 
that the ONA does not believe that good intellectual work is the product of more 
elaborate written regulations or that the cost of developing, implementing and 
monitoring that work using more elaborate written regulations would be worth the 
benefit. The ONA Director also stated that the ONA's work was well respected, cited, 
and widely read by DoD senior leaders. 

(U) Our Response 
(U) The ONA Director did not agree to implement the recommendation or propose 
actions to address the recommendation; therefore, the recommendation is unresolved. 
ONA policies and procedures should be officially documented. Our intent is for ONA to 
have policies and procedures to include things such as the ONA's expectations of 
documenting sources, methodology, and basis of conclusions drawn. We request the 
ONA Director provide additional comments in response to the final report on how ONA 
will establish written policies and procedures for selecting, producing, reviewing, and 
validating internal products. 
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b, (U) Revise the Technical Evaluation process for rating vendor proposals, 
provldJng a method for the Civilian Analysts and Military Analysts to have 
clarification discussions with potential vendors about their proposals, 
reconcile disparate evaluations between the Civilian Analysts and Military 
Analysts; and include exceptions to adhering to the evaluators' ratings to 
ensure that "Marginal" proposals are not selected for funding unless they 
meet the exception requirement or stop the use of exceptions. 

(U) ONA Director Comme11ts 
(U) The ONA Director agreed with the recommendation. The ONA Director stated that 
the ONA will revise the BAA SOP to clarify the Technical Evaluation process. 
Specifically, the revision will outline exceptions to policy when the ONA Director may 
substitute his own judgment for ''Marginal" ratings by reviewers. The ONA Director 
stated that this change will occur no later than 90 days after the receipt of the final 
report. 

(U) In addition, the ONA Director stated that the ONA will revise the BAA SOP to clarify 
that the Acquisition and Financial Advisor will forward clarifying questions from the 
CAMAs to the WHS Acquisitions Directorate if the Research Director determines the 
question appropriate for proposal consideration. The WHS Acquisitions Directorate 
would then communicate these questions to the vendor. The ONA Director stated the 
ONA currently holds clarification discussions with potential vendors through the WHS 
Acquisition Directorate. The ONA Director stated that the WHS Acquisition Directorate 
manages the acquisition functions on behalf of the ONA and, therefore, holds 
Contracting Officer responsibilities for the ONA-commissioned contracts, 

(U) Our· Response 
(U) Comments from the ONA Director partially addressed the recommendation; 
therefore the recommendation is unresolved. We request the ONA Director include a 
process in the BAA SOP to reconcile disparate evaluations between the CAMAs. 

c, (U) Develop a tool with the capability for DoD senior leaders to search 
Office of Net Assessment ongoing and completed products, 

(U) ONA Director Comments 
(U) The ONA Director disagreed with the recommendation. The Director stated that he 
keeps DoD senior leaders updated on ONA research, and answers their questions about 
how the ONA's work can help them in their roles, during formal and informal calls; 
email exchanges; and routine encounters at senior level forums such as Joint Chiefs of 
Staff Tank, Secretary of Defense Senior Seminar, and Senior Leaders Conference. 
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(U} 011 P I'" , .. ,. 
(U) The Director did not agreed to implement the recommendation 01· propose actions 
to addl'ess the rerommendation; therefol'e, the recommendation is unresolved. 
Although the ONA Director 1·egularly updates DoD senior leaders on ONA products, we 
believe, as some recipients of ONA products do, that it is unrealistic for one person to 
maintain knowledge of all of the DoD's needs at all times, Therefore, we believe a tool 
that identifies the ONA's products on an appropriate platform would only add benefit to 
the ONA's current process by allowing senior leaders to see what other ONA products 
may benefit their organization and aid their mission. 

I l',I l' I' (1 1)( 11 I 1(1 I 

Cl.AUL.a 

(U) ONA !Jin.•c WI Cnm 11 I ' 

E~h<~I~ The ONA Director agreed with the recommendation to 
r I I!/ I, lh)I 11 1 1ft•l 

. The Director stated this 
change will occur no later than 90 days after the receipt of the final report. 

(U) 011 ' '? 'S/UW H' 

ES,t,<~Jr, Comments provided by the ONA Director addressed the recommendation; 
therefore the recommendation is resolved but will remain open. We will close the 
recommendation once the ONA 

I l I ll I', nq1 1 l I 111 ! 

(U) ONA Dire, tm c, mm ,, 
(U) The ONA Director requested clarification for this recommendation, 

(U) Ow R ·,rwm, 
Eih'•IF) Comments p1·ovided by the ONA Director did not address the recommendation; 
the1·efore the recommendation is unresolved. 
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(U) ONA Director Comments 

(U) Our Response 
(5//NF) Comments from the ONA Director addressed the recommendation; therefore 
the recommendation is resolved but will remain open. We will close the 
recommendation once the ONA 

(U) ONA Director Comments 

(U) Our Response 
(S//~H?) Comments from the ONA Director addressed the recommendation; therefore 
the recommendation ls resolved but will remain open. We will close the 
recommendation once the ONA tl,11/)' (II)(]) J '1(•) 
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(U) Recommendation 2 

(U) Management Comments Received Late 
(S//~IP') The Defense Intelligence Agency Director provided comments too late to be 
included in the final report Unless the Defense Intelligence Agency Director provides 
additional comments on the final report after it is issued, we will consider the late draft 
report comments as management's response to the final report. 

SECRET//NOFORN 
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(U) Appendix A 

{U) Scope and Methodology 
(U) We conducted this evaluation from October 2020 through December 2021, in 
accordance with the "QuaHty Standards for Inspection and Evaluation," published in 
January 2012 by the Council of Inspectors General on Integrity and Efficiency. Those 
standards require that we adequately plan the evaluation to ensure that we meet 
project objectives and that we perform the evaluation to obtain sufficient, competent, 
and relevant evidence to support the findings, conclusions, and recommendations. We 
believe that the evidence obtained was sufficient, competent, and relevant to lead a 
reasonable person to sustain the findings, conclusions, and recommendations. 

(U) This report was reviewed by the DoD Component(s) associated with this oversight 
project to identify whether any of their reported information, including legacy FOUO 
information, should be safeguarded and marked in accordance with the DoD CUI 
Program. In preparing and marking this report, we considered any comments 
submitted by the DoD Component(s) about the CUI treatment of their information. If 
the DoD Component(s) Jailed to provide any or sufficient comments about the CUI 
treatment of their information, we marked the report based on our assessment of the 
available information. 

(S/f~IF) To determine whether the ONA has developed and implemented policies and 
procedures to conduct its assessment mission in accordance with DoD Directive 
5111.11, "Director of Net Assessment," 1 J' f J1 I , iii j I) I 1(,) 

(U) We also reviewed the ONA Mission Crosswalk that matched the 12 DoD Directive 
5111.11 requirements with a list of completed products the ONA believed met those 
requirements. We matched examples of some of the products they produced with each 
of the requirements in DoD Directive 5111.11. Some of the products we selected were 
also listed in the ONA Mission Crosswalk and for those we verified they met the listed 
requirement. Specifkally, the 14 internal and 15 external products that we selected and 
reviewed met requirements of DoD Directive 5111.11. We also obtained and reviewed 
the 2020 ONA Annual Report to Congress which contained summaries of products and 
actions that met requirements of DoD Directive 5111.11. In addition, we reviewed and 
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(U) confirmed that the ONA developed products that met requirements of the FY 2015 
NOAA and 2015, 2017, and 2019 SECDEF memorandums that tasked the ONA to 
conduct independent net assessments of the standing trends and future prospects of the 
military and potential of the United States in comparison with the military capabilities 
and potential of other countries. 

(U) To determine whether the ONA's requirements are being met and how its products 
are used within the DoD, we non-statistically selected five of~he ONA's DoD customers 
to determine whether they are satisfied with the ONA's products. We conducted 
interviews with each customer to determine how they obtained the ONA product(s), 
whether the product was useful to the customer's mission, and their overall ability to 
access ONA products if n~eded. 

(U) To determine how the ONA conducts its assessments, we reviewed the ONA BM, 
the BAA SOP, and the ONA Evaluations Rating Guide. In addition, we interviewed ONA 
acquisition officials, ONA senior leaders, an ONA Executive Support Officer, and the 
WHS contracting personnel. 

(U) To determine how the ONA selects research proposals to fund, we requested and 
reviewed a non-statistical sample of 127 proposals that the ONA received from 2014 to 
2020, and the 250 technical evaluations that the ONA CAMAs performed on those 
127 proposals.18 The DoD OIG Audit team provided us the funded proposals and 
technical evaluations we reviewed since the team bad already obtained contracting files 
for that time period. The ONA Chief of Staff provided us the proposals that were not 
funded in order to review the comments and ratings provided by the CAMAs on each. 
Of the 127 proposals we reviewed, 32 resulted in funded projects and 95 proposals 
were not selected for contract awards. However, we did not review how the ONA 
contract actions are performed because all ONA contract actions are performed by the 
WHS Contracting Officer. 

(U) To determine how the ONA conducts security reviews for its assessments, we 
reviewed the ONA Security Classific-ation Guide and compared it to DoD Manual 
5200.45 requirements. We also interviewed the ONA Security Manager to discuss her 
roles and responsibilities. 

(U] To obtain examples of procedures other government agencies implement to ensure 
analytical integrity of products in which multiple sources are used, we reviewed two 
Intelligence Community Directives. Specifically, we reviewed ICD 203, "Analytical 
Standards," and lCD 206, "Sourcing Requirements for Disseminated Analytical 
Products." To obtain a better understanding of BAAs, we reviewed FAR Part 35, 

11 (U) ONA leadership could not provide an exact number of proposals the ONA received from 2014 to 2020 because It 
does not maintain records of all proposals that are not funded. 
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(U) "Research and Development Contracting," Section 35.016, "Broad Agency 
Announcement," 

(U) Use of Computer-Processed Data 
(U) We did not use computer-processed data for this evaluation. 

(U) Prior and Ongoing Coverage 
(U) In 2019, the DoD OIG conducted an audit of the ONA, titled "DoD OIG Research 

Project on DoD Office of Net Assessment Contract Management." The report highlighted 
issues with the ONA's contract oversight and resulted in the ONA publishing its BAA 

SOP in December 2019. 

(U) In 2021, the DoD OlG conducted an audit of ONA contracting practices, titled "Audit 
of the Office of Net Assessment's Contracting Administration Procedures'' (Report No. 
DODIG-2022-057, January 25, 2022.) 
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(U) Appendix B 

(U) Description of ONA Internal Products 
(U) The ONA produces eight different types of products. The ONA's description of each 
product is below. 

(l' ll/ 1 , (11)(1) I 1(,) 

( l I)/ I' (hH 1 ) I -1(< I 

- · 
( I' ( l/ J', (h)( 1) 1 •\(r) 

I J ,I >I I -. (11)( I) t 4(, J 

r l ,l )f J', lb)( I) 1 /1(1) 
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(U) Soul'ce: The ONA 

(U) Appendix C 

{U) ONA roducts le; ed D ring th L s• c Years 
(U) The ONA issued 71 internal products and more than 303 e,-'ternal products within 
the past 5 years,19 We non-statistically selected and reviewed 14 ONA internal products 
and 15 external products to determine whether the products met the intent of DoD 
Directive 5111.11.2° We selected at least three products pe1· year based on product 
titles, ensuring we selected all product types and different topic areas that the ONA 
p1·oduced. See Appendix A for the methodology used to select the ONA products we 
reviewed. 

(U) ONA Internal Products 

1' (U) In addition to the 303 external product~ produced bet\YHn March 1, 2016, and November 27, 2020, the ONA had 
produeu with unknown dtites, listed at the end ofth• table, 
2 
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{U) ONA External Products 
'. (UNCLASSIFIED) 

ntle Date 
t 1· ,1 1/1", d,)1 1 I I /j,·) 

UNCLASSIFIED 
(U) Source: The ONA 

1 2 (U) This report was replaced with a sensitive report we reviewed at the ONA. 
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(U) Source: The ONA 

(U) Appendix D 

(U) ONA Produ~ c; lssL ed in "'02 
(U) The ONA 2020 Annual Repo1t stated that the ONA issued 150 products. The 
Internally Produced Wo1·k and E"-"ternally Commissioned Wo1·k are in the tables below. 

(U) Internally Produced Work 

L 
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{U) Externally Commissioned Work 
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(U) Source: The ONA 
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(U) Appendix E 

(U) Response to Questions from Senator Grassley's 
December 2020 Letter to the Acting Inspector General 
(U) On December 18, 2020, Senator Charles Grassley, Chairman of the U.S. Senate 
Committee on Finance, sent a letter to the DoD Acting Inspector General in response to 
our announcement of this evaluation. Senator Grassley asked us to expand our 
evaluation to answer nine questions. The questions and our responses are listed below. 
This report answers Questions 1, 2, 4, 8, and 9. A report by the DoD OTG Audit 
Directorate provided answers to Questions 5, 6, and 7. Question 3 was beyond the 
scope of this evaluation. 

(U) Question 1: Why has the ONA failed to perform net assessments since 2007? 

(U) Response; We found that the ONA performs preliminary and mature net 
assessments, in addition to producing special products throughout each fi scal year. We 
obtained 2 lists that included more than 500 products the ONA produced since 2007, 
including 71 internal and 303 external products the ONA produced since 2016. We 
reviewed 14 internal and 15 external ONA products, 4 of which were labeled net 
assessments. 

(U) Question 2: Are other offices within the DoD performing net assessments separate 
from the ONA? If so, please provide a complete list of those offices and the total cost of 
those assessments for each office for each of the past S years. 

(U) Response: We did not identify any other DoO offices that perform net assessments 
of the scope or range of those performed by the ONA. The outlook for ONA assessments 
reaches out 30 years and can take 6 to 8 years to complete. 

(U) Question 3: Are other offices within the DoO performing generic research as 
described in the new DoD Directive 5111.117 If so, please provide a complete list of 
those offices and the total cost that research for each office for each of the past 5 years. 

(U) Response: This question is beyond the scope of our evaluation and would take a· 
considerable amount of time beyond the milestones of this evaluation. This evaluation 
focused on the ONA's operations. However, at least one DoD senior leader we 
interviewed indicated that his office was about to begin a particular study but learned 
from, a study the ONA Director shared with him, that the ONA had conducted a similar 
study which the senior leader was able to use instead of launching a new one. 
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(l.J) Question 4: Since the ONA no longer performs net assessments, is the ONA's 
existence duplicative and wasteful in light of other OoD offices performing the same 
work? 

(U) Response: We found that the ONA continues to perform net assessments and 
produce other products for the SECDEF, Chairman of the Joint Chiefs of Staff, and other 
select senior DoD leaders. We also found that the ONA's products differ in scope from 
products by other DoD offices. For example, the Executive Support Officer (Defense 
InteHigence Agency Liaison), whose responsibility is to serve as a liaison between the 
Intelligence Community and the ONA, told us that the ONA and lntelligence Community 
likely would never duplicate efforts. He stated that this is because the Jntelligence 
Community cannot perform the breadth of assessments that the ONA does with a long 
range outlook spanning 30 years or more into the future. 

(U) Question 5: A description and assessment of the extent to which the ONA has failed 
to comply with laws and regulations in contracting for research projects during the 
5 year period ending on September 30, 2020. 

(U) Response: This question was addressed in the DoD OIG Audit Directorate's report. 

(U) Question 6: An assessment to determine whether all supporting documentation for 
the ONA1s contracting comports with the Statement of Work agreed to between the 
contractors and the DoD during the five year period ending on September 30, 2020. 

(U) Response: This question was addressed in the DoD OIG Audit Directorate's report. 

(U) Question 7; The steps the ONA must take to ensure that all contract documents are 
collected and recorded as required by all relevant law and regulation. 

(U) Response: This question was addressed in the DoD OIG Audit Directorate's report. 

(U) Question 8: What is the total cost to perform an annual net assessment? 

tSt Response: The ONA does not perform an annual net assessment. Each individual 
net assessment is performed over several years, in addition to the ONA products that 
are produced in shorter time frames. Additionally, each net assessment is unique and 
will vary in cost based on the type and amount of time required to produce. For 

. We reviewed products with costs ranging from approxim'ately 
$148,000 to $1.7 million to complete. I 
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(U) Question 9: An analysis as to whether or not an annual net assessment can be 
performed by the ONA at a cost ofless than $10 million. 

(U) Response: The ONA's products range in costs. The scope and type of assessment 
the ONA performs are determining factors in the cost. As previously discussed, we 
reviewed products with costs ranging from approximately $148,000 to $1.7 million to 
complete. 
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(U) Appendix F 

(U) Management Comments on the Finding and Our 
Response 
(U) ONA Director Comments on Section Headings and the Find/119 
Paragraph 
(U) The ONA Director stated that the heading of our finding "ONA Conducted Its 
Assessment Mission but Could Improve in Certain Areas" weighs the ONA's 
accomplishments and shortcomings equally. The Director stated that the first sentence 
of our finding section, "The ONA has conducted its assessment mission in accordance 
with DoD Directive 5111.11, 'Director of Net Assessment'," states the overarching 
finding. The Director also noted that statements in the Internal Controls section should 
be clarified. The Director stated that be believes the ONA has reasonable assurance of 
the efficacy of its internal controls, and he does not agree that written procedures 
specifying how to produce ONA studies have merit. Lastly, the Director stated the 
report does not reference classified guidance for how the ONA makes these decisions. 

(U) The ONA Director stated that the effects, as stated in each of the first three bullets in 
the finding paragraph, are generally inaccurate. Specifically, the Director stated that our 
statement that a lack of a satisfactory "documented process for how internal research 
products are managed" generates "increased risk that the ONA may not consistently 
execute its assigned net assessment mission" is generally inaccurate because the ONA 
has satisfied many SECDEFs and other stakeholders since it was established in 1973. 
The Director stated that our statement that "inconsistent application of the Technical 
Evaluation process for external research has increased the risk that the ONA is not 
selecting the most impactful topics" is generally inaccurate because the evaluations 
from the ONA analysts contribute to, but do not form the sole basis of, decisions on 
whether to fund a proposal. Lastly, the Director stated that the statement regarding the 
lack of a distribution process and tool for DoD senior leaders to search ONA product 
titles is generally inaccurate because no query tool would provide DoD senior leaders 
with an accurate window into the ONA's activities. The Director stated that the ONA 
commits one employee to maintain internally-managed databases. The databases 
enable the ONA to deliver relevant analysis to DoD senior leaders and maintain a battle 
rhythm which includes a monthly deliverables review. 'l'he Director stated that the 
ONA's personal interactions with senior leaders across the DoD and U.S. government 
provide a more accurate picture of the ONA's work. 
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(U) Our Response 
(U) We acknowledge that the finding gives equal weight to the ONA's accomplishments 
and shortcomings. The heading, like the full finding, is a balanced title which highlights 
that the ONA is accomplishing its mission but also informs the reader that the ONA has 
areas in which it can improve. The report describes the ONA's procedures as well as the 
documents we reviewed that reflect how the ONA produces its studies. However, we 
consider not having those processes and procedures in an official document such as an 
SOP, a signed guidance memorandum, or something of that nature, constitutes a lack of 
an internal control which must be noted in the Internal Control section of the report. 

(V) Regarding the risks we describe, the statements in the first two bullets that the 
lacking items increased risk does not mean an incident has occurred, but instead that if 
these areas are not improved, there is a greater chance that an incident could occur. As 
previously stated, although the ONA Director regularly updates DoD senior leaders on 
ONA products, we believe it is unrealistic for one person to know all of the Do D's needs 
at all times. Therefore, we b_elieve that a tool identifying the ONA's products on the 
appropriate platform would enhance the ONA's current process by allowing senior 
leaders to see what other ONA products may benefit their organizations and their 
mission. 

(U) ONA Director Comments on the Report Finding Section 
(U) The ONA Director pointed out multiple areas in the finding section he thought 
reflected general inaccuracies. Specifically, the ONA Director disagreed with the 
statement that the ONA does not conduct any type of review to verify the CAMA's 
documentation or interview notes for the sources from which they obtained 
information. The Director stated that the ONA has several methods for evaluating the 
soundness of a CAMA's judgement, such as progress reviews every 6 to 8 months during 
which the Director and others probe CAMA's analytical judgements and query the basis 
of those judgements. The Director also emphasized that the CAMAs are subject matter 
experts in their research areas. Lastly, the Director stated that ONA analysis is 
fundamentally different from IC analysis and therefore restrictive standards that govern 
the IC are not applicable to development of net assessments. 

(U) The ONA Director s tated the report might lead a reader to conclude that the ONA 
processes BAAs without the involvement of the WHS Acquisition Directorate. The 
Director also stated that the heading stating that the "ONA Leader~hip Did Not Follow 
Rating Process Guidelines," will be misconstrued, and he emphasized that 125 of the 
127 proposals we reviewed adhered to the BAA SOP. 

(U) The ONA Director stated that for the section "ONA Needs to Establish a Defined 
Distribution Process for ONA Products," we interviewed only five DoD senior leaders 
and not any of the personal staff assistants to the SECDBF, 4-star military officers or 
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(U) Assistant Secretaries with whom he routinely meets, The Director stated that he 
gains insight into what is on the minds o( the senior leaders and shares ONA work. 

! (I ', (11(!) (t) 

(U) Our Response 
(U) We described the ONA's progress reviews, titled "Monthly Research Reviews" in the 
report. Our review of the documents the ONA provided and interviews with ONA 
officials verified what occurs during these reviews. As we state in the finding, the ONA 
did not provide any documentation to indicate that it conducts any type of review to 
verify that the CAMAs have interview notes or other documentation for their sources. 
We also state in the finding that the ONA should develop standards such as the IC has 
developed for its work. We place emphasis on the fact that IC standards and procedures 
provide analytical integrity and that the ONA should develop standards and procedures 
that provide the same. 

(U) We include a description of the BAA process and include WHS participation in that 
process in the Background section. The heading of the mentioned section is "ONA 
Leadership Did Not Always Follow Rating Process Guidelines." We do not believe it will 
be misconstrued as we include the word "Always" and include details regarding how 
many proposals we reviewed and how many did not comply with the process. 

(U) The DoD senior leaders we interviewed all expressed satisfaction with the ONA's 
work; however, some stated that they would benefit from knowing whether other ONA 
products might relate to their mission. Interviews with the individuals the ONA 
Director mentioned would not change the fact that a tool that lists ONA products could 
provide additional benefit to DoD senior leaders. 
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December 23, 2021 

MEMORANDUM FOR TIIE I\SSISTANT INSrECTOR GENERAL FOR EVALUATIONS 

SUDlliCT: (U) Rcll{IOnic lo lhc UmR fa l>oUKl C,1t11Mion of lite, Office ofNc1 Aummcn1 

(U)I write io provide my omce'.s wnutn rc,ponie 10 thtdtllA for DoDIO l'tojec1 Numhct 02021· 
DEV0lll\•OIJ I 1.000, dl!l~d Decemba 9, 2021. I 1ppm:t11c lhc pmfl:Hlm111I AlllllllCf whh whlch yoo, ltUlll 

cnn,lt!Mrl nur ~pnnU"A tn 1ht l'li!<'lo••kln Oran 

(U) Vour cv1lu11or1 found 1h11 UNA continues lo pcrrom1 our m1uion m1ccord1ncewflh l>oU Uircc!lve 
(DoDDI SI I I .11, !he N11ion1t Dcfonoc Au1horba1ioo /\cl (ND/\1\), ind S.cnoi.ry ofDcf•nM auid1neo; 
and 1h11 the 11011' nfJCnior lc,dc,s ■croH lhc Oc1N1r1mcnl 1rc,a1i1fied wllh our work. 

\ U) .-.u,chon•nl I doc11mc1111 ON"'• rc,icw of the cvatu,1lon, 1101h11 12 1c11cr1I i111ccu1~i••· 1111• "'''"' 
of diuarccmcnt, and IWll rcque11, for clarlflcatlan. The dnlft R!l)Or1 also dou nnl give 1ufYlcicn1 W«:iaht to 
1hc numhcr 1111d ICOpll or /nttmally Jr/,..,, ard Pf"U"1"'' mca1u,c1 ONA hu lllo.C11 to Improve itfl'lf O•'Cf 
lho pu111~ yca11. l\111ehmcnt 2 pro,ldct I par111I lllt. ONA 1ppm;lllcs lhc Ool>IO '1 views m llCllcr 
wr,y, In lm~n.,vt, and •srr.H with 1M1e o( tht, 1ddilinn1I fln1JIO m,nm,,,.nd11innl fir lffll'm••mr111 M 
dctallcd in A111chmcn1 J. 

U I di• u10 the nip0r1'tco11ohuion1h•1 bo .. u1e th""' lloo ritk of"inco111iJ1ont p•rfom••n••" o, .... 
ONA lntcmal pmccucs ire 1uspc,:1. Nehher rilk hu Ileen rullzd. ONA will continue 10 

1111 11 n ntcm1I c11111rol1 to mitlpt• 1hcm All org■niU1tion1 mltlpte the kinds of rl1kJ o,ulined In the 
d,wA, 111d 110 m .. nlu,11011 "'" r..:.Onahly, IQJ>l)lltibly. OI <<»1 .rr..,,1.c1y •olldu•I lu IJ11i1l11n will• (IQ 

risk. Your cv1lllllon olvM:d ihc: ltlCIIIUl'CJ ONr\ l■kn lo arry out M1 mlulon, wkh mlnlm,I rill. Thoie 
meuurtll. l11gc and small, were the bui, of your ocntral finding 1ha1 UNA c,,rr/~1 um /11 m/u/01110 1/w 
1n14fac11on oj m1/or U.S. go,wrnmml /,cwftr, ullfl mllrr 1r1110r J1,1hhald11r1 

(U) The cv1luot1an 1ffirm1 that ONA carries out ill miulon to the 111tl1f1e1ion of 11:nior U.S. aovcmmcnt 
lc■dcrs and other senior 1t1kcholdcrs. Howevtr, 10111c sec lions oru,a rcpon leave lhc rudtr with 1h• 
lnocourota hr•pr•Hion 1"411 ON" b undc,pcrlormina or mbpcrrormlna, hued oo clllrll<'Jrdin■rll)' 
inrrcqucn1 o, mlnorcmn.. or on ri1ks 1h11 have not m1letjal11cd. 1\1, ,quit, I bellcvr the R!P(lr11X>uld 
unjustly mislead a read ... At the pr,,arnl OoDl(i cv■Ju■tlon culmin1tcs mnn: lh•n ten othtr 10 inquirio 
lnl\l ON" In jUM r1111r yon,, I believe lhh tllllCCffl IJ Wlrtllllcd, 

0 

(U) Managen1ent Co1nments 

(U) Director of Net Assessment 
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(U) Acronyms 

(U) 

BAA Broad Agency Announcement 

CAMA Civilian Analysts/Military Analysts 

COR Contracting Officer's Representative 

ICD Intelligence Community Directive 

NOAA National Defense Authorization Act 

ONA Office of Net Assessment 

OPSEC Operational Security 

SECDEF Secretary of Defense 

SOP Standard Operating Procedure 

WHS Washington Headquarters Services 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

Whist/eblower Protection safeguards DoD employees against 
retaliation for protected disclosures that expose possible waste, fraud, 
and abuse in 9overnme11t programs, For more Information, please visit 

the Whistleblower webpage at http://www.dodi9.mil/Compo11ents/ 
Administrative-lnvestigations/Whistleblower-Reprisa/-lnvestlgations/ 

Whisteblower-Reprfsal/ or contact the Whlstleblower Protection 
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil 

For more information about DoD OIG 
reports or activities, please contact us: 

Congressional Liaison 
703.604.8324 

Media Contact 
publlc.affairs@dodlg.mil; 703.604.8324 

DoD OIG Mailing Lists 
www.dodig.mil/Malling-Llsts/ 

Twitter 
www.twltter.com/DoD_IG 

DoD Hotline 
www.dodig.mil/hotli ne 
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