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Results in Brief

(U) Evaluation of the Office of Net Assessment

March 25, 2022

(U) Objective

(U) We evaluated whether the DoD Office of Net
Assessment (ONA) developed and implemented policies
and procedures to conduct its assessment mission in
accordance with DoD Directive 5111.11, "Director of Net
Assessment.”

(U) Background

(U) The ONA was established in 1973 with the mission to
continually provide long-term comparative assessments of
trends, key competitions, risks, opportunities, and future
prospects of U.S, military capability to the Secretary of
Defense (SECDEF) and Deputy Secretary of Defense, The
ONA has had only two Directors since its inception,

(U) The ONA is required to follow guidance outlined in the
2015 National Defense Authorization Act (NDAA), DoD
Directive 5111.11, and SECDEF Guidance memorandums.

F‘he ONA has 14 full-time personnel, 10 civilians and one
from each of the Services. For FY 2020, the ONA’s budget
included $18.06 million in Operations and Maintenance
funding and $3.19 million in Research, Development, Test
and Evaluation funding. ONA personnel stated that the
Pfﬁce produces eight types of products: Terms of
Reference/Prospectus, Assessments, Red Assessments,
Component Assessments, Outlines, Papers, Preliminary
Net Assessments, and Mature Net Assessments. The
production cycle for ONA products consists of research,
production, refinement, and distribution, The times vary
for each phase of production, depending on the type of
product being developed.

1 (U) According to the ONA Chief of Staff, since 1985 summer studles have
covered a wide variety of topics, some oriented on Red, some on Blue, and
others on technologles or geographic domains.

(U) Findings

(U) The ONA has conducted its assessment mission in
accordance with DoD Directive 5111.11, enabling the ONA
Director to advise the SECDEF and to facilitate support to
Congress, the President, and the Chairman of the Joint
Chiefs of Staff. According to the ONA 2020 Annual Report,
the ONA issued two net assessment products, issued
findings from two summer studies, drafted a component
net assessment, and delivered ONA insights through more
than 150 reports broadly across the DoD and within the
.S, Government.!

(U) However, we identified four areas in which the ONA
should develop, update, or implement policies and
procedures. Specifically, the ONA does not:

e (U) have an official documented process for how
internal research products are managed;

# (U) consistently implement the Technical Evaluation
rating process in its Broad Agency Announcement
Standard Operating Procedures for evaluating and
selecting external research proposals received in
response to the Broad Agency Announcement;

e (U] have a defined distribution process or a way for
DoD senior leaders and agencies to determine
whether the ONA’s ongoing and completed studies
or other products would be beneficial to DoD senior
leaders or avoid duplication of effort with other DoD
or government offices; and
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Results in Brief

(U) Evaluation of the Office of Net Assessment

(U) Recommendations

(U) Recommendation 1
(U) We recommend that the ONA Director:

a. (U) Establish written policies and procedures for
selecting, producing, reviewing, and validating
internal products,

b. (U) Revise the Technical Evaluation rating process
for rating vendor proposals, providing a method for
the civilian analysts and military analysts to have
clarification discussions with potential vendors
about their proposals and reconcile disparate
evaluations between the civilian analysts and
military analysts, and ensure that marginal
proposals are not selected for funding,

¢ (U) Develop a query capability for ONA customers to

search ONA products.
d. OSOLS: (0)(1) 1.4(6)
e
f.
g
(U) Recommendation 2

DSDAIS. (b)(1) 1.4(e)

(U) Management Comments and

Our Response

(U) The ONA Director agreed with recommendations 1.b,
1.d, L.f, and 1.g, disagreed with 1.aand 1.c, and asked for
clarification for recommendation 1.e. The responses
provided addressed the intent of recommendations 1.d, 1.f,
and 1.g; therefore, these recommendations are considered

(U) resolved. The ONA Director's response partially
addressed recommendation 1.b; therefore the
recommendation is unresolved and additional comments
are required. Because the ONA Director did not agree to
implement recommendations 1.a and 1.¢, and required
clarification for 1.e, these recommendations are
unresolved. We provided additional explanation in our
response and request that the Director reconsider these
three recommendations.

(U) The Defense Intelligence Agency Director provided
comments too late to be included in the final report.
Unless the Defense Intelligence Agency Director provides
additional comments after the final is issued, we will
consider the late draft report comments as management's
response to the final report,

(U) Please see the Recommendation Table on the next page
for the status of the recommendations.
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(U) Recommendations Table

Recommendations Recommendations Recommendations
Unresolved Resolved Closed

Management

(U) ONA Director la,1b,1c, le 1d,1f, 1g None

(U) Defense Intelligence Agency

Biraktor 2 None None

(U) Please provide Management Comments by April 25, 2022,

(U) NOTE: The following categories are used to describe agency management’s comments to
individual recommendations,

e (U) Unresolved — Management has not agreed to implement the recommendation
or has not proposed actions that will address the recommendation.

e (U) Resolved = Management agreed to implement the recommendation or has
proposed actions that will address the underlying finding that generated the
recommendation.

e (U) Closed - DoD OIG verified that the agreed upon corrective,actions were
implemented.
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SECRETANGRORN

INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

March 25, 2022
(U) MEMORANDUM FOR DIRECTOR, OFFICE OF NET ASSESSMENT
DIRECTOR, DEFENSE INTELLIGENCE AGENCY

SUBJECT: (U) Evaluation of the Office of Net Assessment
(Report No. DODIG-2022-075)

(U) This final report provides the results of the DoD Office of Inspector General's
evaluation. We previously provided copies of the draft and requested written
comments on the recommendations. We considered management's comments on the
draft report when preparing the final report. These comments are included in the
report.

(U) This report contains three recommendations that are considered resolved, but
remain open, and four recommendations that are unresolved and require additional
comments. As described in the Recommendations, Management Comments, and Our
Response section of this report, the Office of Net Assessment (ONA) Director describes
what actions the ONA has taken or plans to take to accomplish the resolved
recommendations and includes the planned completion dates of the actions. Therefore,
we will close the resolved recommendations once the ONA provides documentation that
the agreed upon actions are completed. We will track the unresolved recommendations
until the ONA has addressed them and submitted adequate documentation showing that
all agreed-upon actions are completed.

(U) DoD Instruction 7650.03 requires that recommendations be resolved promptly.
Therefore, please reconsider and provide additional comments to the unresolved
recommendations within 30 days of the release of this final report.

(U) If you have any questions or would like to meet to discuss the evaluation, please

contact gk (DSN EERIR. We appreciate the
cooperation and assistance received during the evaluation.

Randolph R. Stone
Assistant Inspector General for Space,
Intelligence, Engineering, and Oversight

e
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(U) Introduction

(U) Objective

(U) We evaluated whether the DoD Office of Net Assessment (ONA) developed and
implemented policies and procedures to conduct its assessment mission in accordance
with DoD Directive 5111.11, “Director of Net Assessment.” See Appendix A for a
discussion of the scope and methodology used during the evaluation.

(U) Background

(U) According to the ONA's website, the ONA was established in 1973. The ONA's
mission is to continually provide long-term comparative assessments of trends, key
competitions, risks, opportunities, and future prospects of U.S. military capability to the
Secretary of Defense (SECDEF) and Deputy Secretary of Defense.? The ONA has had
only two Directors since its inception,

(U) The ONA is responsible for following guidance outlined in the 2015 National
Defense Authorization Act (NDAA), DoD Directive 511111, and SECDEF Guidance
memorandums.? The ONA has 14 full-time personnel, ten civilians and one from each of
the Services.* For FY 2020, the ONA’s budget included $18.06 million of Operations and
Maintenance funding and $3.19 million of Research, Development, Test and Evaluation
funding,

(U) The ONA is responsible for producing a variety of products, including highly
classified net assessments. Specifically, the ONA produces eight types of products:
Terms of Reference/Prospectus, Assessments, Red Assessments, Component
Assessments, Outlines, Papers, Preliminary Net Assessments, and Mature Net
Assessments, The production cycle for the ONA’s products consists of research,
production, refinement, and distribution. The times for each phase of the production
cycle vary depending on the type of product being developed. See Appendix B for a
detailed description of each type of ONA product.

# (U) https://www.defense.gov/Our-Story/Office-of-the-Secretary-of-Defense /Office-of-Net-Assessment.

(L) DoD Directive 5111,11, “Director of Net Assessment,” April 14, 2020, SECDEF memorandums to the ONA Director
dated June 4, 2015, April 14, 2017, and October 1, 2019,

* (U) According to the ONA Director, one Space Force personnel was detailed to the ONA during the summer of 2021 but
on a part-time basis until the ONA receives a full-time billet.
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(U) ONA Products

(U) The eights types of products the ONA is responsible for producing include a wide
range of assessments, studies, briefings, memorandums, and papers for numerous high-
level DoD and other U.S. Government leaders. Each of these different types of projects is
unique, A two-page memorandum for the SECDEF might take less than a week to
prepare, while a mature, comprehensive assessment normally takes many years to
complete, For the purposes of this evaluation, all ONA outputs are referred to as
products.

(U) According to the ONA, it issued more than 150 different products to various
Government leaders in 2020. During this evaluation, we reviewed 14 of the 71 ONA
products that ONA staff developed (internal products) and 15 of the 303 products
developed through ONA research contracts (external products) from March 2016 to
November 2020. See Appendix C for a list of the ONA products issued in the last 5 years
that the team reviewed. See Appendix D for a list of products the ONA included in its
2020 Annual Report.

(U) Internal Products

(U) The ONA’s internal products are selected by the ONA Director, Special Assistant for
Engagements and Special Projects, Deputy Director, and/or Research Director, These
products are then researched and prepared by analysts referred to as civilian
analysts/military analysts (CAMAs). The CAMAs are recruited and personally selected
by ONA leadership for their knowledge and expertise in various areas of study,
According to one ONA leader, CAMAs are “subject matter experts” in their fields.

(U) External Products

(U) According to the Federal Acquisition Regulation, agencies use Broad Agency
Announcements (BAA) to fulfill requirements for scientific studies and experimentation
directed toward advancing state of the art research and technologies or increasing
knowledge and understanding rather than focusing on a specific system or hardware
solution.> The ONA has a BAA (HQ0034-0NA-18-BAA-0001) that is published and
available to any contractor who wishes to submit a research proposal. The current BAA
was issued in August 2018 and proposals in response to the BAA will be accepted
through June 2023. The BAA lists 12 research topics for which the ONA is interested in
obtaining proposals.

5 (U) FAR Part 35, “Research and Development Contracting," Section 35,016, "Broad Agency Announcement,” authorizes
the use of BAAs and establishes requirements for awarding contracts through BAA solicitation,

SECRET/NORORM

DODIG-2022-075 | 2




10.

11,

12,

(U) Future Naval Warfare - Proposals to study the changing character of
military competition on and under the sea.

(U) Proliferated World - Proposals exploring future security environments
marked by varying degrees of nuclear proliferation.

(U) Space - Proposals concerning space as an area of military competition that is
or may be undergoing significant change.

(U) Sustaining Current Areas of U.S. Advantage ~ Proposals diagnosing specific
areas of military competition in which the United States has or might plausibly
develop a position of considerable competitive advantage.

(U) History (Military) - Proposals for studies on historical topics of interest to
the DoD, with a particular interest on military history.

(U) Precision Strike - Proposals for studies, wargames, and other analytic
efforts exploring the potential future maturation and proliferation of
technologies and concepts associated with precision strike, including
reconnaissance, command and control, and weapon delivery systems of both
long and short range.

(U) Economics - Proposals for the study of economics in peace and war.,

(U) Wargames - Proposals to identify innovative approaches to implement
wargames to explore the competition between peer and near-peer competitors.

(U) Information Dimension of Warfare - Proposals for studies, wargames, and
other analyses addressing the role and value of information in military conflict.

(U) Machine Intelligence - Proposals concerning the future development in the
design of intelligent agents, and especially machine-learning, automated
reasoning, human-computer interactions, and robotics.

(U) Biotechnology - Proposals concerning possible future developments in the
biological or life sciences, and especially areas such as synthetic biology, genetic
engineering, and the understanding of human cognition.

(U) Additional Research Topics - Proposals on other important topics that may
be of interest to the DoD or the U.S. Government.

DODIG-2022-075| 3




(U) The ONA uses the Washington Headquarters Services (WHS) for all of its
contracting support. The BAA directs potential vendors to submit proposals during one
of the following five months each year (February, April, June, October, and December).
All proposals received during a cycle are sent to the ONA for Technical Evaluation. Each
cycle, the ONA assigns two CAMAs to evaluate each of the proposals. If the costof a
proposal exceeds $1 million, a third CAMA is assigned to the evaluation team. ONA
personnel stated that they train CAMAs to conduct a Technical Evaluation and include
topics such as rating proposals against BAA criteria, evaluating only what is provided,
and being fair, thorough and consistent in their evaluations to name a few., According to
the ONA Chief of Staff, the CAMAs are prohibited from discussing an evaluation with
each other to ensure two (or three) independent evaluations are conducted on each
proposal, Although this is considered ONA standard practice, the requirement for
independence is not included in the ONA BAA Evaluation Guide.

(U) Each CAMA rates the proposal on two factors: (1) “Potential contribution to ONA
mission and Department concerns, and (2) Offeror’s capabilities, related experience,
and past performance, including the qualifications, capabilities and experience of the
proposed personnel.” Each CAMA assigns one of the following possible grades for each
factor,

* (U) Outstanding -~ meets requirements, indicates an exceptional approach,
strengths far outweigh any weaknesses, and risk of unsuccessful performance is
very low,

» (U) Good - meets requirements, indicates a thorough approach, strengths
outweigh any weaknesses, and risk of unsuccessful performance is low.

e (U) Acceptable - meets requirements, indicates an adequate approach, strengths
and weaknesses offset one another, and risk of unsuccessful performance is no
worse than moderate,

¢ (U) Marginal - does not clearly meet requirements, has not demonstrated an
adequate approach, has one or more weaknesses not offset by strengths, and
risk of unsuccessful performance is high.

e (U) Unacceptable - does not meet requirements, contains one or more
deficiencies, and is un-awardable,

(U) The BAA Evaluations Guide states that “a determination of (Marginal) or
(Unacceptable) by consensus renders the entire quote unacceptable and therefore will
NOT be considered for award.” Once all required Technical Evaluations are complete,
the graded checklists are provided to the ONA acquisition team. The acquisition team
reviews the Technical Evaluations and prepares a memorandum for the ONA Research
Director recommending proposals to award, The Research Director reviews the
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(U) recommendations and selects proposals to fund, The Research Director then
provides the selected proposals to the WHS Acquisition Directorate contracting officer
who awards and manages the contracts, The ONA Acquisition Specialist is assigned as
the Contracting Officer’s Representative (COR) for each awarded proposal.6

(U) Distribution of ONA Products

(U) The ONA keeps tight control over the distribution of its products, Almost all of the
products that the ONA develops are provided to the DoD or U.S. Government recipient
in hard copy with strict instructions that restrict or prohibit further dissemination to
other Government personnel or agencies. The ONA Director is the approval authority
for sharing the ONA’s products and makes the decision on Service components or other
agencies to which the ONA will provide each product.

QSIS (bi(1) 1.4(e)

(U) Congressional Interest in the ONA

(U) In January 2019, Senator Charles Grassley requested that the DoD Office of
Inspector General (OIG) review the ONA's contracting practices related to four specific
contracts awarded to Professor Stephan Halper. In response, the DoD OIG conducted an
audit to answer Senator Grassley's questions. The audit team identified weaknesses in
the ONA's contracting practices, including incomplete contracting files, limited
procedures to ensure that contractors performed their work in accordance with the
contract requirements, and incomplete records to support contractor travel payments.

(U) In December 2020, Senator Grassley wrote the DoD 0IG in response to this
evaluation. Senator Grassley requested that the DoD OIG answer questions and perform
analysis related to the ONA’s mission, including analysis related to the ONA’s
performance of assessments and contracting practices,” See Appendix E for Senator
Grassley's questions relevant to this evaluation and our responses.

% (U) The DoD 01G Audit Directorate conducted a separate audit of the ONA and the WHS contracting actlvities. We do
not make any further comment about contracting actions in this evaluation report,
7(U) The DaD OIG Audit Directorate addressed Senator Grassley's questions related to the ONA's contracting practices.
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(U) Review of Internal Controls

£5/#NF3 DoD Instruction 5010.40 requires DoD organizations to implement a
comprehensive system of internal controls that provides reasonable assurance that
programs are operating as intended and to evaluate the effectiveness of the controls.?
We identified internal control weaknesses in the ONA's policies and procedures for

OSDAS: (0)(1) 1.4{a)

developing internal products . Specifically, although

the ONA did have processes in place, it did not have written policies and procedures for
selecting, producing, reviewing, and validating internal products. Developing written
policies and procedures that include controls such as checking the sources used to
develop products could help improve ONA products.

CSDAET (D)(1) 1.4(e)

% (U) DoD Instruction 5010.40, “Managers’ Internal Control Program Procedures," May 30, 2013 (Incorporating Change 1,
June 30, 2020).

DODIG-2022-075 | 6 |



(U) ONA Conducted Its Assessment
Mission but Could Improve in Certain
Areas

(U) The ONA has conducted its assessment mission in accordance with DoD
Directive 5111.11, “Director of Net Assessment,” which enabled the ONA
Director to advise the SECDEF and to facilitate support to Congress, the
President, and the Chairman of the Joint Chiefs of Staff. According to the ONA
2020 Annual Report, the ONA issued two net assessment products, issued
findings from two summer studies, drafted a component net assessment, and
delivered the ONA's insights in more than 150 reports across the DoD and
within the U.S, Government in FY 2020,

(U) However, we identified the following four areas in which the ONA should
develop, update, or implement policies and procedures,

¢ (U) The ONA does not have a documented process for how internal
research products are managed. This condition exists because ONA
leadership believes research operating procedures could restrict
creativity of internal research efforts, so leadership relies primarily on
oral feedback and informal instructions for the ONA internal products.
As aresult of not having a documented process for managing internal
products, there is an increased risk that the ONA may not consistently
execute its assigned net assessment mission,

e (U) The ONA does not consistently follow the Technical Evaluation
rating process procedures in its BAA Standard Operating Procedures
(SOP) for evaluating and selecting external research proposals received
in response to the BAA. This condition exists because ONA leadership
did not always adhere to the rating process guidelines when selecting
external proposals to fund. The inconsistent application of the Technical
Evaluation process for external research increases the risk of the ONA
not selecting the most impactful topics.

s (U) The ONA does not have a defined distribution process or a way for
DoD senior leaders and agencies to determine whether the ONA's
ongoing and completed studies and other products could be beneficial to
the senior leaders or avoid duplication of effort. This condition exists
because the ONA Director said that he does not see value in distributing
the ONA’s products to a wide audience and, therefore, restricts access
based on his assessment of DoD offices’ needs and what he believes will
be useful to each office. The lack of a defined distribution process of the
ONA's products and no tool that allows DoD senior leaders to look up
ONA product titles may limit the availability of the ONA studies and
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(U) products to DoD senior leaders and agencies that could use them,
The ONA Director provides ONA individually selected research studies
and products to some DoD senior leaders and agencies and not others

based on his discretion and perception of DoD Agency needs,

RACCOrdance

(U) The ONA has conducted its assessment mission in accordance with DoD Directive

5111.11, "Director of Net Assessment,” enabling the ONA Director to advise the SECDEF
and to facilitate support to Congress, the President, and the Chairman of the Joint Chiefs
of Staff. According to the ONA 2020 Annual Report, the ONA issued two net assessment

products, issued findings from two summer studies, drafted a component net

assessment, and delivered ONA insights including more than 150 reports broadly across

the DoD and within the U.S. Government in year FY 2020,

(U) DoD Directive 5111.11

(U) DoD Directive 5111.11 establishes the ONA Director as the Principal Staff Assistant

and advisor to the SECDEF for net assessment matters.i0 The ONA Directoris
responsible for the following actions:

a. (U) develop and coordinate independent net assessments of standing trends and

future prospects of U.S. military capabilities to compare with those of other
countries or groups of countries to identify emerging or future threats or

opportunities for the U.S;

? (U) DoD Manual 5200.45,"Instructions for Developing Security Classification Guide," (Incorporating Change 2, effective

September 15, 2020).
10 (U) DoD Directive 5111.11, "Director of Net Assessment,” April 14, 2020,
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(U) develop, advise, and consult on any net assessment portion of the Annual
Report of the SECDEF to the President and Congress, congressional testimony,
and foreign government discussions;

(U) manage an independent research program that uses the latest thinking and
relevant historical lessons, from diverse sources, and cultivates a network of
experts for the DoD to draw from;

(U) conduct future-oriented war games that examine the evolution of the
character of war and assess the expected performance of our current and
emerging capabilities relative to those of our adversaries;

(U) provide guidance and staff assistance, represent the SECDEF in the
development of national net assessments and resultant competitive strategies
by the National Security Council, and serve as the primary Office of the SECDEF
focal point for joint efforts with the Intelligence Community to produce net
assessments;

(U) provide support for the improvement of and coordinate on the development
of technical and joint military net assessments within the DoD;

(U) provide objective and independent analyses of national policy, doctrine,
strategy, goals, objectives, and capabilities;

(U) provide analysis of key trends and dynamics impacting the international
system, its future trajectory, the nature of competition in the system, and their
implications for our military advantage;

(U) coordinate with DoD officials to ensure that DoD documents, deliberations,
and discussions reflect appropriate, up-to-date assessment information;

(U) ensure that assigned policies and programs are designed and managed to
improve standards of performance, ethics, economy, and efficiency;

(U) use existing systems, facilities, and services of the DoD and of other Federal
departments and agencies, when possible, to avoid duplication and achieve
maximum efficiency and economy; and

(U) perform such other duties as the SECDEF may prescribe,

DODIG-2022-075 |9




(U) National Defense Authorization Act and Secretary of
Defense Memorandums

(U) According to the FY 2015 NDAA, the ONA Director reports directly to the SECDEF.
Since 2015, new SECDEFs have provided memorandums to the ONA Director with
general guidance and core tasks for the ONA to carry out during the SECDEF’s tenure.
The FY 2015 NDAA and the 2015, 2017, and 2019 SECDEF memorandums tasked the
ONA to conduct independent net assessments. The net assessments were to include the
standing trends and future prospects of the U.S. military capabilities and potential in
comparison with the military capabilities and potential of other countries to identify
emerging or future threats or opportunities for the United States.

(U) ONA Work Conducted to Meet the ONA Mission

(U) To determine whether the ONA is conducting its assessment mission in accordance
with DoD Directive 5111.11, we requested and the ONA provided a list of completed
internal and external products. The ONA Chief of Staff also provided us a document the
ONA developed that matched the 12 DoD Directive 5111.11 requirements with a list of
completed products the ONA believed met those requirements.’t We compared and
reviewed the ONA products released between FY 2017 and FY 2021 that ONA asserted
met each requirement,

' (U) The ONA referred to this document as the ONA Mission Crosswalk.

DODIG-2022-075|10



(U) DoD Senior Leaders’ Satisfaction With ONA Products

(U) DoD senior leaders who received the ONA's products were generally happy with the
products that they receive and find value in the ONA's work, We interviewed five DoD
senior leaders who routinely received the ONA’s products. One DoD senior Jeader told
us that the ONA internal products, memorandums, and short papers were very useful,
The senior leader further explained that the ONA's products were especially beneficial
when it came to cost savings. The senior leader stated that his organization could use
the ONA study instead of conducting its own study. The senior leader also stated that
some of the ONA's historical products have been useful, Using historical ONA studies,
the senior leader was able to consider what happened in the past to form their positions
about what might happen in the future, The senior leader also appreciated that the ONA
has asked for feedback on its products.

12 (U) According to the ONA Chief of Stalf, since 1985 summer studies have covered a wide variety of topics, some
oriented on Red, some on Blue, and others on technologies or geographic domains.

o Ll B
=) )
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(U) Another DoD senior leader told us that he uses some of the ONA's products and
incorporates the work into his own pre-decisional analyses. The senior leader stated
that he has recommended that others contact the ONA to receive its products because
the ONA's products are useful, The senior leader added that the ONA's products have
helped de-conflict some of his workload, allowing him to focus on more pressing topic
areas since the ONA's research focuses on topics far in the future. He stated the ONA is
a valuable organization because it is allowed to take intellectual chances, think boldly,
and take educated, calculated risks. QOverall, the five DoD senior leaders we interviewed
felt that the ONA served a useful purpose as an honest broker outside the DoD
bureaucracy.

(U) ONA Should Formally Document Processes for
Managing Internal Products

(U) The ONA does not have a documented process for how internal research products
are managed. During our interviews with ONA personnel, we learned that the ONA does
not have documented policies or procedures governing how it selected, produced, or
validated internal products. The ONA Director selects the topics for internal products
based on his meetings with the SECDEF or topics he believes may be of interest to DoD
senior leaders, The ONA Director stated that he also meets with each new staff member
assigned to the ONA and provides guidance on what a net assessment is, by ONA
definition. During their initial meeting, the ONA Director provides a “Research
Agreement Memo” that outlines the staff member's duties and the ONA Director's
expectations of the staff member, The ONA Director holds monthly research review
meetings during which staff members discuss their progress with the ONA Director and
other ONA leadership. The contents of these monthly reviews are captured in Monthly
Research Reviews where ONA officials discuss items such as completed and still action
items, CAMA status updates, management questions and recent deliverables.

(U) In our interview with the ONA Director, he stated that he also provides examples of
previous products and a mandatory read file of several hundred pages that defines a net
assessment. A read file, however, is not a formal document such as an SOP which
explains how an assessment should be conducted or the processes the CAMA should
follow when conducting the assessment, The ONA Director also told us that, after the
CAMAs finish writing their products, different personnel within the office perform copy
editing, review the logic flow, and assist with polishing written products, executive
summaries, memorandums, or briefings, The ONA also provided a slide they present to
ONA staff during All-Hands meetings that explain the development of Net Assessments
and what should take place during each phase of development, The monthly review and
presentation documents, however, did not indicate that ONA conducts any type of
review to verify that the CAMA has documentation or interview notes for the sources
from which they obtained the information in their research or assessments.
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(U) ONA Leadership Relies on Oral Feedback and Informal
Instructions for ONA Products

(U) The ONA does not have documented processes for internal research products
because the ONA leadership believes research operating procedures could restrict the
creativity of internal research efforts. Therefore, leadership relies primarily on oral
feedback and informal instructions for developing the ONA internal products.
According to the ONA Director, when new ONA CAMAs are hired, they are either already
experts in their specific work area or learn the area through on-the-job training. The
ONA Director further stated that ONA leadership, including himself, the Research
Director, and Chief of Staff, attend the 90-minute introductory training on the ONA's
roles and functions, and provide guidance to new CAMAs as needed. For example, when
the ONA hired a new CAMA in February 2020, the ONA Director provided her a
memorandum to explain his expectations. The memorandum explained that the CAMA
was given a set of three assignments instead of an overarching assessment area and the
freedom to determine how to balance and make progress in each of the areas as the
CAMA saw opportunities. The memorandum did provide the topics to pursue, insights
on initiatives to try to help develop one of them, and expectations of progression.
However, the memorandum did not include documents or instructions with procedures,
such as phases, guidance for providing sources, developing steps, or methodology for
completing the assessment,

(U) Although ONA leadership can explain how they select and oversee the ONA's
products, the ONA should document how products are selected, produced, and
validated. According to the ONA Chief of Staff, “a net assessment is more art (the
production, conceptual inputs, chain of logic, application of intuition and insight) than
science (the dry recital of facts or technical inputs for Red and Blue).” Therefore, he
stated each assessment area or research topic would be judged on its own merits and
have its own unique production process. Producing unique assessments is fine;
however, the ONA's review process should ensure products are consistently produced
with the elements that are required in ONA products, For example, Government entities
such as the Intelligence Community developed Intelligence Community Directives (ICD).
Specifically, ICD 203 establishes standards and procedures that provide analytical
integrity as the Intelligence Community, like the ONA, routinely uses multiple sources in
the products it produces.!® ICD 203 describes quality and credibility of underlying
sources, data, and methodologies. It includes factors that affect sourcing, such as
accuracy and completeness, possible denial and deception, age and continued currency
of information, source access, validation, motivation, possible bias, or expertise.

13 (U) Intelligence Community Directive 203, "Analytic Standards," January 2, 2015, ICD 203 also references [ntelligence
Community Directive 206, “Sourcing Requirements for Disseminated Analytic Products,” January 22, 2015, to provide
source descriptors that further define the factors discussed.
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(U) ONA Has Increased Risk for Inconsistent Performance of
Net Assessment Mission

(U) As a result of not having a documented process for managing internal products,
there is an increased risk that the ONA may not consistently execute its assigned net
assessment mission, Oral, undocumented processes and procedures may be lost in the
event of a change in the ONA leadership. In addition, standards that establish
procedures for the work produced such as the ICD 203 that the Intelligence Community
uses would help to address questions like the ones identified in the 2019 audit of the
ONA. Although it was for an external product, the ONA could not provide evidence that
a contracted professor visited locations, established an advisory group, or met with
people listed in the statement of work. Analytical controls for the purpose of ensuring
the quality and credibility of sources are of great significance to U.S, vital interests
because the ONA's analytical conclusions inform strategic decisions and future
acquisition decisions at the highest levels.14

(U) In addition, establishing written policies and procedures like, standards to address
such matters as the sourcing and methodology that the CAMAs follow can have
significant impact. Specifically, the lack of standards for these could raise reasonable
questions of the quality and veracity of the information received and the analytical
conclusions reached,

(U) ONA Needs Consistency in the Technical Evaluation
Rating Process for External Research

(U) The ONA does not consistently follow the Technical Evaluation rating process
procedures in its BAA SOP for evaluating and selecting external research proposals
received in response to the BAA. As stated earlier, the ONA uses a BAA to solicit for
external products. The ONA receives 4 to 24 proposals during each 2-month cycle, so it
would have received a minimum of 192 proposals in the last 8 years. For example,
according to the ONA Chief of Staff, the ONA received 146 proposals from WHS from
August 10, 2018, to December 15, 2020, We reviewed a non-statistical sample of 127
proposals that the ONA reported that it received since 2014. The CAMAs produced 250
Technical Evaluations for those 127 proposals. Of the 127 proposals we reviewed, 32
resulted in funded projects and 95 proposals were not selected for contract awards.
The ONA followed its policy by using two CAMAs to evaluate all proposals valued at
under $1 million and added a third CAMA for proposals costing over $1 million.

14 The ONA Director and Chief of Staff emphasized that analytical conclusions that inform strategic decisions as we state
above are not drawn on a single topic but instead on dozens of studies on a single topic.
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(U) The CAMAs review the proposals based on the two evaluation factors of “Potential
Contribution to the Mission” and “Past Performance.” “Potential Contribution to the
Mission" is weighted higher than “Past Performance.” According to the Evaluation
Ratings Guide, the following ratings are used:

e (U) Outstanding - Quote meets requirements and indicates an exceptional
approach and understanding of the requirements. Strengths far outweigh any
weaknesses, Risk of unsuccessful performance is very low. ‘

* (U) Good - Quote meets requirements and indicates a thorough approach and |
understanding of the requirements, Quote contains strengths, which outweigh
any weaknesses, Risk of unsuccessful performance is very low. |

e (U) Acceptable - Quote meets requirements and indicates an adequate approach
and understanding of contract performance, Strengths and weaknesses are
offsetting or will have little to no impact on contract performance. Risk of
unsuccessful performance is no worse than moderate.

» (U) Marginal - Quote does not clearly meet requirements and has not
demonstrated an adequate approach and understanding of the requirements,
The quote has one or more weaknesses, which are not offset by strengths. Risk
to unsuccessful performance is high.

¢ (U) Unacceptable - Quote does not meet requirements and contains one or more
deficiencies. Quote is not awarded.

(U) Of the 127 proposals we reviewed, 5 included disparate Technical Evaluations. One
of the CAMASs rated the proposal “Outstanding” (the highest rating), while the other
CAMA gave the proposal a “Marginal” rating, None of the five proposals were funded;
however, where there was such a wide disparity between evaluations it would seem
prudent to get a third person's opinion. In addition, the CAMAs posed questions to the
offeror in several of the 127 proposals we reviewed but did not receive answers to
those questions prior to the ONA funding the proposal.

(U) In April 2020, the ONA received a proposal from Baron LLC titled "Anticipating a
Major Shift in U.S, Military Strategy.” Both of the CAMASs rated this proposal “Marginal”
on both evaluation factors. According to the ONA's [Technical] Evaluations Ratings
Guide, "A determination of (Marginal) or (Unacceptable) by consensus renders the
entire quote unacceptable and therefore it will NOT be considered for award. The quote
must be rated (Acceptable) or higher overall to be considered for award.” Nevertheless,
the ONA awarded this contract for $360,603.38.
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(U) In April 2021, the ONA received a proposal from the Hudson Institute titled
“Civilization and Barbarism in Future World Politics.” One of the CAMAs wrote the
following comment in his evaluation of the proposal: “1 read this five times and I'm still
not sure the purpose or focal point of the study....I would dread having to read this
report if written in a similar fashion as the ramblings from this proposal, yet smarter
people within the office may find utility in it = I would hide it from the majority of the
Department.” This CAMA rated the proposal “Marginal” for Factor 1 (Potential
Contribution to the Mission), and “Outstanding” for Factor 2 (Past Performance). The
second CAMA rated the proposal “Acceptable” and “"Outstanding” respectively. The ONA
awarded this contract for $648,728.02.

(U) In March 2020, the ONA received a proposal from Strate Various Inc, titled
“Perception of Reality in the Middle East Future Geopolitics, Strategies, and WMD.” One
of the CAMAs stated that the proposal was missing how the offeror would conduct the
work and included questions such as what they would read and who they would
interview. This proposal was awarded for $148,362. The CAMA still rated the proposal
“Acceptable” based on the rating criteria for Potential Contribution to the Mission;
however, answers to the questions could have resulted in a higher or lower rating based
on how the CAMA viewed the approach to conducting the work. The second CAMA
rated the proposal "Good” and "Outstanding” respectively.

(U) ONA Leadership Did Not Always Follow Rating Process
Guidelines

(U) Although the BAA SOP includes rating process guidelines, ONA leadership did not
always adhere to the rating process guidelines when selecting external proposals to
fund. When asked why the two proposals discussed in the section above were funded
with marginal ratings, the ONA Director and Chief of Staff were unfamiliar with the
proposals and unsure why they were funded. However, the ONA Director stated that he
does have the ability to override proposal ratings in certain instances such as when he
has more knowledge than the CAMAs on some topics. The ONA Director was not sure if
that was the case with the specific proposals and acknowledged that the rating process
guidelines do not include this exception.

(U) We also noted that for the two factors used for ONA Technical Evaluations, Potential
Contribution to the Mission is weighted higher than Past Performance in the evaluation
process. This puts contractors that have not previously worked for the ONA ata
disadvantage, because they receive a low score for the Past Performance factor.

(U) The rating process guidelines are clear about how to rate research proposals that
the ONA receives, However, final decisions about which proposals to fund rests with
the ONA Director and Research Director, and there is at least one proposal that was
rated “Marginal” by consensus but still funded, in violation of the ONA’s own policy, If
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(U) exceptions to the ONA rating process guidelines listed in the BAA SOP exist, the ONA
should update the ONA BAA SOP to include those exceptions or stop the use of them.

(U) ONA Has Increased Risk of Not Selecting Impactful Topics
(U) The inconsistent application of the Technical Evaluation process for external
research has increased the risk that the ONA is not selecting the most impactful topics.
For example, in 59 of the 189 Technical Evaluations for the 95 proposals that were not
selected for award, the evaluation checklists had questions posed by the CAMAs. Itis
unclear whether these were rhetorical questions meant to highlight shortcomings in the
proposals or genuine requests for clarification which, if answered by the vendor, could
have resulted in a higher rating for the proposal and a positive funding decision. The
ONA currently has no procedure for asking clarifying questions to a potential vendor. If
the CAMA does not receive answers to questions raised for a proposal it may affect the
rating that he or she provides which may result in selecting or not selecting a proposal
for funding based on an un-informed rating. Allowing the CAMAs to obtain answers to
questions they have on research proposals may result in more-informed ratings for
ONA leadership to base their funding decisions for proposals. During our interviews of
ONA personnel, one individual stated that he had posed several questions during his
last Technical Evaluation but did not know “when or if, he would receive any answers.”
By funding a proposal that multiple CAMAs, the ONA subject matter experts, have rated
marginal or have unanswered questions on, the ONA is increasing the risk of receiving
an inadequate product,

(U) ONA Needs to Establish a Defined Distribution
Process for ONA Products

(U) The ONA does not have a defined distribution process or a way for DoD senior
leaders and agencies to determine whether the ONA's ongoing or completed studies and
products could be beneficial to the senior leaders or avoid duplication of effort,

(U) All five of the DoD senior leaders we interviewed stated that they understood the
ONA's desire to limit the distribution of its products but wished there was a way for
customers to “query” the ONA to see if it had any studies or assessments on topics of
particular interest to them. For example, one DoD senior leader told us that, to his
knowledge, he receives all of the assessments and other products the ONA produces;
however, he emphasized that “you don’t know what you don’t know.” Likewise, another
DoD senior leader told us that the ONA recommends some of its products to him based
on the topics. He said the ONA’s historical products have been useful because they
allowed him to consider what has happened in the past to help form positions about
what might happen in the future. The senior leader added that, for example, his
organization was poised to conduct a specific study with Chinese Strategic Plans, but he
discovered that the ONA had already done something that covered what his office

SECRETAMNOFORN
DODIG-2022-075 | 17



(U) needed. He said his office was able to use the ONA study and save money by not
launching a new study. The senior leader told us that he believes there should be some
way for organizations such as his to query the ONA to determine if there are products
that would be beneficial to their needs.

(U) The five DoD senior leaders we interviewed said they were generally happy with the
ONA products they received and believed that the ONA served a useful purpose as an
honest broker outside the DoD bureaucracy. These senior leaders also said they would
like a way to know what other products the ONA has produced that could prove
beneficial to their organization. However, they agreed that merely posting a full list of
products would be inappropriate and understood the challenges with making a list
available, such as sensitivity or classification of certain topics.

{5//NF} ONA Restricts Access to ONA Products

{5/ The ONA Director said he does not see value in distributing the ONA’s products
to a wide audience and therefore restricts access based on his assessment of the DoD
offices’ needs and what he believes will be useful to each office. [EMENE

(U) While this method of distribution enables the ONA to control the dissemination of
its products, it is very difficult for one person to learn all of the needs of every DoD
organization. This methodology potentially hinders the sharing of information with
other DoD senior leaders and agencies that might benefit from access to the ONA's
products. The user community would benefit from the ability to query the ONA to see if
it has produced (or is in the process of producing) studies or assessments of interest
thereby also reducing duplication of effort.

(U) Limited Availability of ONA Studies Could Hinder Added
Benefits to DoD Senior Leaders

(U) The lack of a defined distribution process for the ONA's products and no tool that
allows DoD senior leaders to look up ONA product titles may limit the availability of
ONA studies and products to DoD senior leaders and agencies. ONA leaders provide
their individually selected research studies and products to some DoD senior leaders
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(U) and agencies and not others based on the ONA's discretion and perceived needs of
DoD senior leaders. As stated it is not feasible for one person to maintain the
knowledge of all DoD needs and plans at all times. The example with the DoD
organization about to pay for its own study, but was able to use one of the ONA studies,
illustrates how beneficial the knowledge of work that the ONA has performed or is
performing could be to an organization in terms of future planning and monetary
savings.

(U) One DoD senior leader suggested that the ONA review its process for determining
who receives the ONA’s products. The senior leader stated that the controlled
distribution of the ONA's products limits the availability of information they and others
could use in formulating decisions that could benefit the SECDEF or Services.
Developing a tool that allows DoD senior leaders to look up ONA products on the
appropriate system, such as Joint Worldwide Intelligence Communications System,
could provide a much greater benefit to DoD organizations than simply having the
Director selectively push information to organizations as he deems appropriate.

(U) DoD Manual 5200.45 requires Original Classification Authorities to:

e (U)issue and disseminate security classification guidance for each system, plan,
program, project, or mission involving classified information under their
jurisdiction;

e (U) review security classification guidance issued under their authority once
every 5 years to ensure currency and accuracy, or sooner when necessitated by
significant changes in policy or in the system, plan, program, project, or mission,
and update the guides as required; and

¢ (U) revise, whenever necessary, for effective derivative classification, the
security classification guides issued under their authority.

(U) DoD Manual 5200.45 also illustrates some format variations for the development of
a security classification guide. Specifically, the security classification guide should
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(U) precisely state the specific information elements to be protected. The guide should
use clear precise language or statements to describe which items of information require
classification. The guide also should identify the classification levels and any
dissemination control markings or special handling caveats that may apply to each
element of information. Lastly, the guide should identify the reason for classification,
specify the duration of classification for each element of information, and include any
amplifying comments whenever appropriate to explain the exact application of
classification.

(U) The ONA Security Classification Guide states in the table in Section II that the ONA
Director determines the classification of all ONA products. The ONA Security
Classification Guide states that "ONA deliverables, briefing materials, or studies and
surveys analysis are classified SECRET to TOP SECRET,” but “may be classified at a
higher level. Refer to Organizational or Operational SCG [Security Classification Guide]
for guidance.” Additionally, all ONA products have a distribution caveat of “ORCON,”
meaning that any distribution must be approved by the ONA Director, The ONA
Director is designated as an Original Classification Authority, giving him the authority to
make those decisions,

OSDAS: (b)(1) 1.4(e)

(U) Paragraph 4 of the ONA Security Classification Guide states:

e (U) The dissemination marking “NOFORN" is an intelligence control marking
used to identify intelligence which an originator has determined meets the
criteria established in Intelligence Community Directive 710 and will not be
provided in any form to foreign governments (including coalition partners),
international organizations, foreign nationals, or immigrant aliens without the
originator's approval.

¢ (U) Within DoD, NOFORN is authorized for use only on intelligence and
intelligence-related information and products under the purview of the DNI
[Director of National Intelligence], in accordance with DNI policy.

o E
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(U) The ONA's use of the NOFORN classification marking does not meet the ICD 710
requirement or the ONA's Security Classification Guide requirement. Not only did the
ONA classify descriptions for its outlines and papers that do not contain intelligence
information as NOFORN, the ONA also used the NOFORN classification for groupings of
unclassified titles produced for them. For example, the ONA provided us a list of the
unclassified titles of external products; however, the ONA classified the list as
SECRET//NOFORN citing the compilation of titles.

(V)

(&) The Director, as the Original Classification Authority for the ONA, relies on a
contracted ONA security manage: |

. The Security staff for the ONA consists of one
individual, a contractor from Azimuth Corporation. According to the Statement of Work
in her contract, the security services provided include the following:15

e (U) manages daily office operations and security of Sensitive Compartmented
Information programs;

e (U} responsible for the overall administration of Special Security functions,
including personnel, physical, government contracts, computer, and Sensitive
Compartmented Information security matters in accordance with applicable
Director of Central Intelligence and DoD Directives;

o (U] acts as the Information Security Officer;

15 (U) Contract number HQ003419C0142, signed on September 13, 2019,
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e (U) acts as the Communications Security Responsible Officer, accountable for
the protection of communications security materials;

o (U) acts as the Operations Security (OPSEC) Officer, designated to provide
overall climate of OPSEC awareness in the component as well as identifying
critical information and applying countermeasures to protect critical
information;

e (U)acts as the Information Systems Security Officer, responsible for certifying
that personnel conform to the requirements and conditions as established in the
DoD Intelligence Information System Site Security Concepts of Operations for
the National Capital Region;

e (U) provides security advice and guidance to program managers and provides
policy guidance to both Government and office contractors;

e (U) acts as liaison between the DIA, Washington Headquarters Services, and
industry contract special security officers to coordinate security issues of
mutual interest;

» (U) manages all certification issues and periodic inspections of the Sensitive
Compartmented Information Facility; and

« (U) prepares and coordinates DD Form 254 for contracts initiated by the ONA.1¢

OSDAIST (B)(1) 1.4(e)

16 (1J) DoD Form 254,"Contract Security Classification Specification,” is a contractual contract document providing the
contractor or subcontractor with security requirements and classification guidance that is necessary to execute a specific
classified contract.
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OSDAS (D)) 14(e)

OSDAS (hH1) 14(8)

OSDIUS (D)(1) 1 4(e)

(U) Actions Taken by ONA

DSOS (b)(1) 1 4(e)

17 (U) DoD Directive 5205.02E, “DoD Operations Security (OPSEC) Program,” June 20, 2012, Incorporating Change 2,
August 20, 2020,
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(U) Recommendations, Management Comments, and
Our Response

(U) The ONA Director provided comments on the finding. The ONA Director noted
12 general inaccuracies, 1 point of disagreement, and 2 requests for clarification. See
Appendix F for a summary of the ONA Director's comments on the finding and our
responses.

(U) Recommendation 1
(U) We recommend that the Office of Net Assessment Director:

a. (U) Establish written policies and procedures for selecting, producing,
reviewing, and validating internal products.

(U) ONA Director Comments

(U) The ONA Director disagreed with the recommendation. Specifically, the ONA
Director stated that the ONA mission outlined in DoD Directive 5111.11, the satisfaction
of consumers of ONA material, and the Director’s judgment indicate satisfactory
procedures for outlining the ONA internal research program. The ONA Director stated
that the ONA does not believe that good intellectual work is the product of more
elaborate written regulations or that the cost of developing, implementing and
monitoring that work using more elaborate written regulations would be worth the
benefit. The ONA Director also stated that the ONA's work was well respected, cited,
and widely read by DoD senior leaders.

(U) Our Response

(U) The ONA Director did not agree to implement the recommendation or propose
actions to address the recommendation; therefore, the recommendation is unresolved.
ONA policies and procedures should be officially documented. Our intent is for ONA to
have policies and procedures to include things such as the ONA’s expectations of
documenting sources, methodology, and basis of conclusions drawn, We request the
ONA Director provide additional comments in response to the final report on how ONA
will establish written policies and procedures for selecting, producing, reviewing, and
validating internal products.
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b. (U) Revise the Technical Evaluation process for rating vendor proposals,
providing a method for the Civilian Analysts and Military Analysts to have
clarification discussions with potential vendors about their proposals,
reconcile disparate evaluations between the Civilian Analysts and Military
Analysts; and include exceptions to adhering to the evaluators' ratings to
ensure that "Marginal” proposals are not selected for funding unless they
meet the exception requirement or stop the use of exceptions.

(U) ONA Director Comments

(U) The ONA Director agreed with the recommendation. The ONA Director stated that
the ONA will revise the BAA SOP to clarify the Technical Evaluation process.
Specifically, the revision will outline exceptions to policy when the ONA Director may
substitute his own judgment for “Marginal" ratings by reviewers. The ONA Director
stated that this change will occur no later than 90 days after the receipt of the final
report.

(U) In addition, the ONA Director stated that the ONA will revise the BAA SOP to clarify
that the Acquisition and Financial Advisor will forward clarifying questions from the
CAMAs to the WHS Acquisitions Directorate if the Research Director determines the
question appropriate for proposal consideration. The WHS Acquisitions Directorate
would then communicate these questions to the vendor. The ONA Director stated the
ONA currently holds clarification discussions with potential vendors through the WHS
Acquisition Directorate. The ONA Director stated that the WHS Acquisition Directorate
manages the acquisition functions on behalf of the ONA and, therefore, holds
Contracting Officer responsibilities for the ONA-commissioned contracts.

(U) Our Response

(U) Comments from the ONA Director partially addressed the recommendation;
therefore the recommendation is unresolved. We request the ONA Director includea
process in the BAA SOP to reconcile disparate evaluations between the CAMAs,

¢, (U) Develop a tool with the capability for DoD senior leaders to search
Office of Net Assessment ongoing and completed products.

(U) ONA Director Comments

(U) The ONA Director disagreed with the recommendation. The Director stated that he
keeps DoD senior leaders updated on ONA research, and answers their questions about
how the ONA’s work can help them in their roles, during formal and informal calls;
email exchanges; and routine encounters at senior level forums such as Joint Chiefs of
Staff Tank, Secretary of Defense Senior Seminar, and Senior Leaders Conference,
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(U) The Director did not agreed to implement the recommendation or propose actions
to address the recommendation; therefore, the recommendation is unresolved.
Although the ONA Director regularly updates DoD senior leaders on ONA products, we
believe, as some recipients of ONA products do, that it is unrealistic for one person to
maintain knowledge of all of the DoD's needs at all times, Therefore, we believe a tool
that identifies the ONA’s products on an appropriate platform would only add benefit to
the ONA's current process by allowing senior leaders to see what other ONA products
may benefit their organization and aid their mission,

QSOMS (DY) 1 4(e)

change will occur no later than 90 days after the receipt of the final report.

V) Our Responsi
(S-S Comments provided by the ONA Director addressed the recommendation;
therefore the recommendation is resolved but will remain open. We will close the
recommendation once the ONA RN

(/) ONA Director (

(U) The ONA Director requested clarification for this recommendation.

fU) Our Responsi

(S Comments provided by the ONA Director did not address the recommendation;

therefore the recommendation is unresolved, _
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(U) ONA Director Comments
{5/} The ONA Director agreed to the recommendation.

(U) Our Response
€5/ Comments from the ONA Director addressed the recommendation; therefore
the recommendation is resolved but will remain open. We will close the

recommendation once the ONA

(U) ONA Director Comments
{5//NF} The ONA Director agreed with the recommendation. [SSaEEES

(U) Our Response
£5/NF) Comments from the ONA Director addressed the recommendation; therefore

the recommendation is resolved but will remain open. We will close the
recommendation once the ONA EEsEERIUARE

P J ]
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(U) Recommendation 2
T —

(U) Management Commenis Received Late

£5/4NF} The Defense Intelligence Agency Director provided comments too late to be
included in the final report. Unless the Defense Intelligence Agency Director provides
additional comments on the final report after it is issued, we will consider the late draft
report comments as management’s response to the final report.
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(U) Appendix A

(U) Scope and Methodology

(U) We conducted this evaluation from October 2020 through December 2021, in
accordance with the “Quality Standards for Inspection and Evaluation,” published in
January 2012 by the Council of Inspectors General on [ntegrity and Efficiency. Those
standards require that we adequately plan the evaluation to ensure that we meet
project objectives and that we perform the evaluation to obtain sufficient, competent,
and relevant evidence to support the findings, conclusions, and recommendations. We
believe that the evidence obtained was sufficient, competent, and relevant to lead a
reasonable person to sustain the findings, conclusions, and recommendations.

(U) This report was reviewed by the DoD Component(s) associated with this oversight
project to identify whether any of their reported information, including legacy FOUD
information, should be safeguarded and marked in accordance with the DoD CUI
Program. In preparing and marking this report, we considered any comments
submitted by the DoD Component(s) about the CUI treatment of their information. If
the DoD Component(s) failed to provide any or sufficient comments about the CUI
treatment of their information, we marked the report based on our assessment of the
available information.

5/ To determine whether the ONA has developed and implemented policies and
procedures to conduct its assessment mission in accordance with DoD Directive
5111.11, “Director of Net Assessment,” MR

(U) We also reviewed the ONA Mission Crosswalk that matched the 12 DoD Directive
5111.11 requirements with a list of completed products the ONA believed met those
requirements. We matched examples of some of the products they produced with each
of the requirements in DoD Directive 5111.11. Some of the products we selected were
also listed in the ONA Mission Crosswalk and for those we verified they met the listed
requirement. Specifically, the 14 internal and 15 external products that we selected and
reviewed met requirements of DoD Directive 5111.11. We also obtained and reviewed
the 2020 ONA Annual Report to Congress which contained summaries of products and
actions that met requirements of DoD Directive 5111,11. In addition, we reviewed and
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(U) confirmed that the ONA developed products that met requirements of the FY 2015
NDAA and 2015, 2017, and 2019 SECDEF memorandums that tasked the ONA to
conduct independent net assessments of the standing trends and future prospects of the
military and potential of the United States in comparison with the military capabilities
and potential of other countries.

(U) To determine whether the ONA's requirements are being met and how its products
are used within the DoD, we non-statistically selected five of the ONA's DoD customers
to determine whether they are satisfied with the ONA's products. We conducted
interviews with each customer to determine how they obtained the ONA product(s),
whether the product was useful to the customer’s mission, and their overall ability to
access ONA products if needed.

(U) To determine how the ONA conducts its assessments, we reviewed the ONA BAA,
the BAA SOP, and the ONA Evaluations Rating Guide. In addition, we interviewed ONA
acquisition officials, ONA senior leaders, an ONA Executive Support Officer, and the
WHS contracting personnel,

(U) To determine how the ONA selects research proposals to fund, we requested and

reviewed a non-statistical sample of 127 proposals that the ONA received from 2014 to

2020, and the 250 technical evaluations that the ONA CAMAs performed on those

127 proposals.’® The DoD 01G Audit team provided us the funded proposals and

technical evaluations we reviewed since the team had already obtained contracting files

for that time period. The ONA Chief of Staff provided us the proposals that were not

funded in order to review the comments and ratings provided by the CAMAs on each, ‘
Of the 127 proposals we reviewed, 32 resulted in funded projects and 95 proposals ‘
were not selected for contract awards. However, we did not review how the ONA

contract actions are performed because all ONA contract actions are performed by the |
WHS Contracting Officer.

(U) To determine how the ONA conducts security reviews for its assessments, we
reviewed the ONA Security Classification Guide and compared it to DoD Manual
5200.45 requirements. We also interviewed the ONA Security Manager to discuss her
roles and responsibilities,

(U) To obtain examples of procedures other government agencies implement to ensure
analytical integrity of products in which multiple sources are used, we reviewed two
Intelligence Community Directives. Specifically, we reviewed ICD 203, “Analytical
Standards,” and ICD 206, “Sourcing Requirements for Disseminated Analytical
Products.” To obtain a better understanding of BAAs, we reviewed FAR Part 35,

18 (IJ) ONA leadership could not provide an exact number of proposals the ONA received from 2014 to 2020 hecause it
does not maintain records of all proposals that are not funded,

SECRETHNOGEGRN |
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(U) “Research and Development Contracting,” Section 35.016, “Broad Agency
Announcement,”

(U) Use of Computer-Processed Data
(U) We did not use computer-processed data for this evaluation.

(U) Prior and Ongoing Coverage

(U) In 2019, the DoD 0IG conducted an audit of the ONA, titled “DoD OIG Research
Project on DoD Office of Net Assessment Contract Management." The report highlighted
issues with the ONA's contract oversight and resulted in the ONA publishing its BAA
SOP in December 2019,

(U) In 2021, the DoD OIG conducted an audit of ONA contracting practices, titled “Audit
of the Office of Net Assessment’s Contracting Administration Procedures” (Report No.
DODIG-2022-057, January 25, 2022.)
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(U) Appendix B

(U) Description of ONA Internal Products
(U) The ONA produces eight different types of products. The ONA’s description of each
product is below.

OSDAS! (B)(1) 1.4()

5/ Mature Net Assessment:

ES / q”za Outline: OSDAS! (b)(1) 1.4(e)

4 Terms of Reference/Prospectus:

0SS (B)(1) 1.4(e)
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(U) Appendix C

(U) The ONA issued 71 internal products and more than 303 external products within
the past 5 years,!? We non-statistically selected and reviewed 14 ONA internal products
and 15 external products to determine whether the products met the intent of DoD
Directive 5111.11.20 We selected at least three products per year based on product
titles, ensuring we selected all product types and different topic areas that the ONA
produced. See Appendix A for the methodology used to select the ONA products we
reviewed.

(U) ONA Internal Products

OSDAIS (B)(1) 1 4(e)

(U) Source: The ONA

19 (U) In addition to the 303 external products produced between March 1, 2016, and November 27, 2020, the ONA had

products with unknown dates, listed at the end of the table,
IYOSOUS (D)) 1 4(e)
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(U) ONA External Products
 (UNCLASSIFIED)

OS50S (1) 1 7(e)

(UNCLASSIFIED)

(U) Source: The ONA

21 (U) This report was replaced with a sensitive report we reviewed at the ONA.
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(U) Appendix D

(U) The ONA 2020 Annual Report stated that the ONA issued 150 products. The
Internally Produced Work and Externally Commissioned Work are in the tables below.

(U) Internally Produced Work

.......

OSDAE (D)(1) 1 4(e)

(U) Source: The ONA
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(U) Externally Commissioned Work

et abanai L LTt P T
[ L o

QLDAE (D)1 1 4{e)
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(U) Source: The ONA
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(U) Appendix E

(U) Response to Questions from Senator Grassley’s
December 2020 Letter to the Acting Inspector General

(U) On December 18, 2020, Senator Charles Grassley, Chairman of the U.S, Senate
Committee on Finance, sent a letter to the DoD Acting Inspector General in response to
our announcement of this evaluation. Senator Grassley asked us to expand our
evaluation to answer nine questions. The questions and our responses are listed below.
This report answers Questions 1, 2, 4, 8, and 9. A report by the DoD 0IG Audit
Directorate provided answers to Questions 5, 6, and 7. Question 3 was beyond the
scope of this evaluation,

(U) Question 1: Why has the ONA failed to perform net assessments since 20077

(U) Response: We found that the ONA performs preliminary and mature net
assessments, in addition to producing special products throughout each fiscal year, We
obtained 2 lists that included more than 500 products the ONA produced since 2007,
including 71 internal and 303 external products the ONA produced since 2016, We
reviewed 14 internal and 15 external ONA products, 4 of which were labeled net
assessments,

(U) Question 2: Are other offices within the DoD performing net assessments separate
from the ONA? If so, please provide a complete list of those offices and the total cost of
those assessments for each office for each of the past 5 years.

(U) Response: We did not identify any other DoD offices that perform net assessments
of the scope or range of those performed by the ONA. The outlook for ONA assessments
reaches out 30 years and can take 6 to 8 years to complete.

(U) Question 3: Are other offices within the DoD performing generic research as
described in the new DoD Directive 5111.11? If so, please provide a complete list of
those offices and the total cost that research for each office for each of the past 5 years.

(U) Response: This question is beyond the scope of our evaluation and would take a
considerable amount of time beyond the milestones of this evaluation. This evaluation
focused on the ONA's operations. However, at least one DoD senior leader we
interviewed indicated that his office was about to begin a particular study but learned
from, a study the ONA Director shared with him, that the ONA had conducted a similar
study which the senior leader was able to use instead of launching a new one.
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(U) Question 4: Since the ONA no longer performs net assessments, is the ONA's
existence duplicative and wasteful in light of other DoD offices performing the same
work?

(U) Response: We found that the ONA continues to perform net assessments and
produce other products for the SECDEF, Chairman of the Joint Chiefs of Staff, and other
select senior DoD leaders. We also found that the ONA's products differ in scope from
products by other DoD offices. For example, the Executive Support Officer (Defense
Intelligence Agency Liaison), whose responsibility is to serve as a liaison between the
Intelligence Community and the ONA, told us that the ONA and Intelligence Community
likely would never duplicate efforts. He stated that this is because the Intelligence
Community cannot perform the breadth of assessments that the ONA does with a long
range outlook spanning 30 years or more into the future,

(U) Question 5: A description and assessment of the extent to which the ONA has failed
to comply with laws and regulations in contracting for research projects during the
5 year period ending on September 30, 2020.

(U) Response: This question was addressed in the DoD 0IG Audit Directorate’s report.

(U) Question 6: An assessment to determine whether all supporting documentation for
the ONA's contracting comports with the Statement of Work agreed to between the
contractors and the DoD during the five year period ending on September 30, 2020,

(U) Response: This question was addressed in the DoD 0IG Audit Directorate’s report.

(U) Question 7;: The steps the ONA must take to ensure that all contract documents are
collected and recorded as required by all relevant law and regulation.

(U) Response: This question was addressed in the DoD 0IG Audit Directorate’s report.
(U) Question 8;: What is the total cost to perform an annual net assessment?

€5} Response: The ONA does not perform an annual net assessment. Each individual
net assessment is performed over several years, in addition to the ONA products that
are produced in shorter time frames. Additionally, each net assessment is unique and
will vary in cost based on the type and amount of time required to produce, For
example,

=. We reviewed products with costs ranging from approximately

$148,000 to $1.7 million to complete,
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(U) Question 9: An analysis as to whether or not an annual net assessment can be
performed by the ONA at a cost of less than $10 million.

(U) Response: The ONA’s products range in costs. The scope and type of assessment
the ONA performs are determining factors in the cost. As previously discussed, we
reviewed products with costs ranging from approximately $148,000 to $1.7 million to
complete,
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(U) Appendix F

(U) Management Comments on the Finding and Our
Response

(U) ONA Director Comments on Section Headings and the Finding
Paragraph

(U) The ONA Director stated that the heading of our finding “ONA Conducted Its
Assessment Mission but Could Improve in Certain Areas” weighs the ONA’s
accomplishments and shortcomings equally. The Director stated that the first sentence
of our finding section, “The ONA has conducted its assessment mission in accordance
with DoD Directive 5111.11, ‘Director of Net Assessment’,” states the overarching
finding. The Director also noted that statements in the Internal Controls section should
be clarified, The Director stated that he believes the ONA has reasonable assurance of
the efficacy of its internal controls, and he does not agree that written procedures
specifying how to produce ONA studies have merit, Lastly, the Director stated the
report does not reference classified guidance for how the ONA makes these decisions.

(U) The ONA Director stated that the effects, as stated in each of the first three bullets in
the finding paragraph, are generally inaccurate, Specifically, the Director stated that our
statement that a lack of a satisfactory “documented process for how internal research
products are managed” generates “increased risk that the ONA may not consistently
execute its assigned net assessment mission” is generally inaccurate because the ONA
has satisfied many SECDEFs and other stakeholders since it was established in 1973.
The Director stated that our statement that “inconsistent application of the Technical
Evaluation process for external research has increased the risk that the ONA is not
selecting the most impactful topics” is generally inaccurate because the evaluations
from the ONA analysts contribute to, but do not form the sole basis of, decisions on
whether to fund a proposal. Lastly, the Director stated that the statement regarding the
lack of a distribution process and tool for DoD senior leaders to search ONA product
titles is generally inaccurate because no query tool would provide DoD senior leaders
with an accurate window into the ONA’s activities. The Director stated that the ONA
commits one employee to maintain internally-managed databases. The databases
enable the ONA to deliver relevant analysis to DoD senior leaders and maintain a battle
rhythm which includes a monthly deliverables review. The Director stated that the
ONA's personal interactions with senior leaders across the DoD and U.S. government
provide a more accurate picture of the ONA's work,
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(U) Our Response

(U) We acknowledge that the finding gives equal weight to the ONA's accomplishments
and shortcomings. The heading, like the full finding, is a balanced title which highlights
that the ONA is accomplishing its mission but also informs the reader that the ONA has
areas in which it can improve. The report describes the ONA's procedures as well as the
documents we reviewed that reflect how the ONA produces its studies, However, we
consider not having those processes and procedures in an official document such as an
SOP, a signed guidance memorandum, or something of that nature, constitutes a lack of
an internal control which must be noted in the Internal Control section of the report.

(U) Regarding the risks we describe, the statements in the first two bullets that the
lacking items increased risk does not mean an incident has occurred, but instead that if
these areas are not improved, there is a greater chance that an incident could occur, As
previously stated, although the ONA Director regularly updates DoD senior leaders on
ONA products, we believe it is unrealistic for one person to know all of the DoD's needs
atall times. Therefore, we believe that a tool identifying the ONA's products on the
appropriate platform would enhance the ONA's current process by allowing senior
leaders to see what other ONA products may benefit their organizations and their
mission.

(U) ONA Director Comments on the Report Finding Section

(U) The ONA Director pointed out multiple areas in the finding section he thought
reflected general inaccuracies. Specifically, the ONA Director disagreed with the
statement that the ONA does not conduct any type of review to verify the CAMA’s
documentation or interview notes for the sources from which they obtained
information. The Director stated that the ONA has several methods for evaluating the
soundness of a CAMA's judgement, such as progress reviews every 6 to 8 months during
which the Director and others probe CAMA's analytical judgements and query the basis
of those judgements. The Director also emphasized that the CAMAs are subject matter
experts in their research areas. Lastly, the Director stated that ONA analysis is
fundamentally different from IC analysis and therefore restrictive standards that govern
the IC are not applicable to development of net assessments,

(U) The ONA Director stated the report might lead a reader to conclude that the ONA
processes BAAs without the involvement of the WHS Acquisition Directorate. The
Director also stated that the heading stating that the “ONA Leadership Did Not Follow
Rating Process Guidelines,” will be misconstrued, and he emphasized that 125 of the
127 proposals we reviewed adhered to the BAA SOP,

(U) The ONA Director stated that for the section “ONA Needs to Establish a Defined
Distribution Process for ONA Products,” we interviewed only five DoD senior leaders
and not any of the personal staff assistants to the SECDEF, 4-star military officers or

s
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(U) Assistant Secretaries with whom he routinely meets. The Director stated that he
gains insight into what is on the minds of the senior leaders and shares ONA work.

(U) Our Response

(U) We described the ONA's progress reviews, titled “Monthly Research Reviews” in the
report. Our review of the documents the ONA provided and interviews with ONA
officials verified what occurs during these reviews. As we state in the finding, the ONA
did not provide any documentation to indicate that it conducts any type of review to
verify that the CAMAs have interview notes or other documentation for their sources.
We also state in the finding that the ONA should develop standards such as the IC has
developed for its work. We place emphasis on the fact that IC standards and procedures
provide analytical integrity and that the ONA should develop standards and procedures
that provide the same,

(U) We include a description of the BAA process and include WHS participation in that
process in the Background section. The heading of the mentioned section is “ONA
Leadership Did Not Always Follow Rating Process Guidelines.” We do not believe it will
be misconstrued as we include the word “Always” and include details regarding how
many proposals we reviewed and how many did not comply with the process.

(U) The DoD senior leaders we interviewed all expressed satisfaction with the ONA's
work; however, some stated that they would benefit from knowing whether other ONA
products might relate to their mission, Interviews with the individuals the ONA
Director mentioned would not change the fact that a tool that lists ONA products could
provide additional benefit to DoD senior leaders.

OS0! (D)(1) 1.4(8)
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(U) Management Comments

(U) Director of Net Assessment

MAECTOR 6F
NET ASSESSNENT

e
OFFICE OF THE BECRETARY OF DEFENSE
1920 DEFENSE PENTAGON
WABHINGTON DC #0301 1920

December 23, 2021

MEMORANDUM FOR THE ASSISTANT INSPECTOR GENERAL FOR EVALUATIONS

SUBIECT: (U) Responie to the Dmit for DoDIG Evaluation of the Office of Net Asssssment

{U) 1 write to provide my office's written response to the draft for DoDIG Praject Mumber D2021-
DEVO0SA-0011.000, dated December 9, 2021. | apprecinie the professional manner with which your ream
considered our responses (o the Disevssion Drafl

(1) Your evaluators found that ONA continues to perform our imission inaccordance with Dol) Directive
(DoDD) 511,11, the Natianal Defense Authorization Act (NDAA), and Secretary of Defense guidance;
and thal the stall of senior leaders across the Department are satisfied with our work.

{U) Auachiment | dosunients ONA's review of the evaluation, noting 12 general inaccuracies, one point
of disagreement, and two requests for clarification. The draft report also does not give sufficlent weight to
the number wnd scope of infernally driven and proactive measures ONA has taken |o improve itself over
the past six years, Altachment 2 pravides a partial list. ONA appreciaies the DoDIG s views on other
wiiys to improve, and agrees with some of the additianal DaDIG recommendations for improvement as

detalled in Attachment 1.

L) | dispule the repont’s conelusion that hecouse there 1 o risk of “incomsistent performance” or

ONA intermial processes are suspect. Neilher risk has been realized. ONA will continue 1o

naintain internal controls to mitigate lhlm All u’mlulinnl mitigate the kinds of risks outlined in the

draly, and no

ly, o cost elfectively conduct its mission with no

risk, Your evaluntors abserved the measures ONA takes fo carry out its mission, with minimal risk. Those
measures, lirge nnd small, were the basis of your central finding that ONA carries aw lis mission 1o the
satlgfaction af senior LS. government leaders and other senior stakeholders

(L) The evaluation affirms that ONA carries out its mission o the satisfiction of senior LLS. government
leaders and other senior stakeholders. However, some seclions of the report leave the reader with the
inaccurate impression that ONA is underperforming or misperforming, based on extreordinarily
infrequent or minor errors, ar on risks thal have not materinlized. As a result, | believe the report would
unjustly mislend a reader. As the present DoDIG evaluation culminates more than len other (G inquiries
It ONA In Jusi four yeurs, | belleve this concem Is waranted,

NP3

MAES H. BAKER

(4
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Mtochments

(U Reviess of etk and general manccimac ies Cavichmen bs classibed SECRE T SOl GRS
(U Inrernal rocess Reviswons Smee 2006 Gattachment is UNCEASSITN )

11 Response 10 DODIG Recommendations (atachment is LNCTASSIEIE D)

(U0 Tnssifcanion Markings for Appendices © & Frol Discission Drall Gatachiment is
SECRE TONOFORN)
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iy Alinchment 1 (U) Review of fnetual miwd general maccuneie

T The Office of Net Assessient (ONA) submits the followag simmany amd rationale Bor the genernl
and Tactual innccuracies conined i thie Deceimber 9, 2021 dialt for Dol Privject Number 132021
EVOSA-001 | O

(U1 Creneral iieenracy . pages vi and 7 Fable of Content g v and Page Section Header (p 7). 0NA
Condueting Assessment Mission bt Could Tmprove o Certan Nrcas,”

(L0 Dhis hender weighis equally the themes of mission accomplistunent aml shomcomings
feinves the rewder with an ampression that ONA is underperfomung. DaDIG evaluiors oumd thit ONA
acwomplishing its wiissions 1o the sarisfagbion of DoDD msndate and senfor lesders hey b identified
areas Tof process improvement most with which ONA agrees most of which would belp
organtzition build efficiencies. However, this headeés nsks misinterpretation. Readers anwilling to
contemplate the entirety of the peport on who willlully apply the headier ont ol contest conbd have the
impression that ONA (s underperfomming This dsk bas repeatedly mamifested itsell through s media
niblets, as well as umjustified admmistrative proceedings, often inspirsd by simibne lanyguage

(11} The first semenee of the section states the oyerarchig Tding of the Eyaluation = The ONA
las conducted s assessment msshon in aceordisce with Dol Dieetive 1L, Directon of Net
Assesaiment,”, which annhlod the ONA Director to advise the SECDEE aid 1o facilitare support i
Comgress, the President, amd the Claimum of the Joint Chiefs of Stalr™

L) General inncanraey, page 6 “Review ol iiternal Contials patigraph
(L) There re n namber of sutements in s pacgraph swe would fike 1o elarily

(LI ONA hiis reasonmiible asstimanee of the efficacy ofon imtenal comiols, DobIG evaluiors
obseryed thst ONA meers our DoDD ST requirements, DabIG evalitors observed thr ONA
atisficd ity customens

(L0) The idea thit writen procedures shonld specly preciely Bow to peodice ong stidics s 1o
meril. Faeh ONA sty topie lis its own e produetion procedire. ONA prosaded the writien.
chissitied guidunce, which is not referenced by the DaEMG report, for how we make these decisions

(L ONA will explore thee benefivs of implementing o more explicit policy sbout keeping resenreh
records, so that for any internal prodie), we have a listof souces and subject-natier experts o dis on in
the Farure, if not alrendy eited directly in the study

(L) General ineeuraey, page 7. lirst sub-paragraph of e second paragraph

CU0F The el stintss thit a Dach of satistictor “desuniemed process for low mtemal research
prowduets are managed” penerntes " ieraased nsh tha the ONA miy non consistently exsceute its assighed
el mssessient nssion. Yer ONA has sotsied muny Secretactes of Detense and other semon
dnnheholders, aperating thrsaghout with the same mission. a snall sta il and a comanment o researd
extellence. since my establishment i 1973 1 oremine veirs of contimens opertion theoagh nltiple
Admimistrations while gaining o reputation for naaly e priwess and strong anticipaory wirk siggests
CONSISIEN execution of onr issigned et assessient mission

(0D The oatare of net assessment amd the peculionties of research topies require ereativity Tron
Wi amalyst, There are o puoiber oF extenal Gietors at conhl igder inteemal neseand efMorts aeeess
dantin, destic ehanges to the seenrity environment in the midst ol research (eollapse ol the Son gt Lo,
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advert ol the “Cilobal War on Terror,” for example), ONA was more coneermid i the cotest of Hie
paragraph with the applied creativity ofour Civilinn Advisors & Military Advisors (£ AMA |

(U7) Generol inaceiracy, page 7. secoivd sabepirmgraph ol the second paragraph

(L0 e dend states ot on “weonsistent application of the Technical | valuation provess for
extermnl escarch has nercased the rish that the ONA is it selecting te most inpaciTul iopes.” The
Techmical Evalwations produeed duringe the evaluation process ine an imherent part of the IBAA selection
prowess mnd sre consiaenily integrated i decision makamg, e quedivgy posed 1 et in the
Teehnical Eyvaluations are Torwardid i WHS AD. which Tias sole responsibility far conmmunicating with
senelors i the negotiaion phase. When WEHS AD nifies ONA of the resolis of those negotiotion, bl
the questions and answers are ineluded m ONA T decision-miking prosess as oithived above and n
wewordunee with ONA"s establishied SO The evaluations Trom ONA analysts contribite Lo, but do ot
T the sole basis of decisions 1o Tud or non Tund o proposal Tlhiose deersions are made by the Birecton
el Research Dircetor, in concert with the Acquisition & 1 ivancial Advisor, hased upon the evirliations,
associnted questions and mnswers from e evaluation process. the analytic priocities establisied and
reconded n ONA"S wiitten Research Plan. the anneipaned jeeds of senior Dol leaders. the cost ol e
propwsed project. and other Bactors, This process combines established ONA research prorilies with
ONAs sose ol senior leaders” needs, t ensune that IINA selects thoase projeets most impaet ful m e
Depariment. ONA will resise its Technmwal Eyalumtion process 1o address the idemified inconsistencies. A
revision o the ONA AN SO will iefTecs these ehamges st provess

(L) Geneeal innecnraey. page 7, thind sub-pargraph of the sécond piragriph

(L) e cleafd stavties than thee bk ook i slefimed distobution process of the ONA'S products and no
ool thint allows Dald semior leaders 10 ook up the ONA product tiles may limie the avanlabiiy of the
ONA stdies and proshicts b Dol sei teaders amd sgeacies it con ise theim ™ CNA coniits
nearly ome Full-ime Eguivalons (K1 yemployes to the iplied sk of ommiamining inemalls-manapel
dntubases that enable ONA W progsctively deliver retesant analysis o senion leaders and staheholders
ONA cirrries out this task by o defived and procticed process. That process is captured i the ONA batt e
iyt The ONA batte shythim inelides a monthly delivenables wesies o highligh e besessiinen
wndiar masl tinely studies an tpies of mterest to setior leaders: o monthly research review 1o
synehronize the internal reseirch of CAMA, the extemal research program, and 1o comnect ONA's wirk
with demand signals from senior leaders, and i monthly research apdate 1o proside detled updates on
the progress of Todividual CANA

(U ONA has o five deeades been “alesd” of the Department on themes imporant 1o thie
Sevretany ol Defenve weahmesses in the Sevivt systenn e Kevolutivn m Militaey Affaies, tosdly e
sdvent of the long-rampe precision strike regme: the rise of Cling dnd. now olher topies of presag
imporiance o the Secretary, Deputy Secretary, Chintmn, amd Vice Clarman. Noguery ool would
hawe prowided semor leaders with an sceorate window into ONA activiey Tt acenrate look is ereated by
Ui prersoomitl beractivns of ONA Wit setion leaders acivss e Depattinent aisd e VLS govetnment amd
tirotigh the foiitine erieonnters of ONA tnftwaith stall conmterparis from olher dirccirstes witlon 0813
e Joinh S1afT, the Seevices, and Combatait Cominds.

(L) Coenernl innceuroey, page 120 second pamgraph beneath the (01 “ONA Should Tormally Dovaniemt
Processes Tor Mamaging Internnl Products ™

() e et stantes that o read ke, loseveer, s oon a ool documen soel as an SOP which
explains hiw a netassessuent shonld be conducted or the process the CAMA shoild follis when
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condieting the assessment ™ A net assessinent b more art (e prodietion, the eonceptual inputs, the chion
ol logie, the applicution of imiten and isight) an science the diy eecital ol Tacts o the techiical
frvputs For Redd and Blue) Fach ONA spssessment area of veseinich e will be judged on s own ments
and have ity ownunigue production “process ™ ONA does ot believe that good imelleamal work s 4
result of ever mere eliborte weiten regubations, o thal the cost ol deselopig, implermenting and
maomitoring mtelkeetual work nsimg these elaborate somten egulntions wonld be worth e beaefit. ONA
work as well respected, e, e widely read by the serion Teaders of the Depariment of Delense and the
LS govermment .

(07} Phe dratt sttes that “ONA does ot conduet any 1ype of review o venty ta the CAMA has
documentation v interview ntes Foe the sourees Tronea el tbes obtained the ifonmation w i
researeh or assessients " ONA disagrees with s starement Net Axsessiments are sihuable m lige pan
because ihey oier preliminary judgements for probleims of umeven and meomplese mfommmtion. ONA has
severnl methds For evalunning e soundiess of an analyst's judgeoents wmd the hasis G them. b
[rogress reviews foreaeh mmmly st ore held every oo months, [n ese sessions e Director and others
rigorously probi and test analy e indgemunts and query the substanive basi Tor thise judgoments,
Assessments neang completion are subjected o comprehensive revles by the Director and othies 10
vatlidate or defend conclisions and the basis Tor judgements reached. |he combination of originality gmd
annlvie sonmdness of ONA s produets speaks 1o thie sueeess of these processes. Addinonatly. ONA ires
anialysta bised an their demonstrated eseareh skills aid siibject inatter expetine captired in perlorimpnce
reviews ol ofher senior feaders ol deseribed i lengihy md highlyimolved interview process The
Director nind Research Diveetor assign these analysts toassessment arvas based on thse imastens of the
subject muiter, CAMA ane il subject mitter espens in their research anas,

(L1 Gieneral inmceuracy, pige 13, paeagraph beneaily the Beader, (U} ONA Leadership Reles on Oral
Feedbuch and Informal Instroctions Tor ONA Frodues

(L) This poragraph of the drafl does oot eapture the ow ol indwidimlized godance
memorandums and periodic In-Progress Reviews (PR condueied by cach CAMA every 68 months
While euely assessment anes is unigue gnd demnnds e speciiic espertiss olered by the mdisidual
CAMA working on n partieular pssessment o, the series of PR of which a CAMA on o three-y em
assignment will conduet five o seven, is the venue for e iwo-way exchange of ideds smong the
ndividugl CAMA, the Chiel of Stafy, Deputy Director, Rescarch Darector, and Director The resulis of
117K are capiured in vasks, notes, margimiha on drall swork. sid minies

(1) Goeneral inacenrney, page 14, porograph under the header "ONA Has Tieremsed sk for bconsistean
Perlormanee of Net Assessinent Nission

(U Thie dradh states that “tnnalytic contraly For the prrpose of ensuring the guality and credibiling
al sourees are of grent signiticance (o 105 vitol interests becanse thie ONA's analsbical conclisions
b stranegic decisions amd Tutuee scguisition decisions at the ughest levels"” The Goal dait neludes a
shon elarification under footsote sumber (4. b the process we are describing sarmants sddional
exphmmtion. e portion of (his statement indicatiog tal ONAS amalytical conclisons imform sirtegiv
dieeistons and Toture sequisition decisions ot the highest levels™ is generally aceurake iU e reader were 1
caphinsize the word “iform ™ F e ioceuny of the starement is the implication i ONA"s Sy ol
conelisions™ wonld be based an one single study . stch ns the one cited in this particilar paragiaph of the
drafl, The list of studies ONA provided to your eyaluatons showed multiple —often, duzens —of studies
on any single topic, ineliding the lopic of the repont eited by vour eviluators. The vanety off
methodologies, sonrees, and plstie sty les, mmong other charmcteristics, nllcontrbute 1o what the
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Darector pidges 1o be i thorough explortion of specilic wpies than wonld genermie conclusions velevimt i
the strteqic deerswons pod futare geguisition decrsions al ihe lnghest levels,

(L) Disagreement with assertion, page 14, parograph ander the heider “ONA Tlins Tncreased Risk fir
Tiwonsistent Perforimmmee of et Assesinenl Mission

(1) The dralt states that “standards that establish procedures for the work produced bike the 10T
2000 shint e el ligenee Community uses would el 1o address guestions ke the omes dentitied i the
2009 audit of the ONA L ONA amaly s is Tondamentally differemt from amahoses presented by the
Intelligenee Commumn Such restrictive siandards thas govern the Intelligence Communily are nol
applicable i development of net gssessments. whieh vequine o higher degeee ol Judgernet ol e el
yalue of o diverse eollection of information pertamiing ta hoth the United States and i ndversariv.,

() Clarifiearion, page |, parsgraph beneath the beader, (1) ONA Needs Consistency i the Technieal
Eavaluation Rating Process for Estemal Rissenreh ™

(U] As seritten, D dialb sigh bemd the reader i cone lude that ONA processes A A= withont
WHIS AD involverment WHS AT recerves proposals from vendors and forwards those propeosals o ONA
ONA reviews every single proposal Torwanded oo by WEHS AD and tracks the precise number ol
proposals it hos peeeived. ONA has documented exidepce thit WIS AD did ot forward all of the
proyprosals it reeenvad during a particolo DAA subissin period, Als, alten ievies ol BAA propasals,
ONA recommends to WIS AD an action to be then on the propesal 10es WHS AD who awards
contns

(U ) Grenernl maecuraes, page Lo, header and the it parageaph beneath the header (1) "ONA Leadership
Did No Follow Rating Pmcess Guidelines ™

(1) B 125 of the 127 proposals the DoDIG evalustors reviewed. ONA adbered previsely 1o the
letter of the BAA SOP That is o complionee rate of 98 4%, Fopitigate the 1o% emainder (which
adbered o b spiit ol e researe o mamagement pavcess b ONA T scseptad e iecomimendation w
revise that SOP 1 hie header of this seetion is misteading wnd will he misconstrued,. Withon the added
context of e general theme of the report and fis baseline Gndings i ONA s meeting it manidated
mossion; this header improperly suggests veregions shioneomings. i ot misconduct, sy (A

(00 Greneral maceuruey, poges | 708, paragraphs beneath the hender (1) "ONA Needs 1o Fsuiblish a
Defined Distribution Process tor CNA Products

(L ONA commits nearly one Tall- Fiie Dgaisalent (FTE) emplosee 1o the implicd task of
it internally - mamnmged datiabases i enable ONA o proucively debives seles it malyses 1
santior leaders and stakeholders

(1) The DaING evalwators inees fewed By e Dold senor leaders, but did et mten iew any
Personnd Sl Assistonts (PSA) tothe Seeretary of Defepse or datar eok militan officers of Assistan
Secretary -level ofticials. s s the group ol senior officinls with whon e Director of ONA meels on o
tontine basis, 10 s throngh these engagements that ONA proy ides prineipals with awareness of ONA work
relesant o the decisions they are tacimg Inthese encotmters. the Dieetor alss gains fnsight e what s
on the minds of these senior lenders,

bbby (' larilication, page 21 Tourth parageaph on il pape

3 (L)1) 1 Afe)
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e Creneranl imnecuracy and disagreement with wssertion, page 22 Tist full parsgraph beneath the
Buller points outlining the Statement of Work for the ONA Secarity Manager's contract

0 (DT 1 7(e)

ﬁ(wnnml imleui!rw\ |1ui.- 31 header (| )| SRR

PAEeESDAS (b)) 1 A4(e)

(1) See Atachment 4 Tor comments on Appendives C and D
(U Comment. page 43, Appendin |

(LY ONA apprecintes the obeetne responses of an extermial body sueh s e DaDIG hat
valicdated the responses ONA had provided 1o the Seoator on muliple oceisions
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(0 Amachment 2. A Partiol Listing of Tnfernal, Provctive Process Revisions sinee 2006

I i Musagement controls ONA b inerensed thie degree o overll g in it managemen
prictices, CONA lins held annoal all hamds 1o mersase feam cohesion and understanding of the
arganization’s direction. ONA has held daly meetings of its leadership team: ONA fas istitied
a banle thythim shar conpects the compuct managenment, rescarch namagenient, ad disteibution
mgenent funetions, imeluding resiew mnd statis of vieh of thiese oreis. AT o e nasime.
represent mereased management artention, which adds inereased sverhead and opportanity costs
to e researeh imphagement process, ONA leadership has consistently received the highes!
possible rting Tor Teadership nad management on mmual (iness repors, semss Adminsteabions

T Researeh mumagement ONA has added ineremsid sireime o s resenrch agenida sinee
2015 ONA has suthored soutine and redleetive memuendom assessig the prospeets and Dt
of the research agendi. and ways e iprine s oversight ONA has pot in place o asonomy of
CONA e assesstient product (ypes, anieutated boad arcas of inteomul reseanch focus, and
repentedly rev i Ve external rescine progrn oy add new mesesment orsas. ONA s
estublishied routine progress reviews for Righ osk or mess eotrnts wider med work, ol
attends i process workshops and wargames & provide dieeetion and inprose stidy outeonies
ONA s wiren goidinee for itemal research, meluding ks and suspenses. ONA glso holds
In Progress Reviews of anabyst work Allol hese measires represent inereasad managament
attention. whieh adds inceeased overhend and oppormunity costs W ilie resaanch manageinen
process, Other LIS agencies tineluding DOS, DN DHS, DEA, DSAF, VSMC, aind the Joim
Stafl) s foreign governments (neludioe Japan. India, and the UK s well as NA TO seek ont
CNA to umderstand anel emilite var best prastices in researl managsient

3. (U Contract management. ONA has iicreased the degree of neor i ity contrilel imanagemen
practices sinee 2005 ONA as established a Standand Operatmg Progedore Toe its Broad Agencs
Announeement. routinely docomenterd financal, speading and other resource decisions,
entublished momthily reviews of the acquisition/research progean. md inerensed the numba of the
acequisivion/finance stk ONA s hired extermal detailed pessonuel o nmprove admimstntive
responsibilities and expertise, and established more tharough contricting of Ticer represeitative
fofders, and added kick=ofl meetngs ln research progeeis. Al of these meastires represet
sl numagerment aention, whidh pdds inenssed oveead and opparimiy costs il
coniraet management process ONA passes i ananl intersl serio pequisiiion review hased
on our kinowi. ohserved, expert and supenor perlormance

I (0 isacibution/impact mamagement. ONA has increased the dogeee of gor onthe distibution
o its ntetieetual propey sinee 2005 ONA lins achesd every report distnbition 1 pencipal
leiders. ONA has devebyped a dmabase o tesek delivenible neeipt ONA Dis nstitated a Bl
method of monitoring netwirk health and synclhronizng senior leaders” interests witly oa-going
and previous ONA internal and extemal studies, ONA Ty provided reading lists Tor senior
leaders and their stalls, book and medio selections, and watimely tercts Wit o e iews Tl
st o lngher leaders theugh the LIS government o aseemom and et their fotelleetl o
analytie regquirements. Al ol these metsures represent mereased samagement attention, wineh
addds inereased overhend and opportunity cosis toihe contragt madageinent process, ONA hins
distribisted thowsands of its repons o hindreds of senior leaders and their stalls
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(U0 Attaehment 3 Response to DODIG Recommendations

(00 Recommendations The CFee ol Neb Assessnent (0NA) submits the 1ollow mg respanses 1o the
recommendations pubilishied in the Dralt for DaDG Progect Sumber D202 110 VIS A-001 1 00

(1) Reeommendation |

() Recommendation Lo Fstblish writnon pobices and procediiees G selecting. prodicing resies ng
and validuting el products,

(U D s, ONA Judpes present weitten pelicies tohe sl Teient ONA does mot after an
abtermative conre of metion as we do ot aceept (e prentse (it our exasting procedines regie conedive
action Car sceamplishiment o imvssions outhoed o Dok rective SEEETE fhe satisfactiom of consimeey
of ONA material, and the Director™s pudgmient indicate satislacton procedures outlinmg our intermal
resenreh progean.

(U0 pet assessinent is more an (he produetion. the conceptoal mpits, the chainof logic, the
application of mtvivion ad nsight) han scienee (the dey vecital of s o the techial mpurs e Red
w800 ). Favehi ONA assesseat area or reswireh bopie Wall be jodged on s s mts and hive s
v e production “prosess " OMNA does ol belieye Uit good intellectinal sk bs e product of
ever o elaborate writen repulations, or that the con of developmg. implementing amd monitoring
uitellectnnl work using those elaborate written regulations woulil be worth the benelit ONA work isowell
respeeted, eited, and widely read by the senior leaders of the Departonnt of Drefense and the 15
v eren)

() Recommendation 1h, Revise the Fechjoal Tyaluotion process Torratune vendor proposals, proyiding
womethod Tor the Cisvilian Analysts and Militars Anadyats to by e elanfication discussions witl potential
wvendors nbout thes proposab, reconeile “mismiiched” evaliations baween the Uivilions Analysis and
Milivary Amalyses, and inehade excepions o adbering 1o e evaluaton ratings toensire thint "Ml
propisints ane non seleated Tor funding inlecs they meor the exception reguivement or siop e ase ol
exceplivns

TE0 Apree. ONA will revise our Broad Ageney Anmonmeement (AN Stamdind Operating
Procedunes (SOP) o elinfy the Techmical Dvaluation Provess: Specifically, the revision o the BAA S0O1¢
will outling exceptions w policy when the Directon may substitute his own judgaient for il
rbings by reviviers, given the lormers avesss o the thinking of the Secretary, Depoly Secretary,
€ hairman, and Viee Choirman, and other senior leaders and sourees of information. ONA will complee
Ui reisbon e later i 90 days o recetpt ol the ol Do G repon.

101 Agree, with elarlying points ONA bs nol corenthe athorized o divect 1y conduogt
“elanilication diseussions” with vendors. as recommended. Washington Hesdguarien Services {WHY)
Acquisimn Diipeactonate { ALY manages the acauisitions fuictions on kehall ol ONA and, therelore. holds
Comtracting OlMeer responsibilities for ON A commissiondd confrcts ONA carently execites
clanilication discussions with potential sendors vie WHS AL The Acguasition & Faivnenl Adyism will
Torward “elari iy g quesiions Do e eyabumtors fo WS AL the Research Dinector determines the
squestion as appropriste for propesal comsidention. WHS AT hen commmicates tese questions b the
vendor WHS AD provides the vendors” respomses o ONAL ONA will revise the SOP 1w ey ihis
diseretionary step i manageenient of the external research program
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(1) Recommendation be Develop a ool with the capability o Dol semor feaders o searel O1 e of
Net Assessment engomg and completed products

(1) Disagree The Direetor meets Tresuently with semior leaders (rom avioss the Dlepannient i
T b infommal offive calls, rootine eoconinters atseniv level forums sueh as tie Jome Chiels of
Stall Tank., Deputy 's Managemen Acton Coroup ( DMACH, Jomt Requirenents Oversight Couneil
WROC), Seeretory of Defense Semior Semmar (558 ), wnd Senor L eaders Conferenee (51O and treguen
phone ealls, VTCs, and email exchanges I these encounters. the Director heeps senion keadiers updated
Aot b ONA"s wank can help thery i thein moles as

ol ONA research aml avswers thelr gquesti
senior leaders, ONA commms nearly e Fall- D ime Fauevalent 00 TE ) enployee to (he implied sk of
maietaiming intemally ommaped datahases hat enable ONA 1o proactively deliver relevan amaly sis o
senior leaders and stakeholders

ISOAIS (D)) 1 7{e)

(L) Apree §
ONA Wil commplere this revision no baver i 90 days o seceipn ol e Gial DoDIG

fepon

(1) Reeommendaion | o SEEEERCTINENIT]
\ )

) diili

W"""‘“dnn.." IOS0LIS ()01 1 4(e)

OSDAS (b)(1) 1 7(e)

(1) Recommendation 1 EEEEEEUIRRRIE

Ulnrifiemions nre ofTere

a4

OS50S (U)Y1) 1 [(e)

n
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il Attachment 4, Classifivation Markings for Appendices C & Dol Discussion Drall

This attachmient is elassilfied SECRETANOFORN becanse the compiled Fsting of these ONA reports
internal and external, revesl dewils about ONA's classtfied research ngends

e ONA Internal Produsts, listed in Appendin C, page 11
| Classification | Classification of the Title Date
of the Report

S5 (b)) 1 4(e)

QSDAS (D)(1) 1 4(e)

DODIG-2022-075
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msitey (N A Fxtemal Products, Disted in Appeodin €, pages 3233

Classificution  Classification of the Title Dure
of the Report

DSOS (1) 1 4(e)

OsDAE (D)) 1 4(8)
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(L) lnternally Produced Work, listed in Appendix 1. page 14

Classificati Clussification of the Title Date
of the Report

0505 (D)1) 1 4(e)
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(U stemally € ommissioned Work, listed i Appendis 1) pages 1510
| Classifieation | Classification of the Title | Date

_of the Report
OSOAS (DY) 1 4(e)
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Classification | Classification of the Title Dare
of the Repori
OSDAS (bY1) 1 4(e)
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| Classifieation of | Classification of the Title Date
the Repunt
OS50S (D)) 1 d{e)

Ity
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Clusification | Clussification of the Thie Dawe

of the Report |
OSDAS (b)) 1 4(e)
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QSDLIS (b)(1) 1 4{e)

Classification | Clussifieation of the Tile | ate

ol the Report
OSDAS (b)(1) 1 4(e)
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QsDAS (D)) 1 4(e)

Classification | Classification of the Title Date

of the Report
DSOS (D)1) 1 4(e)

B
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| Classifiention | Classifieation of the Tile Date

of the Report
OS50S (D)(1) 1 4(e)

2
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OSDAS (B)(1) 1 4(e)

| Classification | Classification of the Titke | Dare
of the Report
Q505 (b)(1) 1 4(e)
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Acronyims and Abibsreviabion:

(U) Acronyms
(U
BAA Broad Agency Announcement
CAMA Civilian Analysts/Military Analysts
COR Contracting Officer's Representative
ICD Intelligence Community Directive
NDAA National Defense Authorization Act
ONA Office of Net Assessment
OPSEC Operational Security
SECDEF Secretary of Defense
SOP Standard Operating Procedure
WHS Washington Headquarters Services

(V)
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GEGREEANGEGRN

Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistleblower Protection safeguards DoD employees against

retaliation for protected disclosures that expose possible waste, fraud,

and abuse in government programs. For more information, please visit
the Whistleblower webpage at http://www.dodig.mil/Components/

Administrative-Investigations/Whistleblower-Reprisal-Investigations/

Whisteblower-Reprisal/ or contact the Whistleblower Protection
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

DoD 0IG Mailing Lists
www.dodig.mil/Mailing-Lists/

Twitter
www.twitter.com/DoD_IG

DoD Hotline
www.dodig.mil/hotline
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DEPARTMENT OF DEFENSE | OFFICE OF INSPECTOR GENERAL

4800 mark center drive
Alexandria, Virginia 22350-1500
www.dodig.mil
DoD Hotline 1.800.424.9098

QoD IR AOTATYERT
MAESAANES B ) AVNS A NS ANEN






