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(703) 604-8937 (DSN 664-8937) or FAX (703) 604-8932. 

Suggestions for Futm·e Audits 

To suggest jdeas for or to request future audits , contact the Planning and 
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(703) 604-8939 (DSN 664-8939) or FAX (703) 604-8932. Ideas and requests 
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OAIG-AUD (ATTN: APTS Audit Suggestion) 
400 Anny Navy Drive (Room 801) 
Ari ington, Virginia 22202-2884 

Defense Hotline 

To report fraud, waste, or abuse, contact the Defense Hotline by calling 
(800) 424-9098; by sending an electronic message to Hotline@DODIG.OSD.MIL; 
or by writing the Defense Hotline, The Pentagon, Washington, D.C . 20301-1900. 
The identity of each writer and caller is fully protected. 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAVY DRIVE 

ARLINGTON, VIRGINIA 22202-2884 

April 3, 1995 

MEMORANDUM FOR ASSISTANT SECRETARY OF THE AIR FORCE 
(FINANCIAL MANAGEMENT AND COMPTROLLER) 

DIRECTOR, NATIONAL SECURITY AGENCY /CHlEF, 
CENTRAL SECURITY SERVICE 

SUBJECT: Audit Repo1t Oil Microelectronics Chip Manufacturing 
(Project No. 3RC-0026) 

We are providing this report for your review and comments. The report 
discusses DoD's microelectronics chip manufacturing requirements and capabilities. 
Comments on a draft of this report were considered in preparing this final report. 

DoD Directive 7650.3 requires that all audit recommendations be resolved 
promptly. The Air Force disagreed with terminating the contract for the enhancement 
for the Microelectronic Manufacturing Science and Technology Program. The Air 
Force must provide fina] comments 011 the unresolved recommendation and potential 
monetary benefits by May 31, 1995. See the end of Finding B for a discussion of the 
specific requirements for your response. 

The courtesies extended to the audit staff are a reciated. If you have any 
questions on this audit Lease contact • • • Audit Program 
Director, at • • (DSN • • or , Audit Project 
Manager, at • . The 1stn ut10n o 1s report 1s 1ste t.n Appendix H. 
The audit team me ers are listed inside the back cover. 

MJ-JL,i-."' 
Robeft J. Lieberman 

Assistant 1nspector General 
for Auditing 

This FCJ!0rt contains certaiR unclassified infurmatioR relating to the orgal½i1;atioa a-nd 
function of the National Seairtty Ageney that may be pmteeted by Pul31i£ La..-11 g(j 36, 
May 29, 1959. Reproduction or re1"No:r;al of pages is prohibited. Safeguards mast be 
~S:lfefl to prm•cttt pulJlicat.ion or imfll"Of!er disclose.re of lhe infoffllation ifl this eeport. 
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Office of the Inspector General, DoD 

Report No. 95-164 April 3, 1995 
(Pro,ject No. JRC-0026) 

MICROELECTRONICS CHIP MANUFACTURING 

EXECUTIVE SUM:MARY 

Introduction. Deparrmem of Defense weapons and imelligence systems are dependent 
on microelectronics components. Current mjcroelectronics technology allows 
thousands of circuits to be printed on a single chip for high-speed signal processing. In 
1985, the National Security Agency (NSA) built a microelectronics chip manufacturing 
facility to satisfy requirements for classified chips that could not be obtained from 
commercial sources. 

In September 1988, the Advanced Research Projects Agency a11d the Air Force initiated 
the Microelectronic Manufacruring Science and Technology (MMST) Program. The 
objective of the MMST Program was to demonstrate concepts for the flexible, 
cost-effective, low-volume manufacture of application-specific integrated circuits. The 
initial portion of the MMST Program was completed in June 1993 at a cost of 
$86 million. However, the Air Force plans a modification costing $7.4 million. 

Objectives. The overall audit objective was to evaluate DoD's microelectronics chip 
manufacruring requirements and capabilities. The audit included an evaluation of tbe 
effectiveness and efficiency of operations at the NSA Special Processing Laboratory. 
The audit also answered a con ressional in ir , received during the audit, concerning 
the purchase of equipment , •. ' ·• • • ' for the Special Processing Laboratory. 
r n addition, the audit evaluate e Jmp ementation of the NSA 's internal management 
control program and assessed the adequacy of internal controls related to the overall 
objective. 

Audit_ .~esults. The Military Depanm~nts ' microelectronics chip I! 

• I • t • !l~ t t • I• I 

• ' NSA (b)(3) 50 USC 3605 • U . I ' 
■ ■ 

I I •! • ' . I . • I • t 

•• • • I •• • • • I • • 

NSA's purchases of material for the Special Processing Laboratory , • • , .' 
- complied with the Defense Federal Acquisition Regulation Supp ement 
~Other Matters of Interest). 

:FOR OFFICW:, USE ONLY 



POR OFFICIAL 0813 ONbY 

Potential Benefits of the Audit. Implementation of the recommendations will allow 
the Air Force to put to better use $7 .4 million in research, development, test and 
evaluation funds. Appendix F summarizes all potential benefits of tbis audit. 

Summary of Recommendations. We recommend that the Director, National Security 
Agency, determine whet11er the S ecial Procesf Laborator can manufacture 
unclassified microelectronics chips • • 
- We also recommend tliat e 
moclilTcation to the NlMST contract. 

Management Comments. NSA indicated that a complete review of its acquisition 
policy was needed before a definitive policy on manufacnu-ing unclassified 
microelectronics chips at the Special Processing Laboratory could be enacted. The 
review will be completed by May 25, 1995. 

Tbe Air Force disagreed with cancelling the modification to the MMST conn·act and 
stated that the dissemination of MMST technology throughout the semiconductor 
industry provides sufficient benefits to DoD to justify continuation of the MMST 
program. See Part I for a complete discussion of management comments and Part III 
for the complete texts of management comments. 

Audit Response N SA' s comments are responsive. We do not agree with lhe Air 
Force position that the benefits derived by the U.S. semiconductor industry from the 
MMST Program justify its continuation. Therefore, we ask that the Air Force 
reconsider its position and provide comments on the final report by June 2, 1995. 

jj 
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Introduction 

Background 

Microelectronic Chips. The proliferation of all types of microelectronics 
components for DoD weapons systems created a requirement for DoD to remain 
active in the microelectronics arena. A microelectronics chip (also known as a 
die) is a single square or rectangular piece of semiconductor material into whicl1 
a specific electrical circuit has been fabricated . Microelectronics chips are also 
known as integrated circuits. An integrated circuit is an electronic circuit made 
by fabricating components, such as resistors , capacitors, and transistors, onto a 
single piece1 of semiconductor material, usually silicon. Current 
microelectronics technology allows thousands of circuits to be placed on a single 
chip for high-speed signal processing. Chips can be designed to accomplish a 
general task, such as a processor does in a computer, or to accomplish a specific 
task or function, such as performing a complex mathematical formula. Chips 
designed for a single function are referred to as AppJication Specific Integrated 
Circuits (ASICs) .1"" 

Microelectronic Chip Manufacturing Facilities. Chip manufacturers use 
genera1ly large volume, mass-production type factories to produce 
microelectronics chips. The cost to build chip manufacturing facilities ranges 
from $175 million to $1 billion depending on size. A facility can become 
technologically obsolete in about 3 years. Chip manufacturing facilities produce 
0.8 to 1.0 micron size chips on silicon wafers, with usually 30 to 40 chips on a 
wafer. Wafers are processed in batches of 25 to 50 and take 30 to 90 days to 
complete. 

Special Processing Laboratory. In FY 1983, the National Security 
Agency (NSA) identified a requirement for an in-house manufacturing facility, 
the Special Processing Laboratory (SPL), to produce classified ASICs. NSA 
established the requirement for the SPL because commercial firms able to 
manufacture and deliver high-quality ASICs did not want to comply with NSA' s 
security requirements and delivery schedules. NSA initiated construction of the 
SPL in 1986 and completed it in 1990. The National Semiconductor 
Corporation operated the SPL until January 1991 when NSA assumed 
operational control. 

Microelectronic Manufacturing Science and Technology 
Development. In September 1988, the Advanced Research Projects Agency 
and the Air Force, at Wright Laboratory, -initiated a program to demonstrate 

1 Commonly referred to as a wafer. 

2A gJossary in Appendix A defines microelectronics chip manufacturing terms . 

2 

:fOR Ot'FICIAL USH ONLY 



'FOR OFEICIAL us~ ONLY 

Introduction 

concepts for the flexible, cost-effective, low-volume manufacture of ASICs. 
Wright Laboratory, Department of the Air Force; Advanced Research Projects 
Agency; and Texas Instruments , Incorporated (Texas Instruments), entered into 
an agreement to start the Microelectronic Manufacturing Science and 
Technology (MMST) Program. The initial cost-share contract was valued at 
$112.6 mi11ion. 

Objectives 

Tbe overall audit objective was to evaluate DoD' s microelectronics chip 
manufacturing requirements and capabilities. The audit included an evaluation 
of the effectiveness and efficiency of operations at the SPL and answered a 
congressional inquirY. received durin the audit, concerning the purchase of 
material for the SPL , •. • ' ·• • • ' (see Other Matters of Interest). The 
audit also evaluated e tmp ementatton of the NSA internal management 
control program and assessed the adequacy of internal controls applicable to the 
overall audit objective. 

Scope and Methodology 

DoD Microelectronics Chip Manufacturing Capabilities. To assess D0D1s 
microeJectronics chip manufacturing capabilities, we: 

o interviewed cognizant Government officials responsible for 
microelectronics research and engineering, 

o discussed DoD and industry chip manufactnring capabilities with 
officials of the Semiconductor ManufactUJing Technology Consortium 
(Consortium),3 

o visited and toured the facilities of DoD organizations that bad 
microelectronics chip manufacturing capabilities , and 

3 A consortium of American Semiconductor Manufacturers working with the 
U.S Government to sponsor t-esearch aimed at assuring global leadership for the 
U .S semiconductor industry . 

3 
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o reviewed those DoD organizations' missions aod functions statements, 
budget plans, capital investment funding requests, and other documentation 
related to their operations. 

Purchases of Application Specific Integrated Circuits. To determine the 
DoD requirements for ASIC chips, we reviewed DoD contracts with chip 
manufacturers and used statistical sampling techniques to determine the number 
of ASIC ch.ips purchased during FY 1993. We randomly selected and reviewed 
366 of 6,172 comract actions with chip manufacturers. The 366 contract 
actions were issued by DoD procurement organizations in 12 states. The Audit 
Planning and Teclmical support Directorate, Office of the Assistant 1nspector 
General for Auditing, DoD, provided technical assistance in helping the auditors 
formulate the statistical sampling plan. 

Special Processing Laboratory Operations. To determine the effectiveness 
and the efficiency of tile SPL operations, we reviewed: 

o the SPL's operational support contract, related modificaLions, and 
monthly management status reports; 

o SPL reports on classified and unclassified ASIC chip requirements, 
prnduction, and deliveries; and 

o the January 1983 justification, DD Forro 1391 , submitted to Congress 
fo r the. construction of the SPL. 

We interviewed NSA personnel responsible for contracl administration and 
oversight of SPL operations and Consortium personnel regarding NSA 's 
purchase of equipment-r-l~•••Lis+.t.L,,ill&. to support SPL operations. In 
addition, we examined s ong-range funding requirements for FY 1993 
through FY 1998 a11d NSA's contracts with ASIC chip manufacturers for 
FY 1992 and FY 1993. 

Microelectronic Manufacturing Science and Technology Pl"Ogram. To 
dete1mine the effectiveness of the management of the MMST development, we 
reviewed memorandums of understanding between Lhe Advanced Research 
Projects Agency and Wright Laboratory on MMST objectives and 
responsibilitjes, the MMST contract and contract modifications, minutes of 
MMST program review meetings, and project fi les dated from July 1987 
through June 1993. 

Computer-Processed Data. We extracted infonnation on DoD co11tracts with 
chip manufacturers from the FY 1993 DD350 lndividual Contracting Action 
Report data base maintained by the Procurement and Economics Information 
Division, Washington Headquarters Services Center. We did not assess the 
accuracy of Lhe DD350 data base because we used the information only to 
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determine whether DoD had purchased ASIC chi.ps. Also, we extracted NSA 
contracts and purchases for SPL operations from NSA's NSA (b)(3) 50 USC 3605 

-- data bases. We used thal information only to assess contract 
~ job operations al the SPL. Inaccuracies in the data bases we 
accessed will not affect the results of the audit or the report recommendations. 

Audit Period and Standards. This economy and efficiency audit was made 
from February 1, 1993, through March 31, 1994, in accordance with auditing 
standards issued by the Comptroller General of the United States, as 
implemented by the Inspector General , DoD. Accordingly, we included tests of 
internal controls as were considered necessary. The organizations we visited or 
contacted are listed in Appenclix G. 

Internal Controls 

InternaJ Controls Reviewerl. We reviewed internal controls related Lo the 
val idation of requirements for ASIC chips and the procedures used to document 
requirements for facilities manufacturing microeJectronics chips. Also, we 
assessed the implementation of NSA's internal management control program 
applicable to tbe operation of the SPL, and we assessed Wright Laboratory's 
internal management control program applicable to processing contract 
modifications. 

Adequacy of Internal Controls. The audit identified no material internal 
control weaknesses as defined by DoD Directive 5010.38, "Internal 
Management Control Pmgram,'' April 14, 1987, in either NSA's or Wright 
Laboratory's internal management control programs. However, Wright 
Laboratory personnel had not followed procedures for determining whether 
requirements that had been previously validated were still current. Details are 
in Finding B, Part II . 

Prior Audits and Other Reviews 

Two Inspector General, DoD, reports on issues related to microelectronic chip 
manufacturing have been issued. Report No. 94-195, "Pay Differentials at the 
NSA's Microelectronic Facilities," September 23, 1994, reported that NSA was 
making unnecessary payments for hazard and environmental pay differentials. 
The report recommended modifying procedures ?f1'I for authorizing pay differentials 
and terminating pay differentials to put li~1 to better use annually. The 
Director, National Security Agency, agree to the recommended act ions and 
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indicated that monetary benefits will be achieved. Report No. 95-008, 
"Microelectronic Manufacturing Science and Technology Program" 
October 12, 1994, reported that Wright Laboratory personnel did not effectively 
safeguard technology developed under the MMST program. The Air Force 
agreed to strengthen its procedures to control technology transfers. The 
executive summaries for those reports are in Appendixes Band C. 

Other Matters of Interest 

NSA (b)(3) 50 USC 3605 and 50 USC 3024(1) 

6 
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Finding A. Special Processing 
Laboratory Utilization 

The National Security Agency is not fu lly util izing its Special Processing 
Laboratory. Undetutilization occun-ed because NSA managers had not 
consjdered the SPL production of unclassified chi s as an alternativ to 
obtainin the chi s Erom commercial sources. • • • • ' 

ASIC Chip Requirements 

NSA (b)(3) 50 USC 3605 and 50 USC 3024(i) 

Special Processing Laboratory 

Construction of the Specia1 Processing Laboratory. The SPL provides NSA 
an in-house capability to produce classified AS!Cs for NSA and other members 
of the intelligence community. Construction of the SPL began in 1986 and was 
completed in 1990. The construction and installation of the manufacturing 
equipment cost about $125 million. In January 1991 , the SPL became fully 
operational and began to produce ASTCs. The Microelectronics Division of 
NSA's Technology and Systems Organization is responsible for the operation of 
the SPL. 

Manufacturing Capabilities. The ASIC production line is inside a 
20,000-square-foot, class 10 clean room, The National Semiconductor 
Corporation equips the SPL and provides manufacturing technology. The SPL 
manufactures ASICs on 6-inch silicon wafers using three National 
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Finding A. Special Processing Laboratory Utilization 

I I I • ' . 

• ' 
and testing. Appendix D provides 

. 
•llttJ..1.l!l!:13:,'J~;JI-NSA (b)(3) 50 USC 
p- 3605 

production m e 
• fabrication, assembly, 

details on the production process. 

. . . 

SPL Work Load 

Manufacturing Capacity 

Special Processing Laboratory Manufacturing Capacity. The SPL' s capacity 
for manufacturing ASIC chips is dependent on the maskrnaking, wafer 
fabrication, and assembly shops. The testing shop does not affect the SPL's 
manufacturing capacity. The wafer fabrication and the assembly shops arc the 
two main production areas of the SPL and are responsible for the ASIC chip 
manufacturing and packaging, respectively. 
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Finding A. Spedal Processing Laboratory Utilization 
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Finding A. Special Processing Laboratory Utilization 
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Finding A. Special Processing Laboratory Utilization 

NSA (b)(3) 50 USC 3605 and 50 USC 3024(1) 

1'2 
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Finding A. Special Processing Laboratory Utilization 

NSA (b)(3) 50 USC 36-05 and 50 USC 3024(i) 

4 A Class B chip is a microelectronics chip that must pass stringent stress and 
enviromnenta1 tests to meet a specified reliability stamlard for al l applications 
except outer space applications. 

13 
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Findi.ng A, Special Processing Laborato1·y Utilization 

NSA (b)(3) 50 USC 3605 and 50 USC 3024(i) 

Recon1D1endation, Management Comments, and Audit 
Response 

A. We recommend that the Director, National Security Agency/Chief, 
Central Security Service, detera.nine -whether the Special Processijffi 
L if' C n r duce unclassified microe ectronics chit·ffllffltr 

Management Comments. The National Security Agency stated that a 
compJete review of its acquisition policy was needed before a definitive pol icy 
on manufacturing unclassified microelectronics chips at the SPL could be 
enacted. The planned completion date for that review is May 25, 1995. See 
Part IV for the complete text of the comments. 

Audit Response. The pJanned review satisfies the intent of the 
recommendation. 

14 
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Finding B. Microelectronic 
Manufacturing Science and 
Technology Program 

The Air Force is planning an unneeded modification to the MMST 
contract although DoD organizations have not demonstrated a need for 
the MMST technology already developed. Planning for the modification 
continues because the program office did not verify whether the 
requirement was still valid. Consequently the Air Force could spend 
$7.4 million unnecessarily. 

Background 

Goals and Objectives. The Advanced Research Projects Agency and the 
Afr Force Manufacturing Technology Directorate, Wright Laboratory, 
established the MMST Program in 1988 to demonstrate concepts for 
cost-effective, flexible, low-volume manufacture of ASICs. The MMST 
Program focused on DoD's need for access to a low-volume, ASIC production 
facility. The Advanced Research Projects Agency characterized the MMST 
Program as a revolutionary concept for flexible semiconductor manufacturing. 
Successful completion of the MMST endeavor would provide DoD access to an 
affordable manufacturing teclmology and would provide U.S. microelectronic 
chip manufacturers a highly flexible, automated manufacturing capability. The 
Advanced Research Projects Agency and the Air Force projected that an MMST 
facility would cost about $30 million, once the MMST concept bad been 
demonstrated. The production cost for the MMST would be significantly below 
the $175 million cost of a traditional chip manufacturing facility. In 1988 
personnel at the MMST project management office at Wright Laboratory 
identified the Sacramento Air Logistics Center (ALC), McClellan Air Force 
Base, California; the Ogden ALC, Hill Air Force Base, Utah; and the NSA as 
DoD organizations that were considering the purchase of MMST facilities once 
the program was completed. 

Cost Sharing and Project Modification. Texas Instruments, Incorporated 
(Texas Instruments), agreed to absorb 32 percent of the development cost for 
the MMST Program. Wright Laboratory awarded a cost-share contract, valued 
at $112.6 million, to Texas Instruments in September 1988. In May 1991 , 
Wright Laboratory modified the contract requirements, reducing the value to 
$86 million. In May 1993, contract costs totaled $96.9 million when Wright 
Laboratory personnel modified the contract and increased the value by 
$10.9 million. Wright Laboratory's share of the increase was $7.4 million and 
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Finding B. Microelectronic Manufacturing Science and Technology Program 

Texas Instrument's share was $3.5 million. The modjfication added a Cluster 
Tool Process Enhancement task to the MMST contract. The Cluster Tool 
Process Enhancement task is to develop a dry cleanup process and a 
silicon-on-insulator process flow. The silicon-on-insulator process will facilitate 
the manufacture of complex radiation-hardened chips. W1ight Laboratory 
project managers did not determine whether the organizations identified in 1988 
were still interested in the MMST Program when the managers initiated the 
modification. 

MMST Accomplish1ne11ts 

The MMST Program has been recognized as a significant accomplishment in 
enhancing low-volume integrated circuit manufactudng capabilities. Personnel 
at the Consortium indicated that many American companies are using MMST 
concept in the development of rapid thermal processing applications. 
Consortium personnel believe that the MMST technology will be u ed 
extensively in chip manufactwing production facilities in the future. Further, 
the software developed for production planning, scheduling, matetial handling, 
and tracking developed as part of the MMST Program is being used by the 
Consortium in developing standards for industry-wide use. 

DoD Require1nent for MMST Facilities 

MMST Procurements. Although MMST technology is providing a technical 
base for use by microelectronics equipment manufacturers, none of the DoD 
organizations identified by the MMST program office in 1988 are planning to 
procure MMST facilities. See Appendix E for a discussion of DoD's 
microelectronics chip manufacturing capabilities. 

Sacramento-ALC Requirements. Sacramento-ALC requested funds to 
purchase an MMST facility in FY 1993. Sacramento-ALC applied for funds 
under the provisions of the Defense Production Act program (referred to as 
Title Ill). DoD' s Title III program office disapproved the funding request, 
because Sacramento-ALC could not demonstrate that it would be cost~effective 
to purchase an MMST facility. Sacramento-A LC personnel did not know how 
many chips they would produce in an MMST facility on a yearly basis or the 
annual operating costs of the facility. Further, the MMST program office had 
not identified the annual cost of operating an MMST facility. Saci-amento-ALC 
-procurements made during FY 1993 showed that about 200 ASIC chips had 
been procured at a cot of $250,000. MMST program office personnel 

16 
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Finding B. Microelectronic Manufacturing Science and Technology Program 

projected that a fully operational MMST facility could l)roduce 50,000 chips 
arurually. Consequently, Sacramento-ALC does not have sufficient 
requirements for an MMST chip manufacturing facility. 

Ogden-ALC Requirements. Ogden-ALC considered procuring an 
MMST facility to support its mission of repairing electronic components. 
Ogden-ALC personnel believed that it might be more cost-effective to design 
ASIC chi"ps to replace older components that were no longer available through 
supply sources. However, the personnel determined that a different type of 
chip, the Field Programmable Gate Array, provided a more cost-effective 
alternative. The average cost of a Field Programmable Gate Array is about 
$200. Ogden-ALC purchased about 2,000 Field Programmable Gate Arrays 
during FY 1993 at a cost of about $400,000. Since the projected cost of an 
MMST was about $30 million, Ogden-ALC personnel did not give further 
consideration to procuring an MMST facility. 

N ationa1 Security Agency Requirements. Personnel in N SA' s SPL 
stated that they bad attended conferences on the MMST Program during the 
early stage of its development. SPL personnel were interested in the MMST 
Program's goals and objectives. However, since NSA contracted with National 
Semiconductor Corporation to obtain manufucturing technology , SPL personnel 
did not further consider procuring an MMST facility. 

Other DoD Component Requirements. No other DoD Component had 
requirements for the MMST Program. Personnel at the Anny's Electronic and 
Power Sources Directorate, Army Research Laboratory, indicated that the Army 
had no requirement for the MMST technology or for an MMST faciJity. 
Personnel at the Navy's Electronics Science and Technology Division responded 
simiJarly regarding the Navy's requirements. 

MicroeJectronics Chip Requirements. DoD organizations were not 
purchasing ASICs directly from chip manufacturers. Based on our statistical 
sample, we estimated that fewer than 8 000 ASIC chi s were urchased durin 
FY 1993. • ' ., • ' ' • 
Other DoD orgaruzanons procure CLfCUlt oar s w1 e c 1ps attac e . e 
numbers and types of tbe cbips on the circuit boards were not usually known to 
the ordering organization. 

Radiation Hardened Chips 

No DoD organization demonstrated a requirement for a capability to produce 
small quantities of radiation hardened chips. Radiation hardened chips are 
generalJy used in missiles and satellites that will have to operate in space with 
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Finding B. Microe1edrooic Manufacturing Science and Technology Program 

exposure to high dosages of radiation. We discussed the requirement for 
radiation hardened chips with Army and Air Force personnel responsible for the 
missile and space programs. Their primary contractors provided the needed 
chips , The Army and Air Force had not experienced problems in obtaining 
sufficient quantities of repair parts. Also, the Department of Energy has the 
capability to produce limited quantities of radiation hardened chips at its Sandia 
Laboratory. The Sandia Laboratory has supp01ted several DoD programs, 
including the Trident Missile program and the Strategic Defense Initiative. 
Further, the Consortium initiated research into the production of 
silicon-on-insulator chips that could meet requirements for radiation hardened 
chips. Because the DoD organizations have expressed no need for the 
silicon-on-insulator process, the Cluster Tool Process Enhancement for the 
MMST contract is not needed. 

Modification Status as of October 30, 1994 

Although the MMST contract was modified in May 1993 to allow work on the 
Cluster Tool Process Enhancement modification, work had not commenced as 
of October 30, 1994. Wright Laboratory issued a stop work order in November 
1993. The stop work order was issued because Congress cut DoD 's 
Manufacturing Technology Program budget in FY 1994. Because of the 
congressional action, 23 of 45 manufacturing technology projects at Wright 
Laboratory were stopped. However, managers at Wright Laboratory plan to use 
$7.4 million of the laboratory 1s FY 1995 through FY 1998 budget to complete 
the MMST Program. 

Program Continuation 

Continuation of the MMST Program is not warranted. Although building an 
MMST facility is less costly than building a mass production facility, only NSA 
has demonstrated a requirement for the MMST program. Because NSA already 
has a facility that is underutilized, developing additional capabilities is 
unnecessary. Further. DoD's requirement for radiation hardened chips was 
sufficiently satisfied by its prime contractors. 
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Finding B. Microelectronic Manufacturing Science and Technology Program 

Recontmendation, Management Comments, and Audit 
Response 

B. We recommend that the Dit·ector, Wright Laboratory, te1minate the 
Cluster Tool Process Enhancement of the MMST contract. 

Air Force Comments. The Deputy Assistant Secretary of the Air Force 
(Management Policy and Program Integration) nonconcurred with the finding 
and recommendation. The Air Force stated that MMST technology is very 
much needed for both DoD and commercial applications. The MMST Program 
provides low-cost manufacturing techniques for low-volume production of 
specialty parts. Personnel at NSA are aware that MMST technology would be 
beneficial in their applications and may consider using at least some of it in 
future upgrades to their facility. Extensive planning for the follow~on program 
included discu sions of requirements with DoD organizations such as NSA, the 
Defense NucJear Agency, Sandia National Laboratory, and Phi!Iips Laboratory. 
Even though none of those organizations had plans to implement a full MMST­
type facility, they expressed great interest in the technology and wanted it to be 
diffused throughout the semiconductor industry so that the technology could be 
available to DoD. 

The Air Force indicated that the focus of the MMST Program was not to 
provide facilitie for DoD, but to demonstrate concepts for the low-co t 
flexible manufacture of ASICs in low volume. The Air Force indicated that 
DoD requirements for ASIC production facilities are irrelevant in determfaing 
the need for MMST technology. The benefits of the MMST Program and 
resulting technology can be realized by procuring integrated circuits from other 
facilities , either directly or through contractors, that utilize MMST technology 
in whole or in part. Furthermore, aspects of MMST technology can be 
incorporated into existing facilities without the purcba e of aa entire MMST 
factory . The MMST Program intends to demonstrate concepts for cost­
effective, flexible manufacturing throughout the semiconductor industry. 

Regarding the recommendation, the Air Force stated that many low-cost, 
flexible manufacturing techniques were unheard of before the MMST Program 
was implemented. Those manufacturing techniques are now commonly used by 
the semiconductor industry and are starting to be used in other device processing 
industries . The follow-on Cluster Tool Process Enhancement task is intended to 
extend those manufacturing techniques to inc]ude improved dry clean-up 
processes and flexible production of silicon-on-insuJator devices . 
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Finding B. Microelectronic Manufacturing Science and Technology Program 

All of those techniques are aimed at affordability in processing low-volume, 
specialty devices for DoD. The full text of the Air Force comments is in 
Part JV. 

Audit Response. We agree with the Air Force comments regarding the MMST 
Program's success in demonstratjng the feasibility of developing low-cost 
manufacturing techniques for ASICs. However, as indicated in the finding, we 
found no evidence to justify continua.tioh of the MMST Program. Despite the 
Air Force comments, our discussions with managers at the organizations 
referenced by the Air Force (NSA, the Defense Nuclear Agency, Sandia 
National Laboratory, and Phillips Laboratory) indicated that they bad little 
interest in continuation of the Program. None of the organizations we contacted 
had plans to integrate MMST applications into their operations. 

Further, we disagree that the MMST Program contribution to the U.S. 
semiconductor industry warrants its continuation. We identified no specific 
shortfall within DoD regarding the availability of ASICs from commercial 
sources. Accordingly, we believe that no further expenditw-es of Air Force 
funds to develop the MMST based on an intrinsic and somewhat nebulous 
contribution to the DoD and the U.S. semiconductor industry are warranted . If 
such an effort is needed, it would be more appropriately funded by the 
Advanced Research Projects Agency, which has the specific mission of 
developing the U. S. industriaJ base to include the semiconductor industry. We 
request that the Air Force reconsider its position in response to this final report. 
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Appendix A. Glossary 

Application Specific Integrated Circuit. Circuits designed for a specific purpose and 
usually produced in low volumes , 

Chip. A single square or rectangular piece of semiconductor material into which a 
specific electrical circuit has been fabricated. 

Clean Room. A room in which air quality is maintained and controlled by a filtering 
system that is sensitive to dirt particles in the air. A class l clean room has less than 
one , 5 micron dirt particle per cubic foot of air. A class 10 clean room has less than 
10 dirt particles of .5 micron or larger per cubic foot of ai-r. A class 100 clean room 
has less than 100 dirt particles of .5 micron or larger per cubic foot of air. 

Class B Chip. A microelectronics chip that must pass stringent stress and 
environmental tests to meet a specified reliability standard for all applications except 
outer space applications . 

Complementary Metal Oxide Semiconductor. The design and fabrication of devices 
by interconnecting both positive and negative metal oxide semiconductor transistors. 

Gallium Arsenide. A synthetic compound used especially as a semiconducting 
material . 

Gate Array. Digital logic on a single dfo matrix with transistors not connected or 
interacting; may be in multiple layers. 

Indium Phosphide , A malleable fusible 1 silvery, metallic element, that is used in 
making transistors. 

Integrated Circuit An electronic circuit made by fabricating components such as 
resistors , capacitors, and transistors on a single piece of semiconductor material, 
usually silicon. A semiconductor chip containing multiple elements that act together to 
form the complete device circuit. 

Mask. A flat, transparent glass plate that contains the image of circuit patterns to be 
placed on one layer of a wafer during the manufacture of an integrated circuit. 

Maskmaking, The process whereby each layer of a circuit design is photographically 
transposed onto a glass plate. 

Micron. One millionth of a meter. 

Scribed . To mark a line by etching or cutting with a pointed instrument. 
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Appendix A. Glossary 

Silicon on Sappliire. A metal oxide semiconductor technology in which silicon is 
grown where needed on a sapphire wafer. Each circuit is thus isolated by air or oxide 
from other circuits. 

Wafer. A thin di k of semiconducting material (usually silicon) on which many 
separate chip can be fabricated and then cut into individual integrated circuits. 
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Appendix B. Executive Summary of Audit Report 
No. 94-195 

POK OfflCt1\"'.L l'.1:!f! 6NLY 

Office of the Inspector General, DoD 

Report No. 94-195 September 23, 1994 
(Projecr No, JRC-0026.01) 

PAY DIFFERENTIALS AT Tlill NATIONAL SECURITY AGENCY'S 
MICROELECTRONIC FACILITffiS 

EXECUTIVE SlJIVfMARY 

Introduction. The National Security Agency (t11e Agency) ope.rates a rnicroclcclronic 
chip manufacturing facility, die Special Processing Laboratory. Also, Agency 
personnel assemble printed circuit boards in the Special Processing Laboratory 
build iog. The Agency performs research on microelectronic chip design and 
semiconductor processing at its Microelectronic Research Laboratory. Toxic chemicals 
and gases are used a, I.he Special Processing Laboratory and the Microelectronic 
Research Laboratory. The Agenst- authorized the payment of hazard and 
environmental pay differentials for them employees who work in both laboratories. 

Objective. Tbe audit objective was 10 evaluate the propriety of paying hazard and 
environmenti;l pay differentials to Agency pernGilllCI who work w1th or in close 
pro,iliniry to toxic chemicals or with the risk of chemical leakage or spi llage. 

Audit Results. The Agency did not place sut:t1c1co1 emphasis on engineering and 
administrative controls that had reduced hat.ardous and unsafe conditions to a negligible 
level in determining whether to authorize haz.ard and environmental pay differentials 
Consequently, the Agency is making unnecessary payments for hazard and 
environmental pay differentials for work in the Specfal Processing Laboratory and the 
Microelectronic Re3carch Laboratory 

Internal Controls. The audit did not identify material internal control weaknesses 
See Part [ of this report for the internal controls assessed. 

Potential Benefits of Audit. By tennina1ing uMeeded haz.ard and environmemal pay 
differentials, the Agency will be able to put lH!llil to better use annually and 
,r.·rutttqtt to better. use during the FY 199.5 t.hrougffi 2000 Furure Years Defense 

rogram see Appendix 8) . 

Summary of Recommendations. We recommended lha( the Agency modify its 
Personnel Management Manual to authoriz.c payments for hazard and environmental 
pay differentials for work only in those areas designated as potential health hazards by 
the Occupacional Safecy and Health Services Division and to cease paying hazard and 
environmental pay differentials for work perforrned in areas designated low-risk 

Ji-OR Oiof:llClAL l!lSls O~lbY 
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Appendix B. Executive Summary of Audit Report No. 94-195 

Management Comments. The Director, National Security Agenfilil: to the 
recommended actions and indicated Lhat the monetary bcnellts of • • • will be 
achieved. The response also included comments on the working on·'• 1 in the 
Special Proc::ssing Laboratory and on factors affecting managers· decisions on 
detennining whether pay diffcrcnt,iali should be authorized. A discussion of the 
DirccLOr' s response is in Part lI, and the complete texl of the comments is in Part lV. 

25 

DRAFT AUDIT REPORT FOR OFFICIAL USB ONls Y 



DRAFT AUDIT REPORT .fOlt: OFFICIAL □SE ONLY 

Appendix C. Executive Summary Audit Report 
No. 95-008 

lJNCLA STFIED 

Office of the [nspector General , DoD 

Repor t No. 95-008 Octolll!r 12, l994 
(l'rojccl Nn 3RC-0026 02) 

MICROIU,ECTRONlC MANllFACTUlllNG SClENC~ AND 
TECONOLOGY PROGRAM {U) 

EXECUTIVE SUMMARY (U) 

(U) lntroductioo, This report resulted from the audit of DoD's Microclectroaic Chip 
Manufacn1ring capabilities (Project No 3RC0026.00) Tb.is segment or the nud1t 
reviewed lhc controls over technology developed under Ilic Advaaccd Reacarch Projects 
Agency'~ Microclectronk Manufacturing Science and Technology (MMST) pcogram 
The objective or the MMST program was to demo11Su-nte concepts for tile flc~iblc, 
cos1-i:ffect1ve, low-volume m;inuJacturc of applicntion,spccific integr,11ed circuits The 
Advanced Research Projects Agency, the Alr fotce, and Te.us lnstrumcnts, 
lncorporated (Te,cM Insuuments) Cllpe11ded about $86.0 million on the MMST 
program. 

(U) Objective. The audit objective was to determine whether suffieieat policies, 
procedures, and internal controls have been established to safeguard technology 
developed under the MMST program , 

{U) Audit ltesults, Wright Laboratory, Wright-Pauerson Air Force Base, Department 
of the Air Force, did not effectively safeguard technology developed under the MMS'f 
program As a result, Texas Instruments inappropriately licensed MMST technology to 
a foreign company. 

(UJ lnternnl Controls, 11tc .iudit identified no material internal control weaknesses 
However, Wright Laboratory later modirietl the internal comrols cs111blished in the 
MMST contract clauses that safeguarded the tccnnology developed under the MMST 
prog(am Sec Part I of this report fo1 the internal comrols assessed. 

(U) Potential Benefits of Audit. Tbis report ldentifl.CS DO monetary bcncfiis 
Norunonctncy benefits include improved controls over the transfer or the MMST 
teel.uiology and compliance with applicable laws .ind regulations 

(U) Summary of Recommendations. We recommended that !be Ditl.'cto1, Wright 
Laboratory, notify Texas Instruments to obtain the appropriate liccn= required by the 
Intcrnational Traffic in Anns Regulation and the Eltpart Administration Regu'11tion 
before selling or licen iug MMST tccltoology to foreign govcnuncnts or compa,nies 
We also recommended 1.hat !be Director provide Texas Instruments a more dcfiniuve 
description of what constirutcs a suitable vendor for commerciaHzing MMST 
technology 

CU) Management Conunents. The Air Force did not provide comments 011 a draft of 
this report We. rcque.~t comments from (he Director, Wright Labor~to,y, by 
November 14, 1994 

UNCLASSIFIED 
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Appendix D. Special Processing Labo1·atory 
Operations 

The microelectronics chip manufacturing process at the SPL is performed in 
fou r major fonctional areas: mask.making. wafer fabrication, assembly , and 
testing. 

, NSA (b)(3) 50 USC 3605 

■ 
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Appendix D. Special Processing Laboratory Operations 

28 

FOR Ofi'FfCIAL USE ONLY 



FOR OFFICIAL USB ONL'"l 

Appendix E. DoD Microelectronics Chip 
Manufacturing Capabilities 

Department of the Army Capabilities 

Army Research Laboratory, Electronic Technology and Devices Directorate, Fort 
Monmouth, New Jersey. The Army Research Laboratory, Fort Monmouth, New 
Jersey, conducts research on electronic devices used within military systems. The 
Laboratory annually produces about 100 ASICs for a variety of research projects on 
gallium arsenide wafers in a class 10 cJean room environment. 

Army Research Laboratory, High Power Microwave Technology Directorate, 
Adelphi, Maryland. The Anny Research Laboratory, Adelphi, Maryland, formulates, 
develops, and manages a comprehensive technology research program and pe1forrns 
analysis experimentation and concept demonstration to support Army and DoD 
requirements. The laboratory conducts research in the radiation hardening of chips, but 
does not have ASIC chip manufacruring capabilities. 

Department of the Navy Capabilities 

Naval Research Laboratory, Electronics Science and Technology Division, 
Washington, D.C. The Naval Research Laboratory, Washington, D.C., conducts 
research and development in microelectronics for new Navy applications. The 
laboratory is capable of fabricating a limited number of 3 .5 micron prototype ASICs 
using gallium arsenide or a complementary metal oxide semiconductor on a silicon 
wafer. The Naval Research Laboratory bas a cJass 100 clean room. 

aval Command and Control Ocean Surveillance Center; Microelectronics 
Laboratory; Research, Development, Test, and Evaluation Division, San Diego, 
California. The Naval Command and Control Ocean Surveillance Center, San Diego, 
California, is the Navy 's principal facility for process research, design analysis, and 
field production of silicon integrated circuits for ntilitary applications. The Center is 
the onJy full-service silicon design, fabrication, test, and packaging facility among the 
Military Departments. The center is capable of producing approximately 1.500 wafers 
annually using an ultraLhinfiJm, silicon-on-sapphire technology and an indium 
phosphide materials and alloys technology. The Center does not manufacture ASICs. 

29 

FOR OFFICIAL U~ ONL¥ 



FOR OFFICIAL USE ONLY 

Appendix E. DoD Microelectronics Chip Manufacturing Capabilities 

Department of the Air Force Capabilities 

Sacramento Air Logistics Center, McClellen Air Force Base, Sacramento, 
California. The Sacramento ALC applies state-of-th~ art microelectronics technology 
to military systems to achieve improvements in perfom1ance, reliability, and 
maintainability . The center buys generic chip on 6-inch wafers and either fine tunes 
the chips or produces prototype circuit boards to satisfy customer requirements. The 
center specializes in modernizing obsolete pa1ts tha.t the Air Force is still using in 
operationa1 systems. The center does not have chip manufacturing capabilities. 

Ogden Air Logistics Center, Hill Air Force Base, Ogden Utah. The Ogden ALC 
has test and design capabilitie for field programmable gate a1Tays . The Center utilizes 
those capabilities to enhance the performance of existing Air Force systems. The 
center does not have chip manufacturing capabilities. 

Phillips Laboratory, Hanscom Air Force Base, Lincoln, Maine. Phillips 
Laboratory, Hanscom Air Force Base, performs research in radiation hardening 
technology for use in Air Force and DoD space environments . Phillips laboratory does 
not have chip manufacturing capabilities. 

Phillips Laboratory, Kirtland Air Force Base, Albuquerque, New Mexico. Phillips 
Laboratory, Kirtland Air Poree Base, conducts research and development on the latest 
technologies relating to high-aJtitude electronic systems, radiation hardened chips, and 
space qualified integrated circuits . The laboratory does not have chip manufacturing 
capabilities. 

Rome Laboratory, Hanscom Air Force Base, Lincoln, Maine. Rome Laboratory, 
Hanscom Air Force Base, conducts 1·esearch and development in the soJid-state 
sciences, reliability sciences, and electromagnetic areas. Rome Laboratory designs 
chips for use in current or future systems, but does nor have chip manufacturing 
capabilities. 

Wright Laboratory, Solid State Electronics Directorate, Wright-Patterson Air 
Force Base Dayton, Ohio. Wright Laboratory, Wright-Patterson Air Force Base, 
directs and conducts contractual and in-house research to develop a technology base for 
advanced solid-state electronics. Wright Laboratory has a class 100 cJean room and 
produces prototype chips us ing a .10-micron-level gallium arsenide process . 

Federally Funded Research and Development Center Capabilities 

Lincoln Laboratory, Massachusetts Institute of Technology, Hanscom Air Force 
Base, Lincoln, Maine. Lincoln Laboratory, Hanscom Air Force Base, deve1ops and 
delivers specialized microelectronics circuitry component· to Government agencies. 
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Lincoln Laboratory conducts research programs to advance the state-of-the-art in 
microelectronics devices and fabrication technology with special emphasis on dual use 
teclmology. The laboratory fabricates 1,000 chips annually on silicon and occasionally 
on thin .film gallimn arsenide. 
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Appendix F. Summary of Potential Benefits 
Resulting From Audit 

Recommendation 
Reference Description of Benefit 

Amount and/or 
Type of Benefit 

1. 

2. 

Economy and Efficiency. 
Implementation should result in 
greater utilization of the SPL. 

Economy and Efficiency. 
Implementation should avoid 
expenditw-es for continued 
development of the MMST 
program. 

Undeterminable . The 
value of commercial 
purchases of 
unclassified ASICs 
that could be 
manufactured at the 
SPL cannot be 
deLermined. 

$7.4 million (see Note 
below) in Research, 
Development, Test 
and Evaluation funds 
put to better use for 
FY 1995 through 
FY 1998, 

Note. Funds put to better use by fiscal year($ in millions). 

Type of 
Funds 

Program 
Element 1995 1996 1997 1998 Total 

RDT&E* 7081 lF $0 .9 $2.7 ·3.4 $.04 $7.4 

*Research, Deve1opment, Test, and Evaluation 
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Appendix G. Organizations Visited or Contacted 

Office of the Secretary of Defense 

Under Secretary of Defense for Acquisition and Technology, Washington, DC 
Director, Defense Research and Engineering , Washington, DC 
Assistant Secretary of Defense (Command, Control , Communications and Intelligence), 

Washington, DC 
Assistant Secretary of Defense (Economic Security) , Washington. DC 

Department of the Army 

Army Depot Systems Command, Tobyhanna Army Depot PA 
Sacramento Army Depot, Sacramento CA 

A1my Materiel Command, Alexandria, VA 
Army Research Laboratory, Adelphi, MD 
Electronics Technology and Devices Division, Fort Monmouth , NJ 

Army Missile Command, Redstone Arsenal, AL 
Army Strategic Defense Command, Huntsville, AL 
D\rectorate of Information Management, Army Communications-Electronics 

Command, Fort Monmouth, NJ 
Directorate of Wormation Management, 1st Infantry Division (Mechanized), Fort 

Riley, KS 
Instrumentation Development Directorate, White Sands Missile Range, NM 

Department of the Navy 

Office of Naval Research, Washington, DC 
Electronics Science and Technology Division, Naval Research Laboratory, 

Washington, DC 
Naval Command and Control Ocean Surveillance Center San Diego, CA 
Navy Public Works Center, San Diego, CA 
Naval Regional Contracting Center, Long Beach, CA 
Naval Supply Center, Puget Sound, WA 
Naval Surface Warfare Center, Crane, IN 
Naval Contracting Center San Diego, CA 
Aircraft Division, Naval Air Warfare Center, Indianapolis, IN 
Weapons Div.ision, Naval Air Warfare Center, China Lake, CA 
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Department of the Air Force 

Air Force Command, Control, Communications, and Computer Agency, Scott Air 
Force Base, IL 

Ogden Air Logistics Center, Hill Air Force Base, UT 
Sacramento Air Logistics Center, McCLeUan Air Force Base, CA 
Oklahoma City Air Logistics Center, Tinker Air Force Base, OK 
Warner-Robins Air Logistics Center, Robins Air Force Base, GA 
Space and Space Missile Systems Center, Los Angeles, CA 
Electronic Systems Center, Hanscom Air Force Base, MA 
Communications Systems Center, Tinker Air Poree Base, OK 
Phillips Laboratory, Hanscom Air Force Base, MA 
Phillips Laboratory, Kirtland Air Force Base, NM 
Rome Laboratory Hanscom Air Force Base, MA 
Wright Laboratory , Wright-Patterson Air Force Base, OH 
384th Comptroller Squadron (now 22nd Comptroller Squadron), McConnell Air Poree 

Base, KS 
544th Range Squadron, Nellis Air Force Base, NV 

Defense Agencies 

Advanced Research Projects Agency, Arlington, VA 
Central Imagery Office, Arlington, VA 
Defense Logistics Agency j Alexandria 1 VA 

Defense Electronics Supply Center, Dayton OH 
National Security Agency, Fort Meade, MD 
National Reconnaissance Office, Washington, DC 

Non-DoD Organizations 

Department of Energy , Sandia National Laboratories, Albuquerque, NM 

Non-Government Organizations 

Massachusetts Institute of Technology, Lincoln Laboratory , Hanscom Air Force Base, 
MA 

Semiconductor Manufacturing Technology Consortium, Incorporated, Austin, TX 
Texas Instruments , Incorporated , Dallas, TX 
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Office of the Secretary of Defense 

Under Secretary of Defense for Acquisition and Technology 
Under Secretary of Defense (Comptroller) 
Under Secretary of Defense (Comptroller), Deputy Comptroller (Program/Budget) 
Director, Defense Research and Engineering 
Assistant Secretary of Defense (Command, Control, Communications and Intelligence) 

Department of the Army 

AudHor General, Department of the Army 

Department of the Navy 

Auditor General, Department of the Nav 

Department of the Air Force 

Secretary of the Air Force 
Assistant Secretary of the Air Force (Financial Management and Comptroller) 
Deputy Assistant Secretary of the Air Force (Management Policy and Program 

Integration) 
Auditor General, Department of the Air Force 

Defense Organizations 

Director, Advanced Research Projects Agency 
Director Defense Contract Audit Agency 
Director, Defense Logistics Agency 
Director, National Security Agency 
Inspector General, Central Imagery Office 
Inspector General, National Secudty Agency 
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Non-Defense Federal Organizations 

Office of Management and Budget 
National Security and International Affairs Division, Technical Information Center 

General Accounting Office 

Chairman and Ranking Minority Member of Each of the FoHowing Congressional 
Committees and Subcommittees: 

Senate Committee on Appropriations 
Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Committee on Governmental Affairs 
Senate Select Committee on Intelligence 
House Committee on Appropriations 
House Subcommittee on Defense, Committee on Appropriations 
House Committee on Government Reform and Oversight 
House Subcommittee on National Security, International Affairs, and Criminal 

Justice, Committee on Government Reform and Oversight 
House Committee on National Security 
House Permanent Select Committee on Intelligence 
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. 

e DEPA RTM EN T OF THE A lR FORCE 
WASHINGTON OC 

E 5 JAN 1995 
Offiel; or 1 HE ASSIHANl SECRCTARV 

MEMORANDUM FOR ASS1ST ANT INSPECTOR GENERAL FOR A UDlTINO 
OFFICE OF THE !NSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

FROM: SAF/AQX 
1060 Air Force Pentagon 
WashingtonDC 20330-l060 

SUBJECT: DoD JG Draft Audit Repmt on Microclcctronks Chip Manufacturing, Nov 23, 1994 
(Project No. 3RC0026) 

This is in reply to your request for Air Force comments on I.he subject report. 

We have reviewed the subjccc draft report and do not concur in several of the findings, M 
detailed in !lie attached comments. ln addition, we do not concur in the reoommcodarion of 
Finding B concerning the Microelectronics Manufacturing Science and Technology (MMST) 
program. 

Our point of contact ii' l•@mi\1WI@ 

Attachment: 
Air Force.Comments-

. SAF/AQXM. osr-• :·at12:1:rn --1·@•f"i\1W@e 

BL/\JSE J . DURANTE 
Dep111y Assistant Socreiarv 
(Manzgemcr1 t Poll~!' & p. • 
/ls::rs,:mt Sf:Cret;w (Arnu'~r1am)/nlegralfon) 

, -~, rs110n 
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Air Force Comments 
on 

DoD IG Draft Audit Report 
Orf 

Microelectronics CWp Manufacturing 
Nov 23, 1994 

(Project No. 3RC-0026) 

l. Page il, Summary of Recommendations: "We recommend lhat the Director, National 
Security Agency, increase lhe utilization of the Special Processing Laboratory b~ manufacturing 
unclassified microelectronics chips at the Special Processing Laboratorylill\l:a.&ai.i,tmt,,■ 

USC 3024(1) ,, 

Air- Force comment: We do not advocate such a generalized recommendalion for ~II 
unclassified. microelectronics chips since it is often mucb more cost-effr,clive lO procure Lhem 
from a facility that is tailored to lhe volumes and technologies required. An advantage in 
economy of scale can often be realized from commercial sources since labor and overhead costs 
can be amortized across a larger number of orders. We note that the recommendation on page 14 
ts more reasonable: ''We recommend that the Director, National Security Agency ... determine 
whether the S ial Processing Labor:uo can roducc unclassified microelectronics chipslilJI 

• • • • • • • We nonconcur in the 
recommendation on page- ii, bul concur in rJ1e re.commendation on page 14. 

2. Page 2, Microelectronic Chip Manufacturing Facilities: " .. .facilities cost about $ l 75 
million to build ... " 

Air Force comment: The current costs of some state-of-the-art fabrication facilfties 
are approaching .$ l billion. 

, . Page 15, Finding B: "Microelectrqnfc Manufacruring Science Technology Program 
Completioo," 

Air J?orcc comment: The correct title of the referenced pro-gram is "Microelectronics 
Manufacturing Science lJnd Technology''. 

4. Page 15, Finding B: '1Tbe Air Poree is planning an unneeded modification lo the MMST 
contract, although DoD organizations have not demonstrated a need for the MMST technology 
al.ready developed." 

Air Force comment: We do not concur in th1s statement MMST technology is very 
much needed for both DoD and commercial applications. Oulstanding examples of this arc U1c 
tssues presented in Finding A of subject audiL, MMST provides low cosL rnanuf-acLUring 
techniques chat allow tailoring to required capacity and nexible processing for low volumes. 
These are tbe very problems cited in the audilrcport. Personnel at the National Security Agency 
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(NSA) are aware that MMST technology would be beneficial in their application, and may 
consider using at least some of it in future upgrades of their facility. 

5. Page 15, Finding B: " ... the program office did not verify whether the requirement was still 
valid." 

Air Force comment: We do nol concur in this statement. Extensive planning for the 
follow-on program included discussions of requirements with DoD organizations such as NSA, 
lhe Defense Nuclear Agency, Sandia National Laborutory, and Phillips Laboratory. Even though 
none of these organizations had plans to implement a full MMST-type facility, they expressed 
great interest in the technology and wanted it to be diffused throughout lhe semiconductor 
industry such that it could be available to DoD. Titis was concurrent with the objective of the 
program. 

6. Page IS, Goals and Objectives: "The MMST program focused on DoD's need for a low 
volwne, ASIC production facility." 

Air Force comment: W c do not concur in th.is statement. The focus of the program 
was to demonstrate concepts for low cost, Jlexible manufacture of Application Specific Integrated 
Circuits (ASICs) In low volume. The objective was not to provide facilities for DoD. 

7. Page 151 Cost Sharing and Pl'Oject Modification: ''Texas Instruments ... agreed lo absorb 
32 percent of the MMST program's development cost." 

Air Force comment: We concur in this statement end a~d that Texas Instruments w~ 
very Willing to cost share the program so that they could maintain many of the data rights. 

8. Page 15, Cost Sharing and Project Modification: "Tn May 1991, Wright Laboratory 
modified the conttact requirements and reduced the value to $86 million," 

Air Force comment: We concur in this statement and add the following infonnation. 
This downscope was a bilateral agreement H was based on the fact that budgets were limited. 
The downscoped contract emphasized the demonstration of concepts and removed req uiremen 
to build a facility. 

9. Page 16J Cost Sharing and Projccr Modification: "The Wright L:iboratory project 
managers did not detennine whether the organizations identified in 1988 were still interested in 
the MMST program when the managers initiated the modification." 

Air Force comment: We do not concur in this statement The project managers did 
determine that there was still great interest in MMST before initiating the follow-on program. 
See paragraph 5 above. 
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10. l'age 16, MMST Accomplishments: "The MMST program bas been recognized as a 
significant accomplishment in enhancing the design and engineering of small volume integrated 
circuit ma01,1Cacturing capabilities." 

Air FQrce comment~ This statement reads more accurately by deleting the words "the 
design and engineering of'. 

11. Pages 16-171 DoD Requirement for MMST Facilities, a ll paragrap~. 

Air Force comment~ We maintain that facility requirementS in DoD arc irrelevant in 
determining the need for MMST technology. The benefits of this program and resulting 
technology can be realized by procuring integrated circuits from other facilities, either directly or 
through contractors, which utilize MMST technology in whole or part. Furthermore, aspects of 
MMST technology can be incorporated into existing facilities without purchasing an entire 
MMST factory. The program intends to demonstrate concepts forcosl-effcctive, flexible 
manufacturing and migrate them throughout the industry, not provide facilities for DoD. 

12. Page 16, MMST Procureme11ts: u Although MMST technology is providing a technical 
base for use by microelectronics equipment manufacturers, none of the DoD organizations 
identified by theMMSTprogram office in 1988 are p1annfog to procurcMMST facilities.'' 

Air Force comment: Procurement of facilities by these organizations was not the 
empbasis ofMMST and js irrelevant in determining the need for MMST technology. 

13. Page 16, Sacramento-ALC Requirements: " ... the MMST program office had not 
identified the annual cost of operating an MMST facili1y,'' and page 17, same paragraph, ", .. a fu]ly 
operational MMST facility could produce50,000 chips annually." 

Air Force comment: We concur in these statements but add the following 
information. The operating cost and production level of an MMST facility are highly dependent 
on a number of factors, including existing infrastructure. chip complexity, and configuration of tlie 
facility. Facilities using MMST lcchnology are modular and can be tailored to required 
production levels. 

14. Page 17, Ogden-ALC Requirements: " ... personnel determined that a different type of 
chlp, the Field Programmable Gate Array, provided a more cost-effective alternative." 

Air Force comment: We neither concur nor nonconcur in this statement but question 
how long this gate array technology w111 meet requirements that are ever-increasing in complexl1y. 

15. Page 17, National Security Agency Requirements: " ... since the SPL is following the lead 
of the National Semiconductor Corporation in ob(aining manufacturing technology, SPL 
personnel did not further consider procuring an MMST facility ." 
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Air Force comment: We neither concur nor nonconcar in this statemenl but offer the 
following information. National Semiconductor Corporation bas attended most. if not all, MMST 
Industry Rc;views and has been interested in incorporating MMST concepts into their facilities. 
Also, personnel from the Microelectronics Research Laboratory (MRL) at NSA al!endcd MMST 
reviews, as well as meetings for the follow-on program, and continue to have au inter:cst in th.is 
technology. 

-
16. Page 17, Other DoD Component Requirements: "No other DoD Component had 
re(tuirements for the MMST program.'' 

Air Force commenl.: We do not concur in this statement because we do not 
understand how this conclusion is reached. Any organization that buys low volume devices, 
directly or indirectly, can potentially benefit from MMST technology, whether or not they 
purchase a facility. IfDoD components wisb to reduce costs for electronic systems, then it does 
not make sense that they have no requirements for MMST technology. 

17. Page 17, Microelecl.tonics Chip Requirements: "DoD organizations were not purchasing 
ASfCs directly from chip manufacturers" and "DoD organizations were procuring circu1t boards 
with the chips attached.'' 

Air Force comment: We concur in these statements and add the following, Because 
devices are typically bought by DoD through contractors, it is important that MMST technology 
be diffused throug~out the industry to enhance manufacturing flexibility and lower the fOSt of low 
volume, specialty parts. This emphasizes the fact that technology transfer and commercialization 
ace very important in the MMST program--more important than providing facilities for DoD 
organizations. 

18. Page 18, Radiation Hardened Chips: "No DoD organization demonstrated a requirement 
for a capability to produce small quantities of radiation hardened chips.'' 

Air Force comment: We neither concur nor nonconcur in this statement but 
emphasize that some of these organizations do need small quantities of radiation b.ard chips, 
whether or not they need the "capability to produce" them. 

19. Page 18, Radiation Hardened Chips: 'Their primary contractors were providing them U1e 
needed chips." 

Air Force comment: We concur in this statement and add the following. For this 
reason, MMST technology must be developed and transferred. The cost savings from flexible 
production of small quantities of radiation hard chips by contractors can be passed on to DoD 
organi:iarions. 

20. Page 18, Radiation Hardened Chips: '' .. . the Department of Energy has the capability to 
produce limited quan~ities of radiation hardened chips at its Sandia Laboratory." 
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Alr Force comment: We concur in this statement and add that the Sandia Laboratory 
can potentially improve its current operation by increasing flexibility, reducing cycle times, and 
reducing capital costs with MMST technology. 

21. Page 18, Radiation Hardened Chips: " ... the Consortium [SEMA TECH] had initiated 
research into the production of silicon-on-insulator chips that could meet requirements for 
radiation hardened chips." 

Air Force comment: We neither concur nor nonconcur in this statement but add that 
SEMATECH's primary focus has typically been high volume manufacturing. Also, much 
technology already exists for processing silicon-on-insulator devices; MMST is demonstrating 
how to process them in low volumes more efficiently, Le., at lower cost. 

22. Page 18, Radiation Hardened Chips: "Consequently, t11ere is no requirement lo continue 
the silicon-on-insulator process flow continuation to the MMST program." 

Air Force comment: We do not concur in this statement. The facts stated in the 
above comments serve to significantly weaken the argument that supports this conclusion. 

23. Page 181 Modification Status as of October 30, 1994: "That action [stop work order] 
took place before Texas Inslruments initiated work on the modification." 

Air Force comment: This s1.atement is incorrect because Texas Instruments had 
accomplished work in the dry clean-up area before the stop work order was issued. 

24. Page 18, Program Continuation: "Continuation of the :MMST program is not warranted." 

Air Force comment: We do not concur in this latement for the reasons stated in tl1e 
above comments related lo Finding B. 

25. Page 18, Program Continuation: " ... other than NSA, no DoD organization has 
demonstrated a requirement foe the MMST program." 

Air Force comment: We do not concur in this statement. Any organization that has a 
need for small quantities of specialty devices can benefit from MMST technology, and all DoD 
organizations have a requirement for reduced costs. 

26. Page 18, Program Continuation: "Since NSA already has a facility that is underutilized, 
the development of additional capabilities is unneeded." 

Air Force comment: We do not concur in this statement. NSA could cost-cffcclively 
tailor the capacity of their facili ty using MMST technology. If additional capabilities will improve 
production and reduce costs, then their development is most certain I y needed. MMST technology 
is intended to do just thal. 
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27. Page 19, Program Continuation: " ... DoD's requi.roment fot radiation hardened chips is 
being sufficiently satisfied by its pJ"irne contractors." 

' -
Air Force comment: We neilher concur nor nonconcut in this statement but add that 

cost savings can be realized by DoD through prime contractors by diffusing MMST tcchnology 
throughout industry. 

28. Page 19, Recommendation f!'or Corrective Action: ''We recommend that the Director, 
Wright Labon1tory, terminate the Cluster Tool Process Enhancement of the MMST contract." 

Air Force comment: We do not concur in th.is recommendation. The findings in this 
report are not strong enougu to support the reconunendcd termination. There are many good 
reasons for continuing this program, many of which have been stated in the above comments. 
Also, there are no findings that specifically pe11ain to the dry clean-up processes, which constilute 
nearly the same amount of effort {25%) as silicon-on-insulator processing (28%) in the Cluster 
Tool Process Enhancement task. 

We do not concur in the recommendation to tcnninatc. the MM.ST follow-on aJld 
request that tttis recommendation be reconsidered by the DoD IG. MMST has demonstrated low 
cost, flex.ible manufacturing techniques such as single-wafer processing, modular (cluster tool) 
equipment, in situ sensors, real time process control, and an object oriented, distributed computer 
integrated manufacturing system. Many of these techniques, which were unheard-of prior to the 
MMST program, are now in common use by the semiconductor industry and are migrating to 
other device processing industries, sucl;J as focal plane array and flat panel display manufacturing. 
The follow-on Cluster Too! Process Enhancement task is intended to extend these techniques to 
include improved dry clean-up processes and flexible production of silicon--on-insulator devices 
All of these techniques are aimed at affordability in processing low volume specialty devices for 
DoD. 
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NATIONAL SECU RITY AGENCY 
FORT GEORGE G. ME..,oe, MARYLAND 207S5-6000 

Serial! COMl?-003-95 
24 January 1995 

MEMORANDUM FOR THE DIRECTOR, READINESS AND OPERATIONAL SUPPORT 
DIRECTORATE, DOD OIG 

SUBJECT: Draft Audit Report on Microelectronics Chip Manufacturing (Project No. 
3RC-0026) - INFORMATION MEMORANDUM 

1. The subject audit report, dated 23 November 1994, has been reviewed, and the following 
information is provided. 

NSA (b)(3) 50 USC 3605 and 50 USC 3024(1) 

b. Before NSA can concur or nonconcur with the recommendation for Finding A , a 
review will be conducted of pertinent Agency acquisition policy. A positi_on will be available by 
25 May 1995. 

2. Please contact 
, if you have any questions or nee 

NSA (b)(6) 

j ~TEPHEN TURETr 
VCOMJYTROLLER 
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Audit Team Members 

This report was prepared by the Readioess and Operational Support Directorate, 
Office of the Assistant Inspector General for Auditing, Department of Defense. 
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