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COMMANDANT INSTRUCTION 5402.5
Subj: DATA AND ANALYTICS TECHNICAL AUTHORITY

Ref: (a) Coast Guard Organizational Manual, COMDTINST M5400.7 (series)

(b) CCG memo 5402 of 02 Nov 2022, Establishment of Data and Analytics Technical
Domain

(c) Foundations of Evidence-Based Policymaking Act of 2018, Pub. L. No. 115-435

(d) CCG memo 5420 of 21 June 2022, Command Directives: 100-Day Action Plan

(e) James M. Inhofe National Defense Authorization Act for Fiscal Year 2023, Pub. L.
117-263, § 11226-11227

(f) VCG memo 7000 of 11 Apr 2023, Re-Designation of Coast Guard Chief Data
Officer (CDO) as The Chief Data and Artificial Intelligence Officer (CDAO)

(g) Phase I Implementation of the Foundations for Evidence-Based Policymaking Act of
2018: Learning Agendas, Personnel, and Planning Guidance, OMB Memo M-19-23

(h) Commandant; general powers, 14 U.S.C. § 504(a)(26)

(1) Executive Order 13960 of December 3, 2020, Promoting the Use of Trustworthy
Artificial Intelligence in the Federal Government

(j) Verification, Validation and Accreditation (VV&A) of Models and Simulations
(M&S), COMDTINST 5200.40 (series)

(k) National Institute of Standards and Technology Artificial Intelligence Risk
Management Framework 1.0, NIST AI 100-1

1. PURPOSE. This Instruction builds upon Technical Authority as described in Reference
(a), establishes Data and Analytics Technical Authority (DATA) for the United States
Coast Guard (USCG) per Reference (b), and prescribes actions for data governance, data
management, and data analytics, including artificial intelligence (Al). This policy and
accompanying appendices direct those making decisions on behalf of the designated
DATA to be qualified, empowered, and entrusted to support data domains and operational
commands by providing data and analytics expertise and guidance.

2. ACTION. All Coast Guard unit Commanders, Commanding Officers, Officers-in-Charge,
Deputy/Assistant Commandants, and chief of headquarter directorates must comply with
the policies contained.

3. AUTHORIZED RELEASE. Internet release is authorized.
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4. DIRECTIVES AFFECTED. DCMS-DMR and DCO-D memo 5500 of 08 Dec 2020, Data
Governance Board Charter; DCMS-DMR and DCO-D memo 5420 of 29 Mar 2021, Data
Governance Committee Charter; DCMS-DMR memo 2620 of 28 May 2021, Data
Governance Roles and Responsibilities; and DCMS-DMR and DCO-D memo 5401 of 24
Aug 2022, USCG Federated Data Governance are superseded.

5. BACKGROUND. The Foundations for Evidence-Based Policymaking Act of 2018,
Reference (c), was signed into law in 2019. The Act requires Federal agencies to evaluate
its activities to improve data management and requires each agency to develop and
maintain a comprehensive data inventory and designate a Chief Data Officer (CDO). In
August 2020, the Data Readiness Task Force (DRTF), the predecessor to the Office of
Data and Analytics (CG-ODA), was chartered to shape the future of USCG data
management and leverage the full potential of data as a strategic asset. During the DRTF’s
tenure, the USCG established governance functions such as the Data and Al Governance
Board (DAGB) and Data and Al Governance Committee (DAGC) and issued the first
USCG Data Strategy. With the stand-up of CG-ODA in 2022, the Commandant issued
directives, References (b) and (d), to establish a data and analytics technical domain under
the technical authority of the CDO for data governance, data management, and data
analytics, including Al. Subsequently, the James M. Inhofe National Defense
Authorization Act for Fiscal Year 2023, Reference (e), required that the Coast Guard
designate a senior official to coordinate data and artificial intelligence activities; the CDO
was assigned that responsibility and re-designated as the Chief Data and Artificial
Intelligence Officer (CDAO), Reference (f). This Instruction codifies the scope of data and
analytics technical authority and establishes the framework for implementation of data and
analytics procedures, processes, and standards.

6. DISCLAIMER. This guidance is not a substitute for applicable legal requirements, nor is
it itself a rule. It is intended to provide administrative guidance for Coast Guard personnel
and is not intended nor does it impose legally-binding requirements on any party outside
the USCG.

7. MAJOR CHANGES. None.

8. SCOPE AND AUTHORITIES. References (a) through (k) provide the basis for establishing
and defining the technical authority of the position of the Chief Data and Artificial
Intelligence Officer (CDAO) within the USCG, and by extension denotes the Office of Data
and Analytics the responsible office for executing those authorities and responsibilities.

a. Reference (b) established Data and Analytics as a distinct technical domain within the
USCG and established the CDAO as the technical authority for data and analytics. The
CDAO and Commandant (CG-ODA) were designated as responsible for fulfilling USCG
requirements for, and assisting the Department of Homeland Security (DHS) with,
complying with all aspects of Title II of Reference (c), as instructed by the Office of
Management and Budget (OMB), References (d) and (g). The CDAO and CG-ODA
were also tasked to establish a strategic plan for implementing Al activity within the
Coast Guard as directed by the James M. Inhofe National Defense Authorization Act for
Fiscal Year 2023, Reference (e). The creation of the CDAO and CG-ODA fulfills the
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USCG’s obligation to comply with these new statutory requirements and the
responsibilities of the office can be found in Appendix A.

b. Reference (h) authorized the Commandant to develop data workflows and processes to
leverage mission-relevant data in order to enhance operational effectiveness and
efficiency. As the responsible authority for data governance, data management, data
analytics, and Al in the USCG, the CDAO is delegated by the Commandant, Reference
(f), to execute these responsibilities.

c. The responsible authority for the Paperwork Reduction Act (PRA) remains with the
Chief Information Officer (CIO) for program administration.

ENVIRONMENTAL ASPECT AND IMPACT CONSIDERATIONS. The Office of
Environmental Management, Commandant (CG-47) reviewed this Commandant Instruction
and the general policies contained within, and determined that this policy falls under the
DHS categorical exclusion A3. This Commandant Instruction will not result in any
substantial change to existing environmental conditions or violation of any applicable
federal, state, or local laws relating to the protection of the environment. It is the
responsibility of the action proponent to evaluate all future specific actions resulting from
this policy for compliance with the National Environmental Policy Act (NEPA), other
applicable environmental requirements, and the U.S. Coast Guard Environmental Planning
Policy, COMDTINST 5090.1 (series).

DISTRIBUTION. Electronic distribution in the Directives System Library. Intranet/Pixel
Dashboard: Directives Pubs, and Forms - PowerApps (appsplatform.us). If Internet
released: Commandant Instructions (uscg.mil), Coast Guard Forms (uscg.mil).

RECORDS MANAGEMENT CONSIDERATIONS. Records created as a result of this
Instruction, regardless of format or media, must be managed in accordance with Records &
Information Management Program Roles and Responsibilities, COMDTINST 5212.12
(series) and the records retention schedule located on the Records Resource Center Microsoft
SharePoint site at: https://uscg.sharepoint-mil.us/sites/cg61/SitePages/CG-611-RIM.aspx.

DEFINITIONS.

a. Reference (a) states that “Technical Authority is about governance of a specific
enterprise business line responsibility.” Examples include the Chief Financial Officer
(CFO) technical authority over budget, finance, and internal controls; the Head of
Contracting Activity (HCA) technical authority over contracting; or FORCECOM
technical authority over training. This Instruction applies the term to establish the CDAO
technical authority over data governance, data management, and data analytics, including
Al in accordance with Reference (a). This is not however an implementation of
Engineering Technical Authority (ETA), COMDTINST 5402.4, which is specific to
DCMS directorates.

b. Data and Analytics Technical Authority (DATA) is the assignment of authority,
responsibility, and accountability to establish or assert data and analytics standards,
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processes, and best practices; monitor use; and certify conformance with statute, policy,
and requirements, to the CDAO. This technical authority applies throughout the
enterprise.

Definitions for terms in this Instruction are sourced from the USCG Data Lexicon':

13. POLICY GUIDELINES. Data is at the forward edge of a rapidly changing frontier. To be

an accelerant that will fuel the USCG’s decision advantage, the following shall be
implemented throughout the USCG:

a.

Classify USCG data as an enterprise strategic asset with corresponding investments in
the people, processes, and tools to support the governance, management, and analytical
use of data.

Adopt and implement Open Public Electronic Necessary (OPEN) Government Act data
requirements under the guidance of the CDAO in accordance with Appendix A.

Organize data into data domains in accordance with Appendix B. Designate data owners
who are accountable and responsible for data within their domains. These domains shall
provide analytics-ready data for enterprise use.

Assign data roles and responsibilities in accordance with Appendix D, to implement
accountability and responsibility for the governance, stewardship, and use of data, and
develop the skills, competencies, and training to foster data literacy within the workforce.

Establish Domain Data Teams in accordance with Appendix E to execute modern
enterprise data management at scale through federated data governance and stewardship,
providing domain data as a product for enterprise use.

Establish Operational Analytics Teams in accordance with Appendix F to generate
insight and automation opportunities from enterprise data assets to enable data-informed
decision-making across business units and operational commands.

14. OVERSIGHT. The Data and Al Governance Board (DAGB) and Data and Al Governance
Committee (DAGC) are the governing bodies for Coast Guard data and analytics and have
oversight of data analytics governance. Data analytics governance is the organization and
implementation of policies, procedures, structure, roles, and responsibilities which outline
and enforce rules of engagement, decision rights, and accountabilities for the effective
management of data assets and their use for analytics, including Al. Data analytics
governance is separate from and provides oversight for data management and is essential to
seize the opportunities provided by big data and artificial intelligence.

a.

The Data and Al Governance Board (DAGB) ensures a unified, enterprise approach to
data analytics governance and exercises authority, control, and decision making
(planning, monitoring, and enforcement) over USCG data assets. This includes

' The full USCG Data Lexicon can be found at - https://uscg.sharepoint-
mil.us/sites/ODA/SitePages/Datalexicon.aspx
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approving and overseeing execution of necessary policies and implementing courses of
action to mature the USCG data analytics ecosystem. DAGB membership is composed of
all USCG data owners and designated senior leaders. Specific roles, responsibilities, and
membership of the DAGB are in Appendix C.

b. The Data and Al Governance Committee (DAGC) works with the CDAO and CG-ODA
to plan, implement, and sustain data analytics governance for the Coast Guard, and
develop and provide courses of action to support data analytics governance to the DAGB
for decision and execution. The DAGC is composed of all USCG executive data
stewards and designated O-6/GS-15 level representatives within their respective data
domains. Specific roles, responsibilities, and membership of the DAGC are in Appendix

C.

15. FORMS. None.

16. SECTION 508. This policy is created to adhere to accessibility guidelines and standards as
promulgated by the U.S. Access Board with consideration of Information and
Communications Technology (ICT) requirements. If accessibility modifications are needed
for this artifact, please communicate with the Section 508 Program Management Office
(PMO) at Section.508@uscg.mil. Concerns or complaints for non-compliance of policy
and/or artifacts may be directed to the Section 508 PMO, the Civil Rights Directorate
(https://www.uscg.mil/Resources/Civil-Rights/) for the Coast Guard, or to the U.S.
Department of Homeland Security at accessibility@hq.dhs.gov.

17. REQUEST FOR CHANGES. Units and individuals may formally recommend changes

through the chain of command using the Coast Guard Memorandum. Comments and
suggestions from users of this Instruction are welcomed. All such correspondence may be
emailed to Commandant (CG-ODA) at: (SMB-COMDT-ODA @uscg.mil).

Appendix A.
Appendix B.
Appendix C.
Appendix D.
Appendix E.

Appendix F.

/PAUL F. THOMAS, VADM/
Deputy Commandant for Mission Support
(DCMS)

/PETER W. GAUTIER, VADM/
Deputy Commandant for Operations (DCO)

CDAO Responsibilities

Data Domains

Data and Al Governance Bodies

Data and Analytics Technical Authority Roles and Responsibilities
Domain Data Teams

Operational Analytics Teams (reserved for future development)


https://uscg.sharepoint-mil.us/:li:/s/ODA/E5JqRxo5IU5GmINsYcrOYGABDwHoeRRb0kmFtonsty3Kog?e=ki9RPT
https://uscg.sharepoint-mil.us/:li:/s/ODA/E5JqRxo5IU5GmINsYcrOYGABDwHoeRRb0kmFtonsty3Kog?e=ki9RPT
https://uscg.sharepoint-mil.us/:li:/s/ODA/EzsGOSixpBtJi--BnOiLs6MB_1mIst_AsB1kJnVmuxoQXQ?e=7FWdfV
https://uscg.sharepoint-mil.us/:li:/s/ODA/EzsGOSixpBtJi--BnOiLs6MB_1mIst_AsB1kJnVmuxoQXQ?e=7FWdfV
mailto:Section.508@uscg.mil
https://www.uscg.mil/Resources/Civil-Rights/
https://www.uscg.mil/Resources/Civil-Rights/
mailto:accessibility@hq.dhs.gov
mailto:SMB-COMDT-ODA@uscg.mil

1.

Appendix A. to COMDTINST 5402.5

Appendix A. CDAO Responsibilities

In alignment with Reference (g), the CDAO is responsible for enterprise lifecycle data
management for the entire agency. The CDAO must also facilitate and drive OPEN
Government data requirements and support the DHS open data plan required by Reference
(g), once established. The execution of these responsibilities requires the following:

a. Enterprise Lifecycle Data Management:

(1)

)

3)

4

)

(6)

(7

(8)

©)

Establish, communicate, and enforce a comprehensive lifecycle data management
strategy that promotes evidence-based mission delivery and modern mission support
across the enterprise and through program offices.

Lead establishment and coordination of data standards, policies, and best practices
across the enterprise to collect, generate, store, and share data. Create and institute a
systematic and continuous enterprise-wide assessment process to evaluate enterprise
data management.

Oversee metadata management, data management, business glossary development,
and development of other enterprise-wide artifacts that enable effective use of data.

Develop, implement, and educate staff on quantitative and qualitative data quality
measures and support monitoring and reporting efforts.

Develop and institute a process to evaluate and improve data assets’ timeliness,
completeness, consistency, accuracy, usefulness, and availability.

Establish a mechanism of governing and managing data assets using repeatable
processes and standardized frameworks.

Promote data literacy and establish a robust and diverse team of data practitioners to
produce a culture of data sharing and repurposing, including data scientists, data
stewards, data engineers, and data analysts.

Assess, strategize, and define approaches to decreasing the cost of collecting,
managing, and sharing data while increasing the data’s value to the agency.

Collaborate with the Senior Information Security Officer (SISO) and the USCG
Privacy Officer to ensure consistent care, security and privacy of data according to
federal law, regulations and policies.

(10) Collaborate with the CIO, CGCYBER, and the Chief Technology Officer (CTO) to

provide input and recommendations on licensing and data architecture for data-
related systems, and tools.

(11) Collaborate with CG-6 program offices to ensure USCG compliance with DHS

enterprise data management (EDM) policies and enterprise data standards. Improve
integration of USCG’s EDM environment and program offices to support robust,
increasingly self-service, data sharing and reporting capabilities.

(12) Coordinate with CG-6, Command, Control, Communications, Computers, Cyber,

Intelligence Service Center (C5ISC), and CGCYBER to review, manage, and
improve Coast Guard’s enterprise data infrastructure, and address any issues related
to data accessibility, compliance, or integrity.

A-1
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(13) Coordinate with the Statistical Official, Performance Improvement Officer, and
Evaluation Officer in CG-8 on the intersection between operational data assets and
all other data activities. Support USCG’s learning agenda by coordinating data
access and management activities that support evidence building, including
evaluation, performance reporting, and analyzing regulations.

(14) Participate in interagency activities, such as the DHS Chief Data Officer Council,
and federal legal entity identification standardization/interchange efforts.

(15) Assist CSISC, in coordination with CG CYBER, in developing and deploying self-
service data tools, including advanced analytics tools, and corresponding
certification and training to support using those tools.

(16) Implement policies, protocols, and guidance regarding related statutory
requirements.

(17) Mediate disagreements among elements that fall within the scope of the technical
authority.

b. USCG support of the DHS Open Data Plan (ODP), once established:

(1) Create and maintain a comprehensive data asset catalog for all data assets that
USCQG creates, maintains, or collects that is both beneficial for USCG enterprise data
access and DHS data inventorying.

(2) Promote and encourage adherence to ODP standards and machine-readable formats,
in line with activities happening across federal agencies and according to the OPEN
Government Data Act.

(3) Encourage USCG employees, the public, and contractors to use existing public data
assets within and outside of USCG and encourage collaborative approaches to
improve data use.

(4) Identify and implement methods for collecting and analyzing digital information on
data asset usage by users within and outside the USCG, including designating a point
of contact within the USCG to help the public and respond to issues.

(5) Coordinate with DHS CDO to publish open government data assets as machine-
readable and not encumbered by access or consumption restrictions.

(6) Establish relationships with external contacts in Coast Guard-related industries,
academia, other branches of government, and the general public to promote
appropriate and authorized use of Coast Guard’s data and data services. Give the
public the opportunity to request and prioritize specific data assets for disclosure.

2. The CDAO is the responsible official under Reference (i) for the development of data
literacy, data culture, and advancement of analytic and Al capabilities in the USCG. Such
responsibilities include:

a. Workforce Development

(1) Guide the establishment and management of data governance, data management and
data analytics, including Al, skills, competencies, and training to foster data literacy
within the workforce.
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2)

)
4
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Manage the officer specialties and post-graduate education programs for data
analytics professionals (e.g., Operations Research/Data Analytics).

Foster communities of interest for data, analytics, and Al professionals.

Work with Officer Personnel Management and Enlisted Personnel Management to
forecast data governance, data management and data analytics, including Al,
workforce needs.

Analytics and Al strategic implementation

(1

)

)

4

)

(6)

(7

®)

©)

In coordination with embedded federated teams, conduct enterprise-level strategic
analysis to develop insights in support of decision-making.

Assist data domains and analytics teams to research, assess, and promote
technologies, tools, approaches, and methodologies to unlock the value of enterprise
data through access, analytics, and visualization.

Establish priorities for data ingestion to support business needs.

Develop, implement, and maintain policy and instructions regarding best practices in
data governance, data management and data analytics, including Al.

Ensure models and algorithms are reviewed as prescribed by the Verification,
Validation, and Accreditation (VV&A) process, Reference (j).

Develop appropriate procedures, processes, and systems to drive Al adoption that
adhere to the Principles for Use of Al in Government, as directed by Executive
Order, Reference (i) and the National Institute of Standards and Technology’s
Artificial Intelligence Risk Management Framework 1.0, Reference (k).

Create a strategic plan for Al adoption and coordinate data and Al activities relating
to identifying, demonstrating, and where appropriate, transitioning to operational use
of Al when such technologies enhance mission capability or performance while
adhering to, and not eroding, privacy.

Coordinate the cataloging, storage, and maintenance of Al algorithms and other
necessary attributes.

Collaborate with DHS on making public its inventory of unclassified, non-sensitive
Al use cases as required by Reference (1).

(10) Seek and recommend improvements to the data fabric to further unlock Al

technologies and capabilities necessary for analytical end users.
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Appendix B. Data Domains
Data Domains are high-level categories of institutional data for the purpose of assigning

accountability and responsibility.

B-1



Appendix B. to COMDTINST 5402.5

Data Domain

Description

Personnel Readiness

Data related to the recruiting, development, support, and
retention of the Coast Guard workforce.

Intelligence

Data related to intelligence activities to provide timely,
objective, relevant, and actionable maritime intelligence to
drive operations, enable mission support, and inform
decision making for Coast Guard and Homeland Security
missions, and to meet National Security requirements.

Logistics

Data related to Engineering and Logistic support for Coast
Guard missions. This includes logistics and engineering
services. Specific support includes design, construction,
maintenance, supply chain management, outfitting and

alteration of vessels, aircraft, aids to navigation, shore
establishments, machinery, and utilities.

Finance

Data related to obtaining, allocating, and ensuring
accountability of financial resources.

Operations

Data related to the execution of the USCG's 11 statutory
missions codified in the Homeland Security Act of 2002:
Ports, Waterways, and Coastal Security; Drug Interdiction;
Migrant Interdiction; Defense Readiness; Law Enforcement;
Marine Safety; Search and Rescue (SAR); Aids to
Navigation; Living Marine Resources; Marine
Environmental Protection; and Ice Operations.

CYBER

Data related to conducting operations and delivering effects
in and through cyberspace to defend Coast Guard
cyberspace, enable Coast Guard operations, and protect
Maritime Transportation Systems.

C41T

Data related to delivering technology solutions to support
mission execution and informing strategic investment and
resourcing decisions.

Legal

Data related to providing legal advice and counsel within the
legal practice areas, including but not limited to, Criminal
Law/Military Justice, Operations, Litigation, International

Activities, Civil Advocacy, Maritime and International Law,

Information and Intelligence Law, Procurement Law,
General Law, Regulations & Administrative Law,
Legislation and Legal Assistance.
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Data related to investing in major and non-major acquisition
programs that purchase and modernize the service’s ships,

Acquisition boats, aircraft, and command, control, communication,
computers, intelligence, surveillance and reconnaissance
(C4ISR) systems.
Data related to identifying and providing capabilities,
Capabilities competencies, capacity and developing standards for the

staffing, training, equipping, sustaining, maintaining and
employing USCG forces to meet mission requirements.

Future Domain(s)

Identified as necessary.

Appendix B, Table 1 — Data Domain Descriptions
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Appendix C. Data and Al Governance Bodies

Domain Data Owners are Flag/SES senior leaders who direct and are accountable for data
readiness. Data owners approve data governance within their commands, offices, or
directorates; define and monitor metrics; and oversee implementation of the USCG Data
Strategy.

The Data and Al Governance Board (DAGB) exercises authority, control, and executive
direction (planning, monitoring, enforcement) for Coast Guard data assets and their use for
analytics, including Al This includes approving and overseeing execution of necessary
policies and implementing courses of action to mature the Coast Guard data analytics
ecosystem. The DAGB membership is composed of all Coast Guard data owners and
designated senior leaders. DAGB roles and responsibilities include:

a. Chair or Co-Chairs:

(1)
2)
€)
4

)

Establish and maintain the rules of operation for the DAGB.
Set the agenda for meetings and voting.
Authorize the establishment of working groups, as required.

Serve as a focal point for coordinating challenges and issues that require review and
resolution.

Reduce barriers that inhibit mature data management and data quality across Coast
Guard.

b. Members:

(1)
2
)

(4)
)
(6)

(7

Serve as enterprise decision makers in addition to program representatives.
Respond to tasks and activities as directed by the DAGB Chairs.

Champion recommendations from their organizations on new or continuing data
initiatives.

Communicate activities and decisions of the DAGB to their organizations.

Provide subject matter experts to DAGB established working groups.

Identify concerns about data quality and management, and the responsible and
ethical use of data and Al

Develop, adjudicate, and deliver guidance, policies, and standards, related to data
management, data analytics, and Al

c. CDAO: Bring high-level data governance issues (that require executive level
intervention) to the DAGB.

d. Advisors (Ad-hoc members):

(D
)

Serve as the subject matter experts in working groups.

Communicate ideas, insights, and impacts supporting the decision-making process.
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3. The Data and Al Governance Committee (DAGC) works with the CDAO and CG-ODA to
plan, implement, and sustain data analytics governance for the CG, and develop and provide
courses of action to support data analytics governance to the DAGB for decision and
execution. The DAGC is composed of O-6/GS-15 level representatives of their respective
data domains whose roles and responsibilities include:

a. Chair:
(1) Establish and maintain the rules of operation for the DAGC.

(2) Set agenda for meetings.

(3) Coordinate activities of the DAGC and associated working groups.
b. Members:

(1) Serve as chairs of ad hoc working groups as directed by the DAGB.

(2) Identify resources within their organizations to become ad hoc working group
participants in support of DAGB objectives.

(3) Develop recommendations and courses of action from their organizations on data
initiatives.

(4) Identify concerns about data management from within their organizations for
consideration by the DAGC and DAGB.

(5) Responds to tasks and activities as directed by the DAGB.
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DAGB Membership (FLAG/SES)

DAGC Membership (O6/GS-15)

DCMS-DMR (Co-Chair)

CDAO (Chair)

DCO-D (Co-Chair)

LANTAREA Representative

CDAO (Chief Advisor) PACAREA Representative
DCMS-DPR CG-094 Representative
DCAA CG-1 Representative
DCPA CG-2 Representative
CG-094 CG-4 Representative
CG-1 CG-5P Representative
CG-2 CG-5R Representative
CG-4 CG-6 Representative
CG-5P CG-7 Representative
CG-5R CG-8 Representative
CG-6 CG-9 Representative
CG-7 FORCECOM Representative
CG-8 LOGCOM Representative
CG-9 CGIS Representative
FORCECOM CGCYBER Representative
LOGCOM CG-R Representative
CGIS
CGCYBER
CG-R

Appendix C, Table 1 — Data and Al Governance Bodies Membership
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4. As data, analytics, and Al capabilities mature within the Coast Guard, additional governance
bodies may be chartered to ensure oversight of more specialized data, analytics, and Al
functions.
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Appendix D. Data and Analytics Technical Authority
Roles and Responsibilities

1. This Appendix defines specific responsibilities for the different roles in the Data and
Analytics Technical Authority structure. Figure 1 depicts the relationships within the DATA
structure.

Exacutive
Direction Data and Al Governance Board

Chief Data &
Technlcal Arif

Authority Intell!rgeru:e
Officer

Chief, ata Strategy Data
Functional : Integration
Areas hii Chief

Data Domains &

Majer Operational Domain Data Teams
Commands

Operational Analytics
Teams

Stewards

Data
Supeawmrs Office Chiefs COs/0ICs
Staff Offices &
Field Units
Analysts & Users
Oparators

Appendix D, Figure 1. DATA Structure

2. Data Analytics Tech Authority resides with the Coast Guard Chief Data and Artificial
Intelligence Officer (CDAO). The CDAO must:

a.

Ensure DATA provides data and analytics expertise and guidance to business units and
operational commands.

Bring high level data governance issues and communicate ideas, insights, and impacts
supporting data decision making process to the data domain owners through the Data
Governance Board.

Designate Chief, Functional Areas (CFA) within CG-ODA.

Manage data assets, including the standardization of data format, sharing of data assets,
and publication of data assets in accordance with applicable law, regulations, and
policies.
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h.
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Ensure that, to the extent practicable, data conforms with data management best
practices.

Maintain a record of all processes, standards, and process guides.
Partner with other agency CDOs/CDAOs to ensure effective alignment.
Additional functions as required by statute.

3. Chiefs, Functional Areas must maintain the necessary expertise within their respective
functional area to ensure the integrity of DATA.

a. Within their functional areas CFAs must:

(1) Provide leadership and be responsible and accountable for their specific functional
area and associated decisions within their functional area.

(2) Ensure that data domains establish DATA policy, standards, requirements, processes
in accordance with higher policy. This includes any standards maintained by external
organizations on behalf of the Coast Guard.

(3) Establish and publish guidance via standard operating procedures and process
guides.

(4) Resolve disagreements within their specific functional area that data stewards cannot
resolve.

(5) Recommend to the CDAO any necessary deletions, additions, or modifications to
their respective functional area.

4. Data Stewards determine user access levels and ensure data security; enforce governance of
data management areas; and oversee and enforce execution of data policy and processes.
Executive Data Stewards, Business Data Stewards, and Technical Data Stewards are types of
Data Stewards.

a.

d.

Executive Data Stewards are data domain GS-15/06 level leadership who serve on the
Data Governance Committee. They enforce and are responsible for data stewardship
within their domain. Executive Data Stewards advise, inform and support Domain Data
Owners.

Business Data Stewards are mission or business professionals, recognized as subject
matter experts, responsible for oversight of the data governance activities in the data
domain, including administering the data quality, reference data and master data, and
metadata management program, maintenance of the USCG Data Catalog, and
coordination of the data analytics governance process which ensures the responsible,
ethical use of data.

Technical Data Stewards are IT professionals embedded and operating within the data
domain. Responsible for oversight of data technology activities in the data domain,
including but not limited to data integration, data security, data storage and accessibility,
data architecture, and data modeling.

Data Stewards will:
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Establish or adopt and maintain DATA policy, standards, requirements, processes, in
accordance with higher authority policy. This includes any standards maintained by
external organizations on behalf of the Coast Guard.

Provide data and analytics expertise and guidance regarding their data domain to
stakeholders (e.g., program offices, field units, operational partners, acquisition
program managers, project managers, product line managers, logistics centers and
service centers).

Inform both the domain chain of command and the CFAs, through the domain data
team, of significant data and analytics issues.

Provide leadership and be accountable for all data and analytics decision making
within their domain.

Interface with other data stewards to ensure consistency in selection, interpretation,
and implementation of requirements and policies.

Create and maintain partnerships with external organizations that will increase the
depth of knowledge for domain data and analytics.

Identifying resources needed to properly execute, steward, and sustain DATA.

Capture and implement lessons learned and best practices.

5. Data Supervisors are leaders at all levels who execute and are responsible for supervising
data use. Data supervisors carry out activities in compliance with data policies; assign users
to appropriate access levels; and may participate in the planning, entry, and care of data. Data
supervisors are COs/OICs and area, district, and directorate designees. Data supervision may
be delegated to appropriate personnel by functional role within the unit level hierarchy.

6. Data Operators are analysts, unit level users, and the rest of the workforce and are
responsible for complying with data standards and policies for collection, entry, viewing,
analysis, reporting, and other appropriate uses of data.
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Appendix E. Domain Data Teams

Domain Data Teams primary responsibility is to provide accurate, timely, and complete
domain data as a product to support insights and decision-making at all levels of the Coast
Guard.

Domain Data Teams consist of subject matter experts (SMEs) who work directly with the
data in their domain area under their respective technical authorities.

Domain Data Teams will designate membership roles based on the specific needs of each
domain.
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Domain Data Team Description Technical
Role P Authority

Mission or business professionals who have CG-ODA
oversight of the data domain and are responsible for
delivering domain data as a product to the
enterprise. Works closely with the department heads
or office chiefs within the domain; ensures that the
work of the data team is executed in accordance
with the technical standards administered under the
technical authority of the CDAO, and the respective
technical authorities of the embedded personnel;
serves as the data domain representative to the Data
Governance Committee, which coordinates with the
CDADO to align domain data analytics initiatives
with Coast Guard strategic priorities.

Executive Data
Steward*

Mission or business professionals, recognized as CG-ODA
subject matter experts, responsible for their subset of
domain data including administering the Data
Quality, Reference and Master Data, and Metadata
Management programs, maintenance of the Data

Business Data Catalog, and coordination of the Data Analytics
Steward(s)* Governance process which ensures the responsible,
ethical use of data. More complex data domains with
multiple Business Data Stewards should designate a
Lead Business Data Steward responsible for
oversight of all data governance activities within the
data domain.

IT professionals embedded and operating within the
data domain. Responsible for oversight of data
technology activities in the data domain, including
Data Integration, Data Security, Data Storage and
Accessibility, Data Architecture, Data Modeling,

Technical Data and Data Governance. Coordinates collaboration
: : . . CG-ODA
Steward(s)* between information system owners and information
system security owners within the domain,
accreditation and authorization specialists at
CGCYBER, product line staff and contractors at
CSISC, and the equivalent roles and teams at other
agencies owning systems that host Coast Guard data.
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Data professionals who work in a variety of settings
to curate domain data and build systems that collect,

manage, and convert raw data into usable
Data Engineer(s)** information for data scientists and analysts to

CG-ODA
generate insights. Responsible for the storage,
management, and transformation of data during all
stages of the data lifecycle.
CSISC Cloud & IT professionals embedded from the C5ISC Cloud &
Data Branch Data Infrastructure Branch to provide C5ISC with
Integrator=* data and analytics requirements that support specific CG-6
(To be established missions of the data teams. Bridges the data team
FY24) objectives with IT capabilities.
e Data professionals with advanced knowledge of
Artificial .
. programming tools and software to develop and
Intelligence

(ATyMachine deploy AI/ML and act as advisors to mitigating risks CG-ODA
Learning (ML) Data associated with the development and deployment of
Scieftis t(s)** AI/ML models and capabilities. Responsible for the

programming and development of AI/ML models.

Data professionals who create analytics products and
provide decision support specific to the domain

S including key performance indicators (KPIs). i
Data Analysts Coordinate with analysts and SMEs across the CG-ODA
domain(s) to de-conflict and collaborate on analytic
development.
Robotics Process

Data professionals who identify areas to implement
Automation (RPA) process automation to streamline domain business
Specialist(s) ***

CG-ODA
processes leveraging data assets.

Privacy professionals embedded from USCG Office
of Privacy Management (CG-6P) responsible for

assessing the use of data for compliance with the
Privacy Act, the E-Government Act, and other

Privacy Analyst relevant laws, regulations, policies and current CG-6

(CG-6P) *** privacy compliance documentation; assist program

offices with developing/updating required privacy

documentation; and coordinates domain data
activities with USCG Office of Privacy Management
(CG-6P).
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Requirements manager professionals embedded
from the Office of C5I Capabilities responsible for
assessing the use of data for compliance with

*hk

acquisitions and assisting in contracting
documentation; coordinates domain data activities
with the Acquisition domain as needed.

Requirements operational requirements to ensure new and in- CG-7

Specialist (CG-7)*** service capabilities satisfy mission essential and

support tasks; coordinates domain data activities

with the C5I operational requirements generation

and management domain as needed.
Procurement professionals embedded from the
Procurement Acquisition domain responsible for assessing the use

Specialist (CG-9) of data for compliance with major and non-major CG-9

Other Embedded
SMEs as Required

Appendix E, Table 1 — Data Teams Description

* Required to provide Data as a Product to the Enterprise
** Additional personnel required to optimize mission/line of business use of Domain Data

*#%* Optional for some data domains
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Appendix F. Operational Analytics Teams

(Reserved for future development)
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