Report No. DODIG-2024-043

il
~\Ji

INSPECTOR GENERAL

U.S. Department of Defense

JANUARY 10, 2024

(U) Evaluation of the DoD’s
Enhanced End-Use Monitoring of
Defense Articles Provided to Ukraine

Controlled by: Evaluations
Category: OPRSEC
1 LDC: FEDECON
POC: Deputy Inspector General for Evaluations, _




CUI



(U) Results in Brief

(U) Evaluation of the DoD’s Enhanced End-Use Monitoring of
Defense Articles Provided to Ukraine

January 10, 2024
(U) Objective

(U) This evaluation is part of an ongoing
series of reviews by the DoD Office of
Inspector General (OIG) to determine the
extent to which the DoD conducted enhanced
end-use monitoring (EEUM) of designated
defense articles to Ukraine in accordance
with DoD policy.

(U) Background

(CUI) The purpose of the DoD’s EEUM
program is to safeguard designated
defense articles that require additional
layers of verification and protections.

As of June 2, 2023, the U.S. Government
and partner nations provided Ukraine

with - EEUM-designated defense
articles, worth an estimated $1.699 billion.
The Defense Security Cooperation

Agency’s (DSCA) Security Assistance
Management Manual (SAMM) identifies the
requirements for EEUM-designated defense
articles, including serial number inventories.

(U) Finding

(U) While the DoD has improved execution of
EEUM since the full-scale invasion began in
February 2022, the DoD did not fully comply
with the EEUM program requirements

for defense article accountability in a

hostile environment. Office of Defense
Cooperation-Ukraine (ODC-Ukraine)
personnel have not been able to conduct
initial inventories on all EEUM-designated
defense articles within 90 days of arrival.
Although ODC-Ukraine and Ukrainian
Armed Forces personnel conducted some
required inventories, as of June 2, 2023,
serial number inventories for more than

Visit us at www.dodig.mil

(U) Finding (cont’d)

(U) $1.005 billion of the total $1.699 billion (59 percent of the
total value) of EEUM-designated defense articles remained
delinquent. Additionally, the DoD did not maintain an accurate
inventory of Ukrainian EEUM-designated defense articles

in the Security Cooperation Information Portal-End-Use
Monitoring (SCIP-EUM) database. This occurred for multiple
reasons, including the limited number of ODC-Ukraine personnel
at logistics hubs in a partner nation and in Ukraine, the absence
of procedures for conducting EEUM in a hostile environment
until December 2022, the movement restrictions for EEUM
personnel within Ukraine, and a lack of internal controls for
validating data in the SCIP-EUM database.

(U) Since the December 2022 update to the SAMM, the DoD’s
and the Ukrainian Armed Forces’ revised inventory processes
contributed to an improved delinquency rate, reducing the
overall delinquency rate of EEUM-designated defense articles by
27 percentage points from February 10, 2023, to June 2, 2023,
but significant personnel limitations and accountability
challenges remain. Until the DoD resolves these challenges,

it will be unable to fully comply with the EEUM program
requirements to account for all of the more than $1.699 billion
in EEUM-designated defense articles provided to Ukraine.

(U) It was beyond the scope of our evaluation to determine
whether there has been diversion of such assistance. The
DoD O0IG now has personnel stationed in Ukraine, and the
DoD OIG’s Defense Criminal Investigative Service continues
to investigate allegations of criminal conduct with regard to
U.S. security assistance to Ukraine.

(U) Recommendations
(U) We recommend that DoD officials:

¢ (U) improve inventory procedures for EEUM-designated
defense articles, as well as the completeness and timeliness
of loss reporting within the SCIP-EUM database;

¢ (U) coordinate with the Department of State to improve
visibility of third-party transfers of EEUM-designated
defense articles prior to transfer;
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(U) Evaluation of the DoD’s Enhanced End-Use Monitoring of
Defense Articles Provided to Ukraine

(U) Recommendations (cont’d)

¢ (U) establish and implement procedures sufficient
to meet the requirement for serialized delivery
records in advance of transferring EEUM articles to
a hostile environment;

¢ (U) improve the accuracy and completeness of the
SCIP-EUM database by including the serialized
inventories; and

¢ (U) develop internal controls and update the
SAMM to improve the accuracy and timeliness
of the inventory entries within the SCIP-EUM
database, including the addition of procedures and
authorities for the use of scanner data and further
clarification of the inventory requirements in a
hostile environment.

(U) Management Comments

and Our Response
ccun) [
.

(U) DSCA, Army, and Air Force officials agreed with
the recommendation to establish and implement
procedures to provide timely and accurate reporting
before shipping EEUM-designated defense articles
into a hostile environment. Stakeholders agreed
that this recommendation can be implemented by
September 2024. We consider this recommendation
resolved but open.

ii | DODIG-2024-043 (Project No. D2023-DEVOPC-0073.000)

(U) The Acting Under Secretary of Defense for Policy
partially agreed with the recommendation to work
with the Department of State to improve the existing
process for informing the DoD of third-party transfers.
We consider this recommendation resolved but open.

(U) DSCA, Army, and Air Force officials agreed with the
recommendation to develop and implement a system to
update the SCIP-EUM database with the serial numbers
of all EEUM-designated defense articles provided to
Ukraine. Stakeholders agreed that this recommendation
can be implemented by September 2025. We consider
this recommendation resolved but open.

(U) The DSCA Assistant Director for International
Operations partially agreed with the recommendation
to develop and implement a system of internal controls
to maintain the accuracy of the SCIP-EUM database.

We disagree with the Assistant Director’s response;
therefore, we consider this recommendation unresolved
and request additional comments within 30 days

that address ways to improve the accuracy of the
SCIP-EUM database.

(U) The DSCA Assistant Director for International
Operations disagreed with the recommendation to
revise the SAMM and assign responsibility for updating
the SCIP-EUM database with barcode scanner data to
the DSCA SCIP-EUM Help Desk personnel. We revised
this recommendation to more clearly reflect the
shared responsibilities in maintaining the accuracy
of the SCIP-EUM database, and we consider this
recommendation unresolved. We request additional
comments within 30 days that address the shared
responsibility for updating the SCIP-EUM database
with EEUM data.
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(U) Evaluation of the DoD’s Enhanced End-Use Monitoring of
Defense Articles Provided to Ukraine

(U) Comments (cont’d)

(U) The DSCA Assistant Director for International
Operations disagreed with the recommendation

to revise the SCIP-EUM database so that all initial
inventories conducted in a hostile environment establish
an annual requirement for re-inventory. We revised the
recommendation to more clearly reflect the required
corrective action, and we consider this recommendation
unresolved. We request additional comments within

30 days that address the actions the DSCA will

take to correct the next inventory due dates for all
EEUM-designated defense articles provided to Ukraine.

(U) Please see the Recommendations table on the next
page for the status of recommendations.
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(U) Recommendations Table

(V) Recommendations | Recommendations | Recommendations
Management Unresolved Resolved Closed

Under Secretary of Defense for Policy 3

Deputy Assistant Secretary of the Army

(Defense Exports and Cooperation) 2,4

Deputy Under Secretary of the Air Force 24

(International Affairs) !

Director, Pefense Security 5.a,5.b, 5.c 4

Cooperation Agency

Chief, Office of Defense Cooperation—Ukraine 1l.a,1.b

)
(U) Please provide Management Comments by February 9, 2024.
(U) Note: The following categories are used to describe agency management’s comments to individual recommendations.

¢ (U) Unresolved — Management has not agreed to implement the recommendation or has not proposed actions
that will address the recommendation.

¢ (U) Resolved — Management agreed to implement the recommendation or has proposed actions that will address
the underlying finding that generated the recommendation.

¢ (U) Closed — The DoD OIG verified that the agreed-upon corrective actions were implemented.
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OFFICE OF INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

January 10, 2024

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR POLICY
DIRECTOR, DEFENSE SECURITY COOPERATION AGENCY
CHIEF, OFFICE OF DEFENSE COOPERATION-UKRAINE
AUDITOR GENERAL, DEPARTMENT OF THE ARMY
AUDITOR GENERAL, DEPARTMENT OF THE NAVY
AUDITOR GENERAL, DEPARTMENT OF THE AIR FORCE

SUBJECT: (U) Evaluation of the DoD’s Enhanced End-Use Monitoring of Defense Articles
Provided to Ukraine (Report No. DODIG-2024-043)

(U) This final report provides the results of the DoD Office of Inspector General’s evaluation.
We previously provided copies of the draft report and requested written comments on

the recommendations. We considered management’s comments on the draft report when
preparing the final report. These comments are included in the report.

(U) This report contains both resolved and unresolved recommendations. The Chief of the
Office of Defense Cooperation-Ukraine agreed with and implemented Recommendations 1.a
and 1.b. We consider these recommendations resolved and closed.

(U) The Director of Staff, responding for the Deputy Under Secretary of the Air Force

for International Affairs, and the Senior Advisor for Defense Exports, responding for the
Deputy Assistant Secretary of the Army (Defense Exports and Coordination), agreed with
Recommendations 2 and 4. The Assistant Director for International Operations, responding
for the Director of the Defense Security Cooperation Agency (DSCA), also agreed with
Recommendation 4. We consider these recommendations resolved but open.

(U) The Acting Under Secretary of Defense for Policy partially agreed with Recommendation 3
and proposed actions that meet the intent of the recommendation. Therefore, we consider the
recommendation resolved but open.

(U) The Assistant Director for International Operations, responding for the DSCA Director,
partially agreed with Recommendation 5.a and disagreed with Recommendations 5.b and 5.c.
These recommendations are unresolved; however, we revised Recommendations 5.b and 5.c
and request that the DSCA Director reconsider his position based on these revisions.

(U) We will track these recommendations until management agrees to take actions that
we determine to be sufficient to meet the intent of the recommendations and management
officials submit adequate documentation showing that all agreed-upon actions are completed.
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(U) DoD Instruction 7650.03 requires that recommendations be resolved promptly. Therefore,
we request that the DSCA Director provide a response within 30 days addressing specific
actions in process, or alternative corrective actions proposed, concerning the unresolved
recommendations. We request that the Acting Under Secretary of Defense for Policy, the
Deputy Under Secretary of the Air Force for International Affairs, the Deputy Assistant
Secretary of the Army (Defense Exports and Coordination), and the DSCA Director respond
within 90 days addressing specific actions in process or completed on the recommendations
that are resolved but open. Send your response to

I ¢ clossified SECRET.

(U) If you have any questions or would like to meet to discuss this evaluation, please contact

_ We appreciate the cooperation and assistance

received during the evaluation.

FOR THE INSPECTOR GENERAL:

Michael J. Roark
Deputy Inspector General for Evaluations

CC:

AMBASSADOR, UNITED STATES EMBASSY UKRAINE
COMMANDER, UNITED STATES EUROPEAN COMMAND
INSPECTOR GENERAL, DEPARTMENT OF STATE OFFICE OF INSPECTOR GENERAL
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&H Introduction

(U) Introduction
(U) Objective

(U) The objective of this evaluation was to determine the extent to which the DoD
conducted enhanced end-use monitoring (EEUM) of designated defense articles
provided to Ukraine in accordance with DoD policy.

(U) Background

(U) The Arms Export Control Act authorizes the President to establish an end-use
monitoring (EUM) program to improve accountability of defense articles and
defense services sold, leased, or exported by the U.S. Government (USG) to a
partner nation.! The DoD uses the Golden Sentry program to monitor the end
use of U.S. defense articles exported to partner nations through routine EUM
and EEUM. The Arms Export Control Act requires, to the extent practicable, that
the President have an official program that provides for EUM. This program’s
purpose is to hold partner nations accountable for the proper use, storage,

and physical security of U.S.-origin defense articles and services transferred

to their respective nations through DoD government-to-government programs.
The DoD transferred EEUM-designated defense articles to Ukraine through the
Foreign Military Sales (FMS) program, the Ukraine Security Assistance Initiative,
Presidential Drawdown Authority (PDA), and other USG security cooperation and
assistance programs.

(U) Different from routine EUM, EEUM-designated defense articles require
additional layers of verification and protections for specified items. This includes
items: (1) that incorporate sensitive technology, (2) that are particularly
vulnerable to diversion or other misuse, or (3) whose diversion or other misuse
could have significant consequences, as identified by DoD policy or the Military
Department (MILDEP) interagency release process. EEUM requirements are
codified in the Defense Security Cooperation Agency’s (DSCA) Security Assistance
Management Manual (SAMM) and in written agreements between the USG and the
partner nation. The requirements include physical security assessments of the
partner nation’s storage facilities and inventories of all EEUM-designated defense
articles by serial number.? Figure 1 displays the current list of defense articles
subject to EEUM.

1 (U) In accordance with Section 40A of The Arms Export Control Act, Public Law 90-629, as amended through
Public Law 117 263, enacted December 23, 2022.

2 (U) DoD Office of Inspector General personnel did not assess the physical security of Ukraine’s storage facilities due to
the current security situation in Ukraine.
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(U) Figure 1. EEUM-Designated Defense Articles

)

EEUM-Designated Defense Articles

*Advanced Medium-Range Air-to-Air
Missiles (AMRAAM)

Air-Intercept Missiles-9X

Advanced Threat Infrared
Countermeasures System

Communication Security (COMSEC) Equipment

Harpoon Block Il Missiles

*Javelin Missiles and Command Launch
Units (CLUs)

Joint Air-to-Surface Standoff Missile (JASSM)

Joint Standoff Weapons (JSOW)

Large Aircraft Infrared
Countermeasures (LAIRCM)

*Lethal Miniature Aerial Missile
System (LMAMS)

*Night Vision Devices (NVDs)
(man-portable devices only)

Small-Diameter Bomb, Increment Two

Standard Missiles-3
Standard Missiles-6

Standoff Land Attack Missiles
Expanded Response

*Stinger Missiles and gripstocks

Terminal High Altitude Area Defense

Tomahawk Missiles

Unmanned Aircraft Systems (UAS) designated

as Category |

Description
AMRAAM or other specified AMRAAM defense articles

AIM-9X Missiles, Guidance Units, Captive Air Training
Missiles, and Special Air Training Missiles

Advanced Threat Infrared Countermeasures System

COMSEC items are managed and controlled by the
National Security Agency

Harpoon Block Il Missile and/or other specified
Harpoon Block Il Missile defense articles

Javelin Missiles and CLUs only

JASSM or other specified JASSM enhanced
defense articles

JSOW or other specified JSOW defense articles, such as
Captive Flight Vehicles and Missile Simulator Units

LAIRCM components as specified in the Letters of
Offer and Acceptance (LOA) note

LMAMS Switchblade

NVDs

Embedded COMSEC items are managed by the National
Security Agency

Standard Missiles-3

Standard Missiles-6

Standoff Land Attack Missiles Expanded Response or
other specified associated defense articles

Stinger Missiles designated for EEUM may be included
in various vehicle platforms

Terminal High Altitude Area Defense Missiles or
radar systems

Tomahawk Missiles

UAS and system components designated as Category |
by the Missile Technology Control Regime or as
specified in the LOA

(V)

(U) * Asterisk indicates that the USG provided the defense article to the Ukrainian Armed Forces as of June 2, 2023.

(U) Source: Derived from the DSCA SAMM table C8.T4.



(U) Our first EEUM-related management advisory during the course of this
evaluation, dated May 19, 2023, recommended that the DSCA and relevant agencies
review, analyze, and update the list of defense articles currently designated as
requiring EEUM. As of November 20, 2023, these recommendations remain open.

(U) Roles and Responsibilities of DoD Organizations
Implementing the EUM Program in Ukraine for
EEUM-Designated Defense Articles

(U) The principal DoD organizations responsible for implementing the EUM program
in Ukraine are the DSCA, the Office of Defense Cooperation-Ukraine (ODC-Ukraine),
and the MILDEP implementing agencies (MILDEP [As).

(U) The DSCA

(U) The DSCA provides subject matter expertise for all EEUM-related issues.
The DSCA’s responsibilities include:
¢ (U) developing and promoting EEUM guidance within the DoD
using the SAMM, and
¢ (U) maintaining and updating defense article inventory information

within the Security Cooperation Information Portal-End-Use Monitoring
(SCIP-EUM) database.?

(U) ODC-Ukraine

(U) ODC-Ukraine is responsible for developing EEUM standard operating
procedures specific to Ukraine. According to Chapter 8 of the SAMM, in a
peacetime environment, ODC-Ukraine must perform the following functions.

¢ (U) Conduct initial and annual serial number inventories of all
EEUM-designated defense articles.

¢ (U) Establish and maintain an accurate baseline of all EEUM-designated
defense articles in the DSCA’s SCIP-EUM database.

¢ (U) Immediately report the destruction or loss of EEUM-designated
defense articles to the DSCA.

3 (U) The SCIP is a DSCA-managed, web-based system that contains FMS and security cooperation case-related data, as
well as numerous other types of information. The SCIP-EUM database is a community within the SCIP where EEUM
accountability and inventory data is tracked and updated. We will discuss this in more detail later in the report.

ot
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(U) According to the December 20, 2022, update to the SAMM section 8.5.5,
in a hostile environment, ODC-Ukraine must conduct an initial, 100-percent
inventory, by serial number, of all EEUM-designated articles prior to delivery
into hostile areas.

(U) MILDEP IAs

(U) Each MILDEP IA is responsible for maintaining a Golden Sentry point of contact
and assisting the DSCA in developing EUM policy. According to the SAMM, the
MILDEP IAs are also responsible for providing delivery records with serial numbers
for incoming EEUM-designated defense articles to the DSCA SCIP-EUM Help Desk
for entry into the SCIP-EUM database.

(U) U.S. Security Assistance for Ukraine Before 2022

(U) In 2014, when Russia first invaded eastern Ukraine and Crimea, Congress
passed the Ukraine Freedom Support Act, which, among other provisions,
authorized increased military and economic assistance for Ukraine.* Since FY 2016,
the USG has financed the Ukraine Security Assistance Initiative, along with more
than a dozen other programs, to increase the ability of the Ukrainian Armed

Forces (UAF) to resist Russia’s aggression.

{68 Starting in 2014, the USG began providing night vision devices (NVDs) to
the UAF. In 2018, the DSCA announced the sale of 210 Javelin anti-tank missiles
and their command launch units (CLUs), an estimated value of $47 million, to
Ukraine. The Javelins represented the first provision of U.S. lethal weaponry

to the UAF since Russia’s 2014 invasion of eastern Ukraine and Crimea. As of
February 1, 2022, the USG provided the UAF with at least- defense articles
requiring EEUM, with NVDs comprising most of these defense articles.

(U) Before the February 2022 full-scale Russian invasion of Ukraine, ODC-Ukraine
personnel were required to inspect and conduct serial number inventories of new
EEUM-designated defense articles within 90 days of the defense article entering
Ukraine, in accordance with the SAMM. After the initial inventory, ODC-Ukraine
personnel were responsible for conducting serial number inventories annually for
all EEUM-designated defense articles in Ukraine.

4 (U) Public Law 113-272, “Ukraine Freedom Support Act of 2014,” December 18, 2014.

ot
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(U) Total EEUM-Designated Defense Articles in Ukraine

{cUH Between February 1, 2022, and June 2, 2023, the SCIP-EUM database

showed that the USG and allied partner nations provided Ukraine with an
additional - EEUM-designated defense articles, for a total of- active
EEUM-designated defense articles as of June 2, 2023.5 Figure 2 provides a
breakdown of the different types of EEUM-designated defense articles added to the
SCIP-EUM database over time.

tevh

LEGEND

(U) AMRAAM Advanced Medium-Range Air-to-Air Missiles
(U) LMAMS Lethal Miniature Aerial Missile System

(U) Source: EEUM-designated defense article final transfer dates and creation dates in the SCIP-EUM database
from February 1, 2022, to June 2, 2023.

5> {eul The data in the SCIP-EUM database includes a column called “Final Transfer Date,” which lists when the
United States transferred EEUM-designated defense articles to Ukraine. However,- EEUM-designated defense
articles had no listed final transfer date, making it impossible to determine exactly when the United States provided the
defense articles to Ukraine. A secondary parameter, “Creation Date,” allowed us to determine the general time period
in which the United States provided the remaining EEUM-designated defense articles to Ukraine. A defense article
creation date within the SCIP-EUM database refers to the date when the DSCA SCIP-EUM Help Desk personnel added the
defense article to the database. While the creation date is not guaranteed to be the actual date the EEUM-designated
defense article was provided to Ukraine, to capture all EEUM-designated defense articles provided to Ukraine for
analysis, we used this secondary parameter to assign EEUM-designated defense articles to a date.

et
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(U) Figure 3 shows the increase in EEUM-designated defense articles provided to

Ukraine since February 2022.

@ |
I

(U) Source: EEUM-designated defense article final transfer dates and creation dates in the SCIP-EUM
database from February 1, 2022, to June 2, 2023.

(U) Based on the EEUM-designated defense article totals in the DSCA’s SCIP-EUM
database and the monetary value of the EEUM-designated defense articles provided
to the UAF, we estimated that the USG provided the UAF with EEUM-designated
defense articles worth at least $1.699 billion as of June 2, 2023.¢ Table 1 provides
an overview of all EEUM-designated defense articles added to the SCIP-EUM
database as of June 2, 2023, by defense article type and their associated costs.

6 (U) The DoD OIG is conducting an ongoing audit reviewing the DoD’s methodology for determining defense article
valuations, “Audit of the Estimates Used Valuing Assets Provided Under Presidential Drawdown Authority to Ukraine,”
D2023-D000FI-0156.000, announced September 5, 2023.

et
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(U) AMRAAM Advanced Medium-Range Air-to-Air Missiles
(U) LMAMS Lethal Miniature Aerial Missile System

(U) Source: The DSCA’s SCIP-EUM database, MILDEP IA personnel, and EEUM-designated defense article
valuation data provided by the DoD OIG’s Office of Financial Management and Reporting.

(U) Evolution of the EEUM Program for Ukraine Since
February 2022

(U) We identified changes in the execution of the EEUM program in Ukraine
between February 1, 2022, and June 2, 2023. The first time period was

February 1, 2022, to June 30, 2022. This time period included the evacuation

of USG personnel from Ukraine and the period of time before the United States
established logistics hubs in a neighboring partner nation. The second time period
was July 1, 2022, to October 31, 2022. During this period, UAF personnel provided
hand receipts for EEUM-designated defense article inventories in Ukraine.’

The third time period began on November 1, 2022, and ended on June 2, 2023, the
date we ended our data collection for the current evaluation. This third period
included the execution of a pilot program for UAF personnel in Ukraine and for
ODC-Ukraine personnel to use barcode scanners to conduct initial inventories at the
logistics hubs in a partner nation and annual serial number inventories in Ukraine.?

7 (U) Before implementation of the barcode scanners in Ukraine, ODC-Ukraine personnel completed EEUM inventories
manually by writing down inventory records on paper hand receipts. These hand receipts contained the same EEUM
inventory information as would later be included within a scan conducted using the barcode scanner system, such as
defense article type and serial number.

8 (U) The barcode scanner system is owned by a third-party DSCA contractor. Inventories conducted using
barcode scanners upload to an online repository before they are transferred to the DSCA’s SCIP-EUM database.

ot
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(U) On February 12, 2022, the Department of State (DOS) ordered the departure

of most U.S. employees from Embassy Kyiv due to the continued threat of Russian
military action. Shortly thereafter, on February 18, 2022, the U.S. European

Command (USEUCOM) commander ordered the suspension of EEUM activities in
Ukraine until USG personnel could return to normal operations. From February
through June 2022, the USG and contributing coalition nations began to deliver billions
of dollars of military assistance to Ukraine, including thousands of defense articles
requiring EEUM as detailed above. During this time, ODC-Ukraine personnel completed
only limited EEUM inventories, as described in our report, "The DoD’s Accountability of
Equipment Provided to Ukraine,” released in October 2022.°

{64 The variety of EEUM-designated defense articles in Ukraine increased during
this time as well. According to the SCIP-EUM database, between February 1, 2022,
and June 30, 2022, the USG and other contributing coalition nations transferred
- EEUM-designated defense articles to the UAF. These EEUM-designated defense
articles included Javelin missiles, Javelin CLUs, Stinger missiles, Stinger gripstocks, and
Lethal Miniature Aerial Missile System (LMAMS) Switchblades. Figure 4 provides a
breakdown of the total EEUM-designated defense articles by type during this period.

- -

(U) Source: EEUM-designated defense article final transfer dates and creation dates in the SCIP-EUM
database from February 1, 2022, to June 30, 2022.

9 (U) While this report is classified, a redacted copy is available through the FOIA Reading Room at:
https://www.dodig.mil/FOIA/FOIA-Reading-Room/Article/3467278
the-dods-accountability-of-equipment-provided-to-ukraine-dodig-2023-002/.

ot
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(U) In July 2022, ODC-Ukraine personnel established a larger presence at logistics
hubs in a partner nation to coordinate materiel aid supplied to Ukraine. At these
logistics hubs, ODC-Ukraine personnel coordinated with USG military personnel to
access EEUM-designated defense articles upon arrival. In most circumstances, the
USG military personnel held the EEUM-designated defense articles until ODC-Ukraine
personnel conducted initial inventories of the EEUM-designated defense articles in
advance of transfer to the UAF.

(U) In September 2022, the DSCA trained 10 UAF and ODC-Ukraine personnel on the
barcode scanner system to aid in conducting EEUM inventories at the logistics hubs in a
partner nation and in Ukraine. While the DSCA tested the barcode scanner on defense
articles provided by the USG to another partner nation in 2021, this is the first time the
DSCA implemented electronic EEUM inventories using this system on a large scale.

{48 Between July 1, 2022, and October 31, 2022, the USG and partner nations
provided- EEUM-designated defense articles to Ukraine according to the SCIP-EUM
database. These EEUM-designated defense articles included Javelin missiles, NVDs,
LMAMS Switchblades, Stinger missiles, Stinger gripstocks, and Advanced Medium-Range
Air-to-Air Missiles (AMRAAMs). Figure 5 shows the total EEUM-designated defense
articles provided to the UAF by type during this period following the arrival of additional
ODC-Ukraine personnel at logistics hubs in a partner nation.

t€vh

(U) Source: EEUM-designated defense article final transfer dates and creation dates in the SCIP-EUM
database from July 1, 2022, to October 31, 2022.
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(U) Using the Barcode Scanners and Conducting EEUM in a
Hostile Environment

(U) In November 2022, ODC-Ukraine and UAF personnel began widespread use of
the barcode scanners provided by the DSCA to conduct serial number inventories in
Ukraine and neighboring nation logistics hubs for EEUM-designated defense articles
provided to Ukraine. As the EEUM program in Ukraine for Golden Sentry evolved,
the UAF and ODC-Ukraine agreed to a concept of operations (CONOPS) outlining the
UAF’s responsibilities for conducting self-reporting of USG-origin, EEUM-designated
defense articles. According to the CONOPS, UAF personnel are responsible for
conducting quarterly inventory reports of all EEUM-designated defense articles in
Ukraine by serial number, except NVDs, which will be inventoried semi-annually.'
Additionally, the CONOPS states that UAF personnel will submit reports
documenting the destruction or loss of EEUM equipment to ODC-Ukraine within

4 days of that occurring.

(U) On December 20, 2022, the DSCA released Policy Memorandum 22-87, which
updated the SAMM and established responsibilities and procedures for conducting
EEUM in a hostile environment.!* The policy memorandum states that in a

hostile environment:

e (U) MILDEP IAs must provide to the DSCA SCIP-EUM Help Desk delivery
records with serial numbers of EEUM items that are being transferred to
hostile environments in advance of shipment;

¢ (U) when conditions allow, ODC-Ukraine must conduct an initial,
100-percent inventory, by serial number, of all EEUM-designated articles
before shipment or delivery into hostile areas;

e (U) UAF personnel must provide ODC-Ukraine with records of
EEUM-designated defense article inventories in accordance with the
CONOPS, which requires semi-annual serial number inventories of NVDs
and quarterly serial number inventories of all other EEUM-designated
defense articles; and

¢ (U) ODC-Ukraine must update and keep current the disposition status
of U.S.-provided, EEUM-designated defense articles within the SCIP-EUM
database based on the UAF’s provided accountability documentation.

10 (U) The internal inventory requirements for the UAF identified in the CONOPS are distinct from ODC-Ukraine’s
requirements for conducting the EEUM program according to the SAMM. As part of the EEUM program, ODC-Ukraine or
partner nation personnel are required to conduct an initial inventory within 90 days of receipt by the partner nation and

annually thereafter.

11 (U) DSCA Policy Memorandum 22-87, “Conducting End-Use Monitoring in a Hostile Environment,” December 20, 2022,

incorporated guidance into Chapter 8 of the SAMM to establish policy and procedures for conducting EEUM in a
hostile environment.
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{&4 Between November 1, 2022, and June 2, 2023, the USG and partner nations
provided - EEUM-designated defense articles to the UAF.*? During this time
period, the EEUM-designated defense articles provided included NVDs, Javelin
missiles, AMRAAMSs, Stinger gripstocks, Stinger missiles, LMAMS Switchblades, and
Javelin CLUs. Figure 6 shows the total EEUM-designated defense articles provided
to the UAF during this period following the implementation of the barcode scanners

in - and Ukraine.

€5 Figure 6.

(U) Source: EEUM-designated defense article final transfer dates and creation dates in the SCIP-EUM
database from November 1, 2022, to June 2, 2023.

(U) Transfer Authorities for Defense Articles Provided
to Ukraine

{68 Prior to February 2022, the USG provided most defense articles to the
Government of Ukraine through the Foreign Military Sales (FMS) process,
using Foreign Military Financing grant assistance.'* The Ukraine Security
Assistance Initiative has provided additional security assistance since FY 2016,
as well as training, equipment, and advisory efforts to increase the UAF’s capacity.
Over 96 percent_ of the total EEUM-designated defense articles

12 (U) According to EEUM-designated defense article data posted in the SCIP-EUM database.

13 (U) Throughout the report, the FMS process refers to the DoD-managed system of contracting for defense
articles and services. Transactions within the FMS system may be funded by Foreign Military Financing (FMF) grant
assistance (22 U.S.C § 2751, et. seq.) or by other nations’ national funds.

ot
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{EY1) added to the SCIP-EUM database before February 2022 were transferred

to the UAF through the FMS process. The USG transferred the remaining

- EEUM-designated defense articles to Ukraine through Presidential Drawdown
Authority (PDA) beginning in August 2021.

{68 Since February 2022, the UAF has received EEUM-designated defense
articles through multiple transfer authorities, including PDA, FMS, and third-party
transfer (TPT).** Section 506(a)(1) of the Foreign Assistance Act authorizes the
provision of military assistance from existing defense article stocks through PDA.
This authorization allows for the speedy delivery of defense articles and services
from DoD stocks to foreign countries to respond to unforeseen emergencies and
crisis situations. Between August 2021 and June 2, 2023, the USG provided the
UAF with 39 separate military assistance packages using PDA. According to

the SCIP-EUM database, between August 2021 and June 2023, the USG provided
the UAF with- various EEUM-designated defense articles through PDA.
These defense articles included- Javelin missiles, - Stinger missiles, and
- Stinger gripstocks. Additionally, between February 2022 and June 2023, the
DSCA SCIP-EUM Help Desk personnel added - EEUM-designated defense
articles to the DSCA SCIP-EUM database, which include articles the USG transferred
to the UAF through the FMS process, including the Ukraine Security Assistance
Initiative.'s - of these-defense articles were NVDs.

{68 Partner nations have also provided EEUM-designated defense articles to
Ukraine through TPT since the onset of the full-scale invasion of Ukraine in
February 2022. The USG authorized TPTs from 14 partner nations to Ukraine
between February 2022 and June 2023. According to the DSCA’s SCIP-EUM
database, the DOS authorized the transfer of- EEUM-designated defense
articles to the UAF, including- Stinger missiles and- Stinger gripstocks.
TPT authorizations of EEUM-designated defense articles are primarily a DOS
responsibility and function. While the majority of TPT roles and responsibilities
lie with the DOS, the SAMM specifies that DoD personnel are responsible for
ensuring that the SCIP-EUM database is accurate. Figure 7 provides a breakdown
of the total EEUM-designated defense articles transferred to Ukraine using each
of these three transfer authorities, as well as their associated EEUM-designated
defense article costs.

14 (U) TPT of EEUM-designated defense articles is the transfer from its current owner to another foreign government with
the consent of the USG. As a condition of any USG authorized sale, lease, or grant of EEUM-designated defense articles,
the divesting party must agree to obtain the written consent of the DOS prior to any retransfer of the EEUM-designated
defense articles.

15 (U) Established after the Russian invasion of Ukraine in 2014, the Ukraine Security Assistance Initiative is a USG

Building Partner Capacity program that provides Title 10 appropriated funds to support the administration, planning,
development, execution, and monitoring of programs, including providing EEUM-designated defense articles. While
defense articles transferred through the Ukraine Security Assistance Initiative use the FMS system to facilitate the
transfer of defense articles to Ukraine, they are not technically considered FMS transfers. However, as defense articles
transferred to Ukraine through the Ukraine Security Assistance Initiative are listed under the FMS process in the
SCIP-EUM Database, we considered their transfer authority to be the FMS process for the purposes of our analysis.

ot
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(U) Source: EEUM-designated defense article transfer authority data in SCIP-EUM database as of
June 2, 2023.
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(U) Finding

(U) While EEUM Inventory Processes Changed and
Delinquency Rates Improved, the DoD Did Not Fully
Comply with EEUM Program Requirements for Defense
Article Accountability in a Hostile Environment

{6 Despite the changes made to EEUM inventory processes and the improvement
of delinquency rates in Ukraine since February 2022, the DoD did not fully
comply with EEUM program requirements for defense article accountability

in a hostile environment.** Since the full-scale invasion of Ukraine began,
ODC-Ukraine personnel have not been able to conduct initial inventories on

all EEUM-designated defense articles in Ukraine or- within 90 days

of arrival. Of 303 EEUM-designated defense articles statistically sampled

from the SCIP-EUM database, between February 2022 and March 2023, the
ODC-Ukraine personnel inventoried 15 EEUM-designated defense articles in
Ukraine (5 percent) and 47 in- (15 percent).’” During this same timeframe,
UAF person