ATTACHMENT 1
Department of Defense (DoD)
Small Business Innovation Research (SBIR) Program
Small Business Technology Transfer (STTR) Program

Contractor Certification Regarding Provision of Prohibition on Contracting for

Certain Telecommunications and Video Surveillance Services or Equipment
(DFARS SUBPART 204.21)

Contractor’s Name

Small Business Concern Name
Office Tel #
Mobile #

Email

Name of person authorized to sign:

Signature of person authorized:

Date:

The penalty for making false statements is prescribed in the U.S. Criminal Code, 18 U.S.C. 1001.

DFARS PROVISIONS INCORPORATED IN FULL TEXT:

252.204-7016 Covered Defense Telecommunications Equipment or Services—
Representation

COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES—
REPRESENTATION (DEC 2019)

(@) Definitions. As used in this provision, “covered defense telecommunications equipment

or services” has the meaning provided in the clause 252.204-7018 , Prohibition on the
Acquisition of Covered Defense Telecommunications Equipment or Services.
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(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award
Management (SAM) (https://www.sam.gov/) for entities excluded from receiving federal awards
for “covered defense telecommunications equipment or services’.

(c) Representation. The Offeror represents that it [1 does, [ does not provide covered
defense telecommunications equipment or services as a part of its offered products or services to
the Government in the performance of any contract, subcontract, or other contractual instrument.

252.204-7017 Prohibition on the Acquisition of Covered Defense Telecommunications
Equipment or Services—Representation

PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE
TELECOMMUNICATIONS EQUIPMENT OR SERVICES—REPRESENTATION (MAY
2021)

The Offeror is not required to complete the representation in this provision if the Offeror has
represented in the provision at 252.204-7016 , Covered Defense Telecommunications Equipment
or Services—Representation, that it “does not provide covered defense telecommunications
equipment or services as a part of its offered products or services to the Government in the
performance of any contract, subcontract, or other contractual instrument.”’

99 ¢

(@) Definitions. “Covered defense telecommunications equipment or services,” “covered
mission,” “critical technology,” and ““substantial or essential component,” as used in this
provision, have the meanings given in the 252.204-7018 clause, Prohibition on the Acquisition of
Covered Defense Telecommunications Equipment or Services, of this solicitation.

(b) Prohibition. Section 1656 of the National Defense Authorization Act for Fiscal Year
2018 (Pub. L. 115-91) prohibits agencies from procuring or obtaining, or extending or renewing
a contract to procure or obtain, any equipment, system, or service to carry out covered missions
that uses covered defense telecommunications equipment or services as a substantial or essential
component of any system, or as critical technology as part of any system.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award
Management (SAM) at https://www.sam.gov for entities that are excluded when providing any
equipment, system, or service to carry out covered missions that uses covered defense
telecommunications equipment or services as a substantial or essential component of any system,
or as critical technology as part of any system, unless a waiver is granted.

Representation. If in its annual representations and certifications in SAM the Offeror has
represented in paragraph (c) of the provision at 252.204-7016 , Covered Defense
Telecommunications Equipment or Services—Representation, that it “does” provide covered
defense telecommunications equipment or services as a part of its offered products or services to
the Government in the performance of any contract, subcontract, or other contractual instrument,
then the Offeror shall complete the following additional representation:
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The Offeror represents that it Llwill Cwill not provide covered defense telecommunications
equipment or services as a part of its offered products or services to DoD in the performance of
any award resulting from this solicitation.

(e) Disclosures. If the Offeror has represented in paragraph (d) of this provision that it “will
provide covered defense telecommunications equipment or services,” the Offeror shall provide
the following information as part of the offer:

(1) A description of all covered defense telecommunications equipment and services
offered (include brand or manufacturer; product, such as model number, original equipment
manufacturer (OEM) number, manufacturer part number, or wholesaler number; and item
description, as applicable).

(2) An explanation of the proposed use of covered defense telecommunications
equipment and services and any factors relevant to determining if such use would be permissible
under the prohibition referenced in paragraph (b) of this provision.

(3) For services, the entity providing the covered defense telecommunications services
(include entity name, unique entity identifier, and Commercial and Government Entity (CAGE)
code, if known).

(4) For equipment, the entity that produced or provided the covered defense
telecommunications equipment (include entity name, unique entity identifier, CAGE code, and
whether the entity was the OEM or a distributor, if known).

(End of provision)

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications
Equipment or Services

PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE
TELECOMMUNICATIONS EQUIPMENT OR SERVICES (JAN 2021)

Definitions. As used in this clause—
“Covered defense telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE
Corporation, or any subsidiary or affiliate of such entities;

(2) Telecommunications services provided by such entities or using such equipment; or
(3) Telecommunications equipment or services produced or provided by an entity that the

Secretary of Defense reasonably believes to be an entity owned or controlled by, or otherwise
connected to, the government of a covered foreign country.
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“Covered foreign country” means—
(1) The People’s Republic of China; or
(2) The Russian Federation.
“Covered missions” means—
(1) The nuclear deterrence mission of DoD, including with respect to nuclear command,
control, and communications, integrated tactical warning and attack assessment, and continuity

of Government; or

(2) The homeland defense mission of DoD, including with respect to ballistic missile
defense.

“Critical technology” means—

(1) Defense articles or defense services included on the United States Munitions List set
forth in the International Traffic in Arms Regulations under subchapter M of chapter | of title 22,
Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part
774 of the Export Administration Regulations under subchapter C of chapter VI1 of title 15,
Code of Federal Regulations, and controlled—

(1) Pursuant to multilateral regimes, including for reasons relating to national security,
chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology;
or

(i) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials,
software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating
to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of
Federal Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations,
part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the
Export Control Reform Act of 2018 (50 U.S.C. 4817).

“Substantial or essential component” means any component necessary for the proper function
or performance of a piece of equipment, system, or service.
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(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act
for Fiscal Year 2018 (Pub. L. 115-91), the contractor shall not provide to the Government any
equipment, system, or service to carry out covered missions that uses covered defense
telecommunications equipment or services as a substantial or essential component of any system,
or as critical technology as part of any system, unless the covered defense telecommunication
equipment or services are covered by a waiver described in Defense Federal Acquisition
Regulation Supplement 204.2104 .

(c) Procedures. The Contractor shall review the list of excluded parties in the System for
Award Management (SAM) at https://www.sam.gov for entities that are excluded when
providing any equipment, system, or service, to carry out covered missions, that uses covered
defense telecommunications equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system, unless a waiver is granted.

(d) Reporting.

(1) In the event the Contractor identifies covered defense telecommunications equipment
or services used as a substantial or essential component of any system, or as critical technology
as part of any system, during contract performance, the Contractor shall report
at https://dibnet.dod.mil the information in paragraph (d)(2) of this clause.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of
this clause:

(1) Within 3 business days from the date of such identification or notification: the
contract number; the order number(s), if applicable; supplier name; brand; model number
(original equipment manufacturer number, manufacturer part number, or wholesaler number);
item description; and any readily available information about mitigation actions undertaken or
recommended.

(i1) Within 30 business days of submitting the information in paragraph (d)(2)(i) of
this clause: any further available information about mitigation actions undertaken or
recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or
submission of a covered defense telecommunications equipment or services, and any additional
efforts that will be incorporated to prevent future use or submission of covered
telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this
paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for
the acquisition of commercial items.

(End of clause)
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