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Foreword

For several years, the US Department of Defense has declared space  
a “war-fighting domain,” and in 2019, it created the United States Space Force 
and United States Space Command, highlighting the importance of space  
in contemporary warfare. The US military and civilian economy relies  
on satellites for critical functions, and potential rivals are increasingly  
relying on satellites too. Countries are developing ways to attack each other’s 
systems. In addition, the commercial space industry is rapidly expanding.  
These changes have led the US government to label space “congested, 
contested, and competitive.”

In this monograph, Dr. Ron Gurantz assesses the impacts of space-related 
developments on warfare by analyzing the Russia-Ukraine War. He finds the 
war has validated many expectations about the role of satellites in future wars. 
Both Russia and Ukraine have used satellites to support their war-fighting 
efforts, and satellites have become an important part of high-technology 
warfare. Commercial satellites have made these satellite services available even 
to Ukraine, a country without satellites of its own. At the same time, jamming 
and cyberattacks have been effective at interrupting the use of satellites.

More unexpectedly, Gurantz also f inds states and private actors have 
placed the use of satellites and counterspace systems under various limits  
to avoid escalation. A defining feature of the war is the caution that the  
United States and Russia have exercised to avoid a direct clash, and this 
caution applies to space, too. Even private f irms have observed limits,  
though not always the limits to which the government would want f irms  
to adhere, introducing an unanticipated challenge to the United States’  
reliance on commercial industry. The United States will have to conduct  
future military operations with an eye toward avoiding escalation, and  
planners should prepare to operate within strict limits in any future war 
involving space assets.  

Dr. C. Anthony Pfaff
Director, Strategic Studies Institute 
   and US Army War College Press
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Executive Summary

In this monograph, Dr. Ron Gurantz examines the role of satellites  
in the Russia-Ukraine War. The US military believes space and  
counterspace systems will be important in future wars. The Russia-Ukraine 
War offers an opportunity to evaluate the systems’ uses and effects in warfare, 
as no previous war has seen both sides of a conf lict use satellite technologies 
to such an extent. 

The f irst part of the monograph examines the role of satellites and  
anti-satellite systems in combat and how changes in the space domain have 
affected the use of satellite technologies. The first section shows that satellites 
have contributed to the persistent surveillance and precision that characterize 
the battlef ield but have also been vulnerable to electronic and cyber warfare. 
Many observers have already commented on the high-technology warfare taking 
place in the Russia-Ukraine War. This monograph’s contribution is to examine 
specif ically the role of satellites and anti-satellite systems in that warfare. 
The monograph also shows that the proliferation and commercialization 
of satellites has increased capacity, improved security, and made satellites 
accessible to allies. Many of these insights have already featured heavily  
in discussions among military space professionals and are inf luencing  
national security decisions. 

The second part of the monograph examines how escalation concerns  
have constrained the use of space and counterspace systems. One of the war’s 
most striking features is the restraint the United States and Russia have 
exercised in their use of military force. It shows that American and Russian 
restraint have extended to the use of satellites and anti-satellite weapons.  
The United States and Russia have avoided taking direct military action 
against each other, adhered to territorial limits in using space and  
counterspace capabilities, and avoided conducting destructive attacks  
in space. The United States and Russia have also recognized a distinction 
between government and commercial satellites. Private f irms have themselves 
exercised various forms of restraint, and their denial of service can  
be as effective as any weapon. States will likely continue conducting  
space operations in ways meant to avoid escalation. Certain types of actions, 
like electronic and cyber warfare, appear to have been normalized, and areas 
of ambiguity remain that could lead to escalation. 

Militaries should tailor their concepts and capabilities to the 
constraints escalation concerns have imposed. Military forces must be 
prepared to f ight within limits and prevent the escalation certain uses 
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of satellites and anti-satellite weapons could cause. The issue of limiting  
space operations is an inescapable one. The US Space Force already  
recognizes that “domain control in space cannot rely on overwhelming 
destructive force” due to the physical features of the environment, and it 
has defined the concept of space superiority accordingly. Escalation concerns 
also demand that the goal of “space superiority” account for limits regarding 
territory, targets, and types of weapons. 
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Satellites in the Russia-Ukraine War

Satellites play a major role in US military operations and have significantly 
enhanced the United States’ military effectiveness. The United States uses 
satellites for observation, communication, and navigation. Satellites support 
nuclear operations and are a critical source of intelligence. They have become 
deeply integrated into conventional warfare, where they enable precision 
strikes, drone operations, missile warnings, and more. But space-enabled 
conventional warfare is no longer exclusive to the United States. China, Russia, 
and others have incorporated satellites into their military operations.  
States may also disrupt the use of satellites in future conf licts, as they 
have developed methods for disabling or destroying satellites and their  
associated systems.

The Russia-Ukraine War provides an opportunity to evaluate these 
developments and their implications. No war has seen both sides of a conf lict 
use space and counterspace systems to such an extent.1 In this monograph, 
I examine lessons that can be drawn from the war about the military use 
of satellites. First, I analyze how satellites and anti-satellite systems have 
inf luenced war fighting in Ukraine. Much of this analysis draws on observations 
and insights that are already being discussed and inf luencing national security 
decisions. Second, I analyze the limits that governments and private f irms 
have adhered to when using satellites and anti-satellite systems. These limits 
have not been widely discussed, but they are arguably just as important  
for future conf licts.

Much of the commentary about the use of satel lites in the  
Russia-Ukraine War has been about the use of satellite technologies in combat. 
On the battlefield, space systems have greatly enhanced battlefield awareness, 
information sharing, and precision, but they have also been vulnerable  
to electronic and cyber warfare. In space, the proliferation of satellites  
and the commercialization of the space sector have increased capacity, 
improved security, and made satellites accessible to allies. None of these 
outcomes were entirely unexpected, and many are being viewed as validation 
of existing strategies.

The current war also offers lessons about how the circumstances of the  
war impact the use of new satellite and anti-satellite technologies. The effect  
of military capabilities is determined not only by their technical and operational 
attributes but by the strategy of the war itself. The Russia-Ukraine War is best 
understood as a limited war. Indeed, one of the war’s most striking features  
is the restraint the United States and Russia have exercised to avoid escalation. 
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I show that this restraint has extended to the use of satellites and anti-satellite 
weapons. Understanding how the war’s limits have impacted the use of space 
and counterspace assets can help the United States prepare for future conf licts. 

The United States, Russia, and private f irms have abided by several limits 
in their use of space and counterspace capabilities. Territorial boundaries 
have constrained combat support from satellites and counterspace systems,  
though territorial limits have been violated at the margins. In the wider 
war, both states have been sensitive to the perception of direct military 
action against the other and the perception of crossing nuclear thresholds, 
and these sensitivities likely apply in space, too. The war has reinforced the 
distinction between destructive and nondestructive attacks on satellites. 
Both sides will likely continue to view violations of these specif ic limits  
as escalatory. On the other hand, disrupting satellite operations through 
jamming or hacking appears to have been normalized and will likely  
be commonplace in future wars. 

The reliance on commercial satellite providers has introduced a new 
dimension to limited war. Governments seem to recognize a distinction 
between government and commercial satellites. How strongly governments 
would respond to attacks on commercial satellites is unclear, but they would 
probably not place them in the same category as attacks on government 
satellites. Satellite companies have themselves emerged as a group of actors 
who may limit their involvement in war—and their denial of service can  
be as effective as any weapon. The United States must balance the benefits 
of relying on commercial providers with the drawbacks of sacrif icing control 
over how it uses satellite capabilities.

The Russia-Ukraine War has shown that satellites are key enablers  
of modern warfare and that states will target satellites with counterspace 
systems. The war has also shown that the type of war being fought will shape 
the use of satellite capabilities. In proxy wars, limited wars, and probably even 
in a direct conf lict with a peer competitor, space and counterspace capabilities 
will be subject to restraint to prevent escalation. States should tailor concepts 
and capabilities to this fact. The US Space Force recognizes “domain control 
in space cannot rely on overwhelming destructive force” due to the dangers  
of creating orbital debris, and military doctrine recognizes that  
“space superiority” may not be absolute due to technical or political  
limitations.2 Military space forces must also be prepared to gain superiority 
that is specific to particular territories or space-based capabilities, with certain 
targets and weapons systems being off-limits.
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The monograph proceeds as follows. The f irst section reviews and 
analyzes the use of space capabilities on the battlef ield, where satellites and  
anti-satellite systems play an important role. It also analyzes the effect  
of changes in the space domain, particularly proliferation and commercialization. 
The first section provides a foundation for the second part of the monograph, 
which evaluates lessons about the use of space and counterspace capabilities 
in limited war. The second section analyzes the limits that the United States, 
Russia, and private f irms have adhered to. Finally, the paper concludes  
with a discussion of the implications for future national security policy. 

The following study relies almost entirely on open-source reporting. 
Detailed information on space operations is often diff icult to obtain due  
to classif ication barriers. Nevertheless, open-source material can show broad 
outlines and allow for useful conclusions to be drawn. Of course, this analysis 
will not be the final word on satellites in the Russia-Ukraine War. The history 
of the conf lict will continue to be written and rewritten as more information 
is revealed. Moreover, the war is still ongoing as of this writing. It will surely 
continue to produce insights about the use of space and counterspace systems 
beyond those covered here.

Observations from the Battlefield

The Russia-Ukraine War has generated substantial literature on lessons 
learned.3 The effect of modern information technology on military operations 
has been one of the literature’s major themes. Persistent surveillance  
from drones and other sources, and the sharing of that information  
through communications networks, is exposing the locations of military forces 
and key sites.4 Precision munitions and rapid coordination between units 
across large distances are making military targets vulnerable to rapid strikes, 
increasing the value of countermeasures like dispersal and concealment.5 
Commercial products like drones and cell phones have helped make the 
current environment possible.6 The developments in the Russia-Ukraine 
War seem to confirm predictions about the spread of precision-strike warfare  
to countries other than the United States.7 Analysts believe the changes 
observed in the war could significantly impact the character of future combat.

The use of information technology on the battlefield has occurred alongside 
efforts to disrupt those systems through electronic warfare and cyberattacks.8 
Radio-frequency jamming involves broadcasting signals as interference  
so devices cannot receive their intended signals. It has reportedly become 
the preferred method of attacking drones so they lose connection with their 
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pilots or the Global Positioning System (GPS).9 Reports of GPS spoofing,  
in which a misleading signal is used to fool the receiver, have been widespread.10 
Electronic warfare also refers to locating electronic transmissions for targeting 
purposes, which is reportedly common in Ukraine.11 Cyberattacks have been 
recorded throughout the war, though mostly against civilian infrastructure 
rather than battlefield targets.12 Overall, cyberattacks have not been as effective 
as expected by many analysts.13

Satellites play an important role in the conf lict’s high-technology warfare. 
T. X. Hammes highlights three competencies Ukraine has demonstrated and 
mastered, perhaps more than the United States: “access to near-persistent 
surveillance of the battlespace,” “truly connected, high-speed command 
and control,” and “skilled use of precision artillery, drones, and loitering 
munitions.”14 All three capabilities use satellites, whether for observation, 
communication, or navigation. Satellites have also been vulnerable to electronic 
and cyber warfare. My contribution is to examine specif ically the role  
of satellites and anti-satellite weapons in the high-technology warfare taking 
place in Ukraine. I f irst describe the role that space and counterspace systems 
have been expected to play in modern war, then analyze how states have used 
space and counterspace systems in the Russia-Ukraine War.

Satellites in Modern Warfare

The primary military functions of satellites are intelligence, surveillance, 
and reconnaissance (ISR); communication; and positioning, navigation,  
and timing (PNT).15 ISR satellites use a variety of sensors, from 
cameras to radars, to locate adversary installations and military forces.  
Militaries also use ISR satellites for functions like missile warning, 
mapping, and weather monitoring. Communications satellites allow for 
long-distance communications to share information and coordinate action.16  
Militaries can also use communications satellites to pilot drones remotely. 
Militaries use PNT satellites like GPS to position military forces, drones, 
and other equipment; to allow military forces to navigate; and to guide  
several types of precision munitions. They can also use the GPS timing  
signal to coordinate military action. 

All the military functions of satellites have become important parts  
of conventional warfare. The United States has benef ited tremendously  
from using advanced surveillance and precision-guided munitions to locate 
and strike targets precisely from considerable distances.17 China, Russia,  
and others have also been incorporating satellites into their conventional 
military operations. China in particular has established itself as a major  
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space power, doubling its ISR satellite f leet to 250 systems between 2018 
and 2022 and owning and operating at least 60 communications satellites— 
making China’s satellite f leet the second largest behind the United States.18 
China, Russia, and the EU have launched their own global navigation  
satellite systems as alternatives to GPS, and India and Japan have created 
regional systems.19 

China appears to be seeking the same ability to command and control 
military forces, locate and track the enemy, and precisely guide munitions 
that the United States has benefited from.20 Russian theory and doctrine 
also view access to space-based communication and surveillance, and denial  
of the same to its opponents, as a source of military advantage, though Russia’s 
capabilities appear to be far behind those of the United States and China.21 
Details about how Russia integrates its capabilities into military operations 
are also scarce.22 Russia’s lack of capability is an advantage for its opponents, 
though it may also make Russia more willing to attack enemy satellites even 
when the attacks endanger its own satellites.

In response to the potential role of satellites in future wars,  
several countries have developed anti-satellite weapons. The United States, 
China, Russia, and India have successfully tested anti-satellite interceptors 
launched from Earth.23 The United States, China, and Russia have also 
studied or tested a range of more exotic concepts for physically attacking 
satellites, including high-altitude nuclear explosions and satellites that can 
launch projectiles or grapple others with robotic arms.24 Many countries 
have cyber capabilities that may be able to disable satellites, ground stations,  
or equipment.25

Much of the recent development in anti-satellite capabilities has been  
in electronic warfare. The United States, Russia, and China reportedly have 
highly developed abilities to jam terrestrial receivers of communication and 
navigation signals, known as downlink jamming.26 The United States, Russia, 
and China can also reportedly jam receivers on certain types of communications 
satellites, interrupting the satellites’ ability to receive and relay signals,  
known as uplink jamming.27 In theory, jamming can also interrupt satellite 
radars, preventing them from receiving the radio signals needed to create  
a radar image.28 Advanced countries may also be testing lasers to blind 
satellites’ optical sensors.29
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In the current war, both sides are using satellites for surveillance, 
communication, and navigation. Information about Russia’s use of satellites  
is limited, but General James H. Dickinson, former commander of United 
States Space Command, said Russian satellites have supported military 
operations and long-range precision strikes against Ukrainian infrastructure.30 
Dickinson did not specify whether Russia used satellites to locate targets, 
communicate targeting information, guide munitions to targets, or all the 
above. Information about the role of US government satellites is also limited. 
The United States is providing classif ied intelligence to Ukraine, but reports 
do not specify whether satellites are a source of that intelligence.31 Apparently, 
Ukraine is using public data from an American civil satellite meant for spotting 
wildfires to detect artillery and missile f ire.32

The one US government satellite service Ukraine is certainly using is GPS. 
GPS signals are available everywhere in the world. Drones, smartphones, 
and infrastructure like cellular towers use GPS, and all have been important 
for the war. Several types of munitions the United States and others have 
supplied to Ukraine use GPS for guidance, and a top Pentagon off icial 
said long-range, GPS-guided munitions have struck Russian supply hubs 
and command-and-control nodes.33 Another study noted that the precision  
of GPS-guided munitions has helped Ukraine launch strikes with more 
eff iciency than Russia.34 Some satellite equipment, like the dishes for the 
broadband Internet system Starlink, also uses GPS.35 Russia may even  
be using GPS in addition to its own navigation satellites. Former British 
Secretary of State for Defence Ben Wallace said downed Russian jets had 
commercial GPS receivers taped to their instrument panels.36 

Other than the available information about GPS usage, information on 
the use of government satellites is scarce. But information about Ukraine’s 
use of commercial observation and communications satellites is widely 
available. Commercial observation satellites have provided Ukraine with 
optical images, synthetic-aperture radar images that see through cloud cover 
and at night, and radio-frequency data for detecting electronic emissions 
like GPS jamming.37 The imagery and data are being used to locate and 
track Russian forces. Ukraine is continuously integrating the data into 
the command-and-control systems it uses on the batt lef ield.38  
Beyond the battlef ield, allies and the media are using imagery to track 
events, and imagery has even been used to f ind evacuation routes for 
refugees and confirm the Russian massacres at Bucha.39 States have also used  
radio-frequency data to track ships for sanctions enforcement.40
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Experts say the volume of commercial satellite imagery being used in the 
current war is unprecedented.41 Ukraine downloaded more than 40 million 
square kilometers’ worth of geospatial imagery just in the f irst two weeks  
of the war.42 The Ministry of Defence of Ukraine has claimed, in the f ive 
months after it purchased the exclusive use of a Finnish radar satellite,  
it identif ied almost 1,000 locations of Russian military units.43  
Satellites are constantly imaging the country.44 Although analysis and delivery 
are not real time, they can be accomplished in hours and, in some cases, 
minutes.45 The company BlackSky claims its artif icial intelligence can task and  
deliver imagery within 90 minutes, and Planet Labs, which has a constellation 
of about 200 satellites in orbit, says it can scan the entirety of Ukraine once  
a day.46 The National Geospatial-Intelligence Agency, which created a pipeline 
providing commercial satellite images directly to Ukraine, can transmit 
imagery minutes after collecting it.47 

Commercial communications satellites have also been important. 
Ukraine’s government and citizens have used satellite communications services  
from multiple providers.48 The most important service has been Starlink, 
a “mega-constellation” of thousands of Internet broadband satellites 
from the company SpaceX.49 The Minister of Digital Transformation  
of Ukraine Mykhailo Fedorov referred to Starlink as “the blood of our entire 
communication infrastructure.”50 Starlink has served as the backbone of the 
command-and-control software the Armed Forces of Ukraine use to share data, 
coordinate military operations, and communicate with US and NATO advisers 
outside the country.51 On the battlef ield, Starlink enables reconnaissance 
teams at the front to send drone-based video feeds to artillery units in the 
rear, reportedly cutting down the time between locating and striking a target 
from 20 minutes to 1 minute.52 Ukraine has even attached Starlink dishes  
to drones, allowing soldiers to pilot the drones remotely.53 Beyond the 
battlef ield, Starlink has provided reliable and widespread connectivity to the 
government and its citizens, including in newly liberated areas.54

Counterspace in the Russia-Ukraine War

Both sides have also used counterspace systems. Russia and Ukraine 
have used electronic warfare to disrupt satellite signals. Lieutenant General  
John Shaw, former deputy commander of United States Space Command,  
has called the Russia-Ukraine War the “ largest [navigation warfare] 
confrontation ever seen,” with both sides deliberately interfering with PNT 
systems.55 Lieutenant General Antonio A. Aguto Jr., head of the Security  
Assistance Group-Ukraine, has said Russia is jamming the guidance  
on precision munitions.56 Other reports suggest Russia’s GPS jamming  
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is widespread, persistent, and signif icantly impacting the accuracy of 
munitions.57 Ukraine has reportedly stopped using some types of munitions 
altogether.58 Drones and Starlink terminals have also reportedly seen their 
GPS disrupted.59 GPS jamming has not implied total denial, though,  
with one off icial describing an ongoing and highly technical cat-and-mouse 
game of jamming and countermeasures.60 Jammers themselves can even become 
the targets of military strikes.61 

Shaw has also said both Russia and Ukraine are engaging in the jamming 
of satellite communications.62 Jammers can target satellite dishes on Earth 
to prevent them from receiving signals, but one American defense f irm has 
also detected numerous instances of Russia conducting uplink jamming  
on communications satellites to interfere with Ukrainian off icials’ television 
broadcasts.63 Beyond jamming, the electronic signatures from Starlink  
dishes are reportedly detectable, which can help adversaries locate and 
physically target the dishes.64 Russia apparently failed to employ electronic 
warfare effectively early in the war, perhaps hindered by the fast-moving 
battlef ield and diff iculties in distinguishing between signals.65 Russia seems 
to be employing electronic warfare far more effectively now that the front 
has stabilized.66 

Cyberattacks have also proven to be a threat. The most signif icant  
anti-satellite attack of the war—and probably the most signif icant 
cyberattack—was a Russian hack in the opening days of the war that shut 
down thousands of Viasat terminals used by the Ukrainian military and 
police.67 Viasat eventually had to replace as many as 45,000 modems.68  
The attack seemed to conf irm predictions that adversaries would seek  
to disable space systems early in a conf lict. But the impact on the battlef ield  
is still unclear. No public evidence exists to suggest the effects of Russia’s  
attack were signif icant other than the statement of one off icial who later 
claimed he had been misunderstood.69 Ukraine has multiple systems  
for communication, including landlines, military radios, and the Starlink 
dishes that were distributed early in the conf lict.70 

Battlefield Lessons

Satellite capabilities have clearly played a signif icant role in supporting 
terrestrial combat in the Russia-Ukraine War, but the implications  
of satellites and other information technologies for future combat operations 
are still being debated. Some view them as foreshadowing a transformation 
in warfare, where persistent surveillance and precision will put a greatly 
expanded range of targets on and off the battlef ield at risk.71 Certain features 
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of the war, such as its defensive and attritional nature, are consistent with the 
predicted effects of such a transformation.72 Others reject this interpretation,  
pointing out that a high level of vulnerability was a feature of modern war  
before these technologies were introduced and that operational  
countermeasures like hardening and concealment are effective.73  
High-technology countermeasures like battlef ield electronic warfare have  
also shown themselves to be effective, and countermeasures will continue  
to evolve.

Nevertheless, the US military is adapting to challenges from the spread 
of space systems, and observations from the war have seemed to validate the 
US military’s decisions. The US Army, for instance, recognizes it will have  
a harder time concealing its forces from their home stations to the battlef ield 
and that it will struggle to protect large assembly areas and command posts.74 
The Army is also preparing to respond to the space challenge with its own 
counterspace capabilities, though whether the capabilities will be suff icient  
to overcome new realities like persistent overhead surveillance is yet  
to be seen.75 The US Army anticipates enemy counterspace systems will  
pose threats to its own satellite-based communication, navigation,  
and missile warning systems. Proposals include relying on redundant  
satellite constellations in multiple orbital regimes and on ground- and  
air-based backups.76

Observations from the Space Domain

Beyond the battlef ield, changes in the space domain and the space  
sector have also affected the Russia-Ukraine War. The space sector has  
seen two major changes in the past decade. The f irst is proliferation,  
which refers both to the increase in the total number of satellites in orbit and  
to the development of large networks of small satellites, sometimes referred  
to as megaconstellations. The second major change is the increasing role 
of private f irms in the space sector and governments’ increasing reliance 
on commercial providers. Many predicted that these developments would 
positively affect innovation, capacity, and security, and they are taking the 
war as a validation of that prediction. What has perhaps been unexpected  
is how well Ukraine, a country with no national security satellites of its own, 
has taken advantage of the new environment. In this section, I review the two 
major developments in the space sector, then examine their effects on the war.
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Proliferation and Commercialization in the Space Domain

Probably the most signif icant change in space in recent years is the 
proliferation of commercial satellites. Earth-observing satellites were 
exclusively government operated until 1999.77 Today, private f irms operate 
almost 600 observation satellites, with most of that boom occurring in the 
past decade.78 Private f irms have operated communications satellites since 
early in the space age, but each constellation has traditionally had only  
a few satellites that are large and distant from the Earth.79 The recently 
created megaconstellation Starlink offers broadband Internet service from a 
linked network of more than 5,000 small satellites orbiting at relatively low 
altitudes.80 After just four years of operation, Starlink constitutes around half 
of the active satellites in orbit, and it continues to add more.81 Several other 
companies are planning similar megaconstellations.82

Proliferation provides advantages, such as increased capacity for imagery 
or bandwidth, and improved access to remote regions like the Arctic.83  
But proliferation’s major advantage for national security is that it provides 
resilience and redundancy in the face of attacks from anti-satellite 
weapons. Denying or substantially degrading services like surveillance and 
communication may be possible when satellites are few. Disabling or destroying 
large numbers of satellites, on the other hand, can be prohibitively expensive 
or technically infeasible. 

A state may not have enough physically destructive weapons to disable 
an entire megaconstellation, which can continue to operate even after large 
numbers of satellites are disabled or destroyed. In addition, replacing satellites 
may be cheaper than destroying them. SpaceX currently carries more than 
20 Starlink satellites into orbit per launch.84 Electronic warfare against 
megaconstellations can be diff icult, too. Beyond just their large numbers, 
certain features specif ic to megaconstellations make jamming harder.  
They operate at lower altitudes, which means their signals are stronger.85 
They use narrow beams and move quickly across the sky, which narrows the 
geographic area from which a ground-based jammer could be effective.86 

Megaconstellations are not invulnerable. They do not necessarily solve 
the problem of cyberattacks because the constellation is still part of a single 
network.87 The many connections among the satellites and between the 
satellites and ground stations may open up more possibilities for intrusion, and 
the satellites’ smaller sizes could mean they have less capacity for encryption 
or responding to interference.88 Megaconstellations can also be vulnerable  
to physical attacks that affect many satellites at once, like high-altitude 
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nuclear explosions or disruptions to supply chains that prevent the production 
or launching of satellites.

In large part, private f irms have driven proliferation. Lowered launch 
costs and improved satellite technology have encouraged both the proliferation  
of satellites and more opportunities for the private sector.89 Still, governments 
are deeply involved in the space sector. The main customers of commercial 
imagery are governments.90 The US government has historically been the 
single largest purchaser of communications services.91 The US government’s 
use of commercial providers is part of an intentional strategy to purchase  
space services on the market to promote greater innovation and  
quicker production timelines than are possible within the government.92 
Nevertheless, the US government plans on proliferating its own satellites. 
It has already begun launching large constellations for missile warning, 
communications, and ISR, and has explored options for proliferating PNT 
and integrating with proliferated commercial systems.93

Proliferation and Commercialization in the Russia-Ukraine War

The Russia-Ukraine War has amply demonstrated the advantages  
of proliferation and commercialization. As detailed earlier, the volume  
of satellite imagery being used in the war is enormous.94 The capacity provided 
by communications satellites is also unprecedented. Starlink ’s low altitude 
and large numbers lead to high data rates and low latency, supporting many 
users and allowing users to share video effectively in real time.95 Reports from 
Ukraine have said rank-and-file soldiers are “swimming” in connectivity and 
have access to battlef ield information once only available to commanders.96 
Though Starlink ’s latency is not quite as low as most terrestrial Internet,  
it provides enough bandwidth that soldiers can apparently surf the Internet 
and play online video games in their downtime.97

Many are also touting the success of proliferation, and Starlink  
in particular, as proof of the resilience of megaconstellations to interference 
or attack.98 Russia has been unable to prevent the widespread use of Starlink, 
despite having anti-satellite missiles and systems for jamming traditional 
communications satellites. General B. Chance Saltzman, US Space Force 
chief of space operations, has said the Russians have tried to jam Starlink 
and failed due to its architecture.99 Space Development Agency Director  
Derek Tournear has similarly argued that Russia has not attempted to shoot 
down Starlink satellites due to proliferation.100 To be sure, few details  
are available about how or why Russia has been foiled or deterred in its 
attempts to interfere with Starlink. Nevertheless, many take Starlink ’s 
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success as validation for the transition toward megaconstellations that  
is already underway.

Although megaconstellations do not necessarily solve the problem  
of cyberattacks in theory, Starlink has proven resilient to cyberattacks  
in practice. One cybersecurity expert suggested Starlink ’s advantage 
is its relative newness, which means hackers have not had time to f ind 
vulnerabilities.101 If the expert’s suggestion is true, Starlink ’s real value may 
have been its availability as a rapidly deployable alternative to other systems, 
particularly after Viasat was hacked. On the other hand, others have said 
Starlink’s rapid software updates prevent cyberattacks.102 The ability to update 
software rapidly has also apparently been important for resisting jamming.103 
Using software updates to resist interference may be an example of how private 
sector innovation can enhance security.104

Beyond the capacity and security that proliferation provides, the success 
of private satellites in the Russia-Ukraine War may also validate the 
commercialization strategy. The effect of commercialization has been  
to encourage production and innovation, and to make the products  
of satellites available to Ukraine. A striking feature of the war is that  
Ukraine has probably used space more than Russia, though Russia is one of 
the major space powers and Ukraine only has two of its own satellites—neither 
of them military.105 

Ukraine has obtained satellite imagery and communications services  
from American, Canadian, and European companies, both through direct 
contracts and through the US government.106 Ukraine even purchased the 
exclusive use of a Finnish radar satellite.107 Commercial satellite services 
are widely available and easy to use. For instance, Ukraine received large 
shipments of Starlink satellite dishes early in the war.108 Starlink satellite 
dishes are portable, cheap, plentiful, and easy to set up, and the Armed Forces 
of Ukraine quickly incorporated them into operations.109 

One of the war’s most interesting developments is Ukraine’s integration  
of satellite systems into command-and-control software that it can operate  
on laptops and smartphones.110 Ukraine can rapidly process battlef ield data, 
including from satellites, and disseminate it to units across its armed forces.111 
Software from Palantir can draw data from more than 300 commercial 
satellites, though the software normally relies on fewer.112 Soldiers in battle 
can even request more satellite coverage.113 Some argue Ukraine is using 
commercial products to collect and integrate battlef ield information better 
than any Western military.114 The disadvantage of the ease and availability of 
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commercial products is that adversaries could also use them. Ukrainian officials 
claim Russia has managed to purchase Starlink dishes despite sanctions and 
has used the dishes in occupied parts of Ukraine.115

Commercial satellites are also easy to use because they are unconstrained 
by classif ication barriers, a self-imposed but nevertheless real restriction  
on sharing government satellite products. Classif ication rules make sharing 
images from American spy satellites diff icult without specif ic authorization. 
The National Reconnaissance Office, for instance, had to rely on a test satellite 
to obtain images to show to European allies because its other assets could 
not produce sharable images.116 Commercial satellites, on the other hand,  
can produce a repository of images users can share without restriction. 
Moreover, commercial satellite images are available for needs beyond 
intelligence, such as diplomacy and public affairs. These needs are important 
in wartime, but the relevant agencies may not have their own capabilities.

Space Lessons

Proliferation is likely to have a substantial effect on space security and 
may represent a signif icant turning point in military competition in space. 
It eliminates the vulnerabilities from relying on a small number of satellites 
for critical functions. By making it so expensive and diff icult to substantially 
degrade satellite services or disable large constellations, certain kinds  
of offensive weapons may no longer be worthwhile to invest in.  
Anti-satellite missiles and other physical means of attacking individual 
satellites may lose their value, as may certain types of electronic attack.117 
For the military services, the reduced value of certain attacks may mean 
they can safely put more military functions in orbit, such as the tactical 
ISR currently being conducted by planes.118 Starlink ’s success in quickly 
supplementing Ukrainian communications after the Viasat hack suggests  
the value of proliferation may also be in the abundance of options rather  
than in the resilience of any one constellation, though the number of systems 
states can develop and operate has limits.119  

Proliferation is hardly a panacea. The transition to megaconstellations 
will take time, and legacy systems will continue to be both important and 
vulnerable. Adversaries may launch their own megaconstellations and benefit 
from the same defensive advantage. Adversaries may also attempt to develop 
methods of disrupting or disabling megaconstellations, which could be the 
motivation behind Russia’s reported development of a nuclear anti-satellite 
weapon.120 Proliferation has other drawbacks, like an increased risk of collision 
with other satellites and meteoroids, diplomatic tensions if states are crowded 
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out of certain orbits or parts of the radio spectrum, atmospheric pollution  
from space launches and old satellites reentering the atmosphere,  
an increase in uncontrolled reentries of space vehicles, and interference  
with ground-based astronomy.121 All the issues with proliferation  
suggest increased international coordination and regulation of low Earth  
orbit will be necessary as proliferation increases. 

The Russia-Ukraine War has also appeared to validate the notion 
that commercialization would encourage more rapid innovation.  
Starl ink ’s prol iferated architecture may be the most obvious  
advancement, but other innovations, like rapid software updates, may also 
end up being important. The ability to share commercial satellite products 
was perhaps the most unexpected and promising development of the war. 
Integration with allies is part of US Space Force strategy, but its motivation 
appears to be more about leveraging allied capabilities, industry, and geography 
to support US and multinational operations.122 In the current Russia-Ukraine 
War, a partner nation has showed it can successfully exploit commercial 
satellites for its own military purposes.123 

Again, the opportunities commercialization presents are hardly a panacea. 
The commercial market can only support so many systems. Moreover, satellites 
do not become useful just by being available—militaries require suff icient  
equipment and trained personnel on the battlef ield to make use of them 
fully.124 But if partner nations with technical proficiency and materiel can  
use commercial satellites to enhance their military power, satellites can  
of be a tool for strengthening allies and projecting power without direct 
intervention. The success of efforts to train and supply the Armed Forces  
of Ukraine will likely strengthen faith in the model of providing specialized 
support while partners lead military operations. Satellites can be part  
of that specialized support. Although rivals like China could also adopt  
such a strategy, the United States is best positioned to adopt that model  
as the country with the most allies and the most satellites.125

Limited War in Space

The major lessons from both the battlef ield and the space domain 
have been about how developments in technology have impacted 
combat. Many of these lessons conf irm expectations about the spread  
of precision-strike technology and the effects of satellite proliferation  
and space sector commercialization. However, Freedman has warned  
against lessons that “f ixed on trends in military capabilities and neglected  
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the types of conf lict that might need to be addressed through force of arms.”126 
The “types of conf lict” he was referring to are irregular wars, where the nature 
of the war limits a state’s ability to exploit its technological advantages fully. 
Freedman’s warning can also apply to conventional war. 

Limited wars and proxy wars demand that states use capabilities  
in specif ic ways to achieve effects while avoiding escalation to full-scale  
war. The Russia-Ukraine War provides substantial insight into how states 
navigate the danger of escalation in their space operations. In this section,  
I f irst review the theory of limited war and describe the importance  
of escalation management in space operations. I then describe the ways  
that participants have limited the use of space and counterspace systems  
in the Russia-Ukraine War and the ambiguities that continue to surround 
some of those limits. Finally, I address the complications introduced by the 
use of commercial satellites in the war. 

The Theory of Limited War

Limited wars are def ined as wars that are limited in their objectives  
or in the means used to f ight them.127 States typically use military force  
if they determine that the costs and risks are “proportionate and appropriate” 
to the objectives they seek to accomplish.128 That means they will be selective 
about the wars they choose, but it also means that they may observe certain 
limits within the war itself to reduce costs or risks. States may limit the 
geography within which they f ight, the resources they commit to the 
f ighting, or the objectives they seek. In proxy wars, states support their allies  
but keep their own forces out of the f ighting entirely. Limited war was  
of particular interest during the Cold War because an unlimited war between the  
United States and the Soviet Union would have meant nuclear  
annihilation. Ensuring any crisis or conf lict remained limited was a matter 
of national survival. 

Escalation concerns endure in the current age of competition between 
nuclear-armed great powers. They are clearly present in the Russia-Ukraine 
War. Despite making a substantial commitment to supporting Ukraine,  
one of the United States’ guiding principles has been to avoid war  
with Russia.129 The United States has not introduced troops into Ukraine, 
established a no-f ly zone, or taken other actions that risk direct military 
clashes.130 The United States has been cautious about providing Ukraine 
capabilities that can strike inside Russia.131 Russia has also been careful  
to avoid direct combat. Despite accusing the United States of being a direct 
participant in the war, Russia has not attacked American forces or NATO 
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territory—except for harassing American drones.132 Russia has also not used 
nuclear weapons. Both sides fear the consequences of the war escalating 
beyond its current boundaries. The limits the United States and Russia have 
observed are key features of how the war is being fought. 

The war’s limits have generated debates over the current strategy, but they 
also contain lessons for future conf licts.133 The current war should be viewed as 
an example of the kinds of conf licts the United States will face in the future. 
At a minimum, the United States and great-power rivals like China and 
Russia will want to avoid full-scale nuclear war. Except in the most extreme 
circumstances, great powers will also want to avoid the limited use of nuclear 
weapons or a major conventional war, either because of their immediate costs 
or because they risk escalation to full-scale nuclear war.134 Great powers will 
probably be hesitant to confront each other in anything beyond proxy wars 
like the Russia-Ukraine War. Even in a direct clash, though, combatants will 
almost certainly try to limit the extent of the f ighting to prevent escalation.

Robert Osgood’s classic study on limited war was motivated by the 
following questions: “How can the United States keep war limited? How can 
the United States f ight limited wars successfully?”135 The United States must 
consider which limits it must respect to avoid escalation and be prepared  
to conduct operations within those limits. But limited wars are not scenarios 
in which countries choose limits unilaterally. Instead, limited wars are best 
understood as tacit agreements with an enemy. In limited war, both sides are 
capable of escalating and may perceive some advantage to doing so, but instead 
choose to practice restraint conditional on the opponent’s restraint. One side’s 
restraint depends on the opponent’s behavior and is typically enforced by some 
threat of corresponding escalation. 

Schelling observed that wars are usually limited by conspicuous 
“thresholds,” easily perceived lines that can form the basis for tacit agreements.136  
Since states do not explicitly negotiate thresholds, they tend to be simple 
and obvious rules states can recognize and adhere to in the chaos of war. 
Thresholds may be geographic features like rivers, conventional stopping points 
like borders, and legal prohibitions against using certain types of weapons 
or striking certain types of targets.137 Precedents from previous conf licts 
frequently act as thresholds, but states may also test limits throughout the 
war in a tacit negotiation of action and reaction. Thresholds sometimes have  
a compelling military logic but can sometimes feel quite arbitrary. The logic  
or morality of a particular threshold is often less important than its 
perceptibility and enforceability.
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The United States must not only identify those thresholds but should 
also consider how it can ensure the war remains within the limits chosen.  
Even if states identify and adhere to thresholds, there can be many pathways  
to escalation that are not entirely predictable. States may deliberately 
escalate out of desperation or overconf idence or inadvertently escalate  
due to miscalculation or misperception. Certain scenarios raise the danger  
of escalation more than others, which is probably why nuclear armed states  
have avoided direct and protracted conf lict with each other. Although some 
argue that a protracted conventional war could occur without nuclear escalation, 
nuclear-armed countries have stopped well short of major conventional war 
with each other in practice.138 Nuclear-armed countries have instead chosen 
to engage in proxy conf licts, to end the f ighting quickly when direct clashes 
occur, and to back away from the brink in high-stakes crises. States must 
be prepared to f ight within limits and to avoid crossing lines that could  
be particularly dangerous or provocative.

Space as a Domain of Limited War

Space may be the most important domain for lessons about limited war. 
The dangers of nuclear and conventional escalation, the fragility of the space 
environment, the global reliance on space services, and the laws and norms 
governing the use of space have historically imposed limits on military activity. 
But today, the development of counterspace capabilities for use in conventional 
war and the need to protect and defend space assets have led the Department 
of Defense to declare space a “warfighting domain.”139 The central tension 
in the current era will be balancing the continuing need for caution in space 
with the pressures to take action when satellites actively support military 
operations. The Russia-Ukraine War may be the f irst opportunity to observe 
how states have attempted to resolve that tension in wartime. 

States have several important reasons to practice military restraint in space 
even when engaged in conf lict. First, attacks in space can lead to major war. 
Satellites serve critical functions in the nuclear enterprise, such as command 
and control, missile warning, and nuclear detonation detection. States could 
interpret attacks that impact satellites involved in the nuclear enterprise  
as the opening salvo in a nuclear war.140 Similarly, states could interpret 
attacks on certain military satellites as the beginning of a major conventional 
war. Either way, attacks on satellites could provoke major retaliation and 
escalation. Even attacks understood to be isolated could lead to retaliation 
given the enormous value of certain satellites and the government’s interest 
in deterring or preventing further attacks.
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Second, the physical characteristics of space make certain weapons 
destructive to the space environment. Detonating a nuclear weapon in space 
can leave damaging radiation trapped in the Earth’s magnetic f ield.  
Physically destroying a satellite can create uncontrolled debris that stays  
in orbit for decades or longer.141 Both types of attack can result in the 
destruction of other military, civilian, and allied satellites. In the most  
extreme case, a chain reaction of collisions could endanger the world’s  
long-term use of near-Earth orbits and the ability to launch spacecraft  
beyond them. James Clay Moltz argues that these environmental  
considerations have historical ly been the most important source  
of restraint in developing space weapons.142 

Third, the widespread civilian reliance on satellites, which includes 
satellites that also have military functions, means attacks on space systems 
could have damaging economic effects or endanger civilian lives. Each GPS 
satellite, for instance, costs about $250 million dollars, and the constellation 
is estimated to have contributed $1.4 trillion to the US economy over its 
lifetime.143 Many countries and industries have become reliant on GPS, 
communication, and weather satellites.144 The loss of satellite services used 
for navigational safety and disaster response operations could put lives  
at risk. Damaging or destroying satellites could cause economic and civilian 
dislocation for the United States and the world. 

Finally, the precedent of space being a realm of limited military competition 
may be worth preserving. Arms races are expensive, and wars are destructive, 
whether in space or elsewhere. In space, states have been able to maintain 
some level of mutual restraint and avoid costly and destructive competition.145 
Treaties have prohibited testing nuclear weapons in space, placing nuclear 
weapons in orbit, and establishing military installations on the Moon and 
other celestial bodies.146 A “norm of unrestricted overf light” has permitted 
satellites to f ly over countries without interference.147 The principle of space 
as the “province of all mankind,” open for all nations to use peacefully,  
has been affirmed in a global treaty.148 States have not simply exercised restraint 
because they judge space weapons as lacking military utility, but because they 
have agreed they are better off if terrestrial military competition does not 
extend into the space domain.

Of course, many forces are working against states’ incentives for restraint. 
The increased use of satellites in conventional war has made them important 
military targets. Attacks in space do not directly cause fatalities, so keeping  
war out of space could be difficult to justify if attacking a satellite would save 
lives on a battlefield. Improved counterspace technology allows for cost-effective 
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and precise attacks that do not produce debris. Moreover, certain features of the  
space domain make restraint difficult, such as first-strike advantages, the difficulty 
of attributing attacks, and secrecy. The United States must be prepared to balance 
the competing considerations of restraint and military necessity in any future war.

Limits to Space Support in the Russia-Ukraine War

Although many analysts have discussed restraint in debates about space 
weapons, few have discussed Osgood’s questions about how to limit space war 
and how to f ight successfully within limits. The present study does not aim 
to resolve Osgood’s questions completely, but it uses the Russia-Ukraine War 
as an opportunity to examine what limited war in space might look like and 
what thresholds great powers are likely to recognize. Understanding which 
activities states are likely to view as escalatory, which activities have become 
normalized as parts of warfare, and where ambiguities continue to exist will  
be useful for planning for future wars and avoiding escalation. This monograph 
considers, in turn, limits to the provision of support from satellites, and limits 
to the use of counterspace measures.

Discussions about space capabilities and escalation usually revolve  
around attacks against satellites. Limiting the support that space systems 
provide for terrestrial combat operations has not been an issue that analysts 
have thought deeply about in the context of escalation management.  
But the issues are inseparable. Anti-satellite weapons are meant  
to deny countries the use of satellites in wartime, so it follows that the 
threat of anti-satellite attacks could lead states to restrict the use of satellites  
in a limited war or the provision of satellite support to allies. 

To be sure, limiting satellite availability for national security purposes 
is not unprecedented. GPS signals are broadcast globally for civilian and 
military use, but the US government used to degrade the accuracy of the 
civilian signal intentionally so other countries could not use the signal  
for targeting purposes.149 Presumably only Ukraine is using munitions  
that benef it from the encrypted military GPS signal, which is more  
resistant to jamming.150 Communications services and observation data can 
also be denied to adversaries. The commercial satellites that have supported 
Ukraine are mostly American or European and have not been available  
to Russia. Classif ication and other legal restrictions can inhibit sharing  
even with allies. But all these restrictions are meant to deny advantages  
to opponents or protect state secrets. None are thresholds of the kind  
discussed above: tacit limits between adversaries to avoid escalation.
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In fact, American satellites seem to have adhered to very few limitations 
within Ukraine. Just as the United States has been supplying Ukraine  
with equipment, weapons, training, and intelligence, the US government  
has not appeared to place strict limits on Ukraine’s use of American satellites.  
Although not much is known about government satellites, American companies 
have, as best as is known, provided continuous and largely unrestricted 
communication and surveillance. The limits within Ukrainian territory have 
mostly been to deny Russia the use of government satellites in the areas Russia 
occupies. Of course, GPS is universally available by design. 

It is not accurate, though, to say that the United States has not  
adhered to any limits that could affect satellites today or in the future. 
Although not specif ic to satellites, the Biden-Harris administration has not 
provided intelligence on the locations of high-ranking Russian individuals 
in Ukraine. The administration apparently judged such information could 
create the appearance of a direct conf lict with Russia.151 Notably, Canada has 
applied restrictions specif ically to satellite-derived targeting data in the past, 
perhaps setting a precedent. The Canadian company MDA Space provided 
Ukraine with imagery for a year after the 2014 invasion, but stopped over 
concerns Ukraine was using the information for military targeting. Canada 
only authorized MDA Space to return when the current war began.152 

Although the provision of satellite services and other military assistance 
within Ukrainian territory has been largely unrestricted, the United States has 
been careful not to provide Ukraine with the means to attack Russian territory. 
Whether this restriction has applied specifically to satellites is unknown,  
but the restriction has applied to other military assistance, including intelligence. 
The United States has reportedly not provided intelligence Ukraine could use 
to attack Russian targets outside Ukraine.153 The United States has also limited 
the provision of munitions and weapons that can strike Russian territory,  
has reportedly asked the Armed Forces of Ukraine not to attack Russia  
with American weapons, and has denied involvement in Ukrainian drone  
attacks inside Russia.154

The territorial limit has been important in satellite communications, 
too. The most well-known episode in which satellite services were denied  
to Ukraine involved a planned attack in Crimea. In this case, a private 
actor, rather than the US government, made the decision to deny support.  
In September 2022, SpaceX refused to activate Starlink over Crimea  
to help guide an armed Ukrainian naval drone to attack Russian ships  
in port.155 Elon Musk, chief executive off icer of SpaceX, said he decided  
not to activate Starlink because he worried such an attack could cause 
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escalation, or perhaps even nuclear war, between Russia and the  
United States.156 Musk described attacking the f leet at Sevastopol  
as equivalent to a “mini Pearl Harbor,” suggesting that not just the location 
in Russian-controlled Crimea but the nature of the target as an important 
naval base may have mattered.157 

The implications of the Crimea episode are somewhat ambiguous  
because a private individual made the decision. Would the US government 
have made the same decision? Musk claimed he made his decision  
in part because US sanctions against Russia prohibited Starlink service  
in Crimea.158 Such concerns are not unjustif ied, as members of the  
House of Representatives have started a probe into SpaceX’s compliance  
with US sanctions and export controls due to reports of Russia’s use  
of Starlink.159 But the sanctions and export controls were meant to deny 
services to Russia, not Ukraine. The sanctions themselves are not a tool  
for limiting American support for Ukraine or avoiding escalation with Russia.
The United States has supported Ukrainian attacks in Crimea, which it 
recognizes as Ukrainian territory.160

But whether US off icials would have supported activating Starlink  
at the time is not obvious. The United States had not yet provided Ukraine  
with artillery that could reach Crimea and had expressed skepticism about 
attacking the territory.161 Crimea’s territorial status, and the status of the 
Russian f leet at Sevastopol, were viewed as different from the status of the rest 
of Ukraine.162 Moreover, recent reports suggest the Biden-Harris administration 
was extremely worried at the time about a scenario in which a Ukrainian 
offensive against Crimea could provoke Russia to use nuclear weapons.163  
The decision to limit Starlink may not have been different if government 
officials had been involved. 

SpaceX has also objected to Ukraine using Starlink for “offensive purposes” 
and has apparently restricted Ukraine’s ability to control drones with Starlink 
for long-range strikes.164 SpaceX’s limits reportedly include restrictions  
against using Starlink terminals over water or having them travel at a speed 
greater than 100 kilometers per hour.165 The limits could ref lect a concern  
with Ukraine using Starlink to strike outside the war zone, as in the  
Crimean case. SpaceX’s limits may also ref lect a concern about states 
using Starlink itself as a weapon. Although Starlink is supporting military  
operations throughout Ukraine, attaching Starlink dishes to drones to guide 
drone attacks directly could mean that Starlink crosses a legal line from  
a civilian to a military product, bringing it under the jurisdiction  
of US arms-traff icking and export-control laws.166 Again, the takeaway  
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is complicated by the fact a private actor is making these decisions rather  
than the government, but the decisions do suggest escalation thresholds that 
states may find relevant.167

Events so far suggest most will view providing combat support to an ally 
from space as similar to providing other indirect military support. Space-based 
support will be subject to similar territorial limits and may also have limits 
based on targets and weapons. Like the provision of other types of military 
support, the provision of satellite support has not led to violent clashes between 
the United States and Russia. But it may be too early to conclude the current 
thresholds will continue to hold, particularly if the United States or allies 
decide to escalate their involvement in the war, or Russia decides to resist 
the active support that American- and allied-controlled satellites provide  
in combat operations. 

Limits to Counterspace in the Russian-Ukraine War

The present war suggests typical wartime thresholds like territory will also 
constrain counterspace activities in limited wars. Several common thresholds 
that have been important for the overall war also apply to counterspace 
activities. In the broader war, the United States and Russia have been 
careful not to attack each other violently or launch strikes outside Ukraine.  
Other than a handful of incidents—a collision between a warplane and  
a drone over the Black Sea and a few instances of stray missiles landing  
in Poland or entering Polish airspace—the fighting has been between Russian 
and Ukrainian military forces and has been confined to Ukrainian territory, 
with periodic Ukrainian strikes in Russia.168 

Similarly, violent attacks with counterspace effects—specif ically strikes 
against ground-based space equipment like satellite dishes—have only been 
committed by the combatants, and the attacks appear to be territorially bound. 
If either the United States or Russia violently attacked space-related targets 
outside Ukraine like ground-based control stations, launch sites, or monitoring 
stations, the attacks would surely be seen as escalatory. In addition, states have 
not committed destructive or irreversible attacks directly against an opponent’s 
satellites, which suggests states may treat attacks on satellites with the same 
seriousness as other violent attacks. A Russian space off icial warned that 
Russia would consider permanently “off lining” a satellite a “cause for war.”169 

The restraint both sides have practiced in space continues the precedent  
no state has ever conducted a destructive attack against another country’s 
satellite. Russia did, however, start the war by demonstrating reckless disregard 
for the space environment. Russia conducted an anti-satellite missile test 
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against one of its own satellites in November 2021, just months before Russia 
invaded Ukraine, which produced a large f ield of debris.170 Russia may have 
meant for its test to be a warning before the war started, and the test may 
suggest Russia’s willingness to conduct more debris-producing attacks.  
The United States tried to reinforce the precedent against such attacks  
by declaring a moratorium on debris-creating weapons tests in response  
to the Russian test.171 Whether the United States’ declaration will encourage 
responsible behavior in space is yet to be seen, but 13 countries have joined 
the moratorium, and 155 support it.172

Proliferation may also work to strengthen the precedent against attacks 
in space, since any substantial effect would require a widespread attack that 
would also create dangerous amounts of orbital debris. States and other actors 
would surely see such attacks as reckless. On the other hand, proliferation 
could also mean that satellites are becoming more disposable. Since no single 
satellite is critical to national defense, a minor attack may no longer justify  
a major response, undermining deterrence. Of course, any individual attack  
is also likely to be pointless. Russian media has noted both the ineffectiveness 
of anti-satellite attacks and the possibility of provoking a wider war.173

Beyond territorial boundaries and direct attacks, another important set 
of limits in the broader war is around nuclear weapons. Russia has not used 
nuclear weapons in Ukraine. The United States has repeatedly reassured 
Russia of its desire to avoid nuclear war and has warned against nuclear use.174 
Russia has not been as cautious. It has been willing to use threatening rhetoric 
and apparently moved tactical nuclear weapons to Belarus.175 But American 
off icials say they have seen no evidence of preparations for nuclear use, and 
communications between American off icials and their Russian counterparts 
have apparently clarif ied each side’s redlines.176 Russian off icials, for their 
part, have reiterated their commitment to use nuclear weapons only in the 
direst circumstances.177 

Russia’s caution hopefully applies to space, both in the use of nuclear 
weapons and in attacks that could impact nuclear infrastructure.  
Russian doctrine states that it would consider any attack on its space-based 
nuclear command-and-control infrastructure an “existential” threat.178  
American policy has identif ied attacks on nuclear command-and-control  
and warning capabilities as “extreme circumstances” that could lead to the 
use of nuclear weapons.179 Presumably, both sides wish to avoid these kinds  
of provocations. Recent reports that Russia has been developing a nuclear 
anti-satellite weapon, which could violate the 1967 Outer Space Treaty,  
have raised concerns about Russia’s commitment to nuclear restraint in space.180 
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The Potential for Escalation in Counterspace War

Alongside the apparent limits to counterspace activities, plenty of unsettled 
questions and possibilities for escalation exist. Satellites can support combat 
operations in real time, and attacking satellites can have immediate battlefield 
effects, so one can make a strong argument that satellites are legal military 
targets despite being owned and operated by countries or companies that are 
not belligerents.181 Russia, for its part, has said it considers “quasi-civilian” 
commercial satellites to be “legitimate” targets.182 The limits to which Russia 
has adhered so far may not be the ones to which it sticks in the future,  
and Russia may f ind other ways to interfere with satellite operations.

Russia showed itself willing to harass American drones overf lying the 
Black Sea by dumping fuel on them, which eventually led to a collision 
between an American drone and a Russian jet.183 Like satellites, drones are 
unmanned vehicles conducting surveillance and reconnaissance missions  
from a global commons.184 Perhaps Russia would be willing to engage in 
similar nonviolent physical harassment of US satellites. Both sides are capable  
of conducting rendezvous and proximity operations, and Russia has maneuvered 
satellites into proximity with American satellites in the past.185 In the future, 
states could conceivably use such maneuvers to force other satellites to change 
position or use rendezvous operations to engage in acts of physical sabotage.

Unlike the United States, Ukraine has not been hesitant about  
violating territorial limits and striking within Russia. More importantly, 
Russia and Ukraine have both violated other territorial limits on the  
margins, taking actions outside either country that could be characterized  
as sabotage rather than military attack. Ukraine allegedly sabotaged the  
Nord Stream 2 gas pipeline in the Baltic Sea, Russia allegedly attempted  
to sabotage weapons shipments through Poland, and Russian intelligence 
may have been behind an explosion at a Bulgarian arms depot.186  
Sabotage of this kind, or sabotage using cyberattacks, could impact space 
systems off the battlef ield, and states may not see it as particularly escalatory. 

In fact, the cyberattack against Viasat, which was meant to impact terminals 
the Ukrainian government uses, also knocked out terminals throughout Europe 
and North Africa.187 Thousands of people were disconnected from the Internet, 
and the ability to remotely control thousands of wind turbines in Germany was 
interrupted.188 The cyberattack ’s effects do not seem to have been intentional, 
nor do they appear to have been particularly escalatory. But the effects show 
that cyberattacks can have unintended effects that impact many other parties. 
How the United States and its allies would react to a cyberattack that causes 
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truly widespread damage to civilian or military systems outside a war zone 
remains to be seen. 

States may also tolerate electronic warfare outside the war zone.  
GPS jamming has been detected in the Black Sea, the Baltic Region,  
and other European locations near Russia.189 In the f irst two months of 2024,  
the European air traff ic control organization Eurocontrol received almost 
1,000 reports of GPS jamming or spoofing from pilots.190 Some incidents 
have resulted in f lights being diverted or receiving inaccurate warnings 
about dangerous terrain.191 Russia probably targeted some of the jamming 
intentionally at Ukrainian drones f lying over the Black Sea, but Russia also 
has a history of incidental GPS jamming just over its borders during military 
exercises.192 Although the aviation industry has met to discuss possible 
responses, and ministers from Baltic states have warned Russia to stop,  
no one has taken specif ic action against Russia yet.193 In fact, the response 
from the United States and NATO has been relatively muted. 

Jamming is temporary, reversible, nondestructive, and nonlethal. It only 
has an effect when the jamming signal is active. The law does not consider 
jamming a “use of force.”194 A US Department of State off icial said jamming  
is normal in wartime, though the official also emphasized it should not become  
normalized in peacetime.195 How countries would respond if jamming started 
to become more regular, even while at peace with each other, is not clear.  
The intentional jamming of television and radio transmissions from 
communication satellites, though frowned upon and prohibited by international 
treaty, has a history even in peacetime.196 Unintentional jamming is also 
very common.197 As technology progresses, other forms of reversible satellite 
interference, like blinding satellite sensors with lasers, may become common 
in wartime or even in peacetime. 

There are several important distinctions between types of counterspace 
attacks in military discussions, which introduces further ambiguity  
into the question of which thresholds are likely to be operative in the  
future. Attacks against satellites may be kinetic or nonkinetic, reversible or 
irreversible, and debris creating or not.198 Typically, the categories overlap: 
a missile is kinetic, irreversible, and debris creating, whereas jamming  
is none of these. But other attacks may have some characteristics and 
not others, so anticipating their escalatory effects is more diff icult.  
Measures like cyberattacks are nonkinetic but could irreversibly destroy  
a satellite, and satellites with grappling arms are kinetic but may not create 
debris. The Russia-Ukraine War has not seen these specif ic scenarios,  
and, so, has not provided any clarity. 
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Difficult questions also remain unanswered in discussions about the law 
of armed conf lict in space. The law of armed conf lict requires a definition 
of what constitutes an armed conf lict and who is a party to it. It requires 
distinctions between civilian and military targets. It requires military action 
to be necessary and proportional and requires militaries to take measures  
to avoid harming civilians. Applying these principles in space is diff icult, 
given the variety of options for attacking satellites, the use of satellites  
for both civilian and military purposes, and the fact that satellites may  
carry multiple payloads. Avoiding escalation and abiding by international  
law are not the same issue, but international laws can sometimes def ine 
escalatory thresholds.199 As the law develops, it may clarify issues of escalation. 

The Russia-Ukraine War has seen electronic and cyber warfare, mostly, 
but not entirely, constrained by territorial limits, but has not seen destructive 
counterspace attacks outside Ukraine or in orbit. Although conclusions must 
be tentative, the war appears to confirm expectations that space is unlikely 
to become a free-for-all shooting gallery in situations short of a major war 
between great powers. Space is likely to see increasing electronic warfare 
and cyberattacks, both against the satellites themselves and in tactical areas 
on the ground. Electronic warfare and cyberattacks appear to have become 
normalized in wartime, though attacks on certain targets will be considered 
more escalatory than others. Officials can expect a continuing process of tacit 
negotiation over thresholds as nonkinetic counterspace measures become more 
precise, sophisticated, and widespread. 

The Distinction between Government and Commercial Satellites

The Russia-Ukraine War has highlighted a relatively novel distinction 
between government and commercial satellites. Even if countries are careful 
to avoid attacking each other’s government satellites, they may believe they 
can get away with attacking privately owned ones. Unlike government 
satellites, privately owned satellites are typically not critical to national  
security. Private f irms can deny being agents of their government,  
creating a degree of separation between the government and the satellite 
provider and freeing the government from responsibility. Even neutrality law 
distinguishes between support from governments and their private citizens, 
though that distinction is more complicated in space because governments 
have extra legal responsibilities, even for private assets.200 

The Russian government has said commercial satellites supporting the 
war are legitimate military targets. Russia has used electronic warfare and 
cyberattacks against commercial satellites already. The question of how the 
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United States would respond to a more serious attack, like one that permanently 
damaged a commercial satellite, remains unanswered. The United States has 
declared “access and freedom to operate in space is a vital national interest” 
and “the space systems of all nations . . . have the right to pass through and 
conduct operations in space without interference.”201 Department of Defense 
policy and the chief of the US Space Force have both acknowledged the 
United States may have to defend commercial assets eventually.202 At the same 
time, American off icials have conspicuously refused to make any specif ic 
commitments to defending commercial satellites or retaliating if commercial 
satellites are attacked.203 Instead, the Department of Defense has announced 
a strategy of sharing threat information, offering f inancial protection,  
and promoting norms and standards in space.204

The United States may prefer to be ambiguous about its commitments. 
Commercial services can support Ukrainian military operations while avoiding 
the direct involvement of the US government. The US government may feel 
it can avoid getting dragged into a war if an attack is against a private actor 
rather than the government or military. But more likely, the United States  
is truly uncertain about how it would respond. Officials have apparently been 
debating the issue intensely.205 What the United States is able to do to defend 
commercial satellites is also unclear.206 A firmer policy decision may become 
necessary, though. The United States’ ambiguous defense commitment could 
make private f irms less likely to provide their services in the event of a war, 
and if an attack occurs, a decision may become necessary anyway.

The Autonomy-Capability Tradeoff

The Russia-Ukraine War has introduced another important issue:  
the autonomy of private f irms to determine their involvement in war. 
Governments and armed groups have typically been the important 
decisionmakers in limited war. Governments and armed groups may limit 
their participation, attempt to restrain allies, or even abandon allies to avoid 
involvement in unwanted conf licts. The behavior of private f irms in limited 
war is not as well studied or understood. The issue of private f irms acting  
as independent decisionmakers in war should not be, in principle, a new one. 
Private industry, military contractors, mercenaries, and privateers have long 
been part of warfare. Still, analysts have not given much thought to how 
private f irms may exercise their autonomy to limit their involvement in a war.

The Russia-Ukraine War has highlighted several ways in which private 
companies, specif ically those operating critical satellite infrastructure,  
may try to limit participation. The most well-known episodes have involved 
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the company SpaceX. In October 2022, reports emerged of Ukrainian 
troops losing connectivity with Starlink as they entered Russian-controlled 
areas.207 The problem was probably due to a lack of coordination with SpaceX  
as Ukrainian forces entered Russian-controlled areas where Starlink did 
not provide service.208 At a minimum, this episode highlighted the need  
for coordination between forces in combat and the private f irms supporting 
those forces. 

The October 2022 episode occurred around the same time as a public 
spat between SpaceX and the Pentagon over payments for the use of Starlink. 
SpaceX had borne a substantial portion of the cost of providing Ukraine  
with its services but began demanding payment from the Pentagon  
for continued service in September 2022.209 A month later, about 1,300 
Starlink dishes the British government obtained for Ukraine went off line  
due to Ukraine’s failure to pay.210 Prices also nearly doubled as demand 
increased amid Russian attacks on alternative sources of communications.211 
SpaceX ultimately agreed to continue providing service, and eventually the 
Pentagon signed a contract agreeing to cover the cost of the service.212

Although no one has suggested SpaceX engaged in extortion, the episode 
should remind off icials that private companies could use their control  
over wartime assets as leverage in business disputes with the US government. 
The US military should not be naive about the possibility that increased 
reliance on private f irms could encourage war profiteering. At a minimum, 
the dispute with SpaceX showed the need for contracts that spell out 
responsibilities clearly, legally obligate parties, and ensure operating  
costs are covered throughout a conf lict. The United States should also  
be clear eyed about the possibility it may have to bail out private f irms if they 
become critical military assets but fail to become profitable. 

Although both episodes involved a private company limiting service, 
SpaceX’s purpose was not to avoid retaliation or prevent escalation.  
SpaceX’s decision not to activate Starlink to support the naval drone attack 
in Crimea, described earlier, is more directly relevant to the issue of limited 
war. Musk decided not to activate Starlink for fear of its escalatory effect 
on the war. The most worrying aspect of that episode was not necessarily 
the decision itself—even though it was widely criticized—but the fact  
of a private citizen making a national security decision that properly  
belonged in the hands of US government off icials. Musk revealed he had 
spoken with US, Russian, and Ukrainian officials before making his decision.213 
Allies and enemies may have tried to convince a powerful private citizen  
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to make a decision that was not authorized by elected or appointed off icials 
but that would have direct battlef ield results. 

A series of legal arrangements and policy initiatives resolved the 
disputes with SpaceX. In addition to paying for services to Ukraine,  
the Pentagon arranged to purchase 400–500 Starlink terminals, over which 
the US government would have control.214 The United States has similar 
arrangements with satellite imagery companies. Satellite imagery companies 
typically cooperate with suggestions that they limit access to certain kinds 
of data, but contracts sometimes give the United States “shutter control,” 
meaning the government has direct authority over obtaining and releasing 
imagery.215 SpaceX is also developing a service called Starshield that uses  
its Starlink network but is customized for national security use.216  
Finally, the Space Force is working toward creating a civil reserve f leet  
of commercial satellites the US government could use in national emergencies.217 

The experience of the war suggests other potential problems that may 
arise in the future. A company could exercise autonomy in a way that provokes 
rather than prevents escalation. Perhaps Elon Musk’s decision was the correct 
one, but another chief executive off icer could have made a different decision. 
If SpaceX had authorized the use of Starlink for attacks inside Russia despite 
government policy or US legal restrictions, the Russian government may have 
held the United States responsible and could have been willing to respond 
against US and allied targets. Legal and contractual means may be part  
of a solution for this potential problem.

Musk ’s controversial political pronouncements and public advocacy  
for a Russia-Ukraine peace deal after an alleged discussion with Russian 
President Vladimir Putin suggest the leaders of private companies could 
let their own personal politics, business interests, or whims inf luence 
their decisions.218 His statements took place around the same time as the  
other episodes in the war. Musk also has business interests in China through  
his company Tesla, Inc., making him potentially vulnerable to foreign 
inf luence. Beijing has expressed opposition to SpaceX making Starlink 
available in Ukraine and in China itself.219 Musk has met with senior  
Chinese officials and suggested China be given partial control over Taiwan.220 
Taiwan has voiced reluctance to rely on Starlink and is instead developing  
its own communications satellite network, in part because of Musk ’s 
relationship with China.221

Private f irms have brought a great deal of capability to the United States 
and its allies, but the war has revealed some unanticipated dangers of relying 
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on private firms. Defense-specific legal arrangements for security, accessibility, 
and control could prevent wartime decisions from being subject to the whims 
of a single company. The government may soon have more leverage to make 
favorable arrangements with private companies as more firms launch broadband 
megaconstellations, develop space launch capabilities, and diminish the current 
concentration of power in the space industry. The future of the satellite 
Internet broadband market and space launch market remain uncertain,  
though, and there is no guarantee that the markets will be able to sustain 
multiple companies.222  

The United States also should not ignore the opportunities from increased 
commercialization. The United States still has a great deal of power due 
to its dominant space sector and prominent place in the world economy. 
Russia’s space sector has suffered signif icantly from global sanctions.223  
The autonomy of foreign f irms may also offer the United States  
opportunities to exert inf luence. The United States sanctioned a Chinese 
company it accused of providing satellite imagery to Russian mercenaries  
the Wagner Group.224 But the United States will likely remain the most 
vulnerable to the problems of relying on private f irms. Although its dynamic 
private sector is a source of immense strength, the government must also  
be sensitive to the vulnerabilities the private sector presents. 
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Conclusion

Satellites have shown themselves to be important parts of modern  
warfare in the Russia-Ukraine War. High-technology warfare is characterized 
by precision and persistent surveillance, which rely on or are enhanced  
by satel l ites. High-technology warfare is a lso characterized by 
electronic and cyber warfare that can interfere with satellite operations.  
Proliferation and commercialization in the space sector have increased  
capacity, improved security against counterspace weapons, and enabled  
allies to exploit satellite technologies in warfare. Supporting allies  
with US satellite capabilities may become one avenue for helping them  
against potential rivals and projecting power without the need for an American 
military presence. 

Another important lesson is the United States will almost certainly  
f ight future wars with political restrictions on the use of its space  
capabilities. From the United States’ perspective, the conf lict in Ukraine  
is a proxy conf lict and a limited war. The United States has restricted  
both the provision of satellite support and the use of military space  
capabilities just as it has limited the provision of other military equipment. 
Even in a conf lict the United States is involved in directly, the United States 
will have to use satellite and anti-satellite capabilities with an eye toward 
managing escalation. The present war suggests territory, targets, and weapons 
will continue to be some of the relevant thresholds for preventing escalation. 

In fact, limited war may become more likely because of developments  
in space. The fear of war between great powers has been predicated,  
in part, on the expectation one side could conduct a rapid military offensive 
and end the war quickly. A crippling surprise attack against satellites— 
a “Space Pearl Harbor”—is one of the ways for an aggressor to make a rapid 
offensive possible.225 Proliferation will probably discourage such attacks  
by making them ineffective, making great power aggression less likely.226 
Sharing commercial satellite products with allies to support combat  
operations may also make their militaries more effective, reducing the need 
for great powers to intervene directly. By making limited war more likely, 
proliferation and commercialization may make escalation management  
in space even more important.

The recognition that future military operations in space will be subject 
to limits should inf luence the concepts and capabilities the US military 
develops. The goal of “space superiority”—ensuring the friendly use  
of space assets while denying adversaries the use of their space assets—
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currently guides military space operations.227 The military is unlikely  
to establish total command of space, though, and not just due to technical 
limitations. Even in wartime, countries will expect the uninterrupted use 
of capabilities like nuclear command and control and the continued use  
of satellite-based services in certain territories. Military capabilities that  
can deny certain forms of support while not affecting others may become  
more important than capabilities with less precision. 

Discussions of limited war can be controversial. Critics claim the  
concept encourages too much restraint and results in stalemate or defeat, 
and military leaders often resent restrictions on their ability to use force. 
But the question of limits in space is inescapable. Unrestricted warfare  
in space is only an option if a country is willing to accept the risk of something 
close to total annihilation of the near-Earth space environment for human 
use and severe escalation risks on Earth itself. The combatants will have  
to limit intentionally any war in space. Tacit understandings about thresholds 
will be a necessary part of space conf lict. The precision, controllability,  
and limited impact of contemporary counterspace technologies are what  
make the present competition unfolding in space possible. The further 
development of capabilities and concepts should not lose sight of those  
very features that make military space forces useable in the f irst place.
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