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Foreword

For several years, the US Department of Defense has declared space
a “war-fighting domain,” and in 2019, it created the United States Space Force
and United States Space Command, highlighting the importance of space
in contemporary warfare. The US military and civilian economy relies
on satellites for critical functions, and potential rivals are increasingly
relying on satellites too. Countries are developing ways to attack each other’s
systems. In addition, the commercial space industry is rapidly expanding.
These changes have led the US government to label space “congested,
contested, and competitive.”

In this monograph, Dr. Ron Gurantz assesses the impacts of space-related
developments on warfare by analyzing the Russia-Ukraine War. He finds the
war has validated many expectations about the role of satellites in future wars.
Both Russia and Ukraine have used satellites to support their war-fighting
efforts, and satellites have become an important part of high-technology
warfare. Commercial satellites have made these satellite services available even
to Ukraine, a country without satellites of its own. At the same time, jamming
and cyberattacks have been effective at interrupting the use of satellites.

More unexpectedly, Gurantz also finds states and private actors have
placed the use of satellites and counterspace systems under various limits
to avoid escalation. A defining feature of the war is the caution that the
United States and Russia have exercised to avoid a direct clash, and this
caution applies to space, too. Even private firms have observed limits,
though not always the limits to which the government would want firms
to adhere, introducing an unanticipated challenge to the United States’
reliance on commercial industry. The United States will have to conduct
future military operations with an eye toward avoiding escalation, and
planners should prepare to operate within strict limits in any future war
involving space assets.

Dr. C. Anthony Pfaff
Director, Strategic Studies Institute
and US Army War College Press






Executive Summary

In this monograph, Dr. Ron Gurantz examines the role of satellites
in the Russia-Ukraine War. The US military believes space and
counterspace systems will be important in future wars. The Russia-Ukraine
War offers an opportunity to evaluate the systems’ uses and effects in warfare,
as no previous war has seen both sides of a conflict use satellite technologies
to such an extent.

The first part of the monograph examines the role of satellites and
anti-satellite systems in combat and how changes in the space domain have
affected the use of satellite technologies. The first section shows that satellites
have contributed to the persistent surveillance and precision that characterize
the battlefield but have also been vulnerable to electronic and cyber warfare.
Many observers have already commented on the high-technology warfare taking
place in the Russia-Ukraine War. This monograph’s contribution is to examine
specifically the role of satellites and anti-satellite systems in that warfare.
The monograph also shows that the proliferation and commercialization
of satellites has increased capacity, improved security, and made satellites
accessible to allies. Many of these insights have already featured heavily
in discussions among military space professionals and are influencing
national security decisions.

The second part of the monograph examines how escalation concerns
have constrained the use of space and counterspace systems. One of the war’s
most striking features is the restraint the United States and Russia have
exercised in their use of military force. It shows that American and Russian
restraint have extended to the use of satellites and anti-satellite weapons.
The United States and Russia have avoided taking direct military action
against each other, adhered to territorial limits in using space and
counterspace capabilities, and avoided conducting destructive attacks
in space. The United States and Russia have also recognized a distinction
between government and commercial satellites. Private firms have themselves
exercised various forms of restraint, and their denial of service can
be as effective as any weapon. States will likely continue conducting
space operations in ways meant to avoid escalation. Certain types of actions,
like electronic and cyber warfare, appear to have been normalized, and areas
of ambiguity remain that could lead to escalation.

Militaries should tailor their concepts and capabilities to the
constraints escalation concerns have imposed. Military forces must be
prepared to fight within limits and prevent the escalation certain uses
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of satellites and anti-satellite weapons could cause. The issue of limiting
space operations is an inescapable one. The US Space Force already
recognizes that “domain control in space cannot rely on overwhelming
destructive force” due to the physical features of the environment, and it
has defined the concept of space superiority accordingly. Escalation concerns
also demand that the goal of “space superiority” account for limits regarding
territory, targets, and types of weapons.

Vi



Satellites in the Russia-Ukraine War

Satellites play a major role in US military operations and have significantly
enhanced the United States’ military effectiveness. The United States uses
satellites for observation, communication, and navigation. Satellites support
nuclear operations and are a critical source of intelligence. They have become
deeply integrated into conventional warfare, where they enable precision
strikes, drone operations, missile warnings, and more. But space-enabled
conventional warfare is no longer exclusive to the United States. China, Russia,
and others have incorporated satellites into their military operations.
States may also disrupt the use of satellites in future conflicts, as they
have developed methods for disabling or destroying satellites and their
associated systems.

The Russia-Ukraine War provides an opportunity to evaluate these
developments and their implications. No war has seen both sides of a conflict
use space and counterspace systems to such an extent.! In this monograph,
I examine lessons that can be drawn from the war about the military use
of satellites. First, I analyze how satellites and anti-satellite systems have
influenced war fighting in Ukraine. Much of this analysis draws on observations
and insights that are already being discussed and influencing national security
decisions. Second, I analyze the limits that governments and private firms
have adhered to when using satellites and anti-satellite systems. These limits
have not been widely discussed, but they are arguably just as important
for future conflicts.

Much of the commentary about the use of satellites in the
Russia-Ukraine War has been about the use of satellite technologies in combat.
On the battlefield, space systems have greatly enhanced battlefield awareness,
information sharing, and precision, but they have also been vulnerable
to electronic and cyber warfare. In space, the proliferation of satellites
and the commercialization of the space sector have increased capacity,
improved security, and made satellites accessible to allies. None of these
outcomes were entirely unexpected, and many are being viewed as validation
of existing strategies.

The current war also offers lessons about how the circumstances of the
war impact the use of new satellite and anti-satellite technologies. The effect
of military capabilities is determined not only by their technical and operational
attributes but by the strategy of the war itself. The Russia-Ukraine War is best
understood as a limited war. Indeed, one of the war’s most striking features
is the restraint the United States and Russia have exercised to avoid escalation.
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I show that this restraint has extended to the use of satellites and anti-satellite
weapons. Understanding how the war’s limits have impacted the use of space
and counterspace assets can help the United States prepare for future conflicts.

The United States, Russia, and private firms have abided by several limits
in their use of space and counterspace capabilities. Territorial boundaries
have constrained combat support from satellites and counterspace systems,
though territorial limits have been violated at the margins. In the wider
war, both states have been sensitive to the perception of direct military
action against the other and the perception of crossing nuclear thresholds,
and these sensitivities likely apply in space, too. The war has reinforced the
distinction between destructive and nondestructive attacks on satellites.
Both sides will likely continue to view violations of these specific limits
as escalatory. On the other hand, disrupting satellite operations through
jamming or hacking appears to have been normalized and will likely
be commonplace in future wars.

The reliance on commercial satellite providers has introduced a new
dimension to limited war. Governments seem to recognize a distinction
between government and commercial satellites. How strongly governments
would respond to attacks on commercial satellites is unclear, but they would
probably not place them in the same category as attacks on government
satellites. Satellite companies have themselves emerged as a group of actors
who may limit their involvement in war—and their denial of service can
be as effective as any weapon. The United States must balance the benefits
of relying on commercial providers with the drawbacks of sacrificing control
over how it uses satellite capabilities.

The Russia-Ukraine War has shown that satellites are key enablers
of modern warfare and that states will target satellites with counterspace
systems. The war has also shown that the type of war being fought will shape
the use of satellite capabilities. In proxy wars, limited wars, and probably even
in a direct conflict with a peer competitor, space and counterspace capabilities
will be subject to restraint to prevent escalation. States should tailor concepts
and capabilities to this fact. The US Space Force recognizes “domain control
in space cannot rely on overwhelming destructive force” due to the dangers
of creating orbital debris, and military doctrine recognizes that
“space superiority” may not be absolute due to technical or political
limitations.? Military space forces must also be prepared to gain superiority
that is specific to particular territories or space-based capabilities, with certain
targets and weapons systems being off-limits.
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The monograph proceeds as follows. The first section reviews and
analyzes the use of space capabilities on the battlefield, where satellites and
anti-satellite systems play an important role. It also analyzes the effect
of changes in the space domain, particularly proliferation and commercialization.
The first section provides a foundation for the second part of the monograph,
which evaluates lessons about the use of space and counterspace capabilities
in limited war. The second section analyzes the limits that the United States,
Russia, and private firms have adhered to. Finally, the paper concludes
with a discussion of the implications for future national security policy.

The following study relies almost entirely on open-source reporting.
Detailed information on space operations is often difficult to obtain due
to classification barriers. Nevertheless, open-source material can show broad
outlines and allow for useful conclusions to be drawn. Of course, this analysis
will not be the final word on satellites in the Russia-Ukraine War. The history
of the conflict will continue to be written and rewritten as more information
is revealed. Moreover, the war is still ongoing as of this writing. It will surely
continue to produce insights about the use of space and counterspace systems
beyond those covered here.

Observations from the Battlefield

The Russia-Ukraine War has generated substantial literature on lessons
learned.’ The effect of modern information technology on military operations
has been one of the literature’s major themes. Persistent surveillance
from drones and other sources, and the sharing of that information
through communications networks, is exposing the locations of military forces
and key sites.* Precision munitions and rapid coordination between units
across large distances are making military targets vulnerable to rapid strikes,
increasing the value of countermeasures like dispersal and concealment.’
Commercial products like drones and cell phones have helped make the
current environment possible.® The developments in the Russia-Ukraine
War seem to confirm predictions about the spread of precision-strike warfare
to countries other than the United States.” Analysts believe the changes
observed in the war could significantly impact the character of future combat.

The use of information technology on the battlefield has occurred alongside
efforts to disrupt those systems through electronic warfare and cyberattacks.®
Radio-frequency jamming involves broadcasting signals as interference
so devices cannot receive their intended signals. It has reportedly become
the preferred method of attacking drones so they lose connection with their
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pilots or the Global Positioning System (GPS).” Reports of GPS spoofing,
in which a misleading signal is used to fool the receiver, have been widespread.”
Electronic warfare also refers to locating electronic transmissions for targeting
purposes, which is reportedly common in Ukraine.! Cyberattacks have been
recorded throughout the war, though mostly against civilian infrastructure
rather than battlefield targets.'”? Overall, cyberattacks have not been as effective
as expected by many analysts.'?

Satellites play an important role in the conflict’s high-technology warfare.
T. X. Hammes highlights three competencies Ukraine has demonstrated and
mastered, perhaps more than the United States: “access to near-persistent

» «

surveillance of the battlespace,” “truly connected, high-speed command
and control,” and “skilled use of precision artillery, drones, and loitering
munitions.”** All three capabilities use satellites, whether for observation,
communication, or navigation. Satellites have also been vulnerable to electronic
and cyber warfare. My contribution is to examine specifically the role
of satellites and anti-satellite weapons in the high-technology warfare taking
place in Ukraine. I first describe the role that space and counterspace systems
have been expected to play in modern war, then analyze how states have used

space and counterspace systems in the Russia-Ukraine War.
Satellites in Modern Warfare

The primary military functions of satellites are intelligence, surveillance,
and reconnaissance (ISR); communication; and positioning, navigation,
and timing (PNT).”* ISR satellites use a variety of sensors, from
cameras to radars, to locate adversary installations and military forces.
Militaries also use ISR satellites for functions like missile warning,
mapping, and weather monitoring. Communications satellites allow for
long-distance communications to share information and coordinate action.
Militaries can also use communications satellites to pilot drones remotely.
Militaries use PNT satellites like GPS to position military forces, drones,
and other equipment; to allow military forces to navigate; and to guide
several types of precision munitions. They can also use the GPS timing
signal to coordinate military action.

All the military functions of satellites have become important parts
of conventional warfare. The United States has benefited tremendously
from using advanced surveillance and precision-guided munitions to locate
and strike targets precisely from considerable distances.’” China, Russia,
and others have also been incorporating satellites into their conventional
military operations. China in particular has established itself as a major
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space power, doubling its ISR satellite fleet to 250 systems between 2018
and 2022 and owning and operating at least 60 communications satellites—
making China’s satellite fleet the second largest behind the United States.'®
China, Russia, and the EU have launched their own global navigation
satellite systems as alternatives to GPS, and India and Japan have created
regional systems."”

China appears to be seeking the same ability to command and control
military forces, locate and track the enemy, and precisely guide munitions
that the United States has benefited from.?* Russian theory and doctrine
also view access to space-based communication and surveillance, and denial
of the same to its opponents, as a source of military advantage, though Russia’s
capabilities appear to be far behind those of the United States and China.?!
Details about how Russia integrates its capabilities into military operations
are also scarce.”? Russia’s lack of capability is an advantage for its opponents,
though it may also make Russia more willing to attack enemy satellites even
when the attacks endanger its own satellites.

In response to the potential role of satellites in future wars,
several countries have developed anti-satellite weapons. The United States,
China, Russia, and India have successfully tested anti-satellite interceptors
launched from Earth.?3 The United States, China, and Russia have also
studied or tested a range of more exotic concepts for physically attacking
satellites, including high-altitude nuclear explosions and satellites that can
launch projectiles or grapple others with robotic arms.?* Many countries
have cyber capabilities that may be able to disable satellites, ground stations,
or equipment.?

Much of the recent development in anti-satellite capabilities has been
in electronic warfare. The United States, Russia, and China reportedly have
highly developed abilities to jam terrestrial receivers of communication and
navigation signals, known as downlink jamming.?® The United States, Russia,
and China can also reportedly jam receivers on certain types of communications
satellites, interrupting the satellites’ ability to receive and relay signals,
known as uplink jamming.?” In theory, jamming can also interrupt satellite
radars, preventing them from receiving the radio signals needed to create
a radar image.?® Advanced countries may also be testing lasers to blind
satellites’ optical sensors.?
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Satellites in the Russia-Ukraine War

In the current war, both sides are using satellites for surveillance,
communication, and navigation. Information about Russia’s use of satellites
is limited, but General James H. Dickinson, former commander of United
States Space Command, said Russian satellites have supported military
operations and long-range precision strikes against Ukrainian infrastructure.’
Dickinson did not specify whether Russia used satellites to locate targets,
communicate targeting information, guide munitions to targets, or all the
above. Information about the role of US government satellites is also limited.
The United States is providing classified intelligence to Ukraine, but reports
do not specify whether satellites are a source of that intelligence.’ Apparently,
Ukraine is using public data from an American civil satellite meant for spotting
wildfires to detect artillery and missile fire.*?

The one US government satellite service Ukraine is certainly using is GPS.
GPS signals are available everywhere in the world. Drones, smartphones,
and infrastructure like cellular towers use GPS, and all have been important
for the war. Several types of munitions the United States and others have
supplied to Ukraine use GPS for guidance, and a top Pentagon official
said long-range, GPS-guided munitions have struck Russian supply hubs
and command-and-control nodes.*® Another study noted that the precision
of GPS-guided munitions has helped Ukraine launch strikes with more
efficiency than Russia.** Some satellite equipment, like the dishes for the
broadband Internet system Starlink, also uses GPS.?* Russia may even
be using GPS in addition to its own navigation satellites. Former British
Secretary of State for Defence Ben Wallace said downed Russian jets had
commercial GPS receivers taped to their instrument panels.

Other than the available information about GPS usage, information on
the use of government satellites is scarce. But information about Ukraine’s
use of commercial observation and communications satellites is widely
available. Commercial observation satellites have provided Ukraine with
optical images, synthetic-aperture radar images that see through cloud cover
and at night, and radio-frequency data for detecting electronic emissions
like GPS jamming.?” The imagery and data are being used to locate and
track Russian forces. Ukraine is continuously integrating the data into
the command-and-control systems it uses on the battlefield.?®
Beyond the battlefield, allies and the media are using imagery to track
events, and imagery has even been used to find evacuation routes for
refugees and confirm the Russian massacres at Bucha.? States have also used
radio-frequency data to track ships for sanctions enforcement.*’
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Experts say the volume of commercial satellite imagery being used in the
current war is unprecedented.*" Ukraine downloaded more than 40 million
square kilometers’ worth of geospatial imagery just in the first two weeks
of the war.* The Ministry of Defence of Ukraine has claimed, in the five
months after it purchased the exclusive use of a Finnish radar satellite,
it identified almost 1,000 locations of Russian military units.*
Satellites are constantly imaging the country.** Although analysis and delivery
are not real time, they can be accomplished in hours and, in some cases,
minutes.” The company BlackSky claims its artificial intelligence can task and
deliver imagery within 90 minutes, and Planet Labs, which has a constellation
of about 200 satellites in orbit, says it can scan the entirety of Ukraine once
a day.*® The National Geospatial-Intelligence Agency, which created a pipeline
providing commercial satellite images directly to Ukraine, can transmit

imagery minutes after collecting it.*

Commercial communications satellites have also been important.
Ukraine’s government and citizens have used satellite communications services
from multiple providers.*® The most important service has been Starlink,
a “mega-constellation” of thousands of Internet broadband satellites
from the company SpaceX.*” The Minister of Digital Transformation
of Ukraine Mykhailo Fedorov referred to Starlink as “the blood of our entire
communication infrastructure.”® Starlink has served as the backbone of the
command-and-control software the Armed Forces of Ukraine use to share data,
coordinate military operations, and communicate with US and NATO advisers
outside the country.”® On the battlefield, Starlink enables reconnaissance
teams at the front to send drone-based video feeds to artillery units in the
rear, reportedly cutting down the time between locating and striking a target
from 20 minutes to 1 minute.”> Ukraine has even attached Starlink dishes
to drones, allowing soldiers to pilot the drones remotely.”® Beyond the
battlefield, Starlink has provided reliable and widespread connectivity to the
government and its citizens, including in newly liberated areas.™*

Counterspace in the Russia-Ukraine War

Both sides have also used counterspace systems. Russia and Ukraine
have used electronic warfare to disrupt satellite signals. Lieutenant General
John Shaw, former deputy commander of United States Space Command,
has called the Russia-Ukraine War the “largest [navigation warfare]
confrontation ever seen,” with both sides deliberately interfering with PNT
systems.” Lieutenant General Antonio A. Aguto Jr., head of the Security
Assistance Group-Ukraine, has said Russia is jamming the guidance
on precision munitions.’® Other reports suggest Russia’s GPS jamming
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is widespread, persistent, and significantly impacting the accuracy of
munitions.’” Ukraine has reportedly stopped using some types of munitions
altogether.’® Drones and Starlink terminals have also reportedly seen their
GPS disrupted.”” GPS jamming has not implied total denial, though,
with one official describing an ongoing and highly technical cat-and-mouse
game of jamming and countermeasures.®’ Jammers themselves can even become
the targets of military strikes.®

Shaw has also said both Russia and Ukraine are engaging in the jamming
of satellite communications.®* Jammers can target satellite dishes on Earth
to prevent them from receiving signals, but one American defense firm has
also detected numerous instances of Russia conducting uplink jamming
on communications satellites to interfere with Ukrainian officials’ television
broadcasts.®® Beyond jamming, the electronic signatures from Starlink
dishes are reportedly detectable, which can help adversaries locate and
physically target the dishes.®* Russia apparently failed to employ electronic
warfare effectively early in the war, perhaps hindered by the fast-moving
battlefield and difficulties in distinguishing between signals.®® Russia seems

to be employing electronic warfare far more effectively now that the front
has stabilized.

Cyberattacks have also proven to be a threat. The most significant
anti-satellite attack of the war—and probably the most significant
cyberattack—was a Russian hack in the opening days of the war that shut
down thousands of Viasat terminals used by the Ukrainian military and
police.®” Viasat eventually had to replace as many as 45,000 modems.*®
The attack seemed to confirm predictions that adversaries would seek
to disable space systems early in a conflict. But the impact on the battlefield
is still unclear. No public evidence exists to suggest the effects of Russia’s
attack were significant other than the statement of one official who later
claimed he had been misunderstood.® Ukraine has multiple systems
for communication, including landlines, military radios, and the Starlink
dishes that were distributed early in the conflict.”

Battlefield Lessons

Satellite capabilities have clearly played a significant role in supporting
terrestrial combat in the Russia-Ukraine War, but the implications
of satellites and other information technologies for future combat operations
are still being debated. Some view them as foreshadowing a transformation
in warfare, where persistent surveillance and precision will put a greatly
expanded range of targets on and off the battlefield at risk.”* Certain features
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of the war, such as its defensive and attritional nature, are consistent with the
predicted effects of such a transformation.”? Others reject this interpretation,
pointing out that a high level of vulnerability was a feature of modern war
before these technologies were introduced and that operational
countermeasures like hardening and concealment are effective.”
High-technology countermeasures like battlefield electronic warfare have
also shown themselves to be effective, and countermeasures will continue
to evolve.

Nevertheless, the US military is adapting to challenges from the spread
of space systems, and observations from the war have seemed to validate the
US military’s decisions. The US Army, for instance, recognizes it will have
a harder time concealing its forces from their home stations to the battlefield
and that it will struggle to protect large assembly areas and command posts.”™
The Army is also preparing to respond to the space challenge with its own
counterspace capabilities, though whether the capabilities will be sufficient
to overcome new realities like persistent overhead surveillance is yet
to be seen.”” The US Army anticipates enemy counterspace systems will
pose threats to its own satellite-based communication, navigation,
and missile warning systems. Proposals include relying on redundant
satellite constellations in multiple orbital regimes and on ground- and
air-based backups.”

Observations from the Space Domain

Beyond the battlefield, changes in the space domain and the space
sector have also affected the Russia-Ukraine War. The space sector has
seen two major changes in the past decade. The first is proliferation,
which refers both to the increase in the total number of satellites in orbit and
to the development of large networks of small satellites, sometimes referred
to as megaconstellations. The second major change is the increasing role
of private firms in the space sector and governments’ increasing reliance
on commercial providers. Many predicted that these developments would
positively affect innovation, capacity, and security, and they are taking the
war as a validation of that prediction. What has perhaps been unexpected
is how well Ukraine, a country with no national security satellites of its own,
has taken advantage of the new environment. In this section, I review the two
major developments in the space sector, then examine their effects on the war.
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Proliferation and Commercialization in the Space Domain

Probably the most significant change in space in recent years is the
proliferation of commercial satellites. Earth-observing satellites were
exclusively government operated until 1999.77 Today, private firms operate
almost 600 observation satellites, with most of that boom occurring in the
past decade.” Private firms have operated communications satellites since
early in the space age, but each constellation has traditionally had only
a few satellites that are large and distant from the Earth.” The recently
created megaconstellation Starlink offers broadband Internet service from a
linked network of more than 5,000 small satellites orbiting at relatively low
altitudes.®® After just four years of operation, Starlink constitutes around half
of the active satellites in orbit, and it continues to add more.®! Several other
companies are planning similar megaconstellations.®

Proliferation provides advantages, such as increased capacity for imagery
or bandwidth, and improved access to remote regions like the Arctic.®
But proliferation’s major advantage for national security is that it provides
resilience and redundancy in the face of attacks from anti-satellite
weapons. Denying or substantially degrading services like surveillance and
communication may be possible when satellites are few. Disabling or destroying
large numbers of satellites, on the other hand, can be prohibitively expensive
or technically infeasible.

A state may not have enough physically destructive weapons to disable
an entire megaconstellation, which can continue to operate even after large
numbers of satellites are disabled or destroyed. In addition, replacing satellites
may be cheaper than destroying them. SpaceX currently carries more than
20 Starlink satellites into orbit per launch.®* Electronic warfare against
megaconstellations can be difficult, too. Beyond just their large numbers,
certain features specific to megaconstellations make jamming harder.
They operate at lower altitudes, which means their signals are stronger.®
They use narrow beams and move quickly across the sky, which narrows the
geographic area from which a ground-based jammer could be effective.

Megaconstellations are not invulnerable. They do not necessarily solve
the problem of cyberattacks because the constellation is still part of a single
network.?” The many connections among the satellites and between the
satellites and ground stations may open up more possibilities for intrusion, and
the satellites’ smaller sizes could mean they have less capacity for encryption
or responding to interference.®® Megaconstellations can also be vulnerable
to physical attacks that affect many satellites at once, like high-altitude

10
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nuclear explosions or disruptions to supply chains that prevent the production
or launching of satellites.

In large part, private firms have driven proliferation. Lowered launch
costs and improved satellite technology have encouraged both the proliferation
of satellites and more opportunities for the private sector.’” Still, governments
are deeply involved in the space sector. The main customers of commercial
imagery are governments.”® The US government has historically been the
single largest purchaser of communications services.”’ The US government’s
use of commercial providers is part of an intentional strategy to purchase
space services on the market to promote greater innovation and
quicker production timelines than are possible within the government.”
Nevertheless, the US government plans on proliferating its own satellites.
It has already begun launching large constellations for missile warning,
communications, and ISR, and has explored options for proliferating PN'T
and integrating with proliferated commercial systems.”

Proliferation and Commercialization in the Russia-Ukraine War

The Russia-Ukraine War has amply demonstrated the advantages
of proliferation and commercialization. As detailed earlier, the volume
of satellite imagery being used in the war is enormous.” The capacity provided
by communications satellites is also unprecedented. Starlink’s low altitude
and large numbers lead to high data rates and low latency, supporting many
users and allowing users to share video effectively in real time.” Reports from
Ukraine have said rank-and-file soldiers are “swimming” in connectivity and
have access to battlefield information once only available to commanders.”
Though Starlink’s latency is not quite as low as most terrestrial Internet,
it provides enough bandwidth that soldiers can apparently surf the Internet
and play online video games in their downtime.*”

Many are also touting the success of proliferation, and Starlink
in particular, as proof of the resilience of megaconstellations to interference
or attack.”® Russia has been unable to prevent the widespread use of Starlink,
despite having anti-satellite missiles and systems for jamming traditional
communications satellites. General B. Chance Saltzman, US Space Force
chief of space operations, has said the Russians have tried to jam Starlink
and failed due to its architecture.” Space Development Agency Director
Derek Tournear has similarly argued that Russia has not attempted to shoot
down Starlink satellites due to proliferation.’® To be sure, few details
are available about how or why Russia has been foiled or deterred in its
attempts to interfere with Starlink. Nevertheless, many take Starlink’s

1
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success as validation for the transition toward megaconstellations that
is already underway.

Although megaconstellations do not necessarily solve the problem
of cyberattacks in theory, Starlink has proven resilient to cyberattacks
in practice. One cybersecurity expert suggested Starlink’s advantage
is its relative newness, which means hackers have not had time to find
vulnerabilities.®! If the expert’s suggestion is true, Starlink’s real value may
have been its availability as a rapidly deployable alternative to other systems,
particularly after Viasat was hacked. On the other hand, others have said
Starlink’s rapid software updates prevent cyberattacks.’? The ability to update
software rapidly has also apparently been important for resisting jamming.'%?
Using software updates to resist interference may be an example of how private
sector innovation can enhance security.'’*

Beyond the capacity and security that proliferation provides, the success
of private satellites in the Russia-Ukraine War may also validate the
commercialization strategy. The effect of commercialization has been
to encourage production and innovation, and to make the products
of satellites available to Ukraine. A striking feature of the war is that
Ukraine has probably used space more than Russia, though Russia is one of
the major space powers and Ukraine only has two of its own satellites—neither
of them military.'®

Ukraine has obtained satellite imagery and communications services
from American, Canadian, and European companies, both through direct
contracts and through the US government.’® Ukraine even purchased the
exclusive use of a Finnish radar satellite.’”” Commercial satellite services
are widely available and easy to use. For instance, Ukraine received large
shipments of Starlink satellite dishes early in the war.'® Starlink satellite
dishes are portable, cheap, plentiful, and easy to set up, and the Armed Forces
of Ukraine quickly incorporated them into operations.'?’

One of the war’s most interesting developments is Ukraine’s integration
of satellite systems into command-and-control software that it can operate
on laptops and smartphones.’’® Ukraine can rapidly process battlefield data,
including from satellites, and disseminate it to units across its armed forces.™?
Software from Palantir can draw data from more than 300 commercial
satellites, though the software normally relies on fewer.!? Soldiers in battle
can even request more satellite coverage.'”®> Some argue Ukraine is using
commercial products to collect and integrate battlefield information better

than any Western military.”™ The disadvantage of the ease and availability of

12



Satellites in the Russia-Ukraine War

commercial products is that adversaries could also use them. Ukrainian officials
claim Russia has managed to purchase Starlink dishes despite sanctions and

has used the dishes in occupied parts of Ukraine.'®

Commercial satellites are also easy to use because they are unconstrained
by classification barriers, a self-imposed but nevertheless real restriction
on sharing government satellite products. Classification rules make sharing
images from American spy satellites difficult without specific authorization.
The National Reconnaissance Office, for instance, had to rely on a test satellite
to obtain images to show to European allies because its other assets could
not produce sharable images.!"®* Commercial satellites, on the other hand,
can produce a repository of images users can share without restriction.
Moreover, commercial satellite images are available for needs beyond
intelligence, such as diplomacy and public affairs. These needs are important
in wartime, but the relevant agencies may not have their own capabilities.

Space Lessons

Proliferation is likely to have a substantial effect on space security and
may represent a significant turning point in military competition in space.
It eliminates the vulnerabilities from relying on a small number of satellites
for critical functions. By making it so expensive and difficult to substantially
degrade satellite services or disable large constellations, certain kinds
of offensive weapons may no longer be worthwhile to invest in.
Anti-satellite missiles and other physical means of attacking individual
satellites may lose their value, as may certain types of electronic attack.!’
For the military services, the reduced value of certain attacks may mean
they can safely put more military functions in orbit, such as the tactical
ISR currently being conducted by planes.!’® Starlink’s success in quickly
supplementing Ukrainian communications after the Viasat hack suggests
the value of proliferation may also be in the abundance of options rather
than in the resilience of any one constellation, though the number of systems
states can develop and operate has limits.'"’

Proliferation is hardly a panacea. The transition to megaconstellations
will take time, and legacy systems will continue to be both important and
vulnerable. Adversaries may launch their own megaconstellations and benefit
from the same defensive advantage. Adversaries may also attempt to develop
methods of disrupting or disabling megaconstellations, which could be the
motivation behind Russia’s reported development of a nuclear anti-satellite
weapon.'? Proliferation has other drawbacks, like an increased risk of collision
with other satellites and meteoroids, diplomatic tensions if states are crowded
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out of certain orbits or parts of the radio spectrum, atmospheric pollution
from space launches and old satellites reentering the atmosphere,
an increase in uncontrolled reentries of space vehicles, and interference
with ground-based astronomy.'?! All the issues with proliferation
suggest increased international coordination and regulation of low Earth
orbit will be necessary as proliferation increases.

The Russia-Ukraine War has also appeared to validate the notion
that commercialization would encourage more rapid innovation.
Starlink’s proliferated architecture may be the most obvious
advancement, but other innovations, like rapid software updates, may also
end up being important. The ability to share commercial satellite products
was perhaps the most unexpected and promising development of the war.
Integration with allies is part of US Space Force strategy, but its motivation
appears to be more about leveraging allied capabilities, industry, and geography
to support US and multinational operations.’ In the current Russia-Ukraine
War, a partner nation has showed it can successfully exploit commercial
satellites for its own military purposes.'?®

Again, the opportunities commercialization presents are hardly a panacea.
The commercial market can only support so many systems. Moreover, satellites
do not become useful just by being available—militaries require sufficient
equipment and trained personnel on the battlefield to make use of them
fully.’?* But if partner nations with technical proficiency and materiel can
use commercial satellites to enhance their military power, satellites can
of be a tool for strengthening allies and projecting power without direct
intervention. The success of efforts to train and supply the Armed Forces
of Ukraine will likely strengthen faith in the model of providing specialized
support while partners lead military operations. Satellites can be part
of that specialized support. Although rivals like China could also adopt
such a strategy, the United States is best positioned to adopt that model
as the country with the most allies and the most satellites.!*

Limited War in Space

The major lessons from both the battlefield and the space domain
have been about how developments in technology have impacted
combat. Many of these lessons confirm expectations about the spread
of precision-strike technology and the effects of satellite proliferation
and space sector commercialization. However, Freedman has warned
against lessons that “fixed on trends in military capabilities and neglected
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the types of conflict that might need to be addressed through force of arms.”*?¢

The “types of conflict” he was referring to are irregular wars, where the nature
of the war limits a state’s ability to exploit its technological advantages fully.
Freedman’s warning can also apply to conventional war.

Limited wars and proxy wars demand that states use capabilities
in specific ways to achieve effects while avoiding escalation to full-scale
war. The Russia-Ukraine War provides substantial insight into how states
navigate the danger of escalation in their space operations. In this section,
I first review the theory of limited war and describe the importance
of escalation management in space operations. I then describe the ways
that participants have limited the use of space and counterspace systems
in the Russia-Ukraine War and the ambiguities that continue to surround
some of those limits. Finally, I address the complications introduced by the
use of commercial satellites in the war.

The Theory of Limited War

Limited wars are defined as wars that are limited in their objectives
or in the means used to fight them.'®” States typically use military force
if they determine that the costs and risks are “proportionate and appropriate”
to the objectives they seek to accomplish.’?® That means they will be selective
about the wars they choose, but it also means that they may observe certain
limits within the war itself to reduce costs or risks. States may limit the
geography within which they fight, the resources they commit to the
tighting, or the objectives they seek. In proxy wars, states support their allies
but keep their own forces out of the fighting entirely. Limited war was
of particular interest during the Cold War because an unlimited war between the
United States and the Soviet Union would have meant nuclear
annihilation. Ensuring any crisis or conflict remained limited was a matter
of national survival.

Escalation concerns endure in the current age of competition between
nuclear-armed great powers. They are clearly present in the Russia-Ukraine
War. Despite making a substantial commitment to supporting Ukraine,
one of the United States’ guiding principles has been to avoid war
with Russia.?’ The United States has not introduced troops into Ukraine,
established a no-fly zone, or taken other actions that risk direct military
clashes.”®® The United States has been cautious about providing Ukraine

131 Russia has also been careful

capabilities that can strike inside Russia.
to avoid direct combat. Despite accusing the United States of being a direct

participant in the war, Russia has not attacked American forces or NATO
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territory—except for harassing American drones.’* Russia has also not used
nuclear weapons. Both sides fear the consequences of the war escalating
beyond its current boundaries. The limits the United States and Russia have
observed are key features of how the war is being fought.

The war’s limits have generated debates over the current strategy, but they
also contain lessons for future conflicts.’** The current war should be viewed as
an example of the kinds of conflicts the United States will face in the future.
At a minimum, the United States and great-power rivals like China and
Russia will want to avoid full-scale nuclear war. Except in the most extreme
circumstances, great powers will also want to avoid the limited use of nuclear
weapons or a major conventional war, either because of their immediate costs
or because they risk escalation to full-scale nuclear war."** Great powers will
probably be hesitant to confront each other in anything beyond proxy wars
like the Russia-Ukraine War. Even in a direct clash, though, combatants will
almost certainly try to limit the extent of the fighting to prevent escalation.

Robert Osgood’s classic study on limited war was motivated by the
following questions: “How can the United States keep war limited? How can
the United States fight limited wars successfully?”* The United States must
consider which limits it must respect to avoid escalation and be prepared
to conduct operations within those limits. But limited wars are not scenarios
in which countries choose limits unilaterally. Instead, limited wars are best
understood as tacit agreements with an enemy. In limited war, both sides are
capable of escalating and may perceive some advantage to doing so, but instead
choose to practice restraint conditional on the opponent’s restraint. One side’s
restraint depends on the opponent’s behavior and is typically enforced by some
threat of corresponding escalation.

Schelling observed that wars are usually limited by conspicuous
“thresholds,” easily perceived lines that can form the basis for tacit agreements.*
Since states do not explicitly negotiate thresholds, they tend to be simple
and obvious rules states can recognize and adhere to in the chaos of war.
Thresholds may be geographic features like rivers, conventional stopping points
like borders, and legal prohibitions against using certain types of weapons
or striking certain types of targets.’”” Precedents from previous conflicts
frequently act as thresholds, but states may also test limits throughout the
war in a tacit negotiation of action and reaction. Thresholds sometimes have
a compelling military logic but can sometimes feel quite arbitrary. The logic
or morality of a particular threshold is often less important than its
perceptibility and enforceability.

16



Satellites in the Russia-Ukraine War

The United States must not only identify those thresholds but should
also consider how it can ensure the war remains within the limits chosen.
Even if states identify and adhere to thresholds, there can be many pathways
to escalation that are not entirely predictable. States may deliberately
escalate out of desperation or overconfidence or inadvertently escalate
due to miscalculation or misperception. Certain scenarios raise the danger
of escalation more than others, which is probably why nuclear armed states
have avoided direct and protracted conflict with each other. Although some
argue that a protracted conventional war could occur without nuclear escalation,
nuclear-armed countries have stopped well short of major conventional war
with each other in practice.”® Nuclear-armed countries have instead chosen
to engage in proxy conflicts, to end the fighting quickly when direct clashes
occur, and to back away from the brink in high-stakes crises. States must
be prepared to fight within limits and to avoid crossing lines that could
be particularly dangerous or provocative.

Space as a Domain of Limited War

Space may be the most important domain for lessons about limited war.
The dangers of nuclear and conventional escalation, the fragility of the space
environment, the global reliance on space services, and the laws and norms
governing the use of space have historically imposed limits on military activity.
But today, the development of counterspace capabilities for use in conventional
war and the need to protect and defend space assets have led the Department
of Defense to declare space a “warfighting domain.”** The central tension
in the current era will be balancing the continuing need for caution in space
with the pressures to take action when satellites actively support military
operations. The Russia-Ukraine War may be the first opportunity to observe
how states have attempted to resolve that tension in wartime.

States have several important reasons to practice military restraint in space
even when engaged in conflict. First, attacks in space can lead to major war.
Satellites serve critical functions in the nuclear enterprise, such as command
and control, missile warning, and nuclear detonation detection. States could
interpret attacks that impact satellites involved in the nuclear enterprise
as the opening salvo in a nuclear war.'*® Similarly, states could interpret
attacks on certain military satellites as the beginning of a major conventional
war. Either way, attacks on satellites could provoke major retaliation and
escalation. Even attacks understood to be isolated could lead to retaliation
given the enormous value of certain satellites and the government’s interest
in deterring or preventing further attacks.
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Second, the physical characteristics of space make certain weapons
destructive to the space environment. Detonating a nuclear weapon in space
can leave damaging radiation trapped in the Earth’s magnetic field.
Physically destroying a satellite can create uncontrolled debris that stays
in orbit for decades or longer.'*! Both types of attack can result in the
destruction of other military, civilian, and allied satellites. In the most
extreme case, a chain reaction of collisions could endanger the world’s
long-term use of near-Earth orbits and the ability to launch spacecraft
beyond them. James Clay Moltz argues that these environmental
considerations have historically been the most important source
of restraint in developing space weapons.'*?

Third, the widespread civilian reliance on satellites, which includes
satellites that also have military functions, means attacks on space systems
could have damaging economic effects or endanger civilian lives. Each GPS
satellite, for instance, costs about $250 million dollars, and the constellation
is estimated to have contributed $1.4 trillion to the US economy over its
lifetime."*® Many countries and industries have become reliant on GPS,
communication, and weather satellites.’** The loss of satellite services used
for navigational safety and disaster response operations could put lives
at risk. Damaging or destroying satellites could cause economic and civilian
dislocation for the United States and the world.

Finally, the precedent of space being a realm of limited military competition
may be worth preserving. Arms races are expensive, and wars are destructive,
whether in space or elsewhere. In space, states have been able to maintain
some level of mutual restraint and avoid costly and destructive competition.’
Treaties have prohibited testing nuclear weapons in space, placing nuclear
weapons in orbit, and establishing military installations on the Moon and
other celestial bodies.*® A “norm of unrestricted overflight” has permitted
satellites to fly over countries without interference.” The principle of space
as the “province of all mankind,” open for all nations to use peacefully,
has been affirmed in a global treaty."*® States have not simply exercised restraint
because they judge space weapons as lacking military utility, but because they
have agreed they are better off if terrestrial military competition does not
extend into the space domain.

Of course, many forces are working against states’ incentives for restraint.
The increased use of satellites in conventional war has made them important
military targets. Attacks in space do not directly cause fatalities, so keeping
war out of space could be difficult to justify if attacking a satellite would save
lives on a battlefield. Improved counterspace technology allows for cost-effective
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and precise attacks that do not produce debris. Moreover, certain features of the
space domain make restraint difficult, such as first-strike advantages, the difficulty
of attributing attacks, and secrecy. The United States must be prepared to balance
the competing considerations of restraint and military necessity in any future war.

Limits to Space Support in the Russia-Ukraine War

Although many analysts have discussed restraint in debates about space
weapons, few have discussed Osgood’s questions about how to limit space war
and how to fight successfully within limits. The present study does not aim
to resolve Osgood’s questions completely, but it uses the Russia-Ukraine War
as an opportunity to examine what limited war in space might look like and
what thresholds great powers are likely to recognize. Understanding which
activities states are likely to view as escalatory, which activities have become
normalized as parts of warfare, and where ambiguities continue to exist will
be useful for planning for future wars and avoiding escalation. This monograph
considers, in turn, limits to the provision of support from satellites, and limits
to the use of counterspace measures.

Discussions about space capabilities and escalation usually revolve
around attacks against satellites. Limiting the support that space systems
provide for terrestrial combat operations has not been an issue that analysts
have thought deeply about in the context of escalation management.
But the issues are inseparable. Anti-satellite weapons are meant
to deny countries the use of satellites in wartime, so it follows that the
threat of anti-satellite attacks could lead states to restrict the use of satellites
in a limited war or the provision of satellite support to allies.

To be sure, limiting satellite availability for national security purposes
is not unprecedented. GPS signals are broadcast globally for civilian and
military use, but the US government used to degrade the accuracy of the
civilian signal intentionally so other countries could not use the signal
for targeting purposes.’” Presumably only Ukraine is using munitions
that benefit from the encrypted military GPS signal, which is more
resistant to jamming.””® Communications services and observation data can
also be denied to adversaries. The commercial satellites that have supported
Ukraine are mostly American or European and have not been available
to Russia. Classification and other legal restrictions can inhibit sharing
even with allies. But all these restrictions are meant to deny advantages
to opponents or protect state secrets. None are thresholds of the kind
discussed above: tacit limits between adversaries to avoid escalation.
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In fact, American satellites seem to have adhered to very few limitations
within Ukraine. Just as the United States has been supplying Ukraine
with equipment, weapons, training, and intelligence, the US government
has not appeared to place strict limits on Ukraine’s use of American satellites.
Although not much is known about government satellites, American companies
have, as best as is known, provided continuous and largely unrestricted
communication and surveillance. The limits within Ukrainian territory have
mostly been to deny Russia the use of government satellites in the areas Russia
occupies. Of course, GPS is universally available by design.

It is not accurate, though, to say that the United States has not
adhered to any limits that could affect satellites today or in the future.
Although not specific to satellites, the Biden-Harris administration has not
provided intelligence on the locations of high-ranking Russian individuals
in Ukraine. The administration apparently judged such information could
create the appearance of a direct conflict with Russia.”®! Notably, Canada has
applied restrictions specifically to satellite-derived targeting data in the past,
perhaps setting a precedent. The Canadian company MDA Space provided
Ukraine with imagery for a year after the 2014 invasion, but stopped over
concerns Ukraine was using the information for military targeting. Canada
only authorized MDA Space to return when the current war began.”?

Although the provision of satellite services and other military assistance
within Ukrainian territory has been largely unrestricted, the United States has
been careful not to provide Ukraine with the means to attack Russian territory.
Whether this restriction has applied specifically to satellites is unknown,
but the restriction has applied to other military assistance, including intelligence.
The United States has reportedly not provided intelligence Ukraine could use
to attack Russian targets outside Ukraine.'”® The United States has also limited
the provision of munitions and weapons that can strike Russian territory,
has reportedly asked the Armed Forces of Ukraine not to attack Russia
with American weapons, and has denied involvement in Ukrainian drone

attacks inside Russia.!?*

The territorial limit has been important in satellite communications,
too. The most well-known episode in which satellite services were denied
to Ukraine involved a planned attack in Crimea. In this case, a private
actor, rather than the US government, made the decision to deny support.
In September 2022, SpaceX refused to activate Starlink over Crimea
to help guide an armed Ukrainian naval drone to attack Russian ships
in port.”*> Elon Musk, chief executive officer of SpaceX, said he decided

not to activate Starlink because he worried such an attack could cause
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escalation, or perhaps even nuclear war, between Russia and the
United States.”® Musk described attacking the fleet at Sevastopol
as equivalent to a “mini Pearl Harbor,” suggesting that not just the location
in Russian-controlled Crimea but the nature of the target as an important
naval base may have mattered."’

The implications of the Crimea episode are somewhat ambiguous
because a private individual made the decision. Would the US government
have made the same decision? Musk claimed he made his decision
in part because US sanctions against Russia prohibited Starlink service
in Crimea.”®® Such concerns are not unjustified, as members of the
House of Representatives have started a probe into SpaceX’s compliance
with US sanctions and export controls due to reports of Russia’s use
of Starlink.” But the sanctions and export controls were meant to deny
services to Russia, not Ukraine. The sanctions themselves are not a tool
for limiting American support for Ukraine or avoiding escalation with Russia.
The United States has supported Ukrainian attacks in Crimea, which it
recognizes as Ukrainian territory.'*

But whether US officials would have supported activating Starlink
at the time is not obvious. The United States had not yet provided Ukraine
with artillery that could reach Crimea and had expressed skepticism about
attacking the territory.’® Crimea’s territorial status, and the status of the
Russian fleet at Sevastopol, were viewed as different from the status of the rest
of Ukraine."* Moreover, recent reports suggest the Biden-Harris administration
was extremely worried at the time about a scenario in which a Ukrainian
offensive against Crimea could provoke Russia to use nuclear weapons.'®?
The decision to limit Starlink may not have been different if government
officials had been involved.

SpaceX has also objected to Ukraine using Starlink for “offensive purposes”
and has apparently restricted Ukraine’s ability to control drones with Starlink
for long-range strikes.'** SpaceX’s limits reportedly include restrictions
against using Starlink terminals over water or having them travel at a speed
greater than 100 kilometers per hour.'®> The limits could reflect a concern
with Ukraine using Starlink to strike outside the war zone, as in the
Crimean case. SpaceX’s limits may also reflect a concern about states
using Starlink itself as a weapon. Although Starlink is supporting military
operations throughout Ukraine, attaching Starlink dishes to drones to guide
drone attacks directly could mean that Starlink crosses a legal line from
a civilian to a military product, bringing it under the jurisdiction
of US arms-trafficking and export-control laws.'®® Again, the takeaway
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is complicated by the fact a private actor is making these decisions rather
than the government, but the decisions do suggest escalation thresholds that

states may find relevant.'®’

Events so far suggest most will view providing combat support to an ally
from space as similar to providing other indirect military support. Space-based
support will be subject to similar territorial limits and may also have limits
based on targets and weapons. Like the provision of other types of military
support, the provision of satellite support has not led to violent clashes between
the United States and Russia. But it may be too early to conclude the current
thresholds will continue to hold, particularly if the United States or allies
decide to escalate their involvement in the war, or Russia decides to resist
the active support that American- and allied-controlled satellites provide
in combat operations.

Limits to Counterspace in the Russian-Ukraine War

The present war suggests typical wartime thresholds like territory will also
constrain counterspace activities in limited wars. Several common thresholds
that have been important for the overall war also apply to counterspace
activities. In the broader war, the United States and Russia have been
careful not to attack each other violently or launch strikes outside Ukraine.
Other than a handful of incidents—a collision between a warplane and
a drone over the Black Sea and a few instances of stray missiles landing
in Poland or entering Polish airspace—the fighting has been between Russian
and Ukrainian military forces and has been confined to Ukrainian territory,
with periodic Ukrainian strikes in Russia.!®®

Similarly, violent attacks with counterspace effects—specifically strikes
against ground-based space equipment like satellite dishes—have only been
committed by the combatants, and the attacks appear to be territorially bound.
If either the United States or Russia violently attacked space-related targets
outside Ukraine like ground-based control stations, launch sites, or monitoring
stations, the attacks would surely be seen as escalatory. In addition, states have
not committed destructive or irreversible attacks directly against an opponent’s
satellites, which suggests states may treat attacks on satellites with the same
seriousness as other violent attacks. A Russian space official warned that

Russia would consider permanently “offlining” a satellite a “cause for war.”'¢’

The restraint both sides have practiced in space continues the precedent
no state has ever conducted a destructive attack against another country’s
satellite. Russia did, however, start the war by demonstrating reckless disregard
for the space environment. Russia conducted an anti-satellite missile test
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against one of its own satellites in November 2021, just months before Russia
170

invaded Ukraine, which produced a large field of debris.’”® Russia may have
meant for its test to be a warning before the war started, and the test may
suggest Russia’s willingness to conduct more debris-producing attacks.
The United States tried to reinforce the precedent against such attacks
by declaring a moratorium on debris-creating weapons tests in response
to the Russian test.'”! Whether the United States’ declaration will encourage
responsible behavior in space is yet to be seen, but 13 countries have joined

the moratorium, and 155 support it.'”?

Proliferation may also work to strengthen the precedent against attacks
in space, since any substantial effect would require a widespread attack that
would also create dangerous amounts of orbital debris. States and other actors
would surely see such attacks as reckless. On the other hand, proliferation
could also mean that satellites are becoming more disposable. Since no single
satellite is critical to national defense, a minor attack may no longer justify
a major response, undermining deterrence. Of course, any individual attack
is also likely to be pointless. Russian media has noted both the ineffectiveness
of anti-satellite attacks and the possibility of provoking a wider war.'”?

Beyond territorial boundaries and direct attacks, another important set
of limits in the broader war is around nuclear weapons. Russia has not used
nuclear weapons in Ukraine. The United States has repeatedly reassured
Russia of its desire to avoid nuclear war and has warned against nuclear use.'”
Russia has not been as cautious. It has been willing to use threatening rhetoric

175 But American

and apparently moved tactical nuclear weapons to Belarus.
officials say they have seen no evidence of preparations for nuclear use, and
communications between American officials and their Russian counterparts
have apparently clarified each side’s redlines.'”® Russian officials, for their
part, have reiterated their commitment to use nuclear weapons only in the

direst circumstances.'””

Russia’s caution hopefully applies to space, both in the use of nuclear
weapons and in attacks that could impact nuclear infrastructure.
Russian doctrine states that it would consider any attack on its space-based
nuclear command-and-control infrastructure an “existential” threat.!’®
American policy has identified attacks on nuclear command-and-control
and warning capabilities as “extreme circumstances” that could lead to the
use of nuclear weapons.'”” Presumably, both sides wish to avoid these kinds
of provocations. Recent reports that Russia has been developing a nuclear
anti-satellite weapon, which could violate the 1967 Outer Space Treaty,

have raised concerns about Russia’s commitment to nuclear restraint in space.'®
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The Potential for Escalation in Counterspace War

Alongside the apparent limits to counterspace activities, plenty of unsettled
questions and possibilities for escalation exist. Satellites can support combat
operations in real time, and attacking satellites can have immediate battlefield
effects, so one can make a strong argument that satellites are legal military
targets despite being owned and operated by countries or companies that are
not belligerents.’® Russia, for its part, has said it considers “quasi-civilian”
commercial satellites to be “legitimate” targets.’® The limits to which Russia
has adhered so far may not be the ones to which it sticks in the future,
and Russia may find other ways to interfere with satellite operations.

Russia showed itself willing to harass American drones overflying the
Black Sea by dumping fuel on them, which eventually led to a collision
between an American drone and a Russian jet.'® Like satellites, drones are
unmanned vehicles conducting surveillance and reconnaissance missions

184 Perhaps Russia would be willing to engage in

from a global commons.
similar nonviolent physical harassment of US satellites. Both sides are capable
of conducting rendezvous and proximity operations, and Russia has maneuvered
satellites into proximity with American satellites in the past.'® In the future,
states could conceivably use such maneuvers to force other satellites to change

position or use rendezvous operations to engage in acts of physical sabotage.

Unlike the United States, Ukraine has not been hesitant about
violating territorial limits and striking within Russia. More importantly,
Russia and Ukraine have both violated other territorial limits on the
margins, taking actions outside either country that could be characterized
as sabotage rather than military attack. Ukraine allegedly sabotaged the
Nord Stream 2 gas pipeline in the Baltic Sea, Russia allegedly attempted
to sabotage weapons shipments through Poland, and Russian intelligence
may have been behind an explosion at a Bulgarian arms depot.!8¢
Sabotage of this kind, or sabotage using cyberattacks, could impact space
systems off the battlefield, and states may not see it as particularly escalatory.

In fact, the cyberattack against Viasat, which was meant to impact terminals
the Ukrainian government uses, also knocked out terminals throughout Europe
and North Africa.'® Thousands of people were disconnected from the Internet,
and the ability to remotely control thousands of wind turbines in Germany was
interrupted.’® The cyberattack’s effects do not seem to have been intentional,
nor do they appear to have been particularly escalatory. But the effects show
that cyberattacks can have unintended effects that impact many other parties.
How the United States and its allies would react to a cyberattack that causes
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truly widespread damage to civilian or military systems outside a war zone
remains to be seen.

States may also tolerate electronic warfare outside the war zone.
GPS jamming has been detected in the Black Sea, the Baltic Region,
and other European locations near Russia."® In the first two months of 2024,
the European air traffic control organization Eurocontrol received almost
1,000 reports of GPS jamming or spoofing from pilots.””® Some incidents
have resulted in flights being diverted or receiving inaccurate warnings

about dangerous terrain.'”!

Russia probably targeted some of the jamming
intentionally at Ukrainian drones flying over the Black Sea, but Russia also
has a history of incidental GPS jamming just over its borders during military
exercises.”” Although the aviation industry has met to discuss possible
responses, and ministers from Baltic states have warned Russia to stop,
no one has taken specific action against Russia yet.’”* In fact, the response

from the United States and NATO has been relatively muted.

Jamming is temporary, reversible, nondestructive, and nonlethal. It only
has an effect when the jamming signal is active. The law does not consider
jamming a “use of force.””* A US Department of State official said jamming
is normal in wartime, though the official also emphasized it should not become
normalized in peacetime.’ How countries would respond if jamming started
to become more regular, even while at peace with each other, is not clear.
The intentional jamming of television and radio transmissions from
communication satellites, though frowned upon and prohibited by international
treaty, has a history even in peacetime.’”® Unintentional jamming is also
very common.'”” As technology progresses, other forms of reversible satellite
interference, like blinding satellite sensors with lasers, may become common
in wartime or even in peacetime.

There are several important distinctions between types of counterspace
attacks in military discussions, which introduces further ambiguity
into the question of which thresholds are likely to be operative in the
future. Attacks against satellites may be kinetic or nonkinetic, reversible or
irreversible, and debris creating or not."® Typically, the categories overlap:
a missile is kinetic, irreversible, and debris creating, whereas jamming
is none of these. But other attacks may have some characteristics and
not others, so anticipating their escalatory effects is more difficult.
Measures like cyberattacks are nonkinetic but could irreversibly destroy
a satellite, and satellites with grappling arms are kinetic but may not create
debris. The Russia-Ukraine War has not seen these specific scenarios,
and, so, has not provided any clarity.
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Difficult questions also remain unanswered in discussions about the law
of armed conflict in space. The law of armed conflict requires a definition
of what constitutes an armed conflict and who is a party to it. It requires
distinctions between civilian and military targets. It requires military action
to be necessary and proportional and requires militaries to take measures
to avoid harming civilians. Applying these principles in space is difficult,
given the variety of options for attacking satellites, the use of satellites
for both civilian and military purposes, and the fact that satellites may
carry multiple payloads. Avoiding escalation and abiding by international
law are not the same issue, but international laws can sometimes define
escalatory thresholds.””” As the law develops, it may clarify issues of escalation.

The Russia-Ukraine War has seen electronic and cyber warfare, mostly,
but not entirely, constrained by territorial limits, but has not seen destructive
counterspace attacks outside Ukraine or in orbit. Although conclusions must
be tentative, the war appears to confirm expectations that space is unlikely
to become a free-for-all shooting gallery in situations short of a major war
between great powers. Space is likely to see increasing electronic warfare
and cyberattacks, both against the satellites themselves and in tactical areas
on the ground. Electronic warfare and cyberattacks appear to have become
normalized in wartime, though attacks on certain targets will be considered
more escalatory than others. Officials can expect a continuing process of tacit
negotiation over thresholds as nonkinetic counterspace measures become more
precise, sophisticated, and widespread.

The Distinction between Government and Commercial Satellites

The Russia-Ukraine War has highlighted a relatively novel distinction
between government and commercial satellites. Even if countries are careful
to avoid attacking each other’s government satellites, they may believe they
can get away with attacking privately owned ones. Unlike government
satellites, privately owned satellites are typically not critical to national
security. Private firms can deny being agents of their government,
creating a degree of separation between the government and the satellite
provider and freeing the government from responsibility. Even neutrality law
distinguishes between support from governments and their private citizens,
though that distinction is more complicated in space because governments

have extra legal responsibilities, even for private assets.?”

The Russian government has said commercial satellites supporting the
war are legitimate military targets. Russia has used electronic warfare and
cyberattacks against commercial satellites already. The question of how the
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United States would respond to a more serious attack, like one that permanently
damaged a commercial satellite, remains unanswered. The United States has
declared “access and freedom to operate in space is a vital national interest”
and “the space systems of all nations . . . have the right to pass through and
conduct operations in space without interference.”?”* Department of Defense
policy and the chief of the US Space Force have both acknowledged the
United States may have to defend commercial assets eventually.?*® At the same
time, American officials have conspicuously refused to make any specific
commitments to defending commercial satellites or retaliating if commercial
satellites are attacked.?® Instead, the Department of Defense has announced
a strategy of sharing threat information, offering financial protection,
and promoting norms and standards in space.?%*

The United States may prefer to be ambiguous about its commitments.
Commercial services can support Ukrainian military operations while avoiding
the direct involvement of the US government. The US government may feel
it can avoid getting dragged into a war if an attack is against a private actor
rather than the government or military. But more likely, the United States
is truly uncertain about how it would respond. Officials have apparently been
debating the issue intensely.?”> What the United States is able to do to defend
commercial satellites is also unclear.?*® A firmer policy decision may become
necessary, though. The United States’ ambiguous defense commitment could
make private firms less likely to provide their services in the event of a war,
and if an attack occurs, a decision may become necessary anyway.

The Autonomy-Capability Tradeoff

The Russia-Ukraine War has introduced another important issue:
the autonomy of private firms to determine their involvement in war.
Governments and armed groups have typically been the important
decisionmakers in limited war. Governments and armed groups may limit
their participation, attempt to restrain allies, or even abandon allies to avoid
involvement in unwanted conflicts. The behavior of private firms in limited
war is not as well studied or understood. The issue of private firms acting
as independent decisionmakers in war should not be, in principle, a new one.
Private industry, military contractors, mercenaries, and privateers have long
been part of warfare. Still, analysts have not given much thought to how
private firms may exercise their autonomy to limit their involvement in a war.

The Russia-Ukraine War has highlighted several ways in which private
companies, specifically those operating critical satellite infrastructure,
may try to limit participation. The most well-known episodes have involved
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the company SpaceX. In October 2022, reports emerged of Ukrainian
troops losing connectivity with Starlink as they entered Russian-controlled
areas.’”” The problem was probably due to a lack of coordination with SpaceX
as Ukrainian forces entered Russian-controlled areas where Starlink did
not provide service.?’® At a minimum, this episode highlighted the need
for coordination between forces in combat and the private firms supporting
those forces.

The October 2022 episode occurred around the same time as a public
spat between SpaceX and the Pentagon over payments for the use of Starlink.
SpaceX had borne a substantial portion of the cost of providing Ukraine
with its services but began demanding payment from the Pentagon
for continued service in September 2022.2°° A month later, about 1,300
Starlink dishes the British government obtained for Ukraine went offline

210 Prices also nearly doubled as demand

due to Ukraine’s failure to pay.
increased amid Russian attacks on alternative sources of communications.?"!
SpaceX ultimately agreed to continue providing service, and eventually the

Pentagon signed a contract agreeing to cover the cost of the service.??

Although no one has suggested SpaceX engaged in extortion, the episode
should remind officials that private companies could use their control
over wartime assets as leverage in business disputes with the US government.
The US military should not be naive about the possibility that increased
reliance on private firms could encourage war profiteering. At a minimum,
the dispute with SpaceX showed the need for contracts that spell out
responsibilities clearly, legally obligate parties, and ensure operating
costs are covered throughout a conflict. The United States should also
be clear eyed about the possibility it may have to bail out private firms if they
become critical military assets but fail to become profitable.

Although both episodes involved a private company limiting service,
SpaceX’s purpose was not to avoid retaliation or prevent escalation.
SpaceX’s decision not to activate Starlink to support the naval drone attack
in Crimea, described earlier, is more directly relevant to the issue of limited
war. Musk decided not to activate Starlink for fear of its escalatory effect
on the war. The most worrying aspect of that episode was not necessarily
the decision itself—even though it was widely criticized—but the fact
of a private citizen making a national security decision that properly
belonged in the hands of US government officials. Musk revealed he had
spoken with US, Russian, and Ukrainian officials before making his decision.*?
Allies and enemies may have tried to convince a powerful private citizen
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to make a decision that was not authorized by elected or appointed officials
but that would have direct battlefield results.

A series of legal arrangements and policy initiatives resolved the
disputes with SpaceX. In addition to paying for services to Ukraine,
the Pentagon arranged to purchase 400-500 Starlink terminals, over which
the US government would have control.?’* The United States has similar
arrangements with satellite imagery companies. Satellite imagery companies
typically cooperate with suggestions that they limit access to certain kinds
of data, but contracts sometimes give the United States “shutter control,”
meaning the government has direct authority over obtaining and releasing
imagery.?’® SpaceX is also developing a service called Starshield that uses
its Starlink network but is customized for national security use.?'
Finally, the Space Force is working toward creating a civil reserve fleet
of commercial satellites the US government could use in national emergencies.?”

The experience of the war suggests other potential problems that may
arise in the future. A company could exercise autonomy in a way that provokes
rather than prevents escalation. Perhaps Elon Musk’s decision was the correct
one, but another chief executive officer could have made a different decision.
If SpaceX had authorized the use of Starlink for attacks inside Russia despite
government policy or US legal restrictions, the Russian government may have
held the United States responsible and could have been willing to respond
against US and allied targets. Legal and contractual means may be part
of a solution for this potential problem.

Musk’s controversial political pronouncements and public advocacy
for a Russia-Ukraine peace deal after an alleged discussion with Russian
President Vladimir Putin suggest the leaders of private companies could
let their own personal politics, business interests, or whims influence

their decisions.?'®

His statements took place around the same time as the
other episodes in the war. Musk also has business interests in China through
his company Tesla, Inc., making him potentially vulnerable to foreign
influence. Beijing has expressed opposition to SpaceX making Starlink
available in Ukraine and in China itself.?’” Musk has met with senior
Chinese officials and suggested China be given partial control over Taiwan.??°
Taiwan has voiced reluctance to rely on Starlink and is instead developing
its own communications satellite network, in part because of Musk’s

relationship with China.?*!

Private firms have brought a great deal of capability to the United States
and its allies, but the war has revealed some unanticipated dangers of relying
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on private firms. Defense-specific legal arrangements for security, accessibility,
and control could prevent wartime decisions from being subject to the whims
of a single company. The government may soon have more leverage to make
favorable arrangements with private companies as more firms launch broadband
megaconstellations, develop space launch capabilities, and diminish the current
concentration of power in the space industry. The future of the satellite
Internet broadband market and space launch market remain uncertain,
though, and there is no guarantee that the markets will be able to sustain
multiple companies.?*?

The United States also should not ignore the opportunities from increased
commercialization. The United States still has a great deal of power due
to its dominant space sector and prominent place in the world economy.
Russia’s space sector has suffered significantly from global sanctions.???
The autonomy of foreign firms may also offer the United States
opportunities to exert influence. The United States sanctioned a Chinese
company it accused of providing satellite imagery to Russian mercenaries
the Wagner Group.??* But the United States will likely remain the most
vulnerable to the problems of relying on private firms. Although its dynamic
private sector is a source of immense strength, the government must also

be sensitive to the vulnerabilities the private sector presents.
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Conclusion

Satellites have shown themselves to be important parts of modern
warfare in the Russia-Ukraine War. High-technology warfare is characterized
by precision and persistent surveillance, which rely on or are enhanced
by satellites. High-technology warfare is also characterized by
electronic and cyber warfare that can interfere with satellite operations.
Proliferation and commercialization in the space sector have increased
capacity, improved security against counterspace weapons, and enabled
allies to exploit satellite technologies in warfare. Supporting allies
with US satellite capabilities may become one avenue for helping them
against potential rivals and projecting power without the need for an American
military presence.

Another important lesson is the United States will almost certainly
fight future wars with political restrictions on the use of its space
capabilities. From the United States’ perspective, the conflict in Ukraine
is a proxy conflict and a limited war. The United States has restricted
both the provision of satellite support and the use of military space
capabilities just as it has limited the provision of other military equipment.
Even in a conflict the United States is involved in directly, the United States
will have to use satellite and anti-satellite capabilities with an eye toward
managing escalation. The present war suggests territory, targets, and weapons
will continue to be some of the relevant thresholds for preventing escalation.

In fact, limited war may become more likely because of developments
in space. The fear of war between great powers has been predicated,
in part, on the expectation one side could conduct a rapid military offensive
and end the war quickly. A crippling surprise attack against satellites—
a “Space Pearl Harbor”—is one of the ways for an aggressor to make a rapid
offensive possible.??* Proliferation will probably discourage such attacks
by making them ineffective, making great power aggression less likely.??¢
Sharing commercial satellite products with allies to support combat
operations may also make their militaries more effective, reducing the need
for great powers to intervene directly. By making limited war more likely,
proliferation and commercialization may make escalation management
in space even more important.

The recognition that future military operations in space will be subject
to limits should influence the concepts and capabilities the US military
develops. The goal of “space superiority”—ensuring the friendly use
of space assets while denying adversaries the use of their space assets—
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currently guides military space operations.??’” The military is unlikely
to establish total command of space, though, and not just due to technical
limitations. Even in wartime, countries will expect the uninterrupted use
of capabilities like nuclear command and control and the continued use
of satellite-based services in certain territories. Military capabilities that
can deny certain forms of support while not affecting others may become

more important than capabilities with less precision.

Discussions of limited war can be controversial. Critics claim the
concept encourages too much restraint and results in stalemate or defeat,
and military leaders often resent restrictions on their ability to use force.
But the question of limits in space is inescapable. Unrestricted warfare
in space is only an option if a country is willing to accept the risk of something
close to total annihilation of the near-Earth space environment for human
use and severe escalation risks on Earth itself. The combatants will have
to limit intentionally any war in space. Tacit understandings about thresholds
will be a necessary part of space conflict. The precision, controllability,
and limited impact of contemporary counterspace technologies are what
make the present competition unfolding in space possible. The further
development of capabilities and concepts should not lose sight of those
very features that make military space forces useable in the first place.

32



Satellites in the Russia-Ukraine War

Endnotes

1. The “space systems” referred to in this paper are unmanned satellites and their associated ground
systems, though the term could also include rockets and manned spacecraft. “Counterspace systems”
are those that interfere with the operation of satellites, which do not have to be space based or target
objects in space directly.

2. Office of the Chief of Space Operations, “White Paper on Competitive Endurance: A Proposed
Theory of Success for the U.S. Space Force” (white paper, US Space Force, January 11, 2024);
and David Roza, “Space Superiority May Come Only in Blips, Industry Exec Warns,” Air and Space
Forces Magazine (website), September 11, 2023, https://www.airandspaceforces.com/space-force-space
-superiority/.

3. Forasample, see Robert M. Antis and Tony R. Mullis, Russian War against Ukraine: Lessons Learned
Curriculum Guide (Brussels: NATO Headquarters, December 2023).

4. “The Satellites That Saved Ukraine,” Economist, January 7, 2023, 14; and David Ignatius,
“How the Algorithm Tipped the Balance in Ukraine,” Washington Post (website), December 19, 2022,
https://www.washingtonpost.com/opinions/2022/12/19/palantir-algorithm-data-ukraine-war/.

5. Mykhaylo Zabrodskyi et al., Preliminary Lessons in Conventional Warfighting from Russia’s Invasion
of Ukraine: February—July 2022 (London: Royal United Services Institute [RUSI], November 2022),
53-55; and T. X. Hammes, Game-Changers: Implications of the Russo-Ukraine War for the Future of Ground
Warfare (Washington, DC: Atlantic Council, April 2023), 7-13.

6. Seth G. Jones, Riley McCabe, and Alexander Palmer, Ukrainian Innovation in a War of Attrition
(Washington, DC: Center for Strategic and International Studies [CSIS], February 2023), 8-9.

7. Thomas G. Mahnken, “Weapons: The Growth & Spread of the Precision-Strike Regime,”
Daedalus 140, no. 3 (Summer 2011).

8. “The Latest in the Battle of Jamming with Electronic Beams,” Economist, July 8, 2023;
and Elias Groll and AJ Vicens, “A Year after Russia’s Invasion, the Scope of Cyberwar in Ukraine
Comes into Focus,” CyberScoop (website), February 24, 2023, https://cyberscoop.com/ukraine-russia
-cyberwar-anniversary/.

9. “Battle of Jamming.” Russia also apparently used jamming early in the war to disrupt anti-aircraft
radar. Justin Bronk, Nick Reynolds, and Jack Watling, The Russian Air War and Ukrainian Requirements
Jfor Air Defense (London: RUSI, November 7, 2022), 7.

10. Brian Weeden and Victoria Samson, Global Counterspace Capabilities: An Open Source
Assessment (Washington, DC: Secure World Foundation, April 2023), 01-18; and Selam Gebrekidan,
“Electronic Warfare Confounds Civilian Pilots Far from Any Battlefield,” New York Times,
November 25, 2023, A11.

11. Oleksandr Stashevskyi and Frank Bajak, “Deadly Secret: Electronic Warfare Shapes
Russia-Ukraine War,” Associated Press (website), June 4, 2022, https://apnews.com/article/russia
-ukraine-kyiv-technology-90d760f01105b92at1886427dbfba917. Also see Paul Mozur and
Aaron Krolik, “The Invisible War in Ukraine Being Fought over Radio Waves,” New York Times (website),
November 19, 2023, https://www.nytimes.com/2023/11/19/technology/russia-ukraine-electronic
-warfare-drone-signals.html.

12. Groll and Vicens, “Year after Russia’s Invasion.”

13. Nadiya Kostyuk and Erik Gartzke, “Why Cyber Dogs Have Yet to Bark Loudly in Russia’s Invasion
of Ukraine,” Texas National Security Review 5, no. 3 (Summer 2022).

14. Hammes, Game-Changers, 5.

15. US Defense Intelligence Agency (DIA), Challenges to Security in Space (Washington, DC:
DIA, 2022), 41-42.

16. Ronald C. Wilgenbusch and Alan Heisig, “Command and Control Vulnerabilities to Communications
Jamming,” Joint Force Quarterly, no. 69 (2nd Quarter 2013).

17. Thomas G. Mahnken, Technology and the American Way of War since 1945 (New York:
Columbia University Press, 2008), 157-93.

18. DIA, Challenges to Security, 11.

33


https://www.airandspaceforces.com/space-force-space-superiority/
https://www.airandspaceforces.com/space-force-space-superiority/
https://www.washingtonpost.com/opinions/2022/12/19/palantir-algorithm-data-ukraine-war/
https://cyberscoop.com/ukraine-russia-cyberwar-anniversary/
https://cyberscoop.com/ukraine-russia-cyberwar-anniversary/
https://apnews.com/article/russia-ukraine-kyiv-technology-90d760f01105b9aaf1886427dbfba917
https://apnews.com/article/russia-ukraine-kyiv-technology-90d760f01105b9aaf1886427dbfba917
https://www.nytimes.com/2023/11/19/technology/russia-ukraine-electronic-warfare-drone-signals.html
https://www.nytimes.com/2023/11/19/technology/russia-ukraine-electronic-warfare-drone-signals.html

Gurantz

19. U.S. National Air and Space Intelligence Center, Competing in Space (Wright-Patterson
Air Force Base, OH: US National Air and Space Intelligence Center, December 2018), 10.

20. DIA, Challenges to Security, 9. Also see Bleddyn Bowen, War in Space: Strategy, Spacepower, Geopolitics
(Edinburgh: Edinburgh University Press, 2020), 198-205, 235-38.

21. Michael Connell, The Role of Space in Russia’s Operations in Ukraine (Arlington, VA:
CNA, November 2023), 1, 7-14.

22. Connell, Role of Space, 9-10.
23. Weeden and Samson, Global Counterspace Capabilities, xvii—xxvi, 02-10, 03-08-03-10.

24. Russia and China have, respectively, tested satellites that can launch projectiles and grapple
other satellites. Grappling can be used as a weapon, or for debris removal and on-orbit servicing.
The United States is developing similar capabilities. See Theresa Hitchens, “DARPA, SpaceLogistics
Step toward 2025 Launch of Orbital Robotic ‘Mechanic’ for Satellites,” Breaking Defense (website),
June 20, 2023, https://breakingdefense.com/2023/06/darpa-spacelogistics-step-toward-2025-launch
-of-orbital-robotic-mechanic-for-satellites/.

25. Weeden and Samson, Global Counterspace Capabilities, 13-01.
26. Weeden and Samson, Global Counterspace Capabilities, xvii—xxvi.
27. Weeden and Samson, Global Counterspace Capabilities.

28. Weeden and Samson, Global Counterspace Capabilities, 01-18.
29. Weeden and Samson, Global Counterspace Capabilities, xvii—xxvi.

30. Fiscal Year 2024 Priorities and Posture of United States Space Command: Hearings to Examine
United States Strategic Command and United States Space Command in Review of the Defense
Authorization Request for Fiscal Year 2024 and the Future Years Defense Program Before the Senate
Armed Services Committee, 188th Cong. (2023) (statement of General James H. Dickinson, Commander,
United States Space Command), 6.

31. Joshua Yaffa, “Inside the U.S. Effort to Arm Ukraine,” New Yorker (website), October 17, 2022,
https://www.newyorker.com/magazine/2022/10/24/inside-the-us-effort-to-arm-ukraine.

32. Ignatius, “How the Algorithm.”

33. Alex Marquardt, Natasha Bertrand, and Zachary Cohen, “Russia’s Jamming of US-Provided
Rocket Systems Complicates Ukraine’s War Effort,” CNN (website), May 6, 2023, https://www.cnn
.com/2023/05/05/politics/russia-jamming-himars-rockets-ukraine/index.html; and C. Todd Lopez,
“$1 Billion Support Package for Ukraine, Largest Yet,” US Department of Defense (website),
August 8, 2022, https://www.defense.gov/News/News-Stories/Article/article/3120645/1-billion
-support-package-for-ukraine-largest-yet/. For instance, surface-to-air missiles supplied by Canada
also rely on GPS. Debra Werner, “Ukraine’s Lessons for Military Space,” SpaceNews (website),
April 19, 2023, https://spacenews.com/ukraines-lessons-for-military-space/.

34. “The War in Ukraine Shows How Technology Is Changing the Battlefield,” Economist, July 8, 2023.

35. Sam Skove, “Using Starlink Paints a Target on Ukrainian Troops,” Defense One (website),
March 23, 2023, https://www.defenseone.com/threats/2023/03/using-starlink-paints-target-ukrainian
-troops/384361/.

36. “Why Isn’t Russia Blocking GPS in Ukraine?,” Economist (website), August 8, 2022, https://
www.economist.com/the-economist-explains/2022/08/08/why-isnt-russia-blocking-gps-in-ukraine.

37. Cal Biesecker, “Intelligence Community Rapidly Delivering Commercial Satellite Imagery
to Ukraine, NGA Official Says,” Defense Daily (website), April 25, 2022, https://www.defensedaily
.com/intelligence-community-rapidly-delivering-commercial-satellite-imagery-to-ukraine-nga-official
-says/intelligence-community/.

38. “Changing the Battlefield.”

39. Marisa Torrieri, “How Satellite Imagery Magnified Ukraine to the World,” Via Satellite (website),
October 24, 2022, https://interactive.satellitetoday.com/via/november-2022/how-satellite-imagery
-magnified-ukraine-to-the-world/; and Warren P. Strobel and Robert Wall, “Ukraine War Puts Spy
Satellites for Hire in the Spotlight,” Wall Street Journal (website), May 1, 2022, https://www.wsj.com
/articles/ukraine-war-puts-spy-satellites-for-hire-in-the-spotlight-11651410002.

40. Robin Dickey and Michael P. Gleason, “Space and War in Ukraine: Beyond the Satellites,”
Aether: A Journal of Strategic Airpower and Spacepower 3, no. 1 (Spring 2024): 25-26.

34


https://breakingdefense.com/2023/06/darpa-spacelogistics-step-toward-2025-launch-of-orbital-robotic-mechanic-for-satellites/
https://breakingdefense.com/2023/06/darpa-spacelogistics-step-toward-2025-launch-of-orbital-robotic-mechanic-for-satellites/
https://www.newyorker.com/magazine/2022/10/24/inside-the-us-effort-to-arm-ukraine
https://www.cnn.com/2023/05/05/politics/russia-jamming-himars-rockets-ukraine/index.html
https://www.cnn.com/2023/05/05/politics/russia-jamming-himars-rockets-ukraine/index.html
https://www.defense.gov/News/News-Stories/Article/article/3120645/1-billion-support-package-for-ukraine-largest-yet/
https://www.defense.gov/News/News-Stories/Article/article/3120645/1-billion-support-package-for-ukraine-largest-yet/
https://spacenews.com/ukraines-lessons-for-military-space/
https://www.defenseone.com/threats/2023/03/using-starlink-paints-target-ukrainian-troops/384361/
https://www.defenseone.com/threats/2023/03/using-starlink-paints-target-ukrainian-troops/384361/
https://www.economist.com/the-economist-explains/2022/08/08/why-isnt-russia-blocking-gps-in-ukraine
https://www.economist.com/the-economist-explains/2022/08/08/why-isnt-russia-blocking-gps-in-ukraine
https://www.defensedaily.com/intelligence-community-rapidly-delivering-commercial-satellite-imagery-to-ukraine-nga-official-says/intelligence-community/
https://www.defensedaily.com/intelligence-community-rapidly-delivering-commercial-satellite-imagery-to-ukraine-nga-official-says/intelligence-community/
https://www.defensedaily.com/intelligence-community-rapidly-delivering-commercial-satellite-imagery-to-ukraine-nga-official-says/intelligence-community/
https://interactive.satellitetoday.com/via/november-2022/how-satellite-imagery-magnified-ukraine-to-the-world/
https://interactive.satellitetoday.com/via/november-2022/how-satellite-imagery-magnified-ukraine-to-the-world/
https://www.wsj.com/articles/ukraine-war-puts-spy-satellites-for-hire-in-the-spotlight-11651410002
https://www.wsj.com/articles/ukraine-war-puts-spy-satellites-for-hire-in-the-spotlight-11651410002

Satellites in the Russia-Ukraine War

41. Torrieri, “Satellite Imagery Magnified.”
42. Torrieri, “Satellite Imagery Magnified.”

43. “ICEYE Satellite, Purchased with Donations from Ukrainians, Helped Identify and Destroy
Thousands of Russian Military Equipment,” Defense Intelligence of the Ministry of Defense
of Ukraine (website), March 9, 2023, https://gur.gov.ua/en/content/nadanyi-hur-mo-ukrainy-kosmichnyi
-aparat-iceye-dopomih-vyiavyty-ta-znyshchyty-tysiachi-odynyts-vorozhoi-tekhniky.html.

44. “War in Ukraine.”
45. Dickey and Gleason, “Space and War,” 28.

46. Theresa Hitchens, “To Maximize Ukraine Coverage, BlackSky Shifted Orbits for Its Newest
Satellites,” Breaking Defense (website), May 2, 2022, https://breakingdefense.com/2022/05/to-maximize
-ukraine-coverage-blacksky-shifted-orbits-for-its-newest-satellites/; and Warren P. Strobel and
Robert Wall, “Affordable Satellites for Hire Shape War,” Wall Street Journal, May 2, 2022, A6.
Planet claims its new Pelican constellation will be able to revisit the same location between 12-30
times per day, whereas Maxar claims WorldStar Legion will be able to revisit up to 15 times per day.
See “Introducing the Pelican Constellation,” Planet Labs (website), n.d., https://www.planet.com
/products/pelican/; and “Worldview Legion,” Maxar Intelligence & Maxar Space Systems (website),
n.d., https://www.maxar.com/worldview-legion.

47. Biesecker, “Intelligence Community.”
48. Dickey and Gleason, “Space and War,” 24.
49. “Satellites That Saved Ukraine.”

50. Adam Satariano et al., “Elon Musk’s Unmatched Power in the Stars,” New York Times (website),
July 28, 2023, https://www.nytimes.com/interactive/2023/07/28/business/starlink.html.

51. Ignatius, “How the Algorithm”; and Dickey and Gleason, “Space and War,” 24-25.

52. Victoria Kim, Richard Pérez-Pefia, and Andrew E. Kramer, “Elon Musk Refused to Enable Ukraine
Drone Attack on Russian Fleet,” New York Times, September 9, 2023, B3.

53. “Satellites That Saved Ukraine,” 14.

54. Christopher Miller, Mark Scott, and Bryan Bender, “UkraineX: How Elon Musk’s Space Satellites
Changed the War on the Ground,” Politico (website), June 8, 2022, https://www.politico.eu/article
/elon-musk-ukraine-starlink/; and Kenneth R. Rosen, “The Man at the Center of the New Cyber World
War,” Politico (website), July 14, 2022, https://www.politico.com/news/magazine/2022/07/14/russia
-cyberattacks-ukraine-cybersecurity-00045486.

55. Caleigh Kelly, “Russia-Ukraine War Holds Key Lessons for US Space Command: Top Official,”
Hill (website), July 10, 2023, https://thehill.com/policy/defense/4089559-russia-ukraine-war-holds-key
-lessons-for-us-space-command-top-official/.

56. Sam Skove, “Russia Is Jamming US Precision Weapons in Ukraine, US General Says,”
Defense One (website), December 12, 2023, https://www.defenseone.com/defense-systems/2023/12
russia-jamming-us-precision-weapons-ukraine-us-general-says/392707/.

57. Debra Werner, “HawkEye 360 Detects GPS Interference in Ukraine,” SpaceNews (website),
March 4, 2022, https://spacenews.com/hawkeye-360-gps-ukr/; and Marquardt, Bertrand, and Cohen,

“Russia’s Jamming.

58. Isabelle Khurshudyan and Alex Horton, “Russian Jamming Leaves Some High-Tech U.S. Weapons
Ineffective in Ukraine,” Washington Post (website), May 24, 2024, https://www.washingtonpost.com
/world/2024/05/24/russia-jamming-us-weapons-ukraine/.

59. Stashevskyi and Bajak, “Deadly Secret”; and Skove, “Using Starlink.”
60. Marquardt, Bertrand, and Cohen, “Russia’s Jamming.”

61. Abdujalil Abdurasulov, “Ukraine’s Invisible Battle to Jam Russian Weapons,” BBC (website),
August 3, 2023, https://www.bbc.com/news/world-europe-66279650.

62. Abdurasulov, “Ukraine’s Invisible Battle.”

63. Michael Clonts, “Tracking Interference: The Ukrainian Battlefield Reaches into Space,”
Kratos Defense & Security Solutions (website), November 28, 2023, https://www.kratosdefense.com
/constellations/articles/tracking-interference-the-ukrainian-battlefield-reaches-into-space.

64. Skove, “Using Starlink.”

35


https://gur.gov.ua/en/content/nadanyi-hur-mo-ukrainy-kosmichnyi-aparat-iceye-dopomih-vyiavyty-ta-znyshchyty-tysiachi-odynyts-vorozhoi-tekhniky.html
https://gur.gov.ua/en/content/nadanyi-hur-mo-ukrainy-kosmichnyi-aparat-iceye-dopomih-vyiavyty-ta-znyshchyty-tysiachi-odynyts-vorozhoi-tekhniky.html
https://breakingdefense.com/2022/05/to-maximize-ukraine-coverage-blacksky-shifted-orbits-for-its-newest-satellites/
https://breakingdefense.com/2022/05/to-maximize-ukraine-coverage-blacksky-shifted-orbits-for-its-newest-satellites/
https://www.planet.com/products/pelican/
https://www.planet.com/products/pelican/
https://www.maxar.com/worldview-legion
https://www.nytimes.com/interactive/2023/07/28/business/starlink.html
https://www.politico.eu/article/elon-musk-ukraine-starlink/
https://www.politico.eu/article/elon-musk-ukraine-starlink/
https://www.politico.com/news/magazine/2022/07/14/russia-cyberattacks-ukraine-cybersecurity-00045486
https://www.politico.com/news/magazine/2022/07/14/russia-cyberattacks-ukraine-cybersecurity-00045486
https://thehill.com/policy/defense/4089559-russia-ukraine-war-holds-key-lessons-for-us-space-command-top-official/
https://thehill.com/policy/defense/4089559-russia-ukraine-war-holds-key-lessons-for-us-space-command-top-official/
https://www.defenseone.com/defense-systems/2023/12/russia-jamming-us-precision-weapons-ukraine-us-general-says/392707/
https://www.defenseone.com/defense-systems/2023/12/russia-jamming-us-precision-weapons-ukraine-us-general-says/392707/
https://spacenews.com/hawkeye-360-gps-ukr/
https://www.washingtonpost.com/world/2024/05/24/russia-jamming-us-weapons-ukraine/
https://www.washingtonpost.com/world/2024/05/24/russia-jamming-us-weapons-ukraine/
https://www.bbc.com/news/world-europe-66279650
https://www.kratosdefense.com/constellations/articles/tracking-interference-the-ukrainian-battlefield-reaches-into-space
https://www.kratosdefense.com/constellations/articles/tracking-interference-the-ukrainian-battlefield-reaches-into-space

Gurantz

65. Bryan Clark, “The Fall and Rise of Russian Electronic Warfare,” IEEE Spectrum (website),
July 30, 2022, https://spectrum.ieee.org/the-fall-and-rise-of-russian-electronic-warfare; and “Latest
in the Battle.”

66. Mozur and Krolik, “Invisible War.”

67. James Pearson et al., “Exclusive: U.S. Spy Agency Probes Sabotage of Satellite Internet
during Russian Invasion, Sources Say,” Reuters (website), March 11, 2022, https://www.reuters.com
/world/europe/exclusive-us-spy-agency-probes-sabotage-satellite-internet-during-russian-2022-03-11/;
and James Pearson, “Russia Downed Satellite Internet in Ukraine — Western Officials,” Reuters (website),
May 10, 2022, https://www.reuters.com/world/europe/russia-behind-cyberattack-against-satellite
-internet-modems-ukraine-eu-2022-05-10/.

68. Katrina Manson, “The Russian Hack Everyone Is Finally Talking About,” Bloomberg Businessweek,
March 6, 2023.

69. Kim Zetter, “Viasat Hack ‘Did Not’ Have Huge Impact on Ukrainian Military
Communications, Official Says,” Zero Day (website), September 26, 2022, https://www
.zetter-zeroday.com/p/viasat-hack-did-not-have-huge-impact.

70. Zetter, “Viasat Hack”; and Manson, “Russian Hack.”
71. Hammes, Game-Changers, 16; and Mahnken, “Weapons,” 52.
72. Mahnken, “Weapons,” 48, 52-53.

73. Stephen Biddle, “Back in the Trenches: Why New Technology Hasn’t Revolutionized Warfare
in Ukraine,” Foreign Affairs 102, no. 5 (September/October 2023).

74. “Western Armies Are Learning a Lot from the War in Ukraine,” Economist, July 8, 2023;
and Alex Horton, “What the Pentagon Has Learned from Two Years of War in Ukraine,”
Washington Post (website), February 22, 2024, https://www.washingtonpost.com/national
-security/2024/02/22/ukraine-war-pentagon-lessons-learned/.

75.  US Army, Army Space Vision Supporting Multidomain Operations (Washington, DC: US Army, 2023).

76. US Army, Army Space Vision; and Pete Atkinson, “New Army Space Vision: Actualizing
Multidomain Operations,” U.S. Army (website), January 9, 2024, https://www.army.mil/article/272865

/new_army_space_vision_actualizing_multidomain_operations.
77. Strobel and Wall, “Affordable Satellites,” A6.

78. Mariel Borowitz, “War in Ukraine Highlights the Growing Strategic Importance of Private
Satellite Companies — Especially in Times of Conflict,” Conversation (website), August 15, 2022,
https://theconversation.com/war-in-ukraine-highlights-the-growing-strategic-importance-of-private
-satellite-companies-especially-in-times-of-conflict-188425.

79. Michael J. Neufeld, Spaceflight: A Concise History (Cambridge, MA: MIT Press, 2018), 122-29.

80. See Jonathan McDowell, “Jonathan’s Space Pages: Starlink Statistics,” Jonathan’s Space Report
(website), updated June 5, 2024, https://planet4589.org/space/con/star/stats.html.

81. “Satellites That Saved Ukraine,” 13.

82. Makena Young and Akhil Thadani, Low Orbit, High Stakes: All-In on the LEO Broadband
Competition (Washington, DC: CSIS Aerospace Security Program, December 2022), 6-7.

83. Matthew A. Hallex and Travis S. Cottom, “Proliferated Commercial Satellite Constellations,”
Joint Force Quarterly 97 (2nd Quarter 2020): 21, 23.

84. Michael Sheetz, “SpaceX Begins Launching Second-Generation Starlink Satellites with Four
Times the Network Capacity,” CNBC (website), February 28, 2023, https://www.cnbc.com/2023/02/28
/spacex-launches-v2-mini-starlink-satellites.html.

85. Hallex and Cottom, “Proliferated Commercial Satellite Constellations,” 24-25.
86. Hallex and Cottom, “Proliferated Commercial Satellite Constellations.”

87. Hallex and Cottom, “Proliferated Commercial Satellite Constellations,” 27.

36


https://spectrum.ieee.org/the-fall-and-rise-of-russian-electronic-warfare
https://www.reuters.com/world/europe/exclusive-us-spy-agency-probes-sabotage-satellite-internet-during-russian-2022-03-11/
https://www.reuters.com/world/europe/exclusive-us-spy-agency-probes-sabotage-satellite-internet-during-russian-2022-03-11/
https://www.reuters.com/world/europe/russia-behind-cyberattack-against-satellite-internet-modems-ukraine-eu-2022-05-10/
https://www.reuters.com/world/europe/russia-behind-cyberattack-against-satellite-internet-modems-ukraine-eu-2022-05-10/
https://www.zetter-zeroday.com/p/viasat-hack-did-not-have-huge-impact
https://www.zetter-zeroday.com/p/viasat-hack-did-not-have-huge-impact
https://www.washingtonpost.com/national-security/2024/02/22/ukraine-war-pentagon-lessons-learned/
https://www.washingtonpost.com/national-security/2024/02/22/ukraine-war-pentagon-lessons-learned/
https://www.army.mil/article/272865/new_army_space_vision_actualizing_multidomain_operations
https://www.army.mil/article/272865/new_army_space_vision_actualizing_multidomain_operations
https://theconversation.com/war-in-ukraine-highlights-the-growing-strategic-importance-of-private-satellite-companies-especially-in-times-of-conflict-188425
https://theconversation.com/war-in-ukraine-highlights-the-growing-strategic-importance-of-private-satellite-companies-especially-in-times-of-conflict-188425
https://planet4589.org/space/con/star/stats.html
https://www.cnbc.com/2023/02/28/spacex-launches-v2-mini-starlink-satellites.html
https://www.cnbc.com/2023/02/28/spacex-launches-v2-mini-starlink-satellites.html

Satellites in the Russia-Ukraine War

88. Shaun Waterman, “LEO Constellations’ Connectivity Offers Risks, and Rewards, Execs Warn,”
Air and Space Forces Magazine (website), April 7, 2022, https://www.airandspaceforces.com
/leo-constellations-connectivity-offers-risks-and-rewards-execs-warn/; and Lucas Laursen,
“Internet Satellites Suffer Increased Hacker Attacks,” IEEE Spectrum, August 2023.

89. Denise Chow, “To Cheaply Go: How Falling Launch Costs Fueled a Thriving Economy
in Orbit,” NBC News (website), April 8, 2022, https://www.nbcnews.com/science/space/space-launch-costs
-growing-business-industry-rcna23488.

90. Arup Dasgupta, “Who’s Buying All That Satellite Imagery?,” Geospatial World (website),
July 30, 2018, https://www.geospatialworld.net/article/whos-buying-all-that-satellite-imagery/.

91. Sandra Erwin, “An ‘Enormous’ Supply of Bandwidth Available for Defense, Military,” SpaceNews
(website), November 8, 2017, https://spacenews.com/an-enormous-supply-of-bandwidth-available-for
-defense-military/. See also Skove, “Using Starlink.”

92. Jean-Frédéric Morin and Eytan Tepper, “The Empire Strikes Back: Comparing US and
China’s Structural Power in Outer Space,” Global Studies Quarterly 3, no. 4 (October 2023): 5;
and William ]. Broad, “How Space Became the Next ‘Great Power’ Contest between the U.S. and
China,” New York Times, January 25, 2021, Al.

93. Sandra Erwin, “Space Development Agency’s First Satellite Launch Hailed as Model,” SpaceNews
(website), April 5, 2023, https://spacenews.com/space-development-agencys-first-satellite-launch
-hailed-as-model/; Sandra Erwin, “More Eyes in the Sky: NRO Building New Satellites to Deliver
‘10 Times More Signals and Images,”” SpaceNews (website), October 10, 2023, https://spacenews.com
/more-eyes-in-the-sky-nro-building-new-satellites-to-deliver-10-times-more-signals-and-images/;
and Theresa Hitchens, “SDA Ponders Signal, Tech Trade-Offs for Alternate GPS Satellite Payloads,”
Breaking Defense (website), November 21, 2022, https://breakingdefense.com/2022/11/sda-ponders
-signal-tech-trade-offs-for-alternate-gps-satellite-payloads/.

94. Torrieri, “Satellite Imagery Magnified.”

95.  Young and Thadani, Low Orbit, High Stakes, 4; and Hallex and Cottom, “Proliferated Commercial
Satellite Constellations,” 21.

96. “Ypres with Al,” Economist, July 8, 2023, 4; and “Satellites That Saved Ukraine,” 13.

97. Mark Harris, “FCC Denies Starlink Low-Orbit Bid for Lower Latency,” IEEE Spectrum (website),
March 13, 2024, https://spectrum.ieee.org/starlink-vleo-below-iss; and Miller, Scott, and Bender,
“UkraineX.”

98. David T. Burbach, “Early Lessons from the Russia-Ukraine War as a Space Conflict,”
Atlantic Council (website), August 30, 2022, https://www.atlanticcouncil.org/content-series/airpower
-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/.

99. David Ignatius, “The Space Force Needs to Get Bigger,” Washington Post (website), August 22, 2023,
https://www.washingtonpost.com/opinions/2023/08/22/us-space-force-military-pentagon-competition/.

100. Sandra Erwin, “Starlink’s Survivability in War a Good Sign for DoD’s Future Constellation,”
SpaceNews (website), October 25, 2022, https://spacenews.com/starlinks-survivability-in-war-a-good
-sign-for-dods-future-constellation/.

101. Vilius Petkauskas, “Why Can’t Russians Hack Starlink Satellites?,” Cybernews (website), updated
May 23, 2022, https://cybernews.com/security/why-cant-russians-hack-starlink-satellites/.

102. Petkauskas, “Why Can’t Russians.”

103. Valerie Insinna, “SpaceX Beating Russian Jamming Attack Was ‘Eyewatering”: DoD Official,”
Breaking Defense (website), April 20, 2022, https://breakingdefense.com/2022/04/spacex-beating
-russian-jamming-attack-was-eyewatering-dod-official/.

104. Russian hackers have, apparently, tried to steal data sent from Ukrainian mobile devices to Starlink
satellites. Sean Lyngaas, “Russian Military Hackers Take Aim at Ukrainian Soldiers’ Battle Plans,
US and Allies Say,” CNN (website), August 31, 2023, https://www.cnn.com/2023/08/31/politics
/military-hackers-russia-ukraine/index.html.

105. One is for environmental monitoring and the other for testing and demonstration.
See “UCS Satellite Database,” Union of Concerned Scientists (website), updated May 1, 2023,
https://www.ucsusa.org/resources/satellite-database.

37


https://www.airandspaceforces.com/leo-constellations-connectivity-offers-risks-and-rewards-execs-warn/
https://www.airandspaceforces.com/leo-constellations-connectivity-offers-risks-and-rewards-execs-warn/
https://www.nbcnews.com/science/space/space-launch-costs-growing-business-industry-rcna23488
https://www.nbcnews.com/science/space/space-launch-costs-growing-business-industry-rcna23488
https://www.geospatialworld.net/article/whos-buying-all-that-satellite-imagery/
https://spacenews.com/an-enormous-supply-of-bandwidth-available-for-defense-military/
https://spacenews.com/an-enormous-supply-of-bandwidth-available-for-defense-military/
https://spacenews.com/space-development-agencys-first-satellite-launch-hailed-as-model/
https://spacenews.com/space-development-agencys-first-satellite-launch-hailed-as-model/
https://spacenews.com/more-eyes-in-the-sky-nro-building-new-satellites-to-deliver-10-times-more-signals-and-images/
https://spacenews.com/more-eyes-in-the-sky-nro-building-new-satellites-to-deliver-10-times-more-signals-and-images/
https://breakingdefense.com/2022/11/sda-ponders-signal-tech-trade-offs-for-alternate-gps-satellite-payloads/
https://breakingdefense.com/2022/11/sda-ponders-signal-tech-trade-offs-for-alternate-gps-satellite-payloads/
https://spectrum.ieee.org/starlink-vleo-below-iss
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/
https://www.washingtonpost.com/opinions/2023/08/22/us-space-force-military-pentagon-competition/
https://spacenews.com/starlinks-survivability-in-war-a-good-sign-for-dods-future-constellation/
https://spacenews.com/starlinks-survivability-in-war-a-good-sign-for-dods-future-constellation/
https://cybernews.com/security/why-cant-russians-hack-starlink-satellites/
https://breakingdefense.com/2022/04/spacex-beating-russian-jamming-attack-was-eyewatering-dod-official/
https://breakingdefense.com/2022/04/spacex-beating-russian-jamming-attack-was-eyewatering-dod-official/
https://www.cnn.com/2023/08/31/politics/military-hackers-russia-ukraine/index.html
https://www.cnn.com/2023/08/31/politics/military-hackers-russia-ukraine/index.html
https://www.ucsusa.org/resources/satellite-database

Gurantz

106. Sandra Erwin, “As Russia Prepared to Invade, U.S. Opened Commercial Imagery Pipeline
to Ukraine,” SpaceNews (website), April 6, 2022, https://spacenews.com/as-russia-prepared-to-invade-u
-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/; and Mauro Orru,
“Ukraine to Get Access to Commercial Spy-Satellite Imagery,” Wall Street Journal (website),
March 9, 2022, https://www.wsj.com/livecoverage/russia-ukraine-latest-news-2022-03-09/card/ukraine
-to-get-access-to-commercial-spy-satellite-imagery-bG7A3]xTwitEGB80M Xsd.

107. Theresa Hitchens, “ICEYE to Supply Ukraine with SAR Satellite Imagery via Ukrainian
Foundation,” Breaking Defense (website), August 18, 2022, https://breakingdefense.com/2022/08
/iceye-to-supply-ukraine-with-sar-satellite-imagery-via-ukrainian-foundation/.

108. Tom Simonite, “How Starlink Scrambled to Keep Ukraine Online,” WIRED (website),
May 11, 2022, https://www.wired.com/story/starlink-ukraine-internet/.

109. Theresa Hitchens, “A Musk Monopoly? For Now, Ukraine Has Few Options outside
Starlink for Battlefield SATCOMs,” Breaking Defense (website), October 19, 2022,
https://breakingdefense.com/2022/10/a-musk-monopoly-for-now-ukraine-has-few-options-outside
-starlink-for-battlefield-satcoms/.

110. Hammes, Game-Changers, 5-7. Also see Kateryna Kistol, “Digital Weapons of War:
Applications and Software That Help Ukraine to Win,” Government of Ukraine (website),
December 13, 2022, https://war.ukraine.ua/articles/digital-weapons-of-war-applications-and-software
-that-help-ukraine-to-win/.

111. Dickey and Gleason, “Space and War,” 28-29.
112. Ignatius, “How the Algorithm.”
113. Dickey and Gleason, “Space and War,” 28.

114. Hammes, Game-Changers, 7, 16; and Sydney J. Freedberg Jr., “High-Tech Trench Warfare:
5 Hard-Won Lessons-Learned for the US from Ukraine,” Breaking Defense (website), December 19,
2023, https://breakingdefense.com/2023/12/high-tech-trench-warfare-5-hard-won-lessons- learned

-for-the-us-from-ukraine/.

115. “Russia Using Thousands of SpaceX Starlink Terminals in Ukraine, WS§J Says,” Reuters (website),
February 15, 2024, https://www.reuters.com/world/europe/russia-using-thousands-spacex-starlink
-terminals-ukraine-wsj-says-2024-02-15/.

116. Aanan Patel, interview by the author.
117. Burbach, “Early Lessons”; and “Satellites That Saved Ukraine,” 15.

118. Theresa Hitchens, ““Tactical ISR’ from Space Requires DoD, NRO Policy Changes: Calvelli,”
Breaking Defense (website), February 26, 2024, https://breakingdefense.com/2024/02/tactical-isr-from

-space-requires-dod-nro-policy-changes-calvelli/.
119. Thanks to Jack Watling for this insight.

120. Eduardo Baptista and Greg Torode, “Insight: Studying Ukraine War, China’s Military
Minds Fret over US Missiles, Starlink,” Reuters (website), March 7, 2023, https://www.reuters.com
/world/studying-ukraine-war-chinas-military-minds-fret-over-us-missiles-starlink-2023-03-08/;
David E. Sanger and Julian E. Barnes, “U.S. Fears Russia Might Put a Nuclear Weapon in Space,”
New York Times, February 19, 2024, Al; and Aaron Bateman, “Why Russia Might Put a Nuclear
Weapon in Space: The New Threat behind an Old Idea,” Foreign Affairs (website), March 7, 2024,
https://www.foreignaffairs.com/russian-federation/why-russia-might-put-nuclear-weapon-space.

121. See Miles Lifson and Richard Linares, “To Sustainably Develop Space, We Must Manage
Orbital Capacity,” SpaceNews (website), December 20, 2023, https://spacenews.com/sustainably-develop
-space-manage-orbital-capacity/; Aaron C. Boley and Michael Byers, “Satellite Mega-Constellations
Create Risks in Low Earth Orbit, the Atmosphere and on Earth,” Scientific Reports 11 (2021);
and Moriba Jah, “Occupation, Even in Orbit, Is Colonialism,” Aerospace America (website),
November 2023, https://aerospaceamerica.aiaa.org/departments/occupation-even-in-orbit-is-colonialism/.

122. Sandra Erwin, “U.S. to Pursue Stronger Collaboration with Allies in Military Space
Programs,” SpaceNews (website), October 11, 2023, https://spacenews.com/u-s-to-pursue-stronger
-collaboration-with-allies-in-military-space-programs/; and Courtney Albon, “How the Space Force
Is Working with US Allies,” C4ISRNET (website), May 2, 2022, https://www.c4isrnet.com
/battlefield-tech/space/2022/05/02/how-the-space-force-is-working-with-us-allies/.

123. Burbach, “Early Lessons.”

38


https://spacenews.com/as-russia-prepared-to-invade-u-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/
https://spacenews.com/as-russia-prepared-to-invade-u-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/
https://www.wsj.com/livecoverage/russia-ukraine-latest-news-2022-03-09/card/ukraine-to-get-access-to-commercial-spy-satellite-imagery-bG7A3JxTwitEGB80MXsd
https://www.wsj.com/livecoverage/russia-ukraine-latest-news-2022-03-09/card/ukraine-to-get-access-to-commercial-spy-satellite-imagery-bG7A3JxTwitEGB80MXsd
https://breakingdefense.com/2022/08/iceye-to-supply-ukraine-with-sar-satellite-imagery-via-ukrainian-foundation/
https://breakingdefense.com/2022/08/iceye-to-supply-ukraine-with-sar-satellite-imagery-via-ukrainian-foundation/
https://www.wired.com/story/starlink-ukraine-internet/
https://breakingdefense.com/2022/10/a-musk-monopoly-for-now-ukraine-has-few-options-outside-starlink-for-battlefield-satcoms/
https://breakingdefense.com/2022/10/a-musk-monopoly-for-now-ukraine-has-few-options-outside-starlink-for-battlefield-satcoms/
https://war.ukraine.ua/articles/digital-weapons-of-war-applications-and-software-that-help-ukraine-to-win/
https://war.ukraine.ua/articles/digital-weapons-of-war-applications-and-software-that-help-ukraine-to-win/
https://breakingdefense.com/2023/12/high-tech-trench-warfare-5-hard-won-lessons-learned-for-the-us-from-ukraine/
https://breakingdefense.com/2023/12/high-tech-trench-warfare-5-hard-won-lessons-learned-for-the-us-from-ukraine/
https://www.reuters.com/world/europe/russia-using-thousands-spacex-starlink-terminals-ukraine-wsj-says-2024-02-15/
https://www.reuters.com/world/europe/russia-using-thousands-spacex-starlink-terminals-ukraine-wsj-says-2024-02-15/
https://breakingdefense.com/2024/02/tactical-isr-from-space-requires-dod-nro-policy-changes-calvelli/
https://breakingdefense.com/2024/02/tactical-isr-from-space-requires-dod-nro-policy-changes-calvelli/
https://www.reuters.com/world/studying-ukraine-war-chinas-military-minds-fret-over-us-missiles-starlink-2023-03-08/
https://www.reuters.com/world/studying-ukraine-war-chinas-military-minds-fret-over-us-missiles-starlink-2023-03-08/
https://www.foreignaffairs.com/russian-federation/why-russia-might-put-nuclear-weapon-space
https://spacenews.com/sustainably-develop-space-manage-orbital-capacity/
https://spacenews.com/sustainably-develop-space-manage-orbital-capacity/
https://aerospaceamerica.aiaa.org/departments/occupation-even-in-orbit-is-colonialism/
https://spacenews.com/u-s-to-pursue-stronger-collaboration-with-allies-in-military-space-programs/
https://spacenews.com/u-s-to-pursue-stronger-collaboration-with-allies-in-military-space-programs/
https://www.c4isrnet.com/battlefield-tech/space/2022/05/02/how-the-space-force-is-working-with-us-allies/
https://www.c4isrnet.com/battlefield-tech/space/2022/05/02/how-the-space-force-is-working-with-us-allies/

Satellites in the Russia-Ukraine War

124. On this point, see Clayton Swope, “The Limits of Space Power,” SpaceNews (website),
March 8, 2024, https://spacenews.com/the-limits-of-space-power/.

125. On China’s plans for low earth orbit constellations, see Young and Thadani, Low Orbit,
High Stakes, 10-13.

126. Lawrence Freedman, “The Counterrevolution in Strategic Affairs,” Daedalus 140, no. 3
(Summer 2011): 21.

127. Robert E. Osgood, Limited War Revisited (New York: Routledge, 2018), 3.
128. Osgood, Limited War Rewvisited, 9.

129. See Joseph R. Biden Jr., “President Biden: What America Will and Will Not Do in Ukraine,”
New York Times, June 1, 2022, A23.

130. Jeremy Herb, “Blinken and NATO Chief Warn Establishing a No-Fly Zone over Ukraine
Could Lead to a ‘Full-Fledged War in Europe,” CNN (website), March 4, 2022, https://www.cnn
.com/2022/03/04/politics/blinken-stoltenberg-no-fly-zone-warning/index.html.

131. Yaffa, “Inside the U.S. Effort.”

132. Andrew Osborn and Caleb Davis, “Russia Accuses U.S. of Direct Ukraine War Role, But Says
It’s Open to Potential Talks,” Reuters (website), December 1, 2022, https://www.reuters.com/world
/russias-lavrov-says-us-nato-are-direct-participants-ukraine-war-2022-12-01/; and Eric Schmitt,
“Russian Warplane Hits American Drone over Black Sea, US Says,” New York Times, March 15,2023, A1.

133. Dan Altman, “The West Worries Too Much about Escalation in Ukraine,” Foreign Affairs (website),
July 12, 2022, https://www.foreignaffairs.com/articles/ukraine/2022-07-12/west-worries-too-much
-about-escalation-ukraine; Austin Carson, “The Missing Escalation in Ukraine: In Defense of the West’s
Go-Slow Approach,” Foreign Affairs (website), September 14, 2023, https://www.foreignaffairs.com
/eastern-europe-caucasus/missing-escalation-ukraine; and Stephen J. Cimbala and Lawrence J. Korb,
“Putin’s ‘Bluff’: A Cautionary Note about Underestimating the Possibility of Nuclear Escalation
in Ukraine,” Bulletin of the Atomic Scientists (website), October 2, 2023, https://thebulletin.org
/2023/10/putins-bluff-a-cautionary-note-about-underestimating-the-possibility-of-nuclear-escalation
-in-ukraine/.

134.  Joint Chiefs of Staff, Joint Concept for Integrated Campaigning (Washington, DC: Joint Chiefs
of Staff, March 16, 2018), 7-8, 19-20; and Fiona S. Cunningham and M. Taylor Fravel,
“Dangerous Confidence? Chinese Views on Nuclear Escalation,” International Security 44, no. 2 (Fall 2019),
64, 81-83.

135. Robert E. Osgood, Limited War: The Challenge to American Strategy (Chicago: University of Chicago
Press, 1958), 8-9.

136. Thomas C. Schelling, Arms and Influence (New Haven, CT: Yale University Press, 1966), 131-41.

137.  Schelling, Arms and Influence; and James D. Morrow, Order within Anarchy (Cambridge, UK:
Cambridge University Press, 2014).

138.  Andrew F. Krepinevich Jr., “The Big One: Preparing for a Long War with China,” Foreign Affairs 103,
no. 1 (January/February 2024).

139. David Vergun, “Hicks: U.S. Aims to Prevent Conflict in Space, Other Domains
through Deterrence,” U.S. Department of Defense (website), January 10, 2024, https://www.defense
.gov/News/News-Stories/Article/Article/3641577/hicks-us-aims-to-prevent-conflict-in-space-other
-domains-through-deterrence/.

»

140. Paul B. Stares, “Nuclear Operations and Antisatellites,” in Managing Nuclear Operations,
ed. Ashton B. Carter, John D. Steinbruner, and Charles A. Zraket (Washington, DC:
Brookings Institution, 1987), 694-97; and James M. Acton, “Escalation through Entanglement,”
International Security 43, no. 1 (Summer 2018): 56-99.

141.  James Clay Moltz, The Politics of Space Security, 3rd ed. (Stanford, CA: Stanford University Press,
2019), 51-56.

142.  Moltz, Politics of Space Security, 46.

143. Sandra Erwin, “Space Force Pauses GPS Satellite Orders Due to Excess Inventory,” SpaceNews
(website), March 13, 2023, https://spacenews.com/space-force-pauses-gps-satellite-orders-due-to-excess
-inventory/; and Alan C. O’Connor et al., Economic Benefits of the Global Positioning System (GPS),
RTI Project Number 0215471 (Research Triangle Park, NC: RTT International, June 2019), ES-2.

144. Robert S. Wilson et al., The Value of Space (Chantilly, VA: Aerospace Corporation, May 2020).

39


https://spacenews.com/the-limits-of-space-power/
https://www.cnn.com/2022/03/04/politics/blinken-stoltenberg-no-fly-zone-warning/index.html
https://www.cnn.com/2022/03/04/politics/blinken-stoltenberg-no-fly-zone-warning/index.html
https://www.reuters.com/world/russias-lavrov-says-us-nato-are-direct-participants-ukraine-war-2022-12-01/
https://www.reuters.com/world/russias-lavrov-says-us-nato-are-direct-participants-ukraine-war-2022-12-01/
https://www.foreignaffairs.com/articles/ukraine/2022-07-12/west-worries-too-much-about-escalation-ukraine
https://www.foreignaffairs.com/articles/ukraine/2022-07-12/west-worries-too-much-about-escalation-ukraine
https://www.foreignaffairs.com/eastern-europe-caucasus/missing-escalation-ukraine
https://www.foreignaffairs.com/eastern-europe-caucasus/missing-escalation-ukraine
https://thebulletin.org/2023/10/putins-bluff-a-cautionary-note-about-underestimating-the-possibility-of-nuclear-escalation-in-ukraine/
https://thebulletin.org/2023/10/putins-bluff-a-cautionary-note-about-underestimating-the-possibility-of-nuclear-escalation-in-ukraine/
https://thebulletin.org/2023/10/putins-bluff-a-cautionary-note-about-underestimating-the-possibility-of-nuclear-escalation-in-ukraine/
https://www.defense.gov/News/News-Stories/Article/Article/3641577/hicks-us-aims-to-prevent-conflict-in-space-other-domains-through-deterrence/
https://www.defense.gov/News/News-Stories/Article/Article/3641577/hicks-us-aims-to-prevent-conflict-in-space-other-domains-through-deterrence/
https://www.defense.gov/News/News-Stories/Article/Article/3641577/hicks-us-aims-to-prevent-conflict-in-space-other-domains-through-deterrence/
https://spacenews.com/space-force-pauses-gps-satellite-orders-due-to-excess-inventory/
https://spacenews.com/space-force-pauses-gps-satellite-orders-due-to-excess-inventory/

Gurantz

145.  Moltz, Politics of Space Security, 47-48.
146. Moltz, Politics of Space Security, 140-41, 150-51.

147. Headquarters, US Space Force, Space Capstone Publication: Spacepower (Washington, DC:
Headquarters, US Space Force, June 2020), 4. Also see John Lewis Gaddis, “The Evolution
of a Reconnaissance Satellite Regime,” in US-Soviet Security Cooperation, ed. Alexander L. George,
Philip J. Farley, and Alexander Dallin (Oxford, UK: Oxford University Press, 1988).

148. Treaty on the Principles Governing the Activities of States in the Exploration and Use
of Outer Space, Including the Moon and Other Celestial Bodies, Jan. 27, 1967, 18 U.S.T. 2410, 610
U.N.T.S. 205.

149. Paul E. Ceruzzi, GPS (Cambridge, MA: MIT Press, 2018), 105. The accuracy was restored due
to the value of the accurate signal to civilian users, the availability of alternative global navigation
systems, and the many GPS augmentation systems that improve accuracy. Newer GPS satellites do not
have the feature that allows the US government to degrade the signals.

150. Ceruzzi, GPS, 79.

151. Yaffa, “Inside the U.S. Effort.” In practice, it may not be much of a restriction, as the
United States has supplied intelligence that has resulted in the incidental killing of several
Russian generals.

152. David Pugliese, “Canada Answers Ukraine’s Call for Satellite Radar Imagery,” SpaceNews (website),
March 9, 2022, https://spacenews.com/canada-answers-ukraines-call-for-satellite-radar-imagery/.

153. Shane Harris and Dan Lamothe, “Intelligence-Sharing with Ukraine Designed to Prevent
Wider War,” Washington Post (website), May 11, 2022, https://www.washingtonpost.com/national
-security/2022/05/11/ukraine-us-intelligence-sharing-war/.

154. Yaffa, “Inside the U.S. Effort”; and Anton Troianovski, “Russia Accuses U.S. of Involvement
in Explosions over Kremlin,” New York Times (website), May 4, 2023, https://www.nytimes
.com/2023/05/04/world/europe/russia-drone-attack-us.html. American officials have publicly
supported Ukraine’s right to strike within Russia, but they apparently admonished Ukrainian officials
for an assassination near Moscow. Julian E. Barnes et al., “U.S. Believes Ukrainians Were behind
an Assassination in Russia,” New York Times, October 6, 2022, A1l.

155. Kim, Pérez-Pefia, and Kramer, “Elon Musk Refused,” B3.

156. Walter Isaacson, “Opinion: ‘How Am I in This War?: The Untold Story of Elon Musk’s Support
for Ukraine,” Washington Post (website), September 7, 2023, https://www.washingtonpost.com
/opinions/2023/09/07/elon-musk-starlink-ukraine-russia-invasion/.

157. Isaacson, “How Am I.”

158. Chamath Palihapitiya et al., interview with Elon Musk, “All-In Summit: Elon Musk
on Ukraine, X, the Creator Economy, China, Al, & More,” September 12, 2023, in A//-In
Podcast, produced by All-In Podcast, LLC, podcast, 7:16 — 9:30, https://twitter.com/theallinpod
/status/1701636472384938396?s=61&t=Vxh5NLxCsYtpCVsHsdxWuQ.

159. Cat Zakrzewski, “Democrats Probe Musk’s SpaceX, Examining Russia’s Alleged Starlink
Use,” Washington Post (website), March 7, 2024, https://www.washingtonpost.com/technology/2024/03/07
/starlink-musk-spacex-russia/.

160. Alexander Ward, “U.S. Approves of Ukraine Striking Russian-Occupied Crimea,” Politico
(website), August 17, 2022, https://www.politico.com/newsletters/national-security-daily/2022/08/17
/u-s-approves-of-ukraine-striking-russian-occupied-crimea-00052364; and Katie Bo Lillis and
Natasha Bertrand, “Ukraine’s Recent Focus on Crimea Draws Skepticism from Corners of the
Biden Administration,” CNN (website), August 18, 2023, https://www.cnn.com/2023/08/18/politics
/ukraine-crimea-focus-biden-administration/index.html.

161. Helene Cooper, Eric Schmitt, and Julian E. Barnes, “U.S. Warms to Helping Ukraine Target
Crimea,” New York Times, January 19, 2023, A1; and Yaffa, “Inside the U.S. Effort.”

162. “Russia Warns Ukraine against Striking Crimea with U.S., British Missiles,” Reuters (website),
June 20, 2023, https://www.reuters.com/world/europe/russia-warns-ukraine-against-striking-crimea
-with-us-british-missiles-2023-06-20/; Alex Horton and Serhii Korolchuk, “Whatever the Fuss
over Elon Musk, Starlink is Utterly Essential in Ukraine,” Washington Post (website), September 18,
2023, https://www.washingtonpost.com/world/2023/09/08/elon-musk-starlink-ukraine-war/;
and William Courtney and Peter A. Wilson, “Ukraine’s Crimea Conundrum,” RAND Blog,
November 4, 2022, https://www.rand.org/pubs/commentary/2022/11/ukraines-crimea-conundrum.html.

40


https://spacenews.com/canada-answers-ukraines-call-for-satellite-radar-imagery/
https://www.washingtonpost.com/national-security/2022/05/11/ukraine-us-intelligence-sharing-war/
https://www.washingtonpost.com/national-security/2022/05/11/ukraine-us-intelligence-sharing-war/
https://www.nytimes.com/2023/05/04/world/europe/russia-drone-attack-us.html
https://www.nytimes.com/2023/05/04/world/europe/russia-drone-attack-us.html
https://www.washingtonpost.com/opinions/2023/09/07/elon-musk-starlink-ukraine-russia-invasion/
https://www.washingtonpost.com/opinions/2023/09/07/elon-musk-starlink-ukraine-russia-invasion/
https://twitter.com/theallinpod/status/1701636472384938396?s=61&t=Vxh5NLxCsYtpCVsHsdxWuQ
https://twitter.com/theallinpod/status/1701636472384938396?s=61&t=Vxh5NLxCsYtpCVsHsdxWuQ
https://www.washingtonpost.com/technology/2024/03/07/starlink-musk-spacex-russia/
https://www.washingtonpost.com/technology/2024/03/07/starlink-musk-spacex-russia/
https://www.politico.com/newsletters/national-security-daily/2022/08/17/u-s-approves-of-ukraine-striking-russian-occupied-crimea-00052364
https://www.politico.com/newsletters/national-security-daily/2022/08/17/u-s-approves-of-ukraine-striking-russian-occupied-crimea-00052364
https://www.cnn.com/2023/08/18/politics/ukraine-crimea-focus-biden-administration/index.html
https://www.cnn.com/2023/08/18/politics/ukraine-crimea-focus-biden-administration/index.html
https://www.reuters.com/world/europe/russia-warns-ukraine-against-striking-crimea-with-us-british-missiles-2023-06-20/
https://www.reuters.com/world/europe/russia-warns-ukraine-against-striking-crimea-with-us-british-missiles-2023-06-20/
https://www.washingtonpost.com/world/2023/09/08/elon-musk-starlink-ukraine-war/
https://www.rand.org/pubs/commentary/2022/11/ukraines-crimea-conundrum.html

Satellites in the Russia-Ukraine War

163. David E. Sanger, “Biden’s Armageddon Moment: When Nuclear Detonation Seemed Possible
in Ukraine,” New York Times (website), March 9, 2024, https://www.nytimes.com/2024/03/09/us
/politics/biden-nuclear-russia-ukraine.html.

164.  Joey Roulette, “SpaceX Curbed Ukraine’s Use of Starlink for Drones — Company President,”
Reuters (website), February 9, 2023, https://www.reuters.com/business/aerospace-defense/spacex-curbed
-ukraines-use-starlink-internet-drones-company-president-2023-02-09/.

165. “Ukraine Is Betting on Drones to Strike Deep into Russia: Remote Control War,” Economist,
March 25, 2023, 28.

166. On this matter, see “Starlink Terms of Service,” Starlink (website), n.d., https://www.starlink
.com/legal/documents/DOC-1041-35650-61.

167. Notably, Ukraine has clearly figured out other ways to conduct long-range drone strikes. “Ukraine
Is Betting.”

168. Adam Easton, “Poland Says Russian Missile Entered Airspace Then Went into Ukraine,”
BBC News (website), December 29, 2023, https://www.bbc.com/news/world-europe-67839340;
and Schmitt, “Russian Warplane,” A1.

169. “Russia Space Agency Head Says Satellite Hacking Would Justify War — Report,”
Reuters (website), March 2, 2022, https://www.reuters.com/world/russia-space-agency-head-says
-satellite-hacking-would-justify-war-report-2022-03-02/. The credibility of this statement is difficult
to assess. Greenberg notes that, in Syria, Russia showed itself more willing to retaliate against attacks
on manned planes than attacks on drones. Perhaps attacks on unmanned satellites could similarly
be ignored. Erik Lin-Greenberg, “Wargame of Drones: Remotely Piloted Aircraft and Crisis Escalation,”
Journal of Conflict Resolution 66, no. 10 (November 2022): 1737-38.

170. Andrew E. Kramer, “Russia Acknowledges Antisatellite Missile Test That Created a Mess
in Space,” New York Times (website), November 16, 2021, https://www.nytimes.com/2021/11/16/world
/europe/russia-antisatellite-missile-test.html.

171. Sandra Erwin, “U.S. Declares Ban on Anti-Satellite Missile Tests, Calls for Other Nations
to Join,” SpaceNews (website), April 18, 2022, https://spacenews.com/u-s-declares-ban-on-anti-satellite
-missile-tests-calls-for-other-nations-to-join/.

172.  Jeff Foust, “More Countries Encouraged to Commit to Halt Destructive ASAT Tests,” SpaceNews
(website), June 15, 2023, https://spacenews.com/more-countries-encouraged-to-commit-to-halt
-destructive-asat-tests/.

173.  See Connell, Role of Space, 19.

174. Janice Gross Stein, “Escalation Management in Ukraine: ‘Learning by Doing’ in Response
to the “Threat That Leaves Something to Chance,’” Texas National Security Review 6, no. 3
(Summer 2023): 41.

175.  Stein, “Escalation Management,” 43. Also see Lidia Kelly and Andrew Osborn, “Belarus
Starts Taking Delivery of Russian Nuclear Weapons,” Reuters (website), June 14, 2023, https://www
.reuters.com/world/europe/belarus-has-started-taking-delivery-russian-tactical-nuclear-weapons

-president-2023-06-14/.

176. Stein, “Escalation Management,” 43—-45; Helene Cooper, Julian E. Barnes, and Eric Schmitt,
“Russian Military Leaders Discussed Use of Nuclear Arms, US Officials Say,” New York Times,
November 3, 2022, Al; and Julian E. Barnes and David E. Sanger, “Fears of Russian Nuclear
Weapons Use Have Diminished, but Could Re-emerge,” New York Times (website), February 3, 2023,
https://www.nytimes.com/2023/02/03/us/politics/russia-nuclear-weapons.html.

177.  Stein, “Escalation Management,” 43—45.
178. Stein, “Escalation Management,” 33, 38.

179. Office of the Secretary of Defense, Nuclear Posture Review (Washington, DC: U.S. Department
of Defense, 2018), 21. This statement does not specifically mention space-based capabilities.

180. Sanger and Barnes, “U.S. Fears Russia.”

181. Wolff Heintschel von Heinegg, “Neutrality and Outer Space,” International Law Studies 93
(2017): 531; and Tara Brown, “Can Starlink Satellites Be Lawfully Targeted?” Articles of War (website),
August 5, 2022, https:/lieber.westpoint.edu/can-starlink-satellites-be-lawfully-targeted/.

41


https://www.nytimes.com/2024/03/09/us/politics/biden-nuclear-russia-ukraine.html
https://www.nytimes.com/2024/03/09/us/politics/biden-nuclear-russia-ukraine.html
https://www.reuters.com/business/aerospace-defense/spacex-curbed-ukraines-use-starlink-internet-drones-company-president-2023-02-09/
https://www.reuters.com/business/aerospace-defense/spacex-curbed-ukraines-use-starlink-internet-drones-company-president-2023-02-09/
https://www.starlink.com/legal/documents/DOC-1041-35650-61
https://www.starlink.com/legal/documents/DOC-1041-35650-61
https://www.bbc.com/news/world-europe-67839340
https://www.reuters.com/world/russia-space-agency-head-says-satellite-hacking-would-justify-war-report-2022-03-02/
https://www.reuters.com/world/russia-space-agency-head-says-satellite-hacking-would-justify-war-report-2022-03-02/
https://www.nytimes.com/2021/11/16/world/europe/russia-antisatellite-missile-test.html
https://www.nytimes.com/2021/11/16/world/europe/russia-antisatellite-missile-test.html
https://spacenews.com/u-s-declares-ban-on-anti-satellite-missile-tests-calls-for-other-nations-to-join/
https://spacenews.com/u-s-declares-ban-on-anti-satellite-missile-tests-calls-for-other-nations-to-join/
https://spacenews.com/more-countries-encouraged-to-commit-to-halt-destructive-asat-tests/
https://spacenews.com/more-countries-encouraged-to-commit-to-halt-destructive-asat-tests/
https://www.reuters.com/world/europe/belarus-has-started-taking-delivery-russian-tactical-nuclear-weapons-president-2023-06-14/
https://www.reuters.com/world/europe/belarus-has-started-taking-delivery-russian-tactical-nuclear-weapons-president-2023-06-14/
https://www.reuters.com/world/europe/belarus-has-started-taking-delivery-russian-tactical-nuclear-weapons-president-2023-06-14/
https://www.nytimes.com/2023/02/03/us/politics/russia-nuclear-weapons.html
https://lieber.westpoint.edu/can-starlink-satellites-be-lawfully-targeted/

Gurantz

182. “Russia Warns West: We Can Target Your Commercial Satellites,” Reuters (website),
October 27, 2022, https://www.reuters.com/world/russia-says-wests-commercial-satellites-could-be

-targets-2022-10-27/.

183. Schmitt, “Russian Warplane,” Al.

184. Schmitt, “Russian Warplane.”

185. Weeden and Samson, Global Counterspace Capabilities, 02-09-02-10.

186. Shane Harris and Isabelle Khurshudyan, “Ukrainian Military Officer Coordinated Nord Stream
Pipeline Attack,” Washington Post (website), November 11, 2023, https://www.washingtonpost.com
/national- secur1ty/2023/11/11/n0rdstream bombing—ukraine—chervinsky/; Greg Miller, Loveday Morris,
and Mary Ilyushina, “Russia Recruited Operatives Online to Target Weapons Crossing Poland,”
Washington Post (website), August 18, 2023, https://www.washingtonpost.com/world/2023/08/18
/ukraine-weapons-sabotage-gru-poland/; and “Investigation Links Notorious Russian Intelligence
Unit to Arms Depot Explosion in Bulgaria,” Radio Free Europe / Radio Liberty (RFE/RL) (website),
October 20, 2023, https://www.rferl.org/a/bulgaria-emco-arms-explosion-investigation-russia-gre

-unit/32647210.html.

187. David E. Sanger and Kate Conger, “Russia Was behind Cyberattack in Run-Up to Ukraine War,
Investigation Finds,” New York Times (website), May 10, 2022, https://www.nytimes.com/2022/05/10
/us/politics/russia-cyberattack-ukraine-war.html.

188. Manson, “Russian Hack”; and Catherine Stupp, “European Wind-Energy Sector Hit in Wave
of Hacks,” Wall Street Journal (website), April 25, 2022, https://www.wsj.com/articles/european-wind
-energy-sector-hit-in-wave-of-hacks-11650879000.

189. Georgi A. Angelov, “Suspected Russian GPS Jamming Risks Fresh Dangers in Black
Sea Region,” RFE/RL (website), October 26, 2023, https://www.rferl.org/a/russia-gps
-jamming-black-sea-romania-bulgaria-ukraine/32655397.html; and “Russia Says Destroys
17 Ukraine-Launched Drones over Black Sea, Crimea,” Reuters (website), November 6, 2023,
https://www.reuters.com/world/europe/russia-downs-five-ukraine-launched-drones-over-sevastopol
-russia-installed-2023-11-07/.

190. Tommaso Lecca, “Airlines Report GPS Signal Jamming: Russia Gets the Blame,” Po/itico (website),
March 28, 2024, https://www.politico.eu/article/airlines-flying-baltic-region-report-gps-signal-russia
-gets-blame/.

191. Gebrekidan, “Electronic Warfare Confounds.”
192. Weeden and Samson, Global Counterspace Capabilities, 02-24.

193. Joanna Plucinska, Valerie Insinna, and James Pearson, “Aviation Sector Seeks Urgent Solutions
for GPS Interference,” Reuters (website), January 24, 2024, https://www.reuters.com/business/aerospace
-defense/aviation-sector-seeks-urgent-solutions-gps-interference-2024-01-24/; and Richard Milne,
“Russian GPS Jamming Threatens Air Disaster, Warn Baltic Ministers,” Financial Times (website),
April 28, 2024, https://www.ft.com/content/37776b16-0b92-4a23-9f90-199d45d955¢3.

194. Christian Davenport, “Commercial Satellites Test the Rules of War in Russia-Ukraine Conflict,”
Washington Post (website), March 10, 2022, https://www.washingtonpost.com/technology/2022/03

/10/commercial-satellites-ukraine-russia-intelligence/.

195. Theresa Hitchens, “Satellite Jamming ‘Normal’ by Militaries during Conflict, Not Peacetime,”
Breaking Defense (website), March 21, 2022, https://breakingdefense.com/2022/03/satellite-jamming
-normal-by-militaries-during-conflict-not-peacetime-state-dept-official/.

196. For a record of major jamming events, see “Space Systems CyberSecurity,” Johns Hopkins
University (website), n.d., https://spacesecurity.wse.jhu.edu/.

197. Sydney J. Freedberg Jr., “US Jammed Own Satellites 261 Times; What If Enemy Did?,”
Breaking Defense (website), December 2, 2015, https://breakingdefense.com/2015/12/us-jammed-own
-satellites-261-times-in-2015-what-if-an-enemy-tried/.

198. “Kinetic” refers to physical attacks, typically with traditional weapons like bullets and missiles.
“Nonkinetic” refers to a range of nondestructive attacks like cyberattacks and electronic warfare.

199. Morrow, Order within Anarchy.

200. von Heinegg, “Neutrality and Outer Space,” 542-43; and Timothy Goines, Jeffrey Biller,
and Jeremy Grunert, “The Russia-Ukraine War and the Space Domain,” Articles of War (website),
March 14, 2022, https://licber.westpoint.edu/russia-ukraine-war-space-domain/.

42


https://www.reuters.com/world/russia-says-wests-commercial-satellites-could-be-targets-2022-10-27/
https://www.reuters.com/world/russia-says-wests-commercial-satellites-could-be-targets-2022-10-27/
https://www.washingtonpost.com/national-security/2023/11/11/nordstream-bombing-ukraine-chervinsky/
https://www.washingtonpost.com/national-security/2023/11/11/nordstream-bombing-ukraine-chervinsky/
https://www.washingtonpost.com/world/2023/08/18/ukraine-weapons-sabotage-gru-poland/
https://www.washingtonpost.com/world/2023/08/18/ukraine-weapons-sabotage-gru-poland/
https://www.rferl.org/a/bulgaria-emco-arms-explosion-investigation-russia-gre-unit/32647210.html
https://www.rferl.org/a/bulgaria-emco-arms-explosion-investigation-russia-gre-unit/32647210.html
https://www.nytimes.com/2022/05/10/us/politics/russia-cyberattack-ukraine-war.html
https://www.nytimes.com/2022/05/10/us/politics/russia-cyberattack-ukraine-war.html
https://www.wsj.com/articles/european-wind-energy-sector-hit-in-wave-of-hacks-11650879000
https://www.wsj.com/articles/european-wind-energy-sector-hit-in-wave-of-hacks-11650879000
https://www.rferl.org/a/russia-gps-jamming-black-sea-romania-bulgaria-ukraine/32655397.html
https://www.rferl.org/a/russia-gps-jamming-black-sea-romania-bulgaria-ukraine/32655397.html
https://www.reuters.com/world/europe/russia-downs-five-ukraine-launched-drones-over-sevastopol-russia-installed-2023-11-07/
https://www.reuters.com/world/europe/russia-downs-five-ukraine-launched-drones-over-sevastopol-russia-installed-2023-11-07/
https://www.politico.eu/article/airlines-flying-baltic-region-report-gps-signal-russia-gets-blame/
https://www.politico.eu/article/airlines-flying-baltic-region-report-gps-signal-russia-gets-blame/
https://www.reuters.com/business/aerospace-defense/aviation-sector-seeks-urgent-solutions-gps-interference-2024-01-24/
https://www.reuters.com/business/aerospace-defense/aviation-sector-seeks-urgent-solutions-gps-interference-2024-01-24/
https://www.ft.com/content/37776b16-0b92-4a23-9f90-199d45d955c3
https://www.washingtonpost.com/technology/2022/03/10/commercial-satellites-ukraine-russia-intelligence/
https://www.washingtonpost.com/technology/2022/03/10/commercial-satellites-ukraine-russia-intelligence/
https://breakingdefense.com/2022/03/satellite-jamming-normal-by-militaries-during-conflict-not-peacetime-state-dept-official/
https://breakingdefense.com/2022/03/satellite-jamming-normal-by-militaries-during-conflict-not-peacetime-state-dept-official/
https://spacesecurity.wse.jhu.edu/
https://breakingdefense.com/2015/12/us-jammed-own-satellites-261-times-in-2015-what-if-an-enemy-tried/
https://breakingdefense.com/2015/12/us-jammed-own-satellites-261-times-in-2015-what-if-an-enemy-tried/
https://lieber.westpoint.edu/russia-ukraine-war-space-domain/

Satellites in the Russia-Ukraine War

201. White House, National Space Policy of the United States of America (Washington, DC:
White House, December 9, 2020), 3.

202. Stephen Clark, “Space Force Chief Says Commercial Satellites May Need Defending,” Ars Technica
(website), September 25, 2023, https://arstechnica.com/space/2023/09/space-force-chief-foresees-role
-in-protecting-commercial-satellites/; and U.S. Department of Defense, Department of Defense Commercial
Space Integration Strategy (Washington, DC: U.S. Department of Defense, 2024), 3.

203. Eric Berger, “US Military Leans into Megaconstellations after Their ‘Resiliency’ in Ukraine,”
Ars Technica (website), July 19, 2023, https://arstechnica.com/space/2023/07/us-space-commander
-touts-powerful-role-of-megaconstellations-in-ukraine/; and David Roza, “Experts Warn of Blurring
Line between Military, Commercial Satellites,” Air & Space Forces Magazine (website), July 27, 2023,

https://www.airandspaceforces.com/military-commercial-satellites-blurring-line/.
204. U.S. Department of Defense, Commercial Space Integration, 3—4.

205. Christian Davenport, “War in Space: U.S. Officials Debating Rules for a Conflict in Orbit,”
Washington Post (website), March 8, 2023, https://www.washingtonpost.com/technology/2023/03
/08/ukraine-russia-satellite-space-force-policy/.

206. Theresa Hitchens, “To Protect and Maybe Defend: NRO, SPACECOM Ponder Commercial
Satellite Defense Options,” Breaking Defense (website), September 1, 2022, https://breakingdefense
.com/2022/09/to-protect-and-maybe-defend-nro-spacecom-ponder-commercial-satellite-defense
-options/.

207. Mehul Srivastava et al., “Ukraine Troops Hit by Systems Failure: Communication Problems

Musk’s SpaceX Devices Crash on Front Line, Say Officials and Soldiers,” Financial Times,
October 8, 2022, 4.

208. Satariano et al., “Elon Musk’s Unmatched Power”; and Mehul Srivastava, Roman Olearchyk,
and Felicia Schwartz, “SpaceX’s Starlink Terminals in Ukraine Back Online after Outages,”
Financial Times (website), October 12, 2022, https://www.ft.com/content/29ed76b9-d6bf-428¢-8673
-af48b7ed70df.

209. Alex Marquardt, “Exclusive: Musk’s SpaceX Says It Can No Longer Pay for Critical Satellite
Services in Ukraine, Asks Pentagon to Pick up the Tab,” CNN (website), October 14, 2022,
https://www.cnn.com/2022/10/13/politics/elon-musk-spacex-starlink-ukraine/index.html;
and Ronan Farrow, “Elon Musk’s Shadow Rule,” New Yorker (website), August 21, 2023,
https://www.newyorker.com/magazine/2023/08/28/elon-musks-shadow-rule.

210. Alex Marquardt and Sean Lyngaas, “Ukraine Suffered a Comms Outage When 1,300 SpaceX
Satellite Units Went Offline over Funding Issues,” CNN (website), November 7, 2022, https://www
.cnn.com/2022/11/04/politics/spacex-ukraine-elon-musk-starlink-internet-outage/index.html.

211. Mehul Srivastava and Roman Olearchyk, “Starlink Prices in Ukraine Nearly Double as Mobile
Networks Falter,” Financial Times (website), November 29, 2022, https://www.ft.com/content/f69b75cf
-c36a-4ab3-9eb7-ad02a00d230c.

212. Dan Lamothe, “Pentagon Discloses It’s Paying for Elon Musk’s Starlink Internet in Ukraine,”
Washington Post (website), June 1, 2023, https://www.washingtonpost.com/national-security/2023/06/01
/starlink-ukraine-pentagon-elon-musk/.

213. TFarrow, “Shadow Rule”; and Isaacson, “ ‘How Am 1.”
214. Satariano et al., “Elon Musk’s Unmatched Power.”

215. Theresa Hitchens, “How US Intel Worked with Commercial Satellite Firms to Reveal Ukraine
Info,” Breaking Defense (website), April 7, 2022, https://breakingdefense.com/2022/04/how-us-intel

-worked-with-commercial-satellite-firms-to-reveal-ukraine-info/.

216. Sandra Erwin, “With Starshield, SpaceX Readies for Battle,” SpaceNews (website),
January 19, 2023, https://spacenews.com/with-starshield-spacex-readies-for-battle/.

217. Sandra Erwin, “Space Force to Further Define Details of a ‘Commercial Space Reserve,””
SpaceNews (website), July 25, 2023, https://spacenews.com/space-force-to-further-define-details-of

-a-commercial-space-reserve/.
218. Farrow, “Shadow Rule.”
219. Farrow, “Shadow Rule.”

43


https://arstechnica.com/space/2023/09/space-force-chief-foresees-role-in-protecting-commercial-satellites/
https://arstechnica.com/space/2023/09/space-force-chief-foresees-role-in-protecting-commercial-satellites/
https://arstechnica.com/space/2023/07/us-space-commander-touts-powerful-role-of-megaconstellations-in-ukraine/
https://arstechnica.com/space/2023/07/us-space-commander-touts-powerful-role-of-megaconstellations-in-ukraine/
https://www.airandspaceforces.com/military-commercial-satellites-blurring-line/
https://www.washingtonpost.com/technology/2023/03/08/ukraine-russia-satellite-space-force-policy/
https://www.washingtonpost.com/technology/2023/03/08/ukraine-russia-satellite-space-force-policy/
https://breakingdefense.com/2022/09/to-protect-and-maybe-defend-nro-spacecom-ponder-commercial-satellite-defense-options/
https://breakingdefense.com/2022/09/to-protect-and-maybe-defend-nro-spacecom-ponder-commercial-satellite-defense-options/
https://breakingdefense.com/2022/09/to-protect-and-maybe-defend-nro-spacecom-ponder-commercial-satellite-defense-options/
https://www.ft.com/content/29ed76b9-d6bf-428c-8673-af48b7ed70df
https://www.ft.com/content/29ed76b9-d6bf-428c-8673-af48b7ed70df
https://www.cnn.com/2022/10/13/politics/elon-musk-spacex-starlink-ukraine/index.html
https://www.newyorker.com/magazine/2023/08/28/elon-musks-shadow-rule
https://www.cnn.com/2022/11/04/politics/spacex-ukraine-elon-musk-starlink-internet-outage/index.html
https://www.cnn.com/2022/11/04/politics/spacex-ukraine-elon-musk-starlink-internet-outage/index.html
https://www.ft.com/content/f69b75cf-c36a-4ab3-9eb7-ad0aa00d230c
https://www.ft.com/content/f69b75cf-c36a-4ab3-9eb7-ad0aa00d230c
https://www.washingtonpost.com/national-security/2023/06/01/starlink-ukraine-pentagon-elon-musk/
https://www.washingtonpost.com/national-security/2023/06/01/starlink-ukraine-pentagon-elon-musk/
https://breakingdefense.com/2022/04/how-us-intel-worked-with-commercial-satellite-firms-to-reveal-ukraine-info/
https://breakingdefense.com/2022/04/how-us-intel-worked-with-commercial-satellite-firms-to-reveal-ukraine-info/
https://spacenews.com/with-starshield-spacex-readies-for-battle/
https://spacenews.com/space-force-to-further-define-details-of-a-commercial-space-reserve/
https://spacenews.com/space-force-to-further-define-details-of-a-commercial-space-reserve/

Gurantz

220. Cade Metz, Adam Satariano, and Chang Che, “How Elon Musk Became a Geopolitical Chaos
Agent,” New York Times (website), updated October 28, 2022, https://www.nytimes.com/2022/10/26
/technology/elon-musk-geopolitics-china-ukraine.html.

221. Satariano et al., “Elon Musk’s Unmatched Power”; and Meaghan Tobin and John Liu,
“Why Taiwan Is Building a Satellite Network without Elon Musk,” New York Times, March 17, 2024, BU1.

222. Young and Thadani, Low Orbit, High Stakes, 5-9.

223. Jeremy Grunert, “Sanctions and Satellites: The Space Industry after the Russo-Ukrainian War,”
War on the Rocks (website), June 10, 2022, https://warontherocks.com/2022/06/sanctions-and-satellites
-the-space-industry-after-the-russo-ukrainian-war/.

224. Andrew Jones, “U.S. Sanctions Chinese Satellite Firm for Allegedly Supplying SAR Imagery
to Russia’s Wagner Group,” SpaceNews (website), January 27, 2023, https://spacenews.com/u-s-sanctions
-chinese-satellite-firm-for-allegedly-supplying-sar-imagery-to-russias-wagner-group/.

225. Commission to Assess US National Security Space Management and Organization,
Report of the Commission to Assess United States National Security Space Management and
Organization (Washington, DC: Commission to Assess US National Security Space Management
and Organization, 2001), viii.

226. On the other hand, as with all military advancements, the transition to megaconstellations
could contribute to a closing window of opportunity for great-power rivals to attack.
See Hal Brands and Michael Beckley, Danger Zone: The Coming Conflict with China (New York: W. W.
Norton & Company, 2022).

227.  Office of the Chief of Space Operations, “White Paper.”

44


https://www.nytimes.com/2022/10/26/technology/elon-musk-geopolitics-china-ukraine.html
https://www.nytimes.com/2022/10/26/technology/elon-musk-geopolitics-china-ukraine.html
https://warontherocks.com/2022/06/sanctions-and-satellites-the-space-industry-after-the-russo-ukrainian-war/
https://warontherocks.com/2022/06/sanctions-and-satellites-the-space-industry-after-the-russo-ukrainian-war/
https://spacenews.com/u-s-sanctions-chinese-satellite-firm-for-allegedly-supplying-sar-imagery-to-russias-wagner-group/
https://spacenews.com/u-s-sanctions-chinese-satellite-firm-for-allegedly-supplying-sar-imagery-to-russias-wagner-group/

About the Author

Dr. Ron Gurantz is an associate professor at the School of Advanced
International Studies at Johns Hopkins University. He previously served
as the research professor of national security affairs at the Strategic Studies
Institute, the US Army’s center for national security research and analysis
at the US Army War College. His areas of specialization include crisis
decision making, deterrence, airpower, and space power. Gurantz has published
articles in the Journal of Politics, Security Studies, the Washington Quarterly,
and other academic journals. He has taught at the Air War College and the
University of California, Los Angeles. Gurantz holds a PhD in political science
from the University of California, Los Angeles, and a bachelor of arts degree
in political economy from the University of California, Berkeley.

45






USAWC
PRESS

The US Army War College Press supports the US Army War College
by publishing monographs and a quarterly academic journal, Parameters,
focused on geostrategic issues, national security, and Landpower.
Press materials are distributed to key strategic leaders in the Army
and Department of Defense, the military educational system, Congress,
the media, other think tanks and defense institutes, and major colleges
and universities. The US Army War College Press serves as a bridge

to the wider strategic community.

All US Army Strategic Studies Institute and US Army
War College Press publications and podcasts may be downloaded
free of charge from the US Army War College website. Hard copies
of certain publications may also be obtained through the
US Government Bookstore website at https://bookstore.gpo.gov.
US Army Strategic Studies Institute and US Army War College
publications may be quoted or reprinted in part or in full with permission
and appropriate credit given to the US Army Strategic Studies Institute
and the US Army War College Press, US Army War College, Carlisle,
PA. Contact the US Army Strategic Studies Institute or the US Army
War College Press by visiting the websites at: https://ssi.armywarcollege.edu and
https://press.armywarcollege.edu.

The US Army War College Press produces two podcast series. Decisive
Point, the podcast companion series to the US Army War College Press, features
authors discussing the research presented in their articles and publications.
Visit the website at: https://ssi.armywarcollege.edu/SSI-Media/Podcasts
-Lectures-and-Panels/Decisive-Point-Podcast/. Conversations on Strategy,
a Decisive Point podcast subseries, features distinguished authors
and contributors who explore timely issues in national security
affairs. Visit the website at: https://ssi.armywarcollege.edu/SSI
-Media/Podcasts-Lectures-and-Panels/Conversations-on-Strategy-Podcast/.

DECISIVE CONVERSATIONS
POINT SII )

The USAWC Press Podcast Companion Series

- USAWE b g
W ) PRESS 1

ﬁ. USAWC s
b PRESS ]


https://bookstore.gpo.gov/
https://ssi.armywarcollege.edu/
https://press.armywarcollege.edu
https://ssi.armywarcollege.edu/SSI-Media/Podcasts-Lectures-and-Panels/Decisive-Point-Podcast/mod/67380/details/582/
https://ssi.armywarcollege.edu/SSI-Media/Podcasts-Lectures-and-Panels/Decisive-Point-Podcast/mod/67380/details/582/
https://ssi.armywarcollege.edu/SSI-Media/Podcasts-Lectures-and-Panels/Conversations-on-Strategy-Podcast/mod/67381/details/581/
https://ssi.armywarcollege.edu/SSI-Media/Podcasts-Lectures-and-Panels/Conversations-on-Strategy-Podcast/mod/67381/details/581/
https://ssi.armywarcollege.edu/SSI-Media/Podcasts-Lectures-and-Panels/Decisive-Point-Podcast/mod/67380/details/582/
https://ssi.armywarcollege.edu/SSI-Media/Podcasts-Lectures-and-Panels/Conversations-on-Strategy-Podcast/mod/67381/details/581/




	Strategic Studies Institute
	Title Page
	Foreword
	Executive Summary
	Satellites in the Russia-Ukraine War
	Observations from the Battlefield
	Satellites in Modern Warfare
	Satellites in the Russia-Ukraine War
	Counterspace in the Russia-Ukraine War
	Battlefield Lessons

	Observations from the Space Domain
	Proliferation and Commercialization in the Space Domain
	Proliferation and Commercialization in the Russia-Ukraine War
	Space Lessons

	Limited War in Space
	The Theory of Limited War
	Space as a Domain of Limited War
	Limits to Space Support in the Russia-Ukraine War
	Limits to Counterspace in the Russian-Ukraine War
	The Potential for Escalation in Counterspace War
	The Distinction between Government and Commercial Satellites
	The Autonomy-Capability Tradeoff

	Conclusion
	Endnotes
	About the Author
	US Army War College Press
	Back Cover




