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July 8, 2016 

Objective 
Our objective was to determine the 
effectiveness of the Militaril):7 Critical 
Technologies• Program in accordance with 
applicable-DoD policy. 

Finding 
We found that the Militarily Critical 
Technologies List is ineffective and 
corresponding policy is outdated. 
Although DoD sought relief from the 
statutory requirement to produce a critical 
technologies list, DoD was unsuccessful. 
Consequently, DoD Instruction 3020.46, 
"The Militarily Critical Technologies 
List (MCTL)," October 24, 2008, remains 
in.effect but no longer reflects the 
current status of DoD's list of critical 
technologies. Additionally, the Militarily 
Critical Technologies List has not been 
updated si.nce. 2011 and the-Department 
currently uses t.he U.S. Munitions List 
and the Commerce Control List as 
technical references for the export 
control community. Because policy is not 
aligned w ith DoD's decision to use fhe 
U.S. Munitio_ns List and the Commerce 
Control List as technical references fpr 
the DoD export control <::ommunity, DoD 
components and various stakeholders are 
at risk of making programmatic decisions 
about t he criticality, protection, or release 
of technologies based on dated and 
potentially inaccurate information. 

Visit us. at www.dodig.mil 

Recommendations 
We recommend that the Under Secretary of Defense for 
Acquisition, Technology, and Logistics determine if the 
r equirement in the Export Administ rat ion Act for a critical 
technologies list is currently being .met by means other than 
the Militarily Critical Technologies List, and adjust policy to 
reflect that determination. 

We further recommend that the Under Secretary of Defense 
for Acquisition, Technology, and Logistics along with the 
Under Secretary of Defense for Policy inform the internal and 
external export control stakeholder community -- through 
written notice, such as the Federal Register or directive-type 
memoranda, and by updating organizational websites -- that 
the Militarily Critical Technologies List is not being updated 
and should not be used as a technical reference. 

Management Comments and 
Our Response 
Management concurred with our comments to update policies 
to ensure the requirement in the Export Administration 
Act of 1979 for a critical technologies list be met, by means 
other than the Militarily Critical Technologies List, to alleviate 
confusion among some stakeholders about the disposition 
of the DoD-generated technology list. Comments from the 
Office of the Assistant Secretary of Defense for Research and 
Engineering indicated that DoD Instruction 3020.46 was in 
the process of being canceled and the associated cancellation 
memorandum will inform export control stakeholders in the 
DoD Components that the Militarily Critical Technologies List 
should not be used as a technical reference; rather, export 
control stakeholders should use the Commerce Control List 
and the U.S. Munitions List. Management also agreed that 
the broader stakeholder community should be made aware 
that current policy no longer reflects the current status of 
DoD's list of critical technologies and should not be used for 
technology determinations. The comments addressed the 
specifics of the re·commendat ions, and no further comments 
are required. Please see the recommendations table on the 
next page. 
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Recommendations Table

Management Recommendations 
Requiring Comment

No Additional 
Comments Required

Under Secretary of Defense for Acquisition, Technology, 
and Logistics 1,2

Under Secretary of Defense for Policy 2
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FOR: Qffl€Ub 616£ QHhY 

INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

July 8, 2016 

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISJTlON, TECHNOLOGY, 
AND LOGISTICS 

UNDER SECRETARY OF DEFENSE FOR POLICY 

SUBJECT: Assessment of the Department of Defense Militarily Critical Technologies Program 

(Report No. DODIG-2016-109) 

We are providing this report for your information and use. Our objective was to determine 
the effectiveness o f the Militarily Critical Technologies Program in accordance with applicable 
DoD policy. 

We found that DoD Instruction 3020.46, "The Militarily Critical Technologies List (MCTL)," 
October 24, 2008, no longer reflects the current status of DoD's list of critical technologies 
and is not a reliable technical re ference for the export control community. 

We conducted this assessment in accordance with the Council of the Inspectors General on 
Integrity and Efficiency Qual ity Standards for Inspection and Evaluation. 

We considered comments on a draft of this report when preparing the final report 
and Recommendation 1 was subsequently revised. Management concurred with all 
recommendations. Comments from the Offices of the Under Secretary of Defense for 
Acquisition, Technology, and Logistics, and the Under Secretary of Defense for Policy 
addressed all specifics of the recommendations and conformed to the requirements of 
DoD lnstruction 7650.03; therefore, we do not require additional comments. 

We appreciate the courtesies extended to the staff. Please d irect questions to me at 
DoD OIG (b)(6) , or the Project Mana ger at ( DSN 

1
'f.,.1iT'fl). 1

---f"l~~L.l.D.sp.t~tor General for 
Intelligence and Special 
Program Assessments 

PQ~ QPFJ €HAl:s ~eli Ql ILY 
noo1c.2ol6•I09 I rn 
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Introduction

Objective

Background

Establishment of DoD’s Militarily Critical 
Technologies Program

1 An export occurs whenever any item (i.e., any commodity, software, technology, or equipment) or information is 
sent from the U.S. to a foreign destination or provided to a foreign national here or abroad.  The manner in which 
the transfer or release of the item or information occurs does not matter.  “Export Controls” refers collectively to the 
body of U.S. laws and regulations that govern the transfer of controlled items or information to foreign nationals or 
foreign entities.

2 Dual use goods are products and technologies normally used for civilian purposes but which may have 
military applications.
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The intent is to ensure that export control determinations consider the nature 

of militarily critical goods and technologies and the means by which such goods 

and technologies are effectively transferred. DoD implemented this requirement 

through the MCTP. 

Established in 1980, the goal of the MCTP was to produce and publish a list 

of critical technologies that would inform export control determinations. The 

resulting MCTL was a detailed compilation of technologies that DoD assessed as 

critical to maintaining superior U.S. military capability. The list was developed 

by technology working groups (TWGs) composed of subject matter experts from 

academia, industry, and government agencies. Figure 1 below depicts the MCTL 

process, further detailed in Appendix B. 

Fi9ure 1. Militarily Critical Technolo9ies List Process Overview 

Source: DoD Instruction 3020.46 

Additional Uses for the Militarily Critical Technologies List 
The statutory, singular reason for the MCTL is to inform export control 

policy-makers as to the technical criteria and parameters by which a technology 

could be considered militarily critical. However, there are consumers of the 

MCTL in other elements of the technology security spectrum of protection 

options who have expanded the use of the MCTL beyond its original mandate 

and further than the intent of DoD Instruction 3020.46. Counterintelligence, 

intelligence, and security personnel used the MCTL to accomplish protection 

and enforcement activities. 
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Government Accountability Office Reports on the Militarily 
Critical Technologies List

 3 Critical program information is U.S. capability elements that contribute to the warfighters’ technical advantage, 
which if compromised, undermines U.S. military preeminence.  U.S. capability elements may include, but are not 
limited to, software algorithms and specific hardware residing on the system, its training equipment, or maintenance 
support equipment.

 4 Foreign disclosure is the legal transfer of classified or controlled unclassified military information through approved 
channels to an authorized representative of a foreign government.

 5 Horizontal protection is the application of a consistent level of protection to similar critical program information 
associated with more than one research, development, test, and evaluation program, including inherited critical 
program information.
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Issues Impacting the Militarily Critical Technologies Program

 6 The Technology Security Office a subordinate office within the OUSD (AT&L) research directorate provides oversight for 
the MCTP.
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Figure 2 below reflects the actual and projected levels of funding for the MCTP 

since 1998. All numbers are expressed in thousands. 

Figure 2. Militarily Critical Technologies Program Funding 

Source: Office of the Under Secretary of Defense for Acquisition, Technology, and Logistics 

After DoD ceased updating the MCTL, the OUSD(AT&L) Technology Security Office 

removed the public version of the MCTL from the. Defense Technical Information 

Center7 website in late 2011 to ensure that organizations were not making 

programmatic decisions based on dated and potentially inaccurate information. 

In early July 2015, DoD sought relief from the requirement to maintain a critical 

technologies list. Both DoD and the Department of Commerce submitted their 

respective agency positions to the National Security Council. DoD's proposed 

course of action was not supported by the Department of Commerce. Commerce 

was concerned that the request for relief would have to be done on an annual basis, 

and could complicate the overall renewal of the Export Administration Act. On 

August 7, 2015, the provisions of the Export Administration Act were extended 

through Presidential notice. However, language specifying the exclusion of a 

requirement to maintain a critical technologies list was not included. 

Alternatives to the Militarily Critical Technologies List Under 
Export Control Reform 
DoD did not receive statutory relief from the requirement to maintain the MCTL 

and yet has not updated the MCTL since 2011. Instead, DoD has relied on the 

USML and the CCL for export determinations. During our interviews, OUSD(AT&L) 

and Office of the Under Secretary of Defense for Policy (OUSD(P)) representatives 

emphasized that the USML and the CCL have presented viable alternatives to the 

MCTL for the export control community and their subsequent revisions under an 

ongoing Export Control Reform initiative increased their usefulness in recent years. 

7 The Defense Technical Information Center is the central scientific, research, and engineering information support 
activity for the Assistant Secretary of Defense for Research and Engineering (ASD(R&E)) on matters pertaining to 
centralized operation of DoD services, databases, and systems for the acquisition, storage, retrieval, and distribution of 
scientific, research, and engineering information in support of DoD research, development, testing and evaluation, and 
studies programs. 
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Export Control Reform

 8 Participating agencies included the Departments of Defense, State, Commerce, Energy, the Treasury, Justice, 
Homeland Security and the Office of the Director of National Intelligence.

 9 On April 16, 2013, the U.S. Departments of Commerce and State published final rules describing the initial 
implementation of Export Control Reform.  These final rules fundamentally reform the U.S. export control system by 
changing the jurisdiction of thousands of military items, mostly parts and components, that do not provide a critical 
military or intelligence capability.  Such items will move from the International Traffic in Arms Regulations, which 
are administered by the Department of State, to the Export Administration Regulations, which are administered by 
the Department of Commerce.  Items transferring from the International Traffic in Arms Regulations USML to the 
Export Administration Regulations CCL are identified under new Export Control Classification Numbers, known as 
the 600 series.  Most 600 series items will require a license to all countries except Canada, but many will be eligible 
for license exceptions.  This will avoid the need for prior approval from the U.S. Government for transactions of less 
concern, such as trade with U.S. allies.
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Defense Technology Security Administration representatives who are charged 

with export control policy for DoD, the most current list of militarily critical items 

and technologies. 

Additionally, interviews, internal documents to include email communications, and 

concept and background papers, substantiate positions that senior OUSD(AT&L) and 

OUSD(P) officials expressed when stating current processes for reviewing export 

control lists, including those established under Export Control Reform, are meeting 

DoD needs. 

When asked if the process for placing items on the CCL or the USML was difficult, 

a senior OUSD(P) representative said the process improved with the advent of 

Export Control Reform. He stated that getting items on to the CCL is the first 

priority, noting that it is a more involved process than the USML. 

Additions to the USML, by comparison, can be accomplished through an interagency 

discussion. The official explained that additions of technologies to the USML are 

event driven. The process occurs when a new technology rises to a threshold that 

requires agency attention and has sufficient information to support its addition to 

the list. 

This distinguishes the process from previous practices when adding items to the 

MCTL. Changes or updates occurred every two years. However, the Departments 

of Commerce and State have responsibility for administering the CCL and the USML 

respectively, and therefore determine their content. The DoD has responsibility for 

the MCTL. 

Introduction 
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Finding

The Militarily Critical Technologies List is Ineffective 
and Corresponding Policy is Outdated

Viability of the Militarily Critical Technologies List
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Relief from Statutory Requirement

 10 The International Emergency Economic Powers Act is a U.S. federal law authorizing the President to regulate commerce 
after declaring a national emergency in response to any unusual and extraordinary threat to the United States which 
has a foreign source.  Under authority of this law, the President issued Executive Order (EO) 13222 on August 17, 2001, 
extending the EAA, stating that “unrestricted access of foreign parties to U.S. goods and technology and the existence 
of certain boycott practices of foreign nations, in light of the expiration of the Export Administration Act of 1979, as 
amended (50 U.S.C. App. 2401 et seq.), constitute an unusual and extraordinary threat to the national security, foreign 
policy, and economy of the United States.”  EO 13222 has, through its annual Presidential continuation, extended 
authority for all regulations previously authorized under the EAA.  With respect to the MCTL, DoD supported the 
inclusion of language in an August 7, 2015 Presidential Notice extending the provisions of EO 13222 that would have 
allowed MCTL-related requirements in the EAA to expire.  However, that notice did not include language excluding the 
requirement for a critical technologies list.
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Additional Policies Associated with the Militarily Critical 
Technologies List

 11 Both DoD Manual 5010.12 and DoD Directive 5230.25 are being updated and will no longer mention the MCTL.  As of 
this writing both are in the formal coordination process.
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 12 Systems engineering activities intended to prevent or delay exploitation of critical program information in U.S. defense 
systems in domestic and export configurations to impede countermeasure development, unintended technology 
transfer, or alteration of a system due to reverse engineering.
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Outdated Militarily Critical Technologies List Impact 
on Stakeholders 

Requests for Information and External References
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Conclusion
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Recommendations, Office of the Assistant Secretary 
of Defense for Research and Engineering, Director, 
Defense Technology Security Administration 
Comments, and Our Response 

Revised Recommendation 1 
As a result of Office of the Assistant Secretary of Defense for Research and 

Engineering comments, we revised the wording of Recommendation 1 to allow for 

an alternative solution for a critical technologies list to be met by means other 

than the Militarily Critical Technologies List.

We recommended that the Under Secretary of Defense for Acquisition, Technology, 

and Logistics determine if the requirement in the Export Administration Act for a 

critical technologies list is currently being met by means other than the Militarily 

Critical Technologies List, and adjust policy to reflect that determination. 

Office of the Assistant Secretary of Defense for Research and 
Engineering Comments 
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Our Response 

Recommendation 2 
We recommended that the Under Secretary of Defense for Acquisition, Technology, 

and Logistics along with the Under Secretary of Defense for Policy inform the 

internal and external export control stakeholder community -- through written 

notice, such as the Federal Register or directive-type memoranda, and by updating 

organizational websites -- that the Militarily Critical Technologies List is not being 

updated and should not be used as a technical reference. 

Under Secretary of Defense for Acquisition, Technology, and Logistics along 
with the Under Secretary of Defense for Policy Comments 

Our Response 
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Appendix A

Scope and Methodology

Computer-Processed Data 

Use of Technical Assistance

Prior Coverage 

GAO
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Appendix B

Militarily Critical Technologies List Overview

Authorities

Export Administration Act

 13 Extended via section 1701 of the Export Administration Act, the International Economic Emergency Powers Act.
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DoD Instruction 2040.02

DoD Instruction 3020.46

 14 The Director’s title has been subsequently changed to the Assistant Secretary of Defense for Research and Engineering 
(ASD (R&E)) and the office to the OASD (R&E).
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Table.  Militarily Critical Technology Areas

Technologies

   Aeronautics    Information Systems

   Armaments & Energetic Materials    Lasers, Optics & Imaging

   Biological    Processing & Manufacturing

   Biomedical    Marine Systems

   Chemical    Materials & Processes

   Directed Energy Systems    Nuclear Systems

   Electronics    Positioning, Navigation & Time

   Energy Systems    Signature Control

   Ground Systems    Space Systems

   Information Security    Weapons Effects
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When fully operational, the MCTL contained more than 680 documents with 

descriptions, associated metrics, and critical technology parameters. Technical 

working groups were a major contributor to the program. The MCTP also had 

access to several sources for information. Additional contributors included: 

• The Community Advisory Board - assessed the content and effectiveness 
of the MCTL; 

• DoD Component subject matter experts - identified and assessed 
technologies; 

• The Defense Intelligence Agency - addressed foreign capabilities and 
technology requirements; 

• The Director, Special Programs - provided information on low-observable 
and counter-low-observable technologies; and 

• DoD Component heads - provided recommendations for modifications or 
deletions to the MCTL. 

I DODIG-2016-109 
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Appendix C

General Accountability Office Reporting Related to the 
Militarily Critical Technologies List
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The report had no recommendations specific to the MCTL. However, GAO 

acknowledged that DoD had not yet implemented recommendations from the 

2013 report to determine how to meet users' needs for a technical reference 

and to ensure coordinated resources to sustain the approach chosen. 

In 2015, the MCTL was included in a GAO report on Critical Technologies, "Agency 

Initiatives Address Some Weaknesses, but Additional Interagency Collaboration Is 

Needed." The report identified the MCTP as underutilized. The report confirmed 

that DoD officials were no longer updating the MCTL and were deciding whether 

to seek relief from the requirement to maintain the list. The report also 

cited the USML and the CCL 600 series as the main references for export 

control determinations. 

I DODIG-2016-109 
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Management Comments

Office of the Assistant Secretary of Defense for 
Research and Engineering

Final Report 
Reference

Revised 
Recommendation 1
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DEFENSE TECHNOLOGY SECURITY AOMINISTRA TION 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VA 22350-1600 

MEMORANDUM FOR DEPUTY ASSISTANT INSPECTOR GJ:i"NERAL FOR 
INTELLIGENCE EV ALUATlONS 

HAY O 5 2815 

SUBJECT: Assessment of the Department of Defense Militarily Critical Technologies Program 
(Project No. D2015-DISPA2-0175.000) 

This is in response to your memorandum dated April 20, 2016, requesting comments on 
the draft report for Project No. D2015-DISP A2-0175.000, "Assessment of the Department of 
Defense Militarily Critk'lll Te.clmologies Program." 

I agree \\~th your recommendation to infonn stakeholders that the Militarily Critical 
Technologies List (}.,1CTL) should not be used as a technical reference. USD(AT&L) is the 
appropriate office to notify stakeholders of such updates since they are responsible for the MCTL 
and guidance on its use. 

If you have any questions or would like to discuss this further, my point of contact for 
tliis is who can be reached ~t[•I$J•1llfl@!':J ■ I ,r 

l1HWIEl'WM 

Attachment: 
Noue 

Beth M. McConni.ck 
Director 

Management Comments FOR OFFiCi~ USE ffl,fLY 

Director, Defense Technology Security Administration 
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Acronyms and Abbreviations

ASD (R&E) Assistant Secretary of Defense for Research and Engineering

CCL Commerce Control List

GAO Government Accountability Office

MCTL Militarily Critical Technologies List

MCTP Militarily Critical Technologies Program

OASD (R&E) Office of the Assistant Secretary of Defense for Research and Engineering

OUSD(AT&L) Office of the Under Secretary of Defense for Acquisition, Technology 
and Logistics

OUSD(P) Office of the Under Secretary of Defense for Policy

TWGs Technology Working Groups

USD(AT&L) Under Secretary of Defense for Acquisition, Technology and Logistics

USD(I) Office of the Under Secretary of Defense for Intelligence

USD(P) Under Secretary of Defense for Policy

USML U.S. Munitions List
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Whistleblower Protection

The Whistleblower Protection Enhancement Act of 2012 requires 

the Inspector General to designate a Whistleblower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies against retaliation for 

protected disclosures. The designated ombudsman is the DoD Hotline 

Director. For more information on your rights and remedies against  

retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD IG 
reports or activities, please contact us:

Congressional Liaison 
congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

For Report Notifications 
http://www.dodig.mil/pubs/email_update.cfm

Twitter 
twitter.com/DoD_IG

DoD Hotline 
dodig.mil/hotline
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