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Results in Brief

Evaluation of Military Service Capacity to Fill Combatant
Command Requests for Counterintelligence Support

(U) December 30, 2019

(U) Objective

(U//#e48) Executive Order 12333 defines Cl as
“information gathered and activities conducted to identify,
deceive, exploit, disrupt, or protect against espionage,
other intelligence activities, Sabatage, or assassinations
conducted for or on behalf of foreign powers,
organizations, or persons, or their agents, or

international terrorist organizations or activities,”

(U//E@4@) Furthermore, DoD Directive 5240.02 requires
all personnel conducting CI activities to successfully
complete formal Cl training approved by the Under
Secretary of Defense for Intelligence (USD[I]), the
Secretaries of the Military Departments, or the Director
of the Defense Intelligence Agency (DIA).

(U) According to CJCSM 3130.06B, the Global Force
Management allocation process is designed to distribute
forces to meet CCMD force requirements that cannot be
met with assigned forces. The Global Force Management
allocation process consists of two supporting processes:

(U) Background (cont’d)

(U) an annual allocation in support of CCMD annual
requirements, and an emergent allocation in support of
CCMD emerging or crisis-based requirements, All requests
follow four steps:

1. (U) requirement submission,

2. (U) requirement validation,

3. (U) sourcing solutions development, and
4, (U) Secretary of Defense approval,

(U] In accordance with various DoD directives and
instructions, the duties and authorities of DoD CI
personnel differ across the DoD. For example, USD(]) is
responsible for developing, coordinating, and overseeing
Cl policies and activities; approving DoD CI strategies; and
resolving CI challenges that cannot be resolved among the
DoD Components, The DIA Director is the Defense CI
Manager and provides centralized management of DoD CI
activities including exercising Cl mission tasking authority
over the DoD Cl enterprise and publishing guidance,
standards, and procedures.
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Results in Brief

Evaluation of Military Service Capacity to Fill Combatant
Command Requests for Counterintelligence Support

(U) Recommendations
(U//FEOH®) Among other recommendations, we
recommend that the Under Secretary of Defense
for Intelligence:

[U//Fm] S0 D)(£)(F
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Results in Brief

Evaluation of Military Service Capacity to Fill Combatant
Command Requests for Counterintelligence Support

(U} We also received comments from the Army, Navy, and
Air Force on recommendations related to their Cl capacity
that are not highlighted in the RIB, Those
recommendations, management's comments, and our
responses are fully discussed in the body of this report.

, : =
(UP Ma Nageme nt Comments (U) Please see the Recommendations Table on the next

and Our Respﬂn se page for the status of recommendations.
(U) Neither the Office of the Under Secretary for Defense

for Intelligence nor the Office of the Chairman of the Joint

Staff provided comments to the draft report; therefore, the

recommendations directed to both entities are unresolved

and open, We request that the Office of the Under

Secretary for Defense for Intelligence and the Office of

the Chairman of the Joint Staff provide comments on the

final report.
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Recommendation Table

Recommendations | Recommendations Recommendations
Unresolved Resolved Closed

Management

Under Secretary of Defense
for Intelligence 1a1b None None

Chairman of the Joint Chiefs 2 Moia Noie
of Staff

Chairman of the Joint Chiefs of
Staff in coordination with 3 None None
the Services

Headquarters Department of
the Army G-2, the Commander
of the Air Force Office of Speclal
Investigations, and the Director
of the Naval Criminal
Investigative Service

None 4 None

Director of Naval Intelligence and 5 None
Marine Corps Director of None
Intelligence

Please provide Management Comments by January 30, 2020,

The following categories are used to describe agency management’s comments to individual
recommendations:

e Unresolved — Management has not agreed to implement the recommendation or has not
proposed actions that will address the recommendation.

o Resolved — Management agreed to implement the recommendation or has proposed actions
that will address the underlying finding that generated the recommendation.

e Closed - OIG verified that the agreed upon corrective actions were implemented.

b
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

December 30, 2019

MEMORANDUM FOR UNDERSECRETARY OF DEFENSE FOR INTELLIGENCE
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
HEADQUARTERS DEPARTMENT OF THE ARMY G-2
MARINE CORPS DIRECTOR OF INTELLIGENCE
DIRECTOR OF NAVAL INTELLIGENCE
DIRECTOR OF THE NAVAL CRIMINAL INVESTIGATIVE SERVICE
COMMANDER OF THE AIR FORCE OFFICE OF SPECIAL

INVESTIGATIONS

SUBJECT: Evaluation of Military Service Capacity to Fill Combatant Command Requests for
Counterintelligence Support (Report No. DODIG-2020-045)

(U) This final report provides the results of the DoD Office of Inspector General’s evaluation.
We previously provided copies of the draft report and requested written comments on the
recommendations. We considered management’s comments on the draft report when
preparing the final report. These comments are included in the report.

(U) This report contains recommendations that are considered unresolved because the offices
of the Under Secretary of Defense for Intelligence and the Chairman of the Joint Chiefs of Staff
did not provide a response to the report, Therefore, as discussed in the Recommendations,
Management Comments, and Our Response section of this report, the recommendations remain
open. We will track these recommendations until an agreement is reached on the actions to be
taken to address the recommendations, and adequate documentation has been submitted
showing that the agreed-upon action has been completed.

DoD Instruction 7650.03 requires that recommendations be resolved promptly. Therefore,
please provide us within 30 days your response concerning specific actions in process or
alternative corrective actions proposed on the recommendations. Your response should be sent
to both g and ISR | by January 30, 2020,

(U) The Headquarters Department of the Army G-2, Director of Naval Intelligence,
Headquarters Marine Corps Director of Intelligence, Naval Criminal Investigative Service, and
Air Force Office of Special Investigations agreed to address all the recommendations presented
in the report; therefore, the recommendations are considered resolved and open, As described
in the Recommendations, Management Comments, and Our Response section of this report, the
recommendations may be closed when we receive adequate documentation showing that all
agreed upon actions to implement the recommendations have been completed. Therefore,
please provide us within 90 days your response concerning specific actions in process or
completed on the recommendations. Your response should be sent to both
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(U) If you have any questions or would like to meet to discuss the evaluation, please contact

I - R o S - G ' 2o the

courtesies extended to our staff during this evaluation,
a
: )
ntz

for Carolyn R.

Assistant Inspector General for Evaluations
Programs, Combatant Commands, and
Overseas Contingency Operations
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(U) Introduction

(U) Objective
(U//FEH0)

(U) Background

OS5 (B)(1) 1.4¢ EO 13526

(U) Overview of Counterintelligence

(U//Pe1H8) Executive Order 12333 defines Cl as “information gathered and activities
conducted to identify, deceive, exploit, disrupt, or protect against espionage, other
intelligence activities, sabotage, or assassinations conducted for or on behalf of

foreign powers, organizations, or persons, or their agents, or international terrorist
organizations or activities.,"? As outlined in DoD Directive 5240.02, CI activities are
undertaken as part of an integrated DoD and national effort to mitigate actions directed
against U.S. national security interests or the DoD and its personnel, information,
material, facilities, and activities.? CI activities support the four CI missions of:

e (U) countering espionage, international terrorism, and the CI insider threat;
e (U) Cl support to force protection;
o (U] support to the defense critical infrastructure program; and

o (U) support to research, development, and acquisition,

I' {U) Commander, USCENTCOM, Action Memorandum, (U) Counterintelligence (CI) Capacity Memorandum,
September 17, 2018; overall classification Is SECRET//NOFORN,

# (U) Executive Order 12333, "United States Intelligence Activities,” December 4, 1981, as amended.
* (U) DoD Directive 5240.02, "Counterintelligence,” March 17, 2015.

SRERFFNOTFORN .
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(U/ /8489 Furthermore, DoD Directive 5240.02 states that the DoD maintains a Cl
presence in designated overseas locations through force protection detachments.

Force protection detachments support the combatant commander by detecting and
warning of threats to in-transit and assigned DoD personnel and resources. According
to Joint Publication 2-01.2, CI activities in support of joint operations may include CI
collections, investigations, operations, analysis and production, and functional services.#
Additionally, CI activities are conducted at the strategic, operational, and tactical levels.

[s ‘ ‘PIF) IMCGES (D) I) 1 4{c) EQ 13526 and OSD (1)1 Afe:) EQ 13526

(v//704%) R

1 (U) Joint Publication 2-01.2, "Counterintelligance and Human Intelligence Support to Joint Operations,” June 13, 2006;
overall classfication Is SECRET//NOFORN.

% (U) Secretary of the Navy Instruction 3850.2€, "Department of the Navy Counterintelligence,” January 3, 2017.
9 {U) Air Farce Mission Directive 39, “Alr Force Office of Special Investigation,” May 7, 2015,

7 (U) Army Regulation 381-20, “The Army Counterintelligence Program,” May 25, 2010; overall classification is
SECRET//NOFORN,
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(U) CI Training Requirements

(U) DoD Directive 5240.02 requires all personnel conducting CI activities to
successfully complete formal CI training approved by the Under Secretary of Defense
for Intelligence (USD[I]), the Secretaries of the Military Departments, or the Director
of the Defense Intelligence Agency (DIA). Additionally, DoD CI Agents and Special
Agents are authorized badges and credentials for use during the conduct of authorized
Cl activities.

(U) Air Force Office of Special Investigations

(U) Department of the Army
(U)

R
(U)
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(U) Global Force Management and the Request for
Forces Process

(U) As outlined in Chairman of the Joint Chiefs of Staff Manual (CJCSM) 3130.06B,

the Global Force Management (GFM) process is designed to provide the Secretary of
Defense with the information needed to make resource-informed, risk-based decisions
to balance operational commanders’ competing requirements with the ability to
provide forces for current and potential future operations.® GFM aligns force
assignment, allocation, and apportionment in support of the National Defense
Strategy, Joint Force availability requirements, and Joint Force assessments.?

(U) According to CJCSM 3130.06B, the GFM allocation process is designed to distribute
forces to meet CCMD, force, and joint individual augmentation requirements that cannot
be met with assigned forces, The allocation process looks across the DoD to identify
and recommend the most appropriate and responsive force that can meet CCMD
requirements. Each force or joint individual augmentation request is provided to the
Secretary of Defense for approval and, upon approval, deployment orders are issued to
allocate a force or joint individual augmentation from assigned or unassigned forces.

(U) In accordance with CJCSM 3130.06B, the overall GFM allocation process consists

of two supporting processes: an annual allocation in support of CCMD annual
requirements, and an emergent allocation in support of CCMD emerging or crisis-based
requirements, These processes are designed to help the Secretary of Defense prioritize
the use of finite forces against competing operational missions by providing options and
risks. The annual process is 12-14 months long and requires the Services, CCMDs,

Joint Staff, and the Office of the Secretary of Defense to plan and build the base GFM
allocation plan 2 years in advance., CCMDs submit requirements for an entire fiscal year
in the annual submission, This submission includes requests for assigned forces,
replacements for forces currently allocated (rotational forces), and any new (emergent)
requirements necessary for that year. Between annual submissions, CCMDs may
request additional forces as an emergent RFF,

& {U) CICSM 3130,068, "Global Force Management Allocation Policles and Procedures,” Octaber 12, 2016; overall
classification is SECRET.

? (U) CICSM 3130.068 defines assignment as “units, equipment, and resources placed on the command authorlty of a
unified commander;” allocation as "forces, Individuals, and resources provided ta a Cambatant Commander, not already
assigned to that Combatant Commander;” and apportionment as the “distribution of forces and capabllities as the starting
paint far planning.”
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(U) The emergent RFF process is designed to respond to immediate and contingency
demands for current fiscal year or next-year requirements and requires modification
to the base GFM allocation plan. Emergent requirements are CCMD RFFs that are not
anticipated and are submitted outside of the CCMDs’ annual submission window.

(U) All requests, regardless of whether they are rotational or emergent, follow
four steps:

1. (U) requirement submission,
2. (U) requirement validation,
3. (U) sourcing solutions development, and

4. (U] Secretary of Defense approval.

(U) After CCMDs submit their force requirements, the Joint Staff]35 validates each force
request for completeness and verifies that there are proper authorities for the CCMD to
conduct the associated mission, The Joint Staff |35 also assigns the priority to each
request per the Force Allocation Decision Matrix.'? The Force Allocation Decision Matrix
is designed to align GFM allocation recommendations with DoD priorities, allow the
flexibility to meet emergent requirements, and provide a decision framework to
formulate allocation recommendations, CCMDs suggest a tier and priority for their

RFF based on the Force Allocation Decision Matrix.

(U) Once requirements are validated and prioritized, the |35 assigns requests to the
Joint Functional Manager, Joint Force Coordinator, and Joint Force Providers who
coordinate with the CCMDs to determine sourcing options and risks, and recommends
a sourcing solution for each requirement, The sourcing recommendations are
consolidated and provided to the Joint Staff directorates, the Office of the Secretary

of Defense, the Joint Staff Chairman, and ultimately to the Secretary of Defense

for approval.

(U) Roles and Responsibilities for Cl

(U) In accordance with DoD directives and instructions, the duties and authorities of
DoD CI personnel differ across the DoD and the Services. Specifically, the following
organizations have Cl management and oversight responsibilities.

19(U) According ta CICSM 3130.06B, “the Force Allocation Decision Matrix Is designed to provide CCMD forces and resources
required to perform operations, and activities in support of guidance for employment of the force objectives; it balance
the allocation of farces and resources In support of current operations against the need to address potential threats and
opportunities, and, It aligns Global Force Management allocation recommendations with DaD priorities.”

SEEREFAANGFORN
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(1) Secretary of Defense

(U) According to Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3241.01A,
the Secretary of Defense is responsible for maintaining a coordinated CI program
within the DoD.!! Furthermore, the Instruction states that the Office of the Deputy
Under Secretary of Defense for Counterintelligence and Law Enforcement Support,
under the direction, management, and control of the USD(I), is delegated authority to
act for the Secretary of Defense in executing CI responsibilities, and ensuring that the
DoD Cl strategy supports and complies with the National Cl Strategy, which is written
by the Director of the National Cl and Security Center who serves as the National

CI Executive.12 '

(U) Under Secretary of Defense for Intelligence

(U) DoD Directive 5240.02 states that the USD(I) is responsible for developing,
coordinating, and averseeing Cl policies and activities; authorizing DoD components to
conduct offensive CI operations; and designating and approving information systems
for Cl management and reporting. Additionally, the USD(I) is responsible for approving
DoD CI strategies and resolving CI challenges that cannot be resolved among the

DoD Components.

(U) Defense Intelligence Agency

(U) DoD Directive 5240.02 states that under the authority, direction, and control of the
USD(I), the DIA Director serves as the Defense CI Manager to provide for centralized
management of DoD CI activities, including exercising CI mission tasking authority over
the DoD CI enterprise and publishing guidance, standards, and procedures. The DIA
Director is responsible for maintaining a process to gather, prioritize, and index CI
requirements and the completion of those requirements; maintaining a system to
identify and share CI lessons learned, best practices, and proactive CI initiatives;

and providing advanced and joint CI training within the DoD.

(U]) Defense Gl and HUMINT Center

(U) The Defense Cl and HUMINT Center (DCHC) was established in August 2008

under the authority, direction, and control of the DIA Director to provide centralized
management of the Defense Cl and HUMINT Enterprises, develop programs to support
DoD Component CI-HUMINT functions, and execute CI-HUMINT activities worldwide.
In August 2010, DoD Instruction 0-5100.93 assigned to the DIA Director and the DCHC
Director the responsibilities of integrating, synchronizing, coordinating, deconflicting,

I {U) CIcsI 3241.01A, “Counterintelligence Support,” May 2013; overall classlfication |s SECRET//NOFORN.
12 (1) The National Cl and Security Center Is an entity within the Office of the Director of National Intelligence,

SECREFAHNOGEORN
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(U) and centrally managing DoD CI, HUMINT, and enabling activities,1* Centralized
management includes strategic planning, program development and evaluation,
professional development, operational coordination and deconfliction, and source
deconfliction. The DCHC was also directed to develop and maintain a process to identify
and coordinate national and DoD CI requirements and monitor supporting operational
activities. This included all validated DoD Cl and enabling activity requirements in
planning, programming, and budget submissions to the USD(I) and the Director for
National Intelligence. Additionally, the Defense Cl and HUMINT Enterprise was directed
to provide the USD(I) an annual assessment of the capabilities, readiness, performance
effectiveness, and integration of the Defense Cl and HUMINT Enterprise prior to the
beginning of each year's established budget programming timeline. The DCHC was
dissolved by the DIA in June 2013 and the responsibilities were reassigned within

the DIA.

(U) Joint Staff
(U) According to CJCSI 3241.01A, the Chairman of the Joint Chiefs of Staff is responsible

for overseeing the activities of the CCMDs, preparing strategic and joint plans,
establishing and developing joint doctrine, and providing guidance for joint activities.

(U) Combatant Comimands

(U) In accordance with Joint Publication 2-01.2, CCMDs execute the full spectrum

of military operations in worldwide operational theaters. The CCMD J2 directs
intelligence activities conducted under the command'’s auspices. Combatant
commander authority over Cl forces varies from providing requirements to Military
Department CI elements during non-contingency operations to exercising CCMD
(command authority) of CI forces under a Secretary of Defense-approved plan for all Cl
functions, with only CI investigations remaining under the administrative control of the
Military Departments,

(U) Service Components

(U) In accordance with CJCSI 3241.01A, the Services are responsible for the

conduct, direction, management, coordination, training, and control of ClI within their
respective organizations, as well as providing CI support to CCMDs and Dod agencies
as directed. The CCMDs receive their CI support from the CI elements of the Military
Departments, the Defense Intelligence Agency, and the National Security
Agency/Central Security Service,

¥ (U) DoD Instruction 0-5100.93, “Defense €l and HUMINT Center,” August 13, 2010,

SECRET-ANOFORN
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(U) Finding

DIA (b)(1) EO 13526 1.4 {c)

1 (u//re®) The desired dwell ratio is 1:3 which equates to one deployment compared to three times the deployment
erlod not deployed (e.g., 6 months deployed compared to 18 months not deployed).
When desired dwell ratios
are not maintained, Secretary of Defense approval Is required to grant an exception to policy for these deployments.
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DIA (B)(1) EO 1.4 (c) and OSD (b)(1) EO 13

135 m) JSD(B)(1) 1A EO 13526
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Source: DIA Cl Executive Committee Workbook.
t (U) Unavallable means these numbers are already filling non-RFF CCMD, Service, or other requirements or are otherwise
non-deployable for reasons such as leave, temporary duty assignments, and medical or administrative purposes,

G50 (b)(1) 1.4c EG 13526 and INSCOM (b)(1) 1:2(ay and 1.4(c) EO 13526

) (B)(1) 1:4c
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QS0 (D)(1) 140 EQ 13526 and NCIS (B)(1) 1 4(¢) EQ 13526

DSD (b7 )(F)

(U//FEbO)

[W) OS50 (b)(1) 1.4¢ EO 13526

OS50 (D)(1) 146 EO 1

J(1) 1.4(c) EQ 13526
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(U//FE590)

(W) OS50 (B)(1) 1.4¢ EO 13520
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QSO (b)(1) 1.4c EOQ 13526

QS0 (Y1) 1 4e EO 12526
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(b)(1) 1.4c EO1

2OM (b)(1) 1.2(a) and 1.4(c) EO 13526 and USMC (D)(1) 1.4(c) EO 17

OS0 (b)(2)(F)
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(U) Management Comments on the Finding
and Our Response
(U) Director of Naval Intelligence Comments

(U) The Director of CI/HUMINT Directorate, responding on behalf of the Director of
Naval Intelligence, provided comments stating that the information represented in

(U) Our Response

OS0 (b))

(U) Director of Intelligence, Headquarters, U.5. Marine Corps Comments

(U) The Director of Intelligence, Headquarters, U.S. Marine Corps provided clarification
regarding Marine Corps CI Agent authorities related to conduct of offensive CI
operations and support to Cl investigations.

(U) Our Response
(U) We amended the report to reflect the clarification on page 4.
(U) Director of the Naval Criminal Investigative Service Comments

(U) The Assistant Director, National Security Directorate, NCIS provided comments
indicating that there is a 2-week mid-career Cl training course.

SEECRET//NOTFORN
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(U) Our Response

(U) Throughout the evaluation, we asked NCIS, through data calls, interviews, and
follow-ups, about their CI training; however, no documentation of the course (dates,
curriculum, and requirements) was provided to us, nor was documentation of the
course provided in NCIS' response to the draft report. Therefore, we did not amend
the report to reflect this change.

(U) Recommendations, Management Comments,
and Our Response

(U) Recommendation 1
(U//Fe¥8) We recommend that the Under Secretary of Defense for Intelligence:

a. (U//Fe¥0)

b. (U//FEH8)

(U) Management Comments Required - USD(1)

(U) The Under Secretary of Defense for Intelligence, did not respond to the
recommendations in the report. Therefore, the recommendations are unresolved
and open, We request that the Under Secretary of Defense for Intelligence provide
comments on the final report.

IINEIIG = 2002000040
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(U) Deputy Chief of Staff, Headquarters, Department of the
Army G-2 Comments

(U//Fe68)

(U) Air Force Office of Special Investigations Comments

OED (b)(/(F)

(U) Our Response

(U) We appreciate the comments received from the Army, Navy, and Air Force to the
recommendation; however, we request comments to the final report from USD(]),
because the recommendation is directed to USD(I).

0D
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(U) Recommendation 2
(U//FOH0) OS0 (b7 (F)

(U) Management Comments Required - Chairman of the Joint Chiefs of Staff
(U) The Chairman of the Joint Chiefs of Staff did not respond to the recommendations in

the report. Therefore, the recommendations are unresolved and open. We request that
the Chairman of the Joint Chiefs of Staff provide comments on the final report,

(U) Deputy Chief of Staff, Headquarters, Department of the Army G-2,
Director of Naval Intelligence and Air Force Office of Special
Investigations Comments

(U) Our Response

(U) We appreciate the comments received from the Army, Navy, and Air Force to the
recommendation; however, we request comments to the final report from the Office of
the Chairman of the Joint Chiefs of Staff, because the recommendation is directed to the
Chairman of the Joint Chiefs of Staff.

[TOIG-20200045 | 21
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(U) Recommendation 3

S0 (b)(7(F)

(U) Management Comments Required- Chairman of the Joint Chiefs of Staff

The Chairman of the Joint Chiefs of Staff did not respond to the recommendations in the
report. Therefore, the recommendation is unresolved and open, We request that the
Chairman of the Joint Chiefs of Staff provide comments on the final report.

(U) Deputy Chief of Stalf, Headquarters, Department of the
Army G-2 Comments

DO AH20-0415 | 22
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(U) Our Response

(U) We appreciate the concurrence from the Army, Navy, and Air Force, however the
comments received do not indicate any actions taken regarding the recommendation,
nor was supporting documentation provided. In addition, the Chairman of the

Joint Chiefs of Staff did not provide comments. Therefore, the recommendation is
unresolved and open, We will close the recommendation once we receive and validate
documentation supporting that the actions to implement the recommendation has been
completed. We request the Chairman of the Joint Chiefs of Staff provide comments to
the final report.

(U) Recommendation 4

(U) Depuly Chief of Staff; Headquarters, Department of the
Army G-Z Comments

(U)

(U) Commander of the Air Force Office of Special Investigations Comments

DS (0)(7)(F)
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(U) Our Response

(U) We consider the Army’s portion of the recommendation resolved and closed, as the
Army provided plans and documentation [

. Comments from the Air Force Office of Special Investigations and
the Naval Criminal Investigative Service addressed the recommendation; therefore, the
recommendation is resolved and open. We will close the recommendation once we
receive and validate documentation supporting that the actions to implement the
recommendations have been completed.

(U) Recommendation 5
(U//Fe¥8)

(U) Director of Naval Intelligence Comments

QS0 (BN 14e EO 3526 and USMC (b)(1) 1.4(c) EO 12526
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(U] Our Response

(U) Comments from the Director of Naval Intelligence and the Director of Intelligence,
Headquarters, U.S. Marine Corps, addressed the recommendation; therefore, the
recommendation is resolved and open. We will close the recommendation once we
receive and validate documentation from Department of the Navy CI enterprise, to
include the Director of Naval Intelligence; the Director of Intelligence, Headquarters,
U.S. Marine Corps; and the Director of the Naval Criminal Investigative Service showing
that all agreed upon actions to implement the recommendation have been completed.
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(U) Appendix

(U) Scope and Methodology

(U) We conducted this evaluation from January 2019 through August 2019 in
accordance with the “Quality Standards for Inspection and Evaluations,” published

in January 2012 by the Council of the Inspectors General on Integrity and Efficiency.
Those standards require that we adequately plan the evaluation to ensure that
objectives are met and that we perform the evaluation to obtain sufficient, competent,
and relevant evidence to support the findings, conclusions, and recommendations.
We believe that the evidence obtained was sufficient, competent, and relevant to lead
a reasonable person to sustain the findings, conclusions, and recommendations.

(U) To accomplish our objective, we requested from each of the geographic and
functional CCMDs information related to Cl workforce capacity and how the CCMDs
were validating their counterintelligence, We met with CI personnel from the offices of
the Joint Staff, DIA, NCIS, Naval Intelligence, Marine Corps Intelligence, AFOSI, and the
Army to get an understanding of the request for forces process and the scope and
activities of CI personnel within the various components. Additionally, we visited
various CI training schools, the Marine Air-Ground Task Force CI/HUMINT course

at Naval Air Station Oceana, Dam Neck, Virginia and the CI Special Agent Course at
Fort Huachuca, Arizona, and conducted a video teleconference with the Air Force
Counterintelligence course at McGuire Air Force Base, New Jersey, to get an
understanding of their CI course requirements, CI personnel recruitment, and
curriculum validation process. We also visited USCENTCOM, USSOCOM, MARCENT,
and USAFRICOM to determine the challenges of receiving CI support and the mission
impact of unfulfilled CI personnel,

(U) We reviewed applicable guidance, DoD directives, and instructions. Specifically,
we reviewed the following:

e (U) Army Regulation 381-20, “The Army Counterintelligence Program,”
May 25,2010

e (U) CJCSM 3130.06B, "Global Force Management Allocation Policies and
Procedures,” October 12, 2016

e (U) CJCS13241.01A, “Counterintelligence Support,” May 13, 2013
e (U) DoD Directive 5240,02, "Counterintelligence,” March 17, 2015

¢ (U) DoD Instruction 5100.93, “Defense Counterintelligence (CI) and Human
Intelligence (HUMINT) Center,” August 13, 2010

S
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Apprenelis

¢ (U) Secretary of the Navy Instruction 3850.2E, “Department of the Navy
Counterintelligence,” January 3, 2017

(U) We reviewed and evaluated the DIA executive committee brief to determine the
CCMDs’ requests for CI personnel and the Services’ CI personnel strength and
management of the Cl workforce.

(U) Use of Computer-Processed Data
(U) We did not use computer-processed data to perform this evaluation,

(U) Prior Coverage

(U) During the last 5 years, there were no reports discussing the DoD's oversight of the
Cl workforce capacity.

DUOYEIGE-R0 20ty | 29
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Management Comiments

(U) Management Comments

(U) Deputy Chief of Staff, Headquarters, Department of

the Army G-2

UNCLASSIFIED/) st

DEPARTMENT OF THE ARMY
OFFICE OF THE DEPUTY CHIEF OF STAFF, G-2
1000 ARMY PENTAGON
WASHINGTON DC 203101000

DAMI-CDC 15 November 2016
MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPATMENT OF DEFENSE
(ATTN: MR, BRYAN CLARK)

SUBJECT: Evaluation of Military Service Capacity to Fill Combatant Command
Requests for Counterintelligence Support (Project No. D2019-DISPAG-0101,000) (U}

1. (U/reee)

a, (U/rFeE8)

b. (U/FEE8)

¢, (U/FSE0)

d. (U/PST0)

UNCLASSIFIED/ (| Mgty

[RIFIRIT Y

HEAD-Oa
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Management Connnents

(U) Deputy Chief of Staff, Headquarters, Department of
the Army G-2 (cont’d)

UNCLASSIFIE D | /eiefpminfissiin s s |

[ DAMI-CDC
| MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPATMENT OF DEFENSE .
(ATTN; [, )

e, (U//FeE®) Recommendation #5 does not apply to Army Cl,

2. (U) POC for this memorandum is [ (6) i, HQDA DCS, G-2,
PIINSCOM (B)i6) @ i

UNCLASSIFIE D/ ety

REG- 2040045 | 29
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Minagement Comments

(U) Director of Naval Intelligence

DEPARTMENT OF THE NAVY
HAVAL INTELUIGENGE AGTIWITY
W00 NAVY PENTAGON
WASHINGTON, D 20350-2000

3830
Ser NIA/I9S 1165
15 Nov 2019

From: Director, Counterintelligence/Human Intelligence Directorate (NIA-X)
To:  Director, DoD Inspector General OCO Intelligence Evaluations

Suhj: (U) LS. NAVY RESPONSE TO RECOMMENDATIONS IN DOD IG PROJECT NO.
D2019-DISPAS-0101.0000

1, (U//Fe4es @
IS (B)/)(F)

3. (U//Fae)
N i

4. (U/FSE) The USN point of contict on specifi

¢ Cl questions, comments, or concerns is
L SIPR:

STEAN W. MAAS

Derived from: Multiple Sources
Declassily on: 204411 14

DODIG-2020-045 130
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Mo ment Compeanty

(U) Director of Intelligence, Headgquarters,
U.S. Marine Corps

DEPARTMENT OF THE NAVY
HEADQUARTERS UNITED BTATES MARINE CORPS
3000 MARINE CORPS PENTAGDN
| WASHINGTON, DC 20350-3000 ngmmum
| nov i bor
‘ MEMORANDUM FOR THE RECORD
From: Dlrector, Intelligence Dlvislon
To: Department of Defense, Office of the Inspector’s General

|

‘ Subj: MARINE CORPS RESPONSE TO DRAFT REPORT, EVALUATION OF

| MILITARY SERVICE CAPACITY TO FILL COMBATANT COMMAND REQUESTS
| FOR COUNTERINTELLIGENCE SUFFORT (U)

Rnel: (1) INFORMATION PAPER, MARINE CORPS RESPONSE TO
DEPARTMENT OF DEFENSE INSPECTOR’'S GENERAL DRAFT
REPORT, EVALUATION OF MILITARY CAPACITY TO FILL
COMBATANT COMMAND REQUEST FOR COUNTERINTELLIGENCE
| SUPPORT (8//NF)

1. The draft report has been reviewed and the Marine Corps response
is attached as enclosure (1}).

2. Point of contact is RERIOIGEIEIEIENEIE] s CI/HUMINT Branch

OSSO (b)(6) and LISMC (L)) P

PAEATILG 200200 e fs | 41
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IV 1RENH Conmentis

(U) Director of Intelligence, Headquarters,
U.S. Marine Corps (cont’d)

e
14 Nev 2019

Information Paper

Subjr MARINE CORFS RESPONSE TO DEPARTMENT OF DEFENSE
INSFECTOR' 8 GENERAL DRAFT REPORT, EVALUATION OF MILITARY
CAPACITY TO FILL COMBATANT COMMAND REQUEST FOR
COUNTERINTELLIGENCE SUPPORT (U)

Raf: {a) DoD 1G Draft Report, Evaluaticn of Military Service
Capacity to Fill Combatant Command Raquasts for
Counterintelligence Support, 30 Oct 2019 (U)

1. (U) PURPOSE. The Office of the Department of Dafensa Inapector's
General, via reference (a), reguested that the Director, Marine Corps
Intelligence (DIRINT) conduct a review of current Marine Corpa
counterintelligence (CI) initiatives to determine whether trained C1
peraonnel could be incresaed; and provide any tachnical commenta to
the overall content of the report to ensure report accuracy,
Additionally, it ia requested tha Marire Corps parform a review of the
draft to determine the appropriate classification markings.

24

(2)

Classified by m\. Intel Liv, HQMC
Derived frem: DobI C= .

Declaseify on: 20281113
TR TOTORN
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Mt eame it Gonenents

(U) Director of Intelligence, Headquarters,
U.S. Marine Corps (cont’d)

SR

Subji MARINE CORPS RESPONSE TO DEPARTMENT OF DEFENSE INSPECTOR'S
GENERAL DRAFT REFORT, EVALUATION OF MILITARY CAPACITY TO FILL
COMBATANT COMMAND REQUEST FOR COUNTERINTELLIGENCE SUPPORT (U)

(3] (V) PEODGIE |
e mm—) e

() W

(6) (U) EEEXCITEE

D50 (B)(1) 1.4c EQ 13526 and USMC (b)(1) 1.4(c) EQ 13526

QSO (1) 1.4c EO 13526 and USMG (b){(1) 1.4(c) EO 13526

D50 (b)(1) 1.4¢ EOQ 13526

and USMC 1) 14(c) EO 13526

PODIG-AO20-045 | Ad




SEERERANGEORN

Management Coanent:

(U) Director of Intelligence, He

eadquarters,
U.S. Marine Corps (cont’d)

SEERTTTTIOTORN

Subjt MARINE CORPS RESPONSE TO DEPARTMENT OF DEFENSE INSPECTOR'S
GENERAL DRAFT REPORT, EVALUATION OF MILITARY CAPACITY TO FILL
COMBATANT COMMAND REQUEST FOR COUNTERINTELLIGENCE SUPFORT (U)

| 4. (U) OVERALL CONTENT/REFORT ACCURACY.

= () Although USPACCOM is aware of this, other CCMD's are
| unclear regarding CI policy as command and contrel applies between
Service and CCMD authorities. CJCSI 3241.01A, Enel A, page A=2, para
d. (1) and (2) clearly detaila when CCMD retains authority, and when
Services retaln command and control of Service CI entities to conduct
CI activities. Recommend USD(I) follow verbiage contained vithin

CJCST 3241.01A and apply it to DoDI 5240.10 to alleviate this
confualon,

= (U) Misleading statement., Marine Corps CI Agents are
authorized tc conduct CI investigations after completing training and
when assigned to NCIS; and are also authorized te support CI
inveatigations when requested to do so by NCI8. Additionally, Marine
| Corps CI Agents are authorized te cenduct CI Offensive Operations
(OFCO) after tralning, and, per SECNAVINST 3850.2E, have the
| authorization to cenduct OFCO while not assigned to NCIS as long as it
| is conducted under their authority/oversight from a combined location.

PYOLETC A 0-04d i | A
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Management Comiments

(U) Director of Intelligence, Headquarters,
U.S. Marine Corps (cont’d)

[ O]
Subj: MARINE CORPS RESPONSE TO DEPARTMENT OF DEFENSE INSPECTOR'S
GENERAL DRAFT REPORT, EVALUATION OF MILITARY CAPACITY TO FILL
COMBATANT COMMAND REQUEST FOR COUNTERINTELLIGENCE SUPPORT (U)

)(1) 146 EQ 13626 |

7)(F) and (B)(1) 1.4¢ EQ 13526 and USMC (B)(7)(E)

L6 [0 B o s

| t' 6

BODIG 24200045 | 35
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Management Lominents

(U) Director of Intelligence, Headquarters,
U.S. Marine Corps (cont’d)

DESRRPTTRerORN

| Subj: MARINE CORPS RESPONSE TO DEPARTMENT OF DEFENSE INSPECTOR’S
GENERAL DRAFT REPORT, EVALUATION OF MILITARY CAPACITY TO FILL
| COMBATANT COMMAND REQUEST FOR COUNTERINTELLIGENCE SUPPORT (U)

k. (U//Pese) EEEIOGEITNEEITIHE

| 6, (U) CLASSIFICATION MARKINGS. All classification markinga within
reference (a) are accurate,

DB 20020-00 5

in
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Mgt onent Codnmenty

(U) Naval Criminal Investigative Service

i

TP ZITALI ITINPICIITPIEN

DEPARTMENT OF THE NAVY
HEADQUARTEHS

NAVAL CRIMINAL INVESTIGATIVE SERVICE
2710 TELEGRAPN ROAD
DUANTICO VA 22134-228)

November 19, 2019
FOR: OFFICE OF THE INSPECTOR GENERAL, DOD

FROM: , Assistant Director, National Securily Director
Criminal Investigative Seryice (NCIS)

SUBJECT: (L) Evaluation of Military Service Capacity 1o Fill Combatant Command Requests
for Counterintelligence Support

¢ (U) Thank you for the opportunity to comment on this report, The following provides the
NCIS response, s requested, to the findings identified in the report. Additionally,
recommended wording adjusiments to the body of the report is provided for your
consideration as an attachment,

o (U) Recommendations 1-3 and S are addressed to other DoD entities and do nol require an
NCIS response,

@ (U) NCIS agrees with recommendation. 4, This action is carried out annually as part of the
General Defense Intelligence Program (GDIP) and Military Intelligence Program (MIP)
review. In this process, NCIS reviews current counterintelligence activities and
requirements, and uses the data to request additional resources as required, The request for
resources is approved for submission by the Dircelor, NCIS,

DISTRIBUTION: EAD National Securily, AD National Security Directorate, 1G, NCIS

Paint of Contact: m‘, Policy Adviser, NCIS [SEXCIZN,
\

‘ Attachment: (U) Recommended Wording Adjustments to the body of the Report

Classified Ry m

Darived From: NCIS SCC DA 04-17,3 Suby):
LXON Counterintelligence (C1) Frogam
Declassify On; 50X 1 HUM

IMYE 2020 06 1| 4
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Mernaprerent Comments

(U) Naval Criminal Investigative Service (cont’d)

e P

Attachment: (U) Recommended Wording Adjustments (o the body of the Reporl
|U) The following Is provided for your consideration,

Page?, para 3,
|U) Revise as follows!

0 | ) ) e |
e e )
ey e R |
(e

L e [NEIS 1 (c) EQTA526 and G50 (b)(1) 146 EC 13626

Page 3, paral.

{U) Revise as follows:

(U) We request that the Under Secretary of Dafense for Intelligence, the Chalrman of the loint Staff; the
Chalrman of the Joint Staff In coordination with the Services; the Headquarters Department of the Army
G2, the Headquarters Marine Corps Director of Intelligence, the Alr Force Office of Special
Investigations; and the Director of Naval Intelligence, ir-coordinationyith ond the Naval Criminal
Investigative Service provide comments In response to this report, We request management comments
be provided by November 19, 2019,

(U) NCIS Is not a component of the Navy, It s the Department of the Navy Cl service with the Director
reporting directly to the SECNAV. Alternatively, the paragraph could be modifled to read:

(U) We request that the Under Secretary of Defense for Inelligence, the Chalrman of the Joint Staff; the
Chairman of the folnt Staff In coordination with the Services; the Headquarters Department of the Army
G2; the Alr Force Dffice of Speclal Investigations; the Headquarters Marine Corps Director of
Intelligence, th te-Dffice-ofSpeciakinvestigationsi-and the Director of Naval Intelligence, In
coordinatlon with the Naval Criminal Investigative Service, provide comments In response to this report.
We request management comments be provided by November 19, 2019,

(U) Justification: A comblned USN/USMC/NCIS response would be appropriate to represent the
Department of the Navy and cansistent with usage In the rest of the report,

Page 10, para 2,
(U} Revise as follows:

el

AA-045
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Managomaent Gomiments

(U) Naval Criminal Investigative Service (cont’d)

e e e

{U) Justification: Completeness.

Page 10, para 3.
(U) Revise as follows:

(N D s e R PSR, |
[ e SRR R R |
[ e S MR |

1 e e |
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Managgeiment Comments

(U) Air Force Office of Special Investigations '

UNCLASSIFIED//FOHS

DEPARTMENT OF THE AIR FORCE
WASHINGTON D

Offles of the Secrotary

02 Dec 2019

MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPAI'IMENT OF DEFENSE
(YN AFOS1(B)(6) andi(B)(7) )

FROM: SAF/IG

SUBJECT: DoDIG Draft Repart of Evaluation, Military Service Copacily to Fill Combatant Command
Requests for Counterintelligence Support (Project D2019-DISPAS-0101 004y

| UL QS0 (B)(7)(F)

) 1P you have ony questions or e 5 Wi s, plense contact SA
Dircetor of Staff, HQ AFOSI, DSHASERHEL i AT TR 6

Lieutenant General, USAR
The Inspeclor General

Autnchment 1
HQ AFOSI camments

DO A0S | a6
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Management Comments

(U) Air Force Office of Special Investigations (cont’d)

Unclassified//Feréfiein-tsrenly

DEPARTMENT OF THE AIR FORCE
HEADQUARTERS AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS
QUANTICO VIRGINIA

27 November 2019

MEMORANDUM FOR THE DEPARTMENT OF DEFENSE INSPECTOR GENERAL
(ATTNREES GIE)

FROM: HQ Alr Force Office of Speoial Investigations (AFOSIYXR

SUBJECT: (U) Bvaluation of Military Service Capacity to Fill Command Requests for
Counterintelligence Support (Project No. D2019-DISPA5-0101.000)

1 (UNEeke)

. (UI/BEE
S0 (B)(F)(F)

b. (U/F&®O) Recommendation 2:

; Unclassifled//Fem@ifiwini-dom@nly

DRI

HIAD-O4h
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Management Cotmmaeoents

(U) Air Force Office of Special Investigations (cont’d)

QS0 (B HF)

MOS0 (h)(7)(F)

e. (U/F&T0) Recommendation 5 AFOSI has no position on this recommendation as it
does not impnct the USAF,

2 (UWG any questions on this matter, my POC for this matter isfui i
at

AFQST (D)(E) and (D)(7)(c)

,-::)c 151 (b)(6) and :mu} USAF
U ANUSIXE

DODIG- 2020004 5
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(U) Acronyms and Abbreviations

AFOSI|
CCMD

Cl

cicsi
cicsm
DCHC
DIA

GFM
HUMINT
NCIS
RFF
USCENTCOM
usD(l)

Air Force Office of Special Investigations
Combatant Command

Counterintelligence

Chairman of the Joint Chiefs of Staff Instruction
Chairman of the Joint Chiefs of Staff Manual
Defense Counterintelligence and Human Intelligence Center
Defense Intelligence Agency

Global Force Management

Human Intelligence

Naval Criminal Investigative Service

Request for Forces

U.S, Central Command

Under Secretary of Defense for Intelligence

pch Alsbvessitbong

DO 2020005 |44
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

Whistleblower Protection safeguards DoD employees against
retaliation for protected disclosures that expose possible waste, fraud,
and abuse in government programs. For more information, please visit
the Whistleblower webpage at http.//www.dodig.mil/Components/
Administrative-Investigations/Whistleblower-Reprisal-Investigations/
Whisteblower-Reprisal/ or contact the Whistleblower Protection
Coordinator at Whistleblowerprotectioncoordinator@dodig.mil

For more information about DoD OIG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

DoD OIG Mailing Lists
www.dodig.mil/Mailing-Lists/

Twitter
www. twitter.com/DoD_IG

DoD Hotline
www.dodig.mil/hotline

bt
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DEPARTMENT OF DEFENSE ' OFFICE OF INSPECTOR GENERAL
4800 Mark Center Drive
Alexandria, Virginia 22350-1500
www.dodig.mil
DoD Hotline 1.800.424.9098
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