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(U) Objective 
(U) Our objective was to determine whether 

foreign officer involvement at the United 

States Special Operations Command 

(USSOCOM) was in compliance with U.S. laws 

and DoD directives. 

(U) Findings 
~) SOCOM b 1 1 4 cl 

• (U) access to secure facilities and 

automated information systems by 

foreign officers; 

• (U) possible improper disclosure of 

classU1ed information to foreign 

officers: and 1 

• (U) lack of processes by which foreign governments can 

reimburse the U.S. Government for expenses. 

(U) Recommendations 

(U//~ We recommend that the Under Secretary ofDefense for 

Policy update DoD Directive 5230.20, "Visits and Assignments of Foreign 

Nationals," June 22, 2005, to include the establishment of criteria for 

granting exceptions to policy regarding the assignment of foreign 

officers preceding the establishment of an international agreement and 

clarifica'tion of guidance on the use of extended visit requests. 

(U) We recommend that the USSOCOM Commander: 

• (U,'/li18U8} ensure international agreements are in compliance 
with applicable laws and directives; 

• (U//~ identify and staff the number of foreign disclosure 
officers required to manage the disclosure program; and 

• (U//~ obtain the required automated information systems 
accreditation. 

(U//vif •g~ 11\'e recommend that the Defense Intelligence Agency 

Director establish policies concerning the integration of foreign officers 

into Secure Compartmented Information Facilities. 

(U) Management Comments 
(U) The Office of the Under Secretary of Defense for Policy concurred 
and addressed Recommendation A.1. 
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(U) The Defense Intelligence Agency 
concurred with Recommendation 8.2.a 
and Recommendation 8.2.b. DIA 
recommended that 8.2.c be redirected to 
USSOCOM for action. 

(U) USSOCOM did not concur with 
Recommendation A.2.a, 
Recommendation B.1.a, and 
Recommendation C.1. USSOCOM 
concurred with comment on all other 
recommendations. 
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(U) Recommendations Table 

(u) M ,J11agen 1c 111 

I 
(U) Rcrornmend<1 lio11s 

.. 
Reqlllt 1ng Comment 

(U) No /\clditlorrnl Comment 

Required 

Under Secretary of Defense for Policy A.1 

Director, Defense Intelligence Agency B.2.a, B.2.b, B.2.c 

Commander, United States Special 
Operations Command 

A.2.b, A.2.c, A.2.e, A.2.f, 
B.1.a 
C.1, C.2, C.3, C.4, C.S 
D.1, D.2, 0 .3 

A.2.a, A.2.d, A.2.g, A.2.h, A.2.1 
B.1.b, B.1.c 
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INSPECTOR GENERAL 
DEPARTMENT OF DEl'ENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22360-1600 

June 15, 2016· 

MEMORANDUM FOR UNDER SECRETARY OF DBFBNSB FOR POLICY 
COMMANDER, UNITED STAT BS SPECIAL OPERATIONS COMMAND 
DIRECTOR, DBFBNSE lNTBLLrGENCB AGENCY 

SUBJECT: Bvaluatlon of Foreign Officer Involvement at the United States Special Operations 
Command (Report No. D2016-098) (U) 

(U) We are providing this final report for your Information and use, We evaluated the Unlted 
States Special Operations Command's (USSOCOM's) compliance with U.S. laws and DoO directives 
relating to foreign officer Involvement at USSOCOM. Tbls report was conducted In accordance with 
Council of th.e Inspectors General on Integrity and Efficiency Quality Standards fot• Inspection and 
Evaluation. 

(UJ We considered management comments on the draft report. The Office of the Under Se~retary 
of Defense for Polley concurred with and addressed all specifics for Recommendation A.1 in their 
Managemcmt Comments.and we consider them responsive. The Defense Intelligence Agency 
concurred with and addressed Recommendation B.2.a and B.2.b. The Defense lntelllgence Agency 
recommended that we redirect Recommendation B.2.c to USSOCOM. USSOCOM did not concur with 
Recommendation A.2.a, Recommendation D.1.a, and Recommendation C.1. lJSSOCOM concurred 
wlth comment on all other i·ecomrnendat!ons. Overall, we considered the Management Comments 
responsive to our recommenda~on111; however, we have 1·equested additlonal Information from the 
Office of the Under Secretary of Defense for Polley, Defense lntelllgenceAgency, and USSOCOM. 

• : .. ; 1, • .. • • • · ••· •• :. •s •~"" ► ...... ons tom~ at 
(b) (6) 

, •c..:·joi·~-•'•'"ll-•2111i2~ I ... .. , ,' ,I . _: I 

. Thomas 
!).ep.W pector General for 

Intelligence and Special 
Program Assessments 
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(U) Objectiv 
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l11l111Jl111 llllll 

(U) Our objective was to determine whether foreign officer involvement at the United 
States Special Operations Command (USSOCOM) was in compliance with U.S. laws and 

DoD c;lirectives. Specifically, we reviewed the establishment of the International' Special 

Operation Forces (SOF) Coordination Center (ISCC), as well as its processes, use, and 

security. 

(U) Background 
{U) On August 4, 2014, representatives from the DoD Office of Inspector General met 

with a senior congressional staffer from the House Appropriation Committee for 

Defense to discuss the committee's evaluation requirements regarding foreign officer 

involvement at USSOCOM. During the meeting the staffer asked: 

• (U) What was USSOCOM Commander's authority and intent in the estabJishment 

of the ISCC? 

• (U) Did the USSOCOM Commander have the appropriate authority and approval 

to implement a foreign liaison officer (FLO) prngram and defense exchange 

program at USSOCOM? 

• (U) What was USSOCOM's authority and use of foreign officers within 

USSOCOM's staff? 

• (U) Was USSOCOM in compliance with Sensitive Compartmental Information 

(SCI) Facility (SCIF) security regulations? 

• (U) What funding sources did USSOCOM use for the construction and 
renovations made to the USSOCOM headquarter SCIF? 

(U) Based on the discussion, the DoD Office of Inspector General team decided to 

conduct an evaluation of legal and regulatory guidelines governing USSOCOM's 

assignment and employment of foreign officers, the physical structure and security of 

I 111111 ·,11 I ti' I / 1 
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the infrastructure, affiliated counterintelligence risks, USSOCOM's disclosure of 

information to foreign officers, and other releva·nt matters. 

SOCOM (b)(1) 1 4(a) 

SOCOM (b)(1) 1.4(a) 

SOCOM (b)(1) 1 4(a) - -

SOCOM (b)(1) 1 4(a) 

SOCOM (b)(1) 1 4(a) 

• (U) SOCOM (b)(1) 1 4(a) 

(U) See Appendix A for the scope and methodology of this report and prior evaluation 

coverage. See Appendix 8 for a summary of the foreign officers assigned to USSOCOM 

Headquarters, Service Component and Subordinate Unified Commands. See Appendix C 

for the response to questions from a senior congressional staffer, House Appropriation 

Committee for Defense and other relevant information. See Appendix D for a discussion 

on the counterintelligence risks posed by foreign officer integration. See Appendix E for 

a discussion on the benefits of foreign officers to the USSOCOM enterprise. 

1111 ltllb 0'11 /2 
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(U) History of USSOCOM's International Speci~I 
Operation Force Coordination Center 

(U//~ The integration of foreign officers within USSOCOM from 2011 to 2014 was 

not new. Five Eye (FVEY)1 partners were assigned to the United States Army Special 

Operations Command (USASOC) as early as 1976 and to USSOCOM as early as 2009. In 

September 2011, Admiral William McRaven, then USSOCOM Commander, announced 

his vision to expand USSOCOM's support to the Global SOF Network (GSN) by Including 

partner nations' SOF representatives into USSOCOM and providing them with the 
greatest possible access to USSOCOM's facilities, communications, and information 

sharing systems. 

(U//~ As one USSOCOM senior staff official told us, Admiral McRaven vlewed the 

building of additional partnerships with foreign SOP elements as an expansion of what 
was already in existence at USSOCOM. The USSOCOM senior staff official stated that 

USSOCOM derived its requirement to build partnership capacity through the words 

echoed in national policy, the National Defense Strategy, and presidential speeches such 

as President Oba ma's "West Point''2 speech that mentioned "partnerships'' more than 30 

times. The senior official stated that "partnerships" was mentioned approximately 40 

times in the 2012 National Defense Strategy and approximately 200 times in the current 

Quadrennial Defense Review. 

(U/,'EOPO) According to the USSOCOM senior official, building partnerships should 

include foreign officers at the headquarters because that was where planning took 

place. The USSOCOM Commander was more explicit about his vision in an e-mail to his 

senior staff providing guidance on how they should proceed: 

(U) the future, as I see it, is about expanding the SOCOM network 

globally. You will hear me talk about 'taking SOCOM global.' This means 

1 (U) F!ve Eye- International lhtelllgence sharing network that Includes the United States, Australia, Canada, New 
Zealand, and the United Kingdom. 
2 (U} President Barack Obama's speech to the United States Army Military Academy, West Point was delivered as 
part of the commencement ceremony for the class of 2014 on May 28, 2014. 

I I /(llf 11'1 /3 
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thickening our SOF, IA, and allied networks around the world. It also 

means having the authorities to move forces globally io order to 

resolve problems which the POTUS [President of the United States], 

SECDEF [Secretary of Defense] or GCC(s) [Geographic Combatant 

Commands] need resolved. 

- ADM McRaven, Purple Note, 14 Sep 2011 

(U//~ The DoD Inspector General provided Admiral McRaven the opportunity for 

a face-to-face or telephonic interview. However, his assistant advised that he declined 

because of his busy schedule as Chancellor, University of Texas. Cn spite of not 

interviewing Admiral McRaven, we believe the extensive documentation and testimony 

that we collected provided us with necessary information to develop an accurate picture 

of his vision; 

(U) According to the Special Operations Forces 2020 (SOP 2020) paper, "A History of 

the Global SOF Network Operational Plan Team," March 2014, the USSOCOM 

Commander established the GSN operational planning team (OPT) in September 2011. 

The purpose of the GSN OPT was to enhance the SOF collaboration with the GCC, the 

interagency and international partners through a network designed to build 

relationships and support mutual objectives. The USSOCOM Commander tasked the 

GSN OPT with looking into how USSOCOM could build allied relationships and establish 

a NATO-like SOF Headquarters organization in selective regional areas called "Regional 

SOF Coordination Centers (RSCC).3" 

(U) The USSOCOM Commander assigned a 0.S. Army Colonel to lead the GSN OPT. The 

Colonel reported directly to the USSOCOM Commander, but coordinated through the 

USSOCOM Chief of Staff to ensure the headquarters staff could provide input. The 

3 (U//~) RSCCs were Intended to be venues for promoting lnterotierablllty, exchanging Information, ahd 
collaborating to address regional challenges. RSCC's focus and structure would be dictated by regional concerns 
and partlclpatlng nations. However, In the summer of 2013, legislative restrictions were Imposed upon the RSCC 
Initiative. The House Armed Service Committee (H.R.1960) stated that Hnone of the funds 81.lthorlzed to be 
appropriated by this Act or otherwise made available for fiscal year 2014 for DOD may be obligated or expended 
to plan, prepare, establish, or Implement any, .. RSCC or similar regional coordination entitles." 

I dlllll 111111 ll'•H / 4 
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USSOCOM Commander directed the GSN OPT to provide an initial assessment on how to 

take USSOCOM global no later than November 4, 2011. 

(U) As of late 2011, liaison officers from Australia, Canada, and the United Kingdom 

were already assisting the GSN OPT with developing a plan to carry out the USSOCOM 

Commander's vision to establish RSCCs. According to an April 2012 memorandum to 

the Office of the Under Secretary of Defense for Policy (OUSD[P]), Defense Technology 

Security Administration (DTSA), the Chief of Staff, USSOCOM, stated that the GSN OPT 

was key to achJeving the USSOCOM Commander's vision of a GSN. 

(U) In early 2012, the GSN OPT concluded that USSOCOM lacked the ab1llty to integrate, 

and organize the variety of information generated by the GSN that would enable 

strategic decision-making by USSOCOM leadership. The GSN OPT also concluded that 

the command was not prepared to integrate partner nation SOF officers or to operate as 

a global functional command. In the spring of 2012, GSN OPT leadership Initiated an 

effort to to 

consolidate the foreign partners and U.S. partners under one roof in what would 

become the ISCC. 

(U/ /~) In 2012, the ISCC renovation costs were estimated at $500,000 to $700,000. 

Later, the estimated costs doubled. Security upgrades were added to meet regulations 

and engineering requirements. USSOCOM's renovations were not budgeted items. The 

Office of Integration Center for Financial Management was tasked with resourcing the 

expanded support to the GSN and the reconstruction associated with the integration of 

partner nation representatives into USSOCOM. According to a USSOCOM financial 

management official, USSOCOM did not view the renovation to SOCOM Section 1 /(e) 

but viewed it as a modification to an existing facility. Additionally, USSOCOM did not 

view partner nation's integration efforts as a "new start." Therefore, USSOCOM did not 
1 

seek congressional authorization. 

4 
(U) Oe-SCIF. De-accreditation or DIA's termination of a SCIF's accreditation. 

(11/o I) /5 
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(U/ /lii,Ql,,I,Q) The first two non-FVEY officers were from France, arriving at USSOCOM in 

March and June 2012 respectively. They worked in Building 143, along with foreign 

officers from Australia, Canada, and the United Kingdom SOCOM Section 1 /(e) for 

(U//~ In May 2012, USSOCOM hosted the first International SOF Week ih 

conjunction with the annual SOF Industry Conference. More than 90 nations 

participated and the event offered a venue in which the USSOCOM Commander 

introduced his GSN concept to the world's SOF leaders. 

(U//~ In September 2012, the USSOCOM Commander laid out the following 

requirements for the GSN OPT: [Establish] (1) SOCOM Section 1 7(e) for 1 4(g) 

The GSN OPT submitted a $5.9 million Military Interdepartmental Purchase Request to 

the Navy Research Lab to develop system specifications for a SOCOM Section 1 7(e) 

roadmap and resourcing documentation. SOCOM Section 1 7(e) for 1.4(g) 

was envisioned as the centerpiece for the forthcoming ISCC 
common operati'ng picture. Less than a year later, SOCOM Section 1 7(e) for 1 4(g) 

(U) On March 6, 2013, the USSOCOM Commander testified to the House Armed Services 

Committee that, "USSOCOM ls enhancing its global network of SOF to support our 

5 
(U) TSOCs are the Subordinate Unified Commands (Special Operations Command•Paclflc, Special Operations 

Command-Central Command, Special Operations Command-Africa, Special Operations Command-Europe, 
Special Operations Command-South, Special Operations Command-Korea, and Special Operations 
Command-North). 

l 1111, 1 01, I) 11 /6 
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interagency and international partners in order to gain expanded situational awareness 

of emerging threats and opportunities." 

(U//~ On April 19, 2013, the Chairman, Joint Chiefs of Staff (CJCS), directed 

USSOCOM, with inputs from the Geographic Combatant Commands, Services, and other 

U.S. Government agencies, to identify, posture, align, and enable SOF requirements for 

2020 in a GSN Campaign Plan as the U.S. posture contribution fo r the GSN vision. 

(U//~ On July 29, 2013, the Vice Commander, USSOCOM, approved the existence 
of the permanent SOCOM Section 1 7(e) for 1 4(g) . The permanent ISCC was intended to 
be a collaborative space, where international liaison officers and exchange officers 

could work together freely by taking advantage of the unique design of the work space. 

A section of the ISCC space was designated as open workspace to conduct day-to-day 

business in an inclusive environment. SOCOM Sectron 1 7(e) for 1 4(g) 

(U//~ According to an ISCC Information Paper, August 1, 2013: 

(U/~) 

•• 
SOCOM Section 1-7 e) for ·1 4 q 

and our lnternational Partners in order to support, --
strengthen, and expand the Global SOF Network (GSN) and to support 

the growth and interoperability of global SOF partners. 

(U/ /~) Further, the ISCC Information Paper pointed out that some examples of 

global partners were countries with which U.S. SOF regularly conducted training 

exercises and embedded U.S. liaison officers, as well as countries that sent liaison 

officers to USSOCOM headquarters. The information paper reported that the USSOCOM 

Commander encouraged Interested nations to send representatives to USSOCOM and 

f/1)1111 1 011 ,1)11J /7 
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worked to break down barriers to information sharing so that partners could be fully 

integrated into the staff. 

(U//~ The ISCC Information Paper reported that the SOCOM Section 1 7(e) for 

levels. As shared opportunities (or crises) emerged, the SOCOM Section 1 7(e) for 

As a result of this enhanced 

SOP capability and interoperability across the GSN, the ISCC SOCOM Section 1 7(e) for 

. Thu ISCC would alsom 
information, intelligence, and requirements among GSN members to support and 

strengthen the network. 

(U//Peee) According to the ISCC lnformat1on progress report, September 4, 2013, the 

USSOCOM Commander stated: 

(U//~) to achieve my vision of Including Partner Nation SOP 

Repl'esentatives into the SOCOM Headquarters, we will provide the 

SOCOM Section 1 7 e for 1.4 d 

(U//~ On September 20, 2013, the USSOCOM Commander briefed his vision to the 
SECOEF, the USD(P), and the CJCS. 

(U//li8W@I) SOCOM Section 1 7(e) for 1.4(g) 

6 (U) TEMPEST Is a short name referring to investigation, study, and control of compromising emanations from 
telecommunications and automated Information systems equipment. The aim Is to minimize the llkellhoocl that 
these emanations will ever be Intercepted by adversaries of the United States. 
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(U//~ From 2012 to 2014, the GSN OPT integrated 11 partner nations into the 

USSOCOM's battle rhythm: Australia, Canada, Denmark, France, Germany, the 
Netherlands, New Zealand, Norway, Spain, Sweden, and the United Kingdom. An 

additional five nations, Italy, Lithuania, Poland, Singapore, and Romania, had contact 

with the GSN OPT on matters concerning the GSN, but were resident at the United States 

Central Command (USCENTCOM). Additionally, the GSN OPT facilitated the installation 

of three partner nation secure national systems (France, Germany, and Spain) at 

USSOCOM. 

(U/ /~) According to a February 71 20141 briefing to the USSOCOM Deputy 

Commander, the Director, ISCC, reported that the ISCC workspace was expected to open

on April 11, 2014. The updated cost estimate for the project was more than 

$7.2 million. An acqulsltlon officer associated with the reconstruction project stated 

that the construction and renovation was funded with Operations and 

Maintenance (O&M) funds. There was no need for military construction funding 

because USSOCOM was not constructing a new building or changing the purpose of 

 

$•ffl•JM . According to the acquisition official, O&M funding limits for building 

renovation were based on a percentage of the original building cost and the purpose of 

the building. 

(U/ /~) As ofmid-2014, the ISCC project cost USSOCOM approximately 

$7.125 million. These costs included approximately $2.4 million In renovation costs, 

and approximately $4.7 million in collateral requirements, such as furniture, 

information technology installation, and security requirements. USSOCOM used 

$2.48 million In procurement funds and $4.64 million in O&M funds. 

(U//~) On May 7, 2014, the USSOCOM Commander renamed the ISCC the 

J3-lnternatlonal 03·1). SOCOM Section 1 7(e) for 1.4(g) 

. This action effectively completed the ''operational role" of the 

GSN OPT and ISSC and translt1oried the GSN OPT to SOCOM Section 1 7(e) 
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(U/ /~) In May 2014, the Chiefof Staff, USSOCOM, declared the ISCC/J3-I spaces and 
the . Thatdecision 

officially integrated J3-I partner nations into the USSOCOM headquarters. 

(U) Crit _ria 
(U) The authority to negotiate arid copclude international agreements comes from the 
Constitution and includes those agreements that are not treaties made pursuant to the 

Constitutional authority of the President. The relevant sources of that authority for 
International agreements pertaining to DoD include the President's authority as Chief 

Executive to represent the nation in foreign affairs, and the Ptesident's authority as 
Commander-in-Chief. DoD negotiates and concludes international agreements pursuant 

to that authority, executed on beh~f of the President. 

(U) U.S. Department of State Foreign Affairs Manual Volume 11, Political Affairs, 

Section 720 (11 FAM 720) ''Negotiation and Conclusion", September 25, 2006. 

Section 11 FAM 720 states that authority to negotiate and conclude international 
agreements for Defense Personal Exchange Personnel is executed subject to the Case 
Act, which provides that the Secretary of State must transmit the texts of all 

international agreements to Congress "as soon as practicable, but in no event later than 
sixty days thereafter." In addition, the Act provides that an international agreement 

may not be signed or otherwise concluded on behalf of the United States without prior 
consultation with the Secretary of State. The Secretary of State implements this law, 

among others in 11 FAM 720, and provides consultation for initiation and conclusion. 

(U} 11 FAM 721 "Circular 175 Procedure", December 13, 1955. The Department of 

State (DoS) issued Circular 175 Procedure, "Authority to Negotiate and Conclude 
Non-Reciprocal International Defense Personnel Exchange Agreements," 

October 20, 2011, and "Authority to Negotiate and Conclude Foreign Liaison 

Assignments," October 17, 2011, to the Department of Defense. These Circular 175 
Procedures authorized DoD to negotiate and conclude international agreements, based 
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on pre-appl'oved DoS template agreements, with North Atlantic Treaty 

Organization (NATO) allies and other specified countries or theh· ministries. 

(U) These template agreements included template annexes, whereby prospective 

foreign liaison or exchange personnel certified their understanding of, and agreement 

with, the terms and conditions governing their status, and provided a detailed 

description of each foreign liaison or exchange position. The templates standardized 

definitions and established the duties and responsibilities of the "host'' and "parent" 

organizations as well as the assigned personnel. They also included the allocation of 

associated expenses, protection of classified and other sensitive information, settlement 

or waiver of claims, disciplinary authority, and other terms a11d conditions related to 

the assignment of such personnel. 

(U) The process for negotiating and concluding international agreements pertaining to 

an exchange officer is prescribed in the applicable DoD publications, and includes a 

notice requirement to the Assistant Advisor for Treaty Affairs at the Dos. Circular 17 5 

Procedure ensures compliance by the executive branch with the Case Act and makes 

certain that Congress is kept fully informed of the intemational agreements. DoD 

defines the approval authority and procedures for international agreements, and 

implements the Case Act, in DoD Directive 5530.3, "International Agreements." 

(U) DoD Directive 5530.3, "International Agreements," June 11, 1987. 

Do DD 5530.3, paragraph 4.2, assigns USD(P) the task of autho1izing the negotiation and 
conclusion for all categories ofinternational agreements, unless this directive or other 

authorizing regulations for specific categories of agreements delegate this authority to 

another official within DoD. The Directive also granted the Director, DIA, the authority 

to negotiate and conclude international agreements for the collection and exchange of 

military intelligence information (except signals intelligence agreements). Paragraph 

6.1 designated the Communications Management Division, OUSD(P), as the single office 

of record for receiving requests for the authority to negotiate or conclude an 

international agreement. The Communications Management Division delegated this 

authority to DTSA. According to paragraphs 8.2 and 8.3, DoD personnel must not 

I Ill II; Ifill, ll'lh /11 

SOCOM Section 1.7(e) for 1 4(a) 



SOCOM Section 1. ?(e) for 1 4(a) 

initiate, negotiate, nor conclude an international agreement without prior written 

approval by the OUSD(P) or designated official. Paragraph 11 stated that it was DoD 

policy to maintain awareness of compliance with the terms of international agreements. 

The paragraph also stated that DoD Components must oversee compliance with 
international agreements for those agreements for which the DoD Component was 

responsible. In addition, paragraph 11 stated that DoD Components must keep the DoD 

Office of General Counsel currently and completely informed on compliance with all 

international agreements in force for which they were responsible. 

(U) Deputy Secretary of Defense Memorandum "Accountability of Department of 

Defense Sponsored Foreign Personnel in the United States," May 18, 2004. The 

Deputy Secretary of Defense's memorandum specifies that DoD Components must 

document the arrival and departure of foreign personnel from their assigned duty. The 

Deputy Secretary of Defense's memorandum also states that DoD Components must 

establish a central, automated accounting capability that captures the planned and 

actual itineraries of DoD sponsored foreign personnel where possible, leveraging the 

DoD Foreign Visit System and Foreign Visit System Confirmation Module. 

(U) DoD Directive 5230.20, "Visits and Assignments of Foreign Nationals," June 22, 

2005. DoD Directive 5230.20 governs the DoD International Visits Program, the 

Foreign Liaison Officer Program, the OefE;nse Personnel Exchange Program (DPEP), the 

Cooperative Program Personnel Program, and foreign personnel arrangements 

pursuant to Section 2608(a) of title 10, United States Code. DoDD 5230.20 requires that 

the terms and conditions for all assignments of foreign nationals to the DoD 

Components must be established in a legally binding international agreement, or an 

annex to such agreement, which must be negotiated pursuant to DoD Directive 5530.3 

According to DoDD 5230.20, DoD Components must also account for DoD sponsored 

foreign personnel in the United States as specified by Deputy Secretary ofDefense 

Memorandum, May 18, 2004, 

(U) The National Defense Authorization Act, 2010, (Public Law 111·84), Public 

Law 111-84 governed the assignment of defense exchange officers. Statutory authority 
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for military exchange programs is codified in 10 U.S.C. § 168. Section 1207 of the 

National Defense Authorization Act (NDAA) for Fiscal Year 2010 expanded the types of 

DoD exchange programs to include non-reimbursable exchange officers. According to 

Sec 1207(c), (d): 

(U) SOCOM Section 1 7(e) for 1 4(g) 

(U) (c) PAYMENT OP PERSONNEL COST. 

(U) (1) The foreign government with which the United States has 
entered into a non-reciprocal international defense personnel 

exchange agreement must pay the salary, per diem, cost of living, travel 

costs, cost of language or other training, and other costs for its 

personnel under such agreement in accordance with the applicable 

laws and regulations of such government. 

(U) (2) EXCLUDED COSTS.-Paragraph (1) does not apply to ~he 

following costs: 

(U) (A) The cost of training programs conducted to familiarize, 

orient, or certify exchanged personnel regarding unique aspects of the 

assignments of the exchanged personnel. 

{U) (BJ Costs incident to the use of facilities of the United 

States Government in the pe1'formance of assigned duties. 

(U) (C) The cost of temporary duty of the exchanged personnel 

directed by the United States Government. 

(U) (d) PROHIBITED CONDITIONS, No personnel exchanged pursuant 

to a non-reciprocal agreement under this section may take or be 

required to taJ<e an oath of allegiance or to hold an official capacity in 

the government. 
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(U) USSOCOM Policy Memorandum 13-16, "Permanent Assignment of Military 

Personnel Exchange Program and Foreign Liaison Officers to U.S. Special 
Operatioils Command," June 24, 2010. The memorandum establishes the USSOCOM 

policy and procedures for the assignment of FLOs to USSOCOM and components. 

(U) USSOCOM Directive 550-2, ''Disclosure of U.S. Classified Military Information 

to Foreign Governments and International Organizations,'' August 5, 2010. 
Directive 550-2 provides policy and guidance for disclosing and protecting SOF 

classified military information to foreign governments and International organizations. 

The directive provides USSOCOM foreign disclosure policy and procedures, delegated 

authority, and assigned responsibilities. 

(U) USSOCOM Directive 550-3, "Foreign Visits and Requirements for 

Administering Visits by Foreign Government Representatives to U.S. Special 
Operations Command (USSOCOM)," April 29, 2013. Directive 550-3 provides policy 

and guidance, for visits, invitations, and assignments of foreign nationals to USSOCOM 

and its component and sub-unified commands. 

(U) USSOCOM Directive 5S0-4, "Disclosure and Release of Classified and 
Controlled Unclassified Special Operations Tactics, Techniques, and Procedures 

to Foreign Nationals," February 7, 2012. Directive 550-4 provides USSOCOM's policy 

and procedures for the authorized disclosure of classified and controlled unclassified 

information activities and information related to SOF tactics, techniques, and 
procedures to foreign forces and nationals. 
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(U) ReviPw of lntern~I .ontrols 

(U//~ DoD Instruction 5010.40, "Managers' Internal Control Program 
Procedures," May 30, 2013, required DoD organizations to implement a comprehensive 

system of internal controls to provide reasonable assurance that programs were 

operating as intended and to evaluate the effectiveness of the controls. We identified 

internal control weaknesses at USSOCOM. Although USSOCOM established sufficient 

written policies governing the visit and assignment of foreign officers and the 

disclosure of classified information to foreign nationals, each component command 

managed its own visits and assignment of foreign nationals and its own foreign 

disclosut·e management system with no evident oversight by lJSSOCOM. USSOCOM did 
not have adequate means for determining the overall efficacy of its directives and 

mandated processes. USSOCOM's disregard for its prescribed policies and Do.D 

directives concerning the assignment of foreign officers and the lack of a formalized 
process for maintaining oversight of all foreign SOF officers (attached or assigned to 

each USSOCOM component) posed a significant weakness to USSOCOM's internal 

controls. We will provide a copy of this report to the senior officials responsible for 

internal controls at USSOCOM. 

llf! II 11! /15 

SOCOM Section 1 ?(e) for 1 4(a) 



Bec~e1r1;;1r,e 1 ""KN;/ SOCOM Section 1 7(e) for 1 4(a) 

(U) Finding A. 

(U) Foreign Officers Were Assigned to USSOCOM 
and Subordinate Commands Before the Conclusion 
of Formal lnternRtionAI AgrePments 
(U/ /~) Although the USSOCOM Commander initiated Informal international 

agreements with foreign governments, those international agreements were not 

concluded In accordance with applicable laws and directives. USSOCOM also 

lacked oversight of the international agreements and appropriate annexes for 

which they had responsibility. Subordinate commands lacked accountability over 

foreign officers that they sponsored. This situation occurred because: 

• (U//~ The USSOCOM Commander initiated and negotiated informal 

international agreements with various foreign governments for FLOs and 

non-reciprocal exchange officers (NREOs), before the authorization of 

USD(P) or Office of General Counsel; 

• (U/ /~) USSOCOM and subordinate commands assigned FLOs and 

NREOs to their commands before the conclusion of an international 

agreement7 and had several international agreements that lacked 

required annexes, certifications, security assurances, and designated 

disclosure letters (DDL); 

• (U/ /~) USSOCOM initiated agreements for the exchange of military 

intelligence with foreign governments before gaining the approval of the 

DIA; and 

• (U/ /~) USSOCOM subordinate commands did not maintain records 

concerning the arrival, departure, or itinerary of foreign officers who 

7 (U) Unless otherwise noted, International agreements are negotiated In accordance with DoDD 5530.03. 
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actually visited or were assigned to their command. 

(U//liQWQ~ As a result, from 2011 to 2014, USSOCOM was not in full compliance 

with applicable laws and directives concerning the assignment and use of foreign 

officers. This potentially placed U.S. intelligence and military information and 

resources at risk based on the assignment and possible misuse of foreign officers. 

(U) Criteria 
(U) The National Defense Authorization Act, 2010, (Public Law 111-84), Section 

1207. Section 1207(b) (1)(2} of the law states that pursuant to a non-reciprocal 

international defense personnel exchange agreement, personnel of the defense ministry 

of a foreign government may be assigned to positions in the DoD. An individual may not 

be assigned to a position pursuant to a non-reciprocal international defense personnel 

exchange agreement unless the assignme11t is acceptable to both governments. This law 

further prohibits personnel pursuant to a non-reciprocal agreement from holding an 

official capacity in the government. 

(U) DoD Directive 5530.3, "International Agreements," June 11, 1987. 

DoDD 5530.3 prohibits DoD personnel from initiating, negotiating, or concluding an 

international agreement without prior written approval by the OUSD(P) or designated 

official. The directive requires that all international agreements are implemented in 

accordance with DoD's delegated blanket DoS Circular 175 authority, as previously 

discussed. DoDD 5530.3 also requires DoD components to maintain oversight and 
compliance with the international agreements for which they are responsible, and to 

gain Director, DIA, authorization to negotiate agreements for the collection and 

exchange of military intelligence. Paragraph 13.4 states that "agreements for the 

collection and exchange of military intelligence information (except signals intelligence 

agreements): The Director, Defense Intelligence Agency (DIA) and ... [The Under 
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' Security of Defense for Intelligence] must concur In all proposed agreements concerning 

intelligence and intelligence-related matters." 

(U/ /~) DoD's delegated DoS Circular 175 authority required adherence to the DoS 

templates for all international agreements. In accordance with USSOCOM template 
memorandum of agreement for FLOs: 

(U} the Host Participant will provide such office facilities, equipment, 

supplies, and services as may be necessary for the Liaison Officer to 

fulfill the purposes of this MOU, subject to reimbursement by the 

parent pat'ticipant for the cost of the liaison officer's use of such 

facilities at rates determfned by the Host Participant. When the U.S. Is 

the host participant, reimbursement for such faci lities, equipment, 

supplies, and services will be made through foreign military sales or 

use ofan acquisition and cross•servici11g agreement. 

(U) DoDD 5230.20, "Visits and Assignments of Foreign Nationals," June 22, 2005, 

DoDD 5230.20 states that the terms and conditions for all assignments of foreign 

nationals to the DoD Components must be established in a legally binding international 

agreement, or an annex to such agreement, which n1ust be negotiated pursuant to 

DoOD 5530.3. According to DoDD 5230.20, the requests for coordination and approval 

of DPEP, CPP, FLO, and foreign personnel arrangements must include a position 

description and a DOL8 or equivalent written disclosure guidance, and be submitted 

according to DoDD 5530.3. Paragraph 4.5 states that foreign nationals must have access 

only to information that does not exceed the level authorized under National Disclosure 

Policy (NDP)-1 for release to their governments. Exceptions to NDP-1 shall not be 

gr~mted to accommodate the assignment of FLOs, DPEP, CPP, or foreign personnel 
arrangements. 

8 DDL Is a delegation of disclosure authority letter Issued by the appropriate Principle Disclosure 
Authority or Designated Disclosure Authority describing the classification levels, categories, scope, 
and limitations related to information under a OoD Component's disclosure jurisdiction that may be 
disclosed to specific foreign governments or their nationals for a specified purpose. 
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(U) USSOCOM Policy Memorandum 13-16, "Permanent Assignment of Military 

Personnel Exchange Program and FLOs to U.S. Special Operations Command,'' 
June 24, 2010. The memorandum established the USSOCOM policy and procedures for 

the assignment of FLOs to USSOCOM and Components. 

(U) Status of International Agreements from 2011 to 
2014 
(U//~2011. Before 20111 USSOCOM concluded an international agreement with 

Australia concerning the assignment ofliaison officers. By July 2011, USSOCOM had 
concluded an international agreement with Canada and began negotiating with France 

without the written approval of OUSD(P) as required by DoDD 5530.3. In June, 
OUSD(P) first granted USSOCOM the authority to negotiate and conclude an 

international agreement with the United Kingdom; in which USSOCOM later concluded. 

(U/ /liiQWQ) 2012, OUSD(P) issued USSOCOM written authority to negotiate and 

conclude an international agreement with France. USSOCOM also began negotiating an 

agreement with Norway without OUSD(P)'s written approval. 

(U//~) 2013. USSOCOM began negotiating agreements with Denmark, Germany, 

and the Netherlands without OUSO(P)'s written approval. ,OUSD(P) later granted 

USSOCOM the authority to negotiate seven international agreements with Australia, 

Denmark, Germany, Jordan, the Netherlands, Norway, and Spain. In July, USSOCOM 

concluded Its second international agreement with Australia and an international 

agreement with the United Kingdom with OUSD(P)'s written approval. 

(U/ ~) 2014. OUSD(P) granted USSOCOM the authority to negotiate 

13 international agreements with 'the countries of Australia, Canada, Finland, Italy, 

Japan, South I<orea, Lithuania, New Zealand, Peru, Poland, Singapore, Sweden, and 

United Arab Emirates. USSOCOM also concluded international agreements with New 

Zealand, Spain, Denmark, Jordan, and Canada with OUSD(P)'s written approval. In 

March, the pre-existing 2009 Memorandum of Understanding (MOU) for FLOs between 

USSOCOM and the Australian government expired. In June, without OUSD(P)'s 
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approval, the USSOCOM Commander extended the MOU to March 2019. DoD Office of 

General Counsel was aware of the exchange letters between the USSOCOM Commander 

and the Australian Government. By the end of the year, USSOCOM had concluded a 

second international agreement with Canada without OUSD(P)'s written approval. 

(U) As of December 2014, OUSD(P) granted USSOCOM the authority to concluded 

International agreements with seven countries on behalf of the United States. Of those 

seven countries, USSOCOM concluded nine international agreements (five FLO and four 

NREO agreements). In addition, OUSD(P) authorized USSOCOM to pursue the 

negotiation or conclusion of 15 international agreements. 

{U} Table 1.. USSOCOM's Authorized International Agreements and 

Authorities (as of December 201.4} 

USSOCOM's Concluded 
MOUs 

Authorized to 
Conclude 

Authorized to Negotiate 

Australia (2) (2009, 2013) Norway (2013) Finland (2014) 
Canada(2)(2011,2014) France (2012) Japan (2014) 
Denmark (2014) Germany (2013) Poland (2014) 
Spain (2014) Peru (2014) 

Jordan (2014) United Arab Emirates (2014) 
New Zealand (2014) Lithuania (2014) 
United Kingdom (2013) Netherlands (2014) 

South Korea (2014) . 
Singapore (2014) 

Sweden (2014) 

Italy (2014) 

Australia (2014) 
(U//liQWa) 

11111111, i'Ol II /20 

SOCOM Section 1 ?(e) for 1 4(a) 



SI :€1 i' 1 i'l'/;'P J EH'8 tU~ / / SOCOM Section 1 i'(e) for 1 4(a) 

(U} Exception to Policy 

(U//~ In May 2012, the Director, International Security Programs, OUSD(P), 

authorized USSOCOM to assign a French special operations exchange officer to 

USSOCOM before the establishment of a legally binding international agreement. 

USD(P) granted USSOCOM a temporary exception to policy (120 days) to allow the 

assignment of the first French officer. According to an OUSD(P) senior official, he was 

unaware ofUSSOCOM's specific justification for requesting an exception to policy, but 

the reason could have been "the foreign officer was already in the United States." The 

OUSD(P) senior official stated, "It's hard to go back to these countries and require an 

agreement for the person that was already in the [U.S]." OUSD(P) provided no written 

justification for the exception during our data calls. The temporary exception to policy, 

which allowed the assignment of the French officer to USSOCOM, expired in September 

2012 and was reissued in July 2014. 

(U/ /~) According to the Director, DTSA, his office tried to mitigate USSOCOM's 

actions after the fact, because "no one was going to tell a four-star general, 'no', you 

cannot keep a foreign officer in place because the (USSOCOM] staff did not follow 

DoDD 5230.20." According to the OUSD(P) senior staff official, exchange offlcers 

without a concluded agreement would need an exception to policy. In July 2014, 

OUSD(P) extended an unlimited exception to policy Quly 2014 • indefinite) to allow 

foreign officers from Australia, Germany, France, the Netherlands, Norway, and Sweden 

to remain at USSOCOM until formal international agreements were concluded. 

(U//~ According to the Director, DTSA, the DoD Office of General Counsel later 

advised OUSD(P) that the ~oint Staff, not OUSD(P), should have approved USSOCOM's 

request for exceptions to policy for exchange officers. 

(U/ /Mt+e) An OUSD(P) official stated.that he did not know why USSOCOM was allowed 

to remain non-compliant with the assignment of foreign officers from 2011 to 2014 or 

why there were no consequences for being non-compliant with Public Law 111-84 or 

DoDD 5230.20. The OUSD(P) official believed that as of December 2014 USSOCOM was 
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making an effort to come Into compliance with the DoD regulations and USSOCOM 

policies. According to the OUSD(P) official, OUSD(P) was the office of primary 

responsibility for DoDD 5230.20 and should have oversight of DoDD 5230.20. The 

oftlclal further stated that the defense exchange program needed system oversight and 

[compliance] enforcement. Also according to the OUSD(P) official, DTSA did not have 

the authority to enforce DoDD 5230.20, which governs the assignment of and visits by 

foreign officers. According to an OUSD(P) senior staff official, reinforcing compliance of 

a directive or law would have to come from the Office of the President of the United 

States. 

{U) Assignment of Foreign Officers 
(U//~ USSOCOM reported that there were 25 foreign officers assigned or attached 

to USSOCOM from 2011 to 2014. These foreign officers were assigned as FLOs and 

DPEP officers. They were subcategorized as permanent FLOs1 temporary duty FLOs, 

intelligence FLOs, operational FLOs, Military Personnel Exchange Program (MPEP) 

officers, or NREO officers. 

J (Uj /fJ,Ql,J,Q.) 2011, Foreign officers from Australia, Canada, and the United Kingdom 

were already working with the GSN OPT on the USSOCOM Commander's vision for 

regional coordinating centers. The first international agreements between Australia 

and Canada were concluded without the OUSD(P)'s authority to conclude. In 

November, the USSOCOM Commander met with the Commander, French Special 

Operations Command, to discuss the establishment of a non-reciprocal French exchange 

position at USSOCOM to support the GSN OPT prior to OUSD(P)'s authority to negotiate. 

In December, USSOCOM senior staff members from the Foreign Disclosure (FD) Office 

and International Engagement Program QS) advised the Officer-in-Charge of the GSN 

OPT of their concerns with the invitation, negotlatlon1 and ultimate assignment of a 

French officer to USSOCOM. The USSOCOM senior staff members cited there were a 

number of rules regarding the assignment of foreign nationals to DoD facilities under 

the MPEP and the requirement to gain OUSD(P)'s approval. A senior staff officer offered 

an alternative recommendation to have the French officer reside in the USCENTCOM 
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Coalition Village9, with recurring visits to USSOCOM. According to the GSN OPT 

Officer-in-Charge, the USSOCOM Commander did not want liaison officers, but would 

rather have the non-U.S. officers in billets as active members 9fthe USSOCOM team. 

According to official documentation, the Officer-in-Charge, GSN OPT, threatened 

"consequences" [to the staff component) if that course of action was briefed to the 

USSOCOM Commander. 

(U//~ 2012. By 2012, foreign officers from Fro1nce and Norway had joined the 

ranJ<s of the GSN OPT without concluded international agreements. Since the 

Norwegian SOF FLO was already In the U.S., assigned to the USCBNTCOM Coalition 

Village, USSOCOM issued him a permanent badge for USSOCOM .. In March, the Deputy 

Director, International Security Programs Secretariat (ISPS), National Disclosure Policy 

Committee (NDPC), OUSO(P), provided a written email to a USSOCOM's senior staff 

official, advising that USSOCOM was not authorized to place foreign nationals on its 

staff until a MOU was concluded or an exception to policy was granted by the OUSD(P). 

The Deputy Director, ISPS, statect, "There are rare circumstances that may warrant an 

exception to policy, but significant justircation must be provided to my [ISPS, NDPC, 

OUSD(P)] office for consideration. More often than not we [ISPS, NDPC, OUSD(P)) do 

not approve exceptions.'' In April, USSOCOM submitted a request to the OUSD(P) for an 

exception to policy. According to an OUSD(P) senior staff official, OUSD(P) was the last 
to know when foreign officers were (assigned to] commands and were called on to 

determine how to make [the assignment) legal. 

(U//iQWQ) The foreign officers were placed under a visit request, to make them 

compliant with the DoDD 5230.20, while OUSD(P) decided how to resolve the situation. 

However, according to the OUSD(P) senior official, placing foreign officers at a DoD 

organization under a recurring visit request should not serve as an alternative to 

DoDD 5230.20 requirement to establish a concluded agreement before the assignment 

ofa foreign officers. The OUSO(P) senior official stated that Dl'SA told all commands 

9 (U) Coalltlon VIiiage (Coalition Coordination Center) Is collocated with USCENTCOM, MacDIII Air Force Base, 
Tampa, FL. The Coalition VIilage was established after the September 11, 2001 attacks, and was comprised of 
representatives from 65 nations that worked with USSCENTCOM Service members In the war on terrorism. 
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that concluded agreements must be In place before the assignment of a foreign officer; 

however, getting the commands to comply with the regulation was difficult. The 

OUSD(P) senior official also stated that the lack of an established agreement with the 

foreign country creates risk for the U.S. Government. In September 2012, USSOCOM 

assigned NATO FLOs to USSOCOM headquarters and its element in the National Capital 

Region, Washington, DC. USSOCOM dld not conclude an international agreement with 

NATO, in spite of the OUSD(P) request. 

(U//~ 2013. Foreign officers from Denmark, Germany, the United Kingdom, the 
Netherlands, Spain, and Sweden were assigned to the ISCC (formerly the GSN OPT), 

before concluded international agreements. 

(U//~) 2014, In May, USSOCOM hosted an International SOF Conference in Tampa, 

Florida. The USSOCOM Commander Invited 84 partner' nations to work at USSOCOM 

headquarters. USSOCOM officials acknowledged that during the International SOF 

Conference, partner nations who toured the J3-l spaces, were provided a FLO versus 

NREO fact sheet that was actually "FOR OFPICIAL USE ONLY," as an expression of U.S. 

policy. An after-action report of the International SOF Conference stated that the FLO 

verses NREO fact sheet represented negotiations with the partner nations in advance of 

USD(P) authorization to do so. It gave the partner nations the impression that all 

nations that toured the J3-I space could request representation at USSOCOM. Also, 

foreign officers from New Zealand (one month before an international agreement) and 

Jordan (two months after an international agreement was concluded) joined the ISCC. 

Additionally, in May the ISCC was formally integrated into the USSOCOM staff and 

designated the USSOCOM J3-I. A foreign officer from Germany was later assigned to the 

USSOCOM J3-I prior a concluded international agreement. As of December 2014, 19 

foreign officers (8 NREOs and 11 FLOs) representing 12 countries, were permanently 

assigned to USSOCOM. 
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(UJ Table 2. Foreign Officers Permanently Assigned to USSOCOM Headquarters 

(as of December 2014) 

With Non-Concluded MOUs 
Not In Compliance With 
DoDD S230.20 

With Concluded MOUs 
In Compliance With DoDD 5230.20 

Partner Nations FLOs NREOs FLOs NREOs 

Australia 2 1 
Canada 1 1 
Denmark 1 
France 2 
German 1 1 
Jordan 1 
New Zealand 1 
Norway 1 
Netherlands 2 
Spain 1 

Sweden 1 
United Kingdom 2 
Permanently 
assigned as of 
December 2014 

7 4 4 4 

(U) Pol'eig11 lnt.elligenr:e Officers ul. (JSSOCOM 

(U) According to the Office of Partner Ei1gagement, DIA had no record of agreements 

from 2011 to 2014 granting USSOCOM the authority to collect or exchange military 

intelligence information with foreign governments, as required by DoDD 5530.3. 

Additionally, DIA did not issue any DD Ls to USSOCOM between 2011 and 2014 to 

negotiate or conclude military intelligence agreements with foreign governments. 

(U/ /~) In November 2011, USSOCOM as:;lgned a Canadian officer as a NREO, three 

years before the international agreement was concluded in November 2014. The 

Canadian embassy processed a foreign visit request (CA11-A3103) for a Canadian 
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intelligence liaison officer to serve as the Deputy )2, USSOCOM. The Canadian NREO 

stated that he worked as a FLO and his duties included: answering Canadian SOF 

intelligence requirements; liaison officer coordination with other SOF units and DlA; 

providing assistance to the Joint Special Operations University; and providing U.S. and 

Canadian SOF with relevant intelligence information. 

(U/ /~) A German Bundesnachrichtendienst (BND), (the Federal Intelligence 
Service), FLO was assigned to USSOCOM, under a recurring visit request 

(ID# GM14-A660). USSOCOM did not have a concluded international agreement or 
intelligence agreement with the German government. The BND FLO was tasked to 

facilitate intelligence exchanges and intelligence sharing with the Joint Intelligence 

Center, USSOCOM, in support of USSOCOM )2 focus areas. The BND FLO was also tasked 

to provide intelligence reports and support to a TSOC1s request for information and 

intelligence requirements, and provide support for BND's staff visits to USSOCOM. As of 

December 2014, the International agreement for a German NREO was still in 

negotiation. 

(U/ /ofii@iW@) USSOCOM did not have an existing international or intelligence agreement 

SOCOM Section 1 7(e) for 1 4(a) 

was approved in accordance with an 

OUSD(P) memorandum dated January S, 2015, authorizing temporary duty personnel 

and operational planning visits beyond 30 days. According to another USSOCOM 

official, USSOCOM would work with DIA to leverage DIA's tntelligence sharing and 
bi-lateral agreements, allowing these intelligence liaison officers to remain at USSOCOM 

and exchange intelligence information. As previously stated, DIA had not issued 

USSOCOM authority to intelligence information with foreign governments. 

10 (U) Islamic State of Iraq and the Levant (ISIL) Is a militant group and self-proclalmed caliphate and Islamic State 
which Is led by Sunni Arabs from Iraq and Syria. 
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(U/ /~) USSOCOM did not have an existing international or intelligence agreement 

with the Dutch government. According to a USSOCOM staffer, USSOCOM attempted to 
go around OUSD(P) and the DoD regulations by "piggybacking" off the Army's 

(nternational intelligence agreement with the Netherlands. In December 2014, 

USSOCOM contacted the Foreign Liaison Program Office, Deputy Chief of Staff for 

Intelligence (G-2), Department of the Army about using the existing Army 

memorandum of agreement as a bridging solution while USSOCOM and the Netherlands 

worked an international agreement for a non-reciprocal exchange through the Dutch 

Parliamentary approval process. The USSOCOM staffer stated that USSOCOM was trying 

to get "as legal as possible, as quickly as possible." According to a U.S. Army official, 

OUSD(P) did not provide policy approval for the U.S. Army's management of the Dutch 

FLO position in USSOCOM. The Dutch FLO was assigned to USSOCOM in January 2013 

and remained at USSOCOM as of December 2014. 

(U) Tempom,y Assig11me111. o(Fol'ei911 Officer.-, to USSOCOM 

(U/ ~) A USSOCOM official stated that USSOCOM's )3-1 staff tried to reassign the 
United Arab Emirates liaison from SOCCENT to USSOCOM. According to a USSOCOM 

official, a representative from the United Arab Emfrates Embassy 1·equested USSOCOM's 

foreign disclosure officer (FDO) to approve an extended visit request for the assignment 

of a United Arab Emirates liaison officer to USSOCOM. A USSOCOM FOO representative 

stated that the United Arab Emirates' embassy representative was told that USSOCOM 

did not have a concluded agreement with the United Arab Emirates, the embassy 

representative insisted that he was instructed by )3-1 personnel to submit the extended 
visit request and it would be approved. 

(U//~) SOCOM (b)(3) 10 U S C 130b, (b)(5), (b)(6) 

(U / / !"l'ffle) SOCOM (b (3) 10 USC. 130b, b) 5, {b) 6) 
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assign foreign officers to the USSOCOM as operational planners on recurring or 

extended visit requests. According to a USSOCOM senior official, a Belgian officer was at 

USSOCOM and officers from Estonia, Poland, and Finland were inbound [from 

USCENTCOM in 2015]. According to the USSOCOM official, USSOCOM would grant these 

FLOs access ~o USSOCOM, as temporary planners against the lSlL threat, under 

extended visit requests for 30 days or more. USSOCOM had not concluded international 

agreements with Belgium, Estonia, Poland, and Finland. The USSOCOM senior staff 

official stated that USSOCOM brought partner nations into USSOCOM before the 

completion of formal agreements in the same manner in which USCENTCOM brought 

partner nations into the command to support USSCENTCOM's ongoing operations. 

(U) Ei11µ/oyment of' Foreil)11 Officers nl USSOCOM 

(U) The USSOCOM Commander assigned two NREOs to the USSOCOM staff. An 

Australian officer was assigned to the USSOCOM Operations Office 03) and a Canadian 

officer was assigned to the USSOCOM Intelligence Office 02). These officers were 

assigned pursuant to international agreements for NREOs. There were approximately 

19 foreign officers at USSOCOM, working on behalf of their government as FLOs, NREOs, 

or dual-used as a "hybrid" (exchange officer working as a liaison officer). According to 
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an OUSO(P) senior official, USSOCOM dra~ed a request for change in policy that allowed 

for a foreign liaison-exchange officer hybrid. 

(U//~) USSOCOM Deputy Operations Officer (DJ3). USSOCOM did not have an 

international agreement with the Australian government before the assignment of the 

first Australian NREO. The Australian NREO arrived on December 9, 2012, but the 

non-reciprocal exchange agreement was not concluded until July 23, 2013. The 

Australian officer served as the USSOCOM Deputy Operations Officer, J3, who managed 

and coordinated the collective efforts of a multi-disciplined sta.ffof 300 active and 

reserve military and civilian personnel. The Deputy J3 shared the full scope of 

responsibility with the USSOCOM J3. In the absence of the USSOCOM J3, the Deputy J3 
possessed the same authority as the USSOCOM J3 (subject to limitations in law or 

regulations for matters requiring action by a U.S. commissioned officer or employee of 

the U.S. Government). 

(U / /fl8!M) USSOCOM Deputy Intelligence Officer (DJ2). The Canad tan embassy 

processed a foreign visit request (CA11-A3103) for a Canadian intelligence liaison 

officer to serve as the Deputy J2, USSOCOM. In November 2011, USSOCOM assigned the 

Canadian officer as a NRSO. No exception to pollcy or waiver was submitted for the 

assignment of the Canadian NREO. The international agreement for C<!nadlan exchange 

officers was concluded in November 2014. As part of the international agreement for 

the Canadian NREO, the duty description (Annex B), Terms of Reference, and Legal 

Status Certification (Annex A, Section Ill) were not ratified. The Canadian officer stated 

that he worked as an FLO. The Canadian officer's duties included answering Canadian 

SOP intelligence requirements, coordinating with other SOF units and DIA, providing 

assistance to the Joint Special Operations University, and providing U.S. and Canadian 

SOF with relevant intelligence information. 

(U//~ According to a USSOCOM senior official, the then-USSOCOM Commander 

envisioned the foreign officers working on behalf of their nation first and then 

de-confli cting, coordinating, and partnering through USSOCOM's special operations 

liaison officers and staff to make it happen. In 2013, the USSOCOM Commander tasked 
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the senior staff officer to dra~ letters to the SECDEF, OUSD(P), Director National 

Intell1gence, and Dos about a legislative proposal to change current policy on the use of 

FLOs and USSOCOM's ability to fund liaison officers' temporary duty and office 

SOCOM (b)(5) 

(U/ /~) request that USD(P) approve a FLO agreement that had 

some non-reciprocal ex_change authority embedded into it. The 

limitation there [was] that agreement would not give [US]SOCOM the 

authority to cover office expenses (which can get relatively expensive) 

but could cover temporary duty expenses in a limited capacity. 

(U/ ~) In 2014, sevetal USSOCOM FLOs were scheduled to travel to Washington, 

D.C., to support private events for the Global SOF Foundationu, a private company 

owned by the former Director of the ISCC, USSOCOM. The German Embassy submitted 

an official visit request for the German SOF Commander and his Senior Enlisted Advisor 

to attend the Global SOF Symposium12 in St. Petersburg, Florida. The Chief of Staff, 

USSOCOM, later released a memorandum that stated the Global SOF Symposium hosted 

by the Global SOF Foundation, a non-federal entity, did not meet the criteria to be 

mission-critical to USSOCOM. The memorandum directed the Office of 

Communica tions, USSOCOM, to process invitations from the Global SOF Foundation and 

determine USSOCOM's level of support to the event. Accot'ding to a USSOCOM seni.or 

staff official, USSOCOM's FLOs and exchange officers from Jordan, Denmark, Germany, 

New Zealand, and France participated in the Global SOP Symposium. Further, this same 

u (U) Llnkedln Homepage: Global SOF Foundation (GSF) Is a private company owned by COL (retired) Stuart 
Bradln, former Director of tt,e ISCC, USSOCOM, The GSF leads an International effort to Increase understanding 
of Special Operations; advance SOF capabllltles; and responsibly promote the role of Special Operations by 
strategically linking public and private sector Initiatives. 
11 (U) The Global SOF Symposium 2015, hosted by the Global SOF Foundation In St Petersburg, Florida, February 
24-25, 2015, was a forum for U.S. and International SOF leaders to build relatlonshlps through networking 
opportunities, discuss International efforts to defeat global threat, and pinpoint ways for global SOF to 
Interoperate. 
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individual stated FLOs represented USSOCOM at other events. One Canadian FLO was 

tasked to travel to Colombia to represent USSOCOM. 

(U} ervlcP t:omponents and Suhnrclin.:1te Comm~nds 
(U) DoOD 5530.3, paragraphs 13.3(1)(2), granted the Secretaries of the Anny, the Navy, 

and the Air Force (for predominantly uni-Service matters) and the CJCS (for other than 

uni-Service matters) the authority to negotiate and conclude International agreements. 

These agreements covered combined military planning, command relationships, 

military exercises and operations, force deployments, exchange programs, and the 

collectio11 or exchange of military information and data other than military intelligence. 

(U) As previously discussed, DoDD 5230.20 states the terms and conditions for all 

assignments of foreign nationals to the DoD Components must be established in a 

legally binding international agreement, or an annex to such agreement, which must be 

negotiated pursuant to DoDD 5530.3. ln addition, Do DD 5230.20 also states that 

requests for coordination and approval of DPEP, CPP, FLO, and foreign personnel 

arrangements must include a position description and a DDL or equivalent written 

disclosure guidance. 

(U//~ Senior Service officials at the USASOC, Naval Special Warfare Command 
(NAVSPECWARCOM), and Air Force Special Operations Command (AFSOC) reported to 

us that their respective Services generated all international agreements. Marine Corps 

Special Operations Command, Special Operations Command-Europe (SOCBUR), Special 

Operations Command-Korea (SOCKOR), and Special Operations Command-South 

(SOCSOUTH) reported they did not have foreign officers or international agreements for 

the assignment of foreign officers to their commands. 

(U//~ According to USSOCOM officials, USSOCOM did not maintain oversight of 

international agreements or partner nation's representation at the subordinate 

commands and Service components. The selection of prospective countries and 
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requirements for foreign SOF were generated by component commanders or Service 

· Secretaries. 

(U) Air Force Special Operations Command 
(U//ifi84;8) AFSOC used an existing international agreement between the Department 

of the Air Force and the United Kingdom for the assignment of defense personnel 

exchange officers. AFSOC provided the modified Annex B (position descriptions), 

security plans, and certification documents to this international agreement in 

compliance with the DoD regulations. 

(U) Since 2011, there were two United Kingdom Defense exchange officers assigned to 

the AFSOC under the DPEP. According to AFSOC documentation, "the Military 

Personnel Exchange Program was created to allow our allies to gain familiarity with the 
U.S. Air Force's conduct of operations and to improve coalition interoperability. It 

establish[ed] an active relationship for sharing of military service experience, 

professional knowledge, and doctrine to the maximum extent permissible under the 

information disclosure policies of the U.S. and the foreign governments concerned." 

(U//fi184!Ji81) The exchange officers were assigned to the 15111 Special Operations 

Squadron (15 SOS) Hurlburt Field, Florida, as MC-130H Special Operations Aircraft 

commanders/pilots. The exchange officers planned and executed MC-130H tactical 

missions under combat conditions with limitations imposed by squadron mission 

objectives and tactical situations. They participated in various exercises and deployed 

to hostile areas and foreign countries with parent government acquiescence in military 

action. The exchange officers were employed in leadership or instructor positions and 

were required to rate U.S. personnel. As of December 2014, AFSOC reported there was 

one United Kingdom Defense exchange officer assigned to AFSOC. 

(U) Naval Special Warfare Command 
(U/ /~) NAVSPECWARCOM used six existing international agreements for the 

assignment of exchange officers that were concluded between the Department of the 
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Navy and the United 1Gngdom1 Australia, France, Germany, Italy, and Norway. 

NAVSPECWARCOM provided DDLs, dated March 19, 2008, and April 15, 2011, to the 

Annex 8s (duty descriptions) of the respective International agreements. 

(U) United States Army Special Operations Command 
(U/;1POYOJ USASOC used seven existing international agreements that were concluded 
between the Department of the Army and Germany, the Netherlands, Australia, Canada, 

Columbia, and the United Kingdom. Annexes A and B to the international agreement 

between the DoD and Australian government were not ratified at the time of 

assignment. USASOC took immediate action to ratify required annexes to existing 

international agreements in accordance with DoD regulation and authority after we 

brought It to their attention. 

(U//~ USASOC reported 20 foreign officers assigned to USASOC between 2011 and 
2014 under the Defense Foreign Liaison Program and the Defense MPEP. These foreign 

liaison and exchange officers' positions were established through an MOU between the 

Department of the Army, as represented by the USSOCOM Commander and the 

ministries of partner nations. According to a USASOC senior official, the selection of 
prospective countries and requirements for foreign SOF were generated by the 

Commander, USASOC, or the Secretary of the Army. The senior USASOC official stated 

that USSOCOM did not have oversight of SOF partners within USASOC and that 

USSOCOM staff would be involved only With initiatives generated by USSOCOM. 

(U//~ As of December 2014, eleven foreign officers remained at USASOC. The 

nine exchange officers were from: the United Kingdom (1); Germany (1); Colombia (2); 

Canada (1); and Australia ( 4). The two FLOs were from Germany and the Netherlands. 

• (U/ /~) The Australian exchange officers served as training officers for a U.S. 
Airborne Ranger battalion. The Australian MPEPs were responsible for the 

efficient execution of training management, coordinating all land, ammunition, 

logistics, air and airspace resources for the battalion, and served as the primary 
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llaison officer to the lnstallatlon staff to ensure the proper maintenance of 

ranges and close-quarter combat facilities. 

• (U/ /litM!l@I) The Canadian MPEP served as team members of an assault team, 

responsible for planning and conducting close-quarter combat, direct action, 

special reconnaissance, and other sensitive compartmented activities. The 

Canadian MPEP maintained a worldwide deployment readiness posture. 

{U) Special Operations Command - Pacific 
(U) Special Operations Command- Pacific (SOCPAC) used the March 4, 2009, 

international agreement between USSOCOM and the Australian Special Operations 

Command and the July 29, 2011, tnternationaJ agreement between USSOCOM and the 

Minister for National Defence of Canada for the assignment of two FLOs. AJI required 

annexes and DD Ls were in compliance with Do D's regulation and authority. 

(U) As of December 2014, the two FLOs were assigned to SOC PAC as part of the Defense 

FLO Program. The Australian and Canadian Liaison Officers supported the development 

of a global network of SOF and enhanced the Interoperability between their respective 

countries' special operation commands and USSOCOM. 

(U) The two FLOs to SOCPAC served in ,the following capacity: 

• (U) One Australian officer from the Australian Special Operations Command was 

assigned to SOCPAC in 2014. Accordtng to Annex B, July 2014, to the MOU 

between USSOCOM and Australian government, the Australian FLO participated 

in SOCPAC working groups, conferences, and seminars; provided situational 

awareness to SOCPAC and the Australian Special Operations Command on 

theater SOP activities; identified combined U.S. and Australian engagement 

opportunities; contributed to SOCPAC planning efforts to promote Australian 

capabilities and integrate AustraJlan Special Operations Command intent; and 

advised and assisted in U.S. and Australian information exchange. 
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• (U) One Canadian officer from the Canadian Special Operations Command 

Special Operations Planning and Liaison Element13 was assigned to SOCPAC in 

2014. The Canadian FLO participated In SOCPAC working groups, conferences, 

and seminars; provided situational awareness to SOCPAC and Canadian Special 

Operations Command on theater SOF activities; identified combined U.S. and 
Canada engagement opportunities; contributed to SOCPAC planning efforts to 

promote Canadian capabilities, integrated their intent; and advised and assisted 
in U.S. and Canada information exchange. 

(U) Special Operations Command - Africa 
(U) Special Operations Command - Africa (SOCAF) used international agreements 

between USSOCOM and the governments of the United Kingdom and Canada for the 

assignment of FLOs. According to a Letter of Arrangement, signed on March 22, 2013, 

the SOCAF Commander established a SOF Liaison Program between Canadian Special 

Operations Forces Command and USSOCOM. The Letter of Arrangement specifically 

addressed the details for the employment of a liaison position at SOCAF and solidified a 

"Memorandum of Understanding Between the Department of Defense of the United 

States of America and the Department of National Defence of Canada Regarding Special 

Operations Liaison Officers," July 2011. As ofDecember 2014, SOCAF did not have an 

Annex B, a certification, or DD Ls to the MOUs between USSOCOM and the governments 

of the United I<ingdom and Canada in accordance with DoDD 5530.3. 

(U) At the time of assignment, USSOCOM FDO was unaware ofSOCAF's Letter of 

Arrangement and the assignment of a Canadian liaison officer to SOCAF, or that SOCAF 

used the international agreement between the Commander, USSOCOM and the 

Government of Canada as the basis for the assignment. 

(U//~) SOCOM Section 1 7(e) for 1 4(d) 

13 (U) Special Operations Planning and liaison Element was a regionally based team of Canadian Special 
Operations Command Ila Ison officers with duties concerning all SOF organizations within the U.S. Paclflc 
command Area of Resr,onslblllty. 
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officers from Canada and the United Kingdom were assigned to United States Africa 

Command (USAFRICOM) and served as liaison officers to SOCAF. As of December 2014, 

there were three FLOs assigned or attached to SOCAF in the following capacity: 

(S) SOCOM (b)(1) 1 4(d) 

• ·(U/ /Ji8il+81) One Canadian LNO was assigned to SOCAF in August 2013, under 

the Defense FLO Program. The assignment of the Canadian LNO was pursuant 

to the required annexes and certifications to the "Memorandum of 

Understanding Between the Department of Defense of the United States of 

America and the Department of National Defence of Canada Regarding Special 

Operations Liaison Officers," July 2011. 

• (U//~ Two United Kingdom FLOs were assigned to USAFR[COM, JS, and on 

extended visit to SOCAF under the DPEP. These UK FLOs were also assigned to 

SOCEUR. Information received in response to our data call revealed that SOCAF 

unofficially hosted an additional United Kingdom FLO from the British 

Directorate Special Forces. 

(U//F8W8~ .\s of December 2014, the annexes and certifications for the Canadian 

liaison officer to SOCAF had not been ratified. According to SOCAF' officials, the 

command was in the process of developing the Annex 8 to the USSOCOM and Canadian 

Special Forces Command's MOU. SOCAF leadership would determine and assign the 

appropriate contact officers and a SOCAF DDL would be drafted. 

(S) SOCOM (b)(1) 1 4(d) 
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(U) Joint Special Operations Command 
(U//~ The Joint Special Operations Command OSOC) used three existing 

international agreements for F'LOs that were concluded between USSOCOM and the 

governments of Australia, Canada, and the United IGngdom. JSOC provided the annexes 

to these existing international agreements which were In accordance with DoD 

regulation. However, some Annex Bs were vague in comparison to the actual duties 

which these foreign officers performed. According to a JSOC official, the Annex Bs for 

FLOs who conduct classified missions should be classified and contain the level of detail 
consistent with [their] required duty description. 

(U) In response to our data call, JSOC conducted a review of foreign officer involvement 

and reported since 2011, the command has hosted 802 foreign officers' visits to 

elements of JSOC. According to JSOC officials, 14 FLOs were assigned to JSOC under 

MOUs concluded between USSOCOM and the following foreign countries: 

• (U/ /~ Five· Australian Special Operations Comm;md FLOs wer~ assigned to 

JSOC to represent the Australian Special Operations Command ac1·oss all staff 

functions within JSOC: Two Australian FLOs were assigned to JSOC's · 

headquarters; one FLO was assigned to JSOC's Security Operations Training 

Facility, 3rd Operational Support Group; and two FLOs were assigned to JSOC's 
Combat Applications Group. The international agreement between USSOCOM 

and the Australian government was concluded in 2009. The first Australian FLO 

was assigned to )SOC in 2010. 

• (U/ /~ One Canadian SOF Command FLO was assigned to JSOC 
l1eadquarters in 2014 to represent Canadian Special Forces Command across all 
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staff functions wlthin JSOC. The international agreement between USSOCOM 

and the Canadian government was concluded in 2011. 

• (U//~ Eight United Kingdom of Great Britain FLOs were assigned to the 

JSOC to represent the United I(ingdom's Director Special Forces Command 
across all staff functions: one FLO was assigned to the Security Operations 

Training Facility; three FLOs were assigned to )SOC headquarters; two FLOs 

were assigned to JSOC's Combat Applications Group; one FLO was assigned to 

JSOC's Security Operations Training Facility, 3rd Operational Support Group; 

and one FLO was assigned to the JSOC's Aviation Tactics Evaluation Group 

across all staffs ofJSOC. The first British FLO was assigned to JSOC in 2011. The 
International agreement between USSOCOM and the United Kingdom was 

concluded in 2013. According to JSOC, as of December 2014, six defense FLOs 

remained at JSOC. 

(U) Special Operation Command Forces - Central 
(U//Ji4Mij@) SOCCENT did not have required international agreements for the foreign 

officers assigned or attached to SOCCE.NT or subordinate task force. According to a 

USSOCOM official, OUSD(P) advised USCEN'l'COM and SOCCENT that international 

agreements were required. Howevel', he stated that the command's position was, "We 

don't have time for that. We are busy with the war." SOCCENT did not ha.ve required 

annexes, certifications, or assurances that governed the roles and responsibilities of the 

foreign officers who were assigned to SOCCENT or its subordinate task force. According 

to a USSOCOM official, USSOCOM did not maintain oversight of SOCCENT's international 

agreements or the assignment of foreign SOF officers. 

(U) In response to our data call, SOCCENT reported 12 foreign officers were assigned or 

attached to SOCCENT and subordina.te Com,bined Joint Special Operations Task 

Force-Iraq (CJSOTF-1) from 2011 to 2014. According to a SOCCENT representative, 

SOCCENT hosted four NREOs (two Jordanian and two United Arab Emirates) and eight 
foreign officers. 
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(Uj/P8t!18) As of December 2014, there were no foreign officers assigned to SOCCENT 

headquarters. However, seven foreign officers remain'ed attached to CJSOTF-1. 

SOCCENT reported two Australian officers, two Spanish officers, one Canadian officer, 

one Italian officer, and one Dutch officer deployed to Iraq with CJSOTF-1 but were not 

assigned to USCENTCOM or SOCCENT. SOCCENT did not provide any additional 

Information. 

(U//~ According to a USSOCOM official, the USSOCOM Commander did not 

approve the assignment of any FLOs to SOCCENT nor did USSOCOM have oversight of 

any foreign officers assigned to SOCCENT. SOCCENT did not provide DD Ls, duty 

descriptions, or international agreeme,nts, in response to our data call. A USSOCOM 

official stated that during the [Iraq/ Afghanistan] wars, SOC CENT and USSOCOM brought 

foreign officers into the command without international agreements and were allowed 

to operate that way for many years. 

(U/ /~) We issued a follow-up data call to SOCCENT requesting the following 

information for the foreign officers assigned or attached to SOCCENT and a complete list 

of names, roles, duty descriptions, and dates of assignmentsi the MOUs, annexes or 

technical agreements; any funding associated with the assignment and deployment of 

those foreign officers; and a determination of the continued requirement to have 

foreign officers at SOCCENT. According to a SOC CENT official, SOCCENT did not track 

the foreign officers' involvement and could not provide any additional information 

concerning the foreign officers. 

(U) According to SOCCENT, the four NREOs only had access to the U.S. Non-secure 

Internet Protocol Router Network (NIPRNET) and never had access to classified spaces 

or the U.S. SECRET Internet Protocol Router Network (SIPRNET). SOCCONT did not 

provide sufficient information on the foreign officers at SO CC ENT; therefore, the status 

of the foreign officers' involvement at SOCCENT between 2011 and 2014 could not be 

further evaluated. 
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(U) lntPrnational Visits Program 
(U//~ Deputy Secretary of Defense Memorandum, "Accountability of Department 

of Defense Sponsored Foreign Personnel In the United States (U.S.)," May 18, 2004, 

states that DoD Components must acco1,.1nt for DoD sponsored foreign personnel in the 

United States. Additionally, DoDD 5230.20, paragraph 4.8, states that DoD sponsored 

visits by foreign nationals to the DoD Components, except visits at activities or events 

that are open to the general public, must be documented using the Foreign Visits 

System (FVS) Confirmation Module where practicable. 

(U) The lnternatlonal Visits Program was established by DoD to process visits by, and 

assignments of, foreign representatives to U.S. DoD Components. lt was designed to 

ensure that classified information and controlled unclassified information that was to 

be disclosed to foreign nationals had been properly authorized for disclosure to their 

governments. It also ensured that the requesting foreign government or organization 

made administrative arrangements (e.g., date, time, and place) and provided a security 

assurance when classified information was involved in the visit or assignment. 

(U/ ~) USSOCOM maintained accountability of the foreign officers assigned to 

USSOCOM through the FVS. SOCOM Section 1 7(e) for 1 4(g) 

. USSOCOM did not have 

oversight of foreign nationals assigned or on extended visits to its subordinate 

components. OUSD(P) and USSOCOM personnel stated that they were unaware of 

foreign officers being assigned or attached to USSOCOM component commands. A 

USSOCOM official stated the TSOCs and Service Components approved their own foreign 

visit requests. 

(U//~ We issued a second data-call to USSOCOM's subordinate commands and 

Service components. The results of the data-call Identified that foreign SOF officers 

were assigned, attached, ot on extended visits to those SOF components. Per 

DoDD 5530.3, the assignment of foreign officers to units outside the continental United 

States was not governed by the FVS. 
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(U//""""' A USSOCOM security official stated that the FVS was inadequate because the 

parent nation embassies submitted clearance information through the FVS and could 
clear a foreign officer to whatever level the embassy designated. An OUSD(P) senior 

official stated that although DTSA had oversight of visit policy, DTSA did not have 

operational control of the process because the commands approved foreign visits. The 

official stated his biggest concern was about "personal unofficial visits," although each 

installatio~ would have a log of its visitors. 

(U/ ,'P@l:16) According to a FD official, OUSD(P) had not set policy for overseas foreign 

visit requests. At the time, overseas foreign visit requests were approved by 

subordinate commands and processed between base security and the respective 
partner nation. Based on the information provided, some subordinate commands could 

not fully account for all foreign SOP officers assigned or on extended visits to the TSOCs 

from 2011 to 2014. In December 2014, USSOCOM began an internal review to gain 

better visibility of the international agreements and foreign officer assignments within 

the USSOCOM enterprise. 

(U} Funding th.P Int .gration of For~ign Officers 
(U/ ~) According to the terms of USSOCOM's concluded and pending international 

agreem~nts, the travel and training expenses for the FLOs were to be paid by their 

home governments. USSOCOM was to request host nations' reimbursement for office 

facilities, equipment, supplies, and services required for the FLO to fulfill their MOU. 

USSOCOM officials and FLOs believed that all of the foreign officers' expenses, such as 

travel or training, were paid by the FLOs' home governments. However, according to 

other USSOCOM officials, USSOCOM had not begun to account for the daily office 

expenses of the foreign officers at the USSOCOM. A USSOCOM J3-I official said that 

there were 16 FLOs at USSOCOM whose expenses had not been billed since 2012. 

Exchange officers' expenses, on the other hand, were paid by the U.S. Government. 

(U//~According to the Integration Center for Financial Management official, 

USSOCOM had not determined which office within VSSOCOM had financial 
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responsibility for overseeing partner nation integration. The Financial Management 

Office, which provided coordination on the financial appendix included in each foreign 

officer's memorandum of agreement, was not initially aware of the reimbursement 

budget requirement. At the time of this evaluation, USSOCOM did not have the 

capability to document the cost of the FLOs. According to USSOCOM's concluded 

agreements1 reimbursements would be made through Foreign Military Sales or 

Acquisition Cross-Services Agreements; however, USSOCOM did not have either optjon 
available to it in order to bill each respective country, USSOCOM was in the process of 

establishing a method to bill the partner nations for reimbursable costs. According to a 

subordinate command offlcial, foreign officers within their respective command were 

not billed for normal daily costs of doing business, such as paper and electricity. See 

Appendix C for additional information concerning the funding associated with the 

integration of foreign officers. 

(U) CC'nclusion 
(U//~) Between 2011 and 2014, USSOCOM was not in full compliance with 

applicable laws and directives concerning the assignment and use of foreign officers. A 

total of 27 foreign officers had been assigned or on extended visits to USSOCOM 

Headquarters with and without concluded internation~l agreements. As of 

December 2014, 19 foreign officers remained. USSOCOM had concluded nine formal 

international agreements on behalfof the United States covering 11 total personnel. 

USSOCOM had five agreements for foreign liaison officers wlth Australia (2), Canada (1), 

Jordan (1), New Zealand (1), and United Kingdom (2) that covered a total of 7 

personnel. USSOCOM had four agreements for nonreciprocal exchange officers with 

Australia (1), Canada (1), Denmark (1) and Spain (1) covering an additional 

4 personnel. Therefore, as of December 2014, four foreign liaison officers 

(2-Netherlands, l-German1 and 1-Sweden) and four nonreciprocal exchange officers 

(1-Gerrnan1 2- France, and 1-Norway) remained at USSOCOM Headquarters without 

concluded international agreements. 
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(U) In furtherance of the USSOCOM Commander's vision of the ISCC, from 2011-2014, 

USSOCOM issued personal invitations to the governments of France and Spain and later 

extended invitations to other countries to participate at the Special Operation Forces 

Conference. This offer constituted the initiation of negotiations for international 

agreements pursuant to DoDD 5530.3, Enclosure E.2.1.2. 

(U) However, USSOCOM did not address the prerequisites of the delegated Circular 175 

authority, which specifies the terms and conditions that must be addressed in the 

underlying international agreement that governs the assignment of foreign officers. 

Additionally, USSOCOM did not comply with the coordination requirements of 

DoDD 5530.3, Section 6. Therefore, the Secretary of State was not informed of 

USSOCOM's agreements and was un~ble to report the text of those international 
agreements to Congress as required by the Case Act. 

(U) In addition, USSOCOM lacked the authority to initiate and conclude international 

agreements pertaining to the assignment of foreign officers under MPEP.14 OUSD (P) 

advised USSOCOM in May 2013 that the authority to negotiate and conclude 

international agreements must be requested from OUSD{P),ts 

14 (U) The USS0COM FD0 was aware oftbfs limitation and advised the USS0C0M staff as early as late 
November 2011. 
IS(U) While the general authority to conclude international agreements concerning exchange programs has 
been delegated to the Combatant Commands, there is no evidence that USS0C0M relied upon that 
delegation before 0USD(P) advised them that they did not have such authority. 
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(U) When the OUSD(P) learned of the existence and procedural defects of the USSOCOM 

action concerning the assignment of foreign officers, OUSD(P) faced several choices to 

remedy this matter, including negating the arrangements, potentially resulting in the 

return the foreign officers to their respective countries, or taking remedial actions in 

order to ratify the agreements, permitting the continued function of the ISCC by 

USSOCOM. OUSD(P) chose ratification, and took actions consistent with that course of 

actlon, including issuance of exceptions to policy concerning the proper conclusion of 

prerequisite international agreements, in accordance with DoDD 5530.3. 
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(U) Recommendations, Management Comments, and 
Our Response 

{U) Recommendation A. 1. 

(U) We recommend that the Under Secretary of Defense for Policy update DoD 

Directive 5230,20, "Visits and Assignments of Foreign Nationals," June 22, 2005, 

to include the establishment of criteria for granting exceptions to poUcy and 

clarification ·or guidance on the use of extended visit requests. 

(U) Ojfke n( t.lir~ U11del' Seci◄el:my of De/c11se ju,· Policy Res11011se 

(U) The Assistant Secretary of Defense (Acting) Special Operations/Low-Intensity 

Conflict, responding for OUSD(P), concurred with our flndi'ngs and recommendations. 

(UJ Out lksponse 

(U) OUSD(P)'s comment was responsive to our recommendation. We request that 

OUSD(P) update the DoD OIG concerning the status of Do DD 5230.20 revisions within 
' 90 days of this report. 

{U) Recommendation A.2. 

(U) We recommend that the Commander, United Stjltes Special Operations 

Command: 

(U) A.2.a. Ensure all international agreements for the foreign officers 

assigned or on extended visits to the United States Special Operations 

Command and subordinate commands are in compliance with Public Law 

111-84, DoD Directive 5503.3, "International Agreements," July 18, 1987, 

Circular 175, "Authority to Negotiate and Conclude Non-Reciprocal 

International Defense Personnel Exchange Agreements," October 20, 2011, 

and Circular 175 "Authority to Negotiate and Conclude Foreign Liaison 

Assignments," October 17, 2011. 
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(U) U11itecl St.otes SpeciCJI Oµemtio11s Com11Ht11d l?es11onsc 

(U//~ The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM commented that currently all foreign 

personnel assigned to USSOCOM and its subordinate commands had an approved MOA 
or had an OUSD(P) approved exception to policy pending the completion of their 

specific MOA. 

{'U) Our Hesponse 

(U) USSOCOM's comment was responsive to our recommendation and we require no 
further comment. 

(U) A.2.b. Ensure existing Annex Bs to the international agreements 

contain the level of detail and classification consistent with the foreign 

officer's actual mission requirement 

(U) Unit:ed St.ales Spec/ct/ Operntions Command Response 

(U/ ~) The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM responded that all "Annex Bs" (duty 

descriptions) for exchange officers were being modified to reflect the level of detail 

consistent with their duties. 

(U) Our Respon8e 

(U) USSOCOM's comment was partially responsive to our recommendation. USSOCOM's 

response only addressed the modification of Annex B's for exchange officers. We 

recommend Annex B's (duty descriptions) for FLOs, as well as exchange officers, be 

consistent with their specific mission requirements. We request additional comments 

within 30 days of this report. 

(U) A.2.c. Require component commanders to ensure that all required 

annexes, certifications, and designated disclosure letters are ratified in 
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accordance with Circular 175 authority and DoD Directive 5530.03, 

"International Agreements,'' July 18, 1987. 

(U) Unilerl St:ales Spec/al 01,eml.io11s Co111111c1111I Res1ww;e 

(U) The Deputy Commander, USSOCOM1 responding fo r the Command, concurred with 

our recommendation. USSOCOM commented that the executive agreements for foreign 

officers assigned to Headquarters USSOCOM, component headquarters, and subordinate 

subunifie<l command hec.1dquarters will be reviewed and maintained in accordance with 

the applicable directives and policy guidance. 

(U) 0111' Response 

(U) USSOCOM's comment was responsive to our recommendation. We request that 

USSOCOM provide a written update to DoD IG concerning the status of USSOCOM's 

review oftts International agreements and supplemental annexes within 90 days of this 

report .. 

(U) A.2.d. Request an exception to policy for the non-reciprocal and 

exchange officers who are currently assigned to the United States Special 

Operations Command without concluded international agreements. 

(U) United Stows Special Opermio11s Com111a11d Res/mnse 

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with 

our recommendation and stated that the recommended action was complete. 

(UJ Our Respo11se 

(U) USSOCOM1s comment was responsive to our recommendation and we require no 

further comment. 

(U) A,2,e, Seek appropriate authority for the foreign intelligence officers 

assigned or attached to United States Special Operations Command and 

follow established procedures for the collection and exchange of 

intelligence l11 accordance with DoDD 5530.0, 

SOCOM Section 1 7(e) for 1 4(a) 
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(UJ United State.c: Special Opeml ions Co111111nnrl Resµunse 

(U//~The Deputy Commander, USSOCOM, responding for the Command, 

non-concurred with our recommendation. USSOCOM disputed the finding that the 

Command Initiated agreements for the exchange of military intelligence with foreign 

governments before gaining the approval of DIA. USSOCOM asserted that the Command 

has been in compliance with all authorities and policies for 

intelligence-focused FLOs. USSOCOM further stated that at no time were Intelligence

related FLOs assigned as Exchange Officers, and no representatives from foreign 

intelligence agencies have ever been assigned to USSOCOM. All foreign officers assigned 

to USSOCOM were representatives of their respective Ministries of Defense. 

(VJ Defense /11tclll9e11ce l\grmc:y Rcsµo11sc 

(U) Although not required to respond, the Director of Security, DIA, responding for the 

Agency, commented that the exchange officers assigned to USSOCOM during this period 

of time were assigned under the Defense Personnel Exchange Program, of which the 

Defense Intelligence Personnel Exchange Program is a subset. DIA reviewed the limited 

information available and Indicated the Canadian Deputy J2 position could be 

appropriately categorized as a Defense Intelligence Personnel Exchange, vice a DPEP, 
' and would then be subject to DIA Instruction 5230.002. DIA's coordination of this 

response memo with USSOCOM J2 revealed an incorrectly identffied Canadian NREO 

position wlth duties at the Deputy )2. The position was Instead a Canadian FLO 

assigned to the Joint 'Intelligence Center, which would not be subject to DIAI 5230.002. 

According to DIA, USSOCOM had separately addressed this factual error in its response 
to the DoD IG Draft Report. 

(VJ Out' Response 

(U/,'FOl lO) We stand by our recommendation. As written on pages 25 a11d 26 of this 

report, In November 2011 the Canadian embassy processed a foreign visit request 

(CA11-A3103) for a Canadian intelllgence liaison officer to serve as the Deputy J2, 

USSOCOM. USSOCOM assigned the Canadian officer as a NREO. The international 

agreement for Canadian exchange officers was concluded in November 2014. The 
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Canadian officer stated that he worked as a FLO and his duties included answering 

Canadian SOF intelligence requirements, coordinating with other SOP unit$ and DIA, 
and providing U.S. and Canadian SOF with relevant inte111gence information. In July 

2014, a German Bundesnachrichtendienst (BND) (the Federal Intelligence Service) FLO 

was assigned to USSOCOM, under a recurring visit request (ID# GM14-A660). 

According to the draft Annex B, USSOCOM tasked the BND FLO to facilitate Intelligence 

exchanges and intelligence sharing with the Joint Intelligence Center, USSOCOM, In 

support of USSOCOM J2 focus areas. In addition the BND FLO would provide 

intelligence reports and support to a TSOC's request for information and intelligence 

requirements, and provide support for BND's staff visits to USSOCOM. As a result, our 

recommendation remains valid and consistent with DoDD 5530.3 and DoDD 5230.30. 

DoDD 5530.3 requires DIA to concur with all proposed agreements concerning 

intelligence and intelligence-related matters. DoDD 5230.20 requires DIA to Issue 

guidance governing the negotiation and concludsion of agreements for the assignment 

of foreign intelligence officers under the Defense Intelligence Personnel Exchange 

Program, We request additional comments within 30 days of this report. 

(U) A,2.f, Maintain oversight of all foreign Special Operations Forces 
assigned or on extend.ed visit to United States Special Operations 
Command's subordinate commands and Service components. 

(U) United Stntes Sperial Opemlions Co111nw11d Ues11011se . 

(U//~ The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM commented that it was in the process 

of developing and promulgating command policy regarding oversight of foreign SOP' 

assigned to or on extended visits across the headquarters and USSOCOM's subordinate 

commands based on this report's recommendations. Additionally, USSOCOM 

commented that the Gommand would monitor the international agreements entered 

into by its SOF Service component headquarters. 
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(UJ Our Re.c.po11se 

(U) USSOCOM1s comment was responsive to our recommendation. We request 

USSOCOM provide a written update to the DoD IG on the status ofUSSOCOM's policy 

regarding oversight of foreign SOF assigned to or on extended visits across the 

USSOCOM's enterprise within 90 days of this report. 

(U) A.2.g. Ensure that United States Special Operations Command 

components maintain compliance with DoD Directive 5230,20, "Visits and 

Assignments of Foreign Nationals" concerning the invitation, visit, and 

assignment of foreign officers, 

(UJ United Stales Special Oper·cttio11s Commn11rl Response 

(U) The Deputy Commander, USSOCOM, responding for the Command1 concurred with 

our recommendation. USSOCOM commented that it continues to improve its foreign 

officer program based on recommendations ln this DoD lG report. 

{U) Our Response 

(U) USSOCOM's comment was responsive to our recommendation. We require no 
further comment. 

(U) A.2.h. Eliminate the "dual" use of foreign officers (with or without 

concluded agreements) in accordance with current regulatory guidance. 

(U) United Stales Special Opernl/ons l'o11111w11d Response 

(U/ /~) The Deputy Commander, USSOCOM, responding for the Comrnand1 

concurred with our recommendation. USSOCOM commented that It ensures foreign 

officers are only afforded exchange officer status after the conclusion of an MOA. 

USSOCOM also stated that it differentiates between foreign liaison and e1<change 
officers. 
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(U) Our Resµo11se 

(U) USSOCOM's comment was responsive to our recommendation. We require no 

further comment. 

{U) A.2.i. Establish a process for reimbursement of costs associated with 

hosting Foreign Liaison Officers. 

{U) Unit:ed Stntes Special Opera l:io11s Co11111u,11d /?esponse 

(U//liiW@i) The Deputy Commander, USSOCOM, responding for the Command, 
concurred with our recommendation. USSOCOM commented that countries were now 

billed for services annually via the appropriate Acquisition and Cross-Servicing 

Agreements. 

{U) Our l?cspo11se 

(U) USSOCOM's comment was responsive to our recommendation and we requ'lre no 

further comment. 
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(U) Finding B 

(U) USSOCOM Did Not Fully Comply With SCIF 
RequirPments 
(~F) SOCOM Section 1 7(e) for 1 4(g) 

• (U) Foreign officers assigned to USSOCOM had unfettered access to 

SOCOM Section 1.7(e) for 1.4(g) 

• (U) SOCOM Section 1. 7(e} for 1 4(g) and were 

authorized to escort other SOCOM Section 1 7(e) for 1 4(g) 

partners had access; 

• (U) SO COM Section 1. 7(e) for 1.4(g) 

(U//~ SOCOM Section 1 7(e) for 1 4(g) 

(U) Criteria 
(U) IC Directive 705, "Sensitive Compartmented Information Facilities," May 26, 2010, 

ICD 705 states that all IC SCIFs must comply with uniform IC physical and technical security 

requirements. !CD 705 Is "designed to ensure the protection of SCI and foster efficient, consistent 
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and reciprocal use of SCIFs in the IC." !CD 705 applies to all IC accredited facilities where SCI is 

processed, stored, used or discussed. The Office of Security (SEC), DIA, was designated as the 

accrediting official for DoD SC!Fs. All waivers to SC!F physicaJ security requirements must be 

approved by the Head of an Intelligence Community Element, which, in USSOCOM's case, is the 

Director, DIA. Although the SEC was designated the sole accrediting authority for physical and 

technical (TEMPEST) security for permanent SCI facilities, automated information system 

accreditations must be obtained to process SCI. 

(U) DoD Manual 5105.21-V2, ''Sensitive Compartmented Information (SCI) Administrative 
Security Manual. DoD Manual 5105.21-VZ, Enclosure 2, Physical Security, paragraph 6i(2), states 

"SCJ-indoctrinated foreign nationals may be granted access to a SCIF either as a visitor or an 

embedded part of the organization per agreement between their government and the USG [U.S. 

Government]." The manual also states that foreign nationals will not be permitted to escort 

personnel. 1'Foreign nationals without appropriate SCI indoctrinations must not be admitted inside 

a SCIF unless special approval is obtained in advance by the Head of an Intelligence Community 

Element or designee." Paragraph 6 i(3) states, "Whenever SCI-indoctrinated foreign nationals are 

provided general access to a SCIF as part of their official daily duties, the organization will ensure 

that compensatory security measures aimed at protecting against the inadvertent or deliberate 

release of non-releasable information, both foreign government and USG, is taken and foreign 

disclosure guidelines must be followed." Paragraph 61 (3)(d) goes on to state, "Unique security 

procedures must be develope_d and clearly documented in the local standard operating procedure 
(SOP)." 

(U) Physical Security, Access, and Counterintelligence 

(U) Physical Security of the SCIF 

(U) ln April 2014, DIA reaccredited USSOCOM's SCIFs and authorized open storage of SCI material. 
DIA determined that SOCOM Section 1 7(e) for 1.4(g) , met all the physical standards In accordance 
with ICD 705 and DoD Manual 5105.21. 
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((i,ffNi) On April 21, 2014, DIA SEC conducted an in-progress review ofUSSOCOM's renovation of 

lfJ•W•lm . USSOCOM's construction project modified the overall square footage of the existing 
SCIF, to carve out a collateral ISCC and newly renovated SCIF spaces adjacent to the ... The 

USSOCOM Commander designed the ISCC/J3-J to function as the main collaboration hub for 

international SOF missions. The watch floor was to be dedicated to collateral operations. 

Controlled adjacent rooms were constructed, operated, and maintained for reciprocal use as a 

temporary secure working area. A USSOCOM senior official stated that the ISCC/J3-l location was 

selected based on the proximity to the~ SCIF, which was the "heartbeat of USSOCOM." 

USSOCOM designed the- to operate 24 hours per day, seven days per week (continuous 

operations). Within the collateral space, one permanent SCIF (S0-14-003) was devoted to U.S. 

personnel only. Another SCIF (S0-14-004) was used by Commonwealth Five Eye partners. 

(U) J3-lnternational Spaces (Non .. sc~F) 
(U/ /~) The J3-l was the primary location in which partner nation representatives worked 

{excluding those partner nation representatives who worked in the J2, Special Operations Research, 

Development, and Acquisition Center (SORDAC), and the SOCOM Section 1 7(e) for 1 4(g) 

had a total capacity of 105 individuals, which was configured for 63 U.S. with 37 partner nation 

officers. The primary worl<space was based on an open floor plan to allow better integration and 

maximum collaboration between the U.S. and partner nation SOF. SOCOM Section 1 ?(e) for 
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(U) Figure 1. USSOCOM J3•1 Headquarters 

{U) Mitigation Efforts 

~) SOCOM Section 1 7(e) for 1.4(g) 
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(G,G/NF) The Staff Assistance Visit report stated the building security posture was "top notch." DIA 

recommended final accreditation of the SOCOM Section 1 7(e) for 1 4(g) 

We asked DIA to clarify the language in the report which recommended granting foreign nationals 

operational control of the facility. The report stated: 

(U) SOCOM Section 1 7(e) for 1 4 ) 

(~) According to a DIA official, FVEY officers did not have operational control of a DIA facility. 
DIA intended to create a compartmented area under the ICD 705 guidelines. However, FVEY 

officers had unlimited access to DIA SCIF S0-14-004, which was created as a stand-alone FVEY SCI 

area. The DIA official stated that given the absence of U.S.-only information in SCIF S0-14-004 

(FVEY SCIF), the risk of giving unfettered access to the only FVEY SCIF was deemed acceptable 

based on the mitigations identified in the SOCOM Special Security Officer's (SSO) email. The DIA 

security official stated the recommendation should have been to allow foreign nationals access 

control of the FVEY facility instead of operational control. He stated that DIA would take action to 

correct the terminology and ensure the SSO, USSOCOM, ui1derstands the difference. 

(~) We also asked DIA to clarify the language in the facility accreditation for SCIF S0-14-004, 

which stated that ''accreditation is based on the safeguards and countermeasures Identified in REP 

D [Email from SSO SOCOM ... , Subj: FW: Status ofS0-14-004, Dated: 01 May 2014]." According to a 

DIA security official, the information relevant to the accreditation should have been spelled out In 

DIA's accreditation message. DIA referenced the SSO's email and its proposed mitigations, but did 

not spell out the requirement in the actual accreditation message. DIA stated that it had changed 

that practice within the Security Branch. 

(U//~ In addition to a physical accreditation and TEMPEST accreditation, an automated 

information system security accreditation was required to process SCI electronically. USSOCOM did 
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not provide us with lts automated information system accreditations or documentation that DIA 

granted foreign nationals general access to any other SCIFs located in&J•N•h' 

SOCOM Section 1 ?(e) for 1.4(g) 

SOCOM Section 1 ?(e) for 1 4(g) 

16
(U) TSCM involves techniques and measures to detect and nullify a wide variety of technologies that are used to obtain 

unauthorized access to National Security Information, restricted data, and sensitive but unclassified Information. 
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SOCOM Section 1 7(e) for 1 4(g) 

(U) Foreign Oificer Access to USSOCOM's SC/Fs 
(U//~ Between 2012 and 2013, the USSOCOM Commander decided to give unescorted access 
to the partner nation officers in SOCOM Section 1 7(e) for 1 4(g) --

. In 
response to our data call concernjng foreign officer's access, a USSOCOM official explained that 
SOCOM Section 1 7(e) for 1 4(g) 

( UJ Neoccul'l'ing AcCP!iS for Foreign OJ}tc:ers 

(U) According to DoDM 5105.21-V2, foreign nationals without appropriate SCI indoctrinations 

must not be admitted inside a SCIF unless special approval is obtained in advance by the 

Director, DIA or designee. SOCOM Section 1 7(e) for 1 4(g) 

The DJA official also stated that FLOs are not allowed 
unescorted access to the U.S. only parts of a SClF. According to the DIA official, FLOs work on behalf 

of their country and are allowed limited access to specific information deemed releasable to their 
country. 

(~) As part of USSOCOM's integration effort, the USSOCOM Commander invited all FLOs, both 

SCI and non•SCI cleared, to attend the Commander's weekly me~tings in the SOCOM Section 

. In 2013, the senior intelligeuce officer, 
USSOCOM's Director of Intelligence, authorized escorted access by non-SCI cleared foreign 

nationals during designated times. According to the authorization memorandum, USSOCOM risk 

mitigation strategies minimized the loss or compromise of U.S. SCI and non-releasable information. 
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(UJ FVHV Pm'l.11crs Swipe Access 

(U) According to DoDM 5105.21-V21 when SCI-indoctrinated foreign nationals are provided general 

access to a SCIF as part of their offldal dally duties, the organization will ensure that compensatory 

security measures aimed at protecting against the inadvertent or deliberate release of 
non-releasable information, both foreign government and U.S. Government, is taken and foreign 

dtsclosure guidelines must be followed. A risk assessment must weigh the benefit to the U.S. 
Government of foreign national personnel in the SCIF against the risk that security measures will 

not adequately protect against unauthorized disclosure. The results from that risk assessment will 
be provided to SEC, DIA for review. Regardless, the regulation stated, foreign nationals were not 

permitted to escort personnel. 

(U/ /~) USSOCOM security personnel believed that personnel from USSOCOM $pedal Security 

Office "did everything they could do" to secure the SCIF area. The USSOCOM Security Management 
official said that the SOCOM Section 1 7(e) for 1 4(g) 

[6 a.m. to 8 p.m.]. He also said that one security weakness was that the FVEY partners did not 

always announce their entrance into the SCIF; therefore, they could walk into "NOFORN" meetings. 

Another USSOCOM security official stated that the FVE:Y officers were on an "honor system" not to 

access theBtl during NOFORN presentations. A USSOCOM security official stated that the 
SOCOM Section 1 ?(e) for 1.4(g) 

Joint Intelligence Center. According to the USSOCOM official, USSOCOM Deputy J3, an Australian 

Brigadier General, had unfettered access to USSOCOM FVEY 

officers, with unescorted SClF access, were also allowed to escort foreign visitors into the areas In 
which they had access, which was against DoDM 5105.21-V2 policy. A USSOCOM FLO stated that 

the [FVEY partners] were told they were authorized to escort two years ago and that "It would be 

disappointing if a U.S. escort requirement was re-Introduced for FVEY officers. The U.S. escort 

requirement would be a waste of U.S. staff effort and not recipro[cal] to your [U.S. special 

operations liaison officers] authorities In our nations." 

(U//litiMf8) According to a DIA official, foreign exchange officers are considered to be part of the 

work force and given limited access based on the agreement between the two countries. This 

access Is spelled out in the DDL and is usually restricted to a specific mission. However, the officers 
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are generally given limited access within the work space of the assigned team. They are not 

authorized unlimited access to "U.S. only" areas. 

[U) Special Opemf.io11s Hesem'C/1 Devclop111enl w1rl Acq11isilio11 Cent.er 

(U//r~) USSOCOM had civilian Science and Technology liaison representatives from the United 

Kingdom and Australia working at the SORDAC. These United Kingdom and Australian officers 

were at the SORDAC on extended visit requests and had a separate office with a safe and computer 

certified at the SECRET //RELEASABLE level. A USSOCOM official believed that foreign officers 

from the United Kingdom, Australia, Norway, and Canada assigned to USSOCOM respected the 

processes for science and technology requests for information; however, there was no formal 

process for other partner nations to request science and techl101ogy information. The USSOCOM 

official said that the ability to reach out to the British and Australian SOF science and technology 
communities was beneficial to working on joint projects. 

(U/~) SOCOM Section 1 ?(e) for 1.4(g) 

nation integration into the SORDAC was easy, as long as the agreements were in place. The civilian 

believed that USSOCOM learned just as much from the partner nation representatives as the 
partners did from USSOCOM. 

(U) Conclusion 
(~) SOCOM Section 1.?(e) for 1 4(g) 

SOCOM Section 1 7(e) for 1 4(a) 
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SOCOM Section 1 7(e) for 1 4(g) 
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(U) Recommendations, Managernent Comments, and Our 
Response 

(U) Recommendation B 

(U) Revised Recommendation 
(0) As a result of comments from USSOCOM, we revised draft report Recommendation 8.1.a to omit 

the recommendation to withdraw Five Eye partners' escort authority. 

{U) Recommendation 8.1.a 
(U) We recommend that the Commander, United States Special Operations Command: 

(U) B.1.a. Discontinue the practice of Five Eye partners providing escort within SCIF 

spaces in order to comply with Intelligence Community Directive 705, Sensitive 

Compartmented Information Facllltles," and DoD Manual S105.21-V2, "Sensitive 

(:ompartmented.lnformation (SCI) Administrative Security Manual,'' October 19, 2012. 

(U} Uni led Staces Spedal Opemtiuns Com/llancl l?esponse 

(U/ }ROJJOj The Deputy Commander, USSOCOM, responding for the Command, non-concurred with 

our recommendation. USSOCOM stated that it disputed the finding that FVEY partners were 

authorized to escort other foreign nationals lnto SC!Fs in which FVEY partners had access. 

Additionally, USSOCOM provided the response that USSOCOM's Manual 380-6 stated that only U.S. 

cleared personnel are authorized escort of personnel in the SCIF. FVEY partners have never been 
afforded SCIF escort privileges. 

(VJ Ou,. Response 

(U) USSOCOM's comment was non-responsive to our recommendation. We agree FVEY officers dld 

not have the written authority to escort personnel into SCIFs in accordance with U.S. policy and 

directive. However, as written on page 59 of this report, a USSOCOM FLO stated that in 2012, the 

FVEY partners were told that they were authorized to escort foreign visitors into areas in which 

they had access, to included SCIFs. Our evaluation concluded that USSOCOM FVEY officers, with 
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unescorted SCIF access, routinely escorted foreign visitors into the areas In which the FVEYs had 

access. Therefore, USSOCOM did not adhere to USSOCOM Manual 380-6 by allowing USSOCOM 

FVEY officers to perform escort duty, Fo11 clarity, we have restated our recommendation that the 

USSOCOM Commander discontinue the practice of allowing FVEY officers escort privileges. We 

request that USSOCOM provided written comments to revised Recommendation 8.1.a within 30 
days of this report. 

(U) B.1.b. Restrict Five Eye partners' swipe access to the Global Mission Support Center 
when the meeting sign does not illuminate "RELEASABLE." 

(UJ Unit:cd St.al:es Special Opcl'cttions Commo11rl Response 

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with our 

recommendation. 

(UJ Our Response 

(U) USSOCOM's comment was responsive to our recommendation and we require no further 
comment. 

(U) B,1,c. Establish formal procedures for processing requests for information 
concerning science and technology information by foreign liaison officers. 

{UJ U11ilcd Stales Special Operations Co111111n11d l?espon.w, 

(U/ /~ The Deputy Commander, USSOCOM, responding for the Command, concurred with our 
recommendation. USSOCOM provided the comment that In July 2014 USSOCOM published 

Regulation 10-4, "Pai-tner Nation Requests for Information and Requests for Support." Since then, 

all partner-nation-related requests adhere to the guidance within USSOCOM Reg. 10-4 to ensure 

accountability and appropriate review, to include those pertaining to science and technology. 

(U) Our Response 

(U) USSOCOM's comment was responsive to our recommendation and we require no further 
comment. 
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(U) Recommendation B.2. 
(U) We recommend the Director, Defense lntelUgence Agency: 

(U) B,2.a. Establish appropriate policy and procedures for integrating partner nation 

representatives into Defense Intelligence Agency accredited Sensitive Compartmented 

Information Facilities 

(ll) Defense~ lnl.e/f/gence Age11r:y lfosµonse 

(U) The Director of Security, DIA, responding for the Agency, concurred with our findings and 

recommendations. DIA commented that it was in the process of completing draft policy concerning 

the integration of partner nation representatives into DIA-accredited SC!Fs. A completion date 

could not be determined due to further coordination with the Office of the Under Secretary of 
Defense (lntelligence). 

( ll) Our Respom,e 

(U) DIA's comment was responsive to our recommendation. We request that DlA provide a written 
update to the OoD IG concerning the status of the draft policy integratlng partner nation 

representatives into DIA-accredited SCIFs within 90 days of this report. 

(U) B.2.b. Review the accreditation for the Five Eye Sensitive Compartmented 

Information Facility (S0•14-004) and ensure the accreditation certificate is in ac~ordance 

with Defense Intelligence Agency and Intelligence Community Directive 705 

requirements. 

(U) Def e11se lnl·el/igenr:a ll.<}(ml:JI Response 

(U) The Director of Security, DIA, responding for the Agency, concurred with our findings and 

recommendations. DIA further stated that this action was reviewed and corrected. 

(U} Out Response 

(U) DJA's comment was responsive to our recommendation. We request DIA update the DoD OIG 

on whatacti.ons were taken to correct the accreditation certificate for the Five Eye Sensitive 

Compartmented Information Facility (SO 14-004) within 90 days of this report. 
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(U) B.2.c. Review the United States Special Operations Command's automated 

information systems accreditation. 

(U) Defr11sc lnt.e/Ji9em:e Agency Response 

(U) The Director of Security, DIA, responding for the Agency, suggested that the review of 

USSOCOM's automated information systems accreditation be addressed by USSOCOM )6, the 

accrediting official responsible for automated information systems .in accordance with Department 

of Defense Manual 5105.21.V2. 

{U) Our Uesponse 

(U) DIA's comment was not responsive to our recommendation. DIA dtd not concur or non-concur 

with our finding or recommendation. DIA's facility reaccreditatlon message "Facility 

Reaccreditation for April 24, 2014, stated that "this reaccreditation 

was one of three [facility, TEMPST, and automation information syst,em] accreditations required to 

process SCI electronically and must be maintained on file within the faclllty.'' The SEC, DIA, 

identified the Chief Information Officer, DIA as the designated automation authority within the DoD 

and the IC. DoDM 5105.21.V2 states that the designated approval authority will decide whether to 

grant accreditation approval to operate a system. We request that DIA review USSOCOM's 

automated information system accreditations and determine if these accreditations are In full 

compUance w.ith DIA's facility reaccreditation message cited above, DoDM 5105.21.V2, ICD 705, and 

!CD 503. We request DIA provide comments to the DoD OIG concerning USSOCOM's automation 

information system accreditation requirements within 30 days of this report. 
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(U) Finding C. 

(U) USSOCOM Improperly Disclosed c;lassified 
Information t ForPign fficers 
(U) USSOCOM was not in full compliance with security regulations in its disclosure of 
classified information to foreign officers. This situation existed because USSOCOM or 
subordinate commands: 

• (U//~) Shared classified military information and controlled unclassified 

information with foreign officers before having all DDLs1 security assurances, or 

proper release authority; 

• (U //~ Released bl-lateral Information and foreign government information 

without the concurrence of the appropriate host nations; and 

• (U/ /~) Conducted meetings and shared information with partner nations 
that were not coordinated through USSOCOM's Foreign Disclosure Management 

System or FOO. 

(U/ /~)As a result, foreign officers rece.ived information that they were not 
authorized to receive. 

(U) Criteria 
(U) Under the terms of National Disclosure Pollcy-1, "National Polley and Procedures for 

the Disclosure of Classified Military Information to Foreign Governments and 

International Organizations," October 11 1988,17 (NDP-1) the SECDEF and the Deputy 

SECDEF are the only officials within DoD who may grant [unilateral] exceptions to 

NDP-1. However, 1n most cases, exceptions to policy are granted or denied by the 

17 (U) The NDP-1 provided to designated disclosure authorities on-a need-to-know basis from the Office of 
the Director for International Secur ity Programs, OUSD[P). 
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National Disclosure Policy Committee.18 Under DoD Directive 5230.11, "Disclosure of 

Classified Military Information to Foreign Governments and International 

Organizations/' June 16, 1992, the Secretary of Defense has delegated disclosure 

authority to the Secretaries of the Military Departments and o.ther DoD officials whose 
decisions must be compliant with NDP-1. 

(U) DoD Directive 5230.11 also implements NDP-1 and provides policy, responsibilities, 

and procedures governing the disclosure of classified military information to foreign 

governments and international organizations. Paragraph 4.4 states✓that classjfied 

military information must not be disclosed to foreign nationals until the appropriate 

designated disclosure authority receives security assurance memorandums from the 

foreign government of the individuals who are cleared to receive the Information. 

Paragraph 6.1.1 states that before any discussions with foreign representatives on the 

negotiation of an International agreement, the DoD components must determine the 

extent to which classified military ihformation will be required for release and obtain 

disclosure authorization for the Information. Enclosure 3, "NDP-1 Disclosure Criteria, 

Conditions, and Limitations," prohibits the disclosure of classified information 

originated by or for another Department or Agency, or officially obtained from a foreign 

government. An exception could be if the Department or Agency consents to the release 

or if the information has been conveyed by the foreign government with express 

written consent to Its further disclosure. 

(U) DoD Directive 5230.20, paragraph 4.5, states that access by foreign nationals to 

classified information must be in accordance with DoD Directive 5230.11 and OoD 

Directive 5200.1-R, "Information Security Program," January 1997 (subsequently 

superseded by DoDM 5200.01, "DoD Information Security Program: Overview, 

Classification and Declassification," 24 February 2012), They will have access only to 

information that does not exceed the level authorized under NDP-1 for release to their 

governments. Exceptions to NDP-1 will not be granted to accommodate the assignment 

of FLOs, DPEP, Co-operative Program Personnel, or foreign personnel arrangements. 

18 (U) 'l'he National Disclosure Policy Committee is the cenb·al authority for formulating, promulgating, 
administering, and monitoring national disclosure policy. 
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(U/ /~) USSOCOM Directive 550-2 states that USSOCOM and component PDOs are 

responsible for review of any classified military information and controlled unclassified 

information or bi-lateral classified aspects of topics nominated by the Component or 

TSOC for discussion. The directive also states that all products, information, data, and 

materials developed as a result of the ISCC/J3-l's request for information and request 

for support process, require coordination with USSOCOM's command FOO or J3-l's FOO 

for disclosure and release to foreign partners. For any topics nominated by the 

Interagency Partnership Program, the lnteragency Partnership Program must ensure a 

foreign disclosure review from interagency original classification authority19 is 

accomplished. 

(U) Foreign DisclosurP Program 
(U//~ The USSOCOM foreign disclosure program was split between the Command 

foreign disclosure office and the Directorate for Intelligence 02) foreign disclosure 

office. USSOCOM's foreign disclosure program had established foreign disclosure policy 

and procedures for the protection of classified information and enabling of Information 

sharing. USSOCOM Command Foreign Disclosure Office was responsible for 

international programs, including export licenses and technical data transfers, and the 

protection of classified military infot·mation as defined by NDP-1. USSOCOM 

established a foreign disclosure management system in which all requests for release of 

classified military information and controlled unclassified information was processed 

through the FOO or designated representative. According to a FDO, most liaison officers 

and command personnel followed USSOCOM's Foreign Disclosure Management System 

policy-with the except.ion of the who was the subject of several 
foreign disclosure incidents. 

(U//PeM) An OUSD(P) official stated that disclosure to foreign officers was based on 

the security assurance and position description for the foreign officer. According to a 

USSOCOM foreign disclosure official, the security assurances should be maintained on 

9 1 (U) Original Classification Autl1orlty, The authority given by SECDEF to classify military lnformat1on tl1at 
originates in and is controlled by a specinc command. Orlglnal Classification Authority cannot be further 
delegated. 
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foreign officers assigned to USSOCOM and components. According to a USSOCOM FOO, 

classified military information shared with current partner nations was based on an 

ap,proval from the geographical combatant commands. The geographical combatant 

commands determined the "need-to-know" to share the type of information that was 

being provided at the commander's update brief, According to a USSOCOM FDO official, 

the foreign disclosure office advised the USSOCOM staff to pr9tect bi-lateral agreements 
at all cost. 

{U) Disclosure of Classified Information to Foreign Officers 
(U //~According to our data call response concerning foreign officer access to 

classified military information or controlled unclassified information, a USSOCOM 

official replied, "The exchange officers only receive information on a limited basis and 

only when there is a clearly d~fined benefit to the United States." A USSOCOM security 

official clarified the accuracy of USSOCOM's response. He stated that the answer, "Is 

correct if the standard for 'defined benefit' is it helps relationships with the FLOs." 

SOCOM Section 1 7(e) for 1 4(a) to establish trust with the 
foreign partners. He accepted the risk of inadvertent disclosure and, according to 

USSOCOM personnel, pressured those in the command to share more with the fo retgn 

partners. USSOCOM pe'rsonnel were concerned that when leadership put pressure on 

subordinates, people would make mistakes or act unethically trying to meet the 

Commander's Intent. 

(U//~ According to a USSOCOM official, USSOCOM's leadership was advised that 
non-SCI partner nation officers The senior 

official stated that USSOCOM started circumventing the process for bringing foreign 

officers into the SCIF and alleged that during a SOCCENT planning session, the J3-I 

broadcast a SECRBT //REL briefing out of the SOCOM Section 'l.7(e) for 1 4(g) 

participants were cleared fo r the information. SOCOM Section 1 7(e) for 1 4(g) 

had the capability to stream video to offices outside the SCIF. A USSOCOM 

cyber security official stated he was unaware of a tool that did discretionary routing 

[sending data from the big screens] out of the~. 
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(U/ /~) USSOCOM did not own most of the classified data it worked with and was 

required to request permission from the appropriate owner before releasing 

information to a foreign partner. A senior staff official stated USSOCOM briefed 

bi-lateral information to the GCCs without the concurrence of the foreign government or 
originating authority. 

(U/ /~) A USSOCOM investigation was done on a J3-I representative who changed 

briefing information, after the presentation had been approved for release by the FOO, 

in order to brief unauthorized information. The investigation concluded that DoS 

information was briefed to theBitltl concerning Peru purchasing night-vision goggles 
without obtaining permission from Dos. 

(U//~ In addition to planning mee,tings and operational briefings, partner nation 

representatives were invited to the Commander's Update Briefing in which each SOF 

subordinate commands briefed the USSOCOM Commander on the current status of SOF 

personnel, SOP operations, security corporation activities, and other key-leader events. 

Some foreign officers within USSOCOM and SOP Components complained'that they were 

not receiving enough information to effectively do their jobs. The Australian exchange 

officer serving as the USSOCOM Deputy J3 voiced concerns over being excluded from 

weekly updates distributed to key leaders within USSOCOM Headquarters. 

(U//~ On June 10, 2013, the Commander informed a group of senior personnel 

that the new Australian SOCOM Deputy J3 would have access to everything except a few 

special access programs. On July 2, 2013, a DIA employee assigned to USSOCOM 

reported to DIA his concern that NOFO.RN data was being improperly released by 

USSOCOM HQ to the FLOs and the Australian general officer newly assigned as Deputy 

J3. The DIA SEC team. Investigated this report to determine whether there was a valid 

basis to the employee's concern and to review the processes in place regarding release 

and disclosure of classified national security information to embedded foreign exchange 

officers and found no improper disclosure or release of classified national security 

information to the Australian Deputy J3. The DIA SEC team determined that the DIA 
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employee and other personnel within the USSOCOM staff weren't sufficiently educated 

in what USSOCOM was doing to enable foreign offlcer access. 
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(U//~ A USSOCOM security official stated that USSOCOM was drafting packages to 

request DIA's authority to negotiate intelligence sharing agreements with the military 

intelligence services of six partner nations. According to the USSOCOM security official, 

DIA and USD(I) had not granted USSOCOM the authority to exchange intelligence 

information with existing partner nations at USSOCOM, but did allow USSOCOM to 

release documents that were REL [releasable] to the respective countries. 

(U) Special Operations Command -Africa 

"' SOCOM (b)(1) 1 4(d) 
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(U) Special Operations Command-Central 

(U / /+1M+@I) In 2013, a SOCCENT Foreign Disclosure Program Assessment stated that 

USCENTCOM issued DD Ls to the USCENTCOM's FDOs. SOCCENT's FDOs were not 

issued DD Ls and not authorized to approve the release or disclosure of classified SOF 

information to foreign SOP officers at SOCCENT. The assessment stated that SOCCENT 

FDOs were not integrated into partner nation's engagements, and that they should have 

been proactive to ensure that USCENTCOM had the legal and policy requirements for 

the establishment of FLO MOUs; in accordance with DoDD 5230.20. The assessment 

cited that SOC CENT FDOs did not know: 

• (U/ /Ji8,ij&) if there were concluded MO Us for the FLOs or NREO at SOCENT; 

• (U/ /~) of the existence or scope of applicable OD Ls; 

• (U//~) how classified military information was disclosed to foreign·officers 
assigned to SOCCENT; and 

• (U/ ~) the contact officer(s) for the foreign officers assigned to SOCCENT. 

(U) Fo1·ei911 Disclosure Of{lt.:e Sl'C1ffi119 S/Jorta9es 

(U/ /~) USSOCOM foreign disclosure officials stated that USSOCOM components 
I 

lacked full-time FOO manning, which seriously limited foreign disclosure capability at 

the commands. According to a USSOCOM foreign disclosure official, SOCEUR, JSOC, 
USASOC, AFSOC, and NAVSPECWARCOM had full-time FDOs. SOCAF had an approved 

FOO position that was vacant. All other TSOCs and Service components relied upon PD 

guidance as an additional duty within their staffs. 

(U//~) According to a USSOCOM official, personnel who were tasked to provide FD 

support to a TSOC cannot focus on the strategic projects that support the entire SOF 

enterprJse, As result, multiple projects were left undone. The USSOCOM official stated 
lll\ 1111 , '• fl l(, (I'), /73 
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that projects included the daily management of products in USSOCOM's foreign 

disclosure management system, building and supporting USSOCOMs' FDO Network (to 

include training), maintaining the FVS, and providing support to USSOCOM's technology 

transfer. According to another USSOCOM official, the lack of FD support within the 

TSOCs and Service components was the reason provided to the Australian Deputy J3 as 
to why there was minimal effort to make information releasable. FDOs were challenged 

with handling the amount of information that required foreign disclosure review. 

According to the 2013 SOCCENT FOO assessment, FDOs were serious about their 

responsibilities, but had little time away from their day-to-day jobs to devote to FD 

tasks and duties. Similar to the SOCCENT FDOs, other FDOs did not have flexibility to 

support exercises or real-world operations. The report found that FDOs were in a 

constant reactive mode, which prevented them from being involved in many activities. 

(U/ /~ The 2013 USSOCCENT FOO assessment recommended the SOCCENT FD 

office add at least one full-time FOO, which would provide the time and expertise to 

build an effective foreign disdosure program. According to a JSOC official, USCENfCOM 

conducted a staff study and determined that JSOC's FD office needed at least four FDOs. 

However, given that no growth in the headquarters staff would be permitted, any 

increase in FDOs would have to be realigned from another part of JSOC. There was 

insufficient support for such realignment and JSOC's FD office remained undermanned, 

perpetuating the tisk to its foreign disclosure program. A 2010 manpower survey 

recommended USSOCOM's FD office staff be increased to ten personnel. The command 

did not support an increase from five personnel. Subsequently, USSOCOM hired a GS-15 
to oversee the command's FD program. 

(U) Lack o//7oi-ei_gn Disc/o:mre h'ducalion 

(U) The 2013 SOCCENT FOO assessment also stated that there was no program to teach 

FD awareness to all SOCCENT personnel. It recommended that "a command-wide 

foreign disclosure education program ls needed to make SOCCENT personnel aware of 

the redlines in dealing with the assigned FLOs, foreign visitors1 foreign conferences, and 

requests for information from foreign nationals, etc.'' According to FD officials, due to 

the increase in security violations, the current Deputy, J3-I, tasked the directorate to get 
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retrained on FD procedures. The USSOCOM Command FOO established a three-day FOO 

course on FD requirements. However, there was no set requirement for FD training 

throughout the USSOCOM enterprise. 

(U) Conclusion 
~) SOCOM (b)(1) 14(d) 
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(U) Recommendations, Management Comments, and 
Our Response 

(U) Recommendation C 

(U) We recommend that the Commander, United States Special Operations 

Command: 

(U//~ C.1. Cease the systematic disclosure ofNOFORN information to the 

Australian Deputy J3, conduct a thorough investigation of the instances of 

NOFORN information disclosed to date, take action as appropriate against any 

individuals found culpable, and revise United States Special Operations 

Command procedures to prevent future NOFORN disclosures, 

{U} Unil.ed States Special Oµernl'fous Co111ma11rl Response 

(U/ /~) The Deputy Commander, USSOCOM, responding for the Command, 

non-concurred with our recommendation. USSOCOM commented that it disputed the 
finding that NOFORN Information was ever systematically disclosed to the Deputy )3, an 

Australian 1-Star Flag Officer. USSOCOM referred to the results of a 2013 DIA 

investigation that "found no improper disclosure or release of classified information to 

the Australian Deputy J3. The DIA team determined that the DIA employee (who made 

the accusation) and other people on the USSOCOM staff weren't sufficiently aware of 

what USSOCOM was doing to enable foreign officer access." USSOCOM believes the DIA 

finding to be accurate, stating that at no time was any NOFORN Information deliberately 

or systematically disclosed to any foreign liaison or exchange personnel at USSOCOM. 

USSOCOM's procedures to prevent disclosure of NOFORN information are in accordance 

with DOD and DlA guidance and policy. 

(U) 0111· Res1>011se 

(U) We stand by our recommendation. We agree that in 2013 DIA found no Improper 

disclosure or release of classified information to the Australian Deputy J3 and that 
USSOCOM had procedures in place to mitigate the improper disclosw·e ofNOFORN 
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information. However, we found that USSOCOM representatives did not adhere to 

established policy and procedures concerning the disclosure of NOFORN information. 

Our evaluation concluded that subsequent to the DIA review, there were allegations 

that NOFORN and non-releasable data was improperly released by USSOCOM to the 

Australian Deputy J3. A USSOCOM senior staff officer acknowledged that he changed 

the electronic classification marking on a classtfled network from SECRET //NOFORN to 

SECRET //REL AUS in order to bypass security firewalls and facilitate classified 

information getting to the Australian Deputy J3. In addition, the USSOCOM senior staff 

officer stated that reclassifying information to bypass firewalls had been a common 

practice within USSOCOM J3 for years and was supported by the command. We request 

USSOCOM provide an update to the DoD OIG within 30 days of this report, concerning 

the status of allegations that NOFORN data was disclosed to the Australian Deputy J3, 
USSOCOM. 

(U) C.2. Identify the number of foreign disclosure officers required by the 

Headquarters and subordinate commands under the United States Special 

Operations Command purview to maintain the international exchange 

programs. 

(U) U11it:ed States S11eciol OperatJrms Commnnd Response 

(U//~) The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM responded that corrective actions 

were on-going. USSOCOM provided the following comments: 

• In September 2015, the Special Operations Capability Requirement Board 

officially approved the establishment of the J3·1 Branch within the J3 Operations 

Directorate and approved the assignment of FLO personnel directly within the 

J3-I. 

• USSOCOM proposed broad changes to the TSOC manning and capabilities via a 

DOTMLPF-P Change Recommendation. The DOTMLPF-P Change 

Recommendation Identified the need for additional FDO billets at the TSOCs, 
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where none had previously existed, as well as the requirement for the 

development of additional, tailored "tetragraphs'' to facilitate information 

sharing. 

(U) 0111· l?espo11se 

(U) USSOCOM's comment was responsive to our recommendation. We request that 

USSOCOM update the DoD OIG concerning the status ofits FOO billets within 90 days of 

this report. 

(U) C.3. Determine whether the foreign disclosure offices at the Headquarters 
' 

and subordinate commands under the United States Special Operations 

Command purview are adequately staffed, 

(U) United States Speciul Operotions Co11111Hmd lh!sponse 

(U/ /~) The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM responded that corrective action was 

ongoing. In addition to the corrective actions for Recommendation C.2, USSOCOM 

consolidated staff responsibility for foreign disclosure, technology transfer analysis, 

intelligence engagement, and foreign visit management under the USSOCOM J2 
Intelligence Directorate. 

(U) Our Rcspo11sc 

(U) USSOCOM's comment was responsive to our recommendation, We request 

USSOCOM update the DoD OIG concerning staffing of its foreign disclosure offices 
within 90 days of this report. 

(U) C.4. Assess the training requirements fot• foreign disclosure officers and 

ensure all special operation forces' foreign disclosure officers receive the 

necessary training, 

Ill II Ill, l'.(11 (, O'J / 78 

SFi6REiT;';'N9F8RPJ// SOCOM Section 1 7(e) for 1 4(a) 



;Jf@ftE!1'//U8P8RPJ// SOCOM Section 1 7(e) for 1 4(a) 

I 111 d11111 I 

(U) United States Spccictl Operntio11s Co1111na11d Response. 

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with 

our recommendation. USSOCOM responded that analysis is ongoing. 

(U) 011r Response 

(U) USSOCOM's comment was responsive to our recommendation. We request that 

USSOCOM update the DoD OIG on the outcome of its analysis and selected course or 

action within 90 days of this report. 

(U) C.5. Assess the requirements for security education and training for 

personnel who are involved with international exchange programs and 

foreign government information, or work in coalition or bi-lateral 

environments, or in offices, activities, or organizations hosting foreign 

exchange officers. 

(UJ U11/led Sl,ates Spetinl Opernlions Command Res1,n11se 

(U//~ The Deputy Commander, USSOCOM, responding for the Command, 
concurred with our recommendation. USSOCOM responded that corrective action was 

on-going. USSOCOM commented that it was reviewing its portfolio ofinternati.onal 
training to better inform the headquarters workforce of their role, function, and 

responsibilities in dealing with and managing forelgn liaison and exchange personnel at 
the headquarters and its subordinate commands. 

(U) Ow· Response 

(U) USSOCOM's comment was responsive to our recommendation. We request that 

USSOCOM provide a written update to the DoD OIG concerning their corrective actions 
within 60 days of this report. 
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(U) Finding D 

{U) USSOCOM Did Not Fully Comply With Automated 
Information System RequirPmP.n ~ 
(U/ /~) USSOCOM was not in foll compliance with applicable directives concerning 

the installation and use of secure communication systems within a U.S. SCIF. This 

situation existed because: 

• (U/ /~ Between 2012 and 2014, USSOCOM officials facilitated the 
installation of the French and German's national secure communication systems 

before having concluded international agreements that codified the security 

procedures, minor facility modification, and fiscal responsibility associated with 

the installation of these national systems. Although in 2014 OUSD(P) granted a 

temporary exception to policy for the use of these national systems ( exception 

to policy also included the Spanish system), USSOCOM still has not obtained 

concluded international agreements. 

• (U/ ~) USSOCOM lacked the approved automation information system 

accreditations required to process SCI within USSOCOM facilities and therefore 

was not in compliance with full SCIF accreditation requirements. 

(U//~ As a result, USSOCOM may have processed SCI material in areas that were 
not accredited for SCI automation. 

(U) Criteri~ 
(U) DoDM 5105.21 V2, "Sensitive Compartmented Information (SCI) 

Administrative Security Manual: Administration of Physical Security, Visitor 

r ,001t. zo," 0 1),1 / so 
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Control, and Technical Security." DoDM 5105.21 V2 states that information 

assurance ma.nagers must obtain Automated rnformation System accreditations in 

accordance with ICD 705 and ICD 503. The designated approval authority must decide 

whether to grant accreditation approval to operate a system based on all available 

documentation and mitigating factors. Paragraph 6(1) prescribes essential safeguards 

relating to the integration or visit of foreign nationals to include foreign exchange 

officers, FLOs, or embedded foreign officers within DIA accredited SCIFs. Any 

deviations must be addressed with the responsible FD office, the supporting 

counterintelligence element, and be approved by the respective head of an intelligence 

community element or their designee. If information systems are involved, the 
designated approval authority for the particular network must give its approval. 

(U) lnformr1tion Security Responsibilities 
(U/ )iiiQWQ,) Cyber Security Division, Information Technology U6)1 USSOCOM, was 

responsible for the command's computer networks, the acqujsitlon of tools for the 

network, the certification and accre~itation of the networks, and the approval process. 

The Cybersecurlty Officer said that the USSOCOM networks were not originally 

designed with the idea of foreign nationals being in the building, so actions were 

necessary to secure the network. The Cybersecurity Office and J6 worked in concert 

with the ISCC planning team to develop options to secure USSOCOM's netwot·k. In order 
to de-SCIF a portion o SOCOM Section 1 7(e) for 1 4(e) 

(U//~ The Cybersecui"ity Officer said that USSOCOM requested Navy Air System 

Command perform a study of improvement to USSOCOM's network and that $4 million 

had been identified In the FYlS budget to secure the infrastructure. The Cybersecurity 

Officer said that SIPRNET currently had some vulnerability, but the Joint Worldwide 
Intelllgence Communications System OWICS) was secure. 
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(U) Foreign Officer Access to Autom~tion Systems 
(U//~ Foreign officers within USSOCOM enterprise had access to either U.S. 

NIPRNET1 U.S. SIPRNET, TOP SECRET communications - STONEGHOST20 account, 

SECRET coalition communications - Battlefield Information Collection and Exploitation 

System (BICES)1 _or individual country national automation $ystems. According to a 
USSOCOM J6 official, network cabling within the SOCOM Section 1 7(e) for 1 4(g) 

. The 

networks were not designed to be used in a building where foreign officers worked, so 

USSOCOM re-routed or used a protected distribution system to protect cabling from the 

classified systems. According to a USSOCOM J6 official, cybersecurity was an area in 

which USSOCOM had taken steps to reduce risk. However, as a cybersecurity official 

aclrnowledged, there remained vulnerabilities, particularly to the SIPRNET domain, 

{U) Improper Installation of Foreign National Secure 
Communication Systems 
(U) In accordance with DoD's delegated Circular 175 authority, DoD is required to 

include an addendum to an international agreement that includes the proposed secure 

communications system language before the installation of foreign government's secure 
communication system within a DoD organization. The addendum requires the 

organization that houses the foreign system to provide a workspace, codified security 

procedure, fiscal arrangements, installation, setup, use of the workspace, modification 
of facilities, and maintenance. 

(U//~ Between 2012 and 2014, USSOCOM allowed French and German officers to 

install and use their national secure systems within USSOCOM ]3-1 workspace before 

having a concluded international agreement that codified security procedures, fiscal 

arrangements, installation, setup, use of the workspace, modification of facilities, and 

maintenance. In April 2014, USSOCOM requested a temporary exception to policy to 

allow the French and German exchange officers to continue using their national secure 

zo (U) STON EGHOST Is a REL FVEV JWICS that Is monitored by DIA, 
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communication systems in USSOCOM's J3-I work spaces. These exchange officers used 

their national secure communications systems to communicate with their parent 

government in support ofUSSOCOM and their foreign government. USSOCOM further 

requested app1·oval for the Spanish exchange officer to install a secure communication 

system. In April 2014, the OUSD(P) granted USSOCOM a temporary exception to the 

policy in order to allow the French, German, and Spanish exchange officers to use their 

national secure communication systems in USSOCOM work spaces. 

(U) Inability to Verify Accreditation of USSOCOM SCIF 
for Automated Information Systems 
(U) DoDM 5105.21-VZ states information assurance managers must obtain automated 

information system accreditations in accordance with ICD 705 or IGO 503. The 

designated approval authority must decide whether to grant accreditation approval to 
operate a system based on all available documentation and mitigating factors. 

(U//~ We were unable to determine ff DIA had accredited the USSOCOM SCIF for 

automated information systems. We made multiple data calls to USSOCOM and DIA 

requesting a copy of the automated information accreditations. USSOCOM officials had 
not provided a copy of the DIA automated information systems accreditation as of the 

issuance of the draft report. 

(U) Risk to Information Sr.curity 
(U//~ According to a USSOCOM official, the command accepted the risk of having 
foreign officers at USSOCOM with swipe and unescorted access. Foreign officers had 

SOCOM Section 1 7(e) for 1 4(g) Although USSOCOM used cameras to monitor 
SOCOM Section 1 7(e) for 1 4(g) 

gaining access to SIPRNET cables in the ceiling, installing listening devices, and having 

access to classified printers. According to a USSOCOM Cyber Security oft1cia1, USSOCOM 

SOCOM Section 1 7(e) for 1 4(g) . According to the USSOCOM offlclal, In 
SOCOM Section 1 ?(e) for 1 4(g) , $4 million in fiscal year 2015 was identified to 
further secure USSOCOM's infrastructure. 
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{U) Possible Data Spillage 
(U//~A USSOCOM official stated that there were numerous opportunities for 

SOCOM Section 1 7(e) for 1 4(g) . As a result, the official believed that 

@M•h,■ may have had an inadvertent disclosure once a week. According to a 
USSOCOM security official, most violations involved SOCOM Section 1 7(e) for 1 4(g) 

stated that half of the security violations did not result in an actual security incident 

(that is what was thought to be a classified spillage was actually data that was 

inappropriately classified). However, does operate with two systems 

SOCOM Section and sometimes documents ended up on multiple systems with 
multiple classifications. 

{U) Lack of Training 

(U//~) SOCOM Section 1 7(e) for 1 4(g) 

USSOCOM personnel did not have training on writing for release. This caused the 
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improper classification of documents. Another USSOCOM official stated that USSOCOM 

component personnel were not writing for release and had the tendency to work 

backwards in their classification approach. He stated that component personnel 

started at a higher classification and then go down to [releasable] FVEY. 

(ll ) r.onclusion 
(U//~ From 2011 to 2014, USSOCOM officials allowed French and German foreign 

nationals to install and use their national secure communications systems within the 

SCIF before the conclusion of international agreements. In 2014, USSOCOM requested 

and received a waiver from USD(P) allowing the French, German, and Spanish officers 

to operate their secure communication systems until their international agreements 

were concluded and ratified the pertinent security procedures, fiscal arrangements, 

modifications, and installation foreign government's secure communication systems. As 

of December 2014, these International agreements had not been concluded. The 

unlimited exception to policy seems to diminish the relevance of the applicable policy 

that requires concluded agreements and annexes with appropriate language concerning 
foreign representatives' before the use of their national secure systems. Unlimited 

exceptions to policy provide no incentive to become compliant with DoDD 5530.3 and 

Circular 175 procedure. 

(U//""""' Since the integration of foreign officers into USSOCOM, the command took 

reconfigured its information technology infrastructure, upgraded automation systems, 

and was in the process of completing upgrades to their secure domain to reduce risk to 

its automated information systems. However, vulnerabilities remained, particularly to 

the SIPRNET domain, because foreign officers had unfettered access to@•W•M 
Main. 

(U/ /~) USSOCOM requires a DIA automated information systems accreditation, but 

has not provided the DoD Office of Inspector General with copies of their accreditation. 

SCIF areas that operate systems without an approved automated information 

accreditation are not fully SCIF accredited and in violation of DoDM 5105.21-VZ and ICD 

705. 
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(U/ ~) Finally, the lack of training may have contributed to accidental splllages and 

inadvertent disclosures, increasing vulnerabilities to USSOCOM's information 

technology. 
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(U) Rec.;ommendations, Management Comments, and 
Our Response 

(U) Recommendation D 
(U) We recommend that the Commander, United States Special Operations 
Command: 

(U) D.1. Conclude international agreements, with appropriate language, 

for the French, German, and Spanish non-reciprocal exchange officers, 

allowing the continued use of their SOCOM Section 1 7(e) for 1 4(g) 

(U) United Slates Special Operations Commn11d Uesponsc 

(U/ /~) The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM responded that the analysis was 

ongoing. The Spanish MOA was complete. The French and German MOAs remained in 

negotiation as of the writing of this report, and thelr presence in the headquarters is 

governed by an OUSD(P) approved Exception to Policy. All French and German 

personnel under that Exception to Policy are treated as Liaison Officers until the 

agreements are concluded. Additionally, partner national classified information 

systems do not ride on or physically touch any of the USSOCOM networks. Connection 

was made through a commercial information line to the local service provider. The 

countries that utilized this capability were billed for that service via the ACSA process 

described in Annex A, par. 8 above, Additionally, the paragraph citing this problem 

unde1· Finding D implies that the French and German systems were Installed inside a 

U.S. SCIF, but that was not correct. The. French and German systems were installed in 

the collateral )3-1 spaces only after DIA had accredited those spaces. 

(U) 0111' l?esponse 

(U) USSOCOM's comment was responsive to our recommendation. Although not part of 

this recommendation, we agree that the French and German systems were installed in 
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the J3-l spaces. We request that USSOCOM provide written update to the DoD OIG 

concerning the outcome of its analysis and selected course of action Within 90 days of 
this report 

(U) D.2. Obtain automated information systems accreditations for the 

secure facilities that process sensitive compartmented information 

electronically. 

{UJ U11ilcd States Spec:ictl Opeml./ons Co111111111nl l?espomm 

(U//EOI 19) The Deputy Commander, USSOCOM, responding for the Command, 

non-concurred with our recommendation. USSOCOM responded that USSOCOM 

provided the appropriate Authority to Operate (ATO) documentation in accordance 

with ICD 503 governing the new Risk Management Framework for its@S•8•im■ 

systems, USSOCOM maintained that the provided ATOs acceptably represent 

automated information system accreditation documents. 

(UJ Our Response 

(U) USSOCOM's comment was partially responsive to our recommendation. On 

September 17, 2015, USSOCOM provided a site ATO (authorization to operate) and 

stated that USSOCOM ISSM could provide USSOCOM's .SCIF accreditation letters. 

USSOCOM provided no other automated information systems accreditations for 

USSOCOM's SClF. We request that USSOCOM update the DoD OTG concerning 

automation system accreditations or ATOs for all appropriate systems within USSOCOM 
SClFs within 30 days of this report. 

(U) D.3. Establish a comprehensive training progr;im to educate all United 

States Special Operations Command personnel in "writing for release" to 

reduce the risk and incidents of misclassifying information and potentially 

excluding its availability to partner nations. 
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(U) United Stat:es Spr~cictl Operations Cu111111anci Response 

(U/ /~ The Deputy Commander, USSOCOM, responding for the Command, 

concurred with our recommendation. USSOCOM responded that corrective actlon was 
ongoing. USSOCOM commented that in November 2015, Commander, USSOCOM, 

published the guidance: "We need to view 'writing for release' as a key enabler of our 

trans-regional efforts. If we view partner collaboration, integration, and de-confllction 

as critical facto rs in our ability to counter a growing threat, then we need to quickly 

adopt habits that allow us to give, and gain, information worthy of our relationships. 

This will have to play out in our briefings • our audiences, briefers, and assessments will 

need to become increasingly partner-oriented. Our partners - who we fully involved in 

deep dives of our previous battle rhythm • need the same access to the new battle 

rhythm. This is charter not only for HQ USSOCOM staff, but for our components, the 

TSOCs, our lnteragency/lntelligence Community Liaison Officers, and our J3-I partners 

as well. The whole enterprise needs to embrace this." Accordingly, action continues 1n 
many forms to accomplish the Commander's intent. 

(UJ Our l?esµonse 

(U) USSOCOM's comment was responsive to our recommendation. We request that 

USSOCOM update the DoD OIG within 90 days of this report, concerning the specific 

actions being taken to educate USSOCOM enterprise on "writing for release." 

(U) D,4. Incorporate recommendations from the United States Special 

Operations Command Cybersecurity Readiness inspection into guidance to 

reduce the risk of vulnerable systems. 

{VJ United Stales Special Operatio11s Cn11111wnd Response 

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with 

our recommendation. USSOCOM stated that it incorporated the recommendations of 

the inspection into J3-lntemational policy, training, and guidance. 
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(U) Our Respo11se 

(U) USSOCOM's comment was responsive to our recommendation. No further comment 
is required. 
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(U) Appendix A 

(U) Scope and Methodology 
(U) We conducted this evaluation in accordance with the Council of the Inspectors General on 

Integrity and Efficiency Quality Standards for Inspection and Evaluation. We evaluated USSOCOM's 

compliance with applicable statutes, DoD or lC directives, and security procedures. 

(U) We focused on five areas of concern: 1) the assignment and employment of foreign officersi 

2) foreign disclosure and access to sensitive, controlled, or classified information; 3) placement of 
foreign officers in proximity to security factltties and information systems; 4) security and 

counterintelligence risks associated with the Integration of foreign officers into USSOCOM; 5) and 

funding of SCIF renovations and information systems, We did not evaluate each of the 5 areas of 

concern in all 13 SOF organizations. We did not comment on areas in which we did not find 
compliance issues. 

(U) Our evaluation included 13 SOF organizations and data covering the four year period from 2011 
to 2014. We issued 22 data calls and conducted 61 interyiews With subject-matter experts. We 

obtained and reviewed documentation from the OUSD(P), DoD General Counsel; USSOCOMi AFOSI; 
DIA; TSOCs; and Service components. We conducted follow-up requests as needed. 

(U) Use of Computer-Processed Uata 
(U) We d{d not use computer-processed data to perform this evaluation 

( U) Prior Coverage 
(U) No prior covet-age has been conducted on foreign officers at USSOCOM during the last 5 years. 
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(U) Appendix B 

(U/ / ~NIii) Foreign Officers Assigned to USSOCOM 
Headquarters, Subordinate Commands, and Service 
Components (2011-2014) 

USO(P) 
Authority To 

Negotiate 
Position/ 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Country BIiiet TYP& 

USSOCOM 

Non-
reciprocal 

DPEP 
/NRDPEPl Australia Deoulv J3 16-Mav-13 23-Jul-13 9-Dec-12 31-Dec-14 

Australia SOCOM/J3-I Visit 23-Jul-14 6-Mar-09 7-Jan-12 31-Dec-14 

Science & 
Technology 

FLO Australia SORDAC 23.Jul-14 6-Mar-09 11-Dec-12 31-Jan-15 

Canada SOCOM/J3-I FLO 17-Dec-09 29-Jul-11 23-Jul-11 31-Jul-16 

Canada Deoulv J2 NRDPEP 8-Sep-14 7-Nov-14 30-Nov-11 30-Sep-15 

Denmark SOCOM/J3·I NRDPEP 26-Jun-13 15-May-14 23-Jun-14 4-Jul-15 

Denmark SOCOM/J3-I NRDPEP 26-Jun-13 15-May-14 14-Jun-13 1-Jul-14 

Germanv SOCOM/J3-I NRDPEP 26-Jun-13 NA 29-Feb-13 1-Mar·16 

Germany SOCOM/J3-I FLO NA NA 7-Jul-14 6-Jul-15 

Temp 
NRDPEP France ISCC/J3-i 11-Mav-12 NA 14-May-12 NA 

t\ p11P11dix II 

Misc 

6-Jun-14 
CDR ext. 
MOU thru 
5 Mar 19 

Waiver 
3-Jul-14 lhru 
NA 

MOU not 
ratified by 
NREO 

MOU not 
ratified by 
NREO 

Waiver 
3•Jul-14 
thru NA 

Temp Waiver 
11-May-12 
lhru NA 
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USD(P) 
Authority To 

Neaotlate 
Position / 
Location 

MOU 
Concluded

Arrival 
Date 

Departure 
Date Countrv BllletTvoe  Misc 

France SOCOM/J3-I Visit NA NA 28-Jul-14 27-Jan-15 
Temp Waiver 
May- Sep 12 
and 3-J ul-14 
thru NA 

Visit 10-Sep-12 
NRDPEP France SOCOMIJ3-1 NA 18-Jlln-12 1·S8P·16 

National Capital 
Region France NA NA NA 11-0ct-12 10-oct-14 

MOU no! 
ratified by 
FLOs 

United 
Kinadom SOCOM/J3-I FLO 23-Jun-11 28-Aug-13 5•Au11-13 5-Aug-15 

Science & 
Technology/ 

FLO 

MOU not 
ratified by 
FLOs 

United 
Kinadom SORDAC 23-Jun-11 28-Aua-13 5-Aua-13 31-Ma.v-16 

MOU not 
ratified by 
FLO Jordan SOCOMIJ3-I FLO 12-Dec-13 1 0-Jul-14 16•Sec•14 30-Seo-15 
DTSA 
requested 
MOU 

National Capital 
Region NATO FLO NA NA NA NA 

DTSA 
requested 
MOU NATO SOCOM FLO NA NA 28-Sep-12 15-Seo-14 
Waiver 
3-Jul-14 
thru NA Netherlands SOCOMIJ3•1 Visit NA NA 14•Jan-13 2-Feb-15 

26-Jun-13 
Changed to 
FLO 

Waiver 
3-Jul-14 
thru NA Netherlands SOCOM/J3-I Planner NA 14-Seo-13 24-0ct-14 

26-Jun-13 
Changed lo 
FLO 

Waiver 
3-Jul-14 
thru NA Netherlands SOCOM/J3•1 Planner NA 19-Seo-14 31-Dec-14 

New Zealand SOCOM/J3-I FLO 13-Jan-14 11-Feb•14 13-Jen-14 31-Jan-16 

26-Jun-13 
NRDPEP 

Waiver 
3-Jul-14 
ihru NA 
Signed 
Annex A 
but no MOU 

Norwav SOCOM/J3-I Visit NA 1-Aua-14 1•Aug-15 

26-Jun-13 
NRDPEP Norwav SOCOM/J3-I Visit NA 2-Aua-12 15-Aug-14 

MOU need 
scs 
language for 
host nation 
svstern Soaln SOCOM/J3-I NRDPEP 23-Seo-13 19-Mar-14 11-Aua-14 25•Allg•17 
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/\ppc>11rl1x II 

USD(P) 
Authority To 

Neaotlate 
Position/ 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Countrv BllletTvoe Misc 

MOU need 
scs 
language for 
host nation 
svstem Sl)aln SOCOM/J3-I NRDPEP 23-Seo-13 19-Mar-14 1-0ct-13 22-Aua-14 

Waiver 
3-Jul-14 
thru NA 

13 Aug 14 
FLO Sweden SOCOM/J3-I Visit NA 5-Aua-13 1•Aug•16 

Finland NRDPEP 18 Jul 14 

Italian NRDPEP 17-Jul-14 

Jal)anese NRDPEP 22-Aua-14 

Korea NRDPEP 18-Jul-14 

Lithuania NRDPEP 17-Jul-14 

Slnaaoore NRDPEP 18-Jul-14 

United Arab 
Emirates FLO 11-Jun-4 

Poland NRDPEP 1 B•JUl-14 

Peru NRDPEP 17.Jul-14 

Israel 

SOCAF 
British FLO to 
SOCAF and 
(jeputy FLO to 
USAFRICOM 

Unltec:t 
Kingdom 

FLO NA None 1-Aua-13 1-Feb-15 
FLO to 
SOCAFRICA/ 
USAFRICOM 
Draft Position 
Description 
belnci coordinated. 

United 
Kingdom 

No Annex 8, 
DDL 8-Seo-14 FLO NA None Unknown 1-Nov-14 
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U$D(P) 
Authority To 

Neaotlate 
Position I 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Countrv BllletTvoe Misc 

Delegation of 
Disclosure 
Authority was 
not 
determined 
No DDL, 
Annex B, or 
contact 
officer 

Canadian FLO 
responsible for the 
development of 
SOF mllllary plans 
and management 
of existing military 
plans within the 
AfricaAOR. 

Canada 

FLO NA None 31-Jul-13 Present 

SOCCENT 

Jordan NA NRDPEP None 1·AUa•12 1-Aua-13 

Jordan NA UNK None Unknown 1-Aua-13 

United Arab 
Emirates NA NRDPEP None 1-Aua-13  1-Nov•13

United Arab 
Emirates NA NRDPEP None Unknown Unknown 

CJSOTF-1 

Australia 
NA NA None 10-Oct-14 14-DeC•14 

Australia 
NA NA None 20•DeC•14 Present 

Australia 
NA NA None 20-Dec-14 Present 

Canada 
NA NA None 17-Oct-14 Present 

Spain 
NA NA None 20-Nov-14 Present 
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USD(P) 
Authority To 

Neaotlate 
Position I 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Countrv BIiiet Type Misc 

Spain 
NA NA None 20-Nov-14 Present 

Italy 
NA NA None 9•Dec•14 Present 

Netherlands 
NA NA None  15-Nov-14 Present 

SOCNORTH 

Vice Commander. 
Advise the 
commander on all 
aspects of SOF 
activity, 
employment, and 
capabllltv. 

Canada 

Annex A 
20-Nov-14 NRDPEP 7-Nov-14 11-Jul-14 31-Aua-17 

J35 Action Officer, 
Serve as a 
SOCNORTH 
Interface with 
International 
partners. Deploy 
as a member of a 
SOCNORTH 
Special 
Operations Joint 
Task Force or 
Special 
Operations 
Forward Liaison 
Element. 

Canada 

NRDPEP 7-Nov-14 31-Jul-14 31•JUl·17 

SOCPAC 
Australian FLO to 
SOCPAC. 
Member of the 
Australian Special 
Operations 
Command 
/SOCOMD\, 

Australia 

Annex B2 
29-JUl-1 1 FLO 1-Jul-14 1-Jan-16 
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USD(P) 
Authority To 

Neaottate 
Position I 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Countrv BIiiet Tvne Misc 

Canada 

FLO 1-Jul-14 1-Jul-17 

JSOC 

Australian 
SOCOMD FLO. 
Represent 
Australian 
SOCOMD across 
all staff functions 
within JSOC Australia FLO S•Mar-09 S•Dec-10 5-Dec-12 
Australian 
SOCOMD FLO. 
Represent 
Australian 
SOCOMD across 
all staff functions 
within JSOC Australla FLO S•Mar-09 10-0ct-11 20-Jan-13 
Australian 
SOCOMD FLO 
with duty at 
Security 
Operations 
Trainlna Facllltv 

USSOCOM 
MOU ext. 
thru 5-Mar-19Austral la FLO 6-Mar-09 9-Dec-13 9-Dec-14  

Australian 
SOCOMD FLO to 
JSOC 

USSOCOM 
MOU ext. 
thru 5-Mar-19 Australia FLO 6-Mar-09 1-Dec -12 18-Jan-15 

Australian 
SOCOMD FLO to 
JSOC 

USSOCOM 
MOU ext. 
thru 5-Mar-19 Australia FLO 6-Mar-09 16-Deo-14 10-Feb-16 

Canadian Special 
Forces Command 
(CANSOFCOM) 
FLO to JSOC Canada FLO 29-Jul-11 1-Jul-14 31-Jul-16 

United 
Kingdom 

Defence Special 
Forces (DSF) UK 
FLO to JSOC 
Combat FLO 28-Aug-13 25-Jul-12 13-Jul-13 
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USD(P) 
Authority To 

Neaotlate 
Position/ 
Location 

MOU 
Concluded

Arrival 
Date 

Departure
Date 

 
Countrv BllletTvoe  Misc 

Applications 
Group 

United 
Kingdom 

DSF UK FLO to 
JSOC Combat 
Applications 
Group FLO 28•AUA·13 11 •Sep-11 30-Nov-13 

United 
Kingdom DSF UK FLO to 

JSOC FLO 28-Aua-13 1 0-Jan-13 20-Jan-14 

United 
Kingdom 

DSF UK FLO to 
JSOC Security 
Operations 
Tralnlna Center FLO 28-Aua-13 01 ·APr-13 1-Aor-14 

HQ DSF Air Ops 
UK FLO to JSOC 
with duty at the 
Aviation Tactics 
Evaluation Group 
/AVTEG\ 

United 
Kingdom 

FLO 28-Aua-13 16-Seo-13 19-Jun-14 

United 
Kingdom 

Act as the DSF 
UK FLO to JSOC 
Aviation Tactics 
Evaluation Group FLO 28-Aua-13 17-Jun-13 31-Jul-15 

United 
Kingdom DSF UK FLO to 

JSOC FLO 28-Auo-13 1-Jul-13 31-Dec-15 
HQ DSF Air Ops 
UK FLO to JSOC 
with duty at the 
Aviation Tactics 
Evaluation Group 
(AVTEG) 

United 
Kingdom 

FLO 28-Aua-13 8-Feb-14 1-Mar-16 
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USO(P) 
Authority To 

Neaotlate 
Position/ 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Countrv BllletTvpe Misc 

AFSOC 
International 
Exchange 
Partner. SOF 
Pilot. Attached to 
the 15th Special 
Operations 
SQuadron 

United 
Kingdom 

MOU not 
ev11Iuated DPEP 1-Jul-10 31-Jul-14 

lnternatlonal 
Exchange 
Partner. Special 
Operations PIiot. 
Attached to the 
15th Special 
Operations 
Squadron 

United 
Kingdom 

MOU not 
evaluated DPEP 15-Jan-14 31-Jan-17 

NAVSPEC-
WARCOM 

Assault Team 
Operator. 
Position UNK. On 
extended visit for 
the Incoming PEP 
to conduct training 
before his 2 year 
deployment to 
USA With troops 
at Portsmouth VA 

United 
Klnadom 

MOU not 
evaluated DPEP 2-May-14 31-Jul-16 

Assault Team 
Operator I, 
assigned to attend 
JADED 
THUNDER debrief 
and also to 
Interact with 
NSWDG's UK 
DPEP. 

United 
Klnadom 

MOU not 
evaluated DPEP 24-Jun-13 20-Aug-15 

Assault Team 
Operator assigned
as the Troop 
Executive Officer, 
SASR (ARMY) 

 

MOU not 
evaluated Australia DPEP 14-Nov-14 16-Jan-17 
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USD(P) 
Authority To 

Neaotlate 
Position/ 
Location 

MOU 
Concluded

Arrival 
Date 

Departure 
Date Countrv BllletTvce  Misc 

ST-4 Assistant 
T roop Co/French 
exchange officer 
to the NSWG-2 at 
JEB Lillie 
Creek/Fl Story. 
IN. 

France 

MOU not 
evaluated 

' DPEP 2-Sep-13 30-Sep-15 
Combat Swimmer 
Instructor 
assigned as a 
Maritime Assistant 
Platoon leader 
AOIC • Advanced 
Training assigned 
to Norfolk VA 

Germany 
MOU not 
evaluated DPEP 1-Jul-13 1-Aug-15 

Italy 
MOU not 
evaluated DPEP 8•Dec•14 2-Jan-15 

Italy Combat Swimmer 
Instructor 

MOU not 
evaluated DPEP 6-Nov-13 30-Mav-15 

ST-10 Assistant 
Troop CO 
assigned as an 
OOMCPO 

Norway 
MOU not 
evaluated DPEP 22.JUl-13 1-Aug-15 

USASOC 

Assigned to 
USASOC Has as
a German Liaison
Officer 

Germany  
 MOU not 

evaluated FLO 1-Aor-11 30-Seo-14 
Assigned to 
USASOC HQs as 
a German Liaison 
Officer 

Germany 
MOU not 
evaluated FLO 1-SeP-14 30-Seo-17 

Netherlands MOU not 
evaluated NA FLO 16-JuI•11 1-Aug-14 

Netherlands MOU not 
evaluated NA FLO 1-Jul-14 1-Aua-17 

Assigned to the 
2/75 RR as an 
Exchange Officer 
IArmvl 

Australia 
MOU not 
evaluated MPEP 1-Dec-12 31-Jan-14 

Australia 
Assigned lo the 
SOTF as the 
SASR Trooo XO 

MOU not 
evaluated MPEP 1-Dec-12 18-Jan-15 
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Australia 

Australia 

Australia 

Australia 

Canada 

Canada 

Colombia 

Colombia 

Colombia 

Colombia 
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USD(P) 
Authority To 

Neaotlate 
Position/ 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date  BllletTvoe Misc 

ASSOCOMD 
(Army) 

Assigned to the 
2/75 RR as an 
Exchange Officer,
2dCommando 
Real 

 
MOU not 
evaluated MPEP 20-Jan-14 31-Dec-14 

Assigned to the 1
SFGA as a 
Special Forces 
Operator, 2 CDO 
Reat 

 

MOU not 
evaluated MPEP 12-Jun-13 17-Jun-15 

Assigned to the 
SOTF as a SI 
Climbing/Survival 
SASR 

MOU not 
evaluated MPEP 10-Dec-14 31-Dec-16 

Assigned to 1 
SFGA as a SF 
SNCO,AUS 
SOCOMD 

MOU not 
evaluated MPER 1-Dec-14 1-Feb-17 

MOU not 
evaluated Assigned lo SOTF MPEP NA NA 

Assigned to SOTF 
as a CAP, 
CANSOF 

MOU not 
evaluated MPEP 1-Jul-14 31-Aug-15 

Assigned to the 
Special Warfare 
Center and 
School (SWCS) 
as a Captain, 
Colombian Armv 

MOU not 
evaluated MPEP 1-Apr-12 1-Apr-14 

Assigned to the 
SWCS as a 
Seroeant 

MOU not 
evaluated MPEP 15-Jun-12 15-Jun-14 

Assigned to the 
SWCSas an 
Exchange Officer, 
Colombian Army 

MOU not 
evaluated MPEP 7-Jun-14 1-Jun-16 

Assigned to the 
swcsas a 
Sergeant 

MOU not 
evaluated MPEP 26-Aug-14 26·AUA·16 
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1\pp1•111 lr · II 

USD(P) 
Authority To 

Negotiate 
Position/ 
Location 

MOU 
Concluded 

Arrival 
Date 

Departure 
Date Countrv BllletTyi:,e Misc 

Germany 
Assigned to the 
6th MISB as an 
Exchanae Officer 

MOU not 
evaluated MPEP 14•May-09 14-May-12 

Assigned to the 
6th MISB as an 
Exchange Officer 
and Psychological 
Otierallons 

Germany 
MOU not 
evaluated MPEP 1-JuI•12 30-Jun-15 

Assigned to the 
75 Ranger 
Regiment as an 
Exchan1ie Officer

United 
Kingdom MOU not 

evaluated MPEP  22.Jul-13 15-Jui-15 
Assigned to the 
75 Ranger 
Regiment as an 
Exchange Officer

United 
Kingdom MOU not 

evaluated  MPEP 1-Aug-11 12-Jul-13 

SOCEUR 
N/A 

SOCKOR 
NIA 

SOCSOUTH 
N/A 

MARSOC 
NIA 
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1\pp1•111 I Ix I , 

(U) Appendix C 

(U) Response to House Armed Services Committee and Other 
Relevant Information 

1. {U) What was the USSOCOM Commander's authority and intent in 
the ISCC? 
(U //~) Answer. We did not find a specific directive that authorized the USSOCOM Commander 

to establish the JSCC. A USSOCOM senior official stated that USSOCOM derived its authority to build 

partnership capacity through the words echoed in national policy, the National Defense Strategy, 

and presidential speeches such as President Obama's "West Point"2 1 speech that mentioned 

"partnerships" more than 30 times. According to the USSOCOM senior official, building 

partnerships should include the USSOCOM headquarters because that was where planning took 

place. 

(U) Com111anrler's lnt:ent /br Lhe ISCC 

(U/ /~) On September 4, 2011, USSOCOM Commander announced his vision to expand 
USSOCOM's support to the GSN by including partner nation's SOF representatives in USSOCOM. 

The USSOCOM Commander said, 

(U//'f'f'ffl'f!/} to achieve my vision of including Partner Nation SOP Representatives 
Into the SOCOM Headquarters, we will provide the greatest possible access to our 

facilities as well as appropriate access to our communications and Information 

sharing systems. We will accommodate each nation's security requirements and 

ensure sensitive intelligence Is protected in accordance with the Jaws and foreign 

disclosure policy of participating nations. 

21 M President Barack 0bama's speech to the United States Army MIiitary Academy, West Point was delivered as part of the 
commencement ceremony for the class of 2014 on 28 May, 2014. 
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[U) ISCC P111 ·pose 

(U//~ According to the Special Operations Forces 2020 (SOF 2020) paper, ''A History of the 

Global SOI< Network Operational Plan Team," March 2014, "the primary purpose of the ISCC was to 

enhance decision support for the Commander, U.S. Special Operations Command (USSOCOM) and 

our international partners in order to support, strengthen, and expand the Global SOF Network and 

to support the growth and interoperability of global SOF partners." See Introduction, "History of 

USSOCOM's International Special Operation Force Coordination Center 03·1)" for additional details. 

2. (U) Did USSOCOM have the appropriate authority and approval to 
implement a foreign liaison officer program and defense exchange 
program at USSOCOM? 
(U) Answer. The USSOCOM Commander had the authority to implement a foreign liaison program 

and DPEP, under DoDD 5530.3, "International Agreements," June 11, 1987; CJCSJ 2300.010 and DoS 

Circular 175, "Authority to Negotiate and Conclude Non-Reciprocal International Defense Personnel 

Exchange Agreements," October 20, 2011 and "Authority to Negotiate and Conclude Foreign Liaison 

Assignments", October 17, 2011. In 2011, USSOCOM lacked the necessary approvals; whereas, 

USSOCOM was prohibited from initiating, negotiating, or concluding an international ag1·eement, 

without prior written approval by the OUSD(P) or designated official. 

(U) The OUSD(P) DTSA eventually granted the USSOCOM Commander the authority to negotiate 

international agreements with 21 foreign governments. 

(U) In accordance with 10 U.S.C. § 113, the SECDEF is the principal assistant to the President in all 

matters relating to DoD. The SECDEF has direction and control over the DoD, with the authority, 

unless speclf1cally prohibited by law, to perform any of their functions or duties, or exercise any of 

their powers through, or with the aid of such persons in or organizations of the Department of 

Defense as they may designate. In paragraph 13, DoD Directive 5530.3, the SECDEF has the 

delegated authority to negotiate and conclude certain international agreements to the CJCS for 

other than uni-Service matters. In paragraph 2, CJCSI 2300.010, the CJCS further delegated this 

authority to the combatant commanders. However, paragraph 8.4., DoD Directive 5530.3, states 

that all proposed international agreements having policy significance must be approved by the 
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OUSD(P) before any negotiation thereof, and again before they are concluded. The DoS Issued 

Circular 175 authority to negotiate and conclude international agreements22 based on 

pre-approved DoS template agreements with NATO allies and other specified countries 01· their 

ministries. 

(U) See Introduction'"Criteria" and Finding A for additional details. 

3. {U) What was USSOCOM's authority and use of foreign officers 
within USSOCOM's staff? 
(U/ /~) Answer. The NationaJ Defense Authorization Act, 2010, (Public Law 111-84), Section 

1207 governed the assignment of defense exchan,ge officers. DoD Directive 5230.20 governs the 

DoD International Visits Program, the FLO Program, DPEP, the Cooperative Program Personnel 

Program, and foreign personnel arrangements according to Section 2608(a) of title 10; United 

States Code. International agreements were USSOCOM's Commander's legal authorization to 

integrate foreign officers Into USSOCOM. Beginning in 2012, the USSOCOM Commander did not 
have complete legal authority to integrate foreign officers into USSOCOM. 

(U) There were two NREOs who were officially part of USSOCOM staff. The USSOCOM Commander 

assigned an Australian officer as the USSOCOM's Deputy Operations Officer 03) and a Canadian 

officer as USSOCOM Deputy Intelligence Officer 02). These officers were assigned pursuant to 

International agreements for NRE:Os. The other foreign officers at USSOCOM were working under 

the auspices of a FLO, NREO, or hybrid ofan exchange officer working as a liaison officer. See 
Finding A and F'lndlng C for additional details. 

4. (UJ Was USSOCOM in compliance with SC/F regulations? 
(~) Answer. USSOCOM was partially compliant with ICD 705 and DoDM 5105.21 physical 

security requirements. However, USSOCOM was not in compliance with the visitor access 
requirements, as outlined in DoDM 5105.21-V2. 

22 
( U) These International agreements were referred to as memorandum of understanding, memorandu,ri of agreement, or 

technical agreements. 
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(~) USSOCOM was in compliance with SCIF physical security requirements. The DIA 

reaccredited USSOCOM's SCJFs with authorized open storage of SCI material. DIA determined that 

SOCOM Section 1 /(e) for 1 4(g) , met all the physical standards in accordance with !CD 705 and 

DoDM 5105.21-V2. 

(U) DODM 5105.21•V2, Enclosure 2 Physical Security, paragraph 6 1(2), stated, "SCI-indoctrinated 

foreign nationals may be granted access to a SCIF either as a visitor or an embedded part of the 

organization per agreement between their government and the USG." The manual states that 

foreign nationals must not be permitted to escort personneL Foreign nationals without appropriate 

SCl indoctrinations must not be admitted inside a SCIF unless special approval is obtained in 

advance by the head of an intelligence community element or designee. Paragraph 61(3) states, 

"Whenever SCI•indoctrinated foreign nationals are provided general access to a SCIF as part of their 

official daily duties, the organization will ensure that compensatory security measures aimed at 

protecting against the inadvertent or deliberate release of non-releasable information, both foreign 

government and USG, is taken and foreign disclosure guidelines must be followed." Paragraph 

6 i(3) (d) goes on to state; "Unique security procedures must be developed and clearly documented 

in the local standard operating procedure (SOP)." See Finding 8 for additional details. 

5. {U} What fund;ng sources did USSOCOM use for the construction 
and renovation to USSOCOM HQ's SCIF? 
(U/ /~) Answer. USSOCOM's SCIF modifications were not budgeted as part of its Program 

Objective Memorandum. The Office of Integration Center for Financial Management was tasked 

with resourcing the expanded support to the GSN and the reconstruction associated with the 

integration of partner nation representatives into USSOCOM. According to a USSOCOM financial 

management official, USSOCOM did not view the renovations to its SCIF as construction, but viewed 

It as a modification to an existlng facility. Additionally, USSOCOM did not view partner nation's 

integration efforts as a "new start." Therefore, USSOCOM did not seek congressional authorization. 

(U/ /~) According to a February 7, 2014, briefing to the USSOCOM Deputy Commander, the 

ISCC workspace was expected to open on April 11, 2014. The updated cost estimate for the project 

was more than $7.2 million. An acquisition officer associated with the reconstruction project 
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stated that the construction and renovation was funded with O&M funds. There was no need for 

military construction funding because USSOCOM was not building a new building and they were not 

changing the purpose of thel$J•ffl•b, . According to the acquisition official, O&M funding 

limits for the building renovation were based on a percentage of the original building cost and the 

purpose of the building. 

(U/ /~) As ofmid-2014, the J3-I project costed USSOCOM approximately $7.125 million. These 

costs included approximately $2.4 million in renovation costs and approximately $4.7 million in 

collateral requirements, such as furniture, information technology hardware and Installation, and 

security requirements. USSOCOM used $2.48 million in Procurement funds and $4.64 million in 

O&M funds. SOCOM Section 1 7(e) for 1 4(g) 

Office paid for the majority of the costs (on a reimbursable basis), USSOCOM initially spent less than 

$125,000. O&M funds made up approximately 75% of the USSOCOM budget. However, there was 

no program line in USSOCOM's budget for the J3-I. 

(U) Funding of BICES 

(U/ /~) USSOCOM was originally required to fund expansion and manning of the BICES system 

after the USD(I) BICES Office funded installation of the initial capability. The USD(i) BICES Office 

became USSOCOM1s Servicing Agency and provided acquisition assistance which included the 
ordering of equipment, software and licensing on a reimbursement basis. USSOCOM used 

Procurement funds to purchase new terminals and O&M funds to pay for the contractors and for 

terminal upgrades. When the USD(I) BlCES Office had additional money available, it was used to 

help combatant commands expand their BICES capabilities. USSOCOM and subordinate commands 

often reimbursed USD(l) BICES Office at the end of th~ fisca l year to help support the program. 

(U) FY 2012, USSOCOM sent a $498,000 Military Interdepartmental Purchase Request to add an 
SOF Exploitation portal. 
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(U) FY 2013, USSOCOM procured equipment to expand the SOCOM Section 1 7(e) for 

headquarters to 168 workstations and 9 video teleconference suites,23 

1\pp1•11rll>: I ' 

(U) FY 2014. SORDAC sent a $2.483 million Military Interdepartmental Purchase Request for a 

SOCEUR effort. USASOC sent a $223,000 Military Interdepartmental Purchase Request for 

dedicated USASOC O&M support. USSOCOM HQ sent a Military Interdepartmental Purchase 

Request for approximately $124,000 to expand SOCOM Section 1 7(e) for 1 4(g) 

Center. SOCEUR sent an $110,000 Military Interdepartmental Purchase Request to procure 

dedicated storage equipment, and a $62,000 Military Interdepartmental Purchase request for 
deployable SOCOM Section 

(U) Funding of Foreign National Secure Communication System 
Installation 

(0 / /~) In 2013, before the installation of the German secu!'e communication system, a 

USSOCOM networks official expressed concerns with the legality of USSOCOM funding the 

Installation of foreign governmentnational secure systems. USSOCOM FDO personnel advised that 

the law required a concluded memorandum of agreement, which USSOCOM did not have with 

Germany. Other than simple administrative support, such as office space and equipment, a 

concluded international agreement would not allow host party (USSOCOM) funds to be spent to 

install communication systems for the parent government. A USSOCOM Staff Judge Advocate added 

that providing a separate communication suite for national business would be the responsibility of 

the foreign government. 

25 lU) Office of Undersecretary of Defense (Intelligence) BICES could not provide the total amount spent on expanding US BICES 
for USSOCOM In 2013. 
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(U) Appendix D 

(U) Counterintelligence Risks 
(U / /~) An AFOSI official said they had not conducted an official counterintelligence 

assessment of the USSOCOM compound, but it would help if the AFOSI and USSOSOCM would 
conduct a joint counterintelligence survey. In September 2014, USSOCOM conducted a 

counter\ntelligence risk assessment of US SO COM headquarters. 

SOCOM (b) 1 4(a) -

SOCOM b 1 4 c1 

----

L (U) USSOCOM /2X Counterlntelllgence Threat Assessment Report, October 9, 2014, stated 
that "a Medium threat level Is assigned where the potential exists for intelligence activities by 
[Foreign lntelllgence Blements] FIE.'' 
2 (U) USSOCOM J2X Counterlntelllgence 1'hreat Assessment Report, October 9, 2014, stated 
that "in a High threat activity, clear evidence of aggressive or intrusive targeting may be 
lacking; however, there are indicators that a credible intelligence threat exists." 
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SOCOM b 1 4(a 

(3)) NF)j PISA) SOCOM (b) 1 4(a) 

SOCOM (b) 1.4(a) 
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3 (U) USSOCOM Is the only untrled or specified command with Its own Research, Development 
& Acquisition function focused on SOF specific equipment. This SOF specific equipment is 
usually cutting edge and therefore highly sought aft:er by both allies and adversaries. 

These risks can be mitigated by changing current practices, consistent enforcement 

policies, t~aining staff and establis hing an effective and objective oversight 

mechanism. 

l\ppPlHI I I J 

(U / /~A USSOCOM physical security officer said that USSOCOM headquarters was most 

vulnerable to the risk of technical penetration of the SClF when foreign officers are walking 'through 

the spaces, but multiple personnel said that the threat has been mitigated through security in 

depth.24 

SOCOM (b) 1 4(a) 

(U/ /liMJ@I) USSOCOM subordinate commands or Services did not provide counterintelligence 

assessments or report any counterintelligence investigations conducted by their command. Two 

security violations concerning a foreign partner were reported. 

(U) Foreign Officer Mlscond11ct 

(U/ /Jil81!M) According to a USSOCOM FD official, USSOCOM did not have an established foreign 

officer misconduct program. The USSOCOM FD official, USSOCOM was exploring the process to 

establish such a program. USSOCOM was reviewing the Army's foreign officer's disciplinary 

program which the Army's G2 briefed during the USD(P) Executive Conference in 2013 as a model. 

In the meantime, USSOCOM did not have disciplinary action procedures to discourage violations of 

policy and procedures by foreign officers assigned to USSOCOM. 

24 (U) Security In-Depth. A determination by the Senior Agency Offlcla l that a faclllty's security program consists of layered and 
complementary security controls sufficient to deter and detect unauthorized entry and movement within the facility. Examples 
Include visitor access controls, use of an Intrusion Detection System, closed circuit video mohltorlng or other safeguards that 
mitigate the vulnerability of unalarmed areas during non-working hours. 
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SOCOM (b) 1 4(a) 

SOCOM (b) 1 4(a) 
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(U) Appendix E 

(U) Benefits of Foreign Officer Assignment to the USSOCOM 
Enterprise 

(U //~)According to USSOCOM foreign officers, being liaison officers at USSOCOM was a great 

enabler to their government because of the access to available resources and the sharing of 

information which allowed the partner nation's SOF commanders to make better decisions. A 

USSOCOM FLO, who was assigned to USSOCOM for several years, believed that FLOs tried to find 

niches where their government could reciprocate the vast amount of information the U.S. provided. 

Foreign officers stated that they also benefited from working at USSOCOM J3-I by their: 

participation in regional working groups, their support to joint planning, and their doctrine lessons 

learned. Foreign officers indicated that their countries were satisfied with the placement at 

USSOCOM and benefited from them seeing the Commander's strategic picture. One FLO stated that 

their countries benefited more by having representation at USSOCOM than at the TSOCs. 

(U / /NW) According to the former Chief of Staff, USSOCOM, the assignment of the French was 

critical to USSOCOM's mission to establish partnerships not only with other nations, but also with 

our NATO partners. The USSOCOM Commander believed this assignment would contribute 

considerably to USSOCOM's wo.rld-wide efforts. 

(U //~) In December 2013, the Netherlands conducted an emergency extraction of personnel 

from South Sudan. While able to evacuate eight personnel, they were unable to secure their 

Embassy upon departure. In order to address this issue, the Dutch liaison officer was able to 

request assistance from USSOCOM. The Commander USSOCOM tasked his staff to support the 

request. The liaison officer was able to easily track, through email, the progression of the request 

In the end, the predicted violence did not occur, neutralizing the need to secure the embassy. But, 

because of the efforts of the Dutch liaison officer, all was in place to fulfill the request, should events 
have required the course of action. 
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(U/ /~ According to USSOCOM official, the response to the crash of Malaysia Airlines Flight 77 

in the Ukraine was a J3-I success story. The Dutch had to go into the Crimea for recovery 
operations and the J3-I was able to facilitate Australia's Intelligence support. Another success story 

was the support to planning against the Islamic State, through the sharing of information on 

cross-regional threats. Although the Scandinavian countries had no interest in the region, through 

the J3-I, they were willing to contt'ibute SOP assets to assist the U.S. and allies. 

(U //~ A USASOC representative stated that all USASOC exchange and liaison officers were 

part oflong-term programs allowing the sharing of information so they could better operate and 

work together. As a result, countries had succeeded at sharing information which improved down
range compatibility of forces, 

SOCOM (b) 1 4(d) 

(U //~ According to JSOC personnel, the British PLO was able to help facilitate an evacuation 
from a foreign country. Overall, FLOs were extremely useful in facilitating the sharing of collection 

assets. 

SOCOM Section 1 7(e) for SOCOM (b) 1 4(a) -
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SOCOM (b) 1 4(a) 

SOCOM Section 1 7(e) for SOCOM (b) 1 4(a) 

SOCOM Section 1 ?(e) for SOCOM (b) 1 4(a) 

(U//~) Despite the violations to National and DoD authorities, USSOCOM personnel assessed 

that the assignment of foreign officers to the USSOCOM enterprise was helpful. Personnel said that 

the U.S. and its partner nations benefited from the joint and consistent efforts achieved through the 

integration of foreign partners within the USSOCOM enterprise. USSOCOM personnel believed that 

building pre-crisis partnerships helped U.S. SOP achieve increased interoperability. 

(U/ /f'e'tPO) There are inherent risks associated with the Integration of foreign officers into the 

USSOCOM enterprise. These risks could be further mitigated If: 
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• (U/ /~) USD(P) updated Do DD 5230.03 and DIA established policy that covers the 

integration of foreign officers into DIA SCIFs; 

• (U/ /l.iiiilila) USD(P) increased oversight and regulatory enforcement of international 

agreements and assignment of foreign officers to DoD organization; 

• (U / /Jil8ij@) USSOCOM followed regulatory guidance concerning the assignment, access, and 
dual accreditation of foreign officers; 

• (UfiF8ff8' USSOCOM requested an exception to national policy for nonreciprocal officers 
to remain at USSOCOM; and 

• (U / /~) USSOCOM maintained oversight and accountability for all foreign SOP officers 

within the USSOCOM enterprise. 
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(U) Appendix F 

(U) Office of the Under Security of Defense for Policy 
Comments 
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I • ,\ I , ~ 10 ,1 • I~ I htt\ 1,'\ 1,,1, '--'"'' ' N u·u •. 1,..,,11 " IL ... \:"l'"-"lllh " ""' Iii..•'" 1L.1 \.. 'i"{c ll U\J J..! ,, \ rr1lt.."-

(U) Defense Intelligence Agency Comments 
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U~CLASSJJ.' Jf:D 

111, 11101 r:e<II) 1,ler,1Lliol~ C111:JJ1i111 11111• " " r oo-.:,d .-cl,01·.1,1,• 11111<, · 1N lt1:n 1 1 ... 1,Jl l n \\ l!h 
~111rns : • lhL• t'> IJ, ·iu, r<'~iHun ):1 '"",u~I .:. 1 tc11hh:m l•nr,c_•il'n I ,l11i1-rn (>l)kcr m~Jitn~d I.:. ll11.! 
/ 11111 lmcsll,.:t.t11~"' i;:~, ... u,, wlt~, h w, t1IU 1•1111 ,~ .,,1,j.x\ e:11 t::J,\I J:.·11,.1~:IJ 1 !iS~ 11 1 ,~; •11,.!• 
i..-:1111 ,,lei~ u~ur,~: ,\J I Iii, lu,·l.,=I ,riH "'11, , e,pm ... • lu tl1<· DJIJ 1,.1 J, ... ll l~~1w 11 • 

.I tll > i(,•<1•1111110:11<1 110111 ll 2.o:.. llo,•lvw 1ha I l11110J ~1111,--. Xr"-• , I l>11•11u-111,, ( 'o,,11,11an:I·,. 
111r.ut 11/II\ .'I ln1~1rt1111l11Jn '\\·,~• '" 1 m:1, r-111 101 11n ' he ,11::...lr..!••.:;....."\.I h)' !'11. l 1\ ,M Jt1, d1c 11C&.!fl!tl\1I ltl 
111li11l11I h ruuhihh l11r lllhltnah .. ,I lnr.,111.J.1lnn 1l)1,h:!III'> II ,.u~1•l<l1tr~• with llq1,1111111,•,,J ,,r 
l)fl<'IH11 Mnn•~•I , 111~ ~11 V,1 

tG>l 1111• OJ.\ p,,i111 uj u,Ol:11 ti~ l l<tulol ,\11ilc1 "'" SI 'II, i>l11,.,~1•11'wnl Llr~ou' ., 

( 
j I ,' (/ -·r 
,,.,.,..,_ (' '!k ~ I.: (,ll,'• l;h;. 

M ,1..'11/\1 l 11 l.O'N' llt{;ll;\1'I ( ) 

.~~crte.'PJ IN o [4 01<1tj I t1·w·imtmo·1111D1t11,-

SECRET' 'PJOFORN// ;; SOCOM Section 1 7(e) for ·1 4(a) 



Jt4t:XSSI ii & Sit Ii IC&ll SUOl421 
U l a AIU .iAL. Ol'tlllA I 

I 1 11. ,. IHI I I 

"" ~ -- l!I rtit,i * l llf 11'<'U,l!i '\ 

MAY O 't zn,; 

MGMOl<AMJUM FOR O1:PlflY INSPCCl OR GEN[AAI FOR INlFLLIGrNCt ANO 
SPCCW.. PflOGRAl.l ASSIG-1WCNTS, DrrPNITMctlT or ocr l!NSI!, ~800 MARJ< 
CcNTER 0RIVL, l\l.8WIDHI/\, VA 2rno l f>LIO 

SUBJEC1 IUI ev .. uebol'I ol f O,OIQl'I 0 1\'!w ln.-ol~on,oni l l 1"'- U 8 Sl)tWI 
Opr1,i.on1 C-■r'id MaeOIII Au Foro11 Ra■a Fl IPfv.l!&t No OWi .& 01"'1'1 0?08 00) 

I (U) REF!:RENC1:S 

D (U) O.p arlmmnl ol O.le11J11 (000) hwpettof Gene r-1 M.,,,..,-nou,n, !MJjkl 
,:Y'31UltJOn 01 ~ll'l'GIQn 0 11,cer INYOIWnlBN al lllO U S Speaal Optt11J1a111 C01111nand 
jOSSOC0\4) , 1\11100 1 Ad l'or01 B.1111, IL dftd O S~11 W1• 

b (LJ) 000 lnapoct(J, (',ei,,,r,.. P.ISl1Dfhndlfll, Subiud SamG •• •lit.Jvo daalta1 26 
IAa,1112016 

J Ill/~) I~ R•'4'flnco b IM noo l r4pftr.'"' GOllon (I n,ete1rf U 8 SpecJAI 
Opll1111IOM C(jmtmtnll (Ul'\SOCOMJ ILi pro.1{lr, o:Jffl!fll!01a l)fl iT10 n11dlt11)!1111111 
reoothl'l'l4'fKIIIJoM -Mfllld •I 0 00 lr11~ C1n"1'1iil r ,Qjeot Nu 01014•UINT1-
11206 00 

:I (Ul,_J 0 -oJI. USSOCOM ~onwn .,.,h lhe l1JJ)Q1t '1 l l!id111111 <ind 
ff(!Cllmlt'kll ton1. BICAIPI U "llltitl bll"'-" U $()COM hu AIN_tyR 11flvfld l o .chllVI< 
lull ,;<m1Unni:c l't11h 0 0 0 rog11l• llooa 1111d potae1 Iha; v--,n r,1u,nded ~lllb Ir>' fcrel1111 
viallon lo lht hffdqulflloll W\d UVSllCOM RUIWtllNIIO OOll'lftWldl, ~ d - lhL, 
111•• m11r.1 as a ia,lul ~r~ 10 1111,1t,11 furt~er lmpr-monlt tn ih9 1 rssnco.~ 
Forc igr, Oft1cer Proo,1!111 l'l•cd nn ~ ri:tcarnm11'1cb.!k.11• ..,,i r1111J111Q• tn 111• 111po1L 
USSOO0M "'1~ 

a 1u11....-i En""o 1n1or'1(1IIONI og1u m0llffl mo Int ru I c:ompl.m01 w~h appllc■bla 
lo,., Md Cl mci1"tl11. 

b (U/1,._i C..a111l11• lti. ll•lnlog Pl•P••IIOn, 11nd n~fTlbt! ol a .. igM~ Fenlon 
o.tJowre ~ (FOO). 11111! ma'l:n .r1u1tmnnla IJ.a•MI ""NIOCfflm.endallom mala Ill 
fl 11 INl)Dll 

r; ,w.-...1 lfflJill)\'6 1111d IMTIRl!lll lll(ffnlli eonlrolll l!Y lhn m•naoam•nl o1 'Ollllli)n 
VNllJ -~d '"'llllOfllR~ ltl r,r ,rn~lon pt:llllll"RHI ID l ~e lll!alq1,11ters 11ml 11.boul~-
avm1n~11d, ' 

\ I , ... OSSIPFFt! l ..,7 ?£Et "' a I gr 9,: v 

9BCRB171/ MOPORN / SOCOM Section I l(e) for 1 4(a) 

/\pJJt.llHl lx F 

(U) United States Special Operations Command Comments 
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socs 
su0.1ec r (U) cv•lua11tJ11 01 ~orwo1> Ot11co, 1n1101,M>ml ■t tM u 6 BpettYI 
Oporml011ft Comm•nci, ~4fc0,l "" Fo,on E\.ta FL (f>rgjocl Ito 02011 OltH\-020tl 00) 

' 1u1 USSOCOM COltlirua, IQ wtl'I\ wl!t1 ·••n u,u'.le, S•ttFlfl•Y ol Ool•fllln 1111 f',;tlcy 
Ille Oilanu Techraogr Soeu,o1y Mt nl.11■Uo1> Ille Olfa, ol It>■ Oe--•I eou,,.1 11rYJ 
'" '~In ll't own •1~11 to enr,.,11 M o;,mpl\lnce .,nh npprlr;ab'a- - DO'lctn fWOl)rdlr,i 
lhb r,lac,,mcnt " ' IOl "-'1111 nn,ceo, If\ lhci USSOCOI\I t nl~rp11 ... 

b tU/1 ...... I hv ret)O(l ....,1:rtte1 lht ~HIIV GI tne POWIV QIJCl;inca Ii\' Y1'1 lcl1 the 
1Ja p1C\mlll\l 110vM>11 lt1ltlrmet1011 atw11111 ancs the mw~l)Ct1ICl'II o( oirtoo111Jod YIP1 by 
loroig,I oftlc.e •• Tiu eample d y hlndaoa 11\a ■bl•tr ol CU!!M\&llllara ID uaula 11IOID,al 
UNI m111u111v • Hll!ltQ-C: uu:<lanee l'ofllch pl- r,e,1111,,.g empNi~ on Ula nl\tlii to DUJII 
ind wor1C \\IUI pan,..,.. fWlOfll Ollllfllfl\t.l \'\Ullin t11la cur,cilar policy CCirt1,,L tl\r,ia 
pnln'.• dl!Hl'\l!I 8m(Jh NII 

• IU/liilllilMlil <;nm,n...,dr1, USSOOOIA h.,a lho ... 11,.,,,ty tn rlnvnop ai onle,.,,,._~, 
ult!C4t p•C11Jr•n1 WI I lelC!qu■lirro USSOCOM 

b JUI,...., USOOCOM uOllllld Oplllm!OAII nod )Janton lllllO!I lur<i, IOf !ho 
C0116.t111<:l1Qn Qf •, kll.,ni!IIOl!ill ooo,onooon «-lltlr 111" n1arnMtr °""'"'""' wlh ,to 
1ppracm llll011 and aJtl!IUlly 

C IU//lillililMI Al no llma did ussor.OM w Jtnjjly 01 """"'"t1l r di,n.- nr 
oJO<llOIOflliM "114!1na!Hlrl ID w,y Ulllfflll•d IOI~/\ - - llu.on amcu,, or .. ,.d,~r,i• 
ol!Je411 l'I01nr,ci lho Jo vol ol di.oo..ir11 1rc11Lill!l1d by Plallun■ Oil~u, • P111cy - 1 

u (UI US90COM ""~ C011W1UB la emufjj _ ,,p11~r,ai llo!III lh• ...... J;dlclltl i rt<I 
lfUldl,/101 DOWm lr\l} lhl ••lil,ll'melll OI IOl t'iln olt.lQlln t t U S COlflm■Jllll l l lU 
W1-,;'llme nl ll OSOCOIA ho~ ,,,_ in •A 1<1l• 1n1 to0N1I offiCOI JlfllGlllffl "- hlld lltill~g,oc 
l'lltl• CII by IIIClh'1n,J ""'' sp,11 .... 1 o.,., lfllorll fur~• I SOI ) µatlMo•· llliMly lo 
cow,oute IO M<llirlty cllalllflgOi or rnulul l lnll l'<i~, ~ncl WfJ r- OCtTnilll<id lti 
conttnoung In It i!WlltlJNlnl In Ootoo'dlMIOa -.;.!I, l!)j)lk llb'-t 11,, •• • nd f"ol1748 

SOCOM (b)(3) (10 USC 130b). (b)(6) 
SOCOM b 3 10 U.S C 130b b 6 

A Cnd• 
I l\rtlOil> f\ 

? Mnex n 
3 "'1~•x C 
4 An ne, O 

J . IMACUS HICKS 
~ JOI 0..-,ini, lJ ti A.I ~611'8 
C'""'11l ol&llft 

SOCOM Section 1 7(e) for 1 4(a) 

SECRET;';'NOFORPJ/ / SOCOM Section 1 7(e) for 1 4(a) 
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socs 
SlJi:!J Cl !Ul F.v;illJll~ of ~orwli;n ()'11CIJJ lnvl)}-ni a, lllo US Si,t1tl11I 
Opn1111h::ro11 Commoml, M,icO-JI All Forco tu111 fl (Pro,oct Ho 02011 011H 1 010l!I 001 

~lil!!X P, ju,, .... , F•ndlng A - f l)f"811jll omi:e1,; J\•nlunt:d lo U,5 8'J•cal Oµtmlillom 
Ccrnm1rvt 

1 (U/"""'911)) A2ii - E1¥1U1e ell lntarnuLONll 11r,1et1rl'lfln~ lilt ll'e tuu,gn omo,ir, 
••lgn.cl lo 111 on tl)C.rrded <1, •L• lo U $ Speclll Opt1•~• Coowr,wuJ IUSSOCOIA) 
and 11 •~bllrcu,mo rnmr,,9"'1q 9,. 1n rnmp ,,.I\Cl1 "'1th 11llf,lltl;lh~ ill'NI •no 000 
pc,11c:r11 

(U/...,..1 CorrtM1I ConCl.lt ,'II proenm, !Iii •0telgr, f)e1tonn11I est111neo lo HQ 
USSOCOM &11d ill sUbordl!ln lo commar--oa t"!'lll ollhrs, an apprOYOd ~Oi.TI 01 
Ag1eemen1 IMO.A), or M vo an Ofllco or 1tie 841U"tll!ry ol o.lonM tc11 P«11r;y (05D(Ptt 
IIPll10'"'d nwc,ipton lo poq, p11rd1ng ~""'p!nhon fl ftnrot rwg01i~llon of 1'- apnof',a 
MOA 

2 (UlllilillWlit A2b - Fnt1.1to .... ul"'J "An~ ... 8" ~"'1/~rr 11Wi l,rvel nl ,,.,,.~ l'Ml!nO I;) 

clr.1c:,,hc ttu, 11~"" r,1~aJ011 or Ilic e•dlar,ga nlf1e11:, an,t r.l1111ifQ!lon C1C>"111t11111 With 1h11 
f:,.rnl11n ulf10et', IIChWI m uton 1r,qulrt:rrenl 

lUl~J Common1 Conci., AU Aflnt , l:b. [duty OM1;,.:l10<11) 1or 111xc.htnlfll 
o!f]i::.ors are bolng modlff!ld lo rC~CII tlla litvt,i cl d11rtl QOn~,i.111, 1 .,.;it, tl'l h d1J11111 

3 (IJll""llN) A2c - Hequtrt OOO'J)Ql'elll CO!IYNlnU4ll i to oo•~I) all roqu d •nnCJrlll 
certiOCilhon,, 11ncl on-gnalod d~lu•~ro letlar■ 111• 1n olGOD!darx;;o wrlh C1m,la1 175 
.ault,ofll'( and 000 D,ri!CI/Wl 3530 Ol, lnlat1'1DII011til /\grol!ITIIII\I.'! ' dated ,e Jlly 188 f 

(U~I Commont Cnnci.,1 l n• ••01:1~1119 1101 omr:nt• "" !0101911 0'11,0,.. 
~••laned 10 I hllldQUIIIIOIS USSOC:OM, Cl'.rnponem 1lolldq1.:i1te11 1md 1uboidl1101a 
,ubtJn1noo command '1111dq ull1f111 ""I bit 1w1~ aN rn,,nte loeo '" IICCOfdM!oa w111, 
lhl 1ppllcabl !Jl,-Cti.,.,. wtd pt'JN':fj ou•ch1n~ 

4 (U/,,..../ A2\J - flA1q1.r.tl n•ce1111ooa 10 PL •;r rm llltt IIUIHf!fil)tlllCIII •I'll GICChl~ 
off~• ,..,it, are cu111>1IIY 1t1111{1n«l IV HO U$$0COM \\1l11oul llllfJCl\o:J9d lnl11in"1lonal 
tqeome1u1 

(UI Ct11t11t1nnl ConOJ! C~!r,la 

t, (Uftlli8lllllilt /13,r, Selk oppropholv OiilhOOI)' ro, 11\d loro,gn 11181!11,cr;ca OirCCflli 
ouvnoa o, all.ac:ttlld lo USSOCOM ll<ld 11& aubanttialo hu dqunrl~I 

,u,,.,_.., f'M'l'menl, N~cancvr USSUCOM d161)UlCII tho r111c:1lng lh;JI ~ rl!llltftd 
E>91eernenl1101 tllo elll!:heng" ol milllory lr.1nllg.._ ,....u, lor~n go~e11u,-,11 belore 
1,an1ng tlle app10¥e1 QI Oeleose t.1,u1Q9nco P.Q!ll"ICY (OIAl ussoco~• IWS 1:1ee,r, In 
co1t1pli1W1Cill Yi~h 1111 oulhorijlea and POlt(lioo for lr,feUQ0!1to-tocu11<1d F0to1Qf, LIIM■oo 
01fic:cn. (rLO..> r DI c.l,,nfiCJrbon, ■I no i- - inleho- rni.t«t Fl 0. IIM'!J~"d • 

3110-- - I;_ ,__ I 6 4 Gt 1611& t C _ C t.. I 
3 

SECllET,';'HOFOR~J/ / SOCOM Section 1 7(e) for 1 .4(a) 

SOCOM Section 1 7(e) for 1 4(a) 

/\1111111d1xl ' 
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socs 
SOHJl:Cl'. (U) fv11Y111011 Of Fc:mrgn Orflal1 lnvolvrma,11 QI II• U S S11t1ulil 
Oociraucine Com11 111d, MacDl ,r,i, f'uica a- FL (P,cjal Nu. 0.2QM·OINT\·02~ 00) 

ll<co.t1111,aa O"tcc,~ wnd no 111prcG<1ntnhvo1 from loforon lmt/hgcno. 11Qanc1os llll'io ovo1 
bNfl Hll;~•d to USSOCOM N. for91gn olflce,1 a11lg,w<t to U&SOCOl.1 -
1~tenl11tlve& DI "1elr 1at11ect ve IA111i!,.es at Oil'MMt 

8 (U/,.._., A21 Malnt.n ONCt.iQ!'C nt nll for"']n snr oulgnad ID "' Qn nM,O,,<llltl 
I/\ .. , kl US.SOCOM w,tJ 111111Ulll:>1dl,_ COflrN~ ll<ld S1.tlYtlfl i;...,nipunn1•1 

i\U/,._.) Comml)nl· IJSSOCOM 11 tn me prooeM o1 dffll(IIOplng I nd r,ramu'g1Mp 
ootMWld policy 111d ouloMI~ rng,ua,io ov !$QIU of foragn SO~ A1110nad IQ or on 
olCWldl!d vl1ltt ai:.roae 1"111 hN!lquo1t11111 or!d USSOCQM' I •ubllrd1na111 c:ommtJ110I, 
b■1NI on lila rocon1men:s.u,an1 ol lhll repoli In 1dd•1011 , UG!:OCOM wit monlo1 Iha 
1nterr111onal 9g1-.nti a11ie,1CJ 11110 by 11_, SOF &11\!ke compon,m1 n.~ 
avan y,non l h011,!1 '-itnD!T1Cflb ora urntcr th«i Plll\~n• Cl ScNoo-oo,.,111,:11 l)Oilcy 
g u MUMca 1111d 11Ult"'1<11y 

I (Ul/~fA.111 - E1rrma1e 111D 0

11\111 Ult' c' ro11MQ11 ""'-' 11, ltO..'fdO!- w\U• 
,:u_,rr,n1 ,11auwc,y oi.Jt•nr11 

(U/1,-1 Comment Concur. USSOCOM an, u1ca l oralijll dtlcars ••• onty 
l-'fl:lh'l@d !l~ChlOOfl offlCl!t l ll ~JI 11fler "'· Clll'et~..,n of .,, t,/IJA USOOCOM 
•~fll,rrt1• •tlla becwnnn fOJ"l)O liM()II @nd axthllll)ll 0111COII 

I! (U//,w()) /1:Jr, - f;.t1•D.un I proc.tt& !or lllllf\Wtllmt!IM O! ~ Lt IHOC.»locl v.1111 
l •0111-.g fu•c'lln 11..,.nn nltwr, 

(Uil....-01 Commenl Concur Comp.•lt USSOCOM comput1!ll 0011l. al lil•lgN!d 
10111,gn ll111ton Qff"Qer.l b .. IHI 1h41 m<>Ofl IM.IGiltlled tr, lhlt ,1Qln1 Stall ~ ntnq . ,. 
l'O\\t !>lied let HMOI 11111u11lly It. 1pprcp1 3111 Ac.qultlHltm 1111<1 c,a.. o.,,.. ftlll!J 

11Qt940'TIWIIS (ACSA) 

S6CRl3+;<,'N oro1u~ /,f•J1•1Nt1tiiMIWPIPP■ 

SOCOM Section 1 7(e) for 1 4(a) 

/ lpjH'1atix I• 

11on11; rn Ir, ll'JII / 123 



oocs 
SUllJl:cC I : (U) h t 1ultlon 01 ~OIi!- gn Oft"IOIJ ln"1:IIYemeriC at Ille Us. Speoal 
0011allol\t Comrr,a,1d, IAIICO I Al, Furu, e ... FL 1f'111te1;t No 0201'1---0IN r, 0206 00) 

/\N1n O IW,.._I F 1ndlr.g 1:1 U S $POCIJI Qpnrntl[)IIII C0"1mand d d noi fully 
etimpl:,w~h Scnalt..e ~•nni.,nlad lnlormnlion Fatdlttlc,i raqulrornti~t, 

t (Ullfl8W)UtaSOCOM Section 1 7(e) for 1 4(d) 
oomi,►1 t1nh W,0"1Joncn CommunJy !]iroiJMI (ICO) 706, · sor.rtlvn ~,tnw,wi 
lnlOirNtl1lll FicP~l•n ,sr.1n: ltl i!l OOD ltJ.lnual Ii 105 21 V2, ' S•11Wo'lltl Con i»rllflWlltd 
Ir 011n1:.on ISCI) Admli11al1i11,V116eCU11t) MllnUII, CcilOber Ill, l012, 

(Ul/fl9901 Comm1mt Non0011cur USSOCOM d1111ut , ltwl fircllng 11~1~ 
i:-Mnorn waro m11h,:miod lo oaCDrl o:ia, fCJrv,gn nnlmal:. lnlo SClf1 In IMl<Ch~ 

partnm "Dd a~oeu USSOCOM Ma,witl 3ii~ &t"'H ~ ft !llfJm,~at/ f' 
,IW_IIOll.tbil moll ot ~11m1nel In the SCl~•c• O ❖IC 7 ■ ■ 
HC!I· e.c;orc pJ1Y,lo~11 

2 1u1.-...., Bib . @Je111•1ffi';;!h❖•-:r·N~ 
S\Jppcc1 Cen1111 ¥1Nt\ i r• r111111un{1 ;;:,oo, 116111\m.iet' LSAelE • 

(UJ C-1>1MlJ1tlll Cunl;lJJ c,1111plfto 

3 tlll,"""91 lllo --- utebttfl lorm11 OIOClld<JIGI for Pl'OOIM~ roql!C'.JIJ lnr 
1r forma:1on eo~r,g a01nc.e •'"' 1Dth 1Clkl!)y t1f0/lti1llon 111' ku1J9n iilltDfl a,f'D111 

(UI""""' C.omtrierll CO/lour. CQ'l\ple1~ 11'1 July 201◄, Ul)!!OCQM R-OUIMton 
IIJ.◄ l"ttrlMf Nn110n /{r,qJM:rla /,Jr ln.'cimliloontf?'IQttll/lfs lbr &1Jlpoll w111 p&.l>ll11h11d. All 
r•• ltner nal-Cn ,. aled 11!Cllllllt Odhc:11! to ll\!:t g11Jut1CO wllhl,1 Reg 10 ◄ lu llflill/llf 
uta!unlritb11,1y ono opp«1pr11_!e re"1ew, 10 1ndudo 111011, port11n1na io 11<11t~oe tna 
ledV1ology 

LI 4l. SIS.iii I([) I tlllill Ii. C .![ 6141 'f 

9fJCRE'F7';'UOPORN// SOC OM Section 1 7(e) for I .4(a) 

' Sf:iCllET;','PiOfORfi/ / SOCOM Section 1 7(e) for 1 4(a) 

IIJlll!l i ) IJI{, ()•Jll /124 



socs 
SUBJECT \U) Vil1Jllh011 cl l'c11e1gn 0 1nai, lmmlYI Mrll " ' In• U S Spi1ct<1I 
Opa,allcq Ctinil'NII\CJ, ,MCOn Alt Forca o_, rL (r,oJeii;l 14o. O201 ◄ -0INT1·0201100) 

Anon C; (U) f rtd ng C U l:i SiloCJ!!I Ol,orllltlOlll Cttflll'l\llrnl 1mp~arti, tllll<I~ 
d,11u r,ad ,nfom-.ailon In lc;;eli,n i,!"i..,. 

I (U/1,._) CI - Ce-uo ayatcm11JC <I G()io.Jro o1 tlo ►010111,1 ff!IIID11al·1 t NOf ORNI 
lnfom,allon lo :ha A~ll"!ll.in Deputy J3 

IU!llilililill Co,111110:nl N,m CCIIIWI USSOCOM tllapLle UICI llrdlng lllill NOFORN 
l11r011m,llon Wltl """' l'f&IIJIJ'l-11CII ~ u to lhe Ot,llJI~• J:l, 1111 Au1\rllli1m 1-St!!f 
~~ Of11te1 Al Oiled II' lhe r~ r1. IM 18',Ultl o,I t'lt De.A 11w11w,iaoon ·1a11'1d '10 
1moro~ r cf!Klotuto I)( rclouo a c,;,n111r l)d ln1arm,•Qn 10 1r.. I\IJ&llllll•n e>.pyty J:I 
Tt-. DIA INm detmlmflad lhiil lhc DIA t:YTflloyi,o l .... o m.ldlt thct ltCl:\IMllloo) and ae.a, 
people Cll lhe IJSSOCOM 1111n _,11n'l wtllcl!lnuy .. MIU.I ti! W!Wl USSOCOM .... dong 
0 01 ,iblo IO"'lil~ o ffonr IIOl!OH' UlHiOCUl\1 D(llitfi111l tho fjl/\ lln•11ng to bill KCUr.ia; ., 

no Urn■ ,,"W1 any NOFORN lnlo1m•111»1 dol.berllc 'I or ay•~y d ,sdoud le ■rry 
10,ogn IIMon or 11xCl'lo1"<,Ju poraonnet 11 ussocoo uasocoo, prDCNUraa ta 
l)fOVDlll dllGiolt11'a 01 NOFORN lnlonn1100 llt l!I IGCCldlll\Ge 1111th 000 !Ind tJIA 
guid8noe ■I'd polil:t' 

1 fill,....) C2 - donllf-f 1h11 numl!N rt lni~n rll:11:ln~ur1i blllC1:1i. rn11111~ by 111111 
-dQimrlcua 11ml 1ubol,on,1tt ,;QnITTlll1W• 1111dor USSOCOM'• pur, aw lu !Tafllaln 
l\l.em.ttonal e•change l)'Ollruma 

(Ul.-...,j Coo.,..._,l CCl11:,.,,, OlllfKliYll l!ltlon 11 cnll01"8 On t e S..p 2015. 11• 
Soeool Opi,ret>c>na CapaoiHIY Reqi.remont Bc.!ra (SOCR 81 •~rrowd the oHicJtrt 
1J1lllbl1thtn11111 ol Uta J3 lr1ter1111cn11I llrl!ni:11 wAt-1~ the J3 Opar■tlora Oln,c;mrale T ho 
liOCRE B •ppraweel lhe 11ulgrvnenl ol I UO pcn()nnel dtrecrtly wll><n 1h11 JJ, I IIP•cet lo 
1'19'P, H-111, 1111d owrtao l0teiQJ1 dl1do,urv IIIUM Acltitl:>tli!llr, USSOCOM NIUITilld 
Comt>•l•~I C!lrnmand ol lho l h~iof Spc:o11I 0 1 ,craiir,na cam,n1111d• (TSOCa) In 
r11b11.o11,y701l In ,,. analya11 al th■ capab,lt lu. al 11" ntw 11ib1111l'-d OClfl'IIIIMidl, 
USSOCOM lder,~lleid ihM I soc, n .... 1 ll"'TUl!d 1bil•y io fltll:!Mlll) lllCI 11'11118 
ll'llonnotlOJ\ wllh Jo,,.. lnli,rcignncv. ,ind Ml.QtnoboJ\&I ,-,c,,, portn!Jl't Al a IQIIJft, 
llSSOOOM propntarl hrll'ld dl•l'IQDI la TSOC manr ng artd GlfFObllft1e:t1 ve 1 
non.11 PF,P Cll■h!JII RtfCQUlJnlfldllllc(t lCCR)' Tll■I OCR llll!lfll~led lhe need 101 
udll"lo11111I F 00 b 81i JI lhit TSOC.. 111ttt1o1 ncrw llaO pie~101i1ly H • tod, .. well .. Lilli 
u1q 11:1r,i11t1t la< li'l!t d1villopm1m1 of lddlllMel, 111!1(,rAd 'W.tag111ph&' to faalt!Ala 
11lomwbon ~ilri"1J n,,. .lame FliiQlliril1,,u11a 01w11I011! CoullCI [JROC) ■PPIOYtd lhi 
OCR vlo JAOC Me111u o,,r UI, alrtnllng Junl 811111. 6on,l(o, 9lld Con>bal,nl Comm11na 
GOIICum!IPOO Wit,\ lh8 pr~o•ed ct\qM In mllMI~, lflll c"p1blln11!1 USSOCOM hn, 
~~blil"'d 11n lr1l11gra:1Xi llfOJtcl l!lllm 10 1oonllot l SOC rnpahillly l'llllt■m-Mtonh1 - to 

IVI I Nl'IJU ,~ 000 ...,.au .,. mtMIII f'iu.g, ,~; ~IIIC-lllm '"'"Gtimun and bll\"C"'"'" 
Oy,1,,11 -1,lcl, _ _.,. • •~rn~••m••"' ,n1l1••crooooc:r11, n1Q1NOIIOII "'""U rrl!l••tl, 
,, ,..,..,,C, lllll\Onn,• '"'""" l<ldµj••lo1- 110fl/ll .. l .JI 

IJ~lll IIW l 11 l 

0 
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:socs 
SUW l:C f , (U) E\'aUBIIDn r,I Fo1eun Olf•.ll:r k1'oivr,111n111 ~, ,te U l) 6pc,oal 
~ 111\lors Cainmand, Mac:0 ,1 ,,., r O'ce D.aM. n. <P1cl,ect No, Oi01"4,0lttT1 ()1200 00) 

lnc:lud41 '"°'' rlllciv11n1 to 1'1lorm11IOII ahar~ mulllrwl unll COftbOfMIOfl •'(I IOMI I ncl 
rornlgn d T,r.lc,sura 

:,, 1U//iiQWlil) C3 - Oel1t1mln1 whettllrr u,.10-atqn d i- Uri uff!CIII ■1 lhe 11HU(jll■IIUI 
"" ~ AubQ/dlrte11 eQITl,nanda uno•r ussor.OM , ,_ lldl\~unt~lv 111!!,ld 

IU/1,..J CO'Ttnrllnt. CUl'llllll t o trael\'<t fcilklll i, ill1QIHlJ In 2016, IWdOl!nlUIM lhe 
I Ultd la1 uMy al ~ 0!1 In ICllel\lll d lldOIIUIO UG~OCOl,,l con,d d ollld ' ' ' " fNpc>narb,tl'y 
f« lor•gn dlldOUJl"t, lecMoloijY Ira M ier era,~11• 1n1~ IQtr-e. eng1oemen1, Md 
lc«1l4n v111t managemonl uniM• U1<1 J2 lnloJgeno. 011DC41>,ale SN• pftra 2, 
ab01111 

◄. (U/1~) C◄ - f\H011 lho lfVll!lg 1t q ua'tmtllll !Of ~00 111\d Ulll UII illl flllCc.il 
npfttll!'M11 forco• FOOa fC4;1Jrva 1!111 nM Mllll'f l1"1N111ng 

(Ullflilllrlllill C CJ1n1111111L ConC1Jr. •1■lr•l1 .11 UJ>QOlng, 

'I 1U111-W111111J C!I - AJUU '"' l'fllllllt mt r.tl 1or teC"'1fy GO\letllOn 1no trainu,g tcr 
Ge1IOnl'III 'who ,,. Inv~ \>\lh 11wm;t,l1>11al o~h11ng0 p,ogrami; nlld roroogn 
govcrnmenl ,nto,n- n, o, wc,k ., coallllon .,,. bl 1111,tra l a nv,..,,.menl• a, ct olfil»'O, 
!ICIN1t,e1 or oru:1nlJat on, notQno !ultlQn axct111n11a ona n 

(UlliaWO) CC)MtNnl c ... ,eu,, oc,1e,cliv11 a~bon 0~01119 Tl•• ralronaie fa, 
~ neotdalng 1n1~rn1t10~1l l°'1C';cin1 11110 A e.nle,, now c.all~ 1111 JJ·lni.rn11Hon~ w• 
1nl tndQd to l4d1MI 1h11111qv;, _ 1 Wc,rldng w1h l~amotol\oJ partnor■ roqulr• 
[ldlSlbOnl l 1111r ~,g lklld HptlllC!llCll In tor-on ll&OIO.llfU, J1lem111JOll8J •ume,,.,.,,lll, 
tecurnv u111.11nc., 1nrorm1u011 mu 11rgemen1 oata m1111oe\TlN1t, ltchr~ ogf 
f'llOIK1IOII, phyal~ •~cur,tv, and hfTN to ' \\JIIO lot AIIN:19 VS&OCOM • ro•low1na llJ 
palTtor o of lntarnatlonal l rlllni"O to bc!IDr r,,Jcnn Iha haacqu.,... wortlorm nf thH rot• 
llmc:Llm, a nd llllj)Oll&lb !IIJIO Ill fkoiol111g \\llh Uld "'"'"'1111\1 10,e li,11 llllollOfl 911d O)!UhOnge 
fJDfM.>nnol • I Iha 1'raldqu1t1r11ra and Ile • ub(lru11et1 oomrr-.rA11 

---------1■1111~• y 
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socs 
S URJECl IU, F v11l11n t.on of ►ore1gn orica l('IJQl!,Gmon1 at IM U S SJMIQil, 
Opt1111ona CQmfnond M•~Olli /llr r- n«m), f l (P IO,IICI No 0201 • DINT1 0200 00) 

An~ U fUI~ f-r!Cllng D - U S spaelll OµfllilllOllH, CCln1111ond d lO n01 lu,ly 
c0t1,ply w1lh autom at1"1 '1i'o<Tn11~on 1y,wm, ""1 1onie1111 

1 liJ"""99fl) 0 1 • Curn:lllde lnlerASl.<Jnal llgte tlllltlllla, 'Mill llllJll□p1illli! lanQUl!igll lo• 
!hit I r ncih. 011'ml111, and Spar.ti noro-mcJproc:"1I "-dla11Qo offio••· allo-wlno 11111 , 
C01tlJ1t118d UKft al 11'1111 n,11nn11I Mo.Jlt tntnmtJn•c.i~o" iVII"""' 

(U/~ Cornmotnt C<lncur C0110<:Uvo actor, ongoing Tha Spa,,-,, 
M!WnDrOridurn ol l\;ruc.rrcnt ,MOA) la complel9 Tllo rlllnch 111td Germon MO.A 1omnlr, 
Ill n111,10U1100,, H Of Ute Wllt.llfl a r 1hr, l l!IKIIL uml lllell in11111nce 1n INI lwaao..tui,. II 
o,owrnm■n1 hy "'" O SOJP) 1!ppro¥ed EvU1plion ro flo r;y A'1 1=•11!1•.h 11•d Q11m1l!ln 
l)el• ut°"' unrl111 ~ E,c.11114100 11> ~ lry ;1111 tm.11111! •'" I tlolln Ollica,11 untll U>e 
Wij1tlllll lt:11111 lilt! CCll1~dtod AOdl!.Orildy Pllf 1111 n 111Cl0t1• l dllK~ri•d ntormat.or111plcm1 
'fo not rl4- Off o, o~yafc,,,ltt touch an~ ol o .. USSOCOM nehro11l1 C0t1nectc:w1 t1 m1td1:1 
1111 ouoh • OOfflll'lll!Clll-1 11\'Qll'r);lt-Ofl ltr,e to lhl local Hnl'QI llfOVldlr 11'8 ClOUl'llllN tr., 
u llllztJ trm, ClJp•1JilI!y ara b• d tor 11'01 ~ v■ lho l'ICSA PfOll!C05 dolCII~ 1'1 MMM 
fl, ~ r ij I.COW Addlbo11J1II~, U1■ parwgrnph u g Ill.a J:UCblam t.nd■r F,ndlng O "T\CNII 
o,et ,ne 1-rench .,,., Ge<mo,, 1°,-1M-D w■rv ~1&1111ed llltillllll a U.S SCIF, btil llw.t ,. IIDl 
I;,:irr«:I Tm, rronch ll!ld <3Qrmat1 ~Y•tom, wcro 1111111 .. <1 '" the OC111tlt 111 J'3. 
lnt1matloN1I ■p•«i• ctnly .,,-, DIA had ■n:md •..t l~gq lll>tl«ll 

;! (UII"""""> 02 - Ob1aln IIU-lltO If omui~an &yalt:llll IIC erJl1atto111 I01 Hwta 
lee.I t H 171:tl plOCOIH SCI olaeltantca'ly 

(1Jf/fl99e) Conlt11D111 N011,cancw No per1n■r natlor Jnloimeli)n •YlllimW tro OI 
to.ve tMII b..,, fMla!la!I lnaiae a SCIF al Uudql.Ol&IIDr~ ll&AOCOM Th11 nnrra 
purpou QI bltldtng In• J3, 1n:em.i10t111 H I COlll 11thll ol'iat 1paca W111 lo ■111UI It 

ussocow COnlllf- lO mul Wr■ r■q~amentt ol llfi.flgtl!IQ Cornmuncy Otr■<l1,Yil 
( ICO) 703 for a ll SCIFs For SOCAATES •'IW"''· V"lSOCOM provjdlld tho 
opproprlli!e A111hct11y 10 Opt,rnre <,. TO> "G00nmr.1au~ 111 1CCQn:h1rai -..un rco 1503 that 
gove, 110 o,c, na" Rlak Mam11gernet11 F ••mowoek ' V$$0COM mo"''°'"~ lt111 Iha 
pravl!Jed A 1 Ot ac«ptabfy reptQconl a"10T.a.!CII.I tnlorrn-, ~tem eccreonnllon 
ooc:•11n,m•• · 

' (UI f'~•- •1 k1>:,.., •• C li'tl¥alu~ & ~l>Clt!Oll llhlo kr n'cr"-. lys/Cmo w,:i,r O•lw.nM Conu~unnr 
lnltli- D114w,e !l/3 

t , I LL ... Ir _5 JPd, I 1l I 11..,IAL USE ON( .-
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socs 
SUGJECT (Ul LYDIUlll!On of r on11go Or.«11 hTl'ol~llnll)hl QI lhO lJ S S~Clal 
Opcnt:ono C0111mr1r,d , Mac0 III /w f 01oa 0 010, f l (P1~ No 02014 0 IMI 1 07()800) 

3 ""'""""l OJ - ~ l litb i.11 I CO/lll)!GN'ltlvo !Mlnr,g ptOQNlm IQ ICIUClte 11H 
USSOCOM portonnt l n 'wrlbng for 1111!1,mf to r 011011 11'4 nit< Ai'CI lllt'l!l&nlll of 
'"•""H•iyu~ ~!orm11to, w1d polont.,lty a,dwlng ll!el 111111 b1t~y to p■nno, n1tlo1• 

(111-.-.. Commen1 Conc:ur. oarrtc;!lvo ■clion (ltlQO~Q 1n N,O-..,re,,n, :!0 11'), 
Comrn111ldar USSOCOM FKtblM,ed IN fa,o.,lng guldanc.a, "','Jo need to - 'wt!Ung lot 
1oleaI0· 111 a kfl'i' e11ob1tt ol ou, 111111 re,glonat offcttt II we view partner 00ll11Da10W-1, 
111\tl(ltlllrDn, llnd lle-conflH:llon u cru:at tacipi- In our 1 bl"ty to r;oumer It QJOWSl(I thr.1 , 
lhan wo nolJIJ tu quldily tldopt h~l:,-11 111.il 11111,.. lJ• \ow,-.., 1111d 11111n, lnfonn.t<0n wllll'lh"y 
Of OU! telalkl~lhlpa n wlll hll'I .. lo p lay oull11 wir br '•on - Oij/ Dlld~ . llti111lt1,a 
•"d HIIUS/flallllS Ylill lletil ID beccnfcl tnctea,mth plt1/ldl llfll!l11~ Our plll1111!fl -
.,ho wt, I~ l1wc:Avecl In 4-IJ lll\11!"1 ol our p1a,10ua ba_!llu 1h)'Otrt1 - ••• d U,., ee111u 
,_se to 1he ,-w b1tte rh'/tl1m 1 n1, I Chtnllf flat only lo( 00 USSOCOM . ,. , .. l>IJI 
tor o ur IX>lllPO,_..t, , thn fSOC11, our tnWll(loncy11lllalt1~4nCll ~ lty L1 1,on 
OW-,a, and 11111 JJ-1 jla tll'I"" aa w,ill The "IY!l(Jla 1:mi.p, _ r,aod1 In amb,-u,.,. • 
/\lil on ~ tt111e,ii 111 mo,w lomu 10 accomplish 111& Comrnandc(ll lr~lfflt 

4 (U) D<l lncc:11po,ata 1c00mniand11I OM l!om ~ D USSOCOM C~Qlnly 
RH d JlBM tnAp&t11l>ll , .~ QlJldlWlte ID 1o!d!JQ! lhti 1W1 Of lll.Ml!rlltllo .,.,,, m. 

(U) Commcr,t Co~cur U880C0"4 !\Ill llCOrp(il 11~ 1h11 rtoorM'lt<ldl ll<.lni o( l~e 
tr11pei;llo11 Into J).lr;t~ria ~ n• II041c~ ln11u1ng ~•d QUldllOCII 

Ji to ,em C. :; t di I IC ;a SSC 3142 

s£Jene1,,/NoP0Rrd I t1·w·imt1t·M·ret11M! 
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UNITED AT A Tell IP!CIAl. OPERA TIONI COMIIAHO 

OFFICE OF TH6 CHIEI' OF BTAFF 
no, l o\l#A POINT Ill.VO 

I.IAODll l AIR FOIICf IIUf, ' LOOIIQA 11m, on 

JUN O 6 2016 

MEMORANDUM FOR DEPUTY INSPECTOR GENERAL FOR INTELLIGENCE ANO 
SPECIAL PROGRAM ASSIGNMENT$, DEPARTMENT OF DEFENSE, <1800 MARK 
CENTER DRIVE, ALEXANDRIA, VA 22360,1600 

SUBJECT: (U) Evaluation of F'o,elgn orn01r lnvolffln1nt al tlw U.S. Spec/al 
Operallon1 Command, M.«10111 Air Force Bue, FL (Project No, 0201◄,0INTf-0200.00) 

1. (U) REFERENCES: 

•· (U) Oepartm11nl or DefonM (DOD) 1n1poctor C3eriertl Memo1111dun11 Sublnct: 
Evalu, llon of Foreign Officer Involvement 1t 1111 U S, SpjtClal Op■r11tlon1 Command 
(USSOCOM), Mucom Air F0101 llue, FL, dlted 5 September w,~. 

b, (IJ) DOD ln1peotor Genetti Memo,andum, Sub)ect Sime •• above, dllli.d 25 
March 2018. 

C, (U) USSOCOM R,wpo11M to Rlf b, dated 9 May 2018 

2. (U/IP9lffll In R1l1rene11 ,;, USSOCOM'a rMpOnu lnad"-ltantty did not cl•rly 
1ddre1a on11 of Ille 000 ln1PK{or Oan1111I Rtport'1 k1y reoomm1nd111on., •Pf!ldllc:alty, 
thl t USSOCOM "Enaure SOCOM compon■nt,i lollc,,v 5320.20 promdur111.' The 
dl&C1.JHlon of that nndlng wu Included In Rer c, 1111. A2f. In ord■r to ■n1ur. cilrity, 
USSOCOM concur• with 11,. 111comm■ndatloo to ■I IIUfl 1h11 111 oomponenll follow 1h11 
11qulrw~t• for ■xtend!ld vlllt.1 by lore1gn offl01111, 1111 ducnbtd In DOD R-iiutallon 
11320,:10, USSOCOM oonu11u■1 to lmpro11e Ill IOllllgn offl01r PIOQ1'1"1 baud on 
11comm1nd1Uon1 1n Rel. b. 

SO COM (b\/3) 10 U S C 130b. (b)(6) 
SOCOM (b)(3) 10 U S C 130b, (b)(6) 

J, MARCUS HICKS 
M11or Genaral, U.S. Alr Force 
Chill of Staff 

I ltlCI CPPIS:SS'.:SC? 9££:Cii 1 t 57 
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1\11 01 1v 111~. 111d J\l 1l n l-'vi.il io11•, 

(U) Acronyms and Abbreviations 

AFSOC Air Force Special Operations command 

AFOSI Air Force Office of Special Investigations 

BICES Battlefield Information Collection and Exploitation System 

BND Bundesnachrichtendienst 

CJCS Chairman of the Joint Chiefs of Staff 

CJSOTF-1 Combined Joint Special Operations Task Force - International Security 
Assistance Force 

DDL Designated Disclosure Letter 

DOS Department of State 

DPEP Defense Personnel Exchange Program 

DTSA Defense Technology Security Agency 

DIA Defense Intelligence Agency 

FD Foreign Disclosure 

FOO Foreign Disclosure Officer 

FLO Foreign Liaison Officer 

FVS Foreign Visits System 

FVEV Five Eye 

GCC Geographic Combatant Command 

BIB 
GSN Global SOF Network 

GSN OPT Global SOF Network Operation Planning Team 

IC Intelligence Community 

ICD lntelllgence Community Directive 

ISCC International SOF Coordination Center 

ISIL Islamic State of Iraq and the Levant 

11001(; ") fl If, ()•) II / 130 
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ISPS International Security Programs Secretariat 

J3•1 J3 International 

JSOC Joint Special Operations Command 

JWICS Joint Worldwide Intelligence Communications System 

MARSOC Marine Corps Special Operations Command 

MPEP Mllltary Personnel Exchange Program 

MOU Memorandum of Understanding 

NATO North Atlantic Treaty Organization 

NAVSPECWARCOM Naval Special Warfare Command 

NDP-1 National Polley and Procedures for the Disclosure of Classi0ed Military 

Information to Foreign Governments and International Organizations 

NDAA National Disclosure Authorization Act 

NDPC National Disclosure Polley Comrnlttee 

NIPRNET Non-secure Internet Protocol Router Network 

NREO Non-reciprocal Exchange Officer 

OUSD(P) Office of the Undersecretary of Defense for Polley 

O&M Operations and Maintenance 

OPT Operational Planning Team 

PMO Program Management Office 

REL Releasable 

RSCC Regional Special Operations Coordination Center 

SCI Sensitive Compartmented Information 

SCIF Sensitive Compartmented Information Facility 

SEC Office of Security 

SECDEF Secretary of Defense 

SIPRNET Secret Internet Protocol Router Network 

SOCAF Special Operations Command -Africa 

SOCCENT Special Operations Command - Central 

SOCEUR Special Operations Command - Europe 

uouH, ,w·1" 11•>11 / 131 
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SOCKOR Special Operations Command - Korec1 

SOCNORTH Special Operations Command - North 

SOCPAC Special Operations Command - Pacific 

SOCSOUTH Special Operations Command - South 

SOF Special Operations Forces 

SOROAC Special Operations Research, Development, and Acquisition Center 

SSO Special Security Officer 

TSCM Technical Surveillance Countermeasures 

TSOC Theater Special Operations Command 

USAFRICOM United States Africa Command 

USAFSOC United States Air Force Special Operations Command 

USASOC United States Army Spe<:lal Operations Command 

USCENTCOM United States Central Command 

USD(I) Under Secretary of Defense for Intelligence 

· USD(P) Under Secretary of Defense for Policy 

USSOCOM United States Special Operations Command 

l)(Jlll<, ZO I f, IJ'lll / 132 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whislleblowcr Prolecl/011 {:'11hc111ce111cnl Acl of 2012 requires 
the lnspeclor r:eneml to designate a Whist/el, lnwcr Protecliun 

Omb11dsma11 to educate agency employees nbo11L prohiliitions 

011 retaliation, and rights and remedies a9ai11sl retr1/iat1011 /or 
prulel'led disclosures. The desi_qnatcd omln1ds111a11 is the DoD llotJi11e 

Direclot: t,'or more informalion on your rights and remedies a,qni11sl 

rclalialion, visil www.dodi9.1nil/ pm9 rr1ms/whislleb/owc1: 

For more information about DoD JG 
reports or activities, please contact us: 

Congressional Liaison 
congresslonal@dodig.mil; 703.604.8324 

Media Contact 
publlc.affalrs@dodig.mil; 703.604.8324 

Monthly UJJdatc 
dodlgconnect-request@listserve.com 

Repoi-t-. Malling List 
dodlg_report@listserve.com 

Twitter 
twitter.com/DoD_IG 

DoD Hotline 
docllg.mll/hotllne 
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