SOCOM Section 1.7(e) for 1.4(a)

INSPECTOR GENERAL

Department of Defense

June 15, 20116

Report No. DODIG-2016-098

(U) Evaluation of Foreign Officer
Involvement at the United States
Special Operations Command

A o e 1y S = == T
3 IP?\M Lly'. HII,U.ILV LA | IIlJIIlCI.h_, l.-)':r)\.ll.y II‘}J".?E%UI;"H_&;JI‘ICI‘MI IL,lr
\ I llivAn casm AR nanial Den PRA LN oo e evvis re b

it b ettt b ekl T

-
Ll L e

2t #
L ———

== Released by the DoD OIG
FOIA Office under FOIA
request FOIA-2016-00643
on JANUARY 6, 2023.

INTEGRITY * EFFICIENCY * ACCOUNTABILITY * EXCELLENCE

‘SOCOM Section 1.7(e) for 1.4(a)
\




SOCOM Section 1,.7(e) for
T dia

INTEGRITY * EFFICIENCY * ACCOUNTABILITY % EXCELLENCE

, Mission
Our mission is to provide independent, relevant, and timely
oversight of the Department that: supports the warfighter;
promotes accountability, integrity, and efficiency; advises the
Secretary of Defense and Congress; and informs the public.

Vision
Ourvision is to be a model oversight organization in the federal
government by leading change, speaking truth, and promoting
excellence; a diverse organization, working together as one
professional team, recognized as leaders in our field.
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(U) Results in Brief
(U) Evaluation of Foreign Officer Involvement at the United
States Special Operations Command

June 15, 2016

(U) Objective

(U) Our objective was to determine whether
foreign officer involvement at the United
States Special Operations Command
(USSOCOM) was in compliance with U.S. laws
and DoD directives.

e (U) access to secure facilities and
automated information systems by
foreign officers;

e (U] possible improper disclosure of
classified information to foreign
officers; and |

Visit us at www.dodig.mil

o (U] lack of processes by which foreign governments can
reimburse the U.S. Government for expenses.

(U) Recommendations

(U//eEa We recommend that the Under Secretary of Defense for
Policy update DoD Directive 5230.20, “Visits and Assignments of Foreign
Nationals,” June 22, 2005, to include the establishment of criteria for
granting exceptions to policy regarding the assignment of foreign
officers preceding the establishment of an international agreement and
clarification of guidance on the use of extended visit requests.

(U) We recommend that the USSOCOM Commander:

e (U/M&EeFensure international agreements are in compliance
with applicable laws and directives;

o (U/ /@3 identify and staff the number of foreign disclosure
officers required to manage the disclosure program; and

o (U//EQu) obtain the required automated information systems
accreditation,

(U//ma4sdVe recommend that the Defense Intelligence Agency
Director establish policies concerning the integration of foreign officers
into Secure Compartmented Information Facilities.

(U) Management Comments

(U) The Office of the Under Secretary of Defense for Policy concurred
and addressed Recommendation A.1.

E;DCOM Section 1.7(e) for 1.4(a)
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(U) Results in Brief

(U) Evaluation of Foreign Officer Involvement at the United
States Special Operations Command

(U) The Defense Intelligence Agency
concurred with Recommendation B.2.a
and Recommendation B.2.b. DIA
recommended that B.2.c be redirected to
USSOCOM for action,

(U) USSOCOM did not concur with
Recommendation A.2.a,
Recommendation B.1.a, and
Recommendation C.1. USSOCOM
concurred with comment on all other
recommendations.

OBIG-2016-098 A1
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(U) Recommendations Table

(W) Recommendations (L) No Additional Comment

(L) Management i .
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Under Secretary of Defense for Policy A.l

Director, Defense Intelligence Agency B.2.a, B.2.b, B.2.c
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK GENTER DRIVE
ALEXANDRIA, VIRGINIA 22360-1500

June 15, 2016

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR POLICY

COMMANDER, UNITED STATES SPECIAL OPERATIONS COMMAND
DIRECTOR, DEFENSE INTELLIGENCE AGENCY

SUBJECT: Evaluation of Foreign Officer Involvement at the United States Speclal Operations
Command (Report No. D2016-098) (U)

(U) We are providing this final report for your information and use, We evaluated the Untted
States Special Operations Command's (USSOCOM's) compliance with US. laws and DoD directives
relating to foreign officer involvement at USSOCOM. This report was conducted in accordance with

Council of the Inspectors General on Integrity and Efficiency Quality Standards for Inspectlon and
Evaluation,

(U) We considered management comments on the draft report. The Office of the Under Secretary
of Defense for Policy concurred with and addressed all specifics for Recommendation A.1 in their
Management Comments.and we consider them responsive, The Defense Intelligence Agency
concurred with and addressed Recommendation B,2.a and B.2.b. The Defense Intelligence Agency
recommended that we redirect Recommendation B.2.c to USSOCOM. USSOCOM did not concur with
Recornmendation A.2.a, Recommendation B.1.a, and Recommendation C,1. USSOCOM concurred
with comment on all other recommencdations, Overall, we considered the Management Comments
responsive to our recommendations; however, we have requested additional information from the
Office of the Under Secretary of Defense for Policy, Defense Intelligence Agency, and USSOCOM.

]ntelligence and Special
Program Assessments
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(U) Introduction
(U) Objective

(U) Our objective was to determine whether foreign officer involvement at the United
States Special Operations Command (USSOCOM) was in compliance with U.S. laws and
DoD directives. Specifically, we reviewed the establishment of the International Special
Operation Forces (SOF) Coordination Center (1SCC), as well as its processes, use, and
security.

(U) Background

(U) On August 4, 2014, representatives from the DoD Office of Inspector General met
with a senior congressional staffer from the House Appropriation Committee for
Defense to discuss the committee’s evaluation requirements regarding foreign officer
involvement at USSOCOM. During the meeting the staffer asked:

e (U) What was USSOCOM Commander’s authority and intent in the establishment
of the ISCC?

e (U) Did the USSOCOM Commander have the appropriate authority and approval
to implement a foreign liaison officer (FLO) program and defense exchange
program at USSOCOM?

¢ (U) What was USSOCOM's autharity and use of foreign officers within
USSOCOM's staff?

s (U) Was USSOCOM in compliance with Sensitive Compartmental Information
(SCI) Facility (SCIF) security regulations?

e (U) What funding sources did USSOCOM use for the construction and
renovations made to the USSOCOM headquarter SCIF?

(U) Based on the discussion, the DoD Office of Inspector General team decided to
conduct an evaluation of legal and regulatory guidelines governing USSOCOM's
assignment and employment of foreign officers, the physical structure and security of

S(’)C(’)M Section 1.7(e) for 1.4(a)
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the infrastructure, affiliated counterintelligence risks, USSOCOM's disclosure of
information to foreign officers, and other relevant matters.

J[SOCOM (b)(1) 1.4(a)

SOCOM (b)(1) 1.4(a)

(BISOCOM

(b)(1) 1.4(a)

(U) See Appendix A for the scope and methodology of this report and prior evaluation
coverage, See Appendix B for a summary of the foreign officers assigned to USSOCOM
Headquarters, Service Component and Subordinate Unified Commands. See Appendix C
for the response to questions from a senior congressional staffer, House Appropriation
Committee for Defense and other relevant information. See Appendix D for a discussion
on the counterintelligence risks posed by foreign officer integration. See Appendix E for
a discussion on the benefits of foreign officers to the USSOCOM enterprise.

n/2
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(U) History of USSOCOM's International Special
Operation Force Coordination Center

(U//P&¥83 The integration of foreign officers within USSOCOM from 2011 to 2014 was
not new. Five Eye (FVEY)! partners were assigned to the United States Army Special
Operations Command (USASOC) as early as 1976 and to USSOCOM as early as 2009. In
September 2011, Admiral William McRaven, then USSOCOM Commander, announced
his vision to expand USSOCOM's support to the Global SOF Network (GSN) by including
partner nations’ SOF representatives into USSOCOM and providing them with the
greatest possible access to USSOCOM's facilities, communications, and information
sharing systems.

(U//ea4@3 As one USSOCOM senior staff official told us, Admiral McRaven viewed the
building of additional partnerships with foreign SOF elements as an expansion of what
was already in existence at USSOCOM. The USSOCOM senior staff official stated that
USSOCOM derived its requirement to build partnership capacity through the words
echoed in national policy, the National Defense Strategy, and presidential speeches such
as President Obama’s “West Point"? speech that mentioned "partnerships” more than 30
times. The senior official stated that "partnerships” was mentioned approximately 40
times in the 2012 National Defense Strategy and approximately 200 times in the current
Quadrennial Defense Review.

(U//8QlRd=According to the USSOCOM senior official, building partnerships should
include foreign officers at the headquarters because that was where planning took
place. The USSOCOM Commander was more explicit about his vision in an e-mail to his
senior staff providing guidance on how they should proceed:

(U) the future, as | see it, is about expanding the SOCOM networlk
globally. You will hear me talk about ‘taking SOCOM global.' This means

5 {U) Five Eye - International intelligence sharing network that includes the United States, Australia, Canada, New
Zealand, and the United Kingdom.

? (U) President Barack Obama's speech to the United States Army Military Academy, West Point was dellvered as
part of the commencement ceremony for the class of 2014 on May 28, 2014,

SIDCOIVI Section 1.7(e) for 1.4(a)
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thickening our SOF, [A, and allied networks around the world. It also
means having the authorities to move forces globally in order to
resolve problems which the POTUS [President of the United States],
SECDEF [Secretary of Defense] or GCC(s) [Geographic Combatant
Commands] need resolved.

- ADM McRaven, Purple Note, 14 Sep 2011

(U//#e&E8 The DoD Inspector General provided Admiral McRaven the opportunity for
a face-to-face or telephonic interview. However, his assistant advised that he declined
because of his busy schedule as Chancellor, University of Texas. In spite of not
interviewing Admiral McRaven, we believe the extensive documentation and testimony
that we collected provided us with necessary information to develop an accurate picture
of his vision.

(U) According to the Special Operations Forces 2020 (SOF 2020) paper, "A History of
the Global SOF Network Operational Plan Team," March 2014, the USSOCOM
Commander established the GSN operational planning team (OPT) in September 2011.
The purpose of the GSN OPT was to enhance the SOF collaboration with the GCC, the
interagency and international partners through a network designed to build
relationships and support mutual objectives, The USSOCOM Commander tasked the
GSN OPT with looking into how USSOCOM could build allied relationships and establish
a NATO-like SOF Headquarters organization in selective regional areas called “Regional
SOF Coordination Centers (RSCC).2"

(U) The USSOCOM Commander assigned a U.S. Army Colonel to lead the GSN OPT. The
Colonel reported directly to the USSOCOM Commander, but coordinated through the
USSOCOM Chief of Staff to ensure the headquarters staff could provide input. The

¥ (U//Raa) RSCCs were intended to be venues for promoting Interoperability, exchanging information, and
collaborating to address regional challenges. RSCC's focus and structure would be dictated by regional concerns
and participating nations. However, in the summer of 2013, legislative restrictions were imposed upon the RSCC
Initiative. The House Armed Service Committee (H.R.1960) stated that “none of the funds authorized to be
appropriated by this Act or otherwise made available for fiscal year 2014 for DOD may be obligated or expended
to plan, prepare, establish, or implement any...RSCC or similar regional coordination entities,”

NI 20 w‘-i'/d
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USSOCOM Commander directed the GSN OPT to provide an initial assessment on how to
take USSOCOM global no later than November 4, 2011.

(U) As of late 2011, liaison officers from Australia, Canada, and the United Kingdom
were already assisting the GSN OPT with developing a plan to carry out the USSOCOM
Commander’s vision to establish RSCCs. According to an April 2012 memorandum to
the Office of the Under Secretary of Defense for Policy (OUSD[P]), Defense Technology
Security Administration (DTSA), the Chief of Staff, USSOCOM, stated that the GSN OPT
was key to achieving the USSOCOM Commander's vision of a GSN.

(U} In early 2012, the GSN OPT concluded that USSOCOM lacked the ability to integrate,
and organize the variety of information generated by the GSN that would enable
strategic decision-making by USSOCOM leadership. The GSN OPT also concluded that
the command was not prepared to integrate partner nation SOF officers or to operate as
a global functional command. In the spring of 2012, GSN OPT leadership initiated an
AR CISOCOM Section 1.7(e) for 1.4(g)

consolidate the foreign partners and U.S. partners under one roof in what would
become the ISCC,

(U/ /%848 In 2012, the ISCC renovation costs were estimated at $500,000 to $700,000.
Later, the estimated costs doubled. Security upgrades were added to meet regulations
and engineering requirements. USSOCOM's renovations were not budgeted items. The
Office of Integration Center for Financial Management was tasked with resourcing the
expanded support to the GSN and the reconstruction associated with the integration of
partner nation representatives into USSOCOM. According to a USSOCOM financial
management official, USSOCOM did not view the renovation to SEEEIVIEESEIENGON,
but viewed it as a modification to an existing facility. Additionally, USSOCOM did not
view partner nation's integration efforts as a “new start,” Therefore, USSOCOM did not
seek congressional authorization,

" (U) De-SCIF, De-accreditation or DIA's termination of a SCIF's accreditation.

QARTRISSFRAFANTANTANNINMYSS O C O\ Seciion 1.7 (e) 107 1.4(a)
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(U//RQUR) The first two non-FVEY officers were from France, arriving at USSOCOM in
March and June 2012 respectively. They worked in Building 143, along with foreign

officers from Australia, Canada, and the United Kingdom SeeEIEER EaRNlC R

(U//5akad In May 2012, USSOCOM hosted the first International SOF Week in
conjunction with the annual SOF Industry Conference, More than 90 nations
participated and the event offered a venue in which the USSOCOM Commander
introduced his GSN concept to the world’s SOF leaders.

(U//8QLRQ) In September 2012, the USSOCOM Commander laid out the following
requirements for the GSN OPT: [Establish] (1) EeeIEE RN IR

The GSN OPT submitted a $5.9 million Military Interdepartmental Purchase Request to

the Navy Research Lab to develop system specifications for a eI IEEEFRENIC)

roadmap and resourcing documentation. EeeRIVIEEE RN O NEEEIG)

I 125 envisioned as the centerpiece for the forthcoming ISCC
common operating picture, Less than a year later, e IEE NGO IEEEIE)

(U) On March 6, 2013, the USSOCOM Commander testified to the House Armed Services
Committee that, “USSOCOM is enhancing its global network of SOF to support our

* (U) TSOCs are the Subordinate Unified Commands (Special Operations Command-Pacific, Special Operations
Command-Central Command, Special Operations Command-Africa, Special Operations Command-Europe,
Special Operations Command-South, Special Operations Command-Korea, and Speclal Operations
Command-North),

WG 2014 /6
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interagency and international partners in order to gain expanded situational awareness
of emerging threats and opportunities.”

(U//B&u89 On April 19, 2013, the Chairman, Joint Chiefs of Staff (C]CS), directed
USSOCOM, with inputs from the Geographic Combatant Commands, Services, and other
U.S. Government agencies, to identify, posture, align, and enable SOF requirements for
2020 in a GSN Campaign Plan as the U.S. posture contribution for the GSN vision.

(U//P&¥83 On July 29, 2013, the Vice Commander, USSOCOM, approved the existence
of the permanent SEEEVIEERTIENIGIEERIGE]. The permanent 1SCC was intended to
be a collaborative space, where international liaison officers and exchange officers
could work together freely by taking advantage of the unique design of the work space,

A section of the ISCC space was designated as open workspace to conduct day-to-day
business in an inclusive environment. FeEEYIEE NN GOIEEE)

(U/ /5883 According to an ISCC Information Paper, August 1, 2013;

V¥ - ISOCOM Section 1.7(e) for 1.4(q)
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I :nd our International Partners in order to support,
strengthen, and expand the Global SOF Network (GSN) and to support

the growth and interoperability of global SOF partners.

(U//P&®8) Further, the ISCC Information Paper pointed out that some examples of
global partners were countries with which U.S. SOF regularly conducted training
exercises and embedded U.S, liaison officers, as well as countries that sent liaison
officers to USSOCOM headquarters. The information paper reported that the USSOCOM
Commander encouraged interested nations to send representatives to USSOCOM and

[ -‘I!.-""?
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worked to break down barriers to information sharing so that partners could be fully
integrated into the staff.

(U/ /88883 The ISCC Information Paper reported that the SR IE i ERENICEER

levels. As shared opportunities (or crises) emerged, the el RGeS

I /< « result of this enhanced

SOF capability and interoperability across the GSN, the ISCC oo EIRNCEE:

- ' ¢ [5CC would also Sl

information, intelligence, and requirements among GSN members to support and
strengthen the network.

(U//P®¥8) According to the ISCC information progress report, September 4, 2013, the
USSOCOM Commander stated:

(U//®@8®) to achieve my vision of including Partner Nation SOF
Representatives into the SOCOM Headquarters, we will provide the
SOCOM Section 1.7(e) for 1.4(d)

(U//BQiQ3 On September 20, 2013, the USSOCOM Commander briefed his vision to the
SECDEF, the USD(P), and the CJCS.

(AL HSOCOM Section 1.7(e) for 1.4(q)

p (U) TEMPEST is a short name referring to investigation, study, and control of compromising emanations from
telecommunications and automated information systems equipment. The aim is to minimize the likelihood that
these emanations will ever be intercepted by adversaries of the United States,
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(U/ /ekey From 2012 to 2014, the GSN OPT integrated 11 partner nations into the
UJSSOCOM'’s battle rhythm: Australia, Canada, Denmark, France, Germany, the
Netherlands, New Zealand, Norway, Spain, Sweden, and the United Kingdom. An
additional five nations, Italy, Lithuania, Poland, Singapore, and Romania, had contact
with the GSN OPT on matters concerning the GSN, but were resident at the United States
Central Command (USCENTCOM). Additionally, the GSN OPT facilitated the installation
of three partner nation secure national systems (France, Germany, and Spain) at
USSOCOM.

(U/ /#e48) According to a February 7, 2014, briefing to the USSOCOM Deputy
Commander, the Director, ISCC, reported that the ISCC workspace was expected to open
on April 11, 2014, The updated cost estimate for the project was more than

$7.2 million. An acquisition officer associated with the reconstruction project stated
that the construction and renovation was funded with Operations and

Maintenance (0&M) funds. There was no need for military construction funding
because USSOCOM was not constructing a new building or changing the purpose of

. According to the acquisition official, 0&M funding limits for building
renovation were based on a percentage of the original building cost and the purpose of
the building.

(U//6RE8) As of mid-2014, the ISCC project cost USSOCOM approximately

$7.125 million. These costs included approximately $2.4 million in renovation costs,
and approximately $4.7 million in collateral requirements, such as furniture,
information technology installation, and security requirements. USSOCOM used
$2.48 million in procurement funds and $4.64 million in O&M funds.

(U//Ee¥@) On May 7, 2014, the USSOCOM Commander renamed the ISCC the
J3-International (]3-1). eV IEEE EIENICTEEE)

I This action effectively completed the “operational role” of the
GSN OPT and ISSC and transitioned the GSN OPT to FeleeNIEEE i RNIC)]

ALIR:
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(U//P&¥8) In May 2014, the Chief of Staff, USSOCOM, declared the ISCC/]3-[ spaces and
[GEISOCOM Section 1.7(e) for 1.4(q) . That decision
officially integrated |3-1 partner nations into the USSOCOM headquarters.

(U) Criteria

(U) The authority to negotiate and conclude international agreements comes from the
Constitution and includes those agreements that are not treaties made pursuant to the
Constitutional authority of the President. The relevant sources of that authority for
international agreements pertaining to DoD include the President’s authority as Chief
Executive to represent the nation in foreign affairs, and the President’s authority as
Commander-in-Chief. DoD negotiates and concludes international agreements pursuant
to that authority, executed on behalf of the President.

(U) U.S. Department of State Foreign Affairs Manual Volume 11, Political Affairs,
Section 720 (11 FAM 720) "Negotiation and Conclusion”, September 25, 2006.
Section 11 FAM 720 states that authority to negotiate and conclude international
agreements for Defense Personal Exchange Personnel is executed subject to the Case
Act, which provides that the Secretary of State must transmit the texts of all
international agreements to Congress “as soon as practicable, but in no event later than
sixty days thereafter.” Inaddition, the Act provides that an international agreement
may not be signed or otherwise concluded on behalf of the United States without prior
consultation with the Secretz;ry of State. The Secretary of State implements this law,
among others in 11 FAM 720, and provides consultation for initiation and conclusion.

(U) 11 FAM 721 "Circular 175 Procedure”, December 13, 1955. The Department of
State (DoS§) issued Circular 175 Procedure, "Authority to Negotiate and Conclude
Non-Reciprocal International Defense Personnel Exchange Agreements,”

October 20, 2011, and “Authority to Negotiate and Conclude Foreign Liaison
Assignments,” October 17, 2011, to the Department of Defense. These Circular 175
Procedures authorized DoD to negotiate and conclude international agreements, based
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on pre-approved DoS template agreements, with North Atlantic Treaty
Organization (NATQ) allies and other specified countries or their ministries.

(U) These template agreements included template annexes, whereby prospective
foreign liaison or exchange personnel certified their understanding of, and agreement
with, the terms and conditions governing their status, and provided a detailed
description of each foreign liaison or exchange position. The templates standardized
definitions and established the duties and responsibilities of the "host" and "parent”
organizations as well as the assigned personnel. They also included the allocation of
associated expenses, protection of classified and other sensitive information, settlement
or waiver of claims, disciplinary authority, and other terms and conditions related to
the assignment of such personnel,

(U) The process for negotiating and concluding international agreements pertaining to
an exchange officer is prescribed in the applicable DoD publications, and includes a
notice requirement to the Assistant Advisor for Treaty Affairs at the DoS. Circular 175
Procedure ensures compliance by the executive branch with the Case Act and makes
certain that Congress is kept fully informed of the international agreements. DoD
defines the approval authority and procedures for international agreements, and
implements the Case Act, in DoD Directive 5530.3, “International Agreements.”

(U) DoD Directive 5530.3, “International Agreements,” June 11, 1987,

DoDD 5530.3, paragraph 4.2, assigns USD(P) the task of authorizing the negotiation and
conclusion for all categories of international agreements, unless this directive or other
authorizing regulations for specific categories of agreements delegate this authority to
another official within DoD. The Directive also granted the Director, DIA, the authority
to negotiate and conclude international agreements for the collection and exchange of
military intelligence information (except signals intelligence agreements). Paragraph
6.1 designated the Communications Management Division, OUSD(P), as the single office
of record for receiving requests for the authority to negotiate or conclude an
international agreement. The Communications Management Division delegated this
authority to DTSA. According to paragraphs 8.2 and 8.3, DoD personnel must not
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initiate, negotiate, nor conclude an international agreement without prior written
approval by the OUSD(P) or designated official. Paragraph 11 stated that it was DoD
policy to maintain awareness of compliance with the terms of international agreements.
The paragraph also stated that DoD Components must oversee compliance with
international agreements for those agreements for which the DoD Component was
responsible. In addition, paragraph 11 stated that DoD Components must keep the DoD
Office of General Counsel currently and completely informed on compliance with all
international agreements in force for which they were responsible.

(U) Deputy Secretary of Defense Memorandum “Accountability of Department of
Defense Sponsored Foreign Personnel in the United States,” May 18, 2004. The
Deputy Secretary of Defense’s memorandum specifies that DoD Components must
document the arrival and departure of foreign personnel from their assigned duty. The
Deputy Secretary of Defense’s memorandum also states that DoD Components must
establish a central, automated accounting capability that captures the planned and
actual itineraries of DoD sponsored foreign personnel where possible, leveraging the
DoD Foreign Visit System and Foreign Visit System Confirmation Module,

(U) DoD Directive 5230.20, "Visits and Assignments of Foreign Nationals," June 22,
2005, DoD Directive 5230.20 governs the DoD International Visits Program, the
Foreign Liaison Officer Program, the Defense Personnel Exchange Program (DPEP), the
Cooperative Program Personnel Program, and foreign personnel arrangements
pursuant to Section 2608(a) of title 10, United States Code. DoDD 5230.20 requires that
the terms and conditions for all assignments of foreign nationals to the DoD
Components must be established in a legally binding international agreement, or an
annex to such agreement, which must be negotiated pursuant to DoD Directive 5530.3
According to DoDD 5230,20, DoD Components must also account for DoD sponsored
foreign personnel in the United States as specified by Deputy Secretary of Defense
Memorandum, May 18, 2004.

(U) The National Defense Authorization Act, 2010, (Public Law 111-84), Public
Law 111-84 governed the assignment of defense exchange officers. Statutory authority

BUUIG 20 oa9a /12

! i / SOCOM Section 1.7(e) for 1.4(a)




' SDCD'M Section 1.7(e) for 1.4(a)

e eette tian

for military exchange programs is codified in 10 U.S.C. § 168, Section 1207 of the
National Defense Authorization Act (NDAA) for Fiscal Year 2010 expanded the types of
DoD exchange programs to include non-reimbursable exchange officers. According to
Sec 1207(c), (d):

(U) (c) PAYMENT OF PERSONNEL COST.

(U) (1) The foreign government with which the United States has
entered into a non-reciprocal international defense personnel
exchange agreement must pay the salary, per diem, cost of living, travel
costs, cost of language or other training, and other costs for its
personnel under such agreement in accordance with the applicable
laws and regulations of such government,

(U) (2) EXCLUDED COSTS.-Paragraph (1) does not apply to the
following costs:

(U) (A) The cost of training programs conducted to familiarize,
orient, or certify exchanged personnel regarding unique aspects of the
assignments of the exchanged personnel.

(U) (B) Costs incident to the use of facilities of the United
States Government in the performance of assigned duties.

(U) (C) The cost of temporary duty of the exchanged personnel
directed by the United States Government.

(U) (d) PROHIBITED CONDITIONS, No personnel exchanged pursuant
to a non-reciprocal agreement under this section may take or be
required to take an oath of allegiance or to hold an official capacity in
the government,
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(U) USSOCOM Policy Memorandum 13-16, “Permanent Assignment of Military
Personnel Exchange Program and Foreign Liaison Officers to U.S. Special
Operations Command,” June 24, 2010. The memorandum establishes the USSOCOM
policy and procedures for the assignment of FLOs to USSOCOM and components,

(U) USSOCOM Directive 550-2, “Disclosure of U.S. Classified Military Information
to Foreign Governments and International Organizations,” August 5, 2010,
Directive 550-2 provides policy and guidance for disclosing and protecting SOF
classified military information to foreign governments and international organizations.
The directive provides USSOCOM foreign disclosure policy and procedures, delegated
authority, and assigned responsibilities.

(U) USSOCOM Directive 550-3, “Foreign Visits and Requirements for
Administering Visits by Foreign Government Representatives to U.S. Special
Operations Command (USSOCOM),” April 29, 2013. Directive 550-3 provides policy
and guidance, for visits, invitations, and assignments of foreign nationals to USSOCOM
and its component and sub-unified commands.

(U) USSOCOM Directive 550-4, “Disclosure and Release of Classified and
Controlled Unclassified Special Operations Tactics, Techniques, and Procedures
to Foreign Nationals,” February 7, 2012. Directive 550-4 provides USSOCOM'’s policy
and procedures for the authorized disclosure of classified and controlled unclassified
information activities and information related to SOF tactics, techniques, and
procedures to foreign forces and nationals.

011 094 1 34
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(U) Review of Internal Controls

(U/ /%@ DoD Instruction 5010.40, “Managers’ Internal Control Program
Procedures,” May 30, 2013, required DoD organizations to implement a comprehensive
system of internal controls to provide reasonable assurance that programs were
operating as intended and to evaluate the effectiveness of the controls. We identified
internal control weaknesses at USSOCOM, Although USSOCOM established sufficient
written policies governing the visit and assignment of foreign officers and the
disclosure of classified information to foreign nationals, each component command
managed its own visits and assignment of foreign nationals and its own foreign
disclosure management system with no evident oversight by USSOCOM. USSOCOM did
not have adequate means for determining the overall efficacy of its directives and
mandated processes, USSOCOM's disregard for its prescribed policies and DoD
directives concerning the assignment of foreign officers and the lack of a formalized
process for maintaining oversight of all foreign SOF officers (attached or assigned to
each USSOCOM component) posed a significant weakness to USSOCOM's internal
controls, We will provide a copy of this report to the senior officials responsible for
internal controls at USSOCOM.

OG- 210 | fls
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(U) Finding A.

(U) Foreign Officers Were Assigned to USSOCOM
and Subordinate Commands Before the Conclusion
of Formal International Agreements

(U//5e4@) Although the USSOCOM Commander initiated informal international
agreements with foreign governments, those international agreements were not
concluded in accordance with applicable laws and directives, USSOCOM also
lacked oversight of the international agreements and appropriate annexes for

which they had responsibility. Subordinate commands lacked accountability over
foreign officers that they sponsored. This situation occurred because:

e (U//4@489 The USSOCOM Commander initiated and negotiated informal
international agreements with various foreign governments for FLOs and
non-reciprocal exchange officers (NREQs), before the authorization of
USD(P) or Office of General Counsel;

o (U//EQUR) USSOCOM and subordinate commands assigned FLOs and
NREOs to their commands before the conclusion of an international
agreement” and had several international agreements that laclked
required annexes, certifications, security assurances, and designated
disclosure letters (DDL);

o (U//ke48) USSOCOM initiated agreements for the exchange of military
intelligence with foreign governments before gaining the approval of the
DIA; and

» (U//Fe¥@) USSOCOM subordinate commands did not maintain records
concerning the arrival, departure, or itinerary of foreign officers who

’ {U) Unless otherwise noted, international agreements are negotiated In accordance with DoDD 5530.03.
YOITVG- 201 G /16
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actually visited or were assigned to their command.

(U/ /688 As a result, from 2011 to 2014, USSOCOM was not in full compliance
with applicable laws and directives concerning the assignment and use of foreign
officers. This potentially placed U.S. intelligence and military information and

resources at risk based on the assignment and possible misuse of foreign officers,

(U) Criteria

(U) The National Defense Authorization Act, 2010, (Public Law 111-84), Section
1207. Section 1207(b) (1)(2) of the law states that pursuant to a non-reciprocal
international defense personnel exchange agreement, personnel of the defense ministry
of a foreign government may be assigned to positions in the DoD, An individual may not
be assigned to a position pursuant to a non-reciprocal international defense personnel
exchange agreement unless the assignment is acceptable to both governments. This law
further prohibits personnel pursuant to a non-reciprocal agreement from holding an
official capacity in the government,

(U) DoD Directive 5530.3, "International Agreements,"” June 11, 1987.

DoDD 5530.3 prohibits DoD personnel from initiating, negotiating, or concluding an
international agreement without prior written approval by the OUSD(P) or designated
official. The directive requires that all international agreements are implemented in
accordance with DoD's delegated blanket DoS Circular 175 authority, as previously
discussed. DoDD 5530.3 also requires DoD components to maintain oversight and
compliance with the international agreements for which they are responsible, and to
gain Director, DIA, authorization to negotiate agreements for the collection and
exchange of military intelligence. Paragraph 13.4 states that "agreements for the
collection and exchange of military intelligence information (except signals intelligence
agreements): The Director, Defense Intelligence Agency (DIA) and ...[The Under

G 401600117
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Security of Defense for Intelligence] must concur in all proposed agreements concerning
intelligence and intelligence-related matters.”

(U//Fe%&) DoD's delegated DoS§ Circular 175 authority required adherence to the DoS
templates for all international agreements. In accordance with USSOCOM template
memorandum of agreement for FLOs:

(U) the Host Participant will provide such office facilities, equipment,
supplies, and services as may be necessary for the Liaison Officer to
fulfill the purposes of this MOU, subject to reimbursement by the
parent participant for the cost of the liaison officer's use of such
facilities at rates determined by the Host Participant. When the U.S. is
the host participant, reimbursement for such facilities, equipment,
supplies, and services will be made through foreign military sales or
use of an acquisition and cross-servicing agreement.

(U) DoDD 5230.20, "Visits and Assignments of Foreign Nationals," June 22, 2005,
DoDD 5230.20 states that the terms and conditions for all assignments of foreign
nationals to the DoD Components must be established in a legally binding international
agreement, or an annex to such agreement, which must be negotiated pursuant to
DoDD 5530.3. According to DoDD 5230.20, the requests for coordination and approval
of DPEP, CPP, FLO, and foreign personnel arrangements must include a position
description and a DDL8 or equivalent written disclosure guidance, and be submitted
according to DoDD 5530.3. Paragraph 4.5 states that foreign nationals must have access
only to information that does not exceed the level authorized under National Disclosure
Policy (NDP)-1 for release to their governments. Exceptions to NDP-1 shall not be
granted to accommodate the assignment of FLOs, DPEP, CPP, or foreign personnel
arrangements,

® DDL |5 a delegation of disclosure authority letter issued by the appropriate Principle Disclosure
Authority or Designated Disclosure Authority describing the classification levels, categories, scope,
and limitations related to information under a DaD Component's disclosure jurisdiction that may be
disclosed to specific foreign governments or their nationals for a specified purpose.
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(U) USSOCOM Policy Memorandum 13-16, “Permanent Assignment of Military
Personnel Exchange Program and FLOs to U.S. Special Operations Command,”
June 24, 2010, The memorandum established the USSOCOM policy and procedures for
the assignment of FLOs to USSOCOM and Components.

(U) Status of International Agreements from 2011 to
2014

(U//re%8%2011. Before 2011, USSOCOM concluded an international agreement with
Australia concerning the assignment of liaison officers. By July 2011, USSOCOM had
concluded an international agreement with Canada and began negotiating with France
without the written approval of OUSD(P) as required by DoDD 5530.3, In June,
OUSD(P) first granted USSOCOM the authority to negotiate and conclude an
international agreement with the United Kingdom; in which USSOCOM later concluded.

(U//ielQ) 2012, OUSD(P) issued USSOCOM written authority to negotiate and
conclude an international agreement with France. USSOCOM also began negotiating an
agreement with Norway without OUSD(P)'s written approval.

(U//hasa) 2013, USSOCOM began negotiating agreements with Denmark, Germany,
and the Netherlands without OUSD(P)'s written approval. OUSD(P) later granted
USSOCOM the authority to negotiate seven international agreements with Australia,
Denmark, Germany, Jordan, the Netherlands, Norway, and Spain. In July, USSOCOM
concluded its second international agreement with Australia and an international
agreement with the United Kingdom with OUSD(P)’s written approval.

(U/ jsedd®) 2014. OUSD(P) granted USSOCOM the authority to negotiate

13 international agreements with the countries of Australia, Canada, Finland, Italy,
Japan, South Korea, Lithuania, New Zealand, Peru, Poland, Singapore, Sweden, and
United Arab Emirates. USSOCOM also concluded international agreements with New
Zealand, Spain, Denmark, Jordan, and Canada with OUSD(P)'s written approval . In
March, the pre-existing 2009 Memorandum of Understanding (MOU) for FLOs between

USSOCOM and the Australian government expired. In June, without OUSD(P)'s
LG4 D /19
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approval, the USSOCOM Commander extended the MOU to March 2019. DoD Office of
General Counsel was aware of the exchange letters between the USSOCOM Commander
and the Australian Government. By the end of the year, USSOCOM had concluded a
second international agreement with Canada without OUSD(P)’s written approval.

'(U) As of December 2014, OUSD(P) granted USSOCOM the authority to concluded

international agreements with seven countries on behalf of the United States. Of those
seven countries, USSOCOM concluded nine international agreements (five FLO and four
NREO agreements). In addition, OUSD(P) authorized USSOCOM to pursue the
negotiation or conclusion of 15 international agreements.

(U] Table 1. USS0COM’s Authorized International Agreements and
Authorities (as of December 2014)

USSDCOEOSS: e Au;::::;‘;?o Authorized to Negotiate
Australia (2) (2009, 2013) | Norway (2013) Finland (2014)

Canada (2) (2011, 2014) | France (2012) Japan (2014)

Denmark (2014) Germany (2013) Poland (2014)

Spain (2014) Peru (2014)

Jordan (2014) United Arab Emirates (2014)
New Zealand (2014) Lithuania (2014)

United Kingdom (2013)

Netherlands (2014)

South Korea (2014)

Singapore (2014)

Sweden (2014)

Italy (2014)

Australia (2014)

(U// ol
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(U) Exception to Policy

(U//B@¥89 In May 2012, the Director, International Security Programs, OUSD(P),
authorized USSOCOM to assign a French special operations exchange officer to
USSOCOM before the establishment of a legally binding international agreement.
USD(P) granted USSOCOM a temporary exception to policy (120 days) to allow the
assignment of the first French officer. According to an OUSD(P) senior official, he was
unaware of USSOCOM's specific justification for requesting an exception to policy, but
the reason could have been “the foreign officer was already in the United States.” The
OUSD(P) senior official stated, "It's hard to go back to these countries and require an
agreement for the person that was already in the [U.S]." OUSD(P) provided no written
justification for the exception during our data calls. The temporary exception to policy,
which allowed the assignment of the French officer to USSOCOM, expired in September
2012 and was reissued in July 2014,

(U/ /i) According to the Director, DTSA, his office tried to mitigate USSOCOM's
actions after the fact, because “no one was going to tell a four-star general, 'no’, you
cannot keep a foreign officer in place because the [USSOCOM] staff did not follow

DoDD 5230.20." According to the OUSD(P) senior staff official, exchange officers
without a concluded agreement would need an exception to policy. In July 2014,
OUSD(P) extended an unlimited exception to policy (July 2014 - indefinite) to allow
foreign officers from Australia, Germany, France, the Netherlands, Norway, and Sweden
to remain at USSOCOM until formal international agreements were concluded.

(U/ /58483 According to the Director, DTSA, the DoD Office of General Counsel later
advised OUSD(P) that the Joint Staff, not OUSD(P), should have approved USSOCOM’s
request for exceptions to policy for exchange officers.

(U//Pe¥8) An OUSD(P) official stated that he did not know why USSOCOM was allowed
to remain non-compliant with the assignment of foreign officers from 2011 to 2014 or
why there were no consequences for being non-compliant with Public Law 111-84 or

DoDD 5230.20. The OUSD(P) official believed that as of December 2014 USSOCOM was
FICRG - 200 G0t 21
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making an effort to come into compliance with the DoD regulations and USSOCOM
policies. According to the OUSD(P) official, OUSD(P) was the office of primary
responsibility for DoDD 5230.20 and should have oversight of DoDD 5230.20. The
official further stated that the defense exchange program needed system oversight and
[compliance] enforcement, Also according to the OUSD(P) official, DTSA did not have
the authority to enforce DoDD 5230.20, which governs the assignment of and visits by
foreign officers. According to an OUSD(P) senior staff official, reinforcing compliance of
a directive or law would have to come from the Office of the President of the United
States.

(U) Assignment of Foreign Officers

(U//hedas USSOCOM reported that there were 25 foreign officers assigned or attached
to USSOCOM from 2011 to 2014. These foreign officers were assigned as FLOs and
DPEP officers. They were subcategorized as permanent FLOs, temporary duty FLOs,
intelligence FLOs, operational FLOs, Military Personnel Exchange Program (MPEP)
officers, or NREO officers.

(U//6ek@) 2011, Foreign officers from Australia, Canada, and the United Kingdom
were already working with the GSN OPT on the USSOCOM Commander’s vision for
regional coordinating centers, The first international agreements between Australia
and Canada were concluded without the OUSD(P)'s authority to conclude, In
November, the USSOCOM Commander met with the Commander, French Special
Operations Command, to discuss the establishment of a non-reciprocal French exchange
position at USSOCOM to support the GSN OPT prior to OUSD(P)’s authority to negotiate.
In December, USSOCOM senior staff members from the Foreign Disclosure (FD) Office
and International Engagement Program (J5) advised the Officer-in-Charge of the GSN
OPT of their concerns with the invitation, negotiation, and ultimate assignment of a
French officer to USSOCOM. The USSOCOM senior staff members cited there were a
number of rules regarding the assignment of foreign nationals to DoD facilities under
the MPEP and the requirement to gain OUSD(P)’s approval. A senior staff officer offered
an alternative recommendation to have the French officer reside in the USCENTCOM
G20 1 h L9t 22
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Coalition Village®, with recurring visits to USSOCOM. According to the GSN OPT
Officer-in-Charge, the USSOCOM Commander did not want liaison officers, but would
rather have the non-U.S. officers in billets as active members of the USSOCOM team.
According to official documentation, the Officer-in-Charge, GSN OPT, threatened
"consequences” [to the staff component] if that course of action was briefed to the
USSOCOM Commander.

(U//eday 2012, By 2012, foreign officers from France and Norway had joined the
ranks of the GSN OPT without concluded international agreements. Since the
Norwegian SOF FLO was already in the U.S, assigned to the USCENTCOM Coalition
Village, USSOCOM issued him a permanent badge for USSOCOM., In March, the Deputy
Director, International Security Programs Secretariat (ISPS), National Disclosure Policy
Committee (NDPC), OUSD(P), provided a written email to a USSOCOM'’s senior staff
official, advising that USSOCOM was not authorized to place foreign nationals on its
staff until a MOU was concluded or an exception to policy was granted by the QUSD(P).
The Deputy Director, ISPS, stated, “There are rare circumstances that may warrant an
exception to policy, but significant justification must be provided to my [ISPS, NDPC,
OUSD(P)] office for consideration, More often than not we [ISPS, NDPC, OUSD(P)] do
not approve exceptions.” In April, USSOCOM submitted a request to the OUSD(P) for an
exception to policy. According to an OUSD(P) senior staff official, OUSD(P) was the last
to know when foreign officers were [assigned to] commands and were called on to
determine how to make [the assignment] legal.

(U/ /@8y The foreign officers were placed under a visit request, to make them
compliant with the DoDD 5230.20, while OUSD(P) decided how to resolve the situation.
However, according to the OUSD(P) senior official, placing foreign officers at a DoD
organization under a recurring visit request should not serve as an alternative to

DoDD 5230.20 requirement to establish a concluded agreement before the assignment
of a foreign officers. The OUSD(P) senior official stated that DTSA told all commands

* {U) Coalition Village (Coalition Coordination Center) Is collocated with USCENTCOM, MacDIl| Air Force Base,

Tampa, FL. The Coalition Village was established after the September 11, 2001 attacks, and was comprised of

representatives from 65 nations that worked with USSCENTCOM Service members in the war on terrorism,
fernG-201 -h‘J_'/23
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that concluded agreements must be in place before the assignment of a foreign officer;
however, getting the commands to comply with the regulation was difficult, The
OUSD(P) senior official also stated that the lack of an established agreement with the
foreign country creates risk for the U.S. Government. [n September 2012, USSOCOM
assigned NATO FLOs to USSOCOM headquarters and its element in the National Capital
Region, Washington, DC, USSOCOM did not conclude an international agreement with
NATO, in spite of the QUSD(P) request,

(U//uQde) 2013, Foreign officers from Denmark, Germany, the United Kingdom, the
Netherlands, Spain, and Sweden were assigned to the [SCC (formerly the GSN OPT),
before concluded international agreements.

(U//5a48) 2014, In May, USSOCOM hosted an International SOF Conference in Tampa,
Florida. The USSOCOM Commander invited 84 partner nations to work at USSOCOM
headquarters. USSOCOM officials acknowledged that during the International SOF
Conference, partner nations who toured the ]3-1 spaces, were provided a FLO versus
NREO fact sheet that was actually “FOR OFFICIAL USE ONLY,” as an expression of U.S.
policy. An after-action report of the International SOF Conference stated that the FLO
verses NREO fact sheet represented negotiations with the partner nations in advance of
USD(P) authorization to do so. It gave the partner nations the impression that all
nations that toured the |3-I space could request representation at USSOCOM, Also,
foreign officers from New Zealand (one month before an international agreement) and
Jordan (two months after an international agreement was concluded) joined the ISCC.
Additionally, in May the ISCC was formally integrated into the USSOCOM staff and
designated the USSOCOM J3-I. A foreign officer from Germany was later assigned to the
USSOCOM |3-I prior a concluded international agreement. Asof December 2014, 19
foreign officers (8 NREOs and 11 FLOs) representing 12 countries, were permanently
assigned to USSOCOM.,
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(U) Table 2. Foreign Officers Permanently Assigned to USSOCOM Headquarters

(as of December 2014)

e &

With Concluded MOUs
In Compliance With DoDD 5230.20

With Non-Concluded MOUs
Not In Compliance With

DoDD 5230.20

Partner Nations FLOs NREOs

FLOs

NREOs

Australia 2 1

Canada 1

Denmark 1

France

German

Jordan 1

New Zealand

Norway

Netherlands

Spain 1

Sweden

United Kingdom 2

Permanently
assigned as of 7 4
December 2014

(U// ey

(1) Foreign Intelligence Officers at USSOCOM

(U) According to the Office of Partner Engagement, DIA had no record of agreements
from 2011 to 2014 granting USSOCOM the authority to collect or exchange military
intelligence information with foreign governments, as required by DoDD 5530.3.
Additionally, DIA did not issue any DDLs to USSOCOM between 2011 and 2014 to
negotiate or conclude military intelligence agreements with foreign governments.

(U//&8%8) In November 2011, USSOCOM assigned a Canadian officer as a NREOQ, three
years before the international agreement was concluded in November 2014. The
Canadian embassy processed a foreign visit request (CA11-A3103) for a Canadian
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intelligence liaison officer to serve as the Deputy ]2, USSOCOM, The Canadian NREO
stated that he worked as a FLO and his duties included: answering Canadian SOF
intelligence requirements; liaison officer coordination with other SOF units and DIA;
providing assistance to the Joint Special Operations University; and providing U.S. and
Canadian SOF with relevant intelligence information.

(U//#e%@) A German Bundesnachrichtendienst (BND), (the Federal Intelligence
Service), FLO was assigned to USSOCOM, under a recurring visit request

(ID # GM14-A660), USSOCOM did not have a concluded international agreement or
intelligence agreement with the German government. The BND FLO was tasked to
facilitate intelligence exchanges and intelligence sharing with the Joint Intelligence
Center, USSOCOM, in support of USSOCOM ]2 focus areas. The BND FLO was also tasked
to provide intelligence reports and support to a TSOC's request for information and
intelligence requirements, and provide support for BND's staff visits to USSOCOM. As of
December 2014, the international agreement for a German NREO was still in
negotiation.

(U/ /#ee8) USSOCOM did not have an existing international or intelligence agreement
SOCOM Section 1.7(e) for 1.4(a)

was approved in accordance with an
OUSD(P) memorandum dated January 5, 2015, authorizing temporary duty personnel
and operational planning visits beyond 30 days. According to another USSOCOM
official, USSOCOM would work with DIA to leverage DIA’s intelligence sharing and
bi-lateral agreements, allowing these intelligence liaison officers to remain at USSOCOM
and exchange intelligence information. As previously stated, DIA had not issued
USSOCOM authority to intelligence information with foreign governments.

*9{U) Islamic State of Iraq and the Levant (ISIL) is a militant group and self-proclaimed caliphate and Islamic State
which Is led by Sunni Arabs from Iraq and Syria.
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(U//Ee48) USSOCOM did not have an existing international or intelligence agreement
with the Dutch government. According to a USSOCOM staffer, USSOCOM attempted to
go around OUSD(P) and the DoD regulations by “piggybacking” off the Army's
international intelligence agreement with the Netherlands, In December 2014,
USSOCOM contacted the Foreign Liaison Program Office, Deputy Chief of Staff for
Intelligence (G-2), Department of the Army about using the existing Army
memorandum of agreement as a bridging solution while USSOCOM and the Netherlands
worked an international agreement for a non-reciprocal exchange through the Dutch
Parliamentary approval process. The USSOCOM staffer stated that USSOCOM was trying
to get "as legal as possible, as quickly as possible.” According to a U.S. Army official,
OUSD(P) did not provide policy approval for the U.S. Army's management of the Dutch
FLO position in USSOCOM. The Dutch FLO was assigned to USSOCOM in January 2013
and remained at USSOCOM as of December 2014,

(1) Temporary Assigniment of Foreign Officers to USSOCOM

(U/ pe@) A USSOCOM official stated that USSOCOM's | 3-1 staff tried to reassign the
United Arab Emirates liaison from SOCCENT to USSOCOM. According to a USSOCOM
official, a representative from the United Arab Emirates Embassy requested USSOCOM'’s
foreign disclosure officer (FDO) to approve an extended visit request for the assignment
ofa United Arab Emirates liaison officer to USSOCOM. A USSOCOM FDO representative
stated that the United Arab Emirates’ embassy representative was told that USSOCOM
did not have a concluded agreement with the United Arab Emirates, the embassy
representative insisted that he was instructed by |3-1 personnel to submit the extended

visit request and it would be approved,




SOCOM (b)(3) 10.U.8.C. 130b, (b)(5), (b)(B)

(WA= )SOCOM (b)(5) USSOCOM staff continued to
assign foreign officers to the USSOCOM as operational planners on recurring or
extended visit requests. According to a USSOCOM senior official, a Belgian officer was at
USSOCOM and officers from Estonia, Poland, and Finland were inbound [from
USCENTCOM in 2015]. According to the USSOCOM official, USSOCOM would grant these
FLOs access to USSOCOM, as temporary planners against the ISIL threat, under
extended visit requests for 30 days or more, USSOCOM had not concluded international
agreements with Belgium, Estonia, Poland, and Finland. The USSOCOM senior staff
official stated that USSOCOM brought partner nations into USSOCOM before the
completion of formal agreements in the same manner in which USCENTCOM brought
partner nations into the command to support USSCENTCOM's ongoing operations.

(1) Employment of Foreign Officers al USSOCOM

(U) The USSOCOM Commander assigned two NREOs to the USSOCOM staff. An
Australian officer was assigned to the USSOCOM Operations Office (]3) and a Canadian
officer was assigned to the USSOCOM Intelligence Office (J2). These officers were
assigned pursuant to international agreements for NREOs. There were approximately
19 foreign officers at USSOCOM, working on behalf of their government as FLOs, NREOs,
or dual-used as a "hybrid” (exchange officer working as a liaison officer). According to
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an OUSD(P) senior official, USSOCOM drafted a request for change in policy that allowed
for a foreign liaison-exchange officer hybrid.

(U//Fe¥&) USSOCOM Deputy Operations Officer (DJ3). USSOCOM did not have an
international agreement with the Australian government before the assignment of the
first Australian NREO. The Australian NREO arrived on December 9, 2012, but the
non-reciprocal exchange agreement was not concluded until July 23, 2013. The
Australian officer served as the USSOCOM Deputy Operations Officer, |3, who managed
and coordinated the collective efforts of a multi-disciplined staff of 300 active and
reserve military and civilian personnel, The Deputy |3 shared the full scope of
responsibility with the USSOCOM |3. In the absence of the USSOCOM ]3, the Deputy |3
possessed the same authority as the USSOCOM ]3 (subject to limitations in law or
regulations for matters requiring action by a U.S. commissioned officer or employee of
the U.S. Government).

(U//#e¥8) USSOCOM Deputy Intelligence Officer (DJ2). The Canadian embassy
processed a foreign visit request (CA11-A3103) for a Canadian intelligence liaison
officer to serve as the Deputy ]2, USSOCOM. In November 2011, USSOCOM assigned the
Canadian officer as a NREO. No exception to policy or waiver was submitted for the
assignment of the Canadian NREO. The international agreement for Canadian exchange
officers was concluded in November 2014. As part of the international agreement for
the Canadian NREO, the duty description (Annex B), Terms of Reference, and Legal
Status Certification (Annex A, Section 1) were not ratified. The Canadian officer stated
that he worked as an FLO, The Canadian officer's duties included answering Canadian
SOF intelligence requirements, coordinating with other SOF units and DIA, providing
assistance to the Joint Special Operations University, and providing U.S. and Canadian
SOF with relevant intelligence information,

(U/ /#8488 According to a USSOCOM senior official, the then-USSOCOM Commander
envisioned the foreign officers working on behalf of their nation first and then
de-conflicting, coordinating, and partnering through USSOCOM’s special operations
liaison officers and staff to make it happen. In 2013, the USSOCOM Commander tasked
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the senior staff officer to draft letters to the SECDEF, OUSD(P), Director National
Intelligence, and DoS about a legislative proposal to change current policy on the use of
FLOs and USSOCOM'’s ability to fund liaison officers’ temporary duty and office

SOCOM (b)(5)

(U/ /@) request that USD(P) approve a FLO agreement that had
some non-reciprocal exchange authority embedded into it. The
limitation there [was] that agreement would not give [US]SOCOM the
authority to cover office expenses (which can get relatively expensive)
hut could cover temporary duty expenses in a limited capacity.

(U/ /59489 In 2014, several USSOCOM FLOs were scheduled to travel to Washington,
D.C.,, to support private events for the Global SOF Foundation!t, a private company
owned by the former Director of the ISCC, USSOCOM. The German Embassy submitted
an official visit request for the German SOF Commander and his Senior Enlisted Advisor
to attend the Global SOF Symposium?2 in St. Petersburg, Florida. The Chief of Staff,
USSOCOM, later released a memorandum that stated the Global SOF Symposium hosted
by the Global SOF Foundation, a non-federal entity, did not meet the criteria to be
mission-critical to USSOCOM. The memorandum directed the Office of
Communications, USSOCOM, to process invitations from the Global SOF Foundation and
determine USSOCOM's level of support to the event. According to a USSOCOM senior
staff official, USSOCOM'’s FLOs and exchange officers from Jordan, Denmark, Germany,
New Zealand, and France participated in the Global SOF Symposium. Further, this same

' (U) LinkedIn Homepage: Global SOF Foundation (GSF) Is a private company owned by COL (retired) Stuart
Bradin, former Director of the ISCC, USSOCOM, The GS5F leads an International effort to increase understanding
of Special Operations; advance SOF capabillities; and responsibly promote the role of Special Operations by
strateglcally linking public and private sector initiatives.

¥ (U) The Global SOF Symposium 2015, hosted hy the Global SOF Foundation in St Petersburg, Florida, February
24-25, 2015, was a forum for U.5, and international SOF leaders to build relationships through networking
opportunities, discuss international efforts to defeat global threat, and pinpoint ways for global SOF to
Interoperate.
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individual stated FLOs represented USSOCOM at other events. One Canadian FLO was
tasked to travel to Colombia to represent USSOCOM,

(U) Service Components and Subordinate Commands
(U) DoDD 5530.3, paragraphs 13.3(1)(2), granted the Secretaries of the Army, the Navy,
and the Air Force (for predominantly uni-Service matters) and the CJCS (for other than
uni-Service matters) the authority to negotiate and conclude international agreements,
These agreements covered combined military planning, command relationships,
military exercises and operations, force deployments, exchange programs, and the
collection or exchange of military information and data other than military intelligence.

(U) As previously discussed, DoDD 5230.20 states the terms and conditions for all
assignments of foreign nationals to the DoD Components must be established in a
legally binding international agreement, or an annex to such agreement, which must be
negotiated pursuant to DoDD 5530.3. In addition, DoDD 5230.20 also states that
requests for coordination and approval of DPEP, CPP, FLO, and foreign personnel
arrangements must include a position description and a DDL or equivalent written
disclosure guidance,

(U/ /@89 Senior Service officials at the USASOC, Naval Special Warfare Command
(NAVSPECWARCOM), and Air Force Special Operations Command (AFSOC) reported to
us that their respective Services generated all international agreements. Marine Corps
Special Operations Command, Special Operations Command-Europe (SOCEUR), Special
Operations Command-Korea (SOCKOR), and Special Operations Command-South
(SOCSOUTH) reported they did not have foreign officers or international agreements for
the assignment of foreign officers to their commands.

(U/ /643 According to USSOCOM officials, USSOCOM did not maintain oversight of
international agreements or partner nation's representation at the subordinate
commands and Service components. The selection of prospective countries and
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requirements for foreign SOF were generated by component commanders or Service
' Secretaries.

(U) Air Force Special Operations Command

(U/ /@e8) AFSOC used an existing international agreement between the Department
of the Air Force and the United Kingdom for the assignment of defense personnel
exchange officers, AFSOC provided the modified Annex B (position descriptions),
security plans, and certification documents to this international agreement in
compliance with the DoD regulations.

(U) Since 2011, there were two United Kingdom Defense exchange officers assigned to
the AFSOC under the DPEP. According to AFSOC documentation, “the Military
Personnel Exchange Program was created to allow our allies to gain familiarity with the
U.S. Air Force's conduct of operations and to impraove coalition interoperability. It
establish[ed] an active relationship for sharing of military service experience,
professional knowledge, and doctrine to the maximum extent permissible under the
information disclosure policies of the U.S. and the foreign governments concerned.”

(U//P@¥89) The exchange officers were assigned to the 15t Special Operations
Squadron (15 SOS) Hurlburt Field, Florida, as MC-130H Special Operations Aircraft
commanders/pilots. The exchange officers planned and executed MC-130H tactical
missions under combat conditions with limitations imposed by squadron mission
objectives and tactical situations. They participated in various exercises and deployed
to hostile areas and foreign countries with parent government acquiescence in military
action, The exchange officers were employed in leadership or instructor positions and
were required to rate U.S, personnel. As of December 2014, AFSOC reported there was
one United Kingdom Defense exchange officer assigned to AFSOC.

(U) Naval Special Warfare Command

(U/ /%) NAVSPECWARCOM used six existing international agreements for the
assignment of exchange officers that were concluded between the Department of the
DVOTING-2001 60 /32
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Navy and the United Kingdom, Australia, France, Germany, Italy, and Norway.
NAVSPECWARCOM provided DDLs, dated March 19, 2008, and April 15, 2011, to the
Annex Bs (duty descriptions) of the respective international agreements,

(U) United States Army Special Operations Command

(U/ eeees USASOC used seven existing international agreements that were concluded
between the Department of the Army and Germany, the Netherlands, Australia, Canada,
Columbia, and the United Kingdom. Annexes A and B to the international agreement
between the DoD and Australian government were not ratified at the time of
assignment. USASOC took immediate action to ratify required annexes to existing
international agreements in accordance with DoD regulation and authority after we
brought it to their attention,

(U//#&883 USASOC reported 20 foreign officers assigned to USASOC between 2011 and
2014 under the Defense Foreign Liaison Program and the Defense MPEP. These foreign
liaison and exchange officers’ positions were established through an MOU between the
Department of the Army, as represented by the USSOCOM Commander and the
ministries of partner nations. According to a USASOC senior official, the selection of
prospective countries and requirements for foreign SOF were generated by the
Commander, USASOC, or the Secretary of the Army. The senior USASOC official stated
that USSOCOM did not have oversight of SOF partners within USASOC and that
USSOCOM staff would be involved only with initiatives generated by USSOCOM.

(U/ /iy As of December 2014, eleven foreign officers remained at USASOC. The
nine exchange officers were from: the United Kingdom (1); Germany (1); Colombia (2);
Canada (1); and Australia (4). The two FLOs were from Germany and the Netherlands.

e (U//Fe88) The Australian exchange officers served as training officers for a U.S.
Airborne Ranger battalion, The Australian MPEPs were responsible for the
efficient execution of training management, coordinating all land, ammunition,
logistics, air and airspace resources for the battalion, and served as the primary
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liaison officer to the installation staff to ensure the proper maintenance of
ranges and close-quarter combat facilities.

* (U//F&%&) The Canadian MPEP served as team members of an assault team,
responsible for planning and conducting close-quarter combat, direct action,
special reconnaissance, and other sensitive compartmented activities. The
Canadian MPEP maintained a worldwide deployment readiness posture,

(U) Special Operations Command - Pacific

(U) Special Operations Command - Pacific (SOCPAC) used the March 4, 2009,
international agreement between USSOCOM and the Australian Special Operations
Command and the July 29, 2011, international agreement between USSOCOM and the
Minister for National Defence of Canada for the assignment of two FLOs. All required
annexes and DDLs were in compliance with DoD’s regulation and authority.

(U) As of December 2014, the two FLOs were assigned to SOCPAC as part of the Defense
FLO Program. The Australian and Canadian Liaison Officers supported the development
of a global network of SOF and enhanced the interoperability between their respective
countries’ special operation commands and USSOCOM.

(U) The two FLOs to SOCPAC served in the following capacity:

® (U) One Australian officer from the Australian Special Operations Command was
assigned to SOCPAC in 2014. According to Annex B, July 2014, to the MOU
between USSOCOM and Australian government, the Australian FLO participated
in SOCPAC working groups, conferences, and seminars; provided situational
awareness to SOCPAC and the Australian Special Operations Command on
theater SOF activities; identified combined U.S. and Australian engagement
opportunities; contributed to SOCPAC planning efforts to promote Australian
capabilities and integrate Australian Special Operations Command intent; and
advised and assisted in U.S. and Australian information exchange.
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@ (U) One Canadian officer from the Canadian Special Operations Command
Special Operations Planning and Liaison Element!3 was assigned to SOCPAC in
2014. The Canadian FLO participated in SOCPAC working groups, conferences,
and seminars; provided situational awareness to SOCPAC and Canadian Special
Operations Command on theater SOF activities; identified combined U.S. and
Canada engagement opportunities; contributed to SOCPAC planning efforts to
promote Canadian capabilities, integrated their intent; and advised and assisted
in U.S. and Canada information exchange.

(U) Special Operations Command - Africa

(U) Special Operations Command - Africa (SOCAF) used international agreements
between USSOCOM and the governments of the United Kingdom and Canada for the
assignment of FLOs. According to a Letter of Arrangement, signed on March 22, 2013,
the SOCAF Commander established a SOF Liaison Program between Canadian Special
Operations Forces Command and USSOCOM. The Letter of Arrangement specifically
addressed the details for the employment of a liaison position at SOCAF and solidified a
"Memorandum of Understanding Between the Department of Defense of the United
States of America and the Department of National Defence of Canada Regarding Special
Operations Liaison Officers,” July 2011. As of December 2014, SOCAF did not have an
Annex B, a certification, or DDLs to the MOUs between USSOCOM and the governments
of the United Kingdom and Canada in accordance with DoDD 5530,3,

(U) At the time of assignment, USSOCOM FDO was unaware of SOCAF's Letter of
Arrangement and the assignment of a Canadian liaison officer to SOCAF, or that SOCAF
used the international agreement between the Commander, USSOCOM and the
Government of Canada as the basis for the assignment.

PP SOCOM Section 1.7(e) for 1.4(d)
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13 (U) Special Operations Planning and Liaison Element was a regionally based team of Canadian Special

Operations Command lialson officers with duties concerning all SOF organizations within the U.S. Pacific
Command Area of Responsibility.
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officers from Canada and the United Kingdom were assigned to United States Africa
Command (USAFRICOM) and served as liaison officers to SOCAF. As of December 2014,
there were three FLOs assigned or attached to SOCAF in the following capacity:

o (U//P&¥8) One Canadian LNO was assigned to SOCAF in August 2013, under
the Defense FLO Program. The assignment of the Canadian LNO was pursuant
to the required annexes and certifications to the "Memorandum of
Understanding Between the Department of Defense of the United States of
America and the Department of National Defence of Canada Regarding Special
Operations Liaison Officers,” July 2011.

e (U//#8¥83 Two United Kingdom FLOs were assigned to USAFRICOM, |5, and on
extended visit to SOCAF under the DPEP. These UK FLOs were also assigned to
SOCEUR. Information received in response to our data call revealed that SOCAF
unofficially hosted an additional United Kingdom FLO from the British
Directorate Special Forces.

(BIISOCOM (b)(1) 1.4(d)

(U//P@uaAs of December 2014, the annexes and certifications for the Canadian
liaison officer to SOCAF had not been ratified. According to SOCAF officials, the
command was in the process of developing the Annex B to the USSOCOM and Canadian
Special Forces Command'’s MOU, SOCAF leadership would determine and assign the
appropriate contact officers and a SOCAF DDL would be drafted,
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(U) Joint Special Operations Command

(U/ /#8689 The Joint Special Operations Command (JSOC) used three existing
international agreements for FLOs that were concluded between USSOCOM and the
governments of Australia, Canada, and the United Kingdom. JSOC provided the annexes

to these existing international agreements which were in accordance with DoD
regulation, However, some Annex Bs were vague in comparison to the actual duties
which these foreign officers performed. According to a ]SOC official, the Annex Bs for
FLOs who conduct classified missions should be classified and contain the level of detail
consistent with [their] required duty description.

(U) In response to our data call, JSOC conducted a review of foreign officer involvement
and reported since 2011, the command has hosted 802 foreign officers’ visits to
elements of JSOC. According to JSOC officials, 14 FLOs were assigned to JSOC under
MOUSs concluded between USSOCOM and the following foreign countries:

e (U//Be889 Five Australian Special Operations Command FLOs were assigned to
JSOC to represent the Australian Special Operations Command across all staff
functions within JSOC: Two Australian FLOs were assigned to JSOC's’
headquarters; one FLO was assigned to JSOC's Security Operations Training
Facility, 3rd Operational Support Group; and two FLOs were assigned to JSOC's
Combat Applications Group. The international agreement between USSOCOM
and the Australian government was concluded in 2009. The first Australian FLO
was assigned to JSOC in 2010,

e (U//Pé¥83 One Canadian SOF Command FLO was assigned to JSOC
headquarters in 2014 to represent Canadian Special Forces Command across all

SOCOM Section 1.7(e) for 1.4(a)




eseaiaazny e oot WIS OCOM Section 1.7(e) for 1.4(a)

(g 0

staff functions within JSOC. The international agreement between USSOCOM
and the Canadian government was concluded in 2011,

o (U//EQR) Eight United Kingdom of Great Britain FLOs were assigned to the
JSOC to represent the United Kingdom's Director Special Forces Command
across all staff functions: one FLO was assigned to the Security Operations
Training Facility; three FLOs were assigned to JSOC headquarters; two FLOs
were assigned to JSOC's Combat Applications Group; one FLO was assigned to
JSOC's Security Operations Training Facility, 3rd Operational Support Group;
and one FLO was assigned to the ]SOC's Aviation Tactics Evaluation Group
across all staffs of J[SOC. The first British FLO was assigned to ]SOC in 2011, The
international agreement between USSOCOM and the United Kingdom was
concluded in 2013, According to |[SOC, as of December 2014, six defense FLOs
remained at JSOC.

(U) Special Operation Command Forces — Central

(U//Re¥8) SOCCENT did not have required international agreements for the foreign
officers assigned or attached to SOCCENT or subordinate task force. Accordingtoa
USSOCOM official, OUSD(P) advised USCENTCOM and SOCCENT that international
agreements were required, However, he stated that the command’s position was, "We
don't have time for that. We are busy with the war." SOCCENT did not have required
annexes, certifications, or assurances that governed the roles and responsibilities of the
foreign officers who were assigned to SOCCENT or its subordinate task force. According
to a USSOCOM official, USSOCOM did not maintain oversight of SOCCENT's international
agreements or the assignment of foreign SOF officers,

(U) In response to our data call, SOCCENT reported 12 foreign officers were assigned or
attached to SOCCENT and subordinate Combined Joint Special Operations Task
Force-Iraq (CJSOTF-I) from 2011 to 2014. According to a SOCCENT representative,
SOCCENT hosted four NREOs (two Jordanian and two United Arab Emirates) and eight
foreign officers,
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(U/ /#8%8% As of December 2014, there were no foreign officers assigned to SOCCENT
headquarters. However, seven foreign officers remained attached to CJSOTF-I.
SOCCENT reported two Australian officers, two Spanish officers, one Canadian officer,
one Italian officer, and one Dutch officer deployed to Iraq with CJSOTF-I but were not
assigned to USCENTCOM or SOCCENT. SOCCENT did not provide any additional
information.

(U//BRLay According to a USSOCOM official, the USSOCOM Commander did not
approve the assignment of any FLOs to SOCCENT nor did USSOCOM have oversight of
any foreign officers assigned to SOCCENT. SOCCENT did not provide DDLs, duty
descriptions, or international agreements, in response to our data call. A USSOCOM
official stated that during the [Iraq/Afghanistan] wars, SOCCENT and USSOCOM brought
foreign officers into the command without international agreements and were allowed
to operate that way for many years.

(U//add@) We issued a follow-up data call to SOCCENT requesting the following
information for the foreign officers assigned or attached to SOCCENT and a complete list
of names, roles, duty descriptions, and dates of assignments; the MOUs, annexes or
technical agreements; any funding associated with the assignment and deployment of
those foreign officers; and a determination of the continued requirement to have
foreign officers at SOCCENT. According to a SOCCENT official, SOCCENT did not track
the foreign officers’ involvement and could not provide any additional information
concerning the foreign officers.

(U) According to SOCCENT, the four NREOs only had access to the U.S, Non-secure
Internet Protocol Router Network (NIPRNET) and never had access to classified spaces
or the U,S. SECRET Internet Protocol Router Network (SIPRNET). SOCCONT did not
provide sufficient information on the foreign officers at SOCCENT; therefore, the status
of the foreign officers’ involvement at SOCCENT between 2011 and 2014 could not be
further evaluated.
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(U) International Visits Program

(U/ /P& Deputy Secretary of Defense Memorandum, "Accountability of Department
of Defense Sponsored Foreign Personnel in the United States (U.S.)," May 18, 2004,
states that DoD Components must account for DoD sponsored foreign personnel in the
United States. Additionally, DoDD 5230.20, paragraph 4.8, states that DoD sponsored
visits by foreign nationals to the DoD Components, except visits at activities or events
that are open to the general public, must be documented using the Foreign Visits
System (FVS) Confirmation Module where practicable,

(U) The International Visits Program was established by DoD to process visits by, and
assignments of, foreign representatives to U.S. DoD Components. It was designed to
ensure that classified information and controlled unclassified information that was to
be disclosed to foreign nationals had been properly authorized for disclosure to their
governments. It also ensured that the requesting foreign government or organization
made administrative arrangements (e.g, date, time, and place) and provided a security
assurance when classified information was involved in the visit or assignment.

(U/ /#e88) USSOCOM maintained accountability of the foreign officers assigned to
USSOCOM through the FVS. EEEEINEESFIENIGCIEHER)
I - USSOCOM did not have
oversight of foreign nationals assigned or on extended visits to its subordinate
components. OUSD(P) and USSOCOM personnel stated that they were unaware of
foreign officers being assigned or attached to USSOCOM component commands. A
USSOCOM official stated the TSOCs and Service Components approved their own foreign
visit requests.

(U//eedes We issued a second data-call to USSOCOM's subordinate commands and
Service components. The results of the data-call identified that foreign SOF officers
were assigned, attached, or on extended visits to those SOF components, Per

DoDD 5530.3, the assignment of foreign officers to units outside the continental United
States was not governed by the FVS.
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(U//Poee) A USSOCOM security official stated that the FVS was inadequate because the
parent nation embassies submitted clearance information through the FVS and could
clear a foreign officer to whatever level the embassy designated. An QUSD(P) senior
official stated that although DTSA had oversight of visit policy, DTSA did not have
operational control of the process because the commands approved foreign visits. The
official stated his biggest concern was about "personal unofficial visits,” although each
installation would have a log of its visitors.

(U/ f&¥e) According to a FD official, OUSD(P) had not set policy for overseas foreign
visit requests. At the time, overseas foreign visit requests were approved by
subordinate commands and processed between base security and the respective
partner nation. Based on the information provided, some subordinate commands could
not fully account for all foreign SOF officers assigned or on extended visits to the TSOCs
from 2011 to 2014, In December 2014, USSOCOM began an internal review to gain
better visibility of the international agreements and foreign officer assignments within
the USSOCOM enterprise.

(U) Funding the Integration of Foreign Officers

(U/ fe@e®) According to the terms of USSOCOM's concluded and pending international
agreements, the travel and training expenses for the FLOs were to be paid by their
home governments. USSOCOM was to request host nations’ reimbursement for office
facilities, equipment, supplies, and services required for the FLO to fulfill their MOU.
USSOCOM officials and FLOs believed that all of the foreign officers’ expenses, such as
travel or training, were paid by the FLOs’ home governments. However, according to
other USSOCOM officials, USSOCOM had not begun to account for the daily office
expenses of the foreign officers at the USSOCOM. A USSOCOM ]3-I official said that
there were 16 FLOs at USSOCOM whose expenses had not been billed since 2012,
Exchange officers’ expenses, on the other hand, were paid by the U.S. Government.

(U/ /@ According to the Integration Center for Financial Management official,
USSOCOM had not determined which office within USSOCOM had financial
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responsibility for overseeing partner nation integration, The Financial Management
Office, which provided coordination on the financial appendix included in each foreign
officer's memorandum of agreement, was not initially aware of the reimbursement
budget requirement. At the time of this evaluation, USSOCOM did not have the
capability to document the cost of the FLOs. According to USSOCOM'’s concluded
agreements, reimbursements would be made through Foreign Military Sales or
Acquisition Cross-Services Agreements; however, USSOCOM did not have either option
available to it in order to bill each respective country, USSOCOM was in the process of
establishing a method to bill the partner nations for reimbursable costs, Accordingtoa
subordinate command official, foreign officers within their respective command were
not billed for normal daily costs of doing business, such as paper and electricity. See
Appendix C for additional information concerning the funding associated with the
integration of foreign officers.

(U) Conclusion

(U/ /&e8) Between 2011 and 2014, USSOCOM was not in full compliance with
applicable laws and directives concerning the assignment and use of foreign officers. A
total of 27 foreign officers had been assigned or on extended visits to USSOCOM
Headquarters with and without concluded international agreements. As of

December 2014, 19 foreign officers remained, USSOCOM had concluded nine formal
international agreements on behalf of the United States covering 11 total personnel.
USSOCOM had five agreements for foreign liaison officers with Australia (2), Canada (1),
Jordan (1), New Zealand (1), and United Kingdom (2) that covered a total of 7
personnel. USSOCOM had four agreements for nonreciprocal exchange officers with
Australia (1), Canada (1), Denmark (1) and Spain (1) covering an additional

4 personnel. Therefore, as of December 2014, four foreign liaison officers
(2-Netherlands, 1-German, and 1-Sweden) and four nonreciprocal exchange officers
(1-German, 2- France, and 1-Norway) remained at USSOCOM Headquarters without
concluded international agreements.
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(U) In furtherance of the USSOCOM Commander’s vision of the ISCC, from 2011-2014,
USSOCOM issued personal invitations to the governments of France and Spain and later

extended invitations to other countries to participate at the Special Operation Forces
Conference. This offer constituted the initiation of negotiations for international
agreements pursuant to DoDD 5530.3, Enclosure E.2.1.2.

(U) However, USSOCOM did not address the prerequisites of the delegated Circular 175
authority, which specifies the terms and conditions that must be addressed in the
underlying international agreement that governs the assignment of foreign officers.
Additionally, USSOCOM did not comply with the coordination requirements of
DoDD 5530.3, Section 6. Therefore, the Secretary of State was not informed of
USSOCOM's agreements and was unable to report the text of those international
agreements to Congress as required by the Case Act.

(U) In addition, USSOCOM lacked the authority to initiate and conclude international
agreements pertaining to the assignment of foreign officers under MPEP.14 OUSD (P)
advised USSOCOM in May 2013 that the authority to negotiate and conclude
international agreements must be requested from OUSD(P).15

14 (U) The USSOCOM FDO was aware of this limitation and advised the USSOCOM staff as early as late
November 2011,
15(U) While the general authority to conclude international agreements concerning exchange programs has
been delegated to the Combatant Commands, there is no evidence that USSOCOM relied upon that
delegation before OUSD(P) advised them that they did not have such authority.
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(U) When the OUSD(P) learned of the existence and procedural defects of the USSOCOM
action concerning the assignment of foreign officers, OUSD(P) faced several choices to
remedy this matter, including negating the arrangements, potentially resulting in the
return the foreign officers to their respective countries, or taking remedial actions in
order to ratify the agreements, permitting the continued function of the ISCC by
USSOCOM. OUSD(P) chose ratification, and took actions consistent with that course of
action, including issuance of exceptions to policy concerning the proper conclusion of
prerequisite international agreements, in accordance with DoDD 5530.3.
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(U) Recommendations, Management Comments, and
Our Response

(U) Recommendation A. 1.

(U) We recommend that the Under Secretary of Defense for Policy update DoD
Directive 5230.20, “Visits and Assignments of Foreign Nationals,” June 22, 2005,
to include the establishment of criteria for granting exceptions to policy and
clarification of guidance on the use of extended visit requests,

(U) Office of the Under Secretary of Defense for Policy Response
(U) The Assistant Secretary of Defense (Acting) Special Operations/Low-Intensity
Conflict, responding for OUSD(P), concurred with our findings and recommendations.

(U) Our Response
(U) OUSD(P)'s comment was responsive to our recommendation. We request that

OUSD(P) update the DoD 0IG concerning the status of DoDD 5230.20 revisions within
90 days of this report.

(U) Recommendation A.2.

(U) We recommend that the Commander, United States Special Operations
Command:

(U) A.2.a. Ensure all international agreements for the foreign officers
assigned or on extended visits to the United States Special Operations
Command and subordinate commands are in compliance with Public Law
111-84, DoD Directive 5503.3, “International Agreements,” July 18, 1987,
Circular 175, “Authority to Negotiate and Conclude Non-Reciprocal
International Defense Personnel Exchange Agreements,” October 20, 2011,
and Circular 175 “Authority to Negotiate and Conclude Foreign Liaison
Assignments,” October 17, 2011,

1«"‘./45
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(U) United States Special Operations Command Response

(U//5e%83 The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation, USSOCOM commented that currently all foreign
personnel assigned to USSOCOM and its subordinate commands had an approved MOA
or had an OUSD(P) approved exception to policy pending the completion of their
specific MOA.

(U) Our Response
(U) USSOCOM’s comment was responsive to our recommendation and we require no
further comment.

(U) A.2.b. Ensure existing Annex Bs to the international agreements
contain the level of detail and classification consistent with the foreign
officer’s actual mission requirement,

(U) United States Special Operations Command Response

(U/ fse48) The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation. USSOCOM responded that all "Annex Bs" (duty
descriptions) for exchange officers were being modified to reflect the level of detail
consistent with their duties.

() Our Respanse

(U) USSOCOM's comment was partially responsive to our recommendation. USSOCOM'’s
response only addressed the modification of Annex B's for exchange officers. We
recommend Annex B's (duty descriptions) for FLOs, as well as exchange officers, be
consistent with their specific mission requirements. We request additional comments
within 30 days of this report, '

(U) A.2.c. Require component commanders to ensure that all required
annexes, certifications, and designated disclosure letters are ratified in
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accordance with Circular 175 authority and DoD Directive 5530.03,
“International Agreements,” July 18, 1987.

(U) United States Special Operations Command Response

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with
our recommendation. USSOCOM commented that the executive agreements for foreign
officers assigned to Headquarters USSOCOM, component headquarters, and subordinate
subunified command headquarters will be reviewed and maintained in accordance with
the applicable directives and policy guidance,

(U1) Our Response

(U) USSOCOM's comment was responsive to our recommendation. We request that
USSOCOM provide a written update to DoD IG concerning the status of USSOCOM's
review of its international agreements and supplemental annexes within 90 days of this
report. .

(U} A.2.d. Request an exception to policy for the non-reciprocal and
exchange officers who are currently assigned to the United States Special
Operations Command without concluded international agreements.

(U) United States Special Operations Commdnd Response

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with
our recommendation and stated that the recommended action was complete.

(U) Our Response
(U) USSOCOM's comment was responsive to our recommendation and we require no
further comment.

(U) A.2.e. Seek appropriate authority for the foreign intelligence officers
assigned or attached to United States Special Operations Command and
follow established procedures for the collection and exchange of

intelligence in accordance with DoDD 5530.0,
WG 200 IR S 47
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(U) United States Special Operations Command Response

(U//P&¥8% The Deputy Commander, USSOCOM, responding for the Command,
non-concurred with our recommendation. USSOCOM disputed the finding that the
Command initiated agreements for the exchange of military intelligence with foreign
governments before gaining the approval of DIA, USSOCOM asserted that the Command
has been in compliance with all authorities and policies for

intelligence-focused FLOs, USSOCOM further stated that at no time were intelligence-
related FLOs assigned as Exchange Officers, and no representatives from foreign
intelligence agencies have ever been assigned to USSOCOM, All foreign officers assigned
to USSOCOM were representatives of their respective Ministries of Defense.

(U) Defense Intelligence Agency Response

(U) Although not required to respond, the Director of Security, DIA, responding for the
Agency, commented that the exchange officers assigned to USSOCOM during this period
of time were assigned under the Defense Personnel Exchange Program, of which the
Defense Intelligence Personnel Exchange Program is a subset. DIA reviewed the limited
information available and indicated the Canadian Deputy ]2 position could be
appropriately categorized as a Defense Intelligence Personnel Exchange, vice a DPEP,
and would then be subject to DIA Instruction 5230.002. DIA's coordination of this
response memo with USSOCOM ]2 revealed an incorrectly identified Canadian NREO
position with duties at the Deputy ]2, The position was instead a Canadian FLO
assigned to the Joint Intelligence Center, which would not be subject to DIAI 5230.002.
According to DIA, USSOCOM had separately addressed this factual error in its response
to the DoD IG Draft Report.

(U) Our Response

(U//hee@dVe stand by our recommendation. As written on pages 25 and 26 of this
report, in November 2011 the Canadian embassy processed a foreign visit request
(CA11-A3103) for a Canadian intelligence liaison officer to serve as the Deputy |2,
USSOCOM. USSOCOM assigned the Canadian officer as a NREQ. The international

agreement for Canadian exchange officers was concluded in November 2014, The
TREHr G200 ““‘/43
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Canadian officer stated that he worked as a FLO and his duties included answering
Canadian SOF intelligence requirements, coordinating with other SOF units and DIA,
and providing U.S. and Canadian SOF with relevant intelligence information. In July
2014, a German Bundesnachrichtendienst (BND) (the Federal Intelligence Service) FLO
was assigned to USSOCOM, under a recurring visit request (ID # GM14-A660).
According to the draft Annex B, USSOCOM tasked the BND FLO to facilitate intelligence
exchanges and intelligence sharing with the Joint Intelligence Center, USSOCOM, in
support of USSOCOM ]2 focus areas, In addition the BND FLO would provide
intelligence reports and support to a TSOC's request for information and intelligence
requirements, and provide support for BND's staff visits to USSOCOM. As a result, our
recommendation remains valid and consistent with DoDD 5530.3 and DoDD 5230.30.
DoDD 5530.3 requires DIA to concur with all proposed agreements concerning
intelligence and intelligence-related matters. DoDD 5230.20 requires DIA to issue
guidance governing the negotiation and concludsion of agreements for the assignment
of foreign intelligence officers under the Defense Intelligence Personnel Exchange
Program. We request additional comments within 30 days of this report.

(U) A.2.f, Maintain oversight of all foreign Special Operations Forces
assigned or on extended visit to United States Special Operations
Command's subordinate commands and Service components.

(1}) United States Special Operations Command Response

(U/ /48483 The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation. USSOCOM commented that it was in the process
of developing and promulgating command policy regarding oversight of foreign SOF
assigned to or on extended visits across the headquarters and USSOCOM's subordinate
commands based on this report’s recommendations. Additionally, USSOCOM
commented that the Command would monitor the international agreements entered
into by its SOF Service component headquarters.
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(U) Our Response

(U) USSOCOM's comment was responsive to our recommendation, We request
USSOCOM provide a written update to the DoD IG on the status of USSOCOM's policy
regarding oversight of foreign SOF assigned to or on extended visits across the
USS0COM's enterprise within 90 days of this report,

(U) A.2.g. Ensure that United States Special Operations Command
components maintain compliance with DoD Directive 5230,20, “Visits and
Assignments of Foreign Nationals” concerning the invitation, visit, and
assignment of foreign officers,

(U) United States Special Operations Command Response

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with
our recommendation. USSOCOM commented that it continues to improve its foreign
officer program based on recommendations in this DoD IG report.

(”J aur R”SPUHS'{!
(U) USSOCOM's comment was responsive to our recommendation. We require no
further comment,

(U) A.2.h. Eliminate the “dual” use of foreign officers (with or without
concluded agreements) in accordance with current regulatory gnidance,

(U) United States Special Operations Command Response

(U/ /@) The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation, USSOCOM commented that it ensures foreign
officers are only afforded exchange officer status after the conclusion of an MOA.
USSOCOM also stated that it differentiates between foreign liaison and exchange
officers.
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(U) Our Response

(U) USSOCOM's comment was responsive to our recommendation. We require no
further comment.

(U) A.2.i. Establish a process for reimbursement of costs associated with
hosting Foreign Liaison Officers.

(U) United States Special Operations Command Response

(U//Ee48) The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation. USSOCOM commented that countries were now
billed for services annually via the appropriate Acquisition and Cross-Servicing
Agreements,

(U) Our Response

(U) USSOCOM's comment was responsive to our recommendation and we require no
further comment.
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(U) Finding B

(U) USSOCOM Did Not Fully Comply With SCIF
Requirements

(e BISOC

OM Section 1.7(e) for 1.4(g)

e (U) Foreign officers assigned to USSOCOM had unfettered access to
SOCOM Section 1.7(e) for 1.4(g)

LEISOCOM Section 1.7(e) for 1.4(a) and were
authorized to escort otherSeEEINEEEIERIGOIEEIE)

partners had access;

LIS OCOM Section 1.7(e) for 1.4(g)

(U) Criteria
(U) IC Directive 705, “Sensitive Compartmented Information Facilities,” May 26, 2010,

ICD 705 states that all IC SCIFs must comply with uniform [C physical and technical security
requirements. ICD 705 is “designed to ensure the protection of SCI and foster efficient, consistent
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and reciprocal use of SCIFs in the IC." ICD 705 applies to all IC accredited facilities where SCl is
processed, stored, used or discussed. The Office of Security (SEC), DIA, was designated as the
accrediting official for DoD SCIFs. All waivers to SCIF physical security requirements must be
approved by the Head of an Intelligence Community Element, which, in USSOCOM’s case, is the
Director, DIA, Although the SEC was designated the sole accrediting authority for physical and
technical (TEMPEST) security for permanent SCI facilities, automated information system
accreditations must be obtained to process SCI.

(U) DoD Manual 5105.21-V2, “Sensitive Compartmented Information (SCI) Administrative
Security Manual. DoD Manual 5105.21-V2, Enclosure 2, Physical Security, paragraph 6i(2), states
“SCl-indoctrinated foreign nationals may be granted access to a SCIF either as a visitor or an
embedded part of the organization per agreement between their government and the USG [U.S.
Government],” The manual also states that foreign nationals will not be permitted to escort
personnel. “Foreign nationals without appropriate SCl indoctrinations must not be admitted inside
a SCIF unless special approval is obtained in advance by the Head of an Intelligence Community
Element or designee.” Paragraph 6 i(3) states, “Whenever SCl-indoctrinated foreign nationals are
provided general access to a SCIF as part of their official daily duties, the organization will ensure
that compensatory security measures aimed at protecting against the inadvertent or deliberate
release of non-releasable information, both foreign government and USG, is taken and foreign
disclosure guidelines must be followed.” Paragraph 6i (3)(d) goes on to state, "Unique security
procedures must be developed and clearly documented in the local standard operating procedure
(SsopP)."

(U) Physical Security, Access, and Counterintelligence

(U) Physical Security of the SCIF

(U) In April 2014, DIA reaccredited USSOCOM's SCIFs and authorized open storage of SCI material,
DIA determined that SN IEEEERERIGOIEMEIEN, met all the physical standards in accordance
with ICD 705 and DoD Manual 5105.21. '
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(GylrE) On April 21, 2014, DIA SEC conducted an in-progress review of USSOCOM's renovation of
EeEEII. USSOCOM's construction project modified the overall square footage of the existing
SCIF, to carve out a collateral ISCC and newly renovated SCIF spaces adjacent to the §EJ&jj]. The
USSOCOM Commander designed the I1SCC/[3-I to function as the main collaboration hub for
international SOF missions, The watch floor was to be dedicated to collateral operations,
Controlled adjacent rooms were constructed, operated, and maintained for reciprocal use as a
temporary secure working area. A USSOCOM senior official stated that the ISCC/]3-I location was
selected based on the proximity to the §J8J8f] SCIF, which was the “heartbeat of USSOCOM."
USSOCOM designed the S[8J&] to operate 24 hours per day, seven days per week (continuous
operations)., Within the collateral space, one permanent SCIF (S0-14-003) was devoted to U.S.
personnel only. Another SCIF (S0-14-004) was used by Commonwealth Five Eye partners.

(U) J3-International Spaces (Non-SCIF)

(U/ /@4 The |3-1 was the primary location in which partner nation representatives worked
(excluding those partner nation representatives who worked in the ]2, Special Operations Research,
Development, and Acquisition Center (SORDAC), and the RN IEE NN GOIEHELR)

had a total capacity of 105 individuals, which was configured for 63 U.S, with 37 partner nation
officers. The primary workspace was based on an open floor plan to allow better integration and
maximum collaboration between the U.S. and partner nation SOF. EPENIEERENICEE
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(U) Figure 1. USSOCOM J3-1 Headquarters

(U) Mitigation Efforts

()

SOCOM Section 1,7(e) for 1.4(g)
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(GAALE) The Staff Assistance Visit report stated the building security posture was “top notch.” DIA
recommended final accreditation of the e EEIIEE ARG I EHEIG)

We asked DIA to clarify the language in the report which recommended granting foreign nationals

operational control of the facility. The report stated:

UNSOCOM Section 1.7(e) for 1.4(q)

(Gsisidili) According to a DIA official, FVEY officers did not have operational control of a DIA facility.
DIA intended to create a compartmented area under the ICD 705 guidelines. However, FVEY
officers had unlimited access to DIA SCIF S0-14-004, which was created as a stand-alone FVEY SCI
area. The DIA official stated that given the absence of U.S.-only information in SCIF SO-14-004
(FVEY SCIF), the risk of giving unfettered access to the only FVEY SCIF was deemed acceptable
based on the mitigations identified in the SOCOM Special Security Officer's (SS0) email. The DIA
security official stated the recommendation should have been to allow foreign nationals access
control of the FVEY facility instead of operational control, He stated that DIA would take action to
correct the terminology and ensure the SSO, USSOCOM, understands the difference.

(Goihil) We also asked DIA to clarify the language in the facility accreditation for SCIF S0-14-004,
which stated that "accreditation is based on the safeguards and countermeasures identified in REF
D [Email from SSO SOCOM..,, Subj: FW: Status of S0-14-004, Dated: 01 May 2014]." Accordingtoa
DIA security official, the information relevant to the accreditation should have been spelled out in
DIA’s accreditation message. DIA referenced the SS0's email and its proposed mitigations, but did
not spell out the requirement in the actual accreditation message. DIA stated that it had changed
that practice within the Security Branch.

(U/ /5@ In addition to a physical accreditation and TEMPEST accreditation, an automated
information system security accreditation was required to process SCI electronically. USSOCOM did
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not provide us with its automated information system accreditations or documentation that DIA
granted foreign nationals general access to any other SCIFs located in SeIS[eIYINNN-

J|SOCOM Section 1.7(e) for 1.4(q)

SOCOM Section 1.7(e) for 1.4(g)
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1&( U) TSCM involves techniques and measures to detect and nullify a wide variety of technologies that are used to obtain
unauthorized access to National Security Information, restricted data, and sensitive but unclassified information,
I G-2016-028 /57
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(U) Foreign Officer Access to USSOCOM’s SCIFs

(U//EQuR) Between 2012 and 2013, the USSOCOM Commander decided to give unescorted access
to the partner nation officers in eSO IEECENICEREIR)

| SRS T ST T~ B s i A Sy

response to our data call concerning foreign officer's access, a USSOCOM official explained that
SOCOM Section 1.7(e) for 1.4(g) '

(U) Reoccurring Access for Foreign Officers
(U) According to DoDM 5105.21-V2, foreign nationals without appropriate SCI indoctrinations

must not be admitted inside a SCIF unless special approval is obtained in advance by the
Director, DIA or designee. SOV IEE CaENIC R REIE)
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I The DIA official also stated that FLOs are not allowed

unescorted access to the U.S. only parts of a SCIF. According to the DIA official, FLOs work on behalf
of their country and are allowed limited access to specific information deemed releasable to their
country.

(Crlld) As part of USSOCOM's integration effort, the USSOCOM Commander invited all FLOs, both
SCI and non-SCI cleared, to attend the Commander's weekly meetings in the Fe[SOIV IR
- |0 2013, the senior intelligence officer,
USSOCOM's Director of Intelligence, authorized escorted access by non-SCI cleared foreign
nationals during designated times. According to the authorization memorandum, USSOCOM risk
mitigation strategies minimized the loss or compromise of U.S, SCI and non-releasable information,

G206 008 /68
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(1) FVEY Partners Swipe Access

(U) According to DoDM 5105.21-V2, when SCl-indoctrinated foreign nationals are provided general
access to a SCIF as part of their official daily duties, the organization will ensure that compensatory
security measures aimed at protecting against the inadvertent or deliberate release of
non-releasable information, both foreign government and U.S. Government, is taken and foreign
disclosure guidelines must be followed, A risk assessment must weigh the benefit to the U.S,
Government of foreign national personnel in the SCIF against the risk that security measures will
not adequately protect against unauthorized disclosure, The results from that risk assessment will
be provided to SEC, DIA for review. Regardless, the regulation stated, foreign nationals were not
permitted to escort personnel,

(U//e8e) USSOCOM security personnel believed that personnel from USSOCOM Special Security
Office “did everything they could do” to secure the SCIF area. The USSOCOM Security Management
official said that the SR IEE NG NI

[6 a.m, to 8 p.m,]. He also said that one security weakness was that the FVEY partners did not

always announce their entrance into the SCIF; therefore, they could walk into “NOFORN" meetings.
Another USSOCOM security official stated that the FVEY officers were on an "honor system” not to
access the S[eJoff] during NOFORN presentations. A USSOCOM security official stated that the
SOCOM Section 1.7(e) for 1.4(g)

Joint Intelligence Center. According to the USSOCOM official, USSOCOM Deputy |3, an Australian
CVIEEE NN USSOCOM FVEY
officers, with unescorted SCIF access, were also allowed to escort foreign visitors into the areas in
which they had access, which was against DoDM 5105.21-V2 policy. A USSOCOM FLO stated that
the [FVEY partners] were told they were authorized to escort two years ago and that “It would be
disappointing if a U.S. escort requirement was re-introduced for FVEY officers. The U.S, escort
requirement would be a waste of U.S, staff effort and not recipro[cal] to your [U.S. special

Brigadier General, had unfettered access to o8}

operations liaison officers] authorities in our nations."

(U//F@%8) According to a DIA official, foreign exchange officers are considered to be part of the
work force and given limited access based on the agreement between the two countries. This
access is spelled out in the DDL and is usually restricted to a specific mission. However, the officers
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are generally given limited access within the work space of the assigned team. They are not
authorized unlimited access to “U.S, only” areas.

(U) Special Operations Research Development and Acquisition Center

(U/ /6848 USSOCOM had civilian Science and Technology liaison representatives from the United
Kingdom and Australia working at the SORDAC. These United Kingdom and Australian officers
were at the SORDAC on extended visit requests and had a separate office with a safe and computer
certified at the SECRET//RELEASABLE level, A USSOCOM official believed that foreign officers
from the United Kingdom, Australia, Norway, and Canada assigned to USSOCOM respected the
processes for science and technology requests for information; however, there was no formal
process for other partner nations to request science and technology information. The USSOCOM
official said that the ability to reach out to the British and Australian SOF science and technology
communities was beneficial to working on joint projects.

(ke n-2-13]SOCOM Section 1.7(e) for 1.4(g)

. A )31 official said that partner
nation integration into the SORDAC was easy, as long as the agreements were in place. The civilian
believed that USSOCOM learned just as much from the partner nation representatives as the
partners did from USSOCOM.

(U) Conclusion
C oo JISOCOM Section 1.7(e) for 1.4(g)
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Finding B

SOCOM Section 1.7(e) for 1.4(g)
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(U) Recommendations, Management Comments, and Our
Response

(U) Recommendation B

(U) Revised Recommendation

(U) As a result of comments from USSOCOM, we revised draft report Recommendation B,1.a to omit
the recommendation to withdraw Five Eye partners’ escort authority.

(U) Recommendation B.1.a

(U) We recommend that the Commander, United States Special Operations Command:

(U) B.1.a, Discontinue the practice of Five Eye partners providing escort within SCIF
spaces in order to comply with Intelligence Community Directive 705, Sensitive
Compartmented Information Facilities,” and DoD Manual 5105.21-V2, “Sensitive
Compartmented Information (SCI) Administrative Security Manual,” October 19, 2012,

(U) United States Special Operations Command Response

(U/ Mi@@The Deputy Commander, USSOCOM, responding for the Command, non-concurred with
our recommendation. USSOCOM stated that it disputed the finding that FVEY partners were
authorized to escort other foreign nationals into SCIFs in which FVEY partners had access.
Additionally, USSOCOM provided the response that USSOCOM’s Manual 380-6 stated that only U.S.
cleared personnel are authorized escort of personnel in the SCIF. FVEY partners have never been
afforded SCIF escort privileges.

(1) Our Response

(U) USSOCOM's comment was non-responsive to our recommendation, We agree FVEY officers did
not have the written authority to escort personnel into SCIFs in accordance with U.S, policy and
directive. However, as written on page 59 of this report, a USSOCOM FLO stated that in 2012, the
FVEY partners were told that they were authorized to escort foreign visitors into areas in which
they had access, to included SCIFs. Our evaluation concluded that USSOCOM FVEY officers, with
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unescorted SCIF access, routinely escorted foreign visitors into the areas in which the FVEYs had
access, Therefore, USSOCOM did not adhere to USSOCOM Manual 380-6 by allowing USSOCOM
FVEY officers to perform escort duty. For clarity, we have restated our recommendation that the
USSOCOM Commander discontinue the practice of allowing FVEY officers escort privileges. We
request that USSOCOM provided written comments to revised Recommendation B.1.a within 30
days of this report,

(U) B.1L.b. Restrict Five Eye partners’ swipe access to the Global Mission Support Center
when the meeting sign does not illuminate "RELEASABLE.”

(U) United States Special Operations Command Response

(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with our
recommendation.

(U) Our Response

(U) USSOCOM's comment was responsive to our recommendation and we require no further
comment.

(U) B.1.c. Establish formal procedures for processing requests for information
concerning science and technology information by foreign liaison officers.

(U) United States Special Operations Command Response

(U//RQuR) The Deputy Commander, USSOCOM, responding for the Command, concurred with our
recommendation. USSOCOM provided the comment that in July 2014 USSOCOM published
Regulation 10-4, “Partner Nation Requests for Information and Requests for Support.” Since then,
all partner-nation-related requests adhere to the guidance within USSOCOM Reg. 10-4 to ensure
accountability and appropriate review, to include those pertaining to science and technology.

(U) Our Response
(U) USSOCOM’s comment was responsive to our recommendation and we require no further
comment,
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(U) Recommendation B.2.

(U) We recommend the Director, Defense Intelligence Agency:

(U) B.2,a, Establish appropriate policy and procedures for integrating partner nation
representatives into Defense Intelligence Agency accredited Sensitive Compartmented
Information Facilities

(U]) Defense Intelligence Agency Response

(U) The Director of Security, DIA, responding for the Agency, concurred with our findings and
recommendations. DIA commented that it was in the process of completing draft policy concerning
the integration of partner nation representatives into DIA-accredited SCIFs. A completion date
could not be determined due to further coordination with the Office of the Under Secretary of
Defense (Intelligence).

() Our Response

(U) DIA’s comment was responsive to our recommendation. We request that DIA provide a written
update to the DaD 1G concerning the status of the draft policy integrating partner nation
representatives into DIA-accredited SCIFs within 90 days of this report.

(U) B.2.b. Review the accreditation for the Five Eye Sensitive Compartmented
Information Facility (50-14-004) and ensure the accreditation certificate is in accordance
with Defense Intelligence Agency and Intelligence Community Directive 705
requirements,

(U) Defense Intelligence Agency Response
(U) The Director of Security, DIA, responding for the Agency, concurred with our findings and
recommendations. DIA further stated that this action was reviewed and corrected.

(U) Our Response

(U) DIA’s comment was responsive to our recommendation, We request DIA update the DoD 0IG
on what actions were taken to correct the accreditation certificate for the Five Eye Sensitive

Compartmented Information Facility (SO 14-004) within 90 days of this report,
VOGS - s‘lfs4
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(U) B.2.c. Review the United States Special Operations Command'’s automated
information systems accreditation.

(U) Defense Inielligence Agency Response

(U) The Director of Security, DIA, responding for the Agency, suggested that the review of
USSOCOM's automated information systems accreditation be addressed by USSOCOM |6, the
accrediting official responsible for automated information systems in accordance with Department
of Defense Manual 5105.21.V2.

(U) Our Response

(U) DIA’s comment was not responsive to our recommendation. DIA did not concur or non-concur
with our finding or recommendation. DIA's facility reaccreditation message “Facility
Reaccreditation for SeEEIVIEEEFRENIGIES April 24, 2014, stated that “this reaccreditation
was one of three [facility, TEMPST, and automation information system| accreditations required to
process SCI electronically and must be maintained on file within the facility,” The SEC, DIA,
identified the Chief Information Officer, DIA as the designated automation authority within the DoD
and the IC. DoDM 5105.21.V2 states that the designated approval authority will decide whether to
grant accreditation approval to operate a system. We request that DIA review USSOCOM's

automated information system accreditations and determine if these accreditations are in full
compliance with DIA's facility reaccreditation message cited above, DoDM 5105.21.V2, ICD 705, and
ICD 503, We request DIA provide comments to the DoD OIG concerning USSOCOM's automation
information system accreditation requirements within 30 days of this report.
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(U) Finding C.

(U) USSOCOM Improperly Disclosed Classified
Information to Foreign Officers
(U) USSOCOM was not in full compliance with security regulations in its disclosure of

classified information to foreign officers. This situation existed because USSOCOM or
subordinate commands:

o (U//Pe®¥@) Shared classified military information and controlled unclassified
information with foreign officers before having all DDLs, security assurances, or
proper release authority;

e (U//BQME) Released bi-lateral information and foreign government information
without the concurrence of the appropriate host nations; and

e (U//Eed) Conducted meetings and shared information with partner nations
that were not coordinated through USSOCOM's Foreign Disclosure Management
System or FDO.

(U//P&#8) As a result, foreign officers received information that they were not
authorized to receive.

(U) Criteria

(U) Under the terms of National Disclosure Policy-1, “National Policy and Procedures for
the Disclosure of Classified Military Information to Foreign Governments and
International Organizations,” October 1, 1988,17 (NDP-1) the SECDEF and the Deputy
SECDEF are the only officials within DoD who may grant [unilateral] exceptions to
NDP-1. However, in most cases, exceptions to policy are granted or denied by the

17 () The NDP-1 provided to designated disclosure authorities on-a need-to-know basis from the Office of
the Director for International Security Programs, OUSD(P).
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National Disclosure Policy Committee.® Under DoD Directive 5230.11, “Disclosure of
Classified Military Information to Foreign Governments and International
Organizations,” June 16, 1992, the Secretary of Defense has delegated disclosure
authority to the Secretaries of the Military Departments and other DoD officials whose
decisions must be compliant with NDP-1.

(U) DoD Directive 5230.11 also implements NDP-1 and provides policy, responsibilities,
and procedures governing the disclosure of classified military information to foreign
governments and international organizations. Paragraph 4.4 states that classified
military information must not be disclosed to foreign nationals until the appropriate
designated disclosure authority receives security assurance memorandums from the
foreign government of the individuals who are cleared to receive the information.
Paragraph 6.1.1 states that before any discussions with foreign representatives on the
negotiation of an international agreement, the DoD components must determine the
extent to which classified military information will be required for release and obtain
disclosure authorization for the information. Enclosure 3, “NDP-1 Disclosure Criteria,
Conditions, and Limitations,” prohibits the disclosure of classified information
originated by or for another Department or Agency, or officially obtained from a foreign
government. An exception could be if the Department or Agency consents to the release
or if the information has been conveyed by the foreign government with express
written consent to its further disclosure.

(U) DoD Directive 5230.20, paragraph 4.5, states that access by foreign nationals to
classified information must be in accordance with DoD Directive 5230.11 and DoD
Directive 5200.1-R, “Information Security Program,” January 1997 (subsequently
superseded by DoDM 5200.01, "DoD Information Security Program: Overview,
Classification and Declassification,” 24 February 2012), They will have access only to
information that does not exceed the level authorized under NDP-1 for release to their
governments, Exceptions to NDP-1 will not be granted to accommodate the assignment
of FLOs, DPEP, Co-operative Program Personnel, or foreign personnel arrangements.

18 (U) The National Disclosure Policy Committee is the central authority for formulating, promulgating,
administering, and monitoring national disclosure policy,
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(U//P&®&) USSOCOM Directive 550-2 states that USSOCOM and component FDOs are
responsible for review of any classified military information and controlled unclassified
information or bi-lateral classified aspects of topics nominated by the Component or
TSOC for discussion. The directive also states that all products, information, data, and
materials developed as a result of the ISCC/J3-I's request for information and request
for support process, require coordination with USSOCOM's command FDO or |3-I's FDO
for disclosure and release to foreign partners. For any topics nominated by the
Interagency Partnership Program, the Interagency Partnership Program must ensure a
foreign disclosure review from interagency original classification authority1? is
accomplished.

(U) Foreign Disclosure Program

(U/ /54y The USSOCOM foreign disclosure program was split between the Command
foreign disclosure office and the Directorate for Intelligence (J2) foreign disclosure
office. USSOCOM'’s foreign disclosure program had established foreign disclosure policy
and procedures for the protection of classified information and enabling of information
sharing, USSOCOM Command Foreign Disclosure Office was responsible for
international programs, including export licenses and technical data transfers, and the
protection of classified military information as defined by NDP-1. USSOCOM
established a foreign disclosure management system in which all requests for release of
classified military information and controlled unclassified information was processed
through the FDO or designated representative. According to a FDO, most liaison officers
and command personnel followed USSOCOM's Foreign Disclosure Management System
policy = with the exception of the Se[SEIVIEEHTER who was the subject of several
foreign disclosure incidents.

(U//re88) An OUSD(P) official stated that disclosure to foreign officers was based on
the security assurance and position description for the foreign officer. Accordingtoa
USSOCOM foreign disclosure official, the security assurances should be maintained on

4 (U] Original Classification Authority, The authority given by SECDEF to classify military information that
originates in and is controlled by a specific command, Original Classification Authority cannot be further
delegated.
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foreign officers assigned to USSOCOM and components. According to a USSOCOM FDO,
classified military information shared with current partner nations was based on an
approval from the geographical combatant commands. The geographical combatant
commands determined the “need-to-know" to share the type of information that was
being provided at the commander's update brief. According to a USSOCOM FDO official,
the foreign disclosure office advised the USSOCOM staff to protect bi-lateral agreements
at all cost.

(U) Disclosure of Classified Information to Foreign Officers

(U/ /846 According to our data call response concerning foreign officer access to
classified military information or controlled unclassified information, a USSOCOM
official replied, "The exchange officers only receive information on a limited basis and
only when there is a clearly defined benefit to the United States." A USSOCOM security
official clarified the accuracy of USSOCOM's response. He stated that the answer, “is
correct if the standard for ‘defined benefit’ is it helps relationships with the FLOs.”

(PFRS I ISOCOM Section 1. 7(e) for 1.4(a) to establish trust with the
foreign partners. He accepted the risk of inadvertent disclosure and, according to
USSOCOM personnel, pressured those in the command to share more with the foreign

partners. USSOCOM personnel were concerned that when leadership put pressure on
subordinates, people would make mistakes or act unethically trying to meet the
Commander’s intent.

(U//me®® According to a USSOCOM official, USSOCOM's leadership was advised that
non-SCI partner nation officers SeleE]] The senior
official stated that USSOCOM started circumventing the process for bringing foreign
officers into the SCIF and alleged that during a SOCCENT planning session, the J3-I
broadcast a SECRET//REL briefing out of the BN E RGO EEEE)
participants were cleared for the information. FeEEIIEEEEIEECIEEEIE)
I had the capability to stream video to offices outside the SCIF. A USSOCOM
cyber security official stated he was unaware of a tool that did discretionary routing

[sending data from the big screens] out of the S[e[&j.
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(U//Pe®®) USSOCOM did not own most of the classified data it worked with and was
required to request permission from the appropriate owner before releasing
information to a foreign partner. A senior staff official stated USSOCOM briefed
bi-lateral information to the GCCs without the concurrence of the foreign government or
originating authority.

(U//5e88) A USSOCOM investigation was done on a J3-1 representative who changed
briefing information, after the presentation had been approved for release by the FDO,
in order to brief unauthorized information, The investigation concluded that Do$
information was briefed to the §8J&Jl] concerning Peru purchasing night-vision goggles
without obtaining permission from DaoS.

(U//ke48q In addition to planning meetings and operational briefings, partner nation
representatives were invited to the Commander’s Update Briefing in which each SOF
subordinate commands briefed the USSOCOM Commander on the current status of SOF
personnel, SOF operations, security corporation activities, and other key-leader events.
Some foreign officers within USSOCOM and SOF Components complained that they were
not receiving enough information to effectively do their jobs. The Australian exchange
officer serving as the USSOCOM Deputy |3 voiced concerns over being excluded from
weekly updates distributed to key leaders within USSOCOM Headquarters,

(U//F@48y OnJune 10,2013, the Commander informed a group of senior personnel
that the new Australian SOCOM Deputy |3 would have access to everything except a few
special access programs. On July 2, 2013, a DIA employee assigned to USSOCOM
reported to DIA his concern that NOFORN data was being improperly released by
USSOCOM HQ to the FLOs and the Australian general officer newly assigned as Deputy
J3. The DIA SEC team investigated this report to determine whether there was a valid
basis to the employee's concern and to review the processes in place regarding release
and disclosure of classified national security information to embedded foreign exchange
officers and found no improper disclosure or release of classified national security
information to the Australian Deputy ]3. The DIA SEC team determined that the DIA
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employee and other personnel within the USSOCOM staff weren't sufficiently educated
in what USSOCOM was doing to enable foreign officer access.
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(U//Pe®e) A USSOCOM security official stated that USSOCOM was drafting packages to
request DIA's authority to negotiate intelligence sharing agreements with the military
intelligence services of six partner nations. According to the USSOCOM security official,
DIA and USD(I) had not granted USSOCOM the authority to exchange intelligence
information with existing partner nations at USSOCOM, but did allow USSOCOM to
release documents that were REL [releasable] to the respective countries.

(U) Special Operations Command - Africa

i
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(U) Special Operations Command - Central

(U//#&¥e) In 2013, a SOCCENT Foreign Disclosure Program Assessment stated that
USCENTCOM issued DDLs to the USCENTCOM's FDOs. SOCCENT’s FDOs were not
issued DDLs and not authorized to approve the release or disclosure of classified SOF
information to foreign SOF officers at SOCCENT, The assessment stated that SOCCENT
FDOs were not integrated into partner nation’s engagements, and that they should have
been proactive to ensure that USCENTCOM had the legal and policy requirements for
the establishment of FLO MOUs, in accordance with DoDD 5230.20. The assessment
cited that SOCCENT FDOs did not know:

e (U//Fe88) if there were concluded MOUs for the FLOs or NREQ at SOCENT;
o (U//Ee8a) of the existence or scope of applicable DDLs;

o (U//P®%¥8) how classified military information was disclosed to foreign officers
assigned to SOCCENT; and

e (U//4@68) the contact officer(s) for the foreign officers assigned to SOCCENT.

(1) Foreign Disclosure Office Staffing Shortages

(U//Fee@) USSOCOM foreign disclosure officials stated that USSOCOM components
lacked full-time FDO manning, which seriously limited foreign disclosure capability at
the commands, According to a USSOCOM foreign disclosure official, SOCEUR, JSOC,
USASOC, AFSOC, and NAVSPECWARCOM had full-time FDOs. SOCAF had an approved
FDO position that was vacant, All other TSOCs and Service components relied upon FD
guidance as an additional duty within their staffs.

(U//5@48) According to a USSOCOM official, personnel who were tasked to provide FD
support to a TSOC cannot focus on the strategic projects that support the entire SOF

enterprise, As result, multiple projects were left undone, The USSOCOM official stated
OG- G 0% £ 73
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that projects included the daily management of products in USSOCOM’s foreign
disclosure management system, building and supporting USSOCOMs’ FDO Network (to
include training), maintaining the FVS, and providing support to USSOCOM's technology
transfer. According to another USSOCOM official, the lack of FD support within the
TSOCs and Service components was the reason provided to the Australian Deputy |3 as
to why there was minimal effort to make information releasable. FDOs were challenged
with handling the amount of information that required foreign disclosure review,
According to the 2013 SOCCENT FDO assessment, FDOs were serious about their
responsibilities, but had little time away from their day-to-day jobs to devote to FD
tasks and duties. Similar to the SOCCENT FDOs, other FDOs did not have flexibility to
support exercises or real-world operations. The report found that FDOs were in a
constant reactive mode, which prevented them from being involved in many activities.

(U// &% The 2013 USSOCCENT FDO assessment recommended the SOCCENT FD
office add at least one full-time FDO, which would provide the time and expertise to
build an effective foreign disclosure program. According to a JSOC official, USCENTCOM
conducted a staff study and determined that JSOC's FD office needed at least four FDOs.
However, given that no growth in the headquarters staff would be permitted, any
increase in FDOs would have to be realigned from another part of JSOC. There was
insufficient support for such realignment and JSOC’s FD office remained undermanned,
perpetuating the risk to its foreign disclosure program. A 2010 manpower survey
recommended USSOCOM's FD office staff be increased to ten personnel. The command
did not support an increase from five personnel. Subsequently, USSOCOM hired a G5-15
to oversee the command'’s FD program.

(U) Lack of Foreign Disclosure Education

(U) The 2013 SOCCENT FDO assessment also stated that there was no program to teach
- FD awareness to all SOCCENT personnel, It recommended that “a command-wide
foreign disclosure education program is needed to make SOCCENT personnel aware of
the redlines in dealing with the assigned FLOs, foreign visitors, foreign conferences, and
requests for information from foreign nationals, etc.” According to FD officials, due to

the increase in security violations, the current Deputy, ]3-1, tasked the directorate to get
ALty 2000 fj'lli!?ﬂ
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retrained on FD procedures. The USSOCOM Command FDO established a three-day FDO
course on FD requirements. However, there was no set requirement for FD training
throughout the USSOCOM enterprise.

(U) Conclusion

JSOCOM (b)(1) 1.4(d)
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(U) Recommendations, Management Comments, and
Our Response

(U) Recommendation C

(U) We recommend that the Commander, United States Special Operations
Command:

(U//Fe¥83 C.1, Cease the systematic disclosure of NOFORN information to the
Australian Deputy |3, conduct a thorough investigation of the instances of
NOFORN information disclosed to date, take action as appropriate against any
individuals found culpable, and revise United States Special Operations
Command procedures to prevent future NOFORN disclosures.

(U) United States Special Operations Command Response

(U//#e%8) The Deputy Commander, USSOCOM, responding for the Command,
non-concurred with our recommendation, USSOCOM commented that it disputed the
finding that NOFORN information was ever systematically disclosed to the Deputy |3, an
Australian 1-Star Flag Officer. USSOCOM referred to the results ofa 2013 DIA
investigation that "found no improper disclosure or release of classified information to
the Australian Deputy ]3. The DIA team determined that the DIA employee (who made
the accusation) and other people on the USSOCOM staff weren't sufficiently aware of
what USSOCOM was doing to enable foreign officer access." USSOCOM believes the DIA
finding to be accurate, stating that at no time was any NOFORN information deliberately
or systematically disclosed to any foreign liaison or exchange personnel at USSOCOM,
USSOCOM's procedures to prevent disclosure of NOFORN information are in accordance
with DOD and DIA guidance and policy.

(U) Our Response
(U) We stand by our recommendation. We agree that in 2013 DIA found no improper

disclosure or release of classified information to the Australian Deputy J3 and that
USSOCOM had procedures in place to mitigate the improper disclosure of NOFORN
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information. However, we found that USSOCOM representatives did not adhere to
established policy and procedures concerning the disclosure of NOFORN information,
Our evaluation concluded that subsequent to the DIA review, there were allegations
that NOFORN and non-releasable data was improperly released by USSOCOM to the
Australian Deputy 3. A USSOCOM senior staff officer acknowledged that he changed
the electronic classification marking on a classified network from SECRET//NOFORN to
SECRET//REL AUS in order to bypass security firewalls and facilitate classified
information getting to the Australian Deputy |3. In addition, the USSOCOM senior staff
officer stated that reclassifying information to bypass firewalls had been a common
practice within USSOCOM |3 for years and was supported by the command. We request
USSOCOM provide an update to the DoD OIG within 30 days of this report, concerning
the status of allegations that NOFORN data was disclosed to the Australian Deputy |3,
USSOCOM,

(U) C.2. Identify the number of foreign disclosure officers required by the
Headquarters and subordinate commands under the United States Special
Operations Command purview to maintain the international exchange
programs.

(U) United States Special Operations Command Response
(U//EQua) The Deputy Commander, USSOCOM, responding for the Command,

concurred with our recommendation, USSOCOM responded that corrective actions
were on-going, USSOCOM provided the following comments:

e In September 2015, the Special Operations Capability Requirement Board
officially approved the establishment of the |3-1 Branch within the |3 Operations
Directorate and approved the assignment of FLO personnel directly within the
J3-1.

e USSOCOM proposed broad changes to the TSOC manning and capabilities via a
DOTMLPF-P Change Recommendation. The DOTMLPF-P Change
Recommendation identified the need for additional FDO billets at the TSOCs,
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where none had previously existed, as well as the requirement for the
development of additional, tailored "tetragraphs” to facilitate information
sharing.

() Our Response

(U) USSOCOM's comment was responsive to our recommendation. We request that
USSOCOM update the DoD OIG concerning the status of its FDO billets within 90 days of
this report.

(U) C.3. Determine whether the foreign disclosure offices at the Headquarters
and subordinate commands under the United States Special Operations
Command purview are adequately staffed,

(U) United States Special Operations Command Response

(U//5@4@) The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation, USSOCOM responded that corrective action was
ongoing. In addition to the corrective actions for Recommendation C.2, USSOCOM
consolidated staff responsibility for foreign disclosure, technology transfer analysis,
intelligence engagement, and foreign visit management under the USSOCOM |2
Intelligence Directorate.

(U1) Our Response

(U) USSOCOM's comment was responsive to our recommendation, We request
USSOCOM update the DoD OIG concerning staffing of its foreign disclosure offices
within 90 days of this report.

(U) C.4. Assess the training requirements for foreign disclosure officers and
ensure all special operation forces’ foreign disclosure officers receive the
necessary training,
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(U) United States Special Operations Command Response
(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with
our recommendation. USSOCOM responded that analysis is ongoing.

(U) Our Response
(U) USSOCOM's comment was responsive to our recommendation, We request that

USS0COM update the DoD OIG on the outcome of its analysis and selected course of
action within 90 days of this report.

(U) C.5. Assess the requirements for security education and training for
personnel who are involved with international exchange programs and
foreign government information, or work in coalition or bi-lateral
environments, or in offices, activities, or organizations hosting foreign
exchange officers.

(U) United States Special Operations Command Response

(U//sedey The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation. USSOCOM responded that corrective action was
on-going. USSOCOM commented that it was reviewing its portfolio of international
training to better inform the headquarters workforce of their role, function, and
responsibilities in dealing with and managing foreign liaison and exchange personnel at
the headquarters and its subordinate commands.

(U) Our Response

(U) USSOCOM's comment was responsive to our recommendation. We request that
USSOCOM provide a written update to the DoD OIG concerning their corrective actions
within 60 days of this report.
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(U) Finding D

(U) USSOCOM Did Not Fully Comply With Automated
Information System Requirements
(U//P&¥&) USSOCOM was not in full compliance with applicable directives concerning

the installation and use of secure communication systems within a U.S. SCIF. This
situation existed because:

o (U//Pe®ey Between 2012 and 2014, USSOCOM officials facilitated the
installation of the French and German's national secure communication systems
before having concluded international agreements that codified the security
procedures, minor facility modification, and fiscal responsibility associated with
the installation of these national systems, Although in 2014 OUSD(P) granted a
temporary exception to policy for the use of these national systems (exception
to policy also included the Spanish system), USSOCOM still has not obtained
concluded international agreements,

s (U/#8Q4Q) USSOCOM lacked the approved automation information system
accreditations required to process SCI within USSOCOM facilities and therefore
was not in compliance with full SCIF accreditation requirements,

(U/ /P88 As a result, USSOCOM may have processed SCI material in areas that were
not accredited for SCl automation.

(U) Criteria

(U) DoDM 5105.21 V2, "Sensitive Compartmented Information (SCI)
Administrative Security Manual: Administration of Physical Security, Visitor
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Control, and Technical Security.” DoDM 5105.21 V2 states that information
assurance managers must obtain Automated Information System accreditations in
accordance with ICD 705 and ICD 503, The designated approval authority must decide
whether to grant accreditation approval to operate a system based on all available
documentation and mitigating factors. Paragraph 6(i) prescribes essential safeguards
relating to the integration or visit of foreign nationals to include foreign exchange
officers, FLOs, or embedded foreign officers within DIA accredited SCIFs. Any
deviations must be addressed with the responsible FD office, the supporting
counterintelligence element, and be approved by the respective head of an intelligence
community element or their designee. [finformation systems are involved, the
designated approval authority for the particular network must give its approval,

(U) Information Security Responsibilities

(U/ sl Cyber Security Division, Information Technology (J6), USSOCOM, was
responsible for the command's computer networks, the acquisition of tools for the
network, the certification and accreditation of the networks, and the approval process.
The Cybersecurity Officer said that the USSOCOM networks were not originally
designed with the idea of foreign nationals being in the building, so actions were
necessary to secure the network. The Cybersecurity Office and ]6 worked in concert
with the ISCC planning team to develop options to secure USSOCOM's network. In order
to de-SCIF a portion of fe eI I NN OIERIC)

(U//#@8e3 The Cybersecurity Officer said that USSOCOM requested Navy Air System
Command perform a study of improvement to USSOCOM'’s network and that $4 million
had been identified in the FY15 budget to secure the infrastructure. The Cybersecurity
Officer said that SIPRNET currently had some vulnerability, but the Joint Worldwide
Intelligence Communications System (JWICS) was secure.
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(U) Foreign Officer Access to Automation Systems

(U//P®® Foreign officers within USSOCOM enterprise had access to either U.S.
NIPRNET, U.S. SIPRNET, TOP SECRET communications - STONEGHOST? account,
SECRET coalition communications - Battlefield Information Collection and Exploitation
System (BICES), or individual country national automation systems, According to a
USSOCOM J6 official, network cabling within the FelEEECIENIC i R
e 2
networks were not designed to be used in a building where foreign officers worked, so
USSOCOM re-routed or used a protected distribution system to protect cabling from the
classified systems. According to a USSOCOM 6 official, cybersecurity was an area in
which USSOCOM had taken steps to reduce risk. However, as a cybersecurity official
acknowledged, there remained vulnerabilities, particularly to the SIPRNET domain,

(U) Improper Installation of Foreign National Secure
Communication Systems

(U) In accordance with DoD’s delegated Circular 175 authority, DoD is required to
include an addendum to an international agreement that includes the proposed secure
communications system language before the installation of foreign government's secure
communication system within a DoD organization. The addendum requires the
organization that houses the foreign system to provide a workspace, codified security
procedure, fiscal arrangements, installation, setup, use of the workspace, modification
of facilities, and maintenance.

(U/ /&L Between 2012 and 2014, USSOCOM allowed French and German officers to
install and use their national secure systems within USSOCOM ]3-I workspace before
having a concluded international agreement that codified security procedures, fiscal
arrangements, installation, setup, use of the workspace, modification of facilities, and
maintenance. In April 2014, USSOCOM requested a temporary exception to policy to
allow the French and German exchange officers to continue using their national secure

* (U) STONEGHOST s a REL FYEY JWICS that is monitored by DIA.
DODG200 0 {:‘H:‘fgz
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communication systems in USSOCOM's |3-1 work spaces. These exchange officers used
their national secure communications systems to communicate with their parent
government in support of USSOCOM and their foreign government. USSOCOM further
requested approval for the Spanish exchange officer to install a secure communication
system. In April 2014, the OUSD(P) granted USSOCOM a temporary exception to the
policy in order to allow the French, German, and Spanish exchange officers to use their
national secure communication systems in USSOCOM work spaces.

(U) Inability to Verify Accreditation of USSOCOM SCIF
for Automated Information Systems

(U) DoDM 5105.21-V2 states information assurance managers must obtain automated
information system accreditations in accordance with 1CD 705 or ICD 503. The
designated approval authority must decide whether to grant accreditation approval to
operate a system based on all available documentation and mitigating factors,

(U/ /49 We were unable to determine if DIA had accredited the USSOCOM SCIF for
automated information systems, We made multiple data calls to USSOCOM and DIA
requesting a copy of the automated information accreditations, USSOCOM officials had
not provided a copy of the DIA automated information systems accreditation as of the
issuance of the draft report.

(U) Risk to Information Security

(U//#&883 According to a USSOCOM official, the command accepted the risk of having
foreign officers at USSOCOM with swipe and unescorted access. Foreign officers had
SOCOM Section 1.7(e) for 1.4(q) Although USSOCOM used cameras to monitor

SOCOM Section 1.7(e) for 1.4(q)

gaining access to SIPRNET cables in the ceiling, installing listening devices, and having
access to classified printers, According to a USSOCOM Cyber Security official, USSOCOM
SOCOM Section 1.7(e) for 1.4(g) . According to the USSOCOM official, in
SOCOM Section 1.7(e) for 1.4(g) , $4 million in fiscal year 2015 was identified to
further secure USSOCOM's infrastructure,

DODIGZAA00 /83
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SOCOM Section 1.7(e) for 1.4(q)

(U) Possible Data Spillage

(U//1se489 A USSOCOM official stated that there were numerous opportunities for
SOCOM Section 1.7(e) for 1.4(g) . As a result, the official believed that
EeIS[eIVll may have had an inadvertent disclosure once a week. Accordingto a
USSOCOM security official, most violations involved SeldeVIEEE RN O HIEG)
stated that half of the security violations did not result in an actual security incident
(that is what was thought to be a classified spillage was actually data that was
inappropriately classified). However, does operate with two systems

and sometimes documents ended up on multiple systems with
multiple classifications.

(U) Lack of Training
UIFFLSC S )ISOCOM Section 1.7(e) for 1.4(a)

I O'c USSOCOM official stated that

USSOCOM personnel did not have training on writing for release. This caused the
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improper classification of documents. Another USSOCOM official stated that USSOCOM
component personnel were not writing for release and had the tendency to work
backwards in their classification approach. He stated that component personnel
started at a higher classification and then go down to [releasable] FVEY.,

(U) Conclusion

(U//BQHRQY From 2011 to 2014, USSOCOM officials allowed French and German foreign
nationals to install and use their national secure communications systems within the
SCIF before the conclusion of international agreements. In 2014, USSOCOM requested
and received a waiver from USD(P) allowing the French, German, and Spanish officers
to operate their secure communication systems until their international agreements
were concluded and ratified the pertinent security procedures, fiscal arrangements,
modifications, and installation foreign government's secure communication systems. As
of December 2014, these international agreements had not been concluded. The
unlimited exception to policy seems to diminish the relevance of the applicable policy
that requires concluded agreements and annexes with appropriate language concerning
foreign representatives’ before the use of their national secure systems. Unlimited
exceptions to policy provide no incentive to become compliant with DoDD 5530.3 and
Circular 175 procedure.

(U//P&¥e Since the integration of foreign officers into USSOCOM, the command took
reconfigured its information technology infrastructure, upgraded automation systems,
and was in the process of completing upgrades to their secure domain to reduce risk to
its automated information systems, However, vulnerabilities remained, particularly to
the SIPRNET domain, because foreign officers had unfettered access to SEIEIN
Main,

(U/ /#&%#0) USSOCOM requires a DIA automated information systems accreditation, but
has not provided the DoD Office of Inspector General with copies of their accreditation,
SCIF areas that operate systems without an approyed automated information
accreditation are not fully SCIF accredited and in violation of DoDM 5105.21-V2 and ICD

705,
DODIGAD T 600 £ 85
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(U/ A*e%@) Finally, the lack of training may have contributed to accidental spillages and
inadvertent disclosures, increasing vulnerabilities to USSOCOM's information

technology.
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(U) Recommendations, Management Comments, and
Our Response

(U) Recommendation D

(U) We recommend that the Commander, United States Special Operations
Command:

(U) D.1. Conclude international agreements, with appropriate language,
for the French, German, and Spanish non-reciprocal exchange officers,
allowing the continued use of their el IEE RN

(U) United States Special Operations Command Response

(U//P&¥®) The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation. USSOCOM responded that the analysis was
ongoing, The Spanish MOA was complete, The French and German MOAs remained in
negotiation as of the writing of this report, and their presence in the headquarters is
governed by an OUSD(P) approved Exception to Policy. All French and German
personnel under that Exception to Policy are treated as Liaison Officers until the
agreements are concluded. Additionally, partner national classified information
systems do not ride on or physically touch any of the USSOCOM networks. Connection
was made through a commercial information line to the local service provider. The
countries that utilized this capability were billed for that service via the ACSA process
described in Annex A, par. 8 above, Additionally, the paragraph citing this problem
under Finding D implies that the French and German systems were installed inside a
U.S. SCIF, but that was not correct, The French and German systems were installed in
the collateral ]3-1 spaces only after DIA had accredited those spaces.

(1) Our Response

(U) USSOCOM's comment was responsive to our recommendation, Although not part of
this recommendation, we agree that the French and German systems were installed in
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the ]3-1 spaces. We request that USSOCOM provide written update to the DoD 0IG
concerning the outcome of its analysis and selected course of action within 90 days of
this report.

(U) D.2. Obtain automated information systems accreditations for the
secure facilities that process sensitive compartmented information
electronically.

(U) United States Special Operations Command Response

(U/ /R4y The Deputy Commander, USSOCOM, responding for the Command,
non-concurred with our recommendation, USSOCOM responded that USSOCOM
provided the appropriate Authority to Operate (ATQ) documentation in accordance
with ICD 503 governing the new Risk Management Framework for its Se[eelY]
systems, USSOCOM maintained that the provided ATOs acceptably represent
automated information system accreditation documents.

(U) Our Response

(U) USSOCOM'’s comment was partially responsive to our recommendation. On
September 17, 2015, USSOCOM provided a site ATO (authorization to operate) and
stated that USSOCOM ISSM could provide USSOCOM'’s SCIF accreditation letters.
USSOCOM provided no other automated information systems accreditations for
USSOCOM's SCIF. We request that USSOCOM update the DoD OIG concerning
automation system accreditations or ATOs for all appropriate systems within USSOCOM
SCIFs within 30 days of this report,

(U) D.3. Establish a comprehensive training program to educate all United
States Special Operations Command personnel in “writing for release” to
reduce the risk and incidents of misclassifying information and potentially
excluding its availability to partner nations.

DG 200160495 / BB
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(U) United States Special Operations Command Response

(U/ /@ey The Deputy Commander, USSOCOM, responding for the Command,
concurred with our recommendation, USSOCOM responded that corrective action was
ongoing. USSOCOM commented that in November 2015, Commander, USSOCOM,
published the guidance: "We need to view 'writing for release’ as a key enabler of our
trans-regional efforts. If we view partner collaboration, integration, and de-confliction
as critical factors in our ability to counter a growing threat, then we need to quickly
adopt habits that allow us to give, and gain, information worthy of our relationships,
This will have to play out in our briefings - our audiences, briefers, and assessments will
need to become increasingly partner-oriented. Our partners - who we fully involved in
deep dives of our previous battle rhythm - need the same access to the new battle
rhythm, This is charter not only for HQ USSOCOM staff, but for our components, the
TSOCs, our Interagency/Intelligence Community Liaison Officers, and our J3-1 partners
as well. The whole enterprise needs to embrace this." Accordingly, action continues in
many forms to accomplish the Commander's intent,

(U) Our Response

(U) USSOCOM’s comment was responsive to our recommendation. We request that
USSOCOM update the DoD OIG within 90 days of this report, concerning the specific
actions being taken to educate USSOCOM enterprise on “writing for release.”

(U) D:4. Incorporate recommendations from the United States Special
Operations Command Cybersecurity Readiness inspection into guidance to
reduce the risk of vulnerable systems.

(U) United States Special Operations Command Response
(U) The Deputy Commander, USSOCOM, responding for the Command, concurred with

our recommendation. USSOCOM stated that it incorporated the recommendations of
the inspection into |3-Intemational policy, training, and guidance.
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(U) Our Response

(U) USSOCOM's comment was responsive to our recommendation, No further comment
is required.
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(U) Appendix A
(U) Scope and Methodology

(U) We conducted this evaluation in accordance with the Council of the Inspectors General on
Integrity and Efficiency Quality Standards for Inspection and Evaluation. We evaluated USSOCOM's
compliance with applicable statutes, DoD or IC directives, and security procedures.

(U) We focused on five areas of concern: 1) the assignment and employment of foreign officers;

2) foreign disclosure and access to sensitive, controlled, or classified information; 3) placement of
foreign officers in proximity to security facilities and information systems; 4) security and
counterintelligence risks associated with the integration of foreign officers into USSOCOM; 5) and
funding of SCIF renovations and information systems, We did not evaluate each of the 5 areas of
concern in all 13 SOF organizations. We did not comment on areas in which we did not find
compliance issues.

(U) Our evaluation included 13 SOF organizations and data covering the four year period from 2011
to 2014. We issued 22 data calls and conducted 61 interviews with subject-matter experts, We
obtained and reviewed documentation from the OUSD(P), DoD General Counsel; USSOCOM; AFOSI:
DIA; TSOCs; and Service components. We conducted follow-up requests as needed.

(U) Use of Computer-Processed Data

(U) We did not use computer-processed data to perform this evaluation

(U) Prior Coverage

(U) No prior coverage has been conducted on foreign officers at USSOCOM during the last 5 years.
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(U) Appendix B

(U/ /M) Foreign Officers Assigned to USSOCOM
Headquarters, Subordinate Commands, and Service
Components (2011-2014)

\ USD(P)
Paosition / Authority To Mou Arrival Departure
Country Location Billet Type Negotiate | Concluded Date Date Misc
USSOCOM
Non-
reciprocal
DPEP
Australia Depuly J3 (NRDPEP) | 16-May-13 23-Jul-13 9-Dec-12 | 31-Dec-14
6-Jun-14
CDR ext.
MOU thru
Australia SOCOMNS-I Visit 23-Jul-14 6-Mar-09 7-Jan-12 31-Dec-14 5 Mar 19
Science & Waiver
Technology 3-Jul-14 thru
Australia SORDAC FLO 23-Jul-14 6-Mar-09 11-Dec-12 | 31-Jan-15 NA
Canada SOCOM/J3-I FLO 17-Dec-08 29-Jul-11 23-Jul-11__ | 31-Jul-15
Canada Depuly J2 NRDPEP 8-Sep-14 T=Nov-14 30-Nov-11 | 30-Sep-15
MOU not
ratified by
Denmark SOCOM/J3-I NRDPEP | 268-Jun-13 15-May-14 23-Jun-14 | 4-Jul-15 NREO
MOU not
ratified by
Denmark SOCOM/J3-I NRDPEP | 26-Jun-13 16-May-14 14-Jun-13 | 1-Jul-14 NREO
Waiver
3-Jul-14
Germany SOCOM/J3-I NRDFEP | 26-Jun-13 NA 29-Feb-13 | 1-Mar-16 thru NA
Germany SOCOM/J3-| FLO NA NA 7-Jul-14 | 6-Jul-15
Temp Waiver
Temp 11-May-12
France ISCCIJ3-| NRDPEP 11-May-12 NA 14-May-12 | NA thru NA
BONIG-YoL6-0948 /92
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USD(P)
Position / Authority To Mou Arrival Departure
Country Location Billet Type Negotiate | Concluded Date Date Misc
France SOCOM/J3-I Visit NA NA 28-Jul-14 27-Jan-15
Termp Waiver
May - Sep 12
Visit 10-Sep-12 and 3-Jul-14
France SOCOM/J3- NRDPEP NA 18-Jun-12 [ 1-Sep-16 thru NA
Mational Capital
France Region NA NA NA 11-Oct-12 | 10-Oct-14
MOU not
United ratified by
Kingdom SOCOM/J3-I FLO 23-Jun-11 28-Aug-13 5-Aug-13 | 5-Aug-15 FLOs
Science & MOU not
United Technology/ ratified by
Kingdom SORDAC FLO 23-Jun-11 28-Aug-13 5-Aug-13 | 31-May-16 [ FLOs
MOU not
ratified by
Jordan SOCOM/J3- FLO 12-Dec-13 10-Jul-14 16-Sep-14 [ 30-Sep-15 FLO
DTSA
National Capital requested
NATO Region FLO NA NA NA NA MOu
DTSA
requested
NATO SOCOM FLO NA NA 28-Sep-12 | 15-Sep-14 | MOU
Waiver
3-Jul-14
Netherlands SOCOMN3-I Visit NA NA 14-Jan-13 | 2-Feb-15 thru NA
26-Jun-13 Waiver
Changed to 3-Jul-14
Netherlands SOCOM/JE-I Planner FLO NA 14-Sep-13 | 24-Oct-14 | thru NA
26-Jun-13 Waiver
Changed lo 3-Jul-14
Netherlands SOCOM/J3-1 Planner FLO NA 19-Sep-14 | 31-Dec-14 | thru NA
New Zealand SOCOM/J3-1 FLO 13-Jan-14 11-Feb-14 13-Jan-14 | 31-Jan-16
Waiver
26-Jun-13 3. Jul-14
Norway SOCOM/J3-| Visit NRDPEP NA 1-Aug-14 | 1-Aug-16 thru NA
Signed
26-Jun-13 Annex A
Norway SOCOM/J3-1 Visit NRDPEP NA 2-Aug-12 15-Aug-14 [ but no MOU
MOU need
SCS
language for
host nation
Spain SOCOM/J3-I NRDPEP 23-Sep-13 19-Mar-14 11-Aug-14 | 25-Aug-17 | system
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USD(P)
Position / Authority To Mou Arrival Departure
Country Location Billet Type Negotiate | Concluded Date Date Misc
MOU need
scs
language for
host nation
Spain SOCOMAIS-| NRDPEP | 23-Sep-13 19-Mar-14 1-Oct-13 22-Aug-14 | system
Waiver
: 13 Aug 14 3-Jul-14
Sweden SOCOM/J3-| Visit FLO NA 5-Aug-13 1-Aug-16 thru NA
Finland NRDPEP 18 Jul 14
Italian NRDPEP 17-Jul-14
Japanese NRDPEP | 22-Aug-14
Korea NRDPEP 18-Jul-14
Lithuania NRDPEP 17-Jul-14
Singapore NRDPEP 18-Jul-14
United Arab
Emirates FLO 11-Jun-4
Poland NRDPEP [ 18-Jul-14
Peru NRDPEP 17-Jul-14
Israel
SOCAF
British FLO to
United SOCAF and
Kingdom deputy FLO to
USAFRICOM FLO NA None 1-Aug-13 | 1-Feb-15
FLO to
SOCAFRICA/
United USAFRICOM
Kingdom Draft Position
Description No Annex B,
being coordinated. FLO NA None Unknown | 1-Nov-14 DDL 8-Sep-14
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USD(P)
Position / Authority To Mou Arrival Departure
Country Location Billet Type Negotiate | Concluded Date Date Misc
Delegation of
Canadian FLO Disclosure
responsible for the Authority was
development of not
Canada SOF military plans determined
and management No DDL,
of existing military Annex B, or
plans within the contact
Africa AOR, FLO NA None 31-Jul-13 | Present officer
SOCCENT
Jordan NA NRDFEP None 1-Aug-12 | 1-Aug-13
Jordan NA UNK None Unknown | 1-Aug-13
United Arab
Emirates NA NRDPEP None 1-Aug-13 | 1-Nov-13
United Arab
Emirates NA NRDPEP None Unknown | Unknown
CJSOTF4
Australia
NA NA None 10-Oct-14 | 14-Dec-14
Australla
NA NA None 20-Dec-14 | Present
Australia
NA NA Mone 20-Dec-14 | Present
Canada
NA NA None 17-Ocl-14 | Present
Spain
NA NA None 20-Nov-14 | Present
DODIG 26098 /95
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Country

Position /
Location

Billet Type

USD(P)
Authority To
Negotiate

MOou
Concluded

Arrival
Date

Departure
Date

Misc

Spain

NA

NA

None

20-Nov-14

Presenl

Italy

NA

NA

None

8-Dec-14

Prasent

Netherlands

NA

None

15-Nov-14

Prasenl

SOCNORTH

Canada

Vice Commander,
Advise the
commander on all
aspects of SOF
activity,
employment, and
capability,

NRDPEP

7-Nov-14

11-Juk14

31-Aug-17

Annex A
20-Nov-14

Canada

J35 Action Officer,
Serveas a
SOCNORTH
interface with
international
partners. Deploy
as a member of a
SOCNORTH
Special
Operations Joint
Task Force or
Special
Operations
Forward Lialson
Element.

NRDPEP

7-Nov-14

31-Jul-14

31-Jul-17

SOCPAC

Australia

Australian FLO to
SOCPAC.
Member of the
Australian Special
Operations
Command
(SOCOMD).

FLO

1-Jul-14

1-Jan-16

Annex B2
29-Jul-11
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Country

Position /
Locatlon

Billet Type

Canada

FLO

USD(P)
Authority To

Negotiate

MQOU
Concluded

Arrival
Date

Departure
Date

Misc

1-Jul-14

1=dul-17

JSOC

Australia

Australian
SOCOMD FLO.
Represent
Australian
SOCOMD across
all staff functions
within JSOC

FLO

6-Mar-09

6-Dac-10

5-Dec-12

Australia

Australian
SOCOMD FLO.
Represent
Australian
SOCOMD across
all staff functions
within JSOC

FLO

6-Mar-09

10-Oct-11

20-Jan-13

Australia

Australian
SOCOMD FLO
with duty at
Security
Operations
Training Facility

FLO

6-Mar-09

9-Dec-13

9-Dec-14

USSOCOM
MOU ext.
thru 5-Mar-19

Australla

Australian
SOCOMD FLO to
JSOC

FLO

6-Mar-09

1-Dec -12

18-Jan-15

USSOCOM
MOU ext,
thru 5-Mar-19

Australia

Australian
SOCOMD FLO to
JSOC

FLO

6-Mar-09

16-Dec-14

10-Feb-156

uUSsocom
MOU ext.
thru 5-Mar-19

Canada

Canadian Special
Forces Command
(CANSOFCOM)
FLO to JSOC

FLO

29-Jul-11

1-Jul-14

31-Jul-16

United
Kingdom

Defence Special
Forces (DSF) UK
FLO to JSOC
Combat

FLO

28-Aug-13

26-Jul-12

13-Jul-13

SOCOM

Section 1,7(e) for 1.4(a)
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USD(P)
Position / Authority To MOou Arrival Departure
Country Location Billet Type Negotiate Concluded Date Date Misc
Applications
Group
DSF UK FLO to
K',':.I"g';‘:m JSOC Combat
Applications
Group FLO 28-Aug-13 11-Sep-11 [ 30-Nov-13
United
Kingdom DSF UK FLO to
JSOC FLO 28-Aug-13 10-Jan-13 | 20-Jan-14
United DSF UK FLO to
Kingdoem JSOC Security
Operatlons
Training Center FLO 28-Aug-13 01-Apr«13 | 1-Apr-14
HQ DSF Alr Ops
UK FLO to JSOC
Kli::::r:m with duty at the
Aviation Tactics
Evaluation Group
(AVTEG) FLO 28-Aug-13 16-Sep-13 | 18-Jun-14
United Act as the DSF
Kingdom UK FLO to JSOC
Aviation Tactics
Evaluation Group FLO 28-Aug-13 17-dun-13 | 31-Jul-15
United
Kingdom | pSF UK FLO to
JSOC FLO 28-Aug-13 1=Jul-13 31-Dec-15
HQ DSF Air Ops
UK FLO to JSOC
United with duty at the
Kingdom | Ayiation Tactics
Evaluation Group
(AVTEG) FLO 28-Aug-13 | 8-Feb-14 | 1-Mar-16
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Country

Position /
Location

Billet Type

USD(P)
Authority To
Negotiate

Mou
Concluded

Arrival
Date

Departure
Date

Misc

AFSOC

United
Kingdom

International
Exchange
Partner. SOF
Pilot, Attached to
the 15th Special
Operations
Squadron

DPEP

MOU not
evaluated

1-Jul-10

31-Jul-14

United
Kingdom

International
Exchange
Partner. Special
Operations Pilot,
Attached to the
15th Special
Operations
Stuadron

DPEP

MOU not
evaluated

15-Jan-14

31-Jan-17

NAVSPEC-
WARCOM

United
Kingdom

Assault Team
Operator,

Position UNK. On
extended visit for
the Incoming PEP
to conduct training
before his 2 year
deployment to
USA with troops
at Portsmouth, VA

DPEP

MOU not
evaluated

2-May-14

31-Jul-16

United
Kingdom

Assault Team
Operator |,
assigned to attend
JADED
THUNDER debrief
and also to
interact with
NSWDG's UK
DPEP.

DPEP

MOU not
evaluated

24-Jun-13

20-Aug-16

Australia

Assault Team
Operator assigned
as the Troop
Executive Officer,
SASR (ARMY)

DPEP

MOU not
evaluated

14-Nov-14

16-Jan-17

DD
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UsD(P)
Position / Authority To Mou Arrival Departure
Country Location Billet Type Negotiate | Concluded Date Date Misc
ST-4 Assistant
Troop Co/French
exchange officer
France to the NSWG-2 at
JEB Little
Creek/Ft Story. MOU not
IN. DPEP evaluated | 2-Sep-13 30-Sep-15
Combat Swimmer
Instructor
Shrmany assigned as a MQU not
Maritime Assistant DPEP evaluated | 1-Jul-13 1-Aug-15
Platoon leader
Ital AOIC - Advanced
y Training assigned MOU not
to, Norfolk, VA DFEP evaluated 8-Dec-14 2-Jan-16
Italy Combat Swimmer MOU not
Instructor DPEP evaluated | B-Now-13 | 30-May-156
ST-10 Assistant
Traop CO
Norway assigned as an MOU not
OD MCFPO DPEP evaluated | 22-Jul-13 | 1-Aug-15
USASOC
Assigned to
USASOC HQs as
Germany a German Liaison MOU not
Officer FLO evaluated | 1-Apr-11 30-Sep-14
Assigned to
USASOC HQs as
Germany | ; Garman Liaison MOU not
Officer FLO evaluated | 1-Sep-14 | 30-Sep-17
Netherlands MOU not
NA FLO evaluated [ 16-Jul-11 | 1-Aug-14
Netherlands MOU not
NA FLO evaluated | 1-Jul-14 1-Aug-17
Assigned to the
2/T5 RR as an
AuKtralin Exchange Officer MOU not
(Army) MPEP evaluated | 1-Dec-12 | 31-Jan-14
Assigned o the
Australia | SOTF as the MOU not
SASR Troop XO, MPEP evaluated | 1-Dec-12 18-Jan-15
DODIG-201 G-0018 7 100
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USD(P)
Position / Authority To Mou Arrival Departure

Country Location Billet Type Negotiate Concluded Date Date Misc
ASSOCOMD
(Army)
Asslgned to the
2/75 RR as an

Australia Exchange Officer,
2d Commando MOU not
Regt MPEP evaluated | 20-Jan-14 | 31-Dec-14
Assligned lo the 1
SFGA as a

Australia Special Forces
Operator, 2 CDO MOU not
Regt MPEP evaluated 12-Jun-13 | 17-Jun-15
Assligned to the
SOTF as a S|

Australia | oiing/Survival MOU not
SASR MPEP evaluated | 10-Dec-14 | 31-Dec-16
Assigned to 1
SFGA asa SF

Australla | gyeo AUS MOU ot
SOCOMD MPER evaluated | 1-Dec-14 1-Feb-17

Canada MOU not
Assigned to SOTF MPEP avaluated | NA NA
Assigned to SOTF
Canada | agaCAP, MOU not

CANSOF MPEP evaluated | 1-Jul-14 31-Aug-15
Assigned to the
Special Warfare
Center and

Colombia | 550l (SWCS)
as a Captain, MOU not
Colombian Army MPEP evaluated | 1-Apr-12 1-Apr-14
Assigned to the

Colombia | swCSasa MOU not
Sergeant, MPEP evaluated | 15-Jun-12 | 15-Jun-14
Assigned to the
SWCS as an

Colombla Exchange Officer, MOU not
Colombian Army MPEP evaluated | 7-Jun-14 1-Jun-18
Assigned to the

Colombia | sWGS as a MOU not
Sergeant MPEP evaluated | 26-Aug-14 | 26-Aug-16
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USD(P)
Position / Authority To MOu Arrival Departure
Country Location Billet Type Negotiate Concluded Date Date Misc
Assigned to the
Germany | gih MISB as an MOU not
Exchange Officer MPEP evaluated | 14-May-09 | 14-May-12
Assigned to the
6th MISB as an
Germany Exchange Officer
and Psychological MOU not
Operations MPEP evaluated 1-Jul-12 30-Jun-15
Assigned to the
United 75 Ranger
Kingdom Regiment as an MOU not
Exchange Officer MPEP evaluated | 22-Jul-13 | 15-Jul-15
Assigned to the
United 75 Ranger _
Kingdom | Regiment as an MOU not
Exchange Officer MPEP evaluated | 1-Aug-11 | 12-Jul-13
SOCEUR
N/A
SOCKOR
N/A
SOCSOUTH
N/A
MARSOC
N/A
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(U) Appendix C

(U) Response to House Armed Services Committee and Other
Relevant Information

1. (U) What was the USSOCOM Commander’s authority and intent in
the ISCC?

(U//Pe&e€) Answer. We did not find a specific directive that authorized the USSOCOM Commander
to establish the ISCC. A USSOCOM senior official stated that USSOCOM derived its authority to build
partnership capacity through the words echoed in national policy, the National Defense Strategy,
and presidential speeches such as President Obama'’s “West Point"*' speech that mentioned
“partnerships” more than 30 times. According to the USSOCOM senior official, building
partnerships should include the USSOCOM headquarters because that was where planning took
place.

(U) Commander’s Intent for the ISCC

(U//5e48) On September 4, 2011, USSOCOM Commander announced his vision to expand
USSOCOM's support to the GSN by including partner nation’s SOF representatives in USSOCOM.,
The USSOCOM Commander said,

(U/ /M) to achieve my vision of including Partner Nation SOF Representatives
into the SOCOM Headquarters, we will provide the greatest possible access to our
facilities as well as appropriate access to our communications and information
sharing systems. We will accommodate each nation's security requirements and
ensure sensitive intelligence is protected in accordance with the laws and foreign
disclosure policy of participating nations,

& (U) President Barack Obama's speech to the United States Army Milltary Academy, West Point was delivered as part of the
commencement ceremony for the class of 2014 on 28 May, 2014,
BODg 20064090 /103
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(U) ISCC Purpose

(U/ /#e¥e According to the Special Operations Forces 2020 (SOF 2020) paper, "A History of the
Global SOF Network Operational Plan Team,” March 2014, “the primary purpose of the ISCC was to
enhance decision support for the Commander, 1.S. Special Operations Command (USSOCOM) and
our international partners in order to support, strengthen, and expand the Global SOF Network and
to support the growth and interoperability of global SOF partners.” See Introduction, “History of
USSOCOM'’s International Special Operation Force Coordination Center (J3-1)" for additional details.

2. (U) Did USSOCOM have the appropriate authority and approval to
implement a foreign liaison officer program and defense exchange
program at USSOCOM?

(U) Answer. The USSOCOM Commander had the authority to implement a foreign liaison program
and DPEP, under DoDD 5530.3, “International Agreements,” June 11, 1987; CJCSI 2300.010 and DoS
Circular 175, "Authority to Negotiate and Conclude Non-Reciprocal International Defense Personnel
Exchange Agreements,” October 20, 2011 and “Authority to Negotiate and Conclude Foreign Liaison
Assignments”, October 17, 2011, In 2011, USSOCOM lacked the necessary approvals; whereas,
USSOCOM was prohibited from initiating, negotiating, or concluding an international agreement,
without prior written approval by the OUSD(P) or designated official.

(U) The OUSD(P) DTSA eventually granted the USSOCOM Commander the authority to negotiate
international agreements with 21 foreign governments.

(U) Inaccordance with 10 U.S.C. § 113, the SECDEF is the principal assistant to the President in all
matters relating to DoD. The SECDEF has direction and control over the DoD, with the authority,
unless specifically prohibited by law, to perform any of their functions or duties, or exercise any of
their powers through, or with the aid of such persons in or organizations of the Department of
Defense as they may designate. In paragraph 13, DoD Directive 5530.3, the SECDEF has the
delegated authority to negotiate and conclude certain international agreements to the CJCS for
other than uni-Service matters. In paragraph 2, CJCSI 2300.01D, the CJCS further delegated this
authority to the combatant commanders. However, paragraph 8.4, DoD Directive 5530.3, states

that all proposed international agreements having policy significance must be approved by the
BOING 2006-04946 2104
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OUSD(P) before any negotiation thereof, and again before they are concluded. The DoS issued
Circular 175 authority to negotiate and conclude international agreements?2 based on
pre-approved DoS template agreements with NATO allies and other specified countries or their
ministries.

(U) See Introduction “Criteria” and Finding A for additional details.

3. (U) What was USSOCOM's authority and use of foreign officers
within USSOCOM'’s staff?

(U//hede) Answer. The National Defense Authorization Act, 2010, (Public Law 111-84), Section
1207 governed the assignment of defense exchange officers, DoD Directive 5230.20 governs the
DoD International Visits Program, the FLO Program, DPEP, the Cooperative Program Personnel
Program, and foreign personnel arrangements according to Section 2608(a) of title 10, United
States Code. International agreements were USSOCOM's Commander’s legal authorization to
integrate foreign officers into USSOCOM. Beginning in 2012, the USSOCOM Commander did not
have complete legal authority to integrate foreign officers into USSOCOM.

(U) There were two NREOs who were officially part of USSOCOM staff. The USSOCOM Commander
assigned an Australian officer as the USSOCOM'’s Deputy Operations Officer (J3) and a Canadian
officer as USSOCOM Deputy Intelligence Officer (J2). These officers were assigned pursuant to
international agreements for NREOs. The other foreign officers at USSOCOM were working under
the auspices of a FLO, NREO, or hybrid of an exchange officer working as a liaison officer. See
Finding A and Finding C for additional details.

4. (U) Was USSOCOM in compliance with SCIF regulations?

(Gylulbdls) Answer. USSOCOM was partially compliant with [CD 705 and DoDM 5105.21 physical
security requirements. However, USSOCOM was not in compliance with the visitor access
requirements, as outlined in DoDM 5105.21-V2.

# (U) These International agreements were referred to as memorandum of understanding, memorandum of agreement, or
technical agreements,
DOIG-Z016-098 /105
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(Gyalblls) USSOCOM was in compliance with SCIF physical security requirements. The DIA
reaccredited USSOCOM’s SCIFs with authorized open storage of SCI material, DIA determined that
CleleOIEEH NI RERIEIGEN, met all the physical standards in accordance with ICD 705 and

DoDM 5105.21-V2,

(U) DODM 5105.21-V2, Enclosure 2 Physical Security, paragraph 6 i(2), stated, “SCl-indoctrinated
foreign nationals may be granted access to a SCIF either as a visitor or an embedded part of the
organization per agreement between their government and the USG." The manual states that
foreign nationals must not be permitted to escort personnel. Foreign nationals without appropriate
SCl indoctrinations must not be admitted inside a SCIF unless special approval is obtained in
advance by the head of an intelligence community element or designee. Paragraph 6 i(3) states,
“Whenever SCl-indoctrinated foreign nationals are provided general access to a SCIF as part of their
official daily duties, the organization will ensure that compensatory security measures aimed at
protecting against the inadvertent or deliberate release of non-releasable information, both foreign
government and USG, is taken and foreign disclosure guidelines must be followed.” Paragraph
6 i(3)(d) goes on to state; “Unique security procedures must be developed and clearly documented
in the local standard operating procedure (SOP).” See Finding B for additional details.

5. (U) What funding sources did USSOCOM use for the construction
and renovation to USSOCOM HQ’s SCIF?

(U//PeE&) Answer. USSOCOM's SCIF modifications were not budgeted as part of its Program
Objective Memorandum. The Office of Integration Center for Financial Management was tasked
with resourcing the expanded support to the GSN and the reconstruction associated with the
integration of partner nation representatives into USSOCOM. According to a USSOCOM financial
management official, USSOCOM did not view the renovations to its SCIF as construction, but viewed
it as a modification to an existing facility. Additionally, USSOCOM did not view partner nation'’s
integration efforts as a “new start,” Therefore, USSOCOM did not seek congressional authorization.

(U/ /1) According toa February 7, 2014, briefing to the USSOCOM Deputy Commander, the
ISCC workspace was expected to open on April 11, 2014. The updated cost estimate for the project
was more than $7.2 million. An acquisition officer associated with the reconstruction project

RODIC-A01G-0011 /106
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stated that the construction and renovation was funded with O&M funds, There was no need for
military construction funding because USSOCOM was not building a new building and they were not
changing the purpose of the SC[SOIVI- According to the acquisition official, 0&M funding
limits for the building renovation were based on a percentage of the original building cost and the
purpose of the building.

(U/ /e8] As of mid-2014, the |3-I project costed USSOCOM approximately $7.125 million. These
costs included approximately $2.4 million in renovation costs and approximately $4.7 million in
collateral requirements, such as furniture, information technology hardware and installation, and
security requirements. USSOCOM used $2.48 million in Procurement funds and $4.64 million in
WEAVRITGENSOCON Section 1.7(g) for 1,4(q)

Office paid for the majorii:y of the costs (on a reimbursable basis), USSOCOM initially spent less than
$125,000. O&M funds made up approximately 75% of the USSOCOM budget. However, there was
no program line in USSOCOM’s budget for the ]3-I.

(U) Funding of BICES

(U//5QER) USSOCOM was originally required to fund expansion and manning of the BICES system
after the USD(I) BICES Office funded installation of the initial capability. The USD(I) BICES Office
became USSOCOM's Servicing Agency and provided acquisition assistance which included the
ordering of equipment, software and licensing on a reimbursement basis. USSOCOM used
Procurement funds to purchase new terminals and O&M funds to pay for the contractors and for
terminal upgrades, When the USD(I) BICES Office had additional money available, it was used to
help combatant commands expand their BICES capabilities. USSOCOM and subordinate commands
often reimbursed USD(I) BICES Office at the end of the fiscal year to help support the program.

(U) FY 2012, USSOCOM sent a $498,000 Military Interdepartmental Purchase Request to add an
SOF Exploitation portal.

IR 200 6098 £ 107
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(U) FY 2013, USSOCOM procured equipment to expand the SeSEIECEERIENICIES

headquarters to 168 warkstations and 9 video teleconference suites.??

(U) FY 2014, SORDAC sent a $2.483 million Military Interdepartmental Purchase Request fora
SOCEUR effort. USASOC sent a $223,000 Military Interdepartmental Purchase Request for
dedicated USASOC O&M support. USSOCOM HQ sent a Military Interdepartmental Purchase
Request for approximately $124,000 to expand EeEEIEEE EIENGITEEIG)
Center. SOCEUR sent an $110,000 Military Interdepartmental Purchase Request to procure
dedicated storage equipment, and a $62,000 Military Interdepartmental Purchase request for
deployable SOOI IEEEEN

(U) Funding of Foreign National Secure Communication System
Installation

(U//Pe48) In 2013, before the installation of the German secure communication system, a
USSOCOM networks official expressed concerns with the legality of USSOCOM funding the
installation of foreign government national secure systems. USSOCOM FDO personnel advised that
the law required a concluded memorandum of agreement, which USSOCOM did not have with
Germany. Other than simple administrative support, such as office space and equipment, a
concluded international agreement would not allow host party (USSOCOM) funds to be spent to
install communication systems for the parent government. A USSOCOM Staff Judge Advocate added
that providing a separate communication suite for national business would be the responsibility of
the foreign government.

% (U) Office of Undersecretary of Defense (intelligence) BICES could not provide the total amount spent on expanding US BICES
for USSOCOM in 2013,

NANIG 2016-004 /108
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(U) Appendix D

(U) Counterintelligence Risks
(U//R@%a) An AFOSI official said they had not conducted an official counterintelligence
assessment of the USSOCOM compound, but it would help if the AFOSI and USSOSOCM would

conduct a joint counterintelligence survey. In September 2014, USSOCOM conducted a
counterintelligence risk assessment of USSOCOM headquarters.

CaaanBSOCOM (b) 1.4(a)

ez MSOCON (b) 1.4(a

! (U) USSOCOM ]2X Counterintelligence Threat Assessment Report, October 9, 2014, stated
that “a Medium threat level is assigned where the potential exists for intelligence activities by
[Foreign Intelligence Elements] FIE."

2 (1) USSOCOM |2X Counterintelligence Threat Assessment Report, October 9, 2014, stated
that “in a High threat activity, clear evidence of aggressive or intrusive targeting may be
lacking; however, there are indicators that a credible intelligence threat exists.”
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3 (U] USSOCOM is the only unified or specified command with its own Research, Development
& Acquisition function focused on SOF specific equipment. This SOF specific equipment is
usually cutting edge and therefore highly sought after by both allies and adversaries.

These risks can be mitigated by changing current practices, consistent enforcement
policies, tfaining staff and establishing an effective and objective oversight
mechanism.

(U//Peé¥e3 A USSOCOM physical security officer said that USSOCOM headquarters was most
vulnerable to the risk of technical penetration of the SCIF when foreign officers are walking through
the spaces, but multiple personnel said that the threat has been mitigated through security in
depth,2

(EISOCOM (b) 1.4(a)

(U//Pe%8&) USSOCOM subordinate commands or Services did not provide counterintelligence
assessments or report any counterintelligence investigations conducted by their command. Two
security violations concerning a foreign partner were reported.

(U) Fareign Officer Misconduct

(U//P&¥8) According to a USSOCOM FD official, USSOCOM did not have an established foreign
officer misconduct program. The USSOCOM FD official, USSOCOM was exploring the process to
establish such a program. USSOCOM was reviewing the Army’s foreign officer's disciplinary
program which the Army’s G2 briefed during the USD(P) Executive Conference in 2013 as a model.
In the meantime, USSOCOM did not have disciplinary action procedures to discourage violations of
policy and procedures by foreign officers assigned to USSOCOM.

w (U) Security in-Depth. A determination by the Senior Agency Official that a facility's security program consists of layered and
complementary security controls sufficient to deter and detect unauthorized entry and movement within the facllity, Examples
include visitor access controls, use of an Intrusion Detection System, closed circuit video monitoring or other safeguards that
mitigate the vulnerability of unalarmed areas during non-working hours,
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(U) Appendix E

(U) Benefits of Foreign Officer Assignment to the USSOCOM
Enterprise

(U//#&4%8) According to USSOCOM foreign officers, being liaison officers at USSOCOM was a great
enabler to their government because of the access to available resources and the sharing of
information which allowed the partner nation's SOF commanders to make better decisions, A
USS0COM FLO, who was assigned to USSOCOM for several years, believed that FLOs tried to find
niches where their government could reciprocate the vast amount of information the U.S. provided.
Foreign officers stated that they also benefited from working at USSOCOM J3-I by their:
participation in regional working groups, their support to joint planning, and their doctrine lessons
learned. Foreign officers indicated that their countries were satisfied with the placement at
USSOCOM and benefited from them seeing the Commander's strategic picture. One FLO stated that
their countries benefited more by having representation at USSOCOM than at the TSOCs.

(U//we4a8) According to the former Chief of Staff, USSOCOM, the assignment of the French was
critical to USSOCOM's mission to establish partnerships not only with other nations, but also with
our NATO partners. The USSOCOM Commander believed this assignment would contribute
considerably to USSOCOM's world-wide efforts.

(U//%a4@) In December 2013, the Netherlands conducted an emergency extraction of personnel
from South Sudan, While able to evacuate eight personnel, they were unable to secure their
Embassy upon departure. In order to address this issue, the Dutch liaison officer was able to
request assistance from USSOCOM. The Commander USSOCOM tasked his staff to support the
request. The liaison officer was able to easily track, through email, the progression of the request.
In the end, the predicted violence did not occur, neutralizing the need to secure the embassy. But,
because of the efforts of the Dutch liaison officer, all was in place to fulfill the request, should events
have required the course of action,

DOIG-2016-090 /113
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(U/ /@489 According to USSOCOM official, the response to the crash of Malaysia Airlines Flight 77
in the Ukraine was a |3-I success story. The Dutch had to go into the Crimea for recovery
operations and the |3-I was able to facilitate Australia's intelligence support. Another success story
was the support to planning against the Islamic State, through the sharing of information on
cross-regional threats, Although the Scandinavian countries had no interest in the region, through
the J3-1, they were willing to contribute SOF assets to assist the U.S. and allies.

(U//#e%8) A USASOC representative stated that all USASOC exchange and liaison officers were
part of long-term programs allowing the sharing of information so they could better operate and
work together. As a result, countries had succeeded at sharing information which improved down-
range compatibility of forces.

(U/ /@8 According to JSOC personnel, the British FLO was able to help facilitate an evacuation
from a foreign country. Overall, FLOs were extremely useful in facilitating the sharing of collection

assets.

b J¥/SOCOM Section 1.7(e) for [SOCOM (b) 1.4(a)
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(U//ke4@) Despite the violations to National and DoD authorities, USSOCOM personnel assessed
that the assignment of foreign officers to the USSOCOM enterprise was helpful. Personnel said that
the U.S. and its partner nations benefited from the joint and consistent efforts achieved through the
integration of foreign partners within the USSOCOM enterprise. USSOCOM personnel believed that
building pre-crisis partnerships helped U.S. SOF achieve increased interoperability.

(U//#®®¥0) There are inherent risks associated with the integration of foreign officers into the
USSOCOM enterprise. These risks could be further mitigated if:

DODIG-20006-098 /115
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(U//P&ee) USD(P) updated DoDD 5230.03 and DIA established policy that covers the
integration of foreign officers into DIA SCIFs;

(U//a4&) USD(P) increased oversight and regulatory enforcement of international
agreements and assignment of foreign officers to DoD organization;

(U//P&E8) USSOCOM followed regulatory guidance concerning the assignment, access, and
dual accreditation of foreign officers;

(U/ f*e4@9 USSOCOM requested an exception to national policy for nonreciprocal officers
to remain at USSOCOM; and

(U//Pe¥8) USSOCOM maintained oversight and accountability for all foreign SOF officers
within the USSOCOM enterprise,
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Appendix Y

(U) United States Special Operations Command Comments

UMITED 8TATES SPECIAL OPERATIONS COMMAND
WV ICE OF THE CHIR: (8 STARE
" TAMRA B

WAL, w9 PUmCH AT ¢ Cl 1N R

MAY 9 20%

MEMORANDUM FOR GEPUTY INSPEGTOR GENERAL FORINTELLIGENCE AND
SPECLAL PROGRAM ASSIGNMENTS, DEPARTMENT OF DEFENSE, 4600 MARK
CENTER DRIVE, ALEXANDRIA, VA 22350 1600

SUBJECT (W) Evaluaton ol Fersign Officer involyament atibe U 8 Speca
Opetatians Commard MacDill Ait Forea Rare FL [Proec No D2014.DINT1 0208 00)

| () REFERENCES:

a (U) Deparimeni of Delense (DOD) inspector Gene ral Mermcrancumn, Subject
=walugtion of Feraign Offoar irvolvement &l tha U 8 Specal Operatians Command
JUSSOCOM), MacDit Ax Force Base, FL deted § Sectenrbar 2014

b (U) BOD Inspect: Genars Memarandum, Submel Samo as above, duteds 76
Macah 2016

2 LK) i Rafemance b, tha OD irspactor Genars amctad U & Spacial
Oparations Command (USSOCOM) lo provide commernts on M Modings sind
recorerend stions contened i DOD Inepector Ganeral Project No D2014.0INT 1-
(1206.00

3 [LEe®) Ovevall, USSOCOM voncurs with The repoil's Tindings ang
recommendabons, excapl as natad helow  USSOCOM has atways sirlved to schisve
Tull cormadinre with DOD reguisicns wnd poloss that govem extended visits by ferelgn
vigiters 1o the headqusdtens und USEOCOM pubbedinate commands, and wawa this
nssassment as a useful banchmark o maka further iImprovemanis (o the LISSOCOM
Faregn Officer Program  Based on Me recomninendaticns and lindings in the reparl
USSDCOM will

A (UY/F) Ensure Inlormalional agreaments are in ful complance with applicabile
livws nredl chrmcliens,

b (L/mew®) Exsining the raning. prepseation, and number of assigned Foralgn
Cusclosura Offcars (FOO), and meke sdjusiments based on recommendations mads n
his repon

. |LjMesse) improve snd fermalize interns contrale for the management of farign
viills and sswgnme of forelgn persornel o he headquaders sad subordnate
commaids J

SOCOM Section 1.7(e) for 1.4(a)
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Appencdiz b

TP P T —r

800S
SURIECT (U) Evaluation of Faregn Oficer Involvernant st the U S Special
Oparstions Command, Macd Ar Forcn Base FL (Project Mo, D2014-DINT1-0206 00)

4 (U) UBSOCOM conlirues fo work with the Under Secretary of Deleras los Policy

tne Delense Technology Secunity Admnlstration. Ine Offce of e Gereral Counsel ared
wilhin ike awr efal 1o ensure Ll comprance with apaticabls iawe and poioes regarding
e placement of foreign affices in the USSOCON entarpiss

6 (L | he reporl sustrates the comglexity of ine poloy guoance by which the
Depactment goveorns information sharing and (he mpnapement of extendnd visds by
tareign officars  Thea camplexty hindars iha abilty of commanders io exscule nalonst
und mildary atretege gudance which placs neressng emphyss on e need to buaidd
and work with padnes natans  Oparaling within 1hls cormgiles palicy cortiest, thies
paints dasarva amphasls

L) Commender, USSOGOM has Ihe sutharity in develop an inlemabonal
officer program sl Hesdgumsters USSOCOM

b (L) USSOCOM ulieed Oporatons and Manlenance lurds for the
conglruclion of 2 internelional cogranation center n o manner conustert wih its
approgristion and sutharily

£ (Ui A o lima did UBSOCOM wilingly o knawngly discosa or
cOMNOmise MISHmation 10 sy uidesed foregn vescr, lisson officel, o escharge
officar beynrd the lavel ol decosare showatad by Nalone Discosure Pploy - 1

€ (U USSOCOM wiil continug 1o ersue comploncs will) he lews, pollcss ang
guidanca gowaming the assgnment of foregn officors sl U S commanda. The
wmvastmant WBEOCOM han made in 4n wtermational afficer progreen hss had stratngs
mnpacts by | g ol § | Ot stlonn Fi=ons iaﬂnp‘-lmn ablity bo
cortibute 1o security nmlllnqn of mutual in L cememitted 10

enntimpng this investmant it accordancs wih mnﬂmﬂu Im and potoas

4 Encls J WMARCUS HICKS

1 Arnax A Major General, U S A Force
2 Arnex B Chinl of Staft

3 AnpexC

4 Annex 0

BODIG-201 0000 121
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SOCOM Section 1, 7(e) for 1.4(a)

Apendix

S0CH
SUAJECT (U Evaluation of Forsign Oficer Invobsemant at ihe U S Spacial
Operations Cormmand, MacOdl A Force Basa I'L (Propet Mo D2014 DINT 10208 00)

Annex A, | UJje®) Finding A - Foeign Ofices Assigned lo US Sgecal Opeidions
Command

1 (UEEED) AZa - Erawe all iIntermabonal agreaments fo the fotegn officars
wasigred o o on extended visils 1o U S Specls Dpembtons Command (USSOCOM)
and 45 subarcnate eommands am In comprance with applicable lews and DOO
peices

(LI/peil) Cornrrent Concur At prasent, sl foreign pereannel assigned to HO
USEOCOM and its supardinale commands rave either an approved Memoranduan of
Agreemant (MOA), ur have an Offica of the Sacrelary ol Defense for Petey (OGDIPY)
appravad aveapton 1o porcy, parding complation o ine' regolislion of thee spesfia
MOA

2 (Ui/iseal) A2k - Ensure evsling ‘Anpex Be' nontain tha lavel of selsi nesdad 1o
deseribie thie actus Misglon of he exchange alfiser and classboation consistent with the
Fareign officer's sctual mission requlremenl

(Lii/medat) Conmant Concls Al Annss Bs” (duly gescrplans) for sxchangs
aificers are being modified to efiect tha lever of detal consafom with their dutiey

4 (L Adc - Hequire corrponent comeraniern o ensiee all roquesd annexes
certificalions, and cesgnaled daciusure letlers are in accordarca with Cucular 175
authanity and DOO Drechve 8530 03, “Inlemalional Agreements " datod 18 Juy 1987

(UM Commenl Cancur  Tha axacifiva agaeoments for foraign aficars
astignad o Headouariers USSOGOM, cemponent hesdguaden and subordinala
aubunifed command neadqustes wil bis ieviewed and mantalined In socordance with
ihe applicable directivas and posy gudence

A (LMeeee®) AZd - Reques! axceplions to pescy for e non-recpocs and exchange
olfcers who Bre culrenty sssigred bo B0 DSSOCOM withou! concuded Inlernatlons!
aresments

(U) Commanl Cencur Corplels

G (Ll | A2e - Seek appropiate avthonty foi tha foraign sitelligence olficers
nssgned o silached to UESOCOM and (18 subardnale headquarters

| U/ Corrment Non concwr USSOCOM disputes tha (inding thal 1 sitated
spraemenls fo the exchange ol milllary IMsligenss wib forsgn goverments balare
gEning e approval of Cafense intelligence Agancy ((HA) USSOCOM has besen 0
complisaice with all authorities ard palcies for inteligence-facusad Forelgn Laison
Officers: (FLOa) For clarficabon, at na time wers infeligence miated FLOs assignad us

e O A ——
3

SOCOM Section 1.7(e) for 1.4(a)
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Appendix I

| — |

BQCE
SURIECT. (U) Evalustion of Faregn Offical Invalvement &l the U § Spacal
Cpoemtions Cammand, MacD® Alr Fores Bese. FL (Project No, D2014-DINT-0208 00)

Exchunge OFcers ord no iepresentalivens from foraign intelipencs agoncios have evol
been assigned to USEOCOM AN foreign oficers assipresd i USSOCOM ave
|eprasanialives of el iegpectve Mol of Defenss

6 (/e A2( - Mainten cvernight of all faresgn SO nssignad 1o or on nxtended
visd to UBSOCOM and its subordinese comenants and Seivice components

(Li/Ees) Comment LISSOCOM ia In e process of developing and promuigating
command palicy and guitance regardag oversghl of formgn SOF asugned tg or on
wxtended visils across e hesdouarters and USSOCOM s subordinate commanus,
based on ihe recommandatons of this repart 0 addtion, UBSOCOM wil mordor tha
inteinalicnal agreaments enterad (Mo by s SOF Service componsn! headquarss
avan whan thora agroaments ara under tha proveans of Sorvoe-gonerated palicy
guitanca snd asuthonty

7 (US| Alg - Elminate Mo "oual use” of foregn offcsns In accordance with
aurren] mgulstesy gudanca

(U//Fee) Commanl Cancul, USSCCOM enuures foraign officars are only
affordad axchangs officer slatus sfler the corelusan of an MOA  LUSSOCOM
iffmentates hetween foregn llason and exchange officers

B (L) AN - Ealabesh 8 procesh for aimbureeman of tosts anecciated wilh
foating foregn limson ofloees

(Um0} Commant Cenpcur Comprete USS0COM computes coals ol sesigned
foregn limson offcers based on the mocel established by the Joim Stad Counties ae
raw telled for services annually via the approprale Acquisition snd Croes Beracing
Agresmants (ACSAY

SOCOM S

ection 1.7(e) for 1.4(a)
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Apprendis IF

S0CS
SUJECT: (U) Evaluation of Foregn Officel (nvolvemant Bl the U 5, Spacal
Coaratiors Command, MacDa Ay Farcs Base, FL (Project No. D2014-DINT1-0206 00)

Arnax B (LS Findirg B - U S Specal Oparations Gammand dd net fully
eamply with Sensitve Cormparimentad Informatian Fucillies reguiremants

1 Eu’m’su_‘ COM Section 1. /(F‘) for 1 -]-(tll
camply with ineftganca Communly clivn (ICD) 705, “Sersdive Cormparimenied
Inforrnastoon Fecidies (SCIF)," wnd DOD Maial 5105 21 V2 ' Senstve Compartnented
Infoimaton (SCT) Admimstrabve Bacurily Manual, Colobar 18, 2012,

LIPS ®0) Commant MNopooncur USSCCOM disputes tha finding that
gariners wara autharzed lo escorl other faregn nﬂmnh ivles S{:Ih in mdr
pariners had acoass  LUSSOCOM Marual 3
autnorized escort of palsonnel in the SCIF s
SCIF pacon prvilages

Support Centar whan the meabing sign dous nm umnnln
{U) Commant Cancur Camplete

3 (L) Wic - Eslablah forma! procedures for procassing raquests for
irformation concernng scance and technalogy siformation by foregn dalson officars

(U Comenent  Concur, Complete  In July 2094, USSOCOM Regulation
13-4 Favinar Nahion Requests for Infoemationfequesis for Soppot was publishea, All
partrar nakan reated requests adbare lo the gudanes wilhin Reg 104 lo ensuire
nceednlabidy and spproprate review, 10 include hote pedtaining 10 science snd
tecrnology

SOCOM Section 1 7(e) for 1.4(a)
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SOCOM Section 1.7(e) for 1.4(a)

Appendix It

S e =]

50C8
BUBMECT (U) Evalustion of Fatesgn Officer Invalvirnent al the U S Special
Operalions Commend, MacDit Alr Farce Sese FL (Project N, B2014-DINT 0206 0D}

Arngx C (U) Fnding G U B Spacal Cporations Commana improperty disclosed
classdied inferrmation o forelgn officers

| (Ul Feliddi®) () - Ceaso systamabic dackaie of No Foregn National's (NOF ORN)
Information fa the Australan Deputy 13

(U i) Comment. Nopconcul  USSOCOM dispites the firding thatl NOFORN
Infarmalion was wver systemsticaly declosed 1o (he Depuly J3, an Austrsiian 1-Star
Fiag Oficar  As cied in the repor, the results of e DA svestgaton “found no
imoropar dsclosure of ralonse of cassitad informaton to the Austiakan Ceputy J3
Tra DIA team determnad Ihal the DIA erployes (who made (he scousation) and ather
peopie cn the USSOCOM stall weran1 sufficisntly sware of what USSOCOM was dong
10 erablo foreign offosr acoess © LESOCOM palieves the DIA finding 1o be sccurala; st
fa time was any NOFORN infaimatien delerale’y o systematcaly disclosad to any
loregn liwson of excharge personne ot USSOCOM  USSOCOM & procsdured o
provent discloswe of NOFORN Inlormatica are in accordance with DOD and DIA
quidanca snd policy

2 [LiNSR) C2 - dantiy lhe number of faregn disclosume officers required by the
Peaduuarlern and suborenale commands unde) USSOCOM's purview (o manlsn
riernatonal exchange programs

U/} Corvomenl  Cenieur, ecireclive mcbon ls angelng  On 18 Sep 2015, the
Spacal Oppratons Capabliity Requirement Beard (BOCREHR) approved the offcial
eslablastwnent of the 03 Internatonal Bransh wilhin the J3 Operslions Direciorate. The
SOCREH appiovad hi ssaignment of F 0O persannel direotly wikin the J3.1 spaces lo
haip, sssiel, and oversas loreign disclosure ssuss  Aditisnally, USSOCOM assumed
Gombatant Command aof the Theater Specal Oparations Commisnds (TSOCs) in
February 2013 In As analysis of thes capabiliies of it new subunibed cormmands,
USSOCOM wentified that | SOCs have a imted abity ko ntegrate and share
Information with Joing, Infaragancy, and Mutinational reisson pariners  As a resull,
USSOCOM praposad bread changes 1o TROC mannng and capabiiies va o
DOTHMLPF-P Chanpe Recommendation (CCR)' Thal DCR (dentfied [hi need for
wdditional FDO bllels al the TEOCs, where nona nad prevously exsted, as wall as the
raqurament fof the devalopmant of addaional, tadared "tetragraphs’ 1o factitate
tsnmabon shareg  The doint Reguireiments Owersight Courct [JROC) appioved the
DCR via JROC Mermo 014 18, alfeming Junt Staf, Sarvice, and Cembalan! Command
concumance with tha propased changes in manning and capabiities  USSOCOM has
estabisnad an Inlagrated projes wam 1o monilar 1SOC capabllily enharcemenls - ko

1] U ges 10 DOD csoskalluos are mada Frowgh e Jodil Canatihies Integration and Devecpment
Syslun which severws nuinpreensve analyes eios docyns oiganizalian Fawng, msleisl,
Inacterwvp, parsanne! facilles wnd policies = DOTMIRF-P

by v g pelimini

SIss] i 2 > QA

Section 1.7(e) for 1.4(:)
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80CS
SUBJECT. (U) Evauation of Faregn Offosr lsclvemes al the U 5§ Specel
Coeistlonrs Cormand, MecDit Ar Force Rase FL {Project No, D2014.DINT1 0206 00)

includa those eievant to nformalion sharing. multinatans! colsboreson systems and
foreign dmalpsure

3, (VRS C3 - Deteming whether the foreign discoaure office al the Hestguartars
and aubordinsta commanda undar LISEOCOM are adaquntaly stafied

(L) Conment, Condur corracive sallon is ongorg  1n 2016, rezegnizing the
need lor upily of sflart in feceign disclosure USSOCOM consaldalec stall responsibaity
for foregn discioswre, lechnolagy banshar analyss Inlaligerce angagement, and
foraign visit managemant undes the J2 Inledgence Direciorate. See also pars 2,
above

4. (U/pig®) C4 - Assedsds Iha traning requremaents %or FDO end ensure all specal
aparationn farces FOOR recaiva Ma necessany Iraining

(UAT k) Comimenl. Concur, snalysls s ongolng,

S (L) G4 - Arsess (he requiremends foe secunaty eaucation and taining for
parsannel who ame involved with miternational axchenge programs and forogn
governmerd informaban, o work n coalibon o0 bi-lateral envirenmaents er n offices,
aclivites of organizatons nosting foregn exchenge ofcers

(Uesiel)) Commanl  Concur, coneclive bebion angoing  The ralionae for
copsordabng intarnational (unmchans inta a canter, now called the J3 Intemational was
mlerced lo addiess this requiterment  VWarking wih irtermatonal partnern rquites
nddibanal tralneg and axpeience in foregn daclosure, nlemabional agreements,
sacurily assistance, information manegement data managemant, techrology
proteciion, physical secunty, and how lo "‘wiile for mlease  USSOCOM = raviewing its
prtfobo of Intarnstianal trainieg 1o bester inferm the hassquaners warkfores of thee rols
funcian, and responsibites in dealing with and managing formign lisson snd exchange
personnel al the headguarners and lls suboromate commards

COM Section 1.7(e) for 1.4(a)

Appendix i
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Appendix [

a0CE
SUHIECT (u) Fvaluaton af Forign Dfcer Invohament at Ihe U § Spece
Operatons Command. MecOill A Foros fase, FL (Progct No. DZ014-DINT 10200 00)

Annex U (/e i nding D - U S Specia Opssabarg Carmmand die nol fuly
comply with autornated nfeamalion systems equiamants

1 (upem) 01 - Conplude inlemabonal agresments, wah appropials sgusgs for
he Frerch, German, and Sparal vansaciprocal sxchang e affioers, allowing the
sortimied uka of thair nstional secure cormemunicalion syt ters

(LIPS, Commmant Concur  Comeslive achon orgaing  The Spansh
Memprandum ol Agreement [MOA) is complets  Tha Frarch and Garman MCA remain
i regoliahon a8 of the witng of this recarl. snd el presence n Me hesctuaten s
govarnmant by sn OSD{P) approved Excaplion to Foicy &1 Franch and German
parmanne undel it Exception 1o Policy are eated as Laison Offoss until ihe
agresments ae concuded  Actitonaly partiel nitiona! classfsd nfenmaton systems
do rat ride on or physically tauch any of the USSOCOM netwarks  Connection is made
hrough @ commercial iInformabon line 1o the Iocal seneca providser  The counines tnat
uliltzs this capability are bied for thal servce via The AGSA prooesns dasarbad in Annoex
A, par B sbove  Additonally, the paragmph ading the prablemn under Finding D enplas
hat 1he French and Gedman sysiema were nalated Insile a U.E SCIF, b that js not
varecl. The French and Gonman systems ware insleked in the collaleral J3-
Intemnalional spacas anly afer DIA had acernd bed thosa spacas

< (U 02 - Oblain sutomaled ilomabon systems acoredilations 1o mecura
lachbes hal process SCI e/actanicaty

LY/ Commiont  Nbn-concur  Na paniner natior Informabon systerms are. o
have ever been instalied inside a SCIF al Handquivtars UBSOCOM  The entra
purgose of butding the J3-uiemstional as a collsleral afbcs space wiss Jo ansule
USSOCOM confinues to mast the requerements of Inedigence Communty Dvective
(IGO0 703 for all SCIFs  For SOCRATES systerms, USSOCOM provided the
appropriste Authority 1o Cpamee (ATO) decumemstion n accordances with 1ICD 503 that
govetiis the new Risk Menagement Framewerk ' USSOCOM mamtans thal he

previoed ATOs scceptably regrasant aulorratad informaticn system sccrotinllan
docymants

{ (LI} Pray ety kv a6 Codfcainn B Amrmaiiston ke riormnon systoms usder Defense Communiy
Inimbigence Carecire B0

SOCOM S
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Appendiz I

50CS
SUBJECT (U} Evaluation of Foreign OMfces Invelveman at the U § Specls
Opurabons Command, MacDill Ar Foros Dase, 7L (Progect No 02014 DINT 1 (7206 00)

1 e (1 - Establah @ comprahanalva Brainng pregram %o educate all
USSOCOM parsonnel in “writing for releasa’ (o resuce tha nsd apd incidants of
masclasedying warmehon and polentally axciucing ta avasability 1o parner netions.

(1)1t Commenl Concur, carective s=lion ongong  In Novermbar 2016,
Cormmander USSOCOM published the lolawing quidance, Ve need lo vew "wiiling lor
Ielanse’ as a key enabler of our trans reglonal efforts. I we view pariner collaboralon,
iegration, and da-condlichon as cribcal tactors In our abisty to countar a growng threat,
than we need fo quickly adapl habsts thal allow us Yo gem, and galn, Informaban worthy
of cur relationships  Thas will heve fo play oot in our brisfings — our audiences, briafers.
and assessments will need 1o becorme ncreasingly partner-cienied  Our partners -
who we fuly invclved | deep dives of cur previous batlie thythm - reed he ssme
Accans b0 the rew batte rhythm  This & charter not anly for 4O USSOCOM slal, bu!
for aur companents, the TS0Cs, our Inleragencyintaliipence Cammunity Lisison
Olfcrrs, and owr 13| pardners as wall  The whale enterprise reods to ambrace this *
Acton conbnues in mony forme o acesmplish the Commanders |ment

4. () 04 - Incarporate recammaendabons from e USSOCOM Cybersscunty
Ressnees Inspaction nto guidance 1o reduoe the ek of vunersbls syslams,

(U) Commard  Coneur USSOCOM has ncorparated Ihe racormemendalons of the
Inspection into J3-irlematans policy tranirg ard gudance

DODIG- 2016 0903 /128

SOCOM Section 1.7(e) for 1.4(a)




Appentdiz

BRI EH I TRV S RE
UNITED STATES SPECIAL DPERATIONS COMMAND
@ OFFICE OF THE CHIEF OF STAFF

7701 TAMPA POINT BLVD
MAGDILL AR FORCE QARE, FLOAIDA 18021 5323

JUN 06 2006

MEMORANDUM FOR DEPUTY INSPECTOR GENERAL FOR INTELLIGENCE AND
SPECIAL PROGRAM ASSIGNMENTS, DEPARTMENT OF DEFENSE, 4800 MARK
CENTER DRIVE, ALEXANDRIA, VA 22360.1500

SUBJECT: (U) Evaluation of Foreign Officer Involvement al the U 8, Special
Operations Command, MacDill Alr Forea Basa, FL (Projact No, D2014-DINT1-0208,00)

1. (U) REFERENCES;

a, (U) Department of Defensa (DOD) Inspactor Ganeral Mamorandum, Subjact:
Evaluallon of Foralgn Officer Invalvemant at tha U §. Spacial Operalions Command
(USSOCOM), MacDill Air Force Base, FL, dated & Seplambar 2014,

b, (U) DOD Inspector General Memorandum, Subjact: Same as sbave, dated 25
March 2016,

¢, {U) USSOCOM Responsa to Ref b, dated 8 May 2018

2. (LIPS In Referenca ¢, USSOCOM's reaponsa Inmdvartently did nat clearly
address one of the DOD Inspector Genaral Report's key reacommandations, spacifically,
that USSOCOM "Ensure SOCOM componants follow 5320,20 procadures,”" The
discussion of that finding was Included In Ref ¢, pat. A2f. In order to ensure clarity,
USBOCOM cancurs with tha racommencdalion to ensure that its componants foflow the
requirements for extendad visits by foraign officars, as described in DOD Regulation
5632020, USSOCOM continues to Improve its foreign officar program bassd on
recommandations In Ref, b.

SOCOM (b)(3) 10 U.8.C. 130b, (b}(6)

SOCOM (b)(3) 10 U.S.C. 130b, (b)(5)

o E
J, MARCUS HICKS
Major Ganeral, U.S. Air Force
Chief of Staff

DODIG-Z2016-000 /129
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ACTOI

(U) Acronyms and Abbreviations

AFSOC
AFOSI
BICES

BND
cics

CISOTF-I

DDL
DoS

DPEP
DTSA

DIA
FD

GSN OPT
IC

ICD

ISCC

ISIL

+ 1

Air Force Special Operations Command

Air Force Office of Special Investigations

and Abbrevialtions

Battlefield Information Collection and Exploitation System

Bundesnachrichtendienst
Chairman of the Joint Chiefs of Staff

Combined Joint Special Operations Task Force
Assistance Force

Designated Disclosure Letter
Department of State

Defense Personnel Exchange Program
Defense Technology Security Agency

Defense Intelligence Agency

Foreign Disclosure
Foreign Disclosure Officer

Foreign Liaison Officer
Foreign Visits System
Five Eye

Geographic Combatant Command

R

Global SOF Network

Global SOF Network Operation Planning Team
Intelligence Communl‘ty

Intelligence Community Directive
International SOF Coordination Center

Islamic State of Iraq and the Levant

; SOCOM Section 1.7(e) for 1

= International Security
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SOCOM Section 1.7(e) for 1.4(a)

ISPS
13-
150C

JWICS
MARSOC

MPEP
Mou

NATO

NAVSPECWARCOM
NDP-1

NDAA
NDPC
NIPRNET
NREO
OUsD(P)
0&Mm
OPT
PMO
REL
RSCC

5Cl

SCIF

SEC
SECDEF
SIPRNET

SOCAF
SOCCENT
SOCEUR

Acronvins ane Albeovabions

International Security Programs Secretariat
13 International

Joint Special Operations Command
Joint Worldwide Intelligence Communications System
Marine Corps Special Operations Command

Military Personnel Exchange Program
Memorandum of Understanding

North Atlantic Treaty Organization

Naval Special Warfare Command

National Policy and Procedures for the Disclosure of Classified Military
Information to Foreign Governments and International Qrganizations

National Disclosure Authorization Act

National Disclosure Policy Committee

Non-secure Internet Protocol Router Network
Non-reciprocal Exchange Officer

Office of the Undersecretary of Defense for Policy

Operations and Maintenance
Operational Planning Team

Program Management Office

Releasable

Regional Special Operations Coordination Center
Sensitive Compartmented Information

Sensitive Compartmented Information Facility

Office of Security
Secretary of Defense
Secret Internet Protocol Router Network

Special Operations Command = Africa
Special Operations Command - Central

Special Qperations Command - Europe

BODIG 206098 /131
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SOCKOR
SOCNORTH
SOCPAC
SOCSOUTH
SOF
SORDAC

550
TSCM

TSOC

USAFRICOM
USAFSOC
USASOC
USCENTCOM
uso(l)

- USD(P)
USS0COM

e ey e SOCOM

Avionyins and Alibreviation:

Special Operations Command = Korea

Special Operations Command - North

Special Operations Command - Pacific

Special Operations Command — South

Special Operations Forces

Special Operations Research, Development, and Acquisition Center

Special Security Officer
Technical Surveillance Countermeasures

Theater Special Operations Command

United States Africa Command

United States Air Force Special Operations Command
United States Army Special Operations Command
United States Central Command

Under Secretary of Defense for Intelligence

Under Secretary of Defense for Policy

United States Special Operations Command

DODIG- 2016001 /132
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions
on retaliation, and rights and remedies against retaliation for
protected disclosures, The designated ombudsman is the DoD Hotline
Director. For mare information on your rights and remedies against
retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
congressional @dodig,mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

Monthly Update
dodigconnect-request@listserve,.com

Reports Mailing List
dodig_report@listserve.com

Twitter
twitter.com/DoD_IG

DoD Hotline
dodig.mil/hotline

SOCOM Section 1.7(e) for 1.4(a)
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DEPARTMENT OF DEFENSE | INSPECTOR GENERAL
4800 Mark Center Drive
Alexandria, VA 22350-1500
www.dodig.mil
Defense Hotline 1.800.424.9098
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