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Introduction

William G. Braun llI, Stéfanie von Hlatky, Kim Richard Nossal

Each year, partners from academia and the military join efforts to or-
ganize the Kingston Conference on International Security (KCIS). This
conference seeks to inform debate and advance knowledge in the field
of security and defence, by identifying priorities in military affairs and
convening world-class experts to engage with a series of common ques-
tions. The partners — the Centre for International and Defence Policy
at Queen’s University, the Strategic Studies Institute of the U.S. Army
War College, the Canadian Army Doctrine and Training Centre, and
the NATO Defense College — work together to develop a multifaceted
program for what has become one of the leading international security
conference in North America.

The topic explored by the conference in 2018 was deterrence. As a
strategic concept, deterrence was always central to the transatlantic
security architecture during the Cold War. In the post-Cold War era,
however, out-of-area operations and security cooperation with partner
nations captured the attention of Western armed forces, with a concom-
itant decline in the centrality of deterrence as a theoretical and policy
concept.

That changed with the transformation of great-power politics in the
last decade. In Europe, the strategic landscape was altered by the in-
creased aggressiveness of the Russian Federation under the leadership
of Vladimir Putin, reflected in Russia’s war against Georgia, Moscow’s
response to the Euromaidan revolution in Ukraine, the annexation
of Crimea in 2014, and Russia’s pursuit of “gray zone” conflict with
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Ukraine. In the Asia Pacific, the People’s Republic of China continued
to rise as a great power, but with an increasing assertiveness under
President Xi Jinping. In short, as the United States and its allies are in-
creasingly confronted with challenges in their relations with both Rus-
sia and China, deterrence has made a comeback for the West in general
and NATO in particular.

What are the implications of re-emphasizing deterrence in defence
policy? What is the appropriate balance of capabilities and political
commitments to restore a credible defence posture while keeping the
door open for constructive dialogue with Moscow and Beijing? In
Western Europe, NATO’s defence capabilities must be able to both
deter adversaries and reassure allies. Canada, along with the United
States, Germany and the UK, has become lead nation for one of the four
battlegroups in the Baltics and Poland. Yet even with NATO’s enhanced
forward presence, it is not yet clear what deterrence will entail: is it a
return to the Cold War or is deterrence in a more hybrid conflict envi-
ronment fundamentally different? What is the respective importance of
conventional forces, nuclear weapons and missile defence in upholding
deterrence and reassurance?

Those questions — and others — were addressed by panelists and
presenters at KCIS 2018. We reproduce eight papers from the confer-
ence in this volume. The chapters in this volume focus on both the gen-
eral applicability of deterrence as a theoretical approach to contempo-
rary global politics, and to particular policy issues confronting Western
allies.

The complexity of contemporary deterrence is the theme of Paul Ber-
nstein’s chapter. He focuses on the differences between the Cold War
era, where deterrence was, it is widely held, simpler because of the sin-
gularity of the adversary and the constraining role of nuclear weap-
ons, and the contemporary era. His paper focuses on several related
issues, all centred around the key task of deterrence: the prevention
of aggression. Professor Bernstein examines the nature of regional de-
terrence with adversaries that have nuclear weapons. In particular, he
looks at the challenges of extended deterrence in the contemporary era,
concluding that it is not clear whether nuclear deterrence will enjoy the
same legitimacy today as during the Cold War.

When we think of deterrence, we rarely think of the logistics that
must underpin the delivery of the deterrent effect. Maj.-Gen. Edward F.
Dorman III, one of the keynote speakers at KCIS 2018, focused on the
importance of logistics in effective deterrence. If credible deterrence re-
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lies on proper signaling about resolve, General Dorman argued, it also
depends on ensuring the appropriate logistical support, and the com-
parable ability to prevent adversaries from affecting that logistical sup-
ply. From his perspective at U.S. Central Command (CENTCOM), his
chapter focuses on the challenges posed by the new era of great-power
competition — and the ways to overcome those challenges by embrac-
ing what he calls “strategic logistics.” General Dorman argues that new
and innovative ways of building resilience in information supply in
particular must be found, and that new investments must be made in
the areas of lethality and agility, the modernization of systems, and in
reforming the acquisitions process. Only then will logistics magnify ca-
pability and maximize the success of deterrence.

The next three chapters focus on deterrence in particular regions.
One of the areas where deterrence has returned with vengeance in
Western strategy is in Europe, where the North Atlantic Treaty Organi-
zation (NATO) decided to respond to the increasing assertiveness of the
Russian Federation by implementing an Enhanced Forward Presence
(EFP). John R. Deni examines the evolution of the EFP process, from the
initial NATO response to the Russian Federation’s invasion of Ukraine
in 2014, its seizure of Crimea, and its incorporation of Crimea into the
federation to the refinements of the Western response in 2016. As Deni
shows, there is a concern that the EFP as embraced in 2017 may not be
the right tool for the security issues that face NATO in northeastern
Europe. He argues that NATO needs to strengthen EFP as a tool for
deterrence and assurance, paying particular attention to the differences
among the Baltic states.

Alexander Lanoszka expands on Professor Deni’s chapter by examin-
ing the impact that new technologies — robotics, artificial intelligence,
and additive manufacturing (often called “3D printing” in modern ver-
nacular). Professor Lanoszka looks at how some of the key actors in the
Baltic region — the U.S. Army, the Russian armed forces, and the Baltic
countries themselves — have been affected by these new technologies.
He argues that these emerging technologies will marginally enhance
Russia’s military capabilities, with the United States gradually and cau-
tiously adopting them. And while these new technologies might offer
the three Baltic countries some advantages in the short run, Professor
Lanoszka suggests that in the longer term, emerging technologies could
have a transformative effect on forward deployments, increasing their
credibility by providing the means to resupply themselves on the spot
without having to rely on long supply chains.
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Christopher Bolan examines the emerging challenges of deterring
Iran. In his view, Iran poses a particularly daunting target for deter-
rence. The complex and opaque nature of Iranian policy-making —
marked by numerous actors and different layers of decision — is par-
ticularly challenging for Western deterrent efforts, since targeting for
deterrent strategies and actions requires considerable intelligence about
the “pulling and hauling” that is so much a mark of the policy-making
process. A second major challenge is the difficulty of crafting a deter-
rent strategy that is able to bring together the different capabilities of
the various Western allies into a comprehensive and coherent package
that targets both conventional security threats (such as the develop-
ment of weapons systems) and unconventional security threats (such
as Iranian support for terrorism, proxy warfare, and cyberwarfare).
Professor Bolan concludes that the future success of efforts to deter Iran
will depend on three key elements: the ability of the United States and
its allies to come to a consensus about the nature of Iranian threats to
Western interests; the ability of Western governments to develop a bet-
ter and more nuanced understanding of Iranian decision-making that
takes into account constantly changing internal dynamics in Iran; and
the ability of Western governments to implement a coherent deterrent
policy that combines both threats of punishment and promises of re-
wards to push Iran into decisions that are favourable to allied interests.

The final two chapters are reflections on the general nature of deter-
rence and reassurance in the contemporary era. Stephen M. Saideman
focuses directly on the implications for deterrence of the presidency
of Donald J. Trump. In Professor Saideman’s view, Trump’s particular
idiosyncrasies — his long record of breaking commitments he has un-
dertaken, and his equally long record of openly and shamelessly lying
— make the deterring of adversaries and the reassurance of friends and
allies particularly daunting tasks. Complicating the deterrent and reas-
surance dynamics is Trump’s long-standing hostility towards NATO,
his apparent lack of understanding how NATO actually works, and his
“strange ties” to Russia that affect how he himself treats a key target
of American and Western deterrent efforts, Vladimir Putin. Surveying
the nature of both deterrence and reassurance, Professor Saideman con-
cludes that effective deterrence requires the very element that Trump
cannot, or will not, provide: certainty. On the contrary: in his public
commentary and analysis, Professor Saideman has taken to describing
Trump as an Uncertainty Engine™ — someone who not only is unwill-
ing and unable to provide any predictability to American foreign policy,
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but also is takes delight in seeking to disrupt America’s long-standing
alliances by treating them ambiguity. Will deterrence fail because Don-
ald J. Trump is president? Professor Saideman is guardedly optimistic
that NATO’s Enhanced Forward Presence will continue to have both a
deterrent and a reassurance effect. He is also optimistic about the lon-
ger term, noting that Trump’s constant attacks on NATO have had the
effect of making the alliance more popular in the United States.

Hugh White offers a more pessimistic perspective on Western deter-
rence policies, arguing that deterrence is failing where it matters most.
Both the People’s Republic of China and the Russian Federation have
acted not only in ways that Western governments have regarded as in-
imical to their interests, but also in ways that pose an open challenge
to the post-Cold War order. Professor White’s analysis of deterrence
after the Cold War argues that the West often took the view that it was
doing all that was necessary to deter major-power challenges to the
post—Cold War order. It is clear, however, that neither major power was
being successfully deterred, requiring a re-examination of the deter-
rence dynamic. He argues that the failure of deterrence stemmed from
the West's tendency to underestimate the motivation and resolve of the
West's rivals, and to overestimate the credibility of the West’s responses
and the power of its military. For Professor White, the huge challenge
for the West today is to convince both the Russian Federation and the
People’s Republic of China that the United States and its allies would
be willing to engage in a major conflict with either or both of these pow-
ers over key flashpoints in their respective regions. This would require
that Western leaders articulate a compelling explanation, for their own
citizens as well as for the governments in Moscow and Beijing, why the
costs of such a conflict need to be borne. If the United States in partic-
ular cannot come up with such an argument, then, as Professor White
concludes bluntly, “we’d all be well advised to stop bluffing.”

William G. Braun III, one of the co-organizers of KCIS 2019, and A.
Thomas Hughes, the KCIS 2019 rapporteur, conclude the collection
with a short reflection on the future of deterrence. The papers repro-
duced here suggest that deterrence is unlikely to be effective if those
seeking to deter behaviour see deterrence as a singular concept, or that
one strategy is can be applied everywhere. On the contrary: trying to
deter in radically different strategic environments that can range from
nuclear deterrence to gray zone operations short of war to conflict in
cyberspace means trying to a range of pathways. Conducting effective
deterrence therefore requires a whole-of-government approach which
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leverages all components of national power in a manner that is partic-
ular to a given context and situation. They argument that capabilities
and vulnerabilities must be understood across the complete spectrum
of military, government, and society. More importantly, while deter-
rence might be the foundation for improving security relationships,
William Braun and Thomas Hughes conclude that deterrence is not the
only strategic option available to decision-makers; the necessity of ex-
ploring a full range of options is one of the key lessons of KCIS 2019.



Contemporary Deterrence Challenges

Paul Bernstein'

To help frame some of the main deterrence challenges posed by the
contemporary security landscape, and to provide some context for the
more focused discussions in the chapters ahead, this chapter offers
some foundational thoughts on deterrene. to help frame some of the
main deterrence challenges posed by the current security landscape
and to tee up a number of the more focused discussions to follow. It
does not seek to provide a comprehensive assessment of all deterrence
problems.

Some Quick Historical Perspective

Looking at how this set of issues has evolved in the United States, the
end of the Cold War led to the emergence of a new planning paradigm
focused on deterring regional actors armed with (or actively seeking)
nuclear weapons or other weapons of mass destruction (WMD) and
developing the toolkit necessary to do this. The 9/11 attacks led the
administration of George W. Bush to conclude that this threat had mor-
phed into something intolerable against which a strategy of deterrence
was simply too reactive and defensive. What followed is the move to-
ward preventive war in Iraq as the alternative to an adapted deterrence
posture, and the experience of discovering some of the shortcomings,

1. The views expressed here are my own and not those of the National Defense University, the
U.S. Department of Defense, or the United States Government.
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costs and unanticipated consequences of this alternative. The reckon-
ing that followed featured, among other things, a reconciliation with
the value of deterrence as a strategy that often best balances national
interests when dealing with adversaries with whom conciliation may
be too difficult but who may be too strong to defeat at low cost. Core na-
tional documents in 2006, including the National Security Strategy and
Quadrennial Defense Review, reflected this clearly. Beginning in 2010,
the administration of Barack Obama adopted some new approaches
to defining or shaping the deterrence toolkit, prominent among them
a reduced role for nuclear weapons. The administration of Donald J.
Trump, in turn, has established a new context for thinking about and
operationalizing deterrence with an emphasis on long-term strategic
competition, new types of conflict, and the need to close both non-nu-
clear and nuclear deterrence gaps.

It is worth noting what the 2017 National Security Strategy of the Unit-
ed States says:

[D]eterrence today is significantly more complex to achieve than
during the Cold War. Adversaries studied the American way of
war and began investing in capabilities that targeted our strengths
and sought to exploit perceived weaknesses. The spread of ac-
curate and inexpensive weapons and the use of cyber tools have
allowed state and non-state competitors to harm the United States
across various domains. Such capabilities contest what was re-
cently U.S. dominance across the land, air, maritime, space, and
cyberspace domains. They also enable adversaries to attempt
strategic attacks against the United States — without resorting to
nuclear weapons — in ways that could cripple our economy and
our ability to deploy military forces. Deterrence must be extended
across all these domains and must address all possible strategic
attacks.”

This recognition in a core strategy document of the changed — and
more complex — geopolitical and military context for deterrence is sig-
nificant, and the task to adapt deterrence to meet this multi-domain
challenge is a major undertaking. Deconstructing the complexity re-
veals a number of specific deterrence challenges.

2. National Security Strategy of the United States of America, December 2017, 27.
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Tailored Regional Deterrence

The most likely path to nuclear confrontation is one that grows out of
a regional war in which one of the parties finds itself compelled to con-
template the use of nuclear weapons to change the character of the con-
flict or overcome a critical operational problem. The U.S. approach to
deterrence in regional conflict with nuclear-armed powers is premised
on convincing them they will not be able to escalate their way out of a
failed or failing conventional aggression. One challenge is that, as al-
ready noted, potential adversaries — Russia, China, North Korea —
have been working to offset U.S. advantages in conventional warfare
in the belief that that they can deter U.S. intervention and if necessary
impose high costs on the United States and its coalition partners in a
regional conflict. For each of these actors, this is central to its larger
security objectives of preserving sovereignty and extending regional
primacy. To varying degrees, nuclear weapons and the credible threat
to escalate to their use in a crisis or war, play an important role in the
strategies these states are developing.

This much potential adversaries have in common, but the deterrence
and escalation challenge each poses is unique, framed by the partic-
ular features of a likely conflict with each and what is believed to be
known about their capabilities, doctrine, and behavior. Accordingly, it
is important to differentiate among potential adversaries so that tai-
lored strategies can be developed, even if these strategies are based,
unavoidably, on less than complete or perfect information. The require-
ments of tailoring pose a particular challenge for intelligence agencies
with respect to both developing a baseline understanding of adversary
attitudes and behavior and supporting crisis decisionmaking where the
key questions will have less to do with order of battle than with a lead-
ership’s state of mind and propensity for risk-taking.

It is clear that over the medium to long term, the United States views
China as the most demanding challenge in preparing for the possibility
of regional conflict. While China is emerging as the “pacing threat” for
defense planning, today the possibility of war seems more likely with
North Korea or Russia — notwithstanding the opening of a diplomatic
track with Pyongyang and NATO’s progress in bolstering its conven-
tional defenses. Both these cases continue to represent significant diffi-
culties for deterrence.

If nuclear diplomacy fails, deterring North Korea from using its nu-
clear weapons in a conflict on the peninsula will once again be front and
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center as the most urgent and daunting regional deterrence challenge
facing the United States. Urgent because North Korea’s risk-taking be-
havior has the potential to trigger a large-scale war at almost any time.
Daunting in part because there is little if any understanding of how
North Korea would brandish or use it nuclear capabilities in a crisis
or war, and in part because a U.S.-led military campaign perceived as
seeking to decapitate or overthrow the Pyongyang regime could create
a powerful incentive for it to use its nuclear weapons early in the be-
lief that the state’s very existence was at risk. If the regime believed its
nuclear assets were vulnerable to attack, “use or lose” pressures would
reinforce these incentives.

The principal task, of course, is to deter major aggression of any kind.
But in the event that pre-war deterrence fails, perhaps the most pressing
intra-war deterrence question for policymakers and defense planners is
how to wage a decisive conventional campaign in response to North
Korean aggression in a way that achieves coalition objectives but does
not trigger the regime’s use of nuclear weapons. Here, one possibility to
consider is a coalition campaign that seeks an endstate short of regime
destruction or change in the hopes of giving the North Korean leader-
ship an incentive to act with nuclear restraint. There may be few other
ways to convey to Pyongyang that the stakes in a conflict are less than
existential, but even this type of approach raises difficult questions. For
instance, what type of endstate is likely to be achievable that falls short
of regime change but does not accept the status quo ante, which one
assumes would be unacceptable to the Republic of Korea (ROK)? Will
Seoul have an incentive to show restraint in war aims if it believes the
conflict can be won at acceptable cost? Would a campaign characterized
by limited objectives refrain from conducting operations to neutralize
North Korea’s nuclear, chemical and missile forces, including capabili-
ties that could threaten the U.S. homeland?

By contrast, Russia possesses a far more advanced set of capabilities
for waging regional war and managing a process of intra-war deter-
rence and escalation. This includes a diverse arsenal of nonstrategic
nuclear weapons and theater-range precision strike systems that could
be leveraged for coercive purposes or employed to achieve political
and operational objectives. In both these areas, the United States and
its NATO allies possess significantly fewer and less diverse capabilities.
In a conflict triggered by Russian aggression against NATO’s eastern-
most members, Moscow could view this asymmetry as one of a num-
ber of exploitable advantages, strengthening its confidence in a strategy
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designed to restrain NATO’s response to aggression through credible
threats of escalation.

Here, the pressing intra-war deterrence question is how to counter
a strategy premised on the adversary’s belief that it can dominate a
process of conventional and nuclear escalation and thereby impose un-
bearable risks on the United States and its allies. How best to strip away
Russia’s confidence in such a strategy and thereby strengthen deter-
rence? This question has generated a number of responses in the poli-
cy and analytic communities in recent years, and these responses pose
a basic choice. Should the United States organize around the idea of
managing to its own advantage an extended process of escalation that
envisions matching Russian capabilities at key thresholds of conflict
— to include limited nuclear exchanges using nonstrategic weapons?
Or should it focus on an approach that seeks to maximize Moscow’s
uncertainty and reinforce its sense of risk through the threat of dispro-
portionate responses to aggression, to include nuclear responses?

The former approach seeks to contain the prospects for large-scale
nuclear war but at least implicitly accepts that engaging in lower levels
of nuclear conflict may be necessary to restore deterrence. As such, it
seems premised on large assumptions about the ability of the United
States to develop and field a more diverse set of nuclear capabilities,
produce supporting doctrine, and successfully promote a concept here
and in NATO that inevitably will be characterized, fairly or not, as a
“limited nuclear war” strategy. The latter approach is premised on a
recognition of these challenges and therefore may be more pragmatic,
but runs the risk of appearing less than fully credible if perceived in
Moscow as a policy of rapid escalation to the strategic level relying on
the most destructive U.S. nuclear weapons.

A middle approach may make most sense in charting a path forward
and the 2018 Nuclear Posture Review seems to plot such a course. U.S.
strategy need not mimic Russian doctrine and capabilities in order to
deter successfully and should avoid signaling to Russia a willingness to
engage in a prolonged phase of conflict characterized by “tit for tat” ex-
changes up to and including limited nuclear strikes. At the same time,
a sound deterrence strategy must present to Moscow serious risk below
the level of strategic nuclear warfare should it contemplate or execute
limited nuclear strikes in a theater of conflict. This argues for ensuring
that U.S. capabilities most suited to deliver powerful but limited nu-
clear responses are maintained and modernized, communicating with
clarity their ability to impose high costs on Russia, and anticipating
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the requirement to adaptively plan appropriate employment options
should the need arise. The supplemental nonstrategic nuclear capabil-
ities identified in the NPR are intended to respond to this need as tai-
lored means to counter Russia’s coercive strategy.’

Integrated Strategic Deterrence

How do we “wage deterrence” and manage escalation risk in a more
complex, multi-domain environment featuring a diversity of “blue”
and “red” forces that can achieve strategic effects? More specifically, do
deterrence strategy and capabilities need to be more integrated to take
account of intensifying military competition in cyber, space, missile
defense and advanced conventional precision strike systems such as
hypersonics? And what would this mean in practical terms for policy,
plans, and programs? Practitioners and theorists have been struggling
with these questions in one way or another for about a decade. There
is by now a broad recognition that Cold War—era concepts of conflict
escalation emphasizing the transition from a conventional to a nuclear
phase do not capture the range of current and emerging capabilities
that the parties to a conflict could bring to bear in trying to make coer-
cive threats, manipulate risk, and manage to their advantage a process
of escalation. If escalation could once be conceived in relatively sim-
ple terms as a ladder with a few well-defined rungs, a more complex
dynamic must now be understood. Does that ladder now just have a
few more rungs to reflect the emergence of new thresholds in what re-
mains an essentially linear phenomenon? Or is the ladder transforming
into something increasingly non-linear suggesting a different model for
how strategic crises could unfold?

At one level, the conversation about integrated strategic deterrence
(what some still refer to as “cross-domain” deterrence) has been driven
from the outset by a sense of vulnerability. As noted by a number of
scholars and analysts, the idea of cross-domain deterrence emerged in
the DoD in response to growing concerns that Russia and China could
exploit U.S. vulnerabilities in cyberspace and outer space to neutralize
U.S. advantages in the critical enablers of its military dominance, in
particular global intelligence, surveillance and reconnaissance (ISR),

3. The Nuclear Posture Review identifies two supplemental nonstrategic nuclear capabilities
to enhance deterrence: (i) modification of a small number of existing submarine-launched
ballistic missiles to provide a low-yield option, and (ii) a nuclear-armed sea-launched cruise
missile. See Nuclear Posture Review, February 2018, 52-55.
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automated command, control, and communications architectures, and
precision strike.* Persistent vulnerabilities of this kind, it was feared,
could contribute to deterring the United States from resisting local ag-
gression to defend an ally or some other important interest. Inflicting
early damage in these domains could lead Washington to reconsider
an expeditionary intervention. A more sustained campaign over the
course of a conflict could create a situation in which the United States
faced the choice of conciliating or considering the use of nuclear weap-
ons. Indeed, if adversaries could disrupt or defeat vital cyber networks
and space assets with ambiguity or plausible deniability, and using rel-
atively inexpensive means, the burden of escalation in responding to
potentially crippling attacks would fall on the United States.

At another level, the conversation about integrated deterrence is
driven by a sense of opportunity — the belief that new capabilities in
new domains provide the basis for the United States to sustain and ex-
pand its asymmetric advantages at the operational level of war.® At the
strategic level, the promise is that of an expanded toolkit for managing
intra-war deterrence. To date this has been articulated only in gener-
al terms. If conventional high precision, nuclear, cyber, space, missile
defense and ISR capabilities can be knitted together and leveraged dy-
namically, the result will be stronger deterrence, a better prospect for
managing escalation risks, and more time and better options for leader-
ship in crisis and conflict. In particular, it should be possible to forestall
the point at which an American president would have to contemplate
the use of nuclear weapons.

The hope that operationalizing the idea of integrated deterrence
will enhance strategic stability and extended deterrence has animat-
ed a great deal of discussion in the deterrence community in recent
years. But in truth neither deterrence thinkers nor defense planners
have more than a sketchy understanding of what this means in the
context of a regional conflict with a peer competitor. It is easy enough

4. See Jon R. Lindsay and Eric Gartzke, “Cross Domain Deterrence as a Practical Problem and
a Theoretical Concept,” 3, http://deterrence.ucsd.edu/_files/CDD _Intro_v2.pdf. This is a draft
chapter for an edited volume.

5. General Martin E. Dempsey, “General Dempsey’s Remarks and the Q&A on Cyber
Security at the Brookings Institution,” n.d. [July 2013], http:/ /www.jcs.mil /Media/
Speeches/ Article /571864 / gen-dempseys-remarks-and-qa-on-cyber-security-at-
the-brookings-institute/. Regarding the operational payoff in the cyber domain,
Dempsey notes: “the military with the most agile and resilient networks will be the
most effective in future war.”
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through analysis and wargaming to anticipate the kinds of actions each
side might take in an escalating conflict, but there is not yet a practical
framework for thinking about those actions beyond their impact on the
operational level of war. Making progress on this framework means
unpacking a set of considerations related to thresholds and “red lines,”
proportionality and reciprocity, horizontal escalation, attribution, crisis
management and messaging, norms, and the laws of armed conflict.
The goal is not to develop a formula or algorithm for finely calibrating
the application of force across multiple domains — certainly unattain-
able and probably undesirable — but, more realistically, to devise some
type of “rule set” that can help policymakers, planners and operators
better weigh risk and reward when confronted with cross- domain op-
portunities and challenges in a regional conflict.

Until such progress is made, however, the idea of leveraging syner-
gistically a range of systems capable of delivering strategic effects to
achieve more robust deterrence will remain an aspiration. Apart from
the short exhortation in the National Security Strategy quoted above,
the strategy documents produced to date by the Trump administration
have not addressed this set of issues. Consideration should be given to
forming an expert commission to provide an objective assessment of the
opportunities and challenges of integrated strategic deterrence over the
medium- to long-term. One possible model for this is the Congressional
Commission on the Strategic Posture of the United States (2009), which
established a framework for the 2010 NPR. Another is the Commission
on Long-Term Integrated Strategy, which in 1988 offered new concepts
for deterrence in light of the changing technology environment.

Under the broader rubric of integrated deterrence are more discrete
debates about the role and utility of deterrence. A good example is the
debate about how deterrence can or should play in the cyber domain.
On one side are those who believe the historical experience of nuclear
deterrence is relevant to cyber and that its governing principles can be
adapted to manage the cyber aspects of conflict. On the other are those
who argue that deterrence thinking, with its emphasis on restraint and
reasonably well-defined thresholds, is poorly suited to the hypercom-
petitive nature of the cyber realm. What practitioners and operators are
actually doing day-to-day lies somewhere in between — a synthesis of
deterrence and competition the goal of which is to both degrade adver-
sary capability and change adversary risk calculus and behavior. The
2018 NPR implicitly argues that deterrence is a legitimate and useful
strategy for at least the most extreme cyberattacks an adversary might
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contemplate, such as those that might be directed against major eco-
nomic, financial, public health, infrastructure, and nuclear command
and control systems.

Extended Deterrence and Assurance

It has long been central to U.S. thinking that extended nuclear deter-
rence relationships strengthen regional security and support global
nonproliferation objectives, and are therefore indisputably in the U.S.
national interest. U.S. strategy documents unambiguously affirm this,
and while there may be new pressures on these relationships today in
light of threat developments and a renewed focus on burdensharing,
the costs of walking away from these commitments are likely to be un-
bearably high for the United States. That said, the context for assur-
ance and extended deterrence has changed markedly in just the last
few years. In both Europe and East Asia, levels of nuclear anxiety are
higher. A key question for a discussion of deterrence fundamentals is
whether the models for extended deterrence established by the United
States in Europe and East Asia remain the right ones.

In NATO, deeply rooted institutionalized planning and consultation
and the shared benefits and risks of a land-based nuclear force have
worked exceptionally well as a model of extended deterrence and as-
surance. In the last five years, NATO has performed well in strengthen-
ing conventional deterrence in its northeast, though the task of adapt-
ing its nuclear deterrent to the new strategic environment in Europe
remains incomplete. As important as these near-term efforts are, more
fundamental still is the question of alliance solidarity in its security
posture over time. If Russia’s orientation does not change, can NATO
sustain the necessary vigilance and political unity for what may be a
lengthy period of tension during which deterrence and defense remain
as or more important than dialogue?

And can it do so as the spectrum of conflict widens? NATO now also
faces a different type of deterrence challenge: Russia’s coercive strate-
gies short of high intensity armed conflict — both “hybrid war” as ex-
emplified by the Ukraine operation, and the campaigns of political-eco-
nomic-information warfare seen elsewhere in Europe. How well, if at
all, do traditional approaches to deterrence and assurance apply to
these more novel European security problems? While there is a natu-
ral tendency to default to deterrence as a universal paradigm for mit-
igating security dilemmas, there is a credible argument that for these



16 Paul Bernstein

problems strategies organized around competition, resilience, and re-
sistance using a more “whole of government” approach are equally if
not more important.

In East Asia, the extended deterrence and assurance model has been
quite different, defined by bilateral relationships engaged in a far less
elaborate consultative process and underwritten in recent decades by
“offshore” or “over-the-horizon” nuclear capabilities. The most acute
regional security threats have placed a spotlight on the U.S.-Republic
of Korea (ROK) alliance, and a key issue here is whether Washington
and Seoul are approaching the psychological limits of the extended de-
terrence relationship in the face of potentially diverging conceptions
of how this relationship should work. The evidence of such a diver-
gence is two-fold: the steady push by the ROK to deepen the nuclear
dimension of the security relationship, and its parallel effort to develop
military doctrines and weapons to provide independent non-nuclear
options to pre-empt or respond to North Korean attacks.

For Seoul, deepening the nuclear relationship means establishing a
more formal, transparent and senior-level consultative mechanism to
achieve a greater sense of partnership and enable more open and con-
crete discussion of how nuclear security guarantees would be imple-
mented or operationalized in practice. Should the current diplomatic
track fail and lead to a resumption of tensions, the ROK may press for
more — more information on U.S. nuclear plans, a more active role in
the planning process, a more visible U.S. nuclear presence in the re-
gion. While the United States has accommodated the ROK’s interest in
a more robust process of consultation and joint study, there are limits
to what Washington will do to provide nuclear reassurance to Seoul,
especially with respect to operational planning and other forms of “nu-
clear sharing.” At the same time, there is every reason to do whatever is
reasonable to minimize the potential for a future crisis that could lead
to unwelcome outcomes, such as a decision by South Korea to develop
its own nuclear weapons. The possibility of such a crisis cannot be dis-
missed out of hand.

The ROK may have little success in moving the United States toward
a more concrete discussion of security guarantees in order to achieve
greater assurance and partnership at the nuclear level. But it has clearly
moved to achieve greater freedom of action below the nuclear level. The
ROK'’s push to develop and deploy independent non-nuclear military
capabilities to support its own version of strategic deterrence — what it
openly refers to as its triad of strike and missile defense systems — is a
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signal that there are limits to the dependencies allies are willing to live
with when facing acute threats. While nuclear dependencies may be
difficult to overcome, it should be no surprise that Seoul feels a strong
psychological need to possess capabilities that it can wield on its own
terms to pose a deterrent threat to the North that is not tied explicitly to
what the United States might or might not do. Whether these concepts
and capabilities (such as “kill chain” and “massive punishment and
retaliation”) are sensible or stabilizing may be less important than the
fact that the ROK has felt compelled to pursue them.®

These examples of strategic divergence could continue to strain and
test the extended deterrence relationship if the current diplomatic pro-
cess fails due to North Korea’s intransigence and the peninsula returns
to a state of heightened tension. In this circumstance, U.S. policy must
remain mindful of these dynamics and what is likely to be a continuing
effort by Seoul to shape the terms of the relationship.

The Legitimacy of Nuclear Deterrence

The challenge to the legitimacy of nuclear weapons and nuclear de-
terrence as a security strategy has most recently taken the form of the
Treaty on the Prohibition of Nuclear Weapons. The so-called Ban Treaty
is the first legally binding international agreement to comprehensively
prohibit nuclear weapons. This treaty has been signed by 70 parties
— most but not all of whom are voting member states at the United
Nations — but without the support of the Permanent 5 (P5) nuclear
states on the Security Council or any members of NATO. It has yet to
enter into force but will do so once it is formally ratified by fifty of the
signatory nations.

Today there are considerably fewer than fifty ratifying states, and
it is difficult to predict when or if this threshold requirement will be
met. To some observers, this is a low bar for a treaty intended to im-
pose a global ban on nuclear weapons. Moreover, the treaty contains

6. “Kill chain” refers to a complex of intelligence, surveillance and reconnaissance (ISR) and
precision strike missile systems whose mission is to pre-emptively attack North Korean
missile sites prior to launch. See James Hardy, “North Korea, Beware of Seoul’s Mighty
Missiles,” National Interest, 2 July 2014, http://nationalinterest.org/feature/north-korea-
beware-seouls-mighty-missiles-10792. “Massive punishment and retaliation” is a concept
to use similar capabilities as well as special forces for swift, targeted operations against the
North Korean leadership. See Joshua Berlinger and K.J. Kwon, “South Korea Speeds Up
Creation of Kim Jong un ‘Decapitation Unit,”” CNN, 11 January 2017, https://www.cnn.
com/2017/01/05/asia/south-korea-kim-jong-un-brigade/.
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no provisions for verification or enforcement. Nonetheless, its drafters
and supporters clearly aim to use its passage in the United Nations
to pressure governments — principally democratic governments — to
adopt or deepen anti-nuclear policies and catalyze the stigmatization of
nuclear weapons and nuclear security guarantees. Leaders of the ban
movement have been open about their intent to target cooperation be-
tween nuclear-armed states and their security partners. As the United
States is the only nuclear power that maintains a global network of al-
lies to whom it extends nuclear security guarantees, the strategic intent
of the Treaty Ban is most clearly directed at this core component of the
Western security architecture.

Whether and how states and alliances that have made the choice to
deter extreme threats through nuclear deterrence will mobilize to de-
fend this choice will be a key factor in determining whether nuclear
deterrence remains a legitimate security strategy and a viable option
for those governments most committed to sustaining the liberal inter-
national order.



The Critical and Foundational Role of
Strategic Logistics in the New Era of
Deterrence
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We associate deterrence most often with the Cold War. Rarely does any-
one acknowledge the role that logistics played after World War II that
facilitated the recovery, economic growth, and military development
of America’s allies, underpinning NATO's capability and credibility
over the Cold War era. This ultimately exhausted the Soviet Union and
ensured Cold War victory. As a Combatant Command Director for Lo-
gistics & Engineering-J4, I saw first hand how the decision space and
options exercised by the commander daily derive from strategic logis-
tics. Within the U.S. Central Command area of responsibility (AOR),
logistics and engineering is the cornerstone for both credibility and ca-
pabilities which the United States and its allies can leverage to prevail
in deterring or defeating adversaries in the new era.

The twenty countries comprising the vast region that is the responsi-
bility of U.S. Central Command (CENTCOM) confront profound social,
economic, and political upheaval while simultaneously facing grave
security challenges in the form of widespread conflict, expansionist re-
gional powers, violent extremist organizations (VEOs), and destabiliz-
ing behaviour from outside actors. My CENTCOM J4 team leverages
strategic logistics on a daily basis, interacting with the military organic
and commercial industrial bases to build, and posture capability. This
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capability provides CENTCOM and its Coalition partners with the
credibility to deter and defeat potential adversaries.

This new era is one in which is increasingly more complex, trans-re-
gional and multidimensional in character. A multitude of asymmetric
threats and adversaries are in many cases deterring the United States
and its allies from their goals and objectives by operating below the
threshold of war. These adversaries leverage supply chains and cyber
operations to their benefit. Rather than describe these actions in terms
of “gray zone operations,” many see a return to “great power competi-
tion,” or a new “cold war.”

During his February 2018 House Armed Service Posture statement,
General Joseph Votel described his approach to the region as one of
“prepare, pursue and prevail,” an approach which enables CENTCOM
to compete, deter, and win. He went on to say: “In practice, 21st-cen-
tury deterrence encompasses a wider range of complementary tools,
nuclear, conventional and non-kinetic capabilities; limited missile de-
fenses; and unfettered access and use of space and cyberspace.” And
reflective of the U.S. emphasis on “whole-of-government” approach-
es to national security challenges, he said, it also includes “soft pow-
er” contributions from across the interagency spectrum.! As my own
J4 team and I worked to help prepare the boss for his testimony, we
had several discussion in which he acknowledged and agreed that stra-
tegic logistics and engineering play a foundational role as we seek to
posture appropriately. Otherwise, the U.S. and its allies will be unable
to demonstrate the credibility nor deliver the capabilities necessary to
successful deterrence in this new era.

The Logistics of Deterrence

I believe that in addition to the nuclear deterrent — and perhaps eclips-
ing it in the “new era” — are innovative, synchronized and resilient
logistics across multiple domains. Credible deterrence relies on signal-
ing the capability and resolve to deny or punish an adversary. As we all
know, deterrence is about risk calculation and preserving decision space
while creating options for senior leaders who are most often weighing
their considerations from a point of national will across their own na-

1. United States, Congress, House of Representatives, Committee on Armed Services, Hearing
on the Posture of U.S. Central Command Terrorism and Iran: Defense Challenges in the
Middle East, 27 February 2018. 129" Cong. 1* sess. (Washington: GPO, 2018), statement of
General Joseph L. Votel, Commander, CENTCOM.
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tion and that of allies and partners. Nothing creates the flexibility for
deterrent options and decision space more than national logistics that
are underpinned by a vibrant, thriving economy that in turn is linked to
partners and allies through engaged diplomacy and information-shar-
ing agreements. These links enable the United States and its partners to
leverage industrial capacity, expeditionary mobility, and joint force pro-
jection capabilities to rapidly project and aggregate military forces at a
time and place of our choosing — and then sustain it indefinitely. Given
the many factors driving change and uncertainty across the globe, U.S.
and allied and partner commitment in the CENTCOM region remains
as important as ever. As we adapt to the new National Defense Strategy
and implementation guidance, we recognize the revised prioritization
of global threats and the changes in applications of force.

However, recent experience has shown that of the “2+3” about which
our new NDS is most concerned — Russia and China, plus the Demo-
cratic People’s Republic of Korea, Iran and VEOs — the fact is that all
five are currently operating within the CENTCOM area of responsibil-
ity. Therefore, I see CENTCOM's contributions to strategic deterrence
from both a regional and global perspective. And keep in mind that
deterrence is in the eye of the beholder. For deterrence to work, all the
elements of national power must be applied and understood by ad-
versaries and potential adversaries alike. In my view, the formula for
successful deterrence is: Capability plus Credibility to the power of Lo-
gistics x Resolve x Signaling = Deterrence. (D=C'+ C*R*S).

The CENTCOM View

Our combatant commands are a critical component of our deterrence
both regionally and globally due to the transregional nature of today’s
threats. As I noted in the introduction, the commander’s strategic ap-
proach is one of “prepare, pursue, prevail” — all underpinned by a
solid foundation of strategic logistics synchronized from the national
strategic to tactical levels nested inside the new National Defense Strat-
egy. The NDS directs us to deter adversaries from aggression against
our vital interests and to discourage destabilizing behaviour.

Our method of working “by, with, and through” partners and allies
ensures we are training host nation forces to take the lead in opera-
tions, enabling them with key assets like logistics. First we prepare the
environment by ensuring the right forces, footprints and agreement are
in place. This ensures that conditions are set for stabilization post con-
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tingency operations and to enable deterrence broadly. Effective prepa-
ration enables CENTCOM to compete with the other major actors in the
region through strengthening alliances and partnerships. For example,
CENTCOM did not lead the fight to defeat Islamic State of Iraq and
Syria (ISIS), but prepared the environment by advising, assisting, and
enabling Iraqi Security Forces (ISF) and the Syrian Democratic Forces.
The Office for Security Cooperation-Iraq worked daily with the gov-
ernment of Iraq to plan execute the acquisition, logistics and distribu-
tion of capabilities necessary to man, train, equip, posture and execute
operations. Theater logisticians engaged the ISF and the Iraqi govern-
ment daily to help reform Iraqi repair-and-maintenance facilities. I was
able to link the Army Materiel Command (AMC) to this fledgling Iraqi
organic industrial base. The linking of industrial bases delivers the ca-
pability to produce repair parts to sustain weapon systems platforms
that the US no longer produces ensures credible forces. A prepared en-
vironment along with exercises and operations are a powerful signal
to friend and foe alike that contribute to deterrence. This is essential in
contributing to deterring state on state aggression as well as exporta-
tion of threat vectors to our collective homelands, preserving regional
balances of power, and thus substantially achieving strategic objectives
and interests in our national strategies.

Secondly, we must pursue opportunities to strengthen alliances which
provide the necessary agreements enabling access, basing and over-
flight. We must also build partner capacity, especially within their own
industrial base, which, combined with our own and that of partners
and allies, provides resiliency and redundancy. This also fundamen-
tally enables our ability to work “by, with, and through.” Our effort to
strengthen the Lebanese security forces, especially the Lebanese Armed
Forces (LAF), as the country’s only legitimate security provider is a crit-
ical aspect of our policy to promote Lebanese sovereignty and security.
With successful operations like Dawn of the Hills, the Lebanese people
are realizing more and more that the LAF, their country’s most trust-
ed and respected institution, is increasingly capable of protecting them
from external threats. The United States is the LAF’s top security assis-
tance partner, and our consistent, long—term commitment and training
efforts, in addition to the more than $1.7 billion in security assistance
provided since 2006, have successfully modernized and strengthened
the LAF as a fighting force. While we have been successful in this “coa-
lition centric approach,” it has not always been easy or efficient due to
lack of adequate authorities.
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I would argue that the new era challenges require a paradigm shift
and a deliberate acceptance of risk in order to foster an environment
of reciprocal information sharing. Strong partnerships exponentially
increase our potential for deterrence. Once we have deterred, we can
then prevail by either denying adversaries opportunities or punishing
them when they seek to move beyond competition into confrontation.
It is the threat of our ability to prevail over any enemy that is the heart
of deterrence. In other words, if you fight us, you will lose. CENTCOM
remains mindful that ours is a team effort and that successful deter-
rence requires both a regional and trans regional approach working
with our fellow combatant commands, our component commands, our
regional task forces, the Central Region’s partner countries, together
with industry and the agencies and organizations of a global joint, in-
tergovernmental, interagency and multinational enterprise working to-
gether across the multi-domain environment leveraging all elements of
national power — diplomacy, information, military, economy (DIME).
This is especially true when trying to leverage military power to deter
non-state actors.

New Era Challenges

In recent years, many observers have been fascinated by the power of
new weapons, and have concluded that logistics capacity would not be
an issue with respect to deterrence. However, one only has to consider
precision-guided munition (PGM) consumption and logistics capabil-
ity force caps to see potential impacts to our ability to effective deter. I
am often accused of being a frustrated operator. That is because I rarely
miss an opportunity to inject my opinions on the role of logistics in
“gray zone” competition, or in those areas where lack of strategic lo-
gistics considerations will significantly impact our ability to respond.
“New era” challenges like cyberspace, and our current inability to pro-
tect supply chains, have a profound impact on our ability to develop,
produce, deploy, distribute, store, and execute the acquisitions, logis-
tics, and distribution that underpin successful deterrence. In August
2018, the MITRE Corporation, a not-for-profit company that operates
research and development centres funded by the U.S. government,
published a MITRE Advisory Document to the U.S. Government that
noted that “Stronger, holistic measures to make our networks and sup-
ply chains more robust and resilient can deter adversaries by increasing
the costs or even reversing the likelihood of adverse effects-reducing
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the return on investment of potential attacks.”? This advisory report
made fifteen recommendations, many of which focused on enhanc-
ing logistics factors. Ordinarily not much thought is given to impacts
on logistics operations across the space, cyberspace, and information
domains. However, the navigation, in-transit visibility, and national
level logistics enterprise systems of our ships are heavily reliant on a
healthy space and cyber space ecosystem. The fact that our global lo-
gistic information technology systems ride on the unclassified net make
it a lucrative target for adversaries who can manipulate systems and
data inhibiting our ability to respond in a timely and accurate manner,
vulnerabilities that General Darren W. McDew, former commander of
United States Transportation Command (USTRANSCOM), highlighted
during his annual testimony to the Armed Services Committee.

Additionally the loss of access to rare earth metals and the potential
of counterfeit or corrupted chips has an impact on logisticians’ sup-
port, from the national to the tactical level, and across all domains. We
must be able to overcome the potential denial of this critical resource
and build our own capability to deny or threaten adversaries in this
realm. With our technological advantages, proposed projects like aster-
oid mining could give us back the edge.

Finally, I believe we as logisticians are losing the narrative on the
implications of our business relative to deterrence in the new era. We
have to communicate and participate in the signaling of both our con-
tributions and requirements for adequate deterrence. Our inability to
reform the acquisition process, adjust and enhance organic and com-
mercial industrial base processes for the twenty-first century to enable
operating at the speed of need while leveraging innovation in a smart
way, in order to provide holistic requirements to industry which enable
the right resourcing, and protect supply chains sufficiently has been
problematic. This was another note in the 2018 MITRE advisory report:
“The contemporary threat landscape has not been effectively addressed
or deterred in our national security missions, policies, and infrastruc-
ture. The response is inadequate within the private sector and across
government.”?

2. Chris Nissen, John Gronager, Ph.D., Robert Metzger, J.D., and Harvey Rishikof, J.D., Deliver
Uncompromised: A Strategy for Supply Chain Security and Resilience in Response to the
Changing Character of War (MITRE, August 2018), 8, https://www.mitre.org/sites/default/
files/publications/pr-18-2417-deliver-uncompromised-MITRE-study-8 AUG2018.pdf.

3. Ibid., 7.
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Overcoming “New Era” Challenges through Strategic Logistics

Our biggest challenges today in providing effective deterrence (the
ability to deny or punish) result from unconstrained operations. Failure
to reduce the vulnerabilities of our logistics infrastructure and forces in
this unconstrained environment slows operational tempo and impedes
effectiveness. However, rather than this being a vulnerability, we can,
through informed planning, execution, and artfully applied logistics,
create the force we need from the force we have. A robust, resilient,
exercised and tightly synchronized networked ecosystem of multiple
modes, nodes, sources, and routes which span from the national to
tactical level improves resiliency and responsiveness creates and sub-
stantially enables credible deterrence. If deterrence is indeed capability
plus credibility to the power of logistics x resolve x signaling (D=C"+ C*
*R*S), then you understand the role and relationship of a legitimate, ro-
bust and a well exercised logistics capability to rapid power projection.

I am naturally speaking of the strategic deployment and distribution
capability of the United States armed forces, which allows us to project
combat power anywhere in the world at a time and place of our choos-
ing, and sustain it indefinitely. It is, in fact, the guarantor of what makes
the U.S. the world’s only superpower. However, without the ability to
project or sustain that capability, there can be no deterrence — because
the capability and its implied threat would be a paper tiger. Over the
past decade and a half the infrastructure necessary to project both with-
in and outside the continental United States, as well as U.S. deployment
skills, have atrophied significantly.

However, by making some investments, we can strengthen our in-
operability from a people, posture and processes perspective. First we
must do our part in preparing the environment which means helping
“Set the Globe” for logistics by evolving and optimizing our legacy
theater posture network of multiple modes, nodes, routes and sources
to ensure the network remains active and resilient. This will enhance
trans-regional aspects of dynamic force employment and rapid force
aggregation. We must understand — and maximize — scarce strategic
transportation assets, both organic and nonorganic, while at the same
time strengthening relationships with industry, allies, and strategic
partners. A balanced portfolio will require having the proper authori-
ties to position and reposition deployment and distribution capabilities
and assets, thus enhancing agility, mitigating risk, and increasing the
options and the decision space for both combatant commanders and
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the commander-in-chief, the president of the United States.

The ability to project power is a core concern for any deterrence strat-
egy. Our aging infrastructure and its reliance on networks with signifi-
cant vulnerabilities that have been recently exploited in other conflicts
by our potential adversaries must be hardened against threats that in-
terfere with our projection and weaken our deterrence capacity. One
example of improvements that have been made is the development of
the Trans-Arabian Network. This elaborate system — which connects
interior and exterior lines of communications and enables dynamic
expeditionary force reception, staging and onward movement across
multiple nodes, modes, and routes within all domains — is increasing
capability, demonstrating resolve, and recently sent Iran a strong signal
about where the United States can be in a moment’s notice.

However, more work needs to be done. We must implement new and
innovative ways of sharing information with commercial industry, al-
lies, and other partners to build network resiliency, expand our compet-
itive space, and refine and reduce lengthy intergovernmental customs
processing and diplomatic and border crossing timelines which the
military alone cannot effect. Successful deterrence in the future relies
on revolutionizing information integration through expanded authori-
ties across the joint, interagency, intergovernmental, and multinational
(JIIM) environment. Equally, we must enhance unity of effort horizon-
tally across business processes to effectively expand the competitive
space combining actions across all domains and all dimensions of na-
tional power to identify and strengthen relationships to address areas
of economic, technological, and informational vulnerabilities within
our sustainment enterprise.

However, our reliance on the unclassified information domain cre-
ates substantial vulnerabilities across our modes, nodes, sources and
routes. In so doing we can ensure strategic predictability and opera-
tional unpredictability. Our strength and integrated actions with allies
will demonstrate our commitment to deterring aggression, but our
dynamic force employment, military posture, and operations must in-
troduce unpredictability to adversary decision-makers. With our allies
and partners, we will challenge competitors by maneuvering them into
unfavorable positions, frustrating their efforts, precluding their options
while expanding our own, and forcing them to confront conflict un-
der adverse conditions. Current operations and on-going sustainment
requirements engage a significant portion of the total force, limiting
capacity to surge or meet increased deployment and distribution de-
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mands. The Department of Defense (DoD) has historically viewed the
reserve component as a strategic reserve. However, capacity shortfalls
in the active component required the DoD to leverage guard and reserve
assets to maintain steady-state activities for nearly three decades. Sev-
eral conditions exacerbate this concern; fiscal uncertainty, aging fleets,
and over reliance on contracted logistics capability. Despite the many
challenges of our time, global integration, emerging technologies, and
the collective experience of our logistics, sustainment and engineering
forces present opportunities to strengthen our sustainment enterprise
and improve the effectiveness of our logistics operations while decreas-
ing risk to force. It takes a holistic and integrated force to provide the
logistics necessary for credible deterrence.

Key Areas

We must prepare the environment and pursue opportunities to over-
come challenges by investing in four key areas: lethality, agility, mod-
ernization of systems, and acquisition reform.

Lethality

There is not a single lethal capability that does not have a logistics re-
quirement. We must stay ahead of these logistics requirements, and the
implications of technological breakthroughs in commercial and organic
industry. We have to understand the holistic requirements of industry
and the impacts to capacity and surge ability. Maintaining lethality re-
quires an assessment of supplier capability as well as investment in
new logistics and force projection enabling systems. This means pay-
ing more attention to issues like Army watercraft, dynamic basing, and
operational energy that can project power even in a situation where
normal means are denied.

Agility

Our deterrence capabilities require agile logistics. The core of our abili-
ty to threaten or deny is based on dynamic force employment and rapid
movement and aggregation of combat power. We have to work with
national leadership in the diplomatic, economic, and informational
spheres to expand our reach and flexibility in lines of communications,
dynamic basing (to include joint multinational basing like our partner-
ship at Muwaffaq Salti Air Base in Jordan). The further integration of
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industry and academia into our footprint and thought-space is critical
to creating and maintaining the innovative edge in threat creation and
denial capability.

Modernization

We cannot expect success with yesterday’s capabilities, most of which
have been mortgaged, or cannot deploy in time, or are limited due to
“boots on the ground” force-cap constraints. When considering mobili-
ty systems, we should recognize that an aging organic sealift fleet, cou-
pled with a reduction in U.S.-flagged vessels, threatens our ability to
meet national security requirements. If the fleet continues to lose ships,
a lengthy, mass deployment on the scale of Desert Shield / Desert Storm
could eventually require U.S. forces to rely on foreign-flagged ships
for sustainment. Along with declining capacity, we are also concerned
about the pool of current and qualified licensed merchant mariners
who crew America’s ships.

In addition, we have to bake cyber protection into our networks and
processes. Although logistical and operational planning generally takes
place on classified networks, ninety percent of military logistics and
global movement operations are executed on unclassified commercial
networks. This challenge is exacerbated by the inadequacy of imple-
menting existing cybersecurity standards and the fact that DoD’s ex-
tensive cyber protections do not extend to industry. These are critical
vulnerabilities in our cyber security posture. Defending DoD informa-
tion on those commercial networks goes beyond the authority of a sin-
gle combatant commander. Cyber is a truly trans-regional threat to our
deterrent capability. Mission assurance, particularly in degraded and
contested environments, requires a collaborative effort. We are moving
toward hardening our overall cybersecurity posture in collaboration
with commercial industry. We are partnering with industry through
our CENTCOM logistics program, LOGWERX, which seeks to leverage
industry at the speed of need to address technology challenges outside
of traditional pipelines.* There can also be cultural challenges as we
look to incorporate the latest technology from industry into our pro-
grams, as evidenced by the recent spat between Google and the DoD
over facial recognition software for drones.

4. See Howard Altman, “CentCom Hoping Logwerx Brings Innovation to Logistics,” Tampa
Bay Times, 4 October 2017, https://www.tampabay.com/news/military/macdill/howard-alt-
man-centcom-hoping-logwerx-brings-innovation-to-logistics/2339810.
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Acquisition

Finally, we must reform the way we approach acquisition if we are to
stay ahead of the curve and present multiple dilemmas for our adver-
saries that function as a strong deterrent to aggressive action. Our back-
log of deferred readiness, procurement, and modernization of logistics
requirements, coupled with an imbalance in contracted capability, has
grown in the last decade and a half, and can no longer be ignored. We
must make targeted, disciplined increases in personnel and platforms
to meet key capability and capacity needs including the right mix of
organic and industry mobility assets, port operating, global shared
awareness, theater movement control and shared awareness systems.

The Way Ahead

Logistics exponentially magnifies capability. It is this capability which
creates the conditions for credibility to be taken seriously by potential
adversaries. Every capability at the heart of our deterrence strategy
cannot be employed or sustained without logistics and engineering.
CENTCOM efforts to implement and focus building partner capacity
initiatives yielded increased capabilities to support security coopera-
tion and partner nation goals. Section 333 of the National Defense Au-
thorization Act (NDAA) authorizes funds to be available for two fiscal
years and program sustainment for up to five years, allowing for exe-
cution of long-lead time programs without cross-fiscal year constraints
and improved program maintenance, training, and sustainment sup-
port.

Enhanced authorities are great, but we must also look at logistics from
an institutional perspective. We have to consider how we are going to
develop our people, relationships, and processes to ensure our deter-
rence capability is not limited by our failure to develop the logistics
institutions (ours and our partners) necessary for credible signaling of
our resolve. We have to recruit and retain the best and brightest to help
maintain our edge. While the mind naturally goes to military members
and our civilian workforce, we have to expand our definition to include
our industry, academia, and coalition partners. We have to understand
that our partnership and capability is dependent on a network of peo-
ple and relationships from which we can pool our collective strength.
These relationships will shape processes and open up new avenues
through cooperation by which we can create new threats and capabil-
ities to contribute to a strong and credible potential for reprisal that
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discourages that first aggressive action. As we modernize and stream
line our processes and those of our partners we exponentially increase
our capability. As I noted in my formula, logistics is a necessary part of
the equation, without which every other element is weakened.



Is NATO’s Enhanced Forward Presence

Fit for Purpose?*

John R. Deni

Since the first quarter of 2017, the North Atlantic Treaty Organization
(NATO) has been implementing the Enhanced Forward Presence (EFP)
initiative across Eastern Europe. This initiative, which involves basing
roughly 1,000 troops in each of the Baltic states and in Poland, rep-
resents a strengthening of the alliance’s deterrence and reassurance
posture, with eighteen of twenty-nine allies participating. From a stra-
tegic perspective, the fact that so many NATO allies are involved in this
initiative is a major strength. If, in the worst-case scenario, Russia were
to invade one of the four host nations, several alliance member states
would likely sustain casualties. This would probably spur a faster,
more unified response from the alliance. For this reason, if the primary
purpose of the EFP initiative is to act as a tripwire triggering broader
allied involvement, then it seems suitable for the task.

However, it remains to be seen whether the allies can overcome the
challenges associated with the multinationality that characterizes each
battlegroup — in some cases, the battlegroups include troops from as
many as seven countries. The challenges brought on by multination-
ality include questions surrounding equipment compatibility, ensur-
ing all participants can communicate securely, and the degree of En-
glish-language proficiency among contributing state forces. Moreover,

* A version of this chapter appeared in the Winter 2019 issue of Orbis.
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national caveats — limits on what governments will permit their troops
to do — frustrate the effectiveness of the EFP battlegroups, potential-
ly preventing some contributing state forces from operating alongside
host nation counterparts. Additionally, command and control arrange-
ments are somewhat unclear: are EFP units under the operational con-
trol of NATO, host nation units, or contributing states? In many ways,
these operational and tactical-level challenges have impacted nearly all
NATO operations over the last quarter century or more, and the EFP
initiative is no exception.

More broadly though — and more importantly — there remain
questions over what role EFP units play against less catastrophic but
more likely security challenges such as unattributable cyberattacks,
disinformation campaigns, and other “gray zone” operations. In sum,
while EFP is a necessary initiative, it does not yet appear sufficient in its
current form. Ironically, the EFP initiative seems best suited to deter a
scenario — invasion of the Baltic states and / or Poland — that appears
unlikely. Getting EFP right by building on the success achieved to date
is critical to promoting allied security, and NATO should waste no time
in refining its approach to posture, presence, and deterrence in north-
eastern Europe.

The rest of this chapter proceeds as follows. First, I address NATO'’s
initial effort to re-embrace Article 5 and collective defence at the Wales
Summit in 2014. For roughly a quarter century following the end of the
Cold War, the alliance pursued two missions in addition to collective
defense — crisis management and cooperative security. Moscow’s in-
vasion of Ukraine brought collective defense back to the fore, compel-
ling the alliance to reexamine its ability and capacity to deter Russia
and to assure member states regarding their territorial defense. Next,
the chapter examines refinements to that initial response, especially
as promulgated at the 2016 Warsaw Summit. The most consequential
outcome of that meeting of NATO’s presidents and prime ministers
was the Enhanced Forward Presence initiative, which brought NATO
troops onto the territory of the alliance’s newest member states. The
paper will then assess EFP’s strengths and its shortcomings. While the
EFP initiative represents a significant step forward in terms of NATO'’s
deterrent posture, it suffers from many of the same challenges that oth-
er NATO operations have confronted in recent years. More broadly,
the EFP initiative may not be the right tool for the most likely security
issues facing allies in northeastern Europe. Finally, I conclude by argu-
ing that EFP can and should be refined further. This last section of the
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chapter makes the case for a nuanced refinement that furthers security
for all member states.

NATO’s Return to Europe

In the wake of Russia’s 2014 invasion of Ukraine and its illegal annex-
ation of Crimea, NATO member states realized that the security en-
vironment in Europe had decisively changed for the worse. Despite
some earlier indications — as well as warnings from Eastern European
members of the alliance — that security in Europe was not as overde-
termined as many assumed, Russia’s military aggression, its violation
of agreements such as the NATO-Russia Founding Act of 1997 and the
Helsinki Accord of 1975, and its complete disregard for norms in Eu-
rope, took many by surprise.

As a direct result of Russian actions, NATO’s Wales Summit in Sep-
tember 2014 focused almost exclusively on collective defense and read-
iness for conventional conflict. Had it not been for Russia’s invasion, it
is very likely the Wales Summit would have been a rather boring affair,
as the allies looked to wrap up their operations in Afghanistan and be-
gin the long process of resting and resetting their militaries after many
years fighting and projecting stability thousands of miles from Europe.

Instead, Russia’s actions in Ukraine and across Eastern and north-
eastern Europe led to a reappraisal of the alliance’s defensive posture,
its conventional warfare capabilities, and its capacity for large-scale
conflict. These were particularly important questions given the nearly
quarter century that had passed since the last time NATO needed to
seriously worry about an overwhelming conventional military threat to
its east. Since the end of the Cold War, alliance strategy, force structure,
command structure, training regimen, manpower requirements, and in-
stitutional focus had all shifted toward crisis management and cooper-
ative security, in Europe and beyond, and away from collective defense.

Among other initiatives designed to jumpstart NATO’s re-embrace
of collective defense, the alliance approved a Readiness Action Plan
(RAP) during the Wales Summit. The RAP comprised several elements
intended to dramatically increase readiness for maneuver warfare. For
instance, the allies announced the establishment of a Very High Read-
iness Joint Task Force (VJTF), consisting of roughly 4,000 troops.! The

1. John-Thor Dahlburg and Julie Pace, “NATO Approves New Force Aimed at De-
terring Russia,” Associated Press, 5 September 2014.
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forces that comprise the VJTF are rotational in nature — hence the VJTF
was not a permanent basing of allied forces in the east but rather a so-
called “spearhead” force that would deploy quickly to a crisis zone.?

In addition, the alliance declared it would establish an enhanced ex-
ercise program with “an increased focus on exercising collective de-
fence including practising comprehensive responses to complex civ-
il-military scenarios.”® A critical part of the enhanced exercise program
has been the so-called High Visibility exercise held every three years,
in which tens of thousands of troops participate across the alliance in a
collective defense scenario.* The first iteration of this exercise — known
by the name Trident Juncture — occurred in 2015, and took place pri-
marily in Italy, Portugal, and Spain. The second iteration occurred in
fall 2018, and was held in Norway.

These changes in alliance training and force structure promulgated
at the Wales Summit were important and necessary first steps, but they
ultimately were seen as insufficient. Officials within NATO and among
the member states, as well as outside experts, realized relatively quickly
that Wales was merely the first response and that follow-on or additional
steps would be necessary to adequately deter Russia and assure allies.®

The Warsaw Summit: Addressing Posture

In July 2016, alliance leaders again gathered for a summit, this time in
Warsaw, and it was here that they sought to adjust alliance force pos-
ture, building on the deterrence and assurance measures adopted two
years prior in Wales. The members of the alliance agreed in Warsaw to
establish an “Enhanced Forward Presence” (EFP) in the Baltic states,

2. Alexander Vershbow, “Security Challenges in the Baltic Region in the Perspective of
the Wales NATO Summit,” remarks at Multinational Corps (North East) in Szczecin,
Poland, September 18, 2014, www.nato.int/cps/ic/natohq/opinions_113113.htm?selected-
Locale=ru.

3. “Wales Summit Declaration,” paragraph 10.

4. For example, see “Trident Juncture 2015: NATO’s Most Ambitious Exercise for over
a Decade,” NATO news release, 15 July 2015, www.nato.int/cps/en/natohq/news_121827.
htm.

5. Symen Hoekstra, “NATO from Wales to Warsaw: Implementation of the Readiness
Action Plan, Part II: Assurance,” meeting report, 6 October 2016, www.atlcom.nl/
upload/Report_Public_Meeting_Patrick_Turner_06-10-2016.pdf. See also “Implementing
the NATO Wales Summit: From Strategy to Action (Part II),” US Project Meeting
Summary, 26-27 February 2015, www.chathamhouse.org/sites/default/files/field/field_doc-
ument/20150226ImplementingNATOWalesSummitUpdate.pdf.
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and since early 2017, the allies have been implementing this initiative
across Poland and the three Baltic states.

Through the EFP initiative, the alliance is basing combat forces —
roughly 1,000 troops in each of the four countries, organized into so-
called battlegroups — east of the former East-West German border on
a continuous basis for the first time. The four battlegroups are each led
by a framework or lead country. The lead countries provide at least
the plurality of troops as well as command and control for each bat-
tlegroup, but a number of other allies are also contributing forces. In
Estonia, where the United Kingdom has the lead as the framework
country, Denmark and Iceland also contribute personnel. In Latvia, the
Canadians are in the lead, with additional troops contributed by Alba-
nia, Italy, Poland, Slovakia, Slovenia, and Spain. Soldiers from Belgium,
Croatia, France, Iceland, the Netherlands, and Norway have joined the
Germans in Lithuania. Finally, in Poland, where the United States leads
as the framework nation, Croatia, Romania, and the United Kingdom
also contribute forces.

The units that comprise each EFP battlegroup are not permanently
based in Estonia, Latvia, Lithuania, or Poland. Instead, almost all of the
allied forces deployed to northeastern Europe do so on a persistent,
rotational basis. Generally, the deployments unfold as follows. Each
rotation lasts roughly six months, and as soon as one unit leaves a par-
ticular battlegroup, another from the same country follows in imme-
diately behind it, with little to no underlap in presence — indeed it is
more common for there to be an overlap, for the purposes of a smooth
transfer of authority.

In some instances, all contributing countries to a particular battle-
group rotate their units in and out at the same time, while in other in-
stances, the six-month rotations are staggered with units coming and
going nearly every month. The battlegroup in Latvia is somewhat ex-
ceptional insofar as the Canadian military units rotate on a persistent
basis, but certain elements of the Canadian military leadership in Lat-
via will be forward-stationed in Riga, with accompanying dependents,
for periods of two to three years.

This shift in providing persistent — if only rotational — presence
in Eastern Europe is a major improvement in the ability of the alliance
to deter Russia and in the ability of the member states to reassure each
other of their mutual commitment to collective defense. Getting to this
point was no easy feat, since some in the alliance view any effort by
NATO to base military forces east of Germany as a violation of the NA-
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TO-Russia Founding Act. In 1997, NATO and Russia negotiated and
signed an agreement to guide their relations by building increased
trust, unity of purpose, and habits of consultation and cooperation. This
political agreement was not a legally binding treaty, but it nonetheless
committed NATO to carry out its collective defense and other missions
by, “ensuring the necessary interoperability, integration, and capabili-
ty for reinforcement rather than by additional permanent stationing of
substantial combat forces” on the territories of the former Warsaw Pact
states.® The Founding Act also obliged Russia to “exercise similar re-
straint in its conventional force deployments in Europe.” Moreover, all
of these principles were based on the “current and foreseeable security
environment” of two decades ago.

Arguably, Russia’s illegitimate March 2014 annexation of Crimea,
its ongoing invasion of eastern Ukraine, and the massive exercises it
conducts on the borders of NATO allies” are not examples of restraint.
For these and other reasons, today’s security environment in Europe is
nothing like that of 1997. Beyond Russia’s actions of 2014 and the mas-
sive short-notice exercises, there are other events that together paint a
far less benign picture of security in Europe, relative to 1997. For in-
stance, Russia conducted a massive cyberattack on Estonia in 20075 it
invaded Georgia in 2008 and still occupies Georgian territory a decade
later’; it has violated a vital arms control agreement'?; it has attempted
to gain control of critical infrastructure in Europe and North America';
and it has repeatedly violated the airspace of NATO members and oth-

6. “Founding Act on Mutual Relations, Cooperation and Security between NATO and
the Russian Federation,” signed in Paris, France, 27 May 1997, www.nato.int/cps/cn/
natohg/official_texts_25468.htm (emphasis added).

7. Tomasz K. Kowalik and Dominik P. Jankowski, “Zapad 2017: NATO Should Be
Keeping an Eye on Russia’s Training Exercises,” The National Interest, 7 May 2017,
nationalinterest.org/feature/zapad-2017-nato-should-be-keeping-eye-russias-training-20540.

8. Damien McGuinness, “How a Cyber Attack Transformed Estonia,” BBC News, 27
April 2017, www.bbc.com/news/39655415.

9. “Pompeo Calls For Russian Troop Pullout From Georgia,” Radio Free Europe/Radio
Liberty, 21 May 2018, www.rferl.org/a/pompeo-calls-for-russian-troop-pullout-from-geor-
2ia/29240854.html.

10. Michael R. Gordon, “Russia Has Deployed Missile Barred by Treaty, U.S. General
Tells Congress,” New York Times, 8 March 2017, www.nytimes.com/2017/03/08/us/poli-
tics/russia-inf-missile-treaty.html.

11. Nicole Perlroth and David E. Sanger, “Cyberattacks Put Russian Fingers on the
Switch at Power Plants, U.S. Says,” New York Times, 15 March 2018, www.nytimes.
com/2018/03/15/us/politics/russia-cyberattacks.html.
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er countries.'

Nevertheless, some in the alliance — especially Germany — have
opposed “permanent” stationing of forces in alliance member states
that were formerly members of the Warsaw Pact.” They oppose this for
a variety of reasons.' For example, some in Germany prefer to maintain
the moral high ground, in the view that this will best help to pressure
Putin while also maintaining domestic support for alliance solidarity.
In additionally, some in the alliance genuinely fear a security dilemma,
in which Russia and NATO engage in a spiraling series of destabilizing
moves and countermoves. Finally, more material interests may drive
some member states to want to retain the NATO forces already on their
territory — they fear that those forces may be moved eastward and that
they will lose the economic benefits that come with military basing.

The EFP initiative eliminated the potential for significant discord
within NATO, allowing the alliance to deploy a persistent — but not
permanent — modestly-sized military presence that would deter and
reassure without appearing overly offensive or threatening to Moscow.
Four dispersed multinational battlegroups that lack organic air support
are hardly a threat to the tens of thousands of Russian troops based in
northwestern Russia. Despite this objective reality, Russia condemned
the Enhanced Forward Presence initiative as escalatory, claimed it vio-
lated the spirit of the Founding Act, and vowed to retaliate.!®

Strengths and ... Areas for Improvement

After roughly a year of implementation, the EFP initiative exhibits a
number of key strengths. Foremost among them, from a strategic per-
spective, is the fact that so many NATO allies — 18 of 29 allies — are in-

12. “Estonia Says Russian Plane Again Violates Airspace,” Radio Free Europe/Radio Liber-
ty, 21 June 2018, www.rferl.org/a/estonia-russian-plane-violates-airspace/29310815.html.

13. Vanessa Gera, “Polish and Baltic Hopes for Permanent NATO Bases Frustrated by
1997 Agreement with Russia,” Globe and Mail, 4 September 2014, www.theglobeand-
mail.com/news/world/polish-and-baltic-hopes-for-permanent-nato-bases-frustrated-by-1997-
agreement-with-russia/article20343316/.

14. Matthew Karnitschnig, “Pact With Russia Keeps NATO Bases at a Distance, But
Should It?” Wall Street Journal, 3 September 2014, blogs.wsj.com/brussels/2014/09/03/qa-
1997s-nato-russia-founding-act/.

15. “It Can’t Go Unanswered’: Russia Will Respond to NATO Buildup near its Borders,
Senior Diplomat Says,” RT, 31 May 2016, www.rt.com/politics/344954-senior-diplo-
mat-promises-response-to/; and “Russian Foreign Ministry Promises Response to
NATO’s Armament Buildup,” Tass, 7 July 2016, tass.com/politics/886903.
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volved. If, in the worst-case scenario, Russia were to invade one of the
four host nations, several alliance member states would likely sustain
casualties. This would probably spur a faster, more unified response
from the alliance. For this reason, if the primary purpose of the EFP
initiative is to act as a tripwire triggering broader allied involvement,
then it seems suitable for the task.

Spreading risk in this way is similar to multinational formations
used by NATO during the Cold War. In particular, the former Allied
Command Europe (ACE) Mobile Force—Land was a brigade-sized
force comprising fourteen of NATO's then fifteen member states. It was
meant to be quickly deployed to an emerging crisis zone and to be a
tangible manifestation of allied solidarity. Enhanced Forward Presence
plays a similar role on the ground today.

Second, the EFP initiative represents an important strengthening of
the alliance’s deterrence and reassurance posture through a substantial
re-embrace of Article 5 collective defense. Although collective defense
has remained a key part of NATO’s mission set for all of its existence,
the end of the Cold War meant a change in how the alliance pursued
security for its member states.

For roughly a quarter century — from the end of the Cold War until
2014 — the alliance has not seriously had to worry about defending one
of its members from an attack. Instead, NATO spent almost 25 years
focused on crisis response, counterterrorism, and stability operations in
places like Bosnia, Kosovo, and Afghanistan. This required the alliance
to focus less on territorial defense and its posture in Europe and more
on fielding expeditionary, lighter military units capable of projecting
force over time and distance.

At the same time, the alliance took on cooperative security tasks that
included military diplomacy, confidence building measures, and out-
reach to promote security sector reform. NATO pursued these activities
with former adversaries like Russia as well as with new partners across
the globe, such as Australia and South Korea.

Russia’s actions in Ukraine forced the alliance to bring collective de-
fense back to the fore. As a result, NATO member states have had to
refocus and recalibrate their military forces, equipment, training, strat-
egies, and plans. Military posture also required reexamination, and EFP
represents a substantive return to collective defense in terms of how
alliance forces are situated relative to a particular security threat. It also
represents a strengthening of the alliance’s ability to deter Russia and
reassure still nervous allies in the east.
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Despite these strengths, the EFP initiative also suffers from at least
six significant shortcomings. First, some scholars have questioned
whether the battlegroups are large enough to signal the kind of resolve
necessary to adequately deter Russia.'® Deploying four battlegroups to
the Baltics States and Poland is relatively easy and cheap for NATO
allies, and as such the deployments are unlikely to convince Moscow
that the alliance is willing to commit substantial resources over a longer
period of time to reverse any military gains Russia may achieve. This
argument is based on historical evidence indicating that when retalia-
tory threats are easy, low-risk, and cheap, they typically fail to convince
an adversary of Washington’s resolve."”

Second, others have questioned whether Russia would actually “trip’
over the tripwire even if it invaded the Baltic States and/or Poland.’
This argument is based on the notion that Russian military forces know
where the EFP battlegroups are based and they may even know where
the battlegroups are located at any given time, if for example they hap-
pen to be at a training site. This knowledge would help Russian forces
to avoid coming into contact with the battlegroups during any kind
of military operation in the Baltic states or Poland. Obviously, armed
conflict between invading Russian troops and Baltic state or Polish mil-
itary forces would trigger the invocation of Article 5. Nonetheless, it is
possible Moscow might reason that fewer alliance members would feel
compelled to send forces to assist or to even invoke NATO’s mutual
defense clause if their own troops were not among the early casualties.

Third, the multinationality — with eighteen of twenty-nine allies
participating in the EFP battlegroups — that functions as a strength
at the strategic level is something of a liability at the operational and
tactical levels. While NATO characterizes the EFP units as “robust ...
combat-ready forces,”" it remains to be seen whether the allies can
overcome the many challenges associated with multinationality at the
battalion or battlegroup level.

16. Dianne Pfundstein Chamberlain, “NATO’s Baltic Tripwire Forces Won’t Stop Rus-
sia,” The National Interest, 21 July 2016, nationalinterest.org/blog/the-skeptics/natos-baltic-
tripwire-forces-wont-stop-russia-17074?page=show.

17. Dianne Pfundstein Chamberlain, Cheap Threats: Why the United States Struggles to
Coerce Weak States (Washington, DC: Georgetown University Press, 2016).

18. Alexander Lanoszka and Michael A. Hunzeker, Conventional Deterrence and Landpow-
er in Northeastern Europe (Carlisle, PA: U.S. Army War College Press, forthcoming).

19. “Boosting NATO's Presence in the East and Southeast,” 2 March 2018, www.nato.int/
cps/en/natohq/topics_136388.htm.
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During the Cold War, NATO limited multinationality largely to the
corps level, but since then the alliance has pushed multinationality to
much lower echelons. It had been common practice for many years
among NATO allies to limit multinationality in more intense combat
operations to the brigade level and above,® but even here alliance
members have in many ways struggled to manage challenges in terms
of language, equipment interoperability, and command philosophy.?!

Given the demands of generating forces for the war in Afghanistan®
— especially at a time when member state force structures continued
to shrink — the allies were practically compelled to experiment with
multinationality below the brigade level in high intensity operations.”
The fact that the EFP battlegroups will be operating in a permissive
environment — on friendly territory, among welcoming populations —
should prove helpful. Nonetheless, after one year of implementation,
major challenges remain to be overcome among the EFP battlegroups,
especially in terms of secure communications, equipment compatibil-
ity, English-language proficiency, and duplicative capabilities such as
medical support.*

Fourth, even without what are essentially interoperability issues,
operational limitations — more pejoratively known as national cave-
ats — similarly frustrate the effectiveness of the EFP battlegroups. For
example, in the event of an obvious crisis threatening allied security in
Poland or the Baltic States, it’s likely the North Atlantic Council (NAC)
— NATO'’s highest political decision-making body — would act forth-
rightly and provide the approval necessary for the military units of

20. Multinationality at the battalion level in low-intensity conflict or stability operations
has been more common among European allies and partners. For instance, EUFOR
Althea — the European Union military force responsible for peace keeping duties in
Bosnia — has long consisted of a battalion-sized force comprising smaller units from
several EU member states.

21. For the challenges Poland faced in leading a multinational division during Opera-
tion Iraqi Freedom in the 2000s, see Jeffrey Simon, NATO Expeditionary Operations:
Impacts Upon New Members and Partners (Washington, DC: National Defense Univer-
sity Press, 2005), 22-24.

22. John R. Deni, “Perfectly Flawed? The Evolution of NATO's Force Generation
Process,” in Sebastian Mayer, ed., NATO'’s Post-Cold War Politics (Basingstoke, UK:
Palgrave Macmillan, 2014).

23. See for example Jerry Wilson, “1-4 Infantry Leaves Legacy of Team Work in Afghani-
stan,” www.army.mil/article/51087/1 4 infantry leaves legacy of team_ work in afghani-
stan.

24. Interview with an EFP battlegroup commander, 16 April 2018.
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EFP contributing states to support and operate with host nation forces.
However, if the situation was ambiguous and a host nation decided
to take military action absent a NAC decision, operational limitations
might prevent some contributing state forces from supporting or oper-
ating alongside their host nation counterparts.

Fifth, command and control arrangements are somewhat unclear
as well. On the one hand, NATO claims that the four battlegroups are
“under NATO command, through the Multinational Corps Northeast
Headquarters in Szczecin, Poland.”” However, the EFP battlegroups
are embedded within host nation command and force structures, which
do not fall under NATO command. This is not merely a misunderstand-
ing over dual-hatting, something that NATO militaries are used to deal-
ing with. Rather, it may reflect a lack of clarity over who can order EFP
units into action and who controls it once it is engaged.

Finally, the multinational elements that come together for six months
do not train together in advance of their deployment to northeastern
Europe. The units that comprise each battlegroup conduct plenty of
training once they are on the ground in one of the Baltic states or Po-
land, but there is no pre-deployment training event. Moreover, it is un-
clear what, if any, standards must be met before units are assigned to
any of the battlegroups. This means that the battlegroups face a steep
learning curve on the way to integrated operating proficiency during
their short six-month deployment. It also means their combat effective-
ness is inherently limited, and not simply because of their relatively
small size.

A Deeper Challenge

Longtime observers of NATO might consider the six challenges out-
lined above unsurprising and not terribly new. In fact, from Bosnia to
Kosovo to Afghanistan to Libya, NATO operations have often confront-
ed the same hurdles that the EFP initiative is dealing with today. How-
ever, NATO also confronts an especially worrying irony with regard
to the EFP initiative — namely, that the EFP initiative deters what is
arguably the least likely form of aggression from Moscow, leaving the
alliance far more vulnerable to the Kremlin’s most likely tactics.

In spite of the six challenges outlined above, the EFP battlegroups

25. “Boosting NATO’s Presence.”
26. Interview with an EFP battlegroup commander, 16 April 2018; interview with an EFP
battlegroup commander, 17 April 2018.
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are best suited for deterring by punishment the most dangerous sce-
nario of a Russian military incursion. However, the probability of a cri-
sis based on an unambiguous invasion of allied territory remains low,
even for the likes of Russian President Vladimir Putin.?”

In contrast, what remains far more likely are crises that might fall be-
low the threshold of Article 5 and the alliance’s mutual defense commit-
ments.” For instance, the Baltic States and Poland are at much greater
risk from unattributable cyberattacks or electronic warfare, especially
those that strike at critical infrastructure.” Such operations might only
cause casualties indirectly, or might be a prelude to a broader conven-
tional military operation.

Ethno-political discord stemming from or at least involving Rus-
sian-speaking communities or other minority groups is also a potential
security challenge. Estonia and Latvia in particular — each are com-
prised of roughly 25 percent ethnic Russians — are conceivably at great
risk. Although those Russian communities in Estonia and Latvia enjoy
far higher standards of living than their ethnic brethren in the mother-
land, the potential exists for Russia to leverage those communities for
the purposes of political subversion and influence operations.®

More broadly, disinformation campaigns designed to undermine
Western consensus or unity are also a more likely Russian tactic than
a major cross-border invasion.! Russian government-sponsored and /
or government-affiliated entities and companies have proven adept at
spreading all manner of disinformation, some related to security mat-

27. Bryan Frederick, et al., Assessing Russian Reactions to U.S. and NATO Posture Enhance-
ments (Santa Monica, CA: RAND, 2017).

28. Andrew Radin, Hybrid Warfare in the Baltics: Threats and Potential Responses (Santa
Monica, CA: RAND, 2017).

29. Emmet Tuohy et al., “The Geopolitics of Power Grids: Political and Security Aspects
of Baltic Synchronization,” International Centre for Defence and Security, 21 March
2018, icds.ee/the-geopolitics-of-power-grids-political-and-security-aspects-of-baltic-synchro-
nization/; see also Bill W. Williams, “Russian Jamming Crashes GPS,” Norway Today, 9
March 2018, norwaytoday.info/news/russian-jamming-crashes-gps/.

30. Interview with a senior official at the Latvian Defence Academy, 17 April 2018. See
also Carol J. Williams, “Latvia, with a Large Minority of Russians, Worries about
Putin’s Goals,” Los Angeles Times, 2 May 2015, www.latimes.com/world/europe/la-fg-lat-
via-russia-next-20150502-story.html. Finally, see Alexander Lanoszka, “Russian Hybrid
Warfare and Extended Deterrence in Eastern Europe,” International Affairs 92, no. 1
(2016), 175-95, www.alexlanoszka.com/Lanoszkal AHybrid.pdf.

31. Angela Stent, “What Drives Russian Foreign Policy?” in John R. Deni, ed., Current
Russian Military Affairs (Carlisle, PA: U.S. Army War College Press, 2018).
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ters and some less s0.*

Unfortunately, EFP battlegroups are currently not trained, struc-
tured, or tasked to assist with any of these or similar “gray zone” even-
tualities.® This is the case in spite of the fact that Russian gray zone op-
erations continue even as implementation of the EFP initiative unfolds.
Without a change in NATO’s approach, the EFP initiative will remain a
tool that essentially deters an unlikely scenario while doing very little
if anything in regards to far more likely Russian operations and tactics.

Nonetheless, NATO must have some means of deterring the worst-
case scenario — that is, full-scale invasion — and so EFP remains a nec-
essary tripwire. The decision facing policymakers in Washington and in
other allied capitals is not whether to continue with the EFP initiative
or pursue some other initiative. Rather, the question is how to improve
EFP as an effective minimum deterrent against a lower-risk but still
salient threat, while figuring out how to supplement it with capabilities
for countering more ambiguous threats.

For these reasons, NATO’s approach to deterrence and assurance in
Eastern Europe should best be viewed as an evolving effort. The EFP
battlegroups are an important, necessary part of a dynamic approach
to the defense of vital U.S. and allied interests in the region, but their
composition, command relationships, and capabilities are a work in
progress. Further work is necessary to refine and strengthen NATO’s
deterrent posture in the East.

Conclusion

NATO's effort to augment deterrence and assurance through force pos-
ture changes in Eastern Europe is a process that continues to unfold.
The alliance took an important, momentous step in 2016 when it decid-
ed to deploy military units on the territory of its newest members, east

32. Linda Qiu, “Fingerprints of Russian Disinformation: From AIDS to Fake News,”
New York Times, 12 December 2017, www.nytimes.com/2017/12/12/us/politics/rus-
sian-disinformation-aids-fake-news.html; “Russian Disinformation Distorts American
and European Democracy,” Economist, 22 February 2018, www.economist.com/brief-
ing/2018/02/22/russian-disinformation-distorts-american-and-european-democracy; “Russia
Has a Record of Disinformation Campaigns. So, Why Wasn’t the US Prepared
during the 2016 Election?,” Public Radio International, 26 December 2017, www.pri.org/
stories/2017-12-26/russia-has-record-disinformation-campaigns-so-why-wasn-t-us-prepared-
during-2016.

33. Interview with an EFP battlegroup commander, 16 April 2018; interview with an EFP
battlegroup commander, 17 April 2018.
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of the former East-West Germany border. Admittedly, the EFP military
units are relatively small, and they consist almost entirely of rotational
deployments that lack the commitment of permanent forward station-
ing. Nevertheless, they form a necessary tripwire that would ultimately
frustrate any Russia attempt to forcibly stake a claim to Baltic state or
Polish territory.

However, the current composition, command relationships, and ca-
pabilities of the EFP units are a work in progress. The alliance must next
turn to addressing where and how to strengthen EFP as a tool for de-
terrence and assurance. Doing so will not simply make the EFP initia-
tive more effective, it should also provide more bang for every alliance
buck, which is particularly important as allies struggle to recapitalize
their forces, ensure adequate manpower, and increase readiness levels.

If NATO is able and willing to refine the EFP initiative, policymakers
should bear in mind two key factors. First, one size does not neces-
sarily fit all in northeastern Europe. For example, the populations and
geography of the Baltic states and Poland differ significantly. As noted
previously, Estonia and Latvia each have significant ethnic Russian mi-
norities, whereas Poland and Lithuania do not. In terms of geography,
eastern Estonia and eastern Latvia — the regions that border Russia
— are very low-lying, frequently marshy, and dotted with lakes of all
sizes. These kinds of variables must be considered as NATO refines its
approach and builds on its existing deterrent posture.

Second, NATO's force posture has never been static. Indeed, the alli-
ance has a long history of modifying posture based on the security sit-
uation it confronts and on changes in membership. For example, after
West Germany joined the alliance in 1955, NATO pushed its planned
line of defense forward from the Benelux countries to the inner German
border. The forward defense concept adopted then by NATO was vi-
tal to reassure the alliance’s newest member state and deter aggressive
Soviet behavior and posturing in East Germany and Czechoslovakia.
For this reason, changes in the EFP and hence in alliance posture today
should be viewed as refining an important initial step in promoting
member state interests.



How Emerging Technologies Might
Affect Baltic Security

Alexander Lanoszka

Many international observers assert that humanity stands on the prec-
ipice of a Fourth Industrial Revolution.! This looming period of great
technological change will consist of advances made in robotics, arti-
ficial intelligence (AI), and additive manufacturing (i.e., 3D printing).
These technologies might affect not only business practices and the
global economy, but also how militaries operate.? For small countries,
the Fourth Industrial Revolution may hold considerable promise. T.X
Hammes argues that such technologies could “generate many of the
capabilities of the most expensive current systems at a fraction of the
cost,” thanks to the potential smallness, cheapness, and smartness of
weapons systems drawn from those emerging technologies.> Howev-

1. The First Industrial Revolution began in Great Britain in the mid-eighteenth century
thanks to mechanized textiles production. The Second Industrial Revolution oc-
curred a century later, with Britain benefiting first from advances in steel production
and improved use of steam power. The global predominance of digital electronics
has characterized the Third Industrial Revolution.

2. On the potential effects of automation on labor markets, see McKinsey & Company,
Jobs Lost, Jobs Gained: Workforce Transitions in a Time of Automation (McKinsey Global
Institute, December 2017).

3. T.X. Hammes, “Cheap Technology will Challenge U.S. Tactical Dominance,” Joint
Forces Quarterly 81, no. 2 (2016): 84.
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er, the experience of remotely piloted aircraft (RPAs)* indicates that al-
though some small and cheap platforms might spread and even deliver
capabilities to non-state or weak actors, only an elite group of states
will possess the technical and organizational wherewithal to develop
and to adopt these new technologies most effectively.®

This essay examines the impact that these technologies might have
on the Baltic security environment. In that maritime region, the Russian
Federation dwarfs those members of the so-called northeastern flank
of the North Atlantic Treaty Organization (NATO): Poland and the
three Baltic countries of Estonia, Latvia, and Lithuania. The three Bal-
tic countries are particularly vulnerable because of the relatively tiny
size of their militaries and their geographical isolation from the other
members of the alliance. They may be particularly vulnerable to Rus-
sian efforts to activate an anti-access/area denial (A2/AD) bubble that
will hamper NATO efforts to move around, let alone enter, the region-
al theater of operations in the event of a major military attack against
any one of them. Accordingly, the Baltic countries are uniquely depen-
dent on security commitments provided by the United States and other
NATO members. They also rely on developing asymmetric strategies
that involve the use of insurgency and paramilitary organizations to
bolster local defence and deterrence initiatives.® Robotics, Al, and ad-
ditive manufacturing could increase the power of the Baltic countries
by amassing firepower and compensating for shortfalls in manpower.
Nevertheless, these technologies could impact the capabilities of their
primary security guarantor — the United States — and their adversary,
Russia. What might be the overall effect of these technologies?

This essay proceeds as follows. First, I sketch the military implica-
tions of the Fourth Industrial Revolution. The second section reviews
how the United States military — with special attention paid to the U.S.
Army given its leading role in local deterrence and defence initiatives
in the Baltic region — might incorporate these technologies. I then ex-
amine the Russian Armed Forces before addressing the Baltic countries.

4. Also known as unmanned aerial vehicles (UAVs).

5. Andrea Gilli and Mauro Gilli, “The Diffusion of Drone Warfare? Industrial, Organi-
zational, and Infrastructural Constraints,” Security Studies 25, no. 1 (2016): 50-84.

6. Alexander Lanoszka and Michael A. Hunzeker, “Confronting the Anti-Access/ Area
Denial and Precision Strike Challenge in the Baltic Region,” RUSI Journal 161, no. 5
(2016): 12-18.
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The Fourth Industrial Revolution

A Fourth Industrial Revolution seems afoot thanks to improvements in
robotics, artificial intelligence, and 3D printing. Some see these looming
technological changes as portending a major shift in warfare. As T.X.
Hammes writes, “the convergence of these new and improving tech-
nologies is creating a massive increase in capabilities available to small-
er and smaller political entities—extending even to the individual.” He
adds that “this increase provides smaller powers with capabilities that
used to be the preserve of major powers.”” What are these technolo-
gies? How might they affect combat power?

Consider first military robots and its cousin, artificial intelligence.
Military robots are weapons systems that have the capacity to make
decisions independent of human intervention. Kinetic or lethal action is
only one but not necessarily the most important of what military robots
can do. They also have the capacity to operate in swarms, to gather in-
telligence, and to team with manned and other unmanned platforms for
various purposes. According to the Pentagon’s Defense Science Board,
“to be autonomous, a system must have the capability to independent-
ly compose and select among different courses of action to accomplish
goals based on its knowledge and understanding of the world, itself,
and the situation.”® Such systems are increasingly becoming possible
thanks to major increases in computational power. The emergence of
autonomous systems promises a wide range of benefits that include
“increased safety and reliability, improved reaction time and perfor-
mance, reduced personnel burden with associated cost savings, and the
ability to continue operations in communications-degraded or -denied
environments.”? To be sure, the use of military robots and autonomous
systems does not imply that human decision-making is entirely absent.
Rather, their use serves to augment the ability of “a human-machine
system to accomplish a given mission by the performance of key ac-
tions.”'® Humans will stay play key roles in planning operations. Even

7. T.X. Hammes, “Technologies Converge and Power Diffuses: The Evolution of Small,
Smart, and Cheap Weapons,” CATO Institute Policy Analysis, no. 786 (27 January
2016): 1.

8. Defense Science Board, Final Report of the Defense Science Board Summer Study on
Autonomy (Washington, D.C.: Department of Defense, 2016): 4.

9. Brian K. Hall, “Autonomous Weapons Systems Safety,” Joint Force Quarterly 86, no. 3
(2017): 87.

10. Ibid.
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if humans are “out of the loop,” as they have already been in the past
with the use of landmines, booby-traps, and improvised explosive de-
vices, the initial decision to deploy autonomous weapons will likely
remain a human one, thereby offering an avenue for accountability and
moral responsibility that critics of autonomous systems argue to be im-
portant."

The impact of autonomous systems — be they military robots or,
more broadly, Al — on warfare could be significant. In discussing
swarms of cooperative, autonomous robotic systems, Paul Scharre ar-
gues that:

Uninhabited systems can help bring mass back to the fight by
augmenting back to the fight by augmenting human-inhabited
combat systems with large numbers of lower cost uninhabited
systems to expand the number of sensors and shooters in the
fight. Because they can take more risk without a human onboard,
uninhabited systems can balance survivability against cost, af-
fording the ability to procure larger number of systems.'

Paying specific attention to landpower, Steven Metz suggests oth-
er changes may be afoot. Contrary to what Hammes claims, robots
could prove useful for counterinsurgency operations by providing a
persistent “saturating presence” that could “limit the ability to operate
unseen or hidden in complex terrain like megacities” or to sap morale
by inflicting casualties via guerrilla warfare.”

A more immediate use for Al involves its capacity for prediction.
Contrary to popularized portrayals of Al overpowering humans, such
as Skynet in The Terminator or Hal in 2001: A Space Odyssey, several econ-
omists argue that AI will not be freethinking, self-aware, and capable of
making independent decisions, but will instead reduce the costs of pre-
diction.” As with military robots, AI will not so much replace human

11. See, for example, David J. Gunkel, “Mind the Gap: Responsible Robotics and the
Problem of Responsibility,” Ethics and Information Technology (2017): 1-14.

12. Paul Scharre, Robotics on the Battlefield Part II: The Coming Swarm (Washington, D.C.:
Center for a New American Security, 2014): 6.

13. Steven Metz, “The Landpower Robot Revolution is Coming,” Strategic Insights (10
December 2014), http://ssi.armywarcollege.edu/index.cfm/articles/Landpower-Robot-Revo-
lution/2014/12/10.

14. Ajay Agrawal, Joshua Gans, and Avi Goldfarb, Prediction Machines: The Simple
Economics of Artificial Intelligence (Cambridge, MA: Harvard Business Review Press,
2018).
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decision-making as it would complement it. Since Al may ultimately
be an algorithm that augments human decision-making and reduces
bias, its effects could be much more banal that what Hollywood has en-
visioned, at least in the foreseeable future. Al could improve situation-
al awareness on the battlefield with greater precision in the detection,
analysis, and targeting of so-called signatures — that is, a behavioural
pattern belonging to an unidentified target that seems consistent with
an operative working for a violent organization."

Al could also render logistical and distribution networks in military
organizations more efficient. Just as Al enables businesses like Amazon
to anticipate customers’ wants and needs, Al could help militaries to
identify and to address potential shortfalls in key supplies like ammu-
nition, spare parts, medical equipment, and medicine — all with only
minimal human intervention.'®

Additive manufacturing — popularly known as 3D printing — in-
volves the use of computing technologies to join materials together so
as to create three-dimensional objects. According to Banning Garrett,
3D printing could yield many benefits: producers will be less con-
strained by machines in designing their products; added complexity
to a product will not mean greater costs; products could be made on
demand rather than for inventory, with far fewer production materi-
als would be wasted; the manufacturing process will be simpler and
require less human interaction; and supply chains and assembly lines
would be superfluous.”

For militaries, however, 3D printing could be a double-edged sword.
On the one hand, weapons systems could be redesigned anew and pro-
duced more efficiently and cheaply, since defence contractors would no
longer be as inhibited by heavy machinery as they have been. Military
organizations are already using 3D printers to manufacture spare parts
and to make skin and prosthetics for wounded soldiers."® On the other
hand, terrorist groups with access to 3D printers will depend less on
supply chains for weapons. They might even produce weapons more

15. Mick Ryan, Human-Machine Teaching for Ground Forces (Washington, D.C.: Center for
Strategic and Budgetary Assessments, 2018).

16. Specifically, Al could leverage big data techniques to improve efficiency within sup-
ply links. See McKinsey Global Institute, Big Data: The Next Frontier for Innovation,
Competition, and Production (McKinsey & Company, May 2011).

17. Banning Garrett, “3D Printing: New Economic Paradigms and Strategic Shifts,”
Global Policy 5, no. 1 (2014): 72.

18. Ibid, 73.
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cheaply. A research team at the University of Virginia “printed” a mili-
tary-grade autonomous drone that has a guidance system and can car-
ry a 1.5 pound (0.68 kg) payload for about US$2,500."

Yet we must guard against too much excitement regarding
these emerging technologies. Many pundits and scholars used to
argue that drones had the potential to shift balances power dra-
matically in favour of weaker actors. Remotely piloted aircraft
(RPAs) were supposedly cheap, easy, and quick to produce.” De-
spite this initial consensus regarding drones, recent scholarship
has urged greater scepticism as to such claims. Andrea Gilli and
Mauro Gilli argue that drones come in different varieties, with
some types (e.g., loitering attack munitions) being especially dif-
ficult to develop and to use. They argue that states (and produc-
ers) must overcome major challenges that range from environ-
mental conditions, the integration of complex systems, enemy
countermeasures, and available know-how and expertise. Few
states will be able to meet such challenges, with many otherwise
technological advanced states not being immune to them. More-
over, states will need to have not only a competent and skilled
workforce, but also a set of practices, doctrines, and even or-
ganizational cultures to adopt new military technologies most
effectively.”! Predictions that a technological revolution would
dramatically alter warfare have been historically common and
wrong.”? We should recognise that key technical and organiza-
tional limitations could inhibit the adoption of certain emerging
technologies.

19. Jordan Golson, “A Military-Grade Drone That Can Be Printed Anywhere,” Wired
Magazine (16 September 2014), https://www.wired.com/2014/09/military-grade-drone-can-
printed-anywhere/.

20. For example, see Daniel Byman, “Why Drones Work: The Case for Washington’s
Weapon of Choice,” Foreign Affairs 92, no. 4 (2013): 32—43; T.X. Hammes, “Droning
America: The Tech Our Enemies Can Buy,” War on the Rocks (13 October, 2013),
https://warontherocks.com/2013/10/droning-america-the-tech-our-enemies-can-buy/; and
Michael C. Horowitz, “The Looming Robotics Gap: Why America’s Global Domi-
nance in Military Technology Is Starting to Crumble,” Foreign Policy, no. 206 (2014):
62-67.

21. Gilli and Gilli, “The Diffusion of Drone Warfare.”

22. Lawrence Freedman, The Future of War: A History (New York: PublicAffairs, 2017).
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The U.S. Army and Emerging Technologies

The approach of the U.S. Army towards these emerging technologies
has so far been cautious. Its stance contrasts with that taken by other
parts of the U.S. military.” Indeed, the American way of war tradition-
ally has entailed the overwhelming use of personnel and materiel so as
to destroy adversaries decisively. The U.S. military has been attuned
to the possibilities afforded by new technologies to wage its preferred
type of warfare.* The U.S. Navy began using unmanned surface vehi-
cles (USVs) for minesweeping and battle damage assessment after the
end of the Second World War.?> The Navy has envisioned expanding
their use in areas like electronic warfare as well as kinetic operations
since 2007.2 Unmanned underwater vehicles (UUVs) — which are
trickier to design and to build because of their medium of operation —
saw their first prototypes developed around the same time.” True to its
technological bias, the U.S. Air Force has envisioned the use of robotics
for at least thirty years out of concerns regarding manpower shortages
and budgetary shortfalls.”® The U.S. Air Force has embraced the use of
RPAs, although they have been mostly used in permissive operation-
al environments like Afghanistan and Pakistan, where propitious air
temperatures, wind conditions, solar activity, and sparse air defences
allowed for their extensive use.?” In 2017 the Pentagon initiated Project
Maven, which aimed at leveraging Al and machine learning to analyze
surveillance data. It has recently begun partnering with the private sec-
tor to enhance its Al and cloud-computing capabilities.®

23. Daniel S. Hoadley and Nathan J. Lucas, Artificial Intelligence and National Security
(Washington, D.C.: Congressional Research Service, 2018).

24. Thomas G. Mahnken, Technology and the American Way of War since 1945 (New York:
Columbia University Press, 2010).

25. U.S. Department of the Navy, The Navy Unmanned Surface Vehicle (USV) Master Plan
(Arlington, VA: U.S. Department of the Navy, 2007): 1.

26. Ibid, 7.

27. Patrick Lin, George Bekey, and Keith Abney, Autonomous Military Robots: Risk, Ethics,
and Design (Office of Naval Research, 2008): 20.

28. Committee on Advanced Robotics for Air Force Operations, Advanced Robotics for Air
Force Operations (Washington, D.C.: National Academy Press, 1989); and Thomas P.
Erhard, “Unmanned Aerial Vehicles in the United States Armed Services: A Compar-
ative Study of Weapon System Innovation,” (PhD dissertation: The Johns Hopkins
University, 2000).
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following an outcry from its workforce. Daisuke Wakabayashi and Scott Shane,
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One reason for the U.S. Army’s wariness towards robotics has been
its experience in Iraq. During counterinsurgency operations between
2004 and 2008, the U.S. Army deployed the Multi-Function Agile Re-
mo-Controlled Robot (MARCDbots) as well as the Special Weapons Ob-
servation Remote Direct-Action System (SWORDS) to clear urban areas
of insurgents. As Robert Bunker recounts, “These systems suffered me-
chanical aiming glitches and also possibly ran afoul of slowly emerging
[Department of Defense] armed robotic system policy concerns.”*!

Still, the U.S. Army now recognizes that it must reconsider its trepi-
dation towards robotics. In March 2017, it released a report outlining a
strategy regarding robotic and autonomous systems (RAS). This report
warned that “the Army must pursue RAS capabilities with urgency
because adversaries are developing and employing a broad range of
advanced RAS technologies as well as employing new tactics to dis-
rupt U.S. military strengths and exploit perceived weaknesses.”* That
said, this same report is ambiguous as to whether military robots will
engage in kinetic operations. It rather discusses the potential of robots
to increase situational awareness, to lighten soldiers” physical and cog-
nitive workloads, and to improve logistics distribution. It highlights
the possibility of RAS for “providing greater standoff distance” and ex-
tending “the depth of the area of operations”, but admits that it priori-
tises first the previously mentioned capabilities.® Beyond 2031, the U.S.
Army envisions moving beyond making improvements to situational
awareness and distribution networks with the adoption of expendable
manned ground vehicles, allowing commanders to “take operational
risks previously unimaginable with solely manned formations.”*

What are the implications of these technologies for how the U.S.
Army might go about deterrence and defence measures on NATO’s
northeastern flank? In the short-term, they will be of limited use, not
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Times, 1 June 2018, https://www.nytimes.com/2018/06/01/technology/google-pentagon-proj-
ect-maven.html.
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least because the U.S. Army does not envision the widespread adoption
of these technologies. Indeed, the appropriate weapons systems must
first be developed, trialed, produced, and fielded. Yet assume for the
sake of argument that they will become available for that theater of
operations. Robots may be useful for increasing the firepower of local
forces, thereby enhancing deterrence-by-denial. Uneven terrain, battery
power, and range will constrain their mobility, however. Furthermore,
3D printing could permit forward deployed forces to replenish their
weapons and to produce much needed spare parts on the spot, thereby
eliminating supply chains that extend all the way from the continental
United States.

And yet killer robots have the potential to erode the credibility of
U.S. security guarantees. Since the dawn of the nuclear age, forward
deployed military personnel have been an important feature of U.S.
security guarantees for two reasons. Not only do they complicate the
ability of the adversary to achieve favourable battlefield outcomes, they
also perform a trip-wire function regardless of their combat effective-
ness. Thatis, if forward deployed military personnel (and their families)
were to die in an attack, then the forward deploying government — in
this case, the United States — may be under pressure to escalate and to
widen the conflict in such a way that would be unacceptably costly for
the adversary.® Forward deployed military personnel are a hand-tying
mechanism that constrains future decision-making. Killer robots lack
this feature since they may constitute sunk costs instead.*® They may
be seen as ultimately expendable without reputation being on the line.
Killer robots have to contribute significantly to the military balance and
local deterrence-to-denial in order to offset the political risk that the
United States might choose to stand back in case hostilities break out.”
Of course, in the foreseeable future, military robotics and systems that
employ Al will operate alongside humans, continuing a long-standing
trend in which fewer and fewer personnel are capable of ever greater
amounts of firepower. The forward footprint may be smaller than what
allies might deem to be desirable, but it may be militarily more capable.

35. Michael A. Hunzeker and Alexander Lanoszka, “Landpower and American Credi-
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ited by casualty aversion. See Metz, “The Landpower Robot Revolution.”
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The Russian Armed Forces and Emerging Technologies

The Russian Federation has had few reservations in embracing military
robotics. Its leaders have been quick to highlight the potential advan-
tages of artificial intelligence, with President Vladimir Putin famously
declaring that “whoever becomes the leader in [artificial intelligence]
will become the ruler of the world.”* Russia is in the process of acquir-
ing the Nerekhta, a ground-combat tracked vehicle armed with remote-
ly-operated weapons, including machine guns and grenade launchers.
It has also been testing unmanned military systems for use in the air and
at sea.” Indeed, the Russian Ministry of Defense has made the acquisi-
tion of military robots a priority.*’ Russian RPAs have already played a
role in the ongoing conflicts in Syria and Ukraine. In Syria, they have
been mostly confined to directing ground manoeuvre, spotting for artil-
lery, and assessing the damaged inflicted from a strike.*! Only a handful
of reports indicate that drones have performed tactical missions much
like what the MQ-1 Predator or the MQ-9 Reaper have done for the
U.S. Air Force and the Central Intelligence Agency in Afghanistan and
northern Pakistan.*? In eastern Ukraine, Russia has provided pro-Krem-
lin rebels with RPAs that are useful for reconnaissance, enabling those
rebels to detect and to destroy Ukrainian forces with artillery pieces.*
Russia has also made some strides in 3D printing. Franz-Stefan Gady
reports that the armed forces have produced prototype parts and mas-
ter models for the T-14 main battle tank using 3D printers in 2015. Yet
their production might have served only to demonstrate the potential
of 3D printing.* Whether serial production of main battle tanks is pos-
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sible with this technology remains to be seen. High costs and produc-
tion limits might keep Russia from building the 2,300 T-14s that it hopes
to have eventually, regardless of how 3D printing promises a more ef-
ficient manufacturing process. Indeed, the delivery of these new main
battle tanks has already been delayed.*

Thus we should not overstate the advances that Russia has made in
developing emerging technologies. Its investments in Al still lag behind
those of the United States and China.* Russian drones so far have been
primarily used for reconnaissance, typically in areas where air defenc-
es pose little to no threat. Whatever the hesitation shown by the U.S.
Army, the United States armed forces as a whole have been investing in
RPAs and military robotics for decades. By contrast, Russia decided to
accord importance to their domestic drone industry only after the 2008
war in Georgia and the military reforms that followed it.* Though it
may add firepower for frontline troops, the Nerekhta tracked combat
robot may itself be vulnerable to anti-tank weapons, mines, and other
primitive explosives. It also could lack battery power for sustained use
in any military operation.* Even with respect to “older” technologies
Russia has had to wrestle with technical problems. Guidance or tar-
geting systems were sufficiently impaired so as to cause several cruise
missiles to land in Iran rather than hit their targets in Syria.* Powder
and primer problems hamper the use of Russian-produced military
ammunition, thereby increasing the likelihood of misfires, lock ups,
and barrels exploding when second rounds are fired.*® Of course, every
military will experience its share of technical mishaps and difficulties.
In the case of Russia, its conventional military forces are undergoing an
extensive modernization program to make up for the neglect that they
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experienced following the collapse of the Soviet Union.” Even if Russia
does not develop the most sophisticated weaponry, it could still use
them to disrupt the military plans of others.*

The Baltic Countries and Emerging Technologies

So where does this leave the Baltic countries? The discussion above
suggests that in the foreseeable these emerging technologies will mar-
ginally enhance Russia’s military capabilities while the United States
will gradually and cautiously adopt them. The local balance of power
will remain largely static. For one, Russia already enjoys a massive mil-
itary advantage over the Baltic countries, with or without autonomous
weapons. For another, these emerging technologies do not alter how the
Baltic countries receive an Article 5 commitment from their NATO part-
ners. Any military activity that triggers this clause of the Washington
Treaty could lead to escalatory dynamics that Russia would prefer to
avoid. As for the Baltic countries, capabilities remain underdeveloped.
Having already embraced digital technologies for its governance, Esto-
nia has been the most advanced of the three Baltic countries in thinking
about Al In March 2018 the Estonian government announced the de-
velopment of a national strategy towards AL> It will also contemplate
how to address Al in its legal structures, with one subject being the
provision of a special legal status conferred upon robots.

Military robotics and Al could be leveraged for various purposes in
the Baltic context. In the long-term, military robots might compensate
for the lack of available manpower that Estonia, Latvia, and Lithuania
might face in the future due to high emigration, low birthrates, and low
immigration. As Mick Ryan argues, “it is possible that a technologically
advanced country with a smaller population could build a significant
advantage using Al-based military systems and fielding large numbers
of robotic warfighters.”* Such systems — redolent of many Hollywood
films — remain a distant possibility. In the medium term, military ro-
botics and Al could serve logistical as well as intelligence, surveillance,
and reconnaissance (ISR) purposes.
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In the more immediate term, however, Al would be most useful for
early warning, especially with respect to the monitoring of social me-
dia, energy flows, or even encrypted communications between Russia
and sources inside the Baltic countries. Consider how AI could help
bolster Baltic defences in such a way as to defeat, if not to prevent,
some of the tactics that Russia used against Ukraine in its annexation
of Crimea in early 2014. Recall that so-called “little green men” — mil-
itary personnel bearing no insignia or other identifying marks — sud-
denly appeared in Crimea manning checkpoints, clearing areas, and
intimidating members of the local population in the run-up to the inde-
pendence referendum that Russia used to lend legitimacy to its effort.
The Baltic countries fear that Russia might attempt something similar
against them, not least because — especially in the case of Estonia and
Latvia — their populations contain Russian-speakers who may sym-
pathize with the Kremlin enough to do its bidding.”® One measure that
they have taken is to practice retaking sites from paramilitary forces of
unknown origin.>

Al is useful for such situations because the Baltic countries have
home-field advantage. As such, they can amass data on certain envi-
ronments and sites most at risk of being targeted by Russia. Such data
could thus be used to understand regular patterns of behaviour of in-
dividual contained within those environments, thereby offering ear-
lier detection and warning in the event that something untoward or
irregular is happening. Of course, this technology is not impervious to
countermeasures. Algorithms could be vulnerable to a battery of ma-
licious queries by adversaries, leading those very algorithms to make
faulty or bad predictions.”

As for 3D printing, the Baltic countries could benefit in at least two
ways. To begin with, observers believe that because they face such a
massive imbalance of power, the Baltic countries should not prepare
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their armed forces for fighting set-piece battles with the Russian mili-
tary. Instead, they should prepare to wage an insurgency campaign de-
signed to make themselves difficult to swallow and to occupy.*® Because
3D printing might reduce supply chains, violent organizations may be
able to make their own weapons or weapons parts. 3D printed guns
have so far proven to be unreliable, but as one Deloitte report warns,
3D printing “can help terrorist groups not only acquire new weapons
or capabilities, but also allow them to do so more rapidly and stealthily
than before, across a wider range of locations.”* This can apply equally
to insurgent groups, with such capabilities being homemade firearms
and improvised explosive devices. 3D printers are not impervious to
countermeasures, however. A RAND study cautions that 3D printers —
if they are connected to the global internet — can be susceptible to sab-
otage if a malicious actor hacks into the system and encodes a flaw into
the designs of a product that would be printed.® Moreover, if Russia
could mass firepower and saturate hostile environments by using kill-
er robots, then the advantage gained from 3D printing weapons could
be offset. Finally, 3D printing could allow forward deployed forces —
like the NATO battlegroups stationed on Baltic territory as part of the
alliance’s “Enhanced Forward Presence” — to buy more time before
reinforcements arrive. They can replenish themselves “on the spot”
without relying too much on supply chains and logistical tails. Such
additional time could help if Russian aerial and naval assets located in
Kaliningrad complicate NATO efforts to enter, and to move within, the
theater of operations if war were to erupt.®

Conclusion

Some security analysts argue that the introduction of emerging tech-
nologies on the battlefield will have a transformational impact on inter-
national security. Military robots, Al, and additive manufacturing (3D
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printing) could allow non-state or weak actors to level the playing field
with more powerful countries. Yet the preceding discussion suggests
that a more tentative attitude is appropriate. In the long-term, the im-
pact of these technologies could be dramatic. However, in the foresee-
able future at least, the changes generated by these technologies will
be gradual, if not modest. Their significance for Baltic regional security
will remain limited despite Russian investments in military robotics
and Al Nevertheless, Al holds some promise for the Baltic countries,
especially if it enables them to improve their early warning capabilities
so as to thwart “little green men” scenarios.

This essay offers some policy implications for NATO to consid-
er. First, the United States, the Baltic countries, and their fellow allies
should be mindful of how these emerging technologies might affect
interoperability. If progress in robotics, Al, and 3D printing will be
more evolutionary than revolutionary, then the development of these
technologies could produce further capability gaps between the Unit-
ed States and its NATO allies. Buying American might help prevent a
greater widening of those gaps, but European countries — especially
those in the Baltic region — will need to invest in their own research
and development (R&D) so that they can tailor these technologies to
their own needs.*”? Indeed, capability gaps could develop between the
Baltic countries. Since Estonia may already be ahead of the curve, Lat-
via and Lithuania could find themselves lagging too far behind. Ca-
pability gaps could create gaps in coverage if Al has the potential for
enhancing early warning.

Second, because Al draws on deep learning methods to improve
prediction, more data would allow for a more robust understanding
of trends and behaviour patterns. NATO’s new Baltic-focused regional
command could provide a clearinghouse of the data drawn from indi-
vidual allies. Of course, European allies have already agreed to a Decla-
ration of Cooperation on Al in order to share information and to foster
research and development links. Yet the regional command can focus
on the peculiarities of the Baltic security economy and exploit econo-
mies of scale. This regional command can offset the risk of stove piping
between the three NATO Centers of Excellence in the Baltic countries.
The one in Riga focuses on strategic communications; the one in Tallinn
addresses cyber security; and the one in Vilnius is dedicated to ener-
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gy security. Although these centers of excellence should preserve their
specialisations, they admittedly work on overlapping areas and Al is
most effective when algorithms crunch the largest amount of relevant
data possible. Indeed, another advantage of data sharing and aggre-
gation is to reduce the possibility of bias and to improve the quality of
algorithms.

Third, emerging technologies offer no “absolute weapon,” since
countermeasures are possible. This could be both good news and bad
news. For example, if Russia leans too heavily on military robotics, then
it would face new problems that manned systems might not have to
confront. Latvia has many forests, but it also has marshes and swamps
like the Teici State Reserve in its east. This terrain would already be
difficult for military robots to overcome without further intervention.
Russian RPAs might also be vulnerable to man-portable air-defence
systems. If Russia comes to rely on Al for military purposes, then it
might be susceptible to hacking and manipulation. NATO should also
heed these issues. Hence the importance of regional cooperation: no
one country should find itself a potential weak link that can be exploit-
ed.

Finally, NATO needs to consider systematically how these emerging
technologies would affect allies” perceptions of their received security
guarantees. The standard view among allies is to value the presence of
forward deployed forces on their territory. This view might have been
sensible because their tangible representation as a trip-wire in case they
could not mass firepower.®® Yet technological advances might render
such beliefs outdated. Large contingents of forward deployments may
not be necessary in the presence of military robotics. However, forward
deployments could become even more credible if they are able to hold
out longer. They could resupply themselves on the spot without relying
on supply chains that span large geographical distances. Such devel-
opments might not come to pass for a while, but allies should plan for
them regardless.
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The Challenges of Deterring Iran

Christopher Bolan

The challenges of deterring Iran today are particularly daunting giv-
en the complex web of personalities and authorities engaged in Iran’s
national security decision-making process and the broad spectrum of
troubling behaviors that the international community seeks to deter or
reverse. This article identifies three principal challenges that Western
leaders will need to overcome in forging a coherent and effective strate-
gy designed to deter the worst of Iranian behavior in the region.

The first primary challenge will be to prioritize and clearly articu-
late the specific Iranian behaviors that Western leaders seek to deter or
change. These security concerns include conventional security issues
such as preventing Iran from acquiring a nuclear weapon, constraining
its ballistic missile capabilities, and ensuring the Strait of Hormuz re-
mains open to global trade and shipping. The second challenge for West-
ern leaders is to develop a sophisticated understanding of key Iranian
actors and the role each plays in the national security decision-making
process so that deterrent actions can be tailored specifically to influence
those centers of powers and influence. The third challenge for Western
leaders will be to forge an international coalition capable of presenting
Tehran with a coherent set of credible threats of punishment combined
with persuasive incentives that are most likely to influence Iranian de-
cision-making in a positive direction.



62  Christopher Bolan

Essential Insights from Deterrence Theory and Policy

In his pioneering work on deterrence theory in 1966, Thomas Schelling
succinctly identified the essential features of what he characterized as
effective coercive diplomacy. Schelling makes it clear that this is a stra-
tegic game of perceptions being played out by both the country threat-
ening punishment and the adversary whose decision-making and ac-
tions are being targeted. In particular, he notes what both policymakers
seeking to implement a deterrence-based strategy and their adversaries
would have to appreciate about the threats being communicated and
behaviors that must be changed to avoid punishment.

To exploit a capacity for hurting and inflicting damage one needs
to know what an adversary treasures and what scares him and
one needs the adversary to understand what behavior of his will
cause the violence to be inflicted and what will cause it to be
withheld. The victim has to know what is wanted, and may have
to be assured of what is not wanted. The pain and suffering have
to appear contingent on his behavior; it is not alone the threat that
is effective — the threat of pain or loss if he fails to comply — but
the corresponding assurance, possibly an implicit one, that he can
avoid the pain or loss if he does comply. The prospect of certain
death may stun him, but it gives him no choice.

Coercion by threat of damage also requires that our interests and
our opponent’s not be absolutely opposed. If his pain were our
greatest delight and our satisfaction his greatest woe, we would
just proceed to hurt and to frustrate each other. It is when his pain
gives us little or no satisfaction compared with what he can to for
us, and the action or inaction that satisfies us costs him less than
the pain we can cause, that there is room for coercion. Coercion
requires finding a bargain, arranging for him to be better off doing
what we want — worse off not doing what we want — when he
takes the threatened penalty into account.!

Building on Schelling’s insights, the Cold War era of global ideolog-
ical, military, and nuclear competition between the United States and
the Soviet Union inspired a rich body of academic literature on deter-
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rence.> Moreover, the historical record since then has given scholars &
practitioners ample opportunities to assess where deterrent policies
have either yielded successful outcomes or failed to prevent conflict.
Michael J. Mazarr offers an excellent modern-day distillation of key in-
sights on this deterrence literature in a recent RAND report entitled
“Understanding Deterrence.”®> He highlights several key insights that
are relevant to contemporary policymakers contemplating the chal-
lenges of deterring modern-day Iran.

First, deterrence is fundamentally about influencing the deci-
sion-making of an adversary. Deterrence policies must be expressly
designed and tailored to impact the assessment of costs, benefits, and
risks of a potential course of action being considered by a potential
aggressor. Consequently, the ultimate success or failure of an allied
deterrent strategy against Iran will not be determined in Washington
or Brussels or Riyadh. It is the senior leaders in Tehran who must be
dissuaded from taking actions that they perceive will be overly costly
or unnecessarily risky. Deterrence is ultimately a battle of perception
management.

Second, scholarship generally admits to two major approaches to
deterrence: deterrence by punishment and deterrence by denial. De-
terrence by punishment threatens to impose severe costs on a targeted
country in order to dissuade that actor from taking particular actions.
Implied or actual threats by U.S. or allied leaders to militarily strike
Iran in the event it develops nuclear weapons or closes the Strait of
Hormuz are prominent contemporary examples of this approach to de-
terrence policy.

Deterrence by denial, on the other hand, is designed to either de-
crease the physical capability of the targeted state to undertake particu-
lar actions or to convince the targeted state that it is unlikely to succeed
in achieving its strategic objectives. Thus Israeli military strikes against
rocket production facilities operated by Hezbollah forces in Syria are
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intended to deny Iran the physical capacity to threaten Israeli popula-
tion centers through this proxy force. Similarly, U.S. economic or finan-
cial sanctions, as well as cyberattacks on Iranian nuclear centrifuges
and suspected assassinations of Iranian scientists are all examples of
activities designed to reduce Iran’s physical and intellectual capacities
to advance its nuclear research programs. As Mazzar points out, it is
actually strategies grounded in denial that historically best engender
prospects for successful deterrence.*

A third — and least acknowledged — contribution to successful
deterrence policies is the offering of inducements, concessions, or re-
assurances.’ This is essentially presenting the opponent with not only
‘sticks’ aimed at raising the costs of a particular action but also adding
constructive ‘carrots’ that increase the benefits to the targeted state of
adopting an alternative course of action. This approach was certain-
ly evident in President Obama’s offer of sanctions relief to Iran in ex-
change for accepting meaningful limits on its nuclear activities that re-
sulted in the 2015 Joint Comprehensive Plan of Action (JCPOA or Iran
nuclear deal).

Prioritizing U.S. and Allied Strategic Objectives for Iran

The first major challenge for Western leaders will be to articulate
and prioritize the specific Iranian behaviors that they seek to deter
or change. Recognizing the distinction between deterrence and com-
pellence is critical when policymakers seek to establish and prioritize
feasible and attainable objectives for their policies and strategies. De-
terrence is designed to prevent an actor from taking an action that has
yet to be undertaken. However, compellence is aimed at convincing an
adversary to cease or curtail activities that are already in motion. De-
terrence and compellence are both variants of coercive strategies that
share similar logics and tools. However, policymakers should recog-
nize that compelling an adversary to abandon activities that it already
finds beneficial will be a relatively tougher challenge and will likely re-
quire a greater combination of additional pressures and/or incentives.®

4. Mazarr, 2.

5. Janice Gross Stein, “Reassurance in International Conflict Management,” Political
Science Quarterly 106, no. 3 (Autumn, 1991): 431-51. For a more concise treatment, see
also Mazarr, 5.

6. For a theoretical argument in support of this observation, see Gary Schaub, Jr.,
“Deterrence, Compellence, and Prospect Theory,” Political Psychology 25, no. 3 (June
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So, for example, coalition policies aimed at deterring Iran from devel-
oping a yet non-existent nuclear weapons program would represent a
relatively easier lift (with greater prospects for success) than a policy
aimed at compelling Iran to abandon its ongoing domestic enrichment
of uranium.

Forging a shared assessment of the dangers posed by Iranian actions
among any potential coalition of Western and regional states would be
a difficult task under any circumstances. The U.S.-European consen-
sus that had identified Iran’s nuclear program as the most urgent and
consequential threat has unfortunately frayed with President Donald J.
Trump’s withdrawal from the JCPOA in May 2018. Consequently, the
first task for Western and regional leaders will be to forge a new shared
assessment of the threats posed by Iran.

President Barack Obama’s administration clearly prioritized Iran’s
nuclear program over other troubling aspects of Iran’s behavior in the
region and thus relentlessly pursued a nuclear agreement that ultimate-
ly took the form of the Joint Comprehensive Plan of Action (JCPOA).
This international agreement was enabled only by forging a shared as-
sessment by the members of the so-called P5 + 1 (the United States,
the United Kingdom, France, Russia, China, plus Germany) that the
nuclear threat posed by Iran was the preeminent security concern for
the international community. As Obama said in announcing the deal:

I am confident that this deal will meet the national security inter-
est of the United States and our allies...Now that doesn’t mean
that this deal will resolve all of our differences with Iran. We share
the concerns expressed by many of our friends in the Middle East,
including Israel and the Gulf States, about Iran’s support for ter-
rorism and its use of proxies to destabilize the region. But that is
precisely why we are taking this step — because an Iran armed
with a nuclear weapon would be far more destabilizing and far
more dangerous to our friends and to the world.”

In a remarkable rejection of this shared perspective on security pri-
orities, however, Trump reversed course by withdrawing U.S. support

2004). For a case-specific examination, see Sergey Minasyan, “Coercion in Action:
Deterrence and Compellence in the Nagorno-Karabakh Conflict,” PONARS Eurasia
Policy Memo No. 242, September 2012.

7. “Statement by the President on Iran,” The White House, Washington, D.C., 14 July
2015, https://obamawhitehouse.archives.gov/the-press-office/2015/07/14/statement-presi-
dent-iran.
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for the JCPOA. In fact, one of his most strident objections to the nuclear
deal was that it failed to address Tehran’s other “malign” activities in
the region. This represents a clear break with the shared threat perspec-
tive that Obama had successfully forged with the broader international
community and has once again opened the door to questioning which
aspects of Iranian behavior in the region are most troubling and most
in need of addressing,.

Indeed in the months before the U.S. abandonment of the JCPOA,
French president Emmanuel Macron, German chancellor Angela
Merkel, and British foreign minister Boris Johnson had each person-
ally travelled to Washington to convince Trump to stick with the deal.®
Macron and others had lobbied intensively to “fix” the nuclear deal by
offering to intensify allied sanctions over Iran’s ballistic missile pro-
grams and other aspects of Iran’s troubling behavior.” Having failed in
this attempt, these U.S. allies are now scrambling to take unilateral and
multilateral steps to insulate their countries and companies from the
re-imposition of crippling U.S. sanctions and penalties targeting any
entity doing business in Iran.

Meanwhile, leaders from Arab Gulf allies and Israel, who had only
reluctantly acceded to the JCPOA, welcomed Trump’s withdrawal as
evidence that the United States would more aggressively confront all
aspects of malign Iranian activities in the region. Israel’s prime minister,
Benjamin Netanyahu, effusively praised Trump’s decision as historic,
bold, and courageous. In particular he noted that “Since the deal, we’'ve
seen Iran’s aggression every day — in Iraq, in Lebanon, in Yemen, in
Gaza, and most of all, in Syria, where Iran is trying to establish military
bases from which to attack Israel.”'® The Ministry of Foreign Affairs of
Saudi Arabia likewise welcomed the decision as a recognition that Iran
had been “taking advantage of the revenue generated by the lifting of
sanctions to destabilize the region.”"! The common refrain from these

8. Yochi Dreazen, “Europe’s Fury Over Trump's Iran Decision Explained in One
Word,” Vox, 9 May 2018, www.vox.com/world/2018/5/9/17335308/trump-decerti-
fy-iran-nuclear-deal-europe-sanction.

9. Ishaan Tharoor, “Can Macron Save the Iran Deal?” Washington Post, 25 April 2018,
www.washingtonpost.com/news/worldviews/wp/2018/04/25/macron-steps-up-his-bid-to-
save-the-iran-deal/.
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Iran Deal,” Times of Israel, 2 May 2018, https://www.timesofisrael.com/netanyahu-israel-
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leaders was that the nuclear deal had wrongly prioritized the nuclear
issue at the expense of other aspects of Iranian behavior that were more
troubling to these regional allies.

When Trump’s secretary of state, Mike Pompeo, announced a new
strategy for Iran at the conservative Heritage Foundation in May 2018,
it did little to resolve these divergent assessments of what aspects of
Iranian actions were most troubling and which should properly occu-
py center stage in any coalition strategy hoping to deter future Irani-
an actions or compel a change in existing behaviors. Instead Pompeo
simply provided a long list of what he termed twelve wide-ranging
“demands” for changes in Iranian behavior. These included a full ac-
counting of past Iranian nuclear programs, an end to Iran’s nuclear
enrichment activities, “unqualified access to all sites throughout the
entire country,” a halt to ballistic missile development, an end to Iran’s
support for regional proxies and militias, a complete withdrawal of Ira-
nian and Iranian-supported forces from Syria, and a stop to unspecified
“threatening behavior against its neighbors.”!?

A New York Times editorial has characterized these wide-ranging U.S.
demands as “wishful thinking” that would amount to nothing short of
“Iranian capitulation.”*® Barbara Slavin, a long-time Iran watcher, put it
more colorfully: “The demands would require that the Iranian leopard
not just change its spots but transform itself into a lamb, subordinated
to the wishes of the U.S., and Iran’s regional rivals — Saudi Arabia,
the United Arab Emirates and Israel.”'* Most recently, more than fifty
former senior U.S. government officials penned a public letter criticiz-
ing the Trump administration’s current approach as leaving “Iran the
option of either capitulation or war.”*

Moreover, even within days of one another, various senior mem-
bers of the Trump administration have emphasized different aspects of

8 May 2018, www.timesofisrael.com/saudi-arabia-gulf-allies-welcome-trump-pullout-from-
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Iran’s behavior which only add to the confusion surrounding American
priorities. U.S. strategy in Syria, for instance, appears to have under-
gone a fundamental transformation suggesting that removing Iranian
forces now tops the list of administration concerns. U.S. military pres-
ence and strategies in Syria under both Obama and the first two years
of the Trump administration had been laser-like focused on eliminat-
ing the threat from the Islamic State of Iraq and Syria (ISIS) with little
demonstrated concern over Iran’s decades-long support for the Assad
regime in Damascus.

In fact, until recently, the sole legal and substantive justification of-
fered for the roughly 2,000 U.S. troops in Syria was tied to the limit-
ed U.S. strategic objective to degrade and ultimately defeat ISIS. The
U.S.-led coalition military campaign has been tremendously success-
ful in routing ISIS from virtually all territories in both Iraq and Syria.
Buoyed by this remarkable success on the ground, Trump himself de-
clared in March 2018 that this U.S. mission would soon be coming to
a close. He said “We're knocking the hell out of ISIS. We'll be coming
out of Syria like very soon. Let the other people take care of it now.”"
However, concerns over Iran’s military presence in Syria have sudden-
ly risen to the top of the U.S. national security agenda. In September
2018, Pompeo’s special representative for Syrian engagement, retired
Ambassador James Jeffrey, indicated that this concern had prompted
a whole-sale change in U.S. strategy. He indicated that Trump had ef-
fectively reversed course and was now committed to an enduring U.S.
military presence in Syria in order to “ensure an Iranian departure and
the ‘enduring defeat’ of the Islamic State.”"”

Only days after this announced major shift in U.S. strategic goals in
Syria, U.S. special envoy for Iran Brian Hook failed to make a single
mention of Iran’s malign activities in Syria.'® Instead he delivered a blis-
tering critique of Iran’s missile program citing it as “among the most
significant challenges to broader nonproliferation efforts in the region
and ... an enduring threat to our allies and partners.” On the same day
at the United Nations, U.S. Ambassador Nikki Haley emphasized yet
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another aspect of Iran’s troubling behavior focused on Tehran’s sup-
port to proxies throughout the region — not only in Syria but also from
Iraq, to Yemen, and to Lebanon."

Trump’s address to the United Nations General Assembly (UNGA)
in September 2018 contained a strong critique of Iranian actions — but
itlacked any clear priorities. The president condemned a broad array of
Iranian domestic and foreign activities, denouncing “the corrupt dicta-
torship in Iran ... [who] sow chaos, death, and destruction ... build nu-
clear-capable missiles, increase internal repression, finance terrorism,
and fund havoc and slaughter in Syria and Yemen.”?

If deterrence is to have any hope of success, Iranian leaders must
be presented with a clear understanding of which activities they must
abandon, rather than being given an all-encompassing list that would
effectively amount to surrendering what they view as essential levers
of regional influence. Additionally, Tehran must be given a clear path-
way that allows Iran to avoid punishment while preserving what it
considers essential to the country’s national security interests.

Jon Alterman of the Center for Strategic and International Studies
put it succinctly when he suggested that a more effective deterrent
strategy for Iran would include “a more modest policy of incentives
and consequences with a bold destination and a clearer idea of how to
get there.”?! Therefore, one essential component of a successful allied
deterrent strategy will be to convince the Iranian leadership that there
is a viable path to sanctions relief short of whole-sale capitulation and
that regime change is not the hidden ultimate objective of U.S. or allied
strategies.

Without a clearer sense of which of these Iranian behaviors most
directly impact Western and regional security interests, any deterrent
strategy is likely to flounder. Both theory and practice demonstrate that
clear communication is essential to successful deterrence. Consequent-
ly, there is a compelling need for European, American, and regional
leaders to engage in frank consultations aimed at developing a shared
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and prioritized assessment of the most urgent threats posed by Iranian
policies and actions. As New York Times best-selling author and business
consultant Patrick Lencioni has long advised his clients, “If everything
is important, then nothing is.”*

Understanding Iranian Decision-Making and Tailoring Deterrence

As the foregoing discussion makes clear, the range of Iranian actions
that U.S. and allied leaders seek to deter is broad and include every-
thing from preventing Iran from acquiring a nuclear weapon capabil-
ity, to curbing Iran’s missile development, to ending Tehran’s support
for regional proxy forces that include terrorist groups like Hezbollah in
Syria and the Houthis in Yemen. Tailored deterrence emerged during
the George W. Bush administration as a concept expressly designed
to meet this increasingly wide array of threats. The 2006 National Se-
curity Strategy called for adapting conventional Cold War deterrence
strategies to a “new strategic environment ... that will provide tailored
deterrence of both state and non-state threats (including WMD employ-
ment, terrorist attacks in the physical and information domains, and
opportunistic aggression) while assuring allies and dissuading poten-
tial competitors.”*

A former senior U.S. Department of Defense official who has long
experience in crafting defense policies, M. Elaine Bunn, observes that
tailored deterrence requires a “detailed knowledge of the society and
leadership that we seek to influence ... in order to tailor deterrence to
specific actors and specific situations.”* In particular she identifies a
host of questions that intelligence and other officials will have to an-
swer concerning the decision-making process of the adversary. These
questions include: Who makes decisions in particular situations? How
do these individual actors calculate risk and benefits? What are their
values, objectives, and priorities? How do they assess U.S. objectives
and options?

Consequently, the second major challenge confronting Western lead-
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ers in crafting a coherent deterrent strategy for Iran will be to develop a
more sophisticated understanding of the different actors playing influ-
ential roles in Iran’s national security decision-making process. These
actors certainly include (but are not limited to) the supreme leader, the
president, the Supreme National Security Council, the foreign minis-
try, the Ministry of Intelligence and Security, Iranian conventional mil-
itary forces or the Artesh, and the paramilitary Islamic Revolutionary
Guards Corps (IRGC), as well as the legislative branch, the Majlis, and
the Guardian Council.

Ariane M. Tabatabai, a visiting professor at Georgetown University,
noted recently that Iranian foreign policies and strategies are not a sim-
ple top-down driven process. Instead, decisions are developed in an
opaque process that involves a “complex push and pull within a web
of organizations.””

A RAND study summarizes the process as follows:

The decisionmaking process in Iran can be, and often is, bewil-
dering in its complexity. The large number of institutions, the
important roles of nongovernment actors, overlapping institution-
al structures, the importance of personal ties, and lack of a clear
division of labor among security ministries often lead to conflict-
ing policies and uncertain implementation.?

Western and regional intelligence agencies will play a critical role in
developing a better appreciation for the roles, perspectives, interests,
objectives, and “red lines” of the variety of political actors that com-
prise the Iranian system and participate in Iran’s decision-making pro-
cess. Furthermore, coalition leaders will need a nuanced understanding
of the push-and-pull between the different agencies, personalities, and
interests represented in Iran’s complex and opaque decision-making
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process. It is only armed with these insights that Western leaders can
tailor specific deterrent strategies designed to effectively influence the
ultimate outcome of the decision-making process in Tehran.

There are actors such as the supreme leader and president who play
substantial roles in all major national security decision-making. One
expert on Iran, Karim Sadjadpour, characterizes Supreme Leader Aya-
tollah Ali Khamenei as Iran’s “most powerful official ... [with] either
direct or indirect control over the executive, legislative and judicial
branches of government, as well as the military and media.”” Any do-
mestic and foreign policy decision ultimately falls within his purview
and all major decisions require his approval. Consequently, it will be
especially critical that Western leaders have a detailed appreciation for
his perspectives on any issue of concern. The supreme leader has cer-
tainly been a major determinant regarding the key decisions impacting
Iran’s nuclear program and missile development. He has long insisted
that Iran be able to maintain a domestic enrichment program — an in-
sistence that effectively became a bottom-line for Iran’s nuclear negoti-
ating team in advance of the JCPOA agreement.?

In the wake of the U.S. withdrawal from the JCPOA, however, Khame-
nei has subsequently regretted his decision to allow Iran’s participation
in the nuclear negotiations themselves,® has ordered his atomic energy
organization to prepare for increasing Iran’s enrichment capacity,® and
established minimal demands for Europe to satisfy if the nuclear deal is
to be preserved.’! Khamenei has also involved himself deeply in estab-
lishing the parameters for Iran’s ballistic missile programs. In late 2017,
Iran announced that the Supreme Leader had ordered that the range of
these missiles be limited to 2,000 kilometers which is sufficient to target
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the Gulf Arab states and Israel but poses little direct threat to Europe or
the United States.” Clearly, on the nuclear and missile issues, as well as
others, a nuanced understanding of the Supreme Leader’s views will
be essential to tailoring an effective suite of deterrent actions. While
the supreme leader remains primus inter pares in Iran’s decision-making
structure, the popularly elected president and other key players have
also historically enjoyed varying degrees of influence in crafting, im-
plementing, and operationalizing policies within the broad parameters
and limits established by the chief cleric.

After the supreme leader, the next most influential actor in the Iranian
foreign policy decisionmaking apparatus is the president. The current
president is Hassan Rouhani, elected first in 2013 and re-elected in 2017.
Rouhani came to the office with long experience in the government as
he served as a member of Iran’s Assembly of Experts, the Expediency
Council, and two terms as the deputy speaker of the Majlis, Iran’s parlia-
ment. He developed deep expertise in foreign policy and security issues
when serving as head of Iran’s National Security Council and lead Iran’s
negotiating team with Europe on nuclear technology. As Iranian history
scholar Shaul Bakhash observes, “The centerpiece of Rouhani’s policy
was a resolution of the nuclear issue. He and his team believed that once
the nuclear issue was addressed, sanctions would be lifted, economic ac-
tivity would pick up, foreign investment would flow in, and Iran could
begin to integrate itself further into the international community.”*
Rouhani’s personal insistence on pursuing negotiations was critical in
overcoming the skepticism of the supreme leader who was extremely
distrustful of the West and was inherently suspicious of any approach
resulting in compromises that would endanger or impose limits on Iran’s
ability to defend itself against regional as well as Western foes.*

It was also the particular background and perspective of Rouhani
that created the opportunity for the international community repre-
sented by the P5 + 1 to seriously test Iran’s willingness to accept veri-
fiable limits of its nuclear technologies & programs in exchange for an
easing and eventual lifting of sanctions. The end result of this intensive
diplomatic engagement was the 2015 JCPOA.
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As of this writing, the JCPOA is on the verge of collapse without any
visible or viable replacement on the horizon. A combination of the U.S.
withdrawal and credible U.S. threats to impose sanctions against any
entity doing business with Iran have robbed many Iranians of any hope
that Rouhani’s promises of economic prosperity can now be fulfilled.
This growing frustration has boiled over with public protests roiling
the country placing Rouhani’s international and domestic agendas in
jeopardy. How this domestic discontent influences the upcoming Ira-
nian presidential elections in 2021 is uncertain. What is clear, however,
is that any allied deterrent strategy will need to take into account the
background, perspectives, and influence of the incoming Iranian pres-
ident.

The Islamic Revolutionary Guard Corps (IRGC) is another primary
target for allied deterrent strategies and actions. A prominent Iran an-
alyst at the RAND Corporation, Alireza Nader, characterizes the IRGC
as “Iran’s most powerful security and military organization.”? Of
particular concern for Western and regional leaders is the role played
by the IRGC in funding, training, and in some cases leading a diverse
range of Shia militias scattered throughout the region.’

The IRGC has long supported Hezbollah as a dominant political par-
ty representing Lebanon’s Shi’a majority population. It has also active-
ly bolstered Hezbollah’s military capabilities with more than 100,000
rockets and missiles that Israel fears could overwhelm its sophisticated
missile defenses and directly threaten major population centers.” In
Syria, beyond its long-standing for Hezbollah fighters, the IRGC trains,
funds, and equips an array of foreign Shi’a militias from as far away as
Afghanistan and Pakistan. As the re-imposition of U.S. sanctions scares
away needed foreign investment, fuels runaway inflation, and feeds
economic discontent at home it is not at all clear that Rouhani has ei-
ther the power or willingness to press the IRGC into abandoning these
programs.™
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In addition, the IRGC has developed close ties to a wide range of
Shi’a militias in southern Iraq that now include upwards of 50,000
fighters under its direct or indirect control.¥ In Yemen, Iran has a re-
cord of providing modest financial and military support to the minority
Houthis (who represent a sect of Shi’a Islam distinct from that practiced
in Iran). Iranian support to these Houthi militias has intensified since
the launch of the inappropriately named Operation Decisive Storm by
Saudi Arabia and the United Arab Emirates in 2015. The most promi-
nent and perhaps most dangerous aspect of Iranian support has been
the supply of missile parts to the Houthis enabling them to launch sev-
eral (thus far largely ineffective) missile strikes in Saudi Arabia endan-
gering civilians and allied military forces alike.

Of course, other actors — both formal and informal — can also play
influential if not always determinative roles in Iranian decisionmaking.
The Majlis is invested with constitutional powers to approve govern-
ment budgets, pass legislation, ratify international treaties, and exer-
cises limited oversight of other government agencies and institutions.
Other bodies whose membership and decision-making are heavily
influenced by the preferences of the supreme leader include the As-
sembly of Experts, the Expediency Council, and the Supreme National
Security Council. Parallel to this formalized structure of authorities are
“multiple networks of various commonalities — interleaved family, ex-
periential, clerical, political, financial, and other relationships and inter-
ests — ... that serve as levers of patronage, mobilization, and dissent.”*

While the big three above (supreme leader, president, and IRGC) are
the major decisionmakers on most significant issues, these other formal
and informal bodies can influence the process by ensuring particular is-
sues are included in the agenda and by imposing political or economic
costs when they fail to achieve their desired result. One contemporary
example is the tug of war over Iran parliament’s passage of a bill to
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comply with global standards on anti-terrorism financing.*’ Rouhani
supporters, moderates, and many in Iran’s business community argue
that such alaw is essential to attracting foreign investment and preserv-
ing access to global financial markets. Meanwhile, political hardliners
including the IRGC oppose the legislation as a capitulation to Western
leaders that could jeopardize Iran’s ability to support its regional prox-
ies. Finally, as any law, this legislation will ultimately have to await fi-
nal approval from another unelected body — Iran’s Guardian Council.

Western leaders will need to have a sophisticated and nuanced ap-
preciation for the perspectives of these formal officials and informal
networks. What is their role in Iranian foreign policy decisionmaking?
On what particular issues do they exercise critical influence? What it
is that they value and/or fear most? What actions are most likely to
convince them to moderate or change Iranian behavior in ways that
advance U.S. or Western interests?

Beyond these understandings, policymakers will need to develop an
appreciation for the tug-and-pull between these Iranian actors and net-
works, as well as the elements of society they represent. Understanding
these distinctions will be critical to formulating a coherent Western de-
terrent strategy that effectively and directly targets the most influential
actors in Iran’s system of decision-making on particular issues of con-
cern. This will be an evolving and dynamic assessment as Iranian Pres-
ident Rouhani’s term is up in 2021 and players are jockeying to replace
the supreme leader, Ali Khamenei, who is in his late 70s and reportedly
suffers from prostate cancer.

The Final Challenge: Coordinating a Unified and Coherent Allied De-
terrent Strategy

The final challenge for Western leaders will be to select from a suite of
potential deterrent actions to craft a coherent deterrent strategy that
effectively targets the most influential actors in Iran’s decision-making
process. An effective strategy will need to combine elements of deter-
rence by punishment, deterrence by denial, and positive incentives for
constructive actions taken. The United States and its prospective part-
ners each bring different capabilities to such a comprehensive deter-
rence package. As M. Elaine Bunn observed during the 2018 Kingston
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Conference on International Security, allied policymakers will need to
pick and choose from a broad array of the unilateral and multilateral
tools available. An effective deterrent strategy will prioritize the most
troubling aspects of Iran’s behavior, target the most influential Irani-
an decision-makers, and knit together a coherent set of threats, pun-
ishments, and assurances that are most likely to move Iranian foreign
policy in a constructive direction. Such a strategy will of necessity be
complex.”? It will have to deal with both the conventional and non-tra-
ditional security challenges posed by Iranian activities in the region.

Conventional Security Threats

The conventional threats posed by Iran center around the potential for
Iran to develop a nuclear weapon, the threats posed by Iran’s ballistic
missile arsenal, and the prospect that Iran would take action to close
the Hormuz Strait which U.S. government analysts have characterized
as the world’s most important transit point.* In the future, convention-
al Western deterrence strategies and tools stand a reasonable prospect
of success targeting Iranian behaviors in these fields. Here traditional
deterrent tools include the threats of Western military strikes, econom-
ic sanctions, restrictive arms control measures, and offers of economic
benefits associated with rejoining the international community. Simi-
lar actions and strategies successfully prevented major armed conflict
between the West and brutal dictators in the Soviet Union and China
for decades throughout the Cold War. These tools have greatly con-
stricted the proliferation of nuclear weapons to only nine states even
though President John F. Kennedy had anticipated in 1960 that as many
as “twenty nations will have a nuclear capacity ... by the end of the
Presidential office in 1964.”*

Moreover, these existing tools have thus far proven to be sufficient
to curb the worst of Iranian behaviors: Iran has not yet developed a
nuclear weapon; it has embraced self-imposed range restrictions on its
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ballistic missiles; and it has yet to make good on repeated threats to
close the Strait of Hormuz. Furthermore, prospects for future success
are enhanced by the fact that these are genuinely threats that have not
yet materialized as opposed to actions that must be reversed. While the
potential collapse of the JCPOA has damaged prospects for restraining
Iran’s behaviors by removing immediate economic incentives, a range
of deterrent actions can be adopted either unilaterally or multilaterally
as part of a cohesive allied deterrent strategy.

Deterrence by punishment: These actions are designed expressly to in-
crease the costs associated with any potential future damaging action
to be taken by Tehran. One of the least costly steps allied officials could
take is to reiterate and strengthen nuclear declaratory statements in or-
der to make it abundantly clear to Iranian leaders that they will pay a
terrible price for any substantive advancement in their nuclear or mis-
sile programs. A united public stand by the U.S. and its allies is criti-
cal to sending a credible and consistent message to decision-makers in
Tehran.

A somewhat more controversial step would be to formally extend
the U.S. and European nuclear umbrellas to the Gulf Arab states and
Israel who would be most immediately threatened by an Iranian nu-
clear capability. The ideal model here, of course, is NATO’s principle
of collective defense as embodied in Article 5 pledging that an armed
attack against one member shall be considered an attack against all.
This step would represent a significant step that requires careful de-
liberation in Washington and Brussels as it burdens the alliance with
potentially costly commitments. Moreover, such pledges of extended
deterrence might be found to be less credible in Tehran as leaders doubt
the willingness of American and European leaders to expose their forc-
es to Iranian attacks for the sake of distant allies.* At the higher end of
the scale of concrete actions to be taken would be direct and targeted
attacks on Iranian nuclear and other military facilities should Iran cross
any “red lines” articulated by the U.S. or its partners.

Deterrence by denial: These are actions taken to minimize Iranian pros-
pects for success. Intensified sanctions targeting the financial resources
of any organization or individual involved in supporting Iran’s nuclear
or missile programs is a classic example of this type of deterrent action.

45. For a full treatment of the concept, see Paul K. Huth, Extended Deterrence and the
Prevention of War (New Haven: Yale University Press, 1988).
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The deployment of the Stuxnet virus to destroy Iranian centrifuges
used to enrich uranium gas,* Israel’s recent raid capturing the records
of previous Iranian nuclear weapons-related research,” and denying
Iranian students the opportunity to develop expertise in energy-related
subjects or advanced engineering* are all examples of actions designed
to limit the ability of Iran to advance its nuclear or missile activities.

Several other concrete actions can and have been taken to signal that
Iran will not be allowed to achieve success. Certainly, the U.S. and its
partners should periodically conduct coalition military exercises that
demonstrate both the capability and resolve to conduct punishing
strikes on Iranian nuclear and missile facilities. The U.S. and allies can
take additional steps to bolster the missile defense capabilities of re-
gional allies and improve early warning in the event of Iranian missile
strikes. The U.S. and its allies can also improve and demonstrate their
ability to counter Iran’s growing anti-access/anti-denial capabilities in
the Persian Gulf — as Britain and the U.S. have periodically done —
by conducting multilateral naval exercises that emphasize de-mining,
search and seizure training, infrastructure protection, and other mis-
sions underscoring allied capacity to maintain freedom of navigation
through the Persian Gulf.*

Assurances, inducements, and rewards: In addition to all of the “sticks”
outlined above, Iran should be offered positive incentives to alter its be-
havior in the region. Given the mutual hostility that exists between the

46. Kim Zetter, “An Unprecedented Look at Stuxnet, The World’s First Digital Weapon,”
Wired Magazine, 3 November 2014, www.wired.com/2014/11/countdown-to-zero-day-
stuxnet/.

47. Joby Warrick, “Papers Stolen in a Daring Israeli Raid on Tehran Archive Reveal
the Extent of Iran’s Past Weapons Research,” Washington Post, 15 July 2018, www.
washingtonpost.com/world/national-security/papers-stolen-in-a-daring-israeli-raid-on-tehran-
archive-reveal-the-extent-of-irans-past-weapons-research/2018/07/15/0f7911c8-877c-11e8-
8553-a3ce89036¢78_story.html.

48. Stephanie Garcia, “Top U.S. University Bans Iranians from Studying Chemistry or
Engineering because of Sanctions,” Independent, 18 February 2015, www.independent.
co.uk/news/world/americas/top-us-university-bans-iranians-from-studying-chemistry-or-en-
gineering-because-of-sanctions-10053931.html.

49. Ben Farmer, “World's Biggest Anti-Mine Naval Exercise After Iranian Threats to
Close Gulf,” The Telegraph, 13 May 2013, www.telegraph.co.uk/news/worldnews/middlee-
ast/iran/10052612/Worlds-biggest-anti-mine-naval-exercise-after-Iranian-threats-to-close-
Gulf.html; Samantha Montenegro, “U.S., Iraq, Kuwait Complete Trilateral Exercise,”
U.S. Department of Defense, 20 August 2018, https://dod.defense.gov/News/Article/
Article/1606780/us-iraq-kuwait-complete-trilateral-exercise/.


http://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/
http://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/
http://www.washingtonpost.com/world/national-security/papers-stolen-in-a-daring-israeli-raid-on-tehran-archive-reveal-the-extent-of-irans-past-weapons-research/2018/07/15/0f7911c8-877c-11e8-8553-a3ce89036c78_story.html
http://www.washingtonpost.com/world/national-security/papers-stolen-in-a-daring-israeli-raid-on-tehran-archive-reveal-the-extent-of-irans-past-weapons-research/2018/07/15/0f7911c8-877c-11e8-8553-a3ce89036c78_story.html
http://www.washingtonpost.com/world/national-security/papers-stolen-in-a-daring-israeli-raid-on-tehran-archive-reveal-the-extent-of-irans-past-weapons-research/2018/07/15/0f7911c8-877c-11e8-8553-a3ce89036c78_story.html
http://www.washingtonpost.com/world/national-security/papers-stolen-in-a-daring-israeli-raid-on-tehran-archive-reveal-the-extent-of-irans-past-weapons-research/2018/07/15/0f7911c8-877c-11e8-8553-a3ce89036c78_story.html
http://www.independent.co.uk/news/world/americas/top-us-university-bans-iranians-from-studying-chemistry-or-engineering-because-of-sanctions-10053931.html
http://www.independent.co.uk/news/world/americas/top-us-university-bans-iranians-from-studying-chemistry-or-engineering-because-of-sanctions-10053931.html
http://www.independent.co.uk/news/world/americas/top-us-university-bans-iranians-from-studying-chemistry-or-engineering-because-of-sanctions-10053931.html
http://www.telegraph.co.uk/news/worldnews/middleeast/iran/10052612/Worlds-biggest-anti-mine-naval-exercise-after-Iranian-threats-to-close-Gulf.html
http://www.telegraph.co.uk/news/worldnews/middleeast/iran/10052612/Worlds-biggest-anti-mine-naval-exercise-after-Iranian-threats-to-close-Gulf.html
http://www.telegraph.co.uk/news/worldnews/middleeast/iran/10052612/Worlds-biggest-anti-mine-naval-exercise-after-Iranian-threats-to-close-Gulf.html
https://dod.defense.gov/News/Article/Article/1606780/us-iraq-kuwait-complete-trilateral-exercise/
https://dod.defense.gov/News/Article/Article/1606780/us-iraq-kuwait-complete-trilateral-exercise/

80 Christopher Bolan

U.S. and Iran, this will be a particularly tall order. However, the JCPOA
is illustrative of what might be accomplished by offering concrete eco-
nomic benefits in exchange for changes in Iranian behavior on the nu-
clear front. Moreover, even while not being clear about what specific
Iranian actions are of most concern to the West and its allies, Trump
himself has recently reiterated his offer to meet with Iranian leaders to
reach an equally unspecified “real deal” with Iran.*

On the security front, allied partners should consider extending Teh-
ran the opportunity to constructively participate in regional security
organizations and military exercises. Taking such a step is admittedly
unlikely to be welcomed by Gulf Arab states who seem intent on stok-
ing regional sectarian tensions rather than calming them. However, the
disastrous civil wars in Yemen and Syria stand as ready examples of the
price to be borne by all parties if these sectarian flames are allowed to
fester and spread.

Small confidence building measures in areas of shared interest can
begin this process. For instance, U.S. allies could invite conventional
Iranian naval forces to participate in international exercises designed
to clarify the proper rules of the road for behavior at sea in the narrow
confines of the Persian Gulf. The U.S. has in the past extended similar
offers to China to both improve transparency and reduce the prospects
of miscalculation and misunderstanding in the Pacific. On Syria, the
United States, Russia, and Israel — despite wildly different if not op-
posing strategic objectives — have managed to establish joint centers
to deconflict ongoing military activities. There is no reason similar ar-
rangements could not be made to avert unintended military conflict in
the narrow sea and air space surrounding the vital Persian Gulf. More-
over, any diplomatic resolution of conflict in Syria, Iraq, Yemen, or Af-
ghanistan will likely require Iran’s participation. Any single or combi-
nation of these incentives for constructive participation by Iran can be
used as leverage to modify the calculus of decision-making in Tehran.

Unconventional Threats

Iran also poses a series of challenges to Western interests in the fields
of terrorism and proxy warfare, cyberwarfare, and information. Regret-
tably, prospects for developing effective deterrent strategies aimed at
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Iranian actions in the “gray zone” are more remote and will require
new thinking and potentially new capabilities and authorities.

Iran will not easily be convinced to alter what it views as a produc-
tive strategy of supporting regional proxies, or to abandon its regional
information campaign aimed at mobilizing local Shi’a communities, or
to foreswear its growing cyber capabilities that it largely views as a de-
fensive deterrent. One of the most sensitive and difficult political tasks
for Western leaders will be to push our Arab Sunni regional partners
to minimize the political, social, religious, and economic alienation of
their Shi’a communities.

Indeed, in assessing the regional advances made by Iran, a RAND
study concludes that “The Islamic Republic does not seek territorial
aggrandizement or even, despite its rhetoric, the forcible imposition
of its revolutionary ideology... Instead, it feeds off existing grievances
with the status quo, particularly in the Arab world.”*! Taking visible
steps in this direction could go a long way toward undermining Irani-
an claims to be defending the interests of these aggrieved Shi'a com-
munities. To deter Iranian adventurism in cyber, the West will need to
develop stronger defenses to protect critical infrastructure and should
take positive steps to preserve the ability of average Iranians to engage
constructively with one other and the outside world.

There are both theoretical and practical reasons to suspect that the
policies adopted by the U.S. and its partners will not readily achieve
their aims in reversing Iranian actions in these fields of non-traditional
security threats. The first major obstacle to overcome is the intrinsic
uncertainty associated with correctly identifying the state or other actor
responsible for cyberattacks or those committed by terrorists or proxy
forces. For a deterrent threat to be credible, there must be a reasonable
prospect for correctly identifying the perpetrator. Iran’s use of proxy
forces, its military and financial support to terrorist groups, and its con-
duct of cyberattacks provide the leadership in Tehran with a plausible
degree of deniability. The U.S. and partner states will find it difficult to
secure international legitimacy and support for retaliation when there
are either substantive doubts over who is the responsible party or fears
about harming innocent civilians in any potential retaliation. Iran will
continue to intentionally obscure its role in any these non-traditional
means of competition to further complicate Western deterrent calcula-
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tions and undermine the credibility of Western threats.

As Lt.-Gen. H.R. McMaster, who served in the Gulf War and was
Trump’s national security advisor in 2017-18, once quipped, “There are
two ways to fight the United States military: asymmetrically and stu-
pid.”®* Leaders in Tehran are acutely aware of the power differential
between Iran and the Western-aligned countries of the region. Iran’s
relative isolation as a Shi’a and Persian country in a region dominated
by Arab Sunnis who also enjoy the backing of powerful Western states
makes a direct head-to-head military confrontation with Iran unwise,
unattractive — and highly unlikely.

The fact that Iran is so hopelessly outgunned by its opponents in
conventional military terms* has compelled Tehran to rely on less tra-
ditional means of confrontation as a centerpiece of its defense policies
and strategies. Iran is already so heavily invested in these non-tradi-
tional means of competition that Western leaders will find it incred-
ibly difficult to persuade Iranian leaders to abandon this reliance on
asymmetric means of conflict. In short, this is a case where the West is
seeking to compel a reversal in Iranian behaviors that leaders in Tehran
have already calculated as beneficial and affordable.

Deterrence by punishment: The U.S. and its allies should make substan-
tive investments in intelligence and forensics to overcome the difficul-
ties inherent to attributing terrorist, proxy, or cyberattacks. Doing so is
essential to bolstering the credibility of any deterrent threats and pos-
es few risks. Additionally, a broadened application of nuclear threats
aimed at deterring Iranian support for terrorist attacks or cyberwarfare
is an option that the U.S. has already considered. In fact, the 2018 Nu-
clear Posture Review says that the U.S. nuclear triad serves not only a
deterrent value against nuclear threats but also against “non-nuclear
aggression” that would potentially include cyberattacks.>*
Additionally, the Trump administration has recently authorized
the Department of Defense to independently conduct offensive cyber
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operations in order to speed the retaliatory response and bolster the
credibility of the country’s deterrent posture against cyber threats.*® Of
course in the event attribution is clear, direct military action, physical
interdiction of supplies to proxies, and the imposition of sanctions can
also serve as punishments in direct response to Iranian threats or ac-
tions.

Deterrence by denial: Steps taken to minimize prospects that Iran will be
successful in the conduct of cyberattacks will serve as important deter-
rents. In that vein, the U.S., European and Arab governments should
work together in concert with private sector partners to develop pro-
grams to better defend critical infrastructure against cyberattacks. On
the information front, regional allies can better coordinate efforts to
foster cooperative relationships between and within societies across
sectarian, ethnic, and religious lines to counter extremist propaganda
and manipulation of social media networks. Western and Arab gov-
ernments can offer funding to independent Farsi language TV and ra-
dio stations enabling them to by-pass the control of Iranian censors to
ensure Iranians have an accurate appreciation for current affairs and
coalition policies aimed at Iran.

Additional actions could include strengthening the capabilities and
legitimacy of local security organizations and actors who could serve
as effective bulwarks against Iranian proxies. This is the continuation
and potential extension of the existing U.S. strategy to work “with, by,
and through” regional allies. More importantly for the long-term stabil-
ity of the region, Western leaders should do more to press Sunni Arab
leaders to take concrete steps to alleviate the political alienation and
economic frustration that is all too common in minority Shi'a commu-
nities throughout the region — societal and sectarian fissures that are
readily exploited by Iran.

Assurances, inducements, and rewards: Positive incentives to effective-
ly reduce Iran’s support to proxies or convince leaders in Tehran to
forego their growing capabilities in cyber and information warfare are
few and far between. The obvious structural disadvantages Iran suf-
fers at the conventional level of armed conflict, make its reliance on

55. Erica D. Borghard, “What Do the Administration’s Changes to PPD-20 Mean for
U.S. Offensive Cyber Operations?” Council on Foreign Relations Blog, 10 September
2018, www.cfr.org/blog/what-do-trump-administrations-changes-ppd-20-mean-us-offen-
sive-cyber-operations.
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asymmetric forms of conflict an essential component of its national se-
curity strategy. Nonetheless, it is here perhaps that the Iranian people
themselves might be the most appropriate target for Western policies
aimed at coopting them as potential partners in pressuring the Iranian
government for change. Fostering cultural, educational, and business
exchanges between Iranian civilians, Arab countries, and the West are
tools that if properly managed can demonstrate the advantages of an
Iran that moderates its foreign activities in exchange for integration into
the international community of nations. A growing and restive young
Iranian population that has no personal memory of the 1979 Iranian
Revolution; is resistant to the conservative religious strictures imposed
on society; and is increasingly frustrated by Iran’s international isola-
tion can be an effective enabler of change from the inside out.

Absent such positive outreach from the U.S. and its allies, Iranian
leaders will seek political, economic, and security assurances from
non-Western partners. Indeed this process is already in motion. In Sep-
tember 2018 Tehran hosted senior advisors from Russia, China, India,
and Afghanistan in what it billed as its first Regional Security Dialogue
to forge new eastward looking multilateral frameworks for cooperation
to resist Western and regional pressures.*

Conclusion

Although it is by now a cliché, it bears reiterating that the long-term
solution to the challenges posed by Iran will not be resolved through
direct military actions that aim at reversing objectionable Iranian ac-
tivities in the region. Instead the United States — joined by allies in
Europe and the region — should strive to develop a far-sighted strategy
grounded in the fundamentals of deterrence theory that have honed
through years of practical experience throughout the Cold War and be-
yond. Theory and practice both suggest that three essential steps must
be taken for such a strategy to be successful.

The first and most fundamental step will for the United States and
its allies to forge a genuine consensus on what particular Iranian behav-
iors form the most urgent critical threats to allied interests. The current
divisions between Washington and European and Arab capitals over
Trump’s decision to withdraw from the Iranian nuclear deal greatly

56. Hamidreza Azizi, “Iran’s Launch of ‘Look East’ 2.0,” Al-Monitor, 9 October 2018,
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lateralism.html.
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complicate the creation of such a unified front. Nonetheless, all alliance
players share overlapping national interests in preventing Iran from
developing a nuclear weapons capability, limiting the threat posed by
Iran’s ballistic missile program, and curtailing other Iranian activities
that risk further destabilizing the Middle East. Deft allied diplomacy
might yet yield a consensus that could form the basis for a shared per-
ception of the multi-faceted threats posed by Iran.

Next, coalition leaders, aided by their various intelligence agen-
cies, should strive to develop a nuanced understanding of Iranian
decision-making so that deterrence policies can be expressly tailored
to target those actors who are most likely to influence the outcome of
decision-making processes in Tehran. The Iranian constitution express-
ly establishes a distribution of decision-making power and authorities
across a complex and often opaque web of overlapping and sometimes
competing authorities, so this will be no easy task. Moreover, two of
the most powerful determinants of Iranian foreign policy are likely to
change in the near future. Rouhani’s term as president will end in 2021
and Supreme Leader Khamenei is aging, with periodic reports surfac-
ing of his poor health. Consequently, this assessment of internal Iranian
decision-making will need to evolve with these ever-changing internal
dynamics.

Finally, alliance leaders will need to draft a coherent combination of
both threats of punishment and promises of rewards sufficient to tilt
Iranian decision-making in a favorable direction. A division of respon-
sibilities between alliance partners makes particular strategic sense
with some partners credibly threatening military action if certain red
lines are crossed, others imposing substantive economic sanctions, and
yet others holding out the prospects of rewards, assurances, and incen-
tives.






Deterrence and Reassurance in the
Incredible Age of Trump

Stephen M. Saideman

Perhaps the upside of the Trump era is that having a temperamental
amateur as president of the United States forces everyone to consid-
er and reconsider our assumptions about international relations and
how countries seek to avoid war. Donald J. Trump is consistent about
very little, but one of his few focal points has been on NATO, raising
doubts about whether it is a “good deal” for the United States. This has
caused many to consider whether NATO will be around if Trump were
to serve more than one term. Combined with Russia’s aggressions since
annexing Crimea in 2014, the rise of Trump has raised questions about
whether NATO can fulfill its “day jobs” of deterring Russia and reas-
suring alliance members. To be sure, during the Cold War, there was
constant questioning of whether the American commitment to defend
is allies was credible — that perhaps the Soviet Union and the allies
doubted the American will to potentially sacrifice Chicago for Bonn.!
Yet those questions arose when the U.S. spent much effort trying to
make its promise to NATO as ironclad as possible. And now? Donald

1. See Vesna Danilovic, “The Sources of Threat Credibility in Extended Deterrence,”
Journal of Conflict Resolution 45, no. 3 (2001): 341-69; and Jesse C. Johnson, Brett Ash-
ley Leeds and Ahra Wu, “Capability, Credibility, and Extended General Deterrence,”
International Interactions 41, no. 2 (2015): 309-36.
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Trump has only made the weakest of statements regarding Article 5.2
This paper addresses some of the challenges of deterring adversaries
and reassuring allies in the Age of Trump.

This involves going back to basics — taking seriously the key el-
ements involved in deterring an adversary, what is required to reas-
sure a friend, addressing key dynamics that are inherent in any alliance
and then examining what role NATO has in both. I then address how
Trump affects all of this. The core theme is that everything is much
harder now than it used to be or should be, as Trump is causing much
unnecessary damage to the institutions that have fostered peace and
stability in Europe for seventy years.

The Essentials of Deterrence

The concept of deterrence is simple, but people tend to overlook key
aspects. The basic idea is to avoid war by making it so costly for the
potential aggressor that they refrain from starting a conflict. For many
analyses, the equation is this: if the costs of war are greater than the
benefits of war, then the adversary is deterred. It gets complicated
when one includes the impact of distant allies on this calculation —
that to be deterred, adversary X has to believe that some other actor
will participate and impose costs. Thus, much of the concern about de-
terring Russia in the East now or the Soviet Union in the past was about
American commitment — that the U.S. was not only deterring an attack
upon itself, but via NATO’s Article 5 in Europe and other agreements
for a few select countries (Japan, South Korea, Australia and New Zea-
land), the U.S. was also seeking to deter attack upon allies. This was
seen as difficult to believe — that once the Soviet Union developed nu-
clear weapons that could hit American territory, that the U.S. would not
be willing to risk American lives in American cities for West Germans,
Turks, Danes, etc. This extended deterrence required far greater work by
the United States to convince the Soviet Union as well as American al-
lies (see below) than deterring an attack upon itself.?

Alas, there are three wrinkles that are often forgotten in these discus-
sions (and were largely not mentioned by speakers at the 2018 Kingston
Conference on International Security). First, to deter someone is not just

2. Jeremy Herb, “Trump Commits to NATO’s Article 5,” CNN Politics, 9 June 2017,
https://www.cnn.com/2017/06/09/politics/trump-commits-to-natos-article-5/index.html.

3. Paul K. Huth, Extended Deterrence and the Prevention of War (New Haven: Yale Uni-
versity Press, 1989).
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to convince them that the potential action is very costly, but also that it
is also costlier than the status quo or the near future. For the equation
is actually: the benefits of war minus the costs of war are either greater than
or less than the benefits of the status quo minus the costs of the status quo.
Japan, famously, was not deterred by the costs of war with the United
States in 1941 because its leaders saw an immediate future that was
worse than fighting a war. Obviously, there was more to it than that,
but a key reason why deterrence failed in 1941 was that Japan faced, in
their view, a worsening future. This example reminds us that when we
speak of deterrence, we must keep in mind not just the costs of war but
the on-going situation facing the adversary and how they see the likely
future. Indeed, deterrence requires something far softer than the usual
calculations of resolve and ability to impose costs; it requires empathy —
the ability to see the situation through the eyes of the adversary. To be
sure, for existential deterrence, this is much less necessary: the potential
costs of a nuclear exchange are so great that they dwarf everything else.
But for extended deterrence, however, understanding what the other
side is perceiving gains importance, as the deterrence calculation is in
their heads.

Second, and more often forgotten, deterrence requires restraint. If the
adversary complies, then the deterrer is supposed to refrain from doing
that they have threatened. The deterrent threat “if you do x, we will
hurt you” implies the promise “if you don’t do x, we will not hurt you.”
If one is going to get punished regardless of whether one is “behaving”
or not, then one might as well misbehave. Iran is facing this situation
today: the United States seems determined to punish Iran whether or
not Iran is adhering the Joint Comprehensive Plan of Action (a.k.a. the
Iran Deal). Likewise, Russia doubtless sees the enlargement of NATO
and the “meddling” in Ukraine as an example of NATO breaking an
implicit promise to be restrained. More importantly, the challenge to-
day is that restraint is not a word associated with Donald J. Trump. As 1
will address later, Trump may not be able to commit to anything, even
agreeing not to do something.

Third, as mentioned above, everything becomes more complex
when both sides have the ability to do great harm to each other. One
possible result is the stability/instability paradox: that mutual assured
destruction may deter each side from attacking the other in large-scale
assaults, but it might permit or even encourage aggressive behaviour
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at much lower levels.* The idea is that both sides are deterred at the
strategic level, but this opens up for more instability at lower levels.
That a small violation is not going to lead to a nuclear response because
of mutual assured destruction. The stability / instability paradox can be
exploited by the side that has a greater ability to accept risk—which
may be the authoritarian states. It is hard for democracies to play this
game, as they have to worry about how their own people will react to
crises and even small scale conflicts. Again, this is where Trump comes
in—is he is a gambler or a bluffer? More on that below.

Finally, we need to return to the classic distinction between deter-
rence and compellence.® Deterrence is a threat used to prevent an attack
from happening—to make the adversary continue with the status quo.
Compellence is the threat to use force, or the actual use of force, to get
the adversary to change its behaviour. The threat to use force against
Serbia and then the bombing of Serbia was an effort to compel Serbia to
agree to NATO’s demands about Kosovo. Deterrence has always been
seen as easier, although harder to measure its effectiveness, than com-
pellence. Forcing someone to back down and change their behaviour
generates more costs and has more reputational consequences than en-
couraging someone to stick with the status quo.

What Is Reassurance?

NATO's efforts in the east have always had two audiences: the Soviets/
Russians and the insecure allies. The U.S. and NATO have expended
much effort to convince the most vulnerable allies (those closest to the
Soviet Union and now Russia) that they will fulfill their alliance com-
mitments. Why? For two reasons: basic alliance dynamics and the im-
plications of deterrence. First, in any alliance, allies have to have two
worries: being abandoned, or being dragged into a war one does not
want to fight.® In the history of war, allies do not always show up and

4. Robert Rauchhaus, “Evaluating the Nuclear Peace Hypothesis: A Quantitative Ap-
proach,” Journal of Conflict Resolution 53, no. 2 (2009): 258-77.
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Haven: Yale University Press, 2009).

6. Thomas J. Christensen and Jack Snyder, “Chain Gangs and Passed Bucks: Predicting
Alliance Patterns in Multipolarity,” International Organization 44, no. 2 (1990): 137-68;
Glenn H. Snyder, Alliance Politics (Ithaca: Cornell University Press, 2009); Patricia A.
Weitsman, Dangerous Alliances: Proponents of Peace, Weapons of War (Stanford: Stanford
University Press, 2004); and Patricia A. Weitsman, Waging War: Alliances, Coalitions,
and Institutions of Interstate Violence (Stanford: Stanford University Press, 2013).
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keep their commitments. Doing so can be quite costly. As a result, coun-
tries must worry whether their allies will keep their commitments, and
these worries can lead to hedging (seeking other allies), or even neu-
trality. Second, as mentioned above, extended deterrence is less cred-
ible than existential deterrence — will the Americans defend its allies
knowing that doing so may lead to a strategic nuclear exchange and the
destruction of its homeland? Because of these very legitimate, rational
concerns, the United States and the rest of NATO has had to reassure
the allies. Indeed, one could argue that it is easier to deter the threat
from the east than it is to reassure the allies.

While these reassurance efforts involve many tactics, two are the
most important: NATO and tripwires. First, NATO is more than the
sum of its parts — a NATO commitment is far more important than a
bilateral treaty. If an actor does not fulfill its bilateral treaty obligations,
it may or may not have consequences beyond those two countries. If a
country, especially the United States, refused to act to defend a NATO
ally, that would have consequences for the entire alliance. Indeed, one
of the classic ways to make a threat more credible is to increase the
stakes.” Thus, for example, NATO being at stake is far more important
to those in the west than Latvian independence. The American com-
mitment to defend the Baltics is far more credible as part of a NATO
commitment precisely because a failure to follow through would ulti-
mately put the entire alliance at risk.® In both Bosnia and Kosovo, we
saw that countries stayed committed more because of the alliance and
the sense that it was at stake than because of the interests members had
in the conflicts.”

Second, NATO's traditional tactic has been to deploy troops in those
countries nearest the adversary as a tripwire. The idea is that the first
Soviet/Russian attacks would kill not just West Germans then, or citi-
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zens of Baltic countries now, but also the soldiers of NATO countries,
thereby creating a relatively automatic reaction by those countries.
These deployments serve as a tripwire: hitting those troops starts the
process of retaliation. Leaders would have to respond in this circum-
stance since the blood of their own citizens will have been spilled.

While one can have a tripwire without NATO (see South Korea),
and while one can have an alliance without forward deployments/ trip-
wires (see NATO in between the Cold War and 2014), the combination
is much stronger. Any Russian attack on the Baltics would kill soldiers
from multiple NATO members, making it far more likely that Article 5
(an attack upon one is an attack upon all) would be invoked, and the
Russians know that so they are deterred. Are the Baltics reassured? They
are far more reassured now in 2018 than they were before NATO first
committed to continuous presence (exercising frequently) and then the
Enhanced Forward Presence, which is “persistent” but not permanent.
They would surely prefer permanent bases, and we have seen Poland
advocate for a permanent American base in their country. This indicates
that the persistent presence is better, but not completely reassuring.

The allies will never be completely reassured. They will always
doubt whether the United States and the other allies will risk much for
their independence. The lessons of history suggest that those on the
edge of Europe will be betrayed. So, reassurance is not just a one-time
phenomenon — the decision to deploy the Enhanced Forward Presence
did not end the need or the efforts to reassure those living on NATO's
eastern front.

The Trump Challenge

Deterrence is complicated; reassurance requires constant effort. And
now the United States, the key actor in NATO, is led by a man who not
only has broken nearly all of the commitments he has made, but also
lies all the time."” Given that it is the credibility of the U.S. that is at the
heart of NATO's ability to deter Russia, Trump’s inability to keep his
word is most problematic. Trump has been divorced twice and clearly
has cheated on his third wife. He has gone bankrupt multiple times,
and literally thousands of contractors have sued the Trump Organiza-
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Trump’s Pre-midterm Dishonesty,” Toronto Star, 15 November 2018, https://www.
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tion for failing to honor their contracts. I refer to Trump as an “uncer-
tainty engine” because he changes his mind frequently, denies things
he said moments earlier, and does not keep his commitments." All this
is made worse by Trump’s hostility towards NATO.

Even before he was elected, Trump accused members of NATO of
not paying enough for their defence, not an uncommon American com-
plaint. However, Trump routinely claims that NATO allies owe the U.S.
for the shortfalls of the past. That is, Trump appears to think that NATO
allies pay the U.S. for the cost of NATO, and that when other allies fail to
spend 2 percent of their gross domestic product on defence, that means
they “owe” the United States “back payments.” His repeated mention
of back payments shows that Trump simply does not understand how
NATO operates — or does not want to understand. Whether Trump’s
ignorance is deliberate or not, his hostility to NATO is one of the few
consistent stances among he has taken over the past several years.

Trump’s personality and attitude towards NATO matter not just be-
cause he has all kinds of strange ties with Russia, but because there is
nothing automatic about NATO and how it reacts to events. For NATO
to act in a crisis, the representatives from each member have to meet
and come to a consensus that an attack has happened. Consensus can
be blocked if one or more countries choose to do so. So, this is the first
chance Trump would have to prevent NATO from acting — by blocking
Article 5 from being invoked. The American permanent representative
at NATO headquarters takes her orders from the president of the Unit-
ed States; there is no role for Congress in this. Even if Trump did not
block consensus, there is no requirement that the United States must
act in any particular way as Article 5 includes language that allows any
member to choose how to respond: “as each deems necessary.” So, even
if the rest of the alliance acts, the U.S. may not if the president does not
give the orders to act. Given the role the U.S. military plays in support-
ing the rest of the alliance, providing key low density /high demand
assets like satellites, its absence in a fight would be devastating. That
it might be absent in a fight may lead to other members hedging their
bets, perhaps by creating a European army or perhaps by bending to
Russian demands.

Consequently, despite whatever assurances the Secretary of State or
the Secretary of Defense might provide to American allies, what matters
most is who is sitting in the Oval Office. Trump has an impact on both
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halves of the deterrence/reassurance dynamic. Shortly after Trump
became president, he flip-flopped on how to handle Taiwan, quickly
leading the Chinese to start using the phrase “paper tiger” to describe
Trump.'> Whether the Chinese are right or wrong to consider Trump
someone who bluffs rather than actually commits, the fact that they
think this way at all is problematic. It may encourage China, as well as
Russia, to act more aggressively, expecting Trump to back down. Either
way this plays out is bad: aggression is encouraged, or wars happen
when adversaries are surprised when Trump does keep an American
commitment. While there is much debate about perceptions of resolve
and reputation in contemporary international relations scholarship,’
having such an irresolute President may reduce the power of deterrent
threats made by the United States.

Similarly, it is hard to reassure the allies when the president of the
United States not only makes no effort to do so, but continues to utter
statements that suggest that the U.S. will not show up. While the pres-
ence of NATO forces in the Baltics is reassuring, it is not surprising
that Poland seeks a permanent American base. Poland is simply trying
to make the American commitment more binding than depending on
the word of Donald Trump. The Baltic countries, having framework
nations from other countries, cannot try this tactic. Instead, they must
worry. In conversations both in Europe and in Canada, I have heard
much concern from representatives of these countries as they worry
about Trump and whether the Americans will keep their commitments.
If we were to chart the level of reassurance felt by the eastern allies,
there may be a lower point than right now, but it is hard to imagine.

The Trump effect is to raise doubts about everything. He is no or-
dinary president, as he does not value the commitments made by his
predecessors; nor does he seem to care about the signals he sends. His
messaging about the allies reflects contempt — that they have some-
how exploited the United States, despite the basic reality that peace and
prosperity in Europe is very much in American national interests. All of
this applies before we get into the strange relationship Trump has with
Vladimir Putin. What should the allies do?
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By Way of Conclusion

Will deterrence fail because Donald Trump is president of the United
States? In Europe, probably not (though Korea, however, is another sto-
ry). The Enhanced Forward Presence effort does have a deterrent effect:
any major step by Russia against the Baltics risks a process of escalation
that might lead ultimately to a nuclear exchange.' Yet Trump’s hostility
to NATO, his demands that countries pay for “dues” that they did not
pay in earlier years, and his admiration of autocrats undermines the
reassurance efforts. This has always been the case for the deterrence/
reassurance dynamic. It only takes a modest risk of nuclear war to de-
ter, but it takes much more than that to reassure.

For the Europeans, the questions they face right now are: will Trump
be around beyond 2020? and is Trump exceptional? No one can an-
swer the first question as we do not know who will run against Trump,
we do not know if there will be a recession before the 2020 election,
and we do know what else will help that may split the opposition. The
latter question is a bit clearer now. Yes, Trump may be the second uni-
lateralist president — following George W. Bush — but surveys show
that Trump’s railing against NATO may actually have helped to make
NATO more popular in the United States.!

As a famous fictional scientist once said, the future hasn’t been writ-
ten yet.'® What is clear is that Trump creates a great deal of uncertainty.
NATO was created to provide certainty — about the American com-
mitment to Europe. We cannot say for sure that the individual will
not break the institution. Trump is no random individual since he is
the president of the United States, empowered to pursue policies and
make decisions that may challenge NATO's ability to provide the de-
terrence and reassurance that is at the heart of its mission. Let us hope
that NATO is not tested.
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Can Deterrence Work Where It Matters
Most?

Hugh White

The central challenge of strategic policy for the West today is that deter-
rence is failing where it matters most. We have not deterred our most
important and formidable rivals from actions that we see as very inju-
rious to our interests, and we are uncertain that they will be deterred
from further such actions in future. This has come as an unpleasant
surprise, because ever since the end of the Cold War, almost thirty years
ago, we have tended to assume that we were doing all that was neces-
sary to deter any major-power challenge to the post-Cold War order.
Now we are being proved wrong, so we need to go back to basics and
re-examine the foundations of our deterrence policies to see why they
are not working.

The West today faces major deterrence failures in relation to both
Russia and China. Both powers have taken steps — Russia in Crimea
and Ukraine, for example, and China in the South and East China Seas
— which we in the West see as inimical to our interests and which our
postures have failed to deter. Both countries appear to threaten further
actions — Russia in the Baltic states, China over Taiwan, for example
— which would be even more serious for our interests and which we
very much hope to deter. Most importantly, however, in both cases the
actions they have taken and the further actions they appear to threat-
en are not just seen as injurious in themselves to our interests. They
pose deliberate and fundamental challenges to the post-Cold War or-
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der in two key regions. In East Asia, China is seeking to take America’s
place as the primary power and establish a new regional order under
its leadership. In Eastern Europe, Russia is trying to push the ambit
of post-Cold War European order back from its borders and re-estab-
lish something of its traditional sphere of influence in former Soviet
territories and beyond to its “near abroad.” These regional challenges
together constitute by far the most serious assault on the Western vision
of global order since the end of the Cold War. The stakes are very high
indeed. So what do we need to do?

It is important to understand why these challenges have been harder
to deter than we expected. One reason is that we underestimated the
motivation and resolve of our rivals. For a long time we bought into the
idea that major powers like China and Russia had no compelling rea-
son to challenge the US-led global order or the regional sub-orders that
supported it. We bought the “end of history” idea that these great pow-
ers were inexorably and contentedly converging on a Western model
of liberal democracy, market economics and globalisation, which gave
them no reason to oppose the U.S.-led order founded on these princi-
ples. We underestimated the appeals of nationalism, the power of dif-
ferent models of political organisation, and the primal impulse of great
powers to seek preponderance over their peripheries. It has turned out
that these motives have meant that China and Russia have been willing
to accept significant costs and risks to reassert their roles as indepen-
dent great powers in their own regions. Of course neither of them want
a war with the West, and indeed each will go to great lengths to avoid
one. But they are increasingly confident that they will not have to fight
a war to achieve their aims, because the West will back off.

This brings us to the other reason we have found it harder to deter
these powers: we have overestimated the credibility of our responses.
Since 1989 we have convinced ourselves that the West, and especially
the United States, was effectively unchallengeable militarily. The fact
that the U.S. has been the world’s strongest military power has been
taken to mean that it could achieve any strategic outcome it wished
against any adversary anywhere at acceptable levels of cost and risk.
This belief was nurtured by the swift cheap victory over Iraq in Op-
eration Desert Storm in 1991, and it has persisted despite subsequent
failures in Iraq and Afghanistan.

AXkey result of this state of mind has been the belief that U.S. conven-
tional forces alone would generally, and in future increasingly, be suffi-
cient to deter any rival from challenging Washington. The assumption
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has been that even a major power like China or Russia would expect
almost certain defeat on a conventional battlefield against the over-
whelming superiority of U.S. forces, and they would assume Washing-
ton to be very confident of that outcome as well. Western strategists’
belief that adversaries would expect Washington to be confident of a
swift cheap victory made them sure that U.S. conventional deterrence
was highly credible.

Moreover U.S. conventional superiority was believed to be so great
that American nuclear forces would have a smaller and smaller role to
play in deterrence, as the 2010 U.S. Nuclear Posture Review confident-
ly predicted.! A smaller role for nuclear weapons meant a lower risk
of nuclear escalation, which seemed to strengthen conventional deter-
rence by making US conventional threats more credible. At the same
time Western strategists have remained confident that conventional
deterrence was reinforced by America’s nuclear posture. Its declared
willingness to use nuclear weapons first if conventional operations fal-
tered made it seem even less likely that Moscow or Beijing would risk
a conventional clash.

These expectations about the credibility of Western deterrence have
turned out to be over-confident. Neither Russia nor China has been
deterred from actions which directly challenge the West’s vision of a
U.S.-led order in their regions. We need to be clear about the scale of
this failure. It can be easy to underestimate it by claiming that Mos-
cow and Beijing have so far been careful to avoid a direct confrontation
with U.S. forces by staying within the “gray zone,” and hence below
the threshold of a U.S. military response. But that is still a deterrence
failure. It means these adversaries correctly judged that the US and its
allies would not be willing to intervene militarily to resist steps — such
as the seizure of Crimea or the erection of bases in the South China Sea
— which were clearly direct challenges to the existing U.S.-led order,
and a blow to the credibility of U.S. and Western deterrent postures.
And that must increase the risk that they will be emboldened to push
further in future, in the Baltic states or Taiwan, because of the boost to
their confidence that America and its allies will not resist with force.

It is tempting to assume that neither Moscow nor Beijing would
make that mistake, because, after all, they “must know” that the U.S.

1. United States, Department of Defense, Nuclear Posture Review Report (Washington,
DC, April 2010), https://dod.defense.gov/Portals/1/features/defenseReviews/NPR/2010_Nu-
clear Posture Review_Report.pdf.
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and its allies would “have no choice” but to respond with force to
something as blatant as an attack on the Baltic states or Taiwan. But
that is a very dangerous assumption indeed. Wars throughout history
have often started because one or both sides underestimated their ri-
val’s resolve. Think of what happened in Europe in July 1914, or in the
South Atlantic in April 1982, or Kuwait in July 1990. If our adversaries
are to be deterred effectively, they must be led to believe there is a good
chance that we will respond effectively, with armed force, to resist their
assaults on the status quo we aim to preserve. They do not of course
have to be certain of that — Denis Healy once famously said the Soviets
would be deterred from attacking Western Europe only had to think
there was a five percent chance of a U.S. nuclear response. But Healy’s
formulation can easily lead us astray. In particular it should not lead
us to complacently assume that Russia and China will be sufficiently
convinced of our resolve just because a narrow circle of Western poli-
cymakers and analysts have convinced themselves of it. And that turns
out to be harder than we have so far imagined.

Let us start by looking at the conventional level. We have to revise
our view of Moscow’s and Beijing’s perceptions of the conventional
military balance in Eastern Europe and the western Pacific respectively.
In both cases that means weighing Russian and Chinese advantages of
quantity of forces and geography over U.S. and Western advantages of
quality of forces. When we do that, the Western deterrent posture looks
much less credible than we have assumed.

The Baltic States

In the Baltic theatre Russia would plainly enjoy a huge advantage in
conventional forces in the opening stages of a conflict. Successful deter-
rence depends on NATO convincing Moscow that it could and would
eventually overcome that advantage and come to the rescue of a NATO
member. So far NATO's efforts have focused on the would side of the
equation, with formal declarations — especially by President Barack
Obama in Tallinn in 2014> — and by the deployment of the Enhanced
Forward Presence (EFP) units as a “tripwire” to ensure that any Rus-
sian attack on a Baltic state would swiftly involve conflict with NATO

2. White House, Office of the Press Secretary, “Remarks by President Obama and
Leaders of Baltic States in Bilateral Meeting,” Tallinn, Estonia, 3 September
2014, https://obamawhitehouse.archives.gov/the-press-office/2014/09/03/remarks-presi-
dent-obama-and-leaders-baltic-states-multilateral-meeting.
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as a whole. But these gestures will not be enough to convince Moscow
that NATO would in fact respond militarily to an assault on one of the
Baltic states. To do that NATO must also show that Moscow that it could
do so, and at acceptable levels of cost and risk. Otherwise it becomes
easy for Moscow to conclude the despite the bold talk and the trip-
wires, NATO would find that it had no choice but to let the Baltic states
fall into Russia’s hands.

Clearly that would inflict immense damage to NATO's credibility,
and to U.S. standing in Europe and globally, but that does not guarantee
an effective NATO response, if the costs and risks of that response are
even higher than the costs and risks of abandoning an alliance member
to an aggressor. Formal declarations like Obama’s, and even the placing
of tripwire forces like NATO's EFP, increase the reputational and politi-
cal costs to America and NATO if they fail to respond decisively to Rus-
sian aggression against a Baltic state, as Moscow would understand.
But Moscow would also expect that those costs of inaction would have
to be weighed against the costs and risks of an effective response. It
may well be that failure to respond would be a terrible blow to NATO’s
and Washington's credibility, but they might decide to accept that if the
alternative was to start a war with Russia that they had no clear pros-
pect of winning and which carried a serious risk of nuclear escalation.

So to assure deterrence by convincing Moscow that NATO would
respond decisively to an attack on a Baltic state, NATO must show
Moscow that it has a credible concept of operations to do so. There is
little evidence that NATO has given much attention to this, and that is
understandable when one starts to consider what such an operation
would entail. There is no place for wishful thinking here: we are talking
about a major continental war on a scale not seen since the Korean War
at least. Dislodging and expelling Russian forces numbering many
divisions from a Baltic state — say Latvia — would require NATO to
build up at least a comparable sized force in Poland and Lithuania —
assuming those countries were willing. This build-up would require
the deployment of substantial forces, and the logistics required to sup-
port sustained high-tempo manoeuvre operations, from around Eu-
rope from the United States. This would take many months, and much
of it would have to be improvised as nothing on this scale has been
contemplated for decades: the last Exercise Reforger took place in 1993,
twenty-five years ago.

It could not be assumed that Russia would patiently wait for NA-
TO’s build-up to be completed, so the concept of operations (CONOPS)
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would need to encompass a credible plan to defend the NATO force
concentration — including the transport of U.S. and Canadian forces
across the Atlantic. And once combat operations began, it would be
impossible to limit them to the Baltic states alone. Strikes on airbas-
es, force concentrations, and support systems in Russia itself would be
unavoidable, so the risk of escalation into a wider East European war
would be very real. And beyond that, of course, looms the potential for
escalation to nuclear war, which would have to be taken very seriously
indeed.

So the closer one looks at what would be involved in an effective
NATO military response to Russian aggression against a Baltic state,
the more costly and risky it appears. The higher those costs and risks
seem to be, the more likely it becomes that NATO leaders, including a
U.S. president (any U.S. president) would decide that they would rather
accept the humiliation of backing down, including the abandonment of
the tripwire forces, than launch a major war with an uncertain prospect
of victory and a very real chance of catastrophe. This is a timely re-
minder that deterrence is a game that both sides can play. While NATO
focuses on how to deter Russia from attacking the Baltic States, Russia
focuses on how to deter NATO from intervening. For NATO’s deterrent
to work, it must convince the Russians that their deterrent might not.

So to make deterrence work in Eastern Europe today, NATO lead-
ers, and especially the U.S. president, must convince Moscow that they
would be prepared to launch a major war despite the costs and risks.
This points to a critical weakness in the NATO deterrent posture in
relation to the Baltic states today. It is far from clear why defending
the Baltics is sufficiently important to NATO’s principal members, and
especially to the United States, as to justify a major war with Russia.
The reason most commonly given, and most widely accepted, is that
it is necessary to preserve NATO's credibility, but that is far too weak
a reason to justify such a costly and risky step. In fact this argument
embodies a classic, and all too common, muddle about whether allianc-
es are ends or means in strategic policy. Arguing that America and its
partners must go to war with Russia to defend the credibility of NATO
suggests that preserving the alliance itself is a first order strategic objec-
tive in its own right. But in reality an alliances is only ever a policy tool,
valued not in itself but only in so far as it helps achieve a wider policy
objective. The challenge is to say what that wider objective might be in
the case of the Baltics and NATO.

This naturally raises the question as to why the Baltic states were ad-
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mitted to NATO in the first place. In those optimistic times few people
imagined that the alliance would ever have to contemplate fulfilling
the commitments embodied in Article 5. As a result, few asked what
should have been the central question: how much does the security and
independence of the Baltic states really matter to NATO as a whole?
The hard reality is that the more the answer is framed in terms of broad
principles of upholding democracy and the right to self-determination,
the less convincing it will be, particularly when weighed against the
costs and risks involved. A compelling answer would need to explain
why the defence of the Baltic states is essential to the direct physical
security of key NATO members themselves — especially the United
States. We will come back to this thought.

Taiwan

Does deterrence look any healthier in East Asia? There the critical test is
Taiwan, where the risk seems to be growing that China under President
Xi Jinping will lose patience with the status quo and try to use military
pressure to force Taiwan to accept absorption into the People’s Republic
of China (PRC). Although the United States has no formal treaty obliga-
tion to defend Taiwan, it is widely believed that the Taiwan Relations
Act of 1979 embodies a de facto commitment to defend Taiwan if it is
attacked by China. The key question is whether this will be effective in
deterring China from using force against Taiwan.

For a long time after 1979 it appeared credible that it would. A key
reason for that was the clear superiority of U.S. maritime forces in the
western Pacific over China’s relatively weak navy and air force. This
made it very likely that America could intervene decisively to bolster
Taiwan’s defences and inflict heavy losses on Chinese forces without
much risk to U.S. units and without a major campaign of strikes on Chi-
nese territory. Plainly the lower the cost and risk to the United States
of supporting Taiwan, the more credible US threats to do so were to
Beijing, and the stronger the American deterrent posture.

But the maritime military balance in the western Pacific has moved
decisively against the United States and in China’s favour in recent
decades. China’s investments in anti-access/area denial (A2/AD) ca-
pabilities have sharply increased its capacity to target U.S. power pro-
jection forces around Taiwan, raising the costs and risks to Washington
of intervening in a China-Taiwan conflict very significantly. The Pen-
tagon’s attempts to restore U.S. maritime preponderance, for example
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through the development of the Air-Sea Battle concept, seem to have
gone nowhere. Whereas twenty years ago America could confidently
expect a swift and cheap victory, today the most likely outcome would
be a costly and messy stalemate in which both sides would suffer sub-
stantial losses without securing anything that looked like victory. In
that situation the most likely sequel would be escalation to a wider re-
gional war involving sustained Chinese attacks on U.S. regional bases
and U.S. attacks on Chinese territory. Here too there would be clear
risk of escalation to nuclear war. And in this situation, as with Russia
in the Baltics, the balance of perceptions of resolve on both sides would
become critical. In an escalating crisis, a clear advantage lies with the
side that is seen to have the most at stake, and in the case of Taiwan that
advantage appears to lie with China. That makes reliable deterrence
much harder to achieve. There is a real chance therefore that deterrence
will fail over Taiwan because Beijing’s decision-makers will conclude
that Washington will not be willing to launch a costly and risky war in
which victory seems unlikely and catastrophe is a clear possibility, and
in which any hope that escalation would be avoided by Beijing backing
down is undermined by the evident fact that the stakes appear much
higher for Beijing than for Washington.

Here again, then, as we saw above in relation to Russia and the Bal-
tics, successful deterrence of China over Taiwan depends on there be-
ing a compelling argument as to why America should — and would
— accept the high costs and risks of an effective military response to a
Chinese attack. To many in U.S. policy circles that seems self-evident.
They argue that America’s position as the leading strategic power in
Asia depends on its network of alliances, and those alliances depend on
the credibility of U.S. security undertakings. Failing to support Taiwan
would do fatal damage to that credibility, and hence to the entire U.S.
position in Asia. This argument is valid enough as far as it goes, but it
leaves open the critical broader question about why America needs to
resist China’s ambitions, why must it sustain its leadership position in
Asia and the alliances that support it? Of course there are many familiar
reasons why it would be desirable for America to preserve that posi-
tion, but they do not explain why it is so vital to America’s future that
it should be willing to shoulder the burdens of a major conflict with
China to do so.
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Thomas Schelling and the Art of Commitment

Thomas Schelling explored this kind of problem and its relationship
to successful deterrence in the 1960s. Chapter Two of his book, Arms
and Influence, entitled “The Art of Commitment,” offers a sustained dis-
cussion in which he was seeking to explain how America could suc-
cessfully deter a Soviet attack on Western Europe.® By that stage of the
Cold War it was clear that any European war would swiftly escalate
to the nuclear level, and that America would become a target for large
numbers of Soviet nuclear weapons. Successful deterrence therefore
depended on the Soviets being convinced that the United States would
be willing to endure a large scale nuclear attack rather than allow the
Soviets to overrun Western Europe. Schelling argued that the Soviet
Union would only be convinced of that if they believed that America
saw the security of Western Europe as being indistinguishable from the
security of the United States itself, so that a threat to Western Europe
would be tantamount to a threat to California.

That argument still rings true today, and has new relevance as it be-
comes clearer that the costs and risks of an effective military response
to Chinses aggression in East Asia or Russian aggression in Eastern
Europe would be very high, and would include a significant risk of
nuclear war. U.S. strategic policymakers must again ask how we can
convince America’s key adversaries that their country is willing to ac-
cept these immense costs and risks to preserve the status quo in places
like the Baltics and Taiwan. Following Schelling, I think the only cred-
ible basis for doing that today, as during the Cold War, is to argue that
defending the Baltic states and Taiwan is essential to America’s own
security in the western hemisphere. It is not enough to argue that such
sacrifices are justified to defend abstractions like the rules-based order,
the credibility of U.S. alliances or the principles of democracy, because
the probability is too high that leaders in Moscow or Beijing would in
a crisis not believe that an American president would be willing to risk
Los Angeles or New York for such things.

So how did it work in the Cold War? Successive U.S. administrations
convinced Moscow that America would fight a nuclear war to defend
Western Europe and northeast Asia by making it clear that Americans
believed that their security in the western hemisphere depended on

3. Thomas C. Schelling, Arms and Influence (New Haven: Yale University Press, 1966),
35ff.
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preventing the Soviet occupation of these regions. This belief was un-
derpinned by a clear strategic argument with deep roots in American
history. It was that any country which gained control of the entire Eur-
asian landmass would thereby become so strong that they could project
enough power across the Atlantic and Pacific oceans to threaten and
subdue the United States. During the Cold War — at least in its early
stages — this was not a remote possibility. The Soviet Union already
dominated its own vast territory and the whole of Eastern Europe. Chi-
na was in its orbit, and Western Europe and Japan both lay weakened
and vulnerable to subversion or invasion. Preventing their subjuga-
tion to the Soviets at was therefore seen to be literally vital to keeping
America itself secure, and hence worth facing even the most harrowing
dangers.

Can the same kind of argument be made today to support the cred-
ibility of America’s strategic commitments in Europe and East Asia?
It is not clear that it can. Look at Europe first. During the Cold War,
Western Europe was incapable of defending itself against the Soviet
Union and its satellites, so that America’s interest in preventing Soviet
domination of Western Europe required it to take responsibility for its
defence. But today things are very different. A much-diminished Russia
has no chance of dominating Eurasia, and poses no credible threat to
a Western Europe which for all its foibles and problems is potentially
very formidable as a strategic power, being far stronger economically
than Russia, and with the clear potential to match Russia militarily if
it chose.

America therefore has nothing like the imperative to defend Europe
that it had in the Cold War, and in hard strategic terms NATO matters
much less to America than it did. Once it was possible to argue that
America’s security depended on the defence of West Berlin, but today
it is hardly credible to make the same claim about Tallinn. That makes
it hardly credible that America would decide to fight a major war with
Russia over the Baltic states. And that is the ultimate weakness in
America’s, and the West’s, deterrent posture in the Baltics.

What about China? In many ways China poses a more serious poten-
tial threat to America’s security than Russia. In the long run China is a
far more formidable adversary than Russia, if only because its econo-
my, and hence its deep reservoir of national power, is so much greater
than Russia’s — and on some measures already bigger than America’s.
In fact one can argue that China is the most formidable rival America
has ever faced since it became a world power in the late nineteenth
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century. But might it come to threaten America directly, if its growing
influence is not contained? Some say it easily could. It is natural to as-
sume that if, as seems probable, China’s economy grows over coming
decades to be become the world’s largest by a wide margin, then it will
have both the power and the ambition to “rule the world,” and cer-
tainly to dominate Eurasia. Some see Beijing’s plans to enmesh Eurasia
with infrastructure under its Belt and Road Initiative as evidence that
this is already starting to happen.

But such grandiose ideas are likely to remain well beyond Beijing’s
reach. As the world’s biggest economy it will have a lot of power, but it
will nonetheless be surrounded by many other powerful states and en-
tities. Russia will be a significant constraint to China’s Eurasian aspira-
tions, and so will India, while further afield Europe’s strategic potential
will also be a curb. It seems likely that while China’s economic interests
and influence will spread far and wide, its strategic sphere of influence
will not extend beyond east Asia and the western Pacific. That will still
make it a major global player, but not a threat to the United States.

These are of course big and complex issues and they deserve to be
more carefully analysed and debated. But we have seen enough to sug-
gest that the problems of deterrence in both Europe and Asia go much
deeper than a lot of contemporary discussions suggest. It is not simply
a matter of exploring different force dispositions, capability options
or diplomatic postures. To strengthen deterrence of both Russia and
China, the West and especially the United States will have to under-
take a radical overhaul of its strategic posture. First, it must develop a
robust and realistic concept of military operations which would deny
our adversaries their objectives, because without that the West’s deter-
rent threats are not credible. Second it must acknowledge the costs and
risks involved in implementing those operations, including the risk of
escalation and all that that entails when our adversaries are nuclear
armed and have intercontinental range forces. And third, it must de-
velop a compelling explanation — compelling to their own citizens,
and to Moscow and Beijing — of why those cost and risks must be
borne in order to deny our adversaries their objectives. And it may be,
of course, that when it is fully understood what would be involved in a
major war with Moscow or Beijing, and it is fully understood what that
would cost, then American decision-makers will find that they can give
no compelling explanation of why America should bear those costs. In
which case we’d all be well advised to stop bluffing.






Conclusion: Deterrence and the Future

William G. Braun lll and A. Thomas Hughes

As the various contributions to this volume clearly demonstrate, deter-
rence as a strategic imperative is as significant as ever for global politics.
However, our understanding of the foundations of the concept, what it
can be used for, and where its shortfalls may be, must be re-examined.
Cold War lessons about deterrence remain valuable, and the founda-
tions of deterrence are applicable today. However, as understanding
of deterrence diminished in the years following the fall of the Berlin
Wall, these lessons need to be re-learned. Further, nuclear deterrence
lessons need to be adapted to today’s security environment. Unless we
understand the dynamics of twenty-first century international security,
deterrence theory risks being improperly applied. Unlike the Cold War,
deterrence today may not rest primarily on nuclear capability. A full
understanding of deterrence must be dynamic and flexible enough to
account for and counter “gray zone” activities — those coercive activi-
ties of international competition short of “war.”

The array of actors able and willing to engage in aggressive and de-
stabilizing activity short of war has grown, as have the spectrum of
tools available to prosecute coercive leverage. In particular, imposing
costs through the use of cyberspace and manipulation of information
flows has become a viable tactic. These approaches challenge our bina-
ry understanding of “war” and “peace,” and require creative integra-
tion of multiple components of national power to develop effective de-
terrence strategies tailored to distinct new environments. The process
of developing deterrent strategies must be founded on a clear under-
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standing of “deterrence” as a concept, including an acknowledgement
that deterrence is simply a means to an end, not the end in itself. De-
terrence in the twenty-first century requires a re-assertion of common
values and objectives in order to communicate a commitment to over-
come the fear of potential escalation, a key component of any effective
deterrent strategy.

The emergence of gray zone competition and new approaches to im-
posing costs on an adversary does not mean that the foundations and
core tasks of deterrence are fundamentally altered. At its core, deter-
rence remains premised on credibly communicating to an adversary
that they will be unable to achieve their objectives through aggressive
means; and convincing them that, if they attempt to do so, the costs
would outweigh the perceived benefits. Signaling and perception are
therefore critical to influencing leader decision-making, and thus to ef-
fective deterrence. There is an absolute need to ensure that the actions
that the deterring party find unacceptable are clearly communicated,
and that the threatened response will be realized. This communication
is at least as important as the capabilities that back up any deterrent
posture. Western policymakers have not always followed through on
proffered threats, and it is sometimes difficult for Western governments
to gain universal public consensus on perceived interests and accept-
able responses when those interests are threatened. The first step of
developing an effective deterrence strategy is for the deterring party
to understand their own identity and interests, as well as what others
believe their intentions to be. In all contexts, maintaining a consistent
posture is key in both assuring allies and persuading adversaries that
threats are credible.

Psychology is thus central to deterrence, and it is imperative to sig-
nal clearly to adversaries the actions that will trigger a response, and
those that will not. In both cases, the credibility of the deterring party
is crucial. If a threat is not carried through, future threats may not be
believed. Inaction on the part of the deterring party may be interpreted
as weakness or lack of resolve. At present, there is a great deal of ambi-
guity about actions and reactions in the gray zone, and a demonstrated
will to act in the face of this ambiguity is required for deterrence to be
effective. Notably, collective deterrence through co-operative strategies
are crucial in preventing a rise in coercive activities within the gray
zone.

When full information of an adversary’s interests, motives, capabili-
ties, and decision-making process cannot be attained, deterrent actions
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should be based on informed judgement founded on deep and extensive
study. Deterrence theory emerged on the premise of “rational actions,”
but humans are not always “rational” in the homo economicus sense of
the term. A keen awareness of an adversary’s priorities and potential
non-rational motivations are crucial to engaging in effective deterrence.
There is no single foundational deterrence doctrine that is universally
applicable and successful, despite there being a broad continuity of the
principles of capability, resolve, and communication that underlie it.
Tailoring deterrence strategies to specific contexts, regions, and capabil-
ities is therefore critical, and the deterring party must understand not
only what an adversary values, but also factors which are most likely
to influence their decision-making processes. The importance of influ-
encing decision-making has been highlighted by emphasis of Western
nations on deterring large-scale traditional conflict, while adversaries
have increasingly operated in the gray zone. A mind-set that fears the
prospect of escalation to traditional conflict allows rivals to leverage
cyber capability, information manipulation, and other gray zone com-
petition to achieve war-like effects and objectives short of war.

Alliances present unique challenges to generating effective deter-
rence. Fostering steadfast alliances can create a force multiplier effect
on capability and communicated resolve. Consequently, “sunk costs”
and “tying hands” through activities such as public statements, mili-
tary deployments, and joint exercises may be immensely valuable in
producing successful deterrent effects. The Enhanced Forward Pres-
ence strategy, despite protestations to the contrary from many of those
involved in the force, signals deterrence resolve. While the forces are
insufficient to defeat a concerted Russian advance, they do represent an
effective “tripwire” to escalation and expanded risk of conflict.

The existence of the forward presence forces is their most significant
quality, signaling that an attack will bring together the weight of the
Alliance’s power. Assuring allies of mutual support is difficult. Doubts
between states arising from unequal perceptions of risk and benefit, es-
pecially when committing forces to shared security commitments will
likely always be present. Differences between allies can also make oper-
ations and clear signaling challenging, especially in the context of “ca-
veats.” It is not entirely clear how stakeholders involved in Enhanced
Forward Presence would respond to the local chain of command in the
event of a Russian invasion. Furthermore, self-interested state behavior
puts pressure on alliances and can heighten the fears that one or both
parties will renege on their agreements to combine power.
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Although deterrence now stretches far beyond the deployment and
threat of nuclear weapons, this capability remains a facet of many de-
terrence strategies, particularly if there is concern about regional cri-
sis escalation. The most recent U.S. Nuclear Posture Review indicates
that the U.S. is maintaining its “first-use” policy prerogative, thereby
retaining the ability to escalate to a nuclear level without the adversary
using similar weapons. There is, however, some ambiguity about what
actions would constitute sufficient threat or provocation for nuclear
escalation to occur, and this is not unique to the United States. While
conventional force deployment has replaced the overt threat of nucle-
ar escalation in many contexts, where maintaining this presence is too
costly, nuclear weapons have provided a stop-gap solution. Russia, for
example, has attempted to bridge the conventional military capability
gap with the U.S. by maintaining a quantitative advantage in tactical
nuclear weapons. The danger, however, is that if this deterrent fails,
the risk of escalation to a broader nuclear conflict is significant. Nuclear
weapons may also be of limited value in the context of deterrent strat-
egies that take into account a broad array of threats and threat vectors,
including those presented by non-state actors.

The emergence of cyberspace as an adversarial arena and the ma-
nipulation of narratives have been the most notable threat vectors that
have emerged in the gray zone. These vectors impose costs but do not
fit traditional linear concepts of “war.” Indeed, the existence of such
actions indicates that, in this environment, deterrence has failed. These
vectors can be immensely difficult to deter, not least because of the
challenges of attribution, and highlight significant vulnerabilities in the
West. Deterring these forms of aggression requires the creation of clear
“red lines” to indicate what constitutes unacceptable behavior, risking
escalation to kinetic conflict. Currently, it is difficult to predict the shape
of a response to a cyber or false narrative attack, or if a response will
occur at all. When considering an effective response option, the target
of the attack must be creative — it is not necessary, for example, to
respond symmetrically. The deterrent threat might better adopt asym-
metric responses employing other forms of national power. Additional-
ly, the concept of a linear and clear “escalation ladder,” the existence of
which may have always been exaggerated, has now become even more
complex, making controlling such escalation hugely challenging.

Deterrence is unlikely to be effective if it is approached with the per-
ception that one strategy is universally applicable, or that deterrence is
a singular concept. Developing defense and resilience while providing
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assurance to allies may ultimately be the most appropriate pathway
to deterrence in the gray zone. Conducting effective deterrence there-
fore may best employ an approach which leverages all components of
national power, tailored to a specific context and problem. One’s own
capability and vulnerabilities — and that of one’s adversaries — must
be understood across the complete spectrum of military, government,
and society. Deterrence should therefore involve a variety of actors, ap-
proaches, and capabilities, and incorporate the introspection required
to appreciate the instances when we ourselves have been deterred. As a
means to an end, deterrence provides an important tool in the national
security chest of options. The insights provided at KCIS 2018 provide a
solid foundation for the re-generation of a nuclear deterrence dialogue,
and a start point for an expanded view of deterrence in the context of
twenty-first century security challenges.






Envoi

The chapters in this volume capture the central themes of each of the
panels at KCIS 2018, while providing deeper context and a richer ex-
ploration of the data and analysis. If the papers in this volume have
sparked an interest, consider viewing the remainder of the presenta-
tions — they are available on the Kingston Conference on International
Security website at http:/ /www.queensu.ca/kcis/home.
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