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Additional Information and Copies

If vou have questions or would like to obtain additional copies of the draft report. contact
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DoD 0IG (b)(6)

Suggestions for Audits

To suggest ideas for or to request audits or evaluations of Defense intelligence issues,
contact the Office of the Deputy Inspector General for Intelligence at  (703) 604-8800 or
Fax (703) 604-0045. Ideas and request can also be mailed to:

Office of the Deputy Inspector General for Intelligence
Department of Defense Inspector General
400 Army Navy Drive (Room 703)
Arlington, VA 22202-4704

Acronyms (U)

CICS Chairman of the Joint Chiefs of Staff

DIA Defense Intelligence Agency

JAC Joint Advisory Committee

MUNSS Munitions Support Squadron

NATO North Atlantic Treaty Organization

NSPD National Security Presidential Directive

NSTCA Nuclear Security Threat Capabilities Assessment

OATSD(NCB) Office of the Assistant to the Secretary of Defense for Nuclear Chemical
and Biological Defense Programs

OCONUS Outside the Continental United States

USD(AT&L)

OSDIIS (b)(1)1:7(e);
USAF (b)(3)
PINW

Under Secretary of Defense (Acquisition Technology & Logistics)

Under Secretary of Defense for Intelligence
OSD/IS (b)(1) 1.7(e); USAE (b)(3)
Postulated Threat to Nuclear Weapons
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

March 20, 2008

MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE FOR
NUCLEAR CHEMICAL AND BIOLOGICAL DEFENSE

PROGRAMS
OSD/JS (b)(1) 1.7(e), USAF (b)(3)

SUBJECT: Reporl on Review of Threat Assessment Guidance Regarding Nuclear Weapons
Located Outside the Continental United States (Report No. 08-INTEL-03)

(U) We are providing this report for review and comment. We considered comments on
a draft ol this report when preparing the final report.

(U) DoD Directive 7650.3 requires that all recommendations be resolved promptly. The
Assistant o the Secretary of Defense for Nuclear, Chemical, and Biological Delense Programs
agreed that the Nuclear Security Threat Capabilitics Assessment can be improved. The Assistant
to the Secretary proposed alternative actions for all three report recommendations. We do not
believe the proposed allernative actions meet the intent of the recommendations, accordingly we
ask that the Assistant to the Secretary provide additional comments to Recommendations 1., 2.,
and 3., indicating concurrence or nonconcurrence and planned corrective actions by
May 20, 2008. We also request that the Assistant to the Secretary comment on (he material
internal control weakness discussed in the report.

U) We appreciate the courtesies c1dcd to the staff, Questions should be directed to
DSN R or EEEECIENEIE)
(DSN) EEREIREN Sce Appendix R o —_ " U T

A : ; ppendix E for the report distribution. Audit team members are listed on
the inside back cover.

Shelton  R. Young
Deputy Inspector General
for Intelligence

=l2gostricted Data
Unauthorized discTo mistrative and

criminal sanctions > as R Data in Foreign
i Section 144.b, Atomic Energy Nete=hils,

Classified By: Multiple Sources
Declassify On: Exempt (FRD)
Unclassified when separated from classified enclosures
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Department of Defense Office of Inspector General

Report No. 08-INTEL-03 March 20, 2008
(Project No. D2007-DINT02-0018.00)

Review of Threat Assessment Guidance Regarding Nuclear Weapons
Located Outside the Continental United States

Executive Summary (U)




S+ Results.

(b)(1) 1.4(a)(f)(9)




We also recommend the OATSD(NCB) suspend revision of DoD S-5210.41M,
“Nuclear Weapon Security Manual” dated November 22, 2004 until the NSTCA is
revised to emphasize emerging and projected threat characteristics as well as postulatin

a minimum adversary force size using the criteria in the above recommendation
OSD/JS, USAF (b)(1) 1.4(a)(f)(g)

53 Management Comments.

&) Audit Response. SIS (S EHRREIENGIE))

=WOSD/JS, USAE (b)(1) 1.4(a)(f)(g)




(U) We request that the Assistant to the Secretary provide additional comments to the
final report recommendations indicating concurrence or non concurrence and planned
corrective actions by May 20, 2008.

OSD/JS (b)(1) 1.7(e); USAF (b)(3)
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Background (U)




OSD/JS, USAE (b)(1) 1.4(a)(f)(g)

. A OSD/IS, USAF (b)(1) 1.4(a)(f)(a)

(b)(

) 1.4(a)(P)(9)
TP OSD/JS, USAF (b)(1) 1.4(a)(f)(g)

= JOSD/JS, USAF (b)(1) 1.4(a)(f)(9)




W OSD/JS (b)(1) 1.7(e), USAF (b)(3)

(U) Effectively defending against a terrorist or non-state actor threat requires two
mutually supporting types of intelligence information. First, in order to
effectively plan against current and future terrorist attacks, planners should have
the most complete characterization of adversary capabilities available to the
Intelligence Community. This strategic assessment of adversary capabilities
allows security planners to anticipate required future security capabilities and
implement them before an adversary can defeat the security system. Second, an
effective system of tactical warning should exist to attempt to defeat a surprise
attack. Because tactical warning of an attack is not guaranteed, a nuclear weapon
physical security system, leveraging both strategic and local threat assessments
must be capable of defeating a surprise attack.




Objectives (U)







Introduction (U)

(U) Itis Departmental policy that all threat statements provide the size of an
adversary force to facilitate planning, programming, resource allocation, and
management. Departmental and or Joint Publications requiring definition of
adversary force size include:

(U) Joint Publication 2-0. Joint Publication 2-0, “Doctrine for
Intelligence Support to Joint Operations”, describes the purpose of
intelligence in peacetime is to “project future adversary capabilities.”

(U) Joint Publication 2-01.3. Joint Publication 2-01.3, “Joint Tactics
Techniques and Procedures (JTTP) for Joint Intelligence Preparation of
the Battlespace, (JIPB),” dated May 24, 2000, states that enemy course of
action development is based on an assessment of the adversary including
its composition, disposition and strength, and goes on to state that friendly
course of action, development, [defense planning in this case] “take[s] into
consideration factors such as relative force rations, initial force



—SECRIAHNOFORMNAFORMIREY-RESTRICEHD-BAFAHMR—

(U) dispositions and possible schemes of maneuver.” Thus, adequate
defense planning requires an assessment of enemy strength or at least
relative strength in terms of force ratios.

(U) Joint Publication 3-10. Joint Publication 3-10, “Joint Security
Operations in Theater” dated August 1, 2006, states that a commander’s
priority intelligence requirements for analysis of the enemy include
“organization, size and composition of forces.” Force size and strength of
adversarial components is considered a critical part in facilitating timely
information that affects success mission accomplishments. The Joint
Publication considers force organization, size, and composition of
adversaries to be one of six potential priority intelligence requirements.
Priority intelligence requirements are intelligence requirements deemed
most important to mission accomplishment. Information requirements
that are most critical or that would answer a priority intelligence
requirements are known as essential elements of information.

(U) Joint Publication 5-0. Joint Publication 5-0, “Joint Operation
Planning” dated December 26, 2006, describes adversary strengths and
weaknesses as a key part of operational design planning. Operational
design is the conception and construction of the framework that underpins
a joint operation plan and its subsequent execution. According to the Joint
Publication the key to operational design essentially involves

(1) understanding the strategic guidance; (2) identifying the adversary’s
principal strengths and weaknesses, and; (3) developing an operation
concept that will achieve strategic and operational objectives.

USAF (b)(3)
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LR OSD/JS, USAFE (b)(1) 1.4(a)(f)(g)

WOSD/JS, USAF (b)(1) 1.4(a)(f)(9)

) USAF (b)(3)

7 OSD/IS, USAF (b)(1) 1.4(a)(f)(g)
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2 OSD/IS USAF (b)(1) 1-4(a)(f)(@)

g OSD/JS, USAF (b)(1) 1.4(a)(f)(9)

<\ gOSD/JS, USAF (b)(1) 1.4(a)(f)(g)




OSD/JS, USAF (b)(1) 1.4(a)(f)(g)

©







(b)3)










3 Recommendation, [SSIRAERVEL (S GREIEHGIE)]

3 Action Taken.
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USAFE (b)(3)
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AsNOSD/JS, USAFE (b)(1) 1.4(a)(f)(g)
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BNOSD/JS, USAF (b)(1) 1.4(a)(H)(g)

Summary (U)
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Management Comments on the Finding and Audit Response

(U)

(U) Assistant to the Secretary of Defense for Nuclear, Chemical, Biological
Defense Programs Comments. The ATSD(INCB) agreed that the NSTCA can
be improved. The ATSD(NCB) comments included a matrix with comments on
the finding. Agreed to changes were made to the final report. The ATSD(NCB)
comments and our response are included in Appendix C.

Recommendations, Management Comments and Audit
Response (U)

(U) We recommend the Office of the Assistant to the Secretary of Defense for
Nuclear, Chemical, and Biological Defense Programs:

a. Bob-Eed) OSD/JS, USAF (b

w OSD/JS, USAE (b)(3)
d. BB 0OSD/JS, USAE (b




—SECREHNOFORNAFORMERIEA-RESTRICTHED-DATFAAMR—

2. (U) Suspend revision of DoD S-5210.41M: “Nuclear Weapon
Security Manual,” dated November 22, 2004 until the NSTCA is revised to
emphasize emerging and projected threat characteristics as well as
postulating a minimum adversary force size using the criteria in
Recommendation 1.

sOSD/JS, USAF (b)(1) 1.4(a)(f)(9)




(U) We request that the ATSD(NCB) provide additional comments to the final report
recommendations indicating concurrence or non concurrence and planned corrective
actions by May 20, 2008.




Appendix A. Scope and Methodology (U)

(U) We preformed this audit from February 2007 through February 2008 in
accordance with generally accepted government auditing standards.

(U) Use of Computer-Processed Data. We did not use computer-processed
data to perform this audit.

(U) Government Accountability Office High-Risk Area. The Government
Accountability Office has identified several high-risk areas in DoD. This report
provides coverage of the Protection of National Critical Infrastructures high-risk

area.
Prior Coverage (U)

(U) No prior audit coverage has been conducted on physical security of nuclear
weapons located Outside the Continental United States.
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Appendix B. Consequence of Adversary Success (U)

(Figure 1.) Elements of Risk

Probability of Loss
ofa
Nuclear Weapon
(Successful Attack on a Site)

{Enemy Intent
+
Enemy Capability
+
Site Security Vulnerability}

Consequence of Loss
ofa
Nuclear Weapon

(Consequence of Loss
is Always a
Very Large Constant)

Risk of Losing a
Nuclear Weapon in
Terms of:

Human Life
Property
Economic
Political
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Appendix C. Assistant to the Secretary of Defense for
Nuclear, Chemical, and Biological
Defense Programs Comments and Audit
Response (U)

(U) On December 18, 2007, the ATSD(NCB) provided comments to our draft report
along with an attached comment matrix (Appendix G). Some suggested changes were
made to the report. The comments and our audit responses are keyed to the item numbers
in the matrix.

(U) ATSD(NCB) Comment (Items 1 and 7): During the development of the
draft audit report the Chairman of the Joint Chiefs of Staff has updated Joint Publication
3-10.1 “Joint Tactics Techniques and Procedures (JTTP) for Base Defense,” dated
July 23, 1996 and consolidated the publication into Joint Publication 3-10, “Joint Security
Operations in Theater” dated August 1, 2006. Joint Publication 5-00.1, “Joint Doctrine
for Campaign Planning, dated January 25, 2002 was consolidated into Joint
Publication 5-0, “Joint Operation Planning” dated December 26, 2006.

(U) Audit Response: We revised the appropriate sections of the final report to
reflect the consolidated of the Joint Publications.




Audit Response: [CEEIESIEIERIEIE)
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SIS Audit Response: CEIESIGTEREIENGIE)




(S5HES ATSD(NCB) Comment (Items 11 and 16): CEREEIEIMREICTGIC)







e OSD/JS (b)(1) 1.4(a)(F)(g)

(U) Audit Response: ATSD(NCB) suggested wording was incorporated into the
first sentence of the section of the report.

33



PNOSDAS (b)(1) 1.4(a)(N)(); USAF (b)(3)

(U) Audit Response: Suggested paragraph has been developed and incorporated
into the final report on page 12.

WOSD/IS (b)(1) 1.7(e); USAF (b)(3)

(U) Audit Response: The redundant information was eliminated.

0OSD/JS (b)(1) 1.7(e); USAF (b)(3)

53 Audit Response: (@
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OSD/IS (b

U) Audit Response; [SEIRASK(

[8)YOSDAS (b)(1) 1.7(e), USAF (b)(3)

(U) Audit Response: We incorporated the suggested wording into the body of
the final report; paragraph 2, page 15.

10O SD/IS (b)(1) 1.7(e); USAFE (b)(3)

€9 Audit Response:

IJOSD/AIS (b)(1) 1.7(e); USAF (b)(3)




e OSDIIS (B)(1) 1.4(a)(f)(9)

IJOSD/JS (b)(1) 1.7(e); USAF (b)(3)

(U) Audit Response: We clarified the wording in the final report, page 17.

iii Audit Response: OSD/IS (b)(1} 1.7(e); USAF (b}(3)

OSD/JS (b)(1) 1.7(e); USAF (b)(3)

iiii Audit Response: OSDAS (b)(1)1.7(e); USAF (b)(3)

IOSD/JS (b)(1) 1.7(e); USAF (b)(3)

|U|Audlt Resionse OSD/IS (b)(1) 1.7(e); USAF (b

&9 Audit Response: We deleted the sentence.
T0OSD/JS (b)(1) 1.7(e); USAF (b)(3)

Audit Response: CERAEN G ERIETGICIRUE {6
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Appendix E. Report Distribution (U)

Office of the Secretary of Defense

Under Secretary of Defense for Acquisition, Technology and Logistics

Under Secretary of Defense (Comptroller)/Chief Financial Officer

Under Secretary of Defense (Policy)

Assistant to the Secretary of Defense for Nuclear Chemical and Biological Defense Programs

Deputy Assistant to the Secretary of Defense for Nuclear, Chemical, Biological Defense
Programs (Nuclear Matters)

Deputy Comptroller (Program/Budget)

Director, Program Analysis and Evaluation

Joint Staff

Director, Joint Staff

Department of the Navy

Chief of Naval Operations
U.S. Marine Corps Forces Command

Department of the Air Force

OSDAS (b)(1) 1.7(e); USAF (b)(3)

Combatant Commands
OSD/IS (b)(1) 1.7(e); USAF (b)(3)

Other Defense Organizations

Director, U.S. Nuclear Command and Control System Support Staff

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services

Senate Committee on Governmental Affairs

Senate Select Committee on Intelligence

House Subcommittee on Defense, Committee on Appropriations
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Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member (Continued)

House Committee on Armed Services
House Subcommittee on National Security, Emerging Threats, and International Relations,

Committee on Government Reform
House Permanent Select Committee on Intelligence

38



Appendix F. Office of the Assistant to the Secretary of
Defense for Nuclear, Chemical, and
Biological Defense Programs Comments (U)

SEGREF

ASSISTANT TO THE SECRETARY OF DEFENSE
3050 DEFENSE PENTAGON
WASHINGTON, DC 20301-3050

Has BES 18w

NUCLEAR AND CHEMICAL

AND BIOLOGIGAL OFFK SR
PROOHAME

MEMORANDUM FOR ASSISTANT DEPUTY INSPECTOR GENERAL FOR
INTELLIGENCE AUDITS

THROUGH: DIRECTOR, ACQUISITION RESOURCES AND ANALYSIS

SUBJECT: Management Comments on the Draft Report, “Assessment of Threat to Nuclear
Weapons Located Outside the Continental United States (Project No. D2007-
DINT02-0018.00)" (U)

(U) Inresponse to your September 21, 2007, memorandum requesting “review and
comment™ on the subject report, we submit the attached comment matrix for consideration.
We have also asked the Defense Intelligence Agency to provide comments on the draft
report.

(U) We appreciate your consideration of these management comments. Our staff
point of contact is [@EIBINEN(S(E)
oy /
(7 Ty

Arthur T. Hopkins

Acting
Altachments:
As stated
el OSD/JS (D)(6) |
Ryspon 15y
I3eclassify on November 13,2017
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Deaft DoD 1G Report on OCONUS Threat Assessment Review

Dalt 3D i Bepant on GOONUS Travs hewsomier lleview




Draft DoD [G Report on DCONUS Threat Assessment Review

Thalt o2 1G Repenon QUONUS Theest Assoement Reviea

OSD/IS (b)(1) 1.4(f)(g), (B)(3)




Drstd Dl 316G Rt on OCORUS Thrent Assessmeant Review

OSD/JS (b)(1) 1.4(f)(g), (b)(3)

Treaft 13003 G Repor on OCORUS Thienl Assessmen) Byvrw
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OSD/IS (b)(1)1.7(e); USAF (b)(3)

Appendix G.

omments (U
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Drsft DoD IG Report on OCONUS Threst Assessment Review

OSDAS (b)(1) 1.4(f)(g), (b)(3); USAF (b)(3)
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Dreaft DoD IG Report on OCONUS Thresr Assessment Review
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Team Members

Shelton R. Young
DoD OIG (b)(6)
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