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Executive summary

The Cisco Firepower device, now known as Cisco Secure Firewall [1], is a Next-Generation Firewall
(NGFW) that blocks updated threats, malware, and application layer exploitation techniques. This
cybersecurity technical report (CTR) is a guide of best practices for network and system administrators
who are using Cisco Firepower Threat Defense (FTD). This report provides configurations that will assist
network and system administrators in tailoring and inspecting network traffic, as well as hardening the
device along with its provided default policies and rulesets.

As network administrators start to deploy Cisco Firepower devices, proper configuration is essential in
mitigating vulnerabilities and ensuring the security of the network. Access control rules manage network
traffic flow and minimize unauthorized access to infrastructure devices. When network administrators
configure the Cisco Firepower device to prevent unauthorized traffic, they must know that securing user
access to the device is just as important in preventing unauthorized access through traffic.

At minimum, network administrators should configure user accounts that contain restricted privileges, a
strong password policy, and passive authentication. Linux shell and command line interface (CLI) access
must be restricted to prevent users from implementing configurations that could lead to a compromised
network. Undesirable traffic can be detected as early as possible by correctly configuring access control
policies, creating appropriate URL filtering rules, and utilizing file and intrusion policies, which minimizes
the risk of network security compromise.

Network administrators should implement configurations for encrypted traffic to create more streamlined
and desired traffic. As SSL/TLS policies and separate HTTP and HTTPS access control policies are
properly configured, the policies pass through authorized traffic and filter out malicious traffic that may be
obscured by encryption. As network administrators configure virtual private networks (VPN) with secure
hashing and encryption algorithms, traffic is routed privately and securely to prevent unauthorized users
and access to sensitive data.

Creating malware and file policies allows the device to capture and detect files that are harmful to the
network. Resetting session connections prevent harmful sessions from remaining open and leading to a
compromise in the network.

Network administrators need to harden the underlying operating system, FXOS, on Firepower compatible
devices [2] to minimize attack surfaces. Strong SSH algorithms, HTTPS options, and TLS versions should
be configured in order to enable secure sessions between authorized users and the device. This
configuration not only limits the number of users that can access the FXOS but prevents unsecured
access into the device.

U/00/183115-23 | PP-23-2153 | AUG 2023 Ver. 1.0 ii



NSA | Cisco Firepower Hardening Guide

Contents
NOTICES BN NISTOTY ..tttk e e st ettt e s bbbt e e s bbbt e e s bbbt e e s bbn e e e s nbne e e s annneeens [
DocUMENE CRANGE NISTOMY ..ottt et e e e st b e e e sabb e e e e sabbe e e e sbbeeeeabreeeeaae [
Disclaimer of warranties and eNAOrSEMENT...........iuuiiiiiie e e e e ree e e e e e s e senbeeeeeeeeesaanenes [
LI (e (=100 F= Vg =T e To o 1T ] o PR [
PUblication INFOIMALION .......uiiiiii ettt e e e e e ettt e e e e e e e s s nnba e e e e e e e e s e annnbeneeeas [
0 11210 () TSP [
(0] ¢ 2= Yot AT g1 (0] ¢ 01 =1 1T ] o [P PP PRSP [
L0 0 FT= JEPEERR [
EXEQCULIVE SUIMMEIY .iiiiiiii ittt sttt sttt e e sttt e e sttt e e s b te e e e st b e e e e aabbe e e e s ab e e e e s sbeeeeasbeeeesnbneeesnnnneeas ii
LO00] g1 =] o1 £ PR P PP RPN iii
JLIE= o1 F= o o U T YRS iv
N O 1 = oV OO TP TP PP PP TPPTPPPP 1
2. Implementing ACCESS CONTIOI ..iiiiiiiiiiiiii et e e b e e e 1
2.1.  Configure default action t0 “BIOCK” ...........oiiiiiiiiii e 1
2.2.  Ensure rule priofity PIACEMENT ..........ii it 2
2.3. SECUIE USEI BICCESS ..o i i e i e i e i e e et et e e e e e e e e e a e e e e e e e e e e e e e e e e e s e e e s e s e e e e e e e e e e e e e e e s e e e e e e e e e e e s e s e e e e e e e e e e e e e e e e aananeas 4
2.4. Restrict configuration PriVIIEgES .........uuuuuuiiiiiiiiiiiiiiiii e ererererererererererararsrnrnrnrnres 6
2.5, ReSICt LINUX SNEII GCCESS ....eeiiiiiiiiiiteeie et e e e e s 6
2.6.  Change the password policy for each USer..........cccccviviiiiii 7
2.7. Enable logging and configure @ SYSIOQ SEIVEN ..........uuuiuiuiuiuiiiiiiiiiiininininrnrnrernrernrnreee——————.. 7
2.8.  Create identity policies with passive authentication.............ccccccvevviiiii, 10
2.9. Disable fragment reaSSEMDIY........c.uuiiiiiiii e 12
2.10. ENGDIE SNIMPV3 GCCESS. ... tuiiiiieeiiiiiiiiiitete e e iaetttee et e ae e e asa et e eaeaessaaasteteeeteeessaassteaeeeaaeeseaansrnneeeaens 13
2.11. Create application filter objects for efficient policy creation ...........ccccccovviiiiiiiini e 15
2.12. Configure URL CAtegory rEPULALION ..........eieiiiiiieiiiiieeiiiie ettt e e 18
2.13. Enable reputation enforcement on DNS traffiC ..........oooooiiiiiiiiii e 19
2.14. Create separate URL filtering mechanism rules for HTTP and HTTPS traffic...........ccccccceeenn 20
2.15. Create separate access control policy rules for URL and application filtering............................ 21
2.16. Configure the URL tIMe 10 [IVE .....ccooviiiiiiiii e, 21
3.  Implementing intrusion prevention POLICIES ...ccccoiiiiiii i 22
3.1. Implement “Balanced Security and Connectivity” as a base poliCy .........cccoovuiiiiiiiiiiiiiiiiineennn. 23
4. Implementing SSL POLICIES .cocviviiiiiieeee 23
4.1. Enable TLS server identity diSCOVEIY ........uuuuuuuiiiiiiiiiuiuiitiieiiiuierernrnrernrnrnrnrernreree—————. 24
4.2. Decrypt specific traffic instead of all traffiC...............uuvuiiiiiiiiiii 24
5.  Implementing malware and file POICIES .....ueviiiiiiiii e 25
5.1. S g T o] Lol == o] 1= ox 1T o PR 25
5.2. Do not store all files Within 10Cal StOFAgE ..........euiiiiiiiie e 25
6. ENabling SECUIe VPN SELLINGS ..o iiiiieiiiiie ettt ettt e et e e st e e e e neee 26
6.1.  Use secure VPN tunNeling ProtOCOIS ........ccoiiiiiiiiiiiiie ittt 26
7. Hardening FXOS.. ... 26
7.1.  Configure strong SSH algorithims..........coiii i 26
7.2, CONFIGUIE KBY FINQ ..eeiiiiiiiiiiiie ettt ettt e e e e e sttt e e e e e e e s anbe b e e ee e e e e e aannbbneeeaaens 28
7.3.  Configure HTTPS options for secure COMMUNICALION ..........ccioiiiiiiiiiiiiiie e 29
7.4. Configure TLS t0 the [ateSt VEISIONS .....coiiiiiiiiieiii e e e s 29
S T VY Lo T S o3 | (=T o PP TP UUOTUPRPRPP 30

U/00/183115-23 | PP-23-2153 | AUG 2023 Ver. 1.0 i



NSA | Cisco Firepower Hardening Guide

Table of Figures

Figure 1: Default access control 0ption (FDM) ......ueiiiecoii i er e e s e e e e e e e e e e e s e snnnrnaneeeaes 2
Figure 2: Add AlIOW GCCESS FUIE..........eiiiieiiee ettt e e e e e e e e e e s st e e e e e e e s ssntaraeeeeeeesaanrennneeeens 2
Figure 3: Incorrectly configured aCCESS TUIES ........ueeiiiiiiiiiie e e e e e s e areeee s 3
FIQUIE 4: Edit ACCESS TUIB.....uuiiiiiei ettt e e e e e e s e e e e e e e e s et et e e e e e e s e s sntesaeeeaeesaannnrenneeeaens 3
Figure 5: Change ACCESS TUIE OFUET .........uiiiiiiiii ettt e st et e e e s nbr e e s annneeas 3
Figure 6: Correctly CONfIgUIed QCCESS TUIBS......cciiuiiiie ittt e e as 4
FIGUIE 72 AT TOCAI USET ..ottt et e skt e skttt e skttt e e s bbb e e s b e e e e s nnnneees 4
Figure 8: Local USEr 10GiN 10 FDM ......cciuiiiiiiiiiiieiiie ettt sttt sttt s et e bt e e e s anbn e e e s annne s 5
Figure 9: Log action At Beginning and ENd Of CONNECHION .........coouiiiiiiiiiieiiiee et 7
Figure 10: Data 10gging SEIINGS ......eeiiiiiiiieiiiiee ettt e et e e s bt et e s bb e e e e aanbee e e e annneeesannreeas 8
Figure 11; Configure file POICY......ccii i e e e s e e e e e s s st e e e e e e e e e nnrranneeees 9
[T 11 =T 2 = o= o] (= (oo T 1 T [ SR 9
Figure 13: Enable file/malware l0QQING .........uuuiuiuiuiuiiieiiieieieieieieeieiererereeerererareereererererarare e 9
L Lo U SR Y=Y [T o YA [0 To == = 10
Figure 15: PasSiVe aUtNENTICALION ..........uuuuiiiiiiiiiiiiiiiiiiiieieiee e eee e e e eeeeseeesesesssnssrnsssnenenensnnnnnnns 11
FIGUIE 16: ISE INTEOIALION ......eeiiieiieeie ettt ettt e sttt e s e sttt e s e bt e e e e bt e e e s e st e e e e ennbeeeeenees 12
Figure 17: Fragment SEtHNGS (FIMC) ..ottt e s et e e e aebr e e e e neee 13
Figure 18: Configure SINIMP ..ottt e e e s ab et e e e aab e e s nbneeeeneee 14
Figure 19: Add SNMP mManagemeENnt NOSES .........coiiiiiiiiiiiie it 14
Figure 20: Filter appliCatioNS (FDIM) ........uuiiiiiiiiieiiie ettt s s e e eeba e e e nees 16
Figure 21: Filter list Of @QPPIICALIONS .....ciiuiiiiiiiiiii et e e e e e 16
Figure 22: Selected apPliCAIONS ........uuuuuiiiiiiiiiiii e e e e re e arererereeesesesssnsnrnsnsnnnsnnnsnnnnnnns 16
Figure 23: Create appliCation filLer ............uuuiiiiiiiii e e e eareeererersrersrnsnrnensnenrnrnnnnns 17
L L0 UL (SR S N o] o [ ox= 11 o] o T {11 =] 17
Figure 25: Application filter ODJECIS ... ....uuiiiiiiiiiiiiiiieiii e rae e eeereeereeersenrnrernenrnenrnrnrnrnnns 17
Figure 26: Web reputation levels (CiSCO TalOS) ......uuuuuuuuuiuiiiiiiieiuiiiuieiuieininiernrnrnrnrnrnnnr————————————————. 18
Figure 27: Default reputation FSK (FDM).........uuuiuiuiiiiiiiiiiieieieieieieiererererererererererereerererereerereeera. 19
Figure 28: Recommended reputation riSK SEHNGS .......c.uuiiiiiiiieiii e 19
Figure 29: Enable reputation enforcement on DNS traffic SEttNG ........cccccveiiiiiiiiiii e 20
Figure 30: Select ports for DIOCK @CCESS TUIR .....ooiiiiiie e 20
Figure 31: Create AlIOW GCCESS FUIE .......eiiieiiiiie ettt ettt e e s et e e e aabae e e e neee 21
Figure 32: Select application for DIOCK CCESS FUIE...........eiiiiiiiiiii e 21
Figure 33: Enable Query Cisco CSI for Unknown URLS OPtiON.........ccoiiiiiiiiiiieiiiee e 22
Figure 34: TIMe t0 LIVE (TTL) SEING ..uuuuuuuuuiutiiuiuiiteruiuietetetetererererererererererererererareerarererererarnrnrarnrnrnrnrnrnrnrnnns 22
Figure 35: Intrusion Prevention base template OPLiONS ...........uuuuiiiuiiimiiiniiiiiiiiieieininieiereieree————.. 23
Figure 36: Enable TLS Server Identity DISCOVEIY SEHING ......uuuuruiiiiiiiiiiiiiiiiiiiiieieininieiereierernrnrenn ... 24
Figure 37: Create SSL DeCryption RUIE............uuuiuuiiiiiiiiiiiiiiiieieiieriierer e reraeaernreeer e rerersrersrarsrsrnrsrarnnes 24
Figure 38: Configure Store Files OptioNS (FMC) .......uuuuuuiieiiiiiiiiiuieiiieieieieiererererarerererrrerererere—————————————. 25
FIgure 39: ENADIE SSH ...t 26
Figure 40: Configure AES-CTR-256 ENCIYPLON........iiiiiiiiieiiiiie ettt 26
Figure 41: Configure Diffie-Hellman key exchange algorithm ...........ccoociiiiiiiiii e 27
Figure 42: Configure HMAC algorithm ..ot 27
Figure 43: Configure RSA NOSEKEY ....co.uuiiiiiiiiiie ittt s e e st e e e e ebee e e e neee 27
Figure 44: Configure reKeY lIMIt.........ooiiiiiii et e e e ebe e e e e 27
Figure 45: Configure rekey time Mt .........ooo e e e e e 27
Figure 46: Configure Strict NOSt KEYCNECK ........oooeeiiiiiiiee e 27
Figure 47: Configure trusted hosts or subnets within the FXOS SSH known host file ............ccccccooinn 28
Figure 48: CoNfIQUIE KBY FMNQOS ...cciiiiiiiiiiieei ettt ettt e e e e e s s b et et e e e e e e e s e nbbbbeeeaaaeeeaannnneees 28
Figure 49: Configure Key ring regeneration .............eeiiiiiiiiiiiiiiie et ee e et e e e e e e bbb e e e e e e e e s neeaeees 28
Figure 50: Create certificate request fOr K&Y NG .......cuua it 29
Figure 51: Configure trusted hosts or subnets within the FXOS HTTPS known host file...............ccco....... 29
Figure 52: Configure TLS t0 the [ateSt VEISION .......eeiiiiiiiiieiiie et 30

U/00/183115-23 | PP-23-2153 | AUG 2023 Ver. 1.0 iv



NSA | Cisco Firepower Hardening Guide

1. Overview

Cisco Firepower is a Next-Generation Firewall (NGFW) with a combined operating system that has
application-layer Firepower features and network-layer Cisco Adaptive Security Appliance (ASA) features.
It runs the Firepower Threat Defense (FTD) operating system. Along with the stateful firewall features of
the ASA, FTD implements application visibility and control (AVC), URL filtering, user identity and
authentication, malware protection, and intrusion prevention.

The Firepower Management Center (FMC) is designed to centralize management functions for multiple
FTD devices. The FMC contains similar configuration features as the standalone Firepower device as well
as other configurations that are unique to FMC. This document establishes a best practice guide for
essential configurations of the FTD system. The purpose of these configurations is to enhance network
traffic security and visibility along with other network-specific configurations that were created based on
the needs of the organization. At the time this document was written, the Cisco suggested release version
of FTD was 7.0.5 and of FMC was 7.0.5 [3].

2. Implementing access control

Access control rules are created to refine and control desired traffic flow, minimize unauthorized access,
and prevent undesirable traffic from accessing and compromising the network, while also allowing users
to access intended and authorized sites. Access control policies protect the network by restricting users
from accessing specifically configured external or internal network resources, while also providing the
appropriate connectivity to users within defined security zones of the network. A best practice for access
control configuration is to create rules that are as specific and succinct as possible and in the proper
order. Following this practice will minimize the processing power required, the amount of rules the device
needs to evaluate, and the increased risk of rule redundancy.

In FTD, access control rules can indicate the type of traffic as well as how it is blocked, allowed, logged,
or inspected. Configured rules can restrict specific ports, URLS, file types, network ranges, and parts of or
entire applications to regulate the flow of traffic within a network. An access control policy can be applied
to one or more FTD devices when multiple FTD devices are managed with the FMC.

2.1. Configure default action to “Block”

The default action handles all of the traffic that does not match any of the rulesets created by network
administrators. A Block default configuration ensures only permitted and desired traffic passes through
the network, minimizing unauthorized access and preventing potentially malicious traffic from accessing
and compromising the network.

NSA recommends setting the default action to Block with Connection Events Logging: At Beginning and
End of Connection selected with additional rules created in an “allow-listing” method, as shown in the
following figure. Enabling detailed logging in a firewall can potentially impact the performance of the
firewall, especially during high traffic periods. However, these devices can significantly scale in high-traffic
environments. Intensive logging can introduce additional latency into network communications. Each
logged event requires processing and storage, which can add a delay in the packet forwarding process.
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The default action of Block is configured as follows: Policies > Access Control > in the Default Action
dropdown at the bottom, select Block > select the At Beginning and End of Connection radio button > OK.

Default Action @ X

Action

% INTRUSION POLICY

@ Intrusion policy is not available due to policy action.
‘You cannot configure intrusion policies for a Trust or Block rule. Intrusion policies are available
for Allow rules only.

|1__E|° CONMECTION EVENTS LOGGING

© At Beginning and End of Send connection events to:
Connection

At End of Connection

No Connection Logging

Figure 1: Default access control option (FDM)

Since the default access control option is set to Block, an Allow access rule set is required to access the
public Internet. This can be configured as follows: Policies > Access Control > Add Rule (the ‘+’ button) >
Source Networks: [Desired Source Network] > Destination Networks: [Desired Destination Network], as
shown in the following figure:

Add Access Rule @ X
Order Title Action
Source/Destination Applications URLs Users Intrusion Palicy File policy Logging
SOURCE DESTINATION
Zones Metworks Ports SGT Groups Zones MNetworks Ports SGT Groups
"D Outside_net Al ! Al T Inside Al

Figure 2: Add Allow access rule

2.2. Ensure rule priority placement

Proper configuration of access control rules ensures only explicitly allowed traffic can reach the network.
Access control rules are processed against the defined rules in a top-down, sequential order evaluation
method. As packets flow through the system, they are compared against the rules in the specific order
that they are defined. Once a packet matches a rule, the evaluation process is concluded, even if
subsequent, more specific rules are later defined.

Since packets are processed according to the first matched rule, NSA recommends placing specific
access control policies before generalized rules, to ensure critical, undesirable traffic is detected as early
as possible. If access control rules are improperly configured or placed in an incorrect order, a rule that is

U/00/183115-23 | PP-23-2153 | AUG 2023 Ver. 1.0 2



NSA | Cisco Firepower Hardening Guide

higher up could block subsequent rules from allowing desirable traffic through, potentially jeopardizing the
availability of the network.

The following figure shows incorrectly configured access control rules. Rule #1, a general rule, allows

access to the entirety of the Facebook Application. Rule #2, a specific rule, blocks Facebook Apps and
Facebook Games. Since Rule #1 allows all of Facebook, Rule #2 would not be evaluated when a user
attempts to visit Facebook Apps and Facebook Games, therefore improperly allowing the User access.

©

.~ INCORRECTLY CONFIGURE o @

© Accoms Conert Q leorusion

T GENERAL RULE —> -
¢ NO PO Dames ° " _pone . - SPEchlc RULE _) ,.\: .»,. :

Figure 3: Incorrectly configured access rules

The specific rule of NO FB Games should be set as Rule #1 and the general rule of Allow FB should be
set to Rule #2, to correctly configure these access control rules. This change results in blocking access to
Facebook Apps and Facebook Games but allowing users access to the rest of Facebook. The evaluation
order of the rules can be changed by either dragging a rule to the desired position within the rule list, or
by selecting Edit (pencil icon) and then changing the Order number in the dropdown in the upper-left
corner, as shown in the following figures:

@ Security Policies

Q SSL Decryption Q Identity Q Security Intelligence Q NAT ° Access Control Q Intrusion

8 rules Y & @ b
NETWORKS ZONES NETWORKS APPLICATIONS ACTIONS
> 1 AllowFB inside_zone Inside outside_zone Facebook
Allow
> 2 NOFB Games e inside_zone Inside outside_zone Facebook Apps ]
Facebook Games

Block

Figure 4: Edit access rule

Edit Access Rule

Order Title Action
NO FB Games @ Block ~
- . i @ : ]
gination Applications URLs Users Intrusion Policy File policy

Figure 5: Change access rule order
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@ nat © Accen Conved G

- CORRECILY CONFIGURED 2

TS o AL AN

P tunee @ “* SPECIFIC RULE —> [0
2 Abewre _ > v . GENERALRULE —> .o

Figure 6: Correctly configured access rules

While this specific example is an illustration of how to configure access control rules in a NGFW with rule
priority placement in mind, this product does still offer the traditional access control functionality options
that specifically address IPv4 or IPv6 traffic, as well as rules that specify protocols or ports. The user can
refer to the NIST recommendations for further guidelines on traditional firewall policies [4].

2.3. Secure user access

When signing in for the first time, the local user admin is created by default and contains all privileges
available to configure the Firepower device. NSA recommends adding local user objects, which creates
separate, non-administrative accounts with unique usernames for each user. This can be configured as
follows: Objects > Users > Add Local User (the ‘+ button) > Service Types: RA-VPN > input new User's
Name and Password > OK, as shown in the following figure. Notice that the only available Service Type
option is RA-VPN for local users added through this workflow.

Add Local User @ X

Service Types

RA-VPN

Name

User_Lily4

Password

Confirm Password

s00000s009)

Figure 7: Add local user
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The new accounts will limit the users’ privileges, preventing them from logging in and accessing the
administrative FDM portal, as shown in the following figure:

Firepower Device Manager

€ Unable to authorize access.

If you continue to have difficulty accessing
this device, please contact the system
administrator.

User Bob1

LOG IN

Figure 8: Local user login to FDM

Once the Service Types is configured to RA-VPN, configuring a RADIUS server serves as access
protection for the FTD remote access VPN. On the RADIUS server, the different levels of access rights
can be provided from a single authentication source as opposed to separate local user accounts.

NSA recommends enabling a RADIUS server for authentication and authorization as well as creating user
accounts with appropriate access rights to prevent needing multiple users to log in via the admin account.
Whether a user is gaining access through HTTPS or SSH, role-based access control (RBAC) attributes
should be updated for the appropriate accounts.

A RADIUS server such as Cisco Identity Services Engine (ISE), allows network administrators to approve
access by implementing attributes with authorization policies. Within ISE, go to Policy > Policy Elements >
Authorization > Authorization Profiles. Within the authorization profile, scroll to Advanced Attributes
Settings and click on the appropriate attribute with its value.

To provide HTTPS access, NSA recommends defining the cisco-av-pair attribute within a user account.
The following are supported values for this attribute:

e fdm.userrole.authority.ro: This value only provides read-only access. The users can view
configurations and dashboards but are unable to make changes.

o fdm.userrole.authority.rw: This value provides read-write access. These users are able to
execute all the actions a read-only user can do, but can and also edit and deploy the
configuration. These users are restricted to upgrades, viewing the audit logs, creating and
restoring backups, and ending user sessions on the device.

U/00/183115-23 | PP-23-2153 | AUG 2023 Ver. 1.0 5



NSA | Cisco Firepower Hardening Guide

o fdm.userrole.authority.admin: This value provides full administrator access. These users are
able to implement all actions that the local admin user is able to do.

To provide RBAC for SSH access, NSA recommends defining the user account attribute as Service-Type
on the RADIUS server. If a user account does not have this attribute defined on the RADIUS server, SSH
access will be denied. The following are values for this attribute:

e Administrative (6): This value provides config access to the CLI. Users with this value are able
to use all commands in the CLI.

e NAS Prompt (7) or any value other than (6): Users with this value have basic authorization to
the CLI. These users will only be able to use read-only commands such as the show command.

The password for the admin account should be changed to a complex password and stored in a secure
storage location. The account should only be used in case of an emergency when no other means of
accessing the device are available.

2.4. Restrict configuration privileges

By default, there is one admin user with full administrator rights to the FTD CLI command line. This admin
user can create multiple accounts and grant them either basic, which is read-only, or config, which is
read-write, access levels.

NSA recommends restricting the number of users who will obtain config access to the FTD system.
Appropriate access levels should be administered depending on the user’s role. Decreasing the number
of users with config access instead of granting all users config access, significantly reduces the chances
of a compromised system.

2.5. Restrict Linux shell access

CLI access is obtained through the management interface from an SSH connection. Users with config
level access can use the CLI command expert to access the Linux shell. This is available to the admin
account, local users, and external users with config level access.

NSA recommends not adding new user accounts directly in the Linux shell, but to instead create new
accounts using the configure user add command on the FTD CLI. To block access to the Linux shell,
administrators can use the system Lockdown-sensor command. Once this command is used, any non-
administrator user who logs in will only have access to the FTD CLI command.

However, once this command is applied, the results cannot be reversed without a hotfix from the Cisco
technical assistance center. Use the command configure ssh-access-L1ist inthe FTD CLI to limit the
number of IP addresses from which the device will accept SSH connections on the management
interface.
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2.6. Change the password policy for each user

Every user account should contain enforced password and login policies. The configure user
command, within the FTD CLI, enforces the user’s password and login configurations. NSA recommends
hardening each user account using the following configure user commands. Properly implementing
these settings can prevent the system from being compromised through web interface login mechanisms
and SSH sessions:

e configure user maxfailedlogins: maximum number of failed logins before a user is locked
out.

e configure user minpasswdlen: enforces a minimum password length.
e configure user strengthcheck: enforces strong passwords.
e configure user access: assigns user access privileges based on the user’s requirements.

e configure user forcereset: forces the user to reset the password on the next login.

2.7. Enable logging and configure a Syslog server

NSA recommends enabling connection logging and configuring an external syslog server to record traffic
and events that may be of interest as traffic passes through the device. The logging configuration for an
individual access rule determines whether connection events are created for traffic that matches a
specific rule. Logging must be enabled to see events related to the rule in the Event Viewer. Logging
must also be enabled to match traffic that will be reflected in the dashboards used to monitor the system.

NSA recommends logging events that are critical for analysis, at the discretion of network administrators,
but not to log debug and informational traffic that would affect system performance with numerous similar
events. For example, logging events of blocked TCP connections for a Denial of Service (DoS) attempt
may overwhelm the database with multiple similar events.

For different types of policies, there are additional logging options to log At Beginning and End of
Connection or At End of Connection, as shown in the following figure:

Edit Access Rule

Order Title Action
1 v NO FB Games @ Block ~
Source/Destination Applications URLs Users Intrusion Pr:rlic;.ro File pr:rlic;.ro Logging
SELECT LOG ACTION SEND CONNECTION EVENTS TO:
@ At Beginning and End of Connection 45.46.47 .48 -
At End of Connection
No Connection Logging

Figure 9: Log action At Beginning and End of Connection
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NSA recommends selecting the log action At Beginning and End of Connection, which will log blocked
traffic at the beginning of a connection and log allowed traffic both at the beginning and end of a
connection. Blocked traffic is typically logged at the beginning, since it is denied immediately with no
further inspection of the packets. Logging should be set to End of Connection when connection logging is
enabled in an SSL policy, because the system is unable to determine if the connection is encrypted, using
the first packet in the session.

NSA recommends streaming logs to an external source rather than logging on the device itself. Sending
events to an external syslog server yields more available disk space on the device and helps maintain the
integrity of security logs. This external source creates an extra layer of redundancy, which mitigates the
risk of adversaries accessing and manipulating the security logs, covering their tracks. The syslog server
must be configured in the intrusion policy settings to send intrusion events to the syslog server. This can
be configured as follows: Device > System Settings: Logging Settings > toggle the Data Logging switch,
as shown in the following figure:

Device Summary

Logging Settings

Remote Servers

pataLocane @D

Syslog Servers

H 45.46.47.48

Severity level for filtering FXOS chassis syslogs

@ Emergency ~

Message Filtering for Firepower Threat Defense
(® Severity level for filtering all events

@ Emergency ~

Custom Logging Filter

Figure 10: Data logging settings

File and malware events can also be sent to the external syslog server by configuring logging settings;
however, the network administrator must first configure file policies on one or more access control rules
before file logging can be enabled. This can be configured as follows: Policies > Edit (pencil icon) > File
Policy > select either the Block Malware All or Malware Cloud Lookup - No Block option from the
dropdown, as shown in the following figure:
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Source/Destination Applications URLs Users Intrusion Policy Ly

SELECT THE FILE POLICY

None

Malware Cloud Lookup - No Block

Figure 11: Configure file policy

Still within the Edit Access Rule workflow, logging is then enabled as follows: Logging (the tab next to File
Policy) > File Events > Log Files > OK, as shown in the following figure:

Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT LOG ACTION SEND CONNECTION EVENTS TO:
(® AtBeginning and End of Connection 45.46.47.48 y

() AtEnd of Connection

(_) No Connection Logging

FILE EVENTS

Log Files

Figure 12: Enable logging

Once the applicable access control rules have been configured, file and malware logging can then be
configured as follows: Device > System Settings: Logging Settings > toggle the File/Malware Logging
switch > select the applicable Syslog Server from the dropdown > Save, as shown in the following figures:

FILE/MALWARE LOGGING (@ )

Figure 13: Enable file/malware logging
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FiLEMALWARE LoGaING (D)

© To generate file/malware syslog messages, you must also
configure file policies on at least one access control rule, and
enable the File Events > Log Files option on the rule.

Syslog Server

45.46.47.48

Log at Severity Level

@ Emergency B

Figure 14: Select Syslog server

2.8. Create identity policies with passive authentication

An identity policy authenticates users by associating an IP address with a username within the system.
When a service is permitted or denied for a particular user, that service is applied to the IP address of the
associated user.

NSA recommends creating identity policies with passive authentication to link abnormal network behavior
directly with individual users. Obtaining user information can be done through either passive or active
authentication. Passive authentication is recommended due to the identity source being separate from the
FTD device, and allows user identification to be obtained from another authentication service such as an
Identity Services Engine (ISE). The system obtains identity mappings based upon the identity sources
that were specified. Active authentication is for HTTPS connections only. A username and password is
prompted and authenticated against the specified identity source.

To create a passive authentication identity source, the policy would need to be enabled. Once the policy
is enabled, passive authentication should be specified and ISE should be integrated with the appropriate
server, as shown in the following figures:
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Identity Policy Configuration

PASSIVE AUTHENTICATION

Passive authentication gathers user identity without prompting the user for
username and password. The system obtains the mappings from the identity
sources you specify. This method has no direct impact on the user.

IDENTITY SOURCES

Remote Access VPN Identity E IDENTITY SOURCES

Username to IP address mappings
are obtained from these sources,
which are responsible for
determining the mappings. The
sources are listed in priority order.

Identity Services Engine (ISE)

ntegrate ISE

Figure 15: Passive authentication
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Create Identity Services Engine

MName Status
Description

Primary Node Hostname/IP Address

Add Secondary Mode Hostname/IP Address

pxGrid Server CA Certificate MNT Server CA Certificate
Server Certificate

Subscribe to
Session Directory Topic SXP Topic

ISE MNetwork Filters

Figure 16: ISE integration

2.9. Disable fragment reassembly

In Fragment Settings, the default setting allows up to 24 fragments for each packet and up to 200
fragments awaiting reassembly. Limiting how the device fragments packets can prevent exploitation, such
as in a DoS attempt, and prevent extended downtime of critical infrastructure and services. For normal
traffic that is fragmented, the system will attempt to reassemble the packets. If the system is able to
reassemble the fragmented packets, this traffic will not be dropped. If the packets cannot be
reassembled, then the packets will be dropped.

NSA recommends disabling the packet fragment reassembly in FMC and setting the Chain (fragment)
option to 1 to not fragments. This can be configured as follows: Devices > Platform Settings > create an
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FTD policy > Fragment Settings > set Chain (Packet) to ‘1’ > Save and Deploy, as shown in the following
figure:

alan, Firepower Management Center
CISCO De f

tes?2

Enter Description

Overview Analysis Policies Devices Qb

ARP Inspecti
e Size (Block) | 200

Banner

oS Cham(Packet [ |

External Authentication Timeout (Sec) | 5

Fragment Settings
HTTP Access
ICMP Access

S5H Access

SMTP Server
Figure 17: Fragment settings (FMC)

2.10. Enable SNMPv3 access

NSA recommends administrators enable SNMPv3 when using SNMP to monitor the health of FTD. While
FTD supports versions 1, 2c¢, and 3, SNMP version 3 should be the only version used. Only SNMPv3
supports read-only users and encryption with AES-256. This means that users can only poll or send
SNMP traps for alerts. In FMC, go to Devices, then Platform Settings and select SNMP. Once in the
SNMP setting, enable the SNMP checkbox, Enable SNMP Servers, then configure the below options.

As shown in the following figure, the password for the community string is used by the SNMP
management station when sending requests to the FTD device. This password should be unique; contain
uppercase and lowercase letters, numbers, and symbols; kept secret; and changed at regular intervals.
The security level should be configured to Priv when creating SNMP users, which enables authentication
and privacy so that SNMP messages are encrypted and authenticated. The type of password encryption
should be set to encrypted because passwords should not be transmitted without encryption.

The Auth Algorithm Type should be set to SHA-256, since MD5 was deprecated in 2008 due to both the
risk of collisions and it no longer being considered reliable or recommended for use. The Encryption Type
for the password should be set to AES-256. 3DES is a weak encryption algorithm that should not be
used, and increases the chance of an adversary decrypting the data.
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Firepower Management Center

tes2

Enter Description

ARP Inspection
Banner

DNS

External Authentication
Fragment Settings
HTTP Access

ICMP Access

SSH Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization
Time Zone

LICAPL /CC Combliance

Overview Analysis Policies Devices

& Enable SNMP Servers

Read Community String
sssssssssce

Confirm*
ssssssssane

System Administrator Name
uSer_name

Location

Listen Port

161

Users SNMP Traps

Username

Figure 18: Configure SNMP

Encryption

Objects Intelligence

Edit Username

Security Level
Priv

Username™®
teSt6'n6

Encryption Password Type
Encrypted

Auth Algorithm Type
SHA256

Authentication Password*

Confirm

Encryption Type
AES256

The SNMP host entries represent the SNMP management stations that can access the FTD device. As
polls and traps are enabled, select Device Management Interface when choosing an option on how to
reach the device from the SNMP Management Station, as shown in the following figure. This confines
access from the management station by the interface instead of by a subnet or security zone.

Firepower Management Center

tes2

Enter Description

ARP Inspection
Banner

DNS

External Authentication
Fragment Settings
HTTP Access

ICMP Access

SSH Access

SMTP Server

SNMP

SsL

Syslog

Timeouts

Time Synchronization
Time Zone

UCAPL/CC Compliance

Overview Analysis Policies Devices Objects

Add SNMP Management Hosts

IP Address*
& Enable SNMP Servers 10.10.10.10

Read Community String SNMP Version

3
Confirm* Usemame

teSt6'nG
System Administrator Name Community String
uSer_name

Location Confirm

4
Listen Port Poll
161 ™ Trap
Trap Port

162

Hosts Users SNMP Traps

Reachable By:

Intelligence

» Device Management Interface (Applicable from v6.6.0 and above

Interface Network

Security Zones or Named Interface

Figure 19: Add SNMP management hosts
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2.11. Create application filter objects for efficient policy creation

Application filters can be used to control the flow for multiple applications at a time. An application filter
object defines the applications that are used in a connection or a filter-defining application by category,
type, tag, business relevance, or risk.

NSA recommends creating application filter objects if multiple policies must include the same group of
applications. Applications and filters can be specified directly in each policy, but using objects helps to
simplify complex rule creation and helps the system stay within the 50 items per criteria limit.

Application Filters can be configured as follows: Policies > Access Control > Edit (pencil icon) >
Applications > Add Application (the ‘+’ button) > Advanced Filter. The user will see pre-defined filter
criteria which help filter out specific applications that will be added to the application object, as shown in
the following figure:

Risks (1): The likelihood of the specific application undermining an organization’s security
policies. This criteria ranges from Very Low to Very High.

e Business Relevance (2): The likelihood of the specific application aligning with the business
needs and operations of the organization. This criteria ranges from Very Low to Very High.

e Types (3): Defines the type of application which consists of either Application Protocol, Client
Protocol, or Web Application.

= Application Protocol: The communication between hosts (e.g., HTTP, SSH).

= Client Protocol: Communication from the software, running on the host (e.g., web
browsers, email clients).

= Web Application: Content or HTTP / HTTPS traffic from a requested URL.
e Categories (4): General application classification, describing its most essential functions.

e Tags (5): Information that describes the application (e.g., for encrypted traffic, only applications
tagged with SSL Protocol can be identified and filtered; without the tag, only unencrypted /
decrypted traffic can be detected.)
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Filter Applications @  RESETFLTER

(1) 4) Any selected (5)

(2) anonymizer/proxy
High = § Very High = [ Active Directory
(3) CIP Admin
Application Protocol = w CIP RA Admin
1P R& Rear

Client Protocol

91 Applications

Web Application

Figure 20: Filter applications (FDM)

FTD provides a search option that helps users identity predefined, available applications. This can be
configured from within the Filter Applications submenu as shown in the following figures: In the Filter the
list of applications text box, input the name of the application to be filtered and added to the object >
select the desired applications > Add > click on Save as Filter > input the desired filter name > OK.

Filter the list of applications 7 Applications
v Google
ﬂ Google Drive A free office suite and cloud storage system hosted by Google.
ﬂ Google G-Suite Google's suite of intelligent apps.
ﬂ Google Sites Google web page hosting.

Figure 21: Filter list of applications

APPLICATIONS SAVE AS FILTER

@ Google+

@ Google Duo

Figure 22: Selected applications
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Add Application Filter

Name

Google - NWing|

Figure 23: Create application filter

Once the filter name has been saved, it can be applied to other access control rules. In the selected list of

Applications, the 'A" icon changes to a filter icon and the list of application names is replaced with the filter
name, as shown in the following figure:

APPLICATIONS

+ Google - NWing

Figure 24: Application filter

This filter can also be edited by accessing Objects > Application Filters > Edit (pencil icon), as shown in
the following figure:

alnaln . o i o = 1] 7 . admin
cisco.  Flrepower Device Manager Monitoring Policies Objects Device: FP2110 @ @ @ - Administrator
Object Types Application Filters

Networks 9 objects Y Filte ==

Preset filters: System defined, User defined

NAME APPLICATIONS APPLICATION FILTER C: 5 ACTIONS
curity Zones
1 Application Protocols Types: Application Protocol
¥ Application Filters
2 Client Applications Types: Client Protocol
& URLs
' 3 FB Apps to Block Facebook Applications Other, Facebook Apps, Facebook
9 Geolocations Games, Facebook Notes, Facebook Sports, Facebook
Utilities, Facebook VolIP, Facebook video, Facebook video
E Syslog Servers chat, Workplace by Facebook
2 IKE Pc 4 Google - NWing Google Duo, Google+ ° e
A |

Figure 25: Application filter objects
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Application filters can also be applied to access control rules, configured as follows: Policies > Access
Control > Edit (pencil icon) > Applications > Add Application (the ‘+’ button) > Application Filters > select
the applicable filter(s) > OK > OK.

Traffic can also be filtered by the URL within an HTTPS or HTTP connection. URL filtering can occur
using categories and reputations, which outline a URL’s general classification and risk level, respectively.
A category classification is a general identification for a URL. For example, Facebook.com belongs in the
Social Networking category and indeed.com belongs in the Job Search category, but URLs can belong to
more than one category.

2.12. Configure URL category reputation

The Cisco Talos Web Reputation Threat Level refers to the risk of visiting a website or an IP address and
can range from Trusted (exceptional safety) to Untrusted (exceptionally bad, malicious, or undesirable) or
have an Unknown threat level, as shown in the following figure:

NEW THREAT LEVEL DESCRIPTION

Trusted

Figure 26: Web reputation levels (Cisco Talos)

When a category is selected, the default reputation risk is set to Any and Unknown, as shown in the
following figure:
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CATEGORIES

E Streaming Audio Reputation: Risk Any and Unknown

ANY

Include Sites with Unknown Reputation

Select this option to have URLSs with unknown reputations
included in the reputation match.

Figure 27: Default reputation risk (FDM)

NSA recommends unchecking the ANY box (which will automatically uncheck the Include Sites with
Unknown Reputation box) and selecting the Trusted reputation level, as shown in the following figure:

CATEGORIES

E Streaming Audio Reputation: RISKM [
E Streaming Video Reputation: Trusted W

Trusted
ANY L]

© I you change the rule action, fhe reputation
range you have selected might flip to the
opposite range.

Include Sites with Unknown Reputation

Select this option to have URLs with unknown reputations
included in the reputation match.

Figure 28: Recommended reputation risk settings

2.13. Enable reputation enforcement on DNS traffic

In DNS request filtering, the system looks up the category and reputation of specific websites when the
system sees the DNS lookup request for the fully qualified domain name. If the DNS/URL filtering rule for
the returned category/reputation is a Block rule within the access control policy, then the system blocks
the DNS reply leading to a failed connection attempt.

NSA recommends enabling the Reputation Enforcement on DNS traffic option within the access policy
settings, as shown in the following figure, to stop connections at the DNS phase. Go to Access Control
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Policy Settings, and enable the setting by clicking on the button until it turns blue. Enabling this option
improves HTTPS traffic filtering which is encrypted. As the control rules match HTTPS traffic, the DNS
reply is blocked before the HTTPS connection is started.

Reputation Enforcement on DNS traffic 0

Figure 29: Enable reputation enforcement on DNS traffic setting

2.14. Create separate URL filtering mechanism rules for HTTP and HTTPS traffic

As HTTPS traffic is filtered, subdomains within URLs are disregarded when the system determines the
subject common name. For example, the URL yoururlhere.com should be used instead of the URL
www.yoururlhere.com. Network administrators should examine the contents of the certificates used by
sites to verify that the correct subdomain is used.

When the system is performing URL filtering, the HTTP and HTTPS traffic from the same website are
both filtered when access control rules allow or block a specific URL. To distinguish between HTTP and
HTTPS traffic from the same website, separate rules must be configured to match the HTTP or HTTPS
traffic separately.

NSA recommends creating separate rules to block inbound and outbound HTTP traffic, and to allow
authorized HTTPS traffic. This provides greater control and restrictions over the network accessing
unencrypted protocols.

Creating a Block HTTP traffic rule can be configured as follows: Policies > Access Control > Add Rule
(the ‘+ button) > Action: Block > add the applicable Zones and Networks for the Source and Destination
traffic > add HTTP as the destination port to be blocked > OK, as shown in the following figure:

Add Access Rule @ X
Order Title Action

2 ~ Deny HTTP © Block ~

Source/Destination Applications URLs Users Intrusion Pol'm\.ro File poHcyo Logging
SOURCE DESTINATION

Zones Networks Ports SGT Groups Zones Metworks Ports SGT Groups

@@ inside_zone ‘D Inside & HTTP @ outside_zone S HTTP

Figure 30: Select ports for block access rule

Similarly, an Allow HTTPS rule can be configured as shown in the following figure: Policies > Access
Control > Add Rule (the ‘+ button) > Action: Allow > add the applicable Zones and Networks for the
Source and Destination traffic > add HTTPS as the destination port to be permitted > OK.
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Add Access Rule

Order Title Action

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones Networks Ports SGT Groups Zones Networks Ports SGT Groups
@ Inside_zone "D Inside Al Y o outside_zone & HTTPS Y

Figure 31: Create Allow access rule

An alternate method of configuring a Block HTTP rule is to select HTTP as an Application. This can be
configured as shown in the following figure: Policies > Access Control > Add Rule (the ‘+’ button) >
Action: Block > add the applicable Zones and Networks for the Source and Destination traffic > click on
the Applications tab > Add application (the ‘+ button) > select HTTP from the dropdown > OK > OK.

SOURCE DESTINATION

ACTION ZONES NETWORKS ZONES NETWORKS APPLICATIONS ACTIONS
> 1 NOFBGames () inside_zone Inside outside_zone Facebook Apps
Facebook Games
Block
> 2 Block HTTP App () inside_zone Inside outside_zone HTTP

Block

Figure 32: Select application for block access rule

2.15. Create separate access control policy rules for URL and application filtering

NSA recommends creating separate application and URL access control policy rules. Combining both
URL and application criteria in the same rule can cause the unintended result of the rule not functioning,
permitting undesirable traffic to pass through the network. URL filtering rules block specific web servers,
whereas application filtering rules target specific applications regardless of the web server.

2.16. Configure the URL time to live

The URL Time to Live (TTL) duration determines how long to cache URL category and lookup values
before a new category and reputation lookup is executed. This option is enabled when the Query Cisco
CSlI for Unknown URLSs option is selected, which can be configured by navigating to: Device > System
Settings: See more > URL Filtering Preferences > Click on Query Cisco CSI for Unknown URLS, as
shown in the following figure.

The option Query Cisco CSI for Unknown URLSs is used for URLs with neither a reputation nor a category
classification in the URL filtering database. If lookup results return reputation or category results, they will
be used when URL conditions are processed within their respective access rules. This option should be
enabled to label URLs with a category and reputation, and use the URL TTL.

U/00/183115-23 | PP-23-2153 | AUG 2023 Ver. 1.0 21



NSA | Cisco Firepower Hardening Guide

Device Summary

URL Filtering Preferences

Enable Automatic Updates
Latest update on: 12 Aug 2022 05:26 AM

Query Cisco CSl for Unknown URLs

© Enable QueryCisco CSI to improve the efficiency of
URL resolution.

Figure 33: Enable Query Cisco CSI for Unknown URLs option

A shorter TTL duration produces more accurate URL filtering results and a longer duration yields better
performance for Unknown URLs. NSA recommends changing the TTL from the default setting Never, to
an option that provides a balance between accurate filtering and better performance, as shown in the
following figure. If accurate filtering is a priority, administrators should increase the TTL to a longer time
which extends up to a week. If performance is not a concern then administrators are encouraged to
shorten this TTL according to their network requirements.

Query Cisco CSI for Unknown URLs
URL Time to Live

Never <— Default -~

4 Hrs
. 8 Hrs

12 Hrs

24 Hrs

48 Hrs

1 Week

Figure 34: Time to Live (TTL) setting

3. Implementing intrusion prevention policies

IDS or IPS inspection on traffic is controlled by intrusion policies. These policies inherit settings from one
of the four Cisco Talos base policy templates: Balanced Security and Connectivity, Connectivity over
Security, Maximum Detection, and Security over Connectivity, as shown in the following figure:
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Intrusion Mode

@ Prevention Detection

Intrusion rule actions are always applied. Connections that match a drop rule are
blocked.

Base Template

Please select base template 4

¥ Balanced Security and Connectivity - Cisco Talos
% Connectivity Over Security - Cisco Talos ‘
% Maximum Detection - Cisco Talos

¥ Mo Rules Active - Cisco Talos

% Security Over Connectivity - Cisco Talos

Figure 35: Intrusion Prevention base template options

Individual rules within policies can be configured to generate events, drop traffic and generate events, or
be disabled. Rules can also be grouped for easier configuration and management, and deep packet
inspection is performed by the engine from pattern matching. Snort is the main inspection engine for the
system and the rules within the policies are a collection of Snort rules evaluated against traffic flows.

3.1. Implement “Balanced Security and Connectivity” as a base policy

The Firepower contains combined intrusion and network analysis-based policies that enable the system
to preprocess and handle traffic. NSA recommends the network analysis base policy to be Balanced
Security and Connectivity, which attempts to keep users secure while not being too aggressive and
possibly dropping normal traffic. The other base policies contain an emphasis on network infrastructure
over security and connectivity.

Once the base policy is chosen, administrators are able to modify rules within the intrusion policy. The
action for each rule can be changed to alert, drop, or disable depending on network requirements.
Custom rules can also be uploaded and applied to an intrusion policy based on traffic analysis. The
security level for each subgroup can be modified within each intrusion policy to enforce rule processing so
connectivity or security is emphasized in the network. Rules are organized into various signature groups
with respect to intrusion type. Each group has subgroups that contain the signatures and an action of
alert, drop, or disable. The security level for each subgroup can also be modified to enforce the rule
groups.

4. Implementing SSL policies

Secure Socket Layer (SSL) policies control inspection and decryption of encrypted traffic. SSL decryption
within the device mostly targets Transport Layer Security (TLS). The three components of SSL decryption
are a TLS proxy, the session setup, and the application data. The session setup involves the asymmetric

key while the application data involves the symmetric key for encryption/decryption. The actions related to
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this policy include decrypt - resign, decrypt - known key, do not decrypt, block, block with reset, and
monitor. The encryption/decryption is only available on hardware for ASA 5525-X, 5555-X, 5545-X,
Firepower 2100, 4100, and 9300 series versions 6.2.3 and up.

4.1. Enable TLS server identity discovery

Decrypting traffic from the Internet presents a number of issues as this traffic is coming inbound to the
internal network. Within network traffic, even when not decrypting traffic, the certificate is required to
match application and URL filtering criteria in the access control rule.

NSA recommends enabling the TLS Server Identity Discovery option to enable policy enforcement
without affecting performance or risking compliance, as with full decryption [5]. Go to access policy
Settings and click on the TLS Server Identity Discovery button. Once this option is enabled, as shown in
the following figure, the device will identify the server’s certificate without decrypting the entire session.
This allows encrypted connections to match the correct access control rules.

Access Policy Settings

TLS Server Identity Discovery Q

Figure 36: Enable TLS Server Identity Discovery setting

4.2. Decrypt specific traffic instead of all traffic

It is easier to process traffic when there is no encryption or obfuscation. Unlike plaintext traffic, encrypted
connections, such as HTTPS, cannot be examined fully by network administrators. Since most legitimate
connections are encrypted, adversaries can hide harmful traffic within encrypted traffic.

NSA recommends using the Decrypt - Resign action to inspect encrypted traffic when decrypting. The
system re-signs the certificate of the website once traffic matches the rule. Separate sessions for
decryption and re-encryption are created with respective cryptographic connections. Certificate objects
and ciphers added to the policy must also match the CA certificate and encryption algorithm. If objects
and ciphers do not match, encryption and decryption will be unsuccessful. Decrypting all traffic will hinder
performance on the device. Depending on the flow of traffic within the network, only decrypt abnormal
traffic outgoing from the internal network or other traffic that may be of interest. Select Decrypt Re-Sign
from the action list when creating an SSL rule, as shown in the following figure:

Add SSL Decryption Rule

Order Title Action

2 ~ ssl decrypt a Decrypt Re-Sign v

Figure 37: Create SSL Decryption Rule
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5. Implementing malware and file policies

File and malware policies indicate the type of files that are allowed, blocked, or inspected from all types of
traffic that pass through the device. Different actions available for incoming files are detect files, block
files, malware cloud lookup, and block malware. When files and malware are to be inspected, this
includes static, dynamic, and local analysis. Below are a few guidelines when configuring these policies.

5.1. Enable reset connection

File or malware policies contain rules that involve blocking harmful files and malware. In FMC, under the
action criteria, there are other options as to what should be done after those harmful files or malware are
blocked as seen below.

NSA recommends enabling the reset connection option under the action, which will prevent a blocked
application session from remaining open, as shown in Figure 15. If the connection is not reset, the
session can remain open and connected. This setting resets the TCP connection and prevents malicious
actions from an unauthorized host.

5.2. Do not store all files within local storage

High volume within a network increases the chances of encountering malicious files or executables. The

system stores files or malware for further analysis that match criteria within a rule. NSA recommends not
to store all of the files for analysis on the device. Storing all files on the system will not only affect storage
space, but system performance can be affected as well.

As shown in the following figure, enabling the Store Files options allows the system to allocate space on
the device’s hard drive to store those files. Once the space on the hard drive is at capacity, the system
begins to delete the oldest set of files first. This will continue until the threshold for adequate hard drive
space is reached. An alternative to permanently storing captured files on the device’s hard drive is to
download the files from the device’s file storage to another protected system for further manual analysis.
Another option is to submit captured files to the AMP cloud lookup service for dynamic analysis.

View Rule

Application Protocol Action Store Files

Any v ¥t Block Malware A ‘ Malware

Direction of Transfer Spero Analysis for MSEXE Unknown

An
id Dynamic Analysis Clean

o Custom
Local Malware Analysis

+ Reset Connection

Figure 38: Configure Store Files options (FMC)
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6. Enabling secure VPN settings

6.1. Use secure VPN tunneling protocols

The most secure protocol and strong encryption algorithms should be chosen when creating a VPN with
this device. NSA recommends using the Internet Key Exchange (IKE) version 2 (IKEv2) key management
protocol due to the IPsec and Security Association (SA) standards that allow a more secure connection
by encrypting data between clients [6]. IKEv1 should be disabled due to implementation of insecure
hashing and encryption algorithms [7]. The IKEv2 policy should include AES-256 or AES-GCM-256 for
encryption, a Diffie-Hellman group of 20, a SHA-384 or SHA-512 integrity hash, and a Pseudo Random
Function (PRF) hash of SHA-384 or SHA-512 [8]. The IPsec proposal should include AES-256 or AES-
GCM-256 encryption, SHA-384 or SHA-512 integrity hash, and an authentication type of Certificate [9].

7. Hardening FXOS

The Firepower device runs an underlying operating system called the Secure Firewall eXtensible
Operating System (FXOS), on top of which is the FTD image installed as a container. To prevent possible
exploitation of known vulnerabilities, FXOS should be updated to the most recent version and configured
so that only authorized users have management access. The following configurations show the NSA
recommended baseline for SSH, HTTPS, and TLS access encryption and hashing algorithms.

7.1. Configure strong SSH algorithms

SSHv2 should be configured to the strongest algorithms for authorized users connecting to FXOS, as
shown in the following figures. The commands are executed in the FXOS CLI, which puts the device in
the system services mode and enables SSH.

Once the SSH server is enabled and the working directory has been placed in system services mode,
NSA recommends configuring the SSHv2 encryption algorithm AES-CTR-256, following NSA and NIST
guidance to retire the use of the deprecated 3DES-CBC algorithm. This configuration should be enabled
on both the server and client to ensure a strong SSH encryption algorithm, as shown in the following
figures:

> connect fxos

Firepower-modulet

Firepower-module# scope system

Firepower-module /system# scope services
Firepower-module /system/services# enable ssh-server
Firepower-module /system/services#

Figure 39: Enable SSH

Firepower-module /system/services# set ssh-server encrypt-algorithm aes256-ctr
Firepower-module /system/services# set ssh-client encrypt-algorithm aes256-ctr

Figure 40: Configure AES-CTR-256 encryption
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At a minimum, NSA recommends using the diffie-hellman-groupl4-shal key exchange algorithm. This
algorithm may be implemented to exchange a secure session with most devices [10]. The configuration in
the following figure shows the commands to execute for both server and client.

Firepower-module /system/services# set ssh-server kex-algorithm diffie-hellman-groupl4-shal
Firepower-module /system/services# set ssh-client kex-algorithm diffie-hellman-groupl4-shal

Figure 41: Configure Diffie-Hellman key exchange algorithm

In order to verify data integrity within SSH, a Hash-based Message Authentication Code (HMAC) method
must be specified to ensure both sender identity and that the message was not modified during transit.
NSA recommends configuring the HMAC-SHA2-512 algorithm for both server and client, as shown in the
following figure:

Firepower-module /system/services# set ssh-server mac-algorithm hmac-sha2-512
Firepower-module /system/services# set ssh-server mac-algorithm hmac-sha2-512

Figure 42: Configure HMAC algorithm

NSA recommends configuring an RSA host key of 3072 bits and a key ring maximum volume limit of
500,000, as showing in the following figures. A larger key modulus size makes it harder for adversaries to
be able to derive the key, and each encryption key is used to protect no more than half a gigabyte of data.
Rekeying occurs once this threshold is reached.

Firepower-module /system/services# set ssh-server host-key rsa 3072
Firepower-module /system/services# set ssh-client host-key rsa 3072

Figure 43: Configure RSA host key

Firepower-module /system/servicest#t set ssh-server rekey-Limit volume 500000
Firepower-module /system/servicest#t set ssh-client rekey-Limit volume 500000

Figure 44: Configure rekey limit

NSA recommends configuring a time limit of 60 minutes to prevent having an idle SSH session for long
periods of time, as shown in the following figure. Once the time limit has been reached, FXOS
disconnects the SSH session, and a rekey of session keys are generated

Firepower-module /system/services# set ssh-server rekey-Limit time 60
Firepower-module /system/services# set ssh-client rekey-Limit time 60

Figure 45: Configure rekey time limit

NSA recommends enabling a strict host key check to control SSH host key checking, as shown in the
following figure. Enabling this option allows the system to reject a connection if the host key is not in the
FXOS known host file.

Firepower-module /system/services# set ssh-client stricthostkeycheck enable

Figure 46: Configure strict host keycheck
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NSA recommends configuring trusted subnets or hosts for SSH access with FXOS, as shown in the
following figure. Known hosts or subnets should be configured to maintain strict limits on hosts that will
have SSH access to FXOS.

Firepower-module /system/services# enter ip-block {ip_address} {prefix_Length} ssh

Figure 47: Configure trusted hosts or subnets within the FXOS SSH known host file

7.2. Configure key ring

NSA recommends creating key rings of a minimum of 3072 bits. Including the default key ring, FXOS
supports up to eight key rings. To create the HTTPS key rings, navigate to security mode and key in the
commands as shown in the following figure:

Firepower-module# scope security

Firepower-module /security# create keyring {key_ring_name}
Firepower-module /security/keyring# set modulus mod3072
Firepower-module /security/keyring# commit-buffer

Figure 48: Configure key rings

While FXOS comes with a default key ring, NSA recommends regenerating the key ring if the certificate
expires or the cluster name changes, as shown in the following figure:

Firepower-module /security # scope keyring default
Firepower-module /security/keyring# set regenerate yes
Firepower-module # commit-buffer

Figure 49: Configure key ring regeneration

NSA recommends creating a certificate request for a key ring to prepare for secure communications. In
case the keys become compromised, a certificate authority (CA) and certificate revocation list (CRL) is
also recommended, as this would allow the keys to be revoked, preventing them from being used. Usually
devices contain a self-signed certificate which is not automatically trusted by other devices. A user’s
browser may display an authentication warning due to this self-signed certificate. Creating a new
certificate from a CA allows devices to trust appropriate certificates and allow for secure and trusted
communications.

Once the certificate has been generated, copy the text, including the BEGIN and END lines, and save this
to afile. The file should be sent to a trusted certificate authority to obtain a certificate for the key ring.
Then, create a trusted point containing the certificate chain for the key ring certificate, as shown in the
following figure:
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Firepower-module /security # scope keyring {keyring_name}

Firepower-module /security/keyringt# create certreq ip {ipv4 or ipv6 address} subject-name {name}
Certificate request password:

Confirm certificate request password:

Firepower-module /security/keyring# commit-buffer

Certificate request subject name: {name}

Firepower-module /security # create trustpoint {name_of_trustpoint]
Firepower-module /security /trustpoint# set certchain

Enter lines one at a time. Enter ENDOBUF to finish. Press ~C to abort
Trustpoint Certificate Chain:

> =m==- BEGIN CERTIFICATE-----

> MIISDFNUSSDFIUNISUDNFKIBSEUIFBOSUEFHOSEHFOISEFSOEIJFOISEJ]

S

> === END CERTIFICATE -----

> ENDOBUF

Firepower-module /security /trustpoint# commit-buffer

Figure 50: Create certificate request for key ring

7.3. Configure HTTPS options for secure communication

HTTPS uses Public Key Infrastructure (PKI) to create secure communication between the Firepower
chassis and a user’s browser. Before secure communication can take place, key rings and certificates
must be created for devices on both ends to create trusted points and a secure channel. Once the
certificates and trusted points are created, HTTPS is enabled and the previously created key ring is used.

NSA recommends configuring trusted subnets or hosts for HTTPS access with FXOS. Known hosts or
subnets should be configured to maintain a strict limits on hosts that will have HTTPS access to FXOS.

Firepower-module /system/services# enter ip-block {ip_address} {prefix_length} https
Firepower-module /system/services# commit-buffer

Figure 51: Configure trusted hosts or subnets within the FXOS HTTPS known host file

7.4. Configure TLS to the latest versions

The Transport Layer Security (TLS) protocol provides data integrity and privacy between two
communicating applications. The minimum TLS version configured in FXOS ensures external devices
must also be configured with the same TLS version to open an HTTPS connection with FXOS. The
device will also communicate with higher version levels, if both parties in the communication support the
configured level.

Although the FXOS minimum default TLS version is 1.1, NSA recommends setting the minimum
configuration to TLS 1.2, which allows the use of more secure hash algorithms and advanced cipher
suites. TLS version 1.3 is also available and does not support many of the vulnerable cryptographic
algorithms that TLS 1.2 can be configured to allow and often allows by default, thus making it more
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secure by default. To configure the TLS version within FXOS, navigate to system mode as shown in the
following figure:

Firepower-module /system# set services tls-ver vi_2

Figure 52: Configure TLS to the latest version
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