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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202.2884

December 15, 2004

MEMORANDUM FOR DIRECTOR, NATIONAL SECURITY AGENCY / CHIEF,
CENTRAL SECURITY SERVICE (1))

SUBJECT: Audit of the Requirements for the IRAILBLAZEK and | HINTHREAD
Systems (Report No 05-INTEL-03) (Project No  D2003AL-0100) (UAFOHEN

(L) We are providing this report for review and comment. This audit was

i itisted from a Hotline complaint. We considered management comments on a drafl of
this report in prepanng the final repont. Management conducted s security classification
review of the drafi repon.

(U} DoD Dhrective 76503 requires that all recommendatbons be resolved

Y. nonconcumred with Recommendations A.l. and A2

gemen! partially concurred with Recommendations A3, B.1,, B.2, and BJ. Asa

result of management comments, we revised Recommendations A.2.and B.1. We request

that the Director, National Secunity Agency/Central Security Service provide additional
comments on all recommendations by January 15, 2005,

reciate the courtesies exlended fo the stafi Juec fions should be
directed to at (703) 60 m |
- (410) B m SeeAppmdu K for the fBRST dison Tpo—

listed insideitiie back cover

COTINE ',

Thomas F. Gimble
Deputy Inspector General for
Intelligence

=
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Office of the Inspector General of the Department of Defense

Report No. 05-INTEL-03 December 15, 2005
(Project No, DZ003IAL-0100)

Requirements for the TRAILBLAZER and THINTHREAD
Systems (U)

Executive Summary (U)

(U) Who Should Read This rt and Why? Acquisition decision makers at the
National Security Agency (NSA); the designated NSA Milestone Decision Authority for
the Under of Defense for Acquisition, Technology, and Logistics; and
E:m.ndinlhc ofﬂnAmSmWynfmu and Information

egration) should read this report because it discusses a better technological and more
affordable solution for digital network exploitation than the solution being developed by
the NSA.

(U//FOBQ) Backgronnd. We this audil in response 1o &8 Defense Hotline
complaint, which alleged that NSA actions in the development of THINTHREAD and
TRAILBLAZER resulted in fraud, waste, and shuse. The specific allegations were: (1)
TRAILBLAZER development wasted hundreds of millions of dollars, (2) NSA

solutions to urgent U_S. national security needs; (3) NSA modified or
suppressed studies and companisons that favored THINTHREAD over TRAILBLAZER,
and (4) NSA did not address FY 2002 congressional requirements to deploy and further
develop THINTHREAD.

SHSD. THINTHREAD THINTHREAD was developed as a traffic analysis and
discovery ool o streamline and improve computer-based exploitation of digital perwork

3000 and Tas bea deployed 10 itionn sibes, However, NBA menageciont doms
not encourage analysts to use S-ueAppunduEfotﬁ:ﬂmdmdls

mzm TRAILBLAZER. TRAILBLAZER is m Anquwuon Cmy-la T

acquire, through a series of spiral developments, an
much—nuddmupubﬂ:tyngu_ﬂtllwmﬂbd Net

Gwdapaﬂ Soe Appendix B Tor further detaila.

wreuay[

1 [SA (D)(1) 14(c), (D)(3) 50 USC 3605
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NSA (b)(3) 50 USC 3605

ﬂplhlewhman. was already

explmtah , when '

operations E;ﬁﬂvmlable. lndrudy for dqploymmt Asa mﬂmm Security

Agency is: ently using resources expl system

that is not ¢ leofﬁ:llynplomthe tdmwd-ﬁm ayailable to analysts 5
from the Information Network. NSH should READ as the

interim cupibility digital netwbrk fhﬂhh Mnﬁlﬂﬂmmm

collection- sE whenp fequired. unti enhanced and extended[ ]
| Finally, NSA dpvelop a formal training

dmhuﬂmmlunhwwdﬁmdymmmﬁlmm =

Shm:fmmudwmmmmmo{uunuble
lmg-!umno for digital network exploitation for the TRAILBLAZER Initial
Truufvmdnpn&ahwnn.‘l‘ Demonstration Platform and Objective Program. y
As a result, the NSA transformation miay be Ilusﬂplblolnu-um
nﬂqkuphim»hnonmnmllmlmﬂ cost significantly more to
. 'NSA management should llﬂmhmthelbdityof =
TH or its technologies as textn
mmmﬂofmm ER"
WMGWMMEJ assessment (o
Demonstration Platforin Milestone Decision Authority for
mnmﬁg_mmammmwmmmmuuum

in the mA[LBLAZElLAnﬂm of Alternatives
uqﬁ ﬁ Milestone B (Finding B). :

muwcmmmw mmummm
the Director. NSA/Chief, Central Security Service contaiied significant disagreements
with the report findings. The Director stated that the world's most advanced

experts have ussessed the situstion and are confident i the NSA has

mm Executive Off ﬂ'um“mmw“"%ﬁ“m”ﬂ e
ve Officer
wmu:ﬂu&ymvemmmnmmnﬂwmm
atthltnme to concur. Three of the four partial concurrences depend upon the
m&MmeMwmﬂkmdﬂUnonmm
R&Dorluwchmlopummeumelong-m

(U)Wcmuad&tempoﬂﬁndmpndrmmdlﬂﬂubudmlheﬂhﬁurs
comments. However, we continue to believe that THINTHREAD and its capabilities can
better satisfy NSA requirements al less cost. We request that the NSA/Chief, Central
Security Service provide a risk mitigation plan describing the steps he will take to assess
THINTHREAD. We do not agree with ent that it would be detrimental to the
signals intelligence mission to enhance of THINTHREAD as

TOP SECRETFCONIINTI 2029112y

Bates 000211



FOP-SPERPF/EOMINT/20204125

(U) the intenm digital network uplmuhnnqma'n We request that the Director,

NSA/Chuef, Central Security Service provide additional comments to this report by

January 15, 2005. See the mdinpmanoﬂhnq;wfmldlmmofm:
muﬂaudnmAmaﬂnlfwadunladeruFaue
of the report for the

numrmﬂmﬂ,nﬂﬂlcmwmmm
text of the comments

Bates 000212
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"I (U) Background

_ierHotline A 5. A letter to the Defense Hotline requested that the

WGM;WlofDMM|mdimuﬁmm

! acquisition of the TRAILBLAZER and THINTHREAD pnglml. The complaint
charged the NSA with fraud, waste, abuse, und a di a solution to urgent

- security needs because the TRAILBLAZER Progmam did not consider that

TH was already developed to perform the same mission. Also, the

- NSA i or modified the recommendations of two studies that

fa the THINTHREAD Program. Finally, the NSA did not

THINTHREAD 1o additional collection sites as directed by Congress.

(U) National Security Agency Mission and Planaing Guidamee. The mission

- of the National Secunity Agenc me:ISenliz:wm yisto
M pmvidcnﬂiuubleSiﬂlHnuEipman.S. isi from the national
to the tactical level, while | the nation's vital information from attacks.

- The urgency of the NSA/ mission is greater than ever since the September
J 11th attacks and the Global War on Terronsm.

- (U/FOBQ)LIn addition, defense planning guidance and the Director of Central

J Intelligence guidance stipulate the need for “a globally vigilant intelligence
system that can provide early stritegic waming of crisis and detect threats™ that is

supported by capabilities such as an “information superionity backbone.”

). mwm«m which
started in FY 2000 and is operating capability in FY 2009, to
mmﬁ«umwmwummmmw

- a senes of spiral developments. The ILBLAZER system will deliver

mrﬁmmMmemwa

' rsn {b)(3) 50 USC 3605 ==

(. The TRAILB
’ Jojec

IO ETrall

It
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rSA (b} 1) 1.4(c), (b}{3) 50 USC 3605

: in 1996 that became known as
his projoct eventually led to THINTHREAD.
HRE is_lowmliwmumhmhmammdhiﬁr-mon
dagital nerwork exploitation s ltwudm:hpdbya
engineers in the Signals Automation Research Center as a traffic
mimanddisawayhol. Becsuse THINTHREAD was considered to be a
and development project, the developers were told to discover a different
wwm;mmm . Thexefore, NSA did not approve some
resources used. mmﬂmmwwdeploydm
Nmmhul&ﬂfordﬁmlmmﬂwﬂmunmmnh.wlﬁlh
mﬁlcmnthemm Them.ml declang |, and

“Y6i THINTHREAD. The Signals Inteliigence Automation Research Center

SMCmmimmhmlumwwhommo&dm
ilities noted that there were overiaps between THINTHREAD and
LBLAZER. They asked why TH did not constitute at lcast part
s MMVHJIFMN conduct a technical
Committee on ¥ to a review
to compare the existing and planned i of THINTHREAD and
NSA did not complete the verbal request, which resulted in the
Directed NSA Modemization Study in the FY 2001 Intelligence
Bill (CMS 1-25-2001).

Policy Governing Signals w«mmu- uisition. Gwudance for
g;np:lhlntdhm md Directive 5000.1,
DoD Instruction 2ntllt¢ ct of 1996, Spadﬁnllly.thue
mmmumm&memmofmm
! systems

(U) DeD Directive S000.1, “The Defense Acquisition System,™ May 12, 2003,
DoD Directive 5000.| establishes the management process by which the DoD
provides effective, affordable, and timely systems to the users. DoD

Directive 5000.1 states that all acquisition professionals shall continuously
develop and implement initiatives to streamline and improve the Defensc
Ammjﬁm Specifically, mdmctive:ur that military decision
authorities managers examine as appropriate, adopt
mwmwnmmcﬂcmﬂmﬂmmm

Bates 000217
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(U) DoD lnstruction 5000.2, “Operation of the Defense Acquisition System,”
May 12, 2003. DoD Instruction 5000.2 establishes a8 management framework for
translating mission requirements into stable, affordable, and well managed
acquisition programs that include weapon sysiems and automated information
smmmgmmmmmmﬁ.-ﬂmmm
programs. [nstruction 5000.2 states thet, dunng

Components should examine multiple concepts and matenial

optimize the way that DoD provides these Thltlppmudnlnl!
inclnde;ob\m analyses that consider Iity, technology maturity, and
responsiveness.

(U) Clinger-Cohen (Information Technology Managemeat Reform) Act of
1996. This act requires that heads of executive develop and use best
practices in the isition of information . The process of an

executive agency mchndemnnmnmmmbupphdm
MuwmduuhlmmmmhmanMﬁonm

critenia related to the quantitatively expressed projected net, nsk-adjusted retumn
on investment and specific quantitative and qualitative criteria for comparing and
priontizing altemative information systems investment projects.

(U) NSA/CSS Circular S000R, “Acquisition Management,” Junuary 9, 2001.
Thcw'ullﬁ the aofDoDDIMv:SMIIdDoD

Z-RﬂﬂmﬁnN hﬂlﬂhﬂbﬁcobjuﬂvn.
mmﬁnfmnd e within the Thleopc
acquisition management
Program, NSA should address mteroperability between existing and
Service tactical Signals systems, connectivity between (actical and
national & consider technology that may satisfy the requirement.
and possi duphuhmofo:mingeﬂ‘oﬂ.

(U) Objectives

(U/FOBQ) The overall audis objective was to evaluate whether THINTHREAD
should have been considered the best source for digital network exploitation, We
did not review the management control program. See Appendix A for a
discussion of the scope and methodology.

Bates 000218
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[“”"‘“’“3’5"”%’5 A. The NSA Interim Solution to Urgent
National Security Needs (U)

MJMNSAMMMMWMMWM
although requirements could have
WlmmﬁmlndmmhhdeQMy

system. THINTHREAD. Those conditions ocowrred because NSA:

» (U/PSUHQ) did not consider THINTHREAD as an altemative
ao[nﬁuu a quick reaction capability requirement for an interim
uplo:tumsymaﬂu'ﬂwsm 11,2001,

» (U/POUQ) did not follow the recommendations of internal and
external technical reviews completed in 2001 that recommended:

1. (W/ deploying THINTHREAD as the interim
solution for digital network exploitation; and

2. (U/FOUQ) extending and enhancing the capabilities of
THINTHREAD;

. Mmmwom'a(mmmm to collection sites
as directed by Congress in FY 2002; and

) As a result, NSA initisted and used hs an intenm
solution, which NSA to use until FY 2009,
is not capable of fully the digital network

1 a analysts from the global information network and costs
ﬂmiﬁﬁymmdwdop. field, and maintain than THINTHREAD.

(U) Urgent National Security Needs

(PHER NSA documented probl mmlhlhemﬂhblsucssm
Imelligence systems. In particular, the NSA/CSS system is oot
capable of ing the volume of communications on the Global Network, and
the amount of intelligence that is transferred 1o and stored in NSA datshases is

le. The NSA/CSS Signals intelligence systems, developed in

response to the Cold War, ficient at intercepting, processing, and
muducmgmuﬂwﬁmmﬂz md.mmamd:phl
communications on predomnant| io frequency camiers, While

mmwmwmmmwmm lo
wunblemmu:h,dagul technology vﬂnﬂyuplododmmcwmmuﬁmn

ENTVINOTTTICTIL I
5 1

onmmum lhdﬂtd:tmﬂllymtmu:ble.mdthomyn
mmwmmmmmmm:m-mhm

Bates 000219
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(B)(1) 1.4(c), (b)(3) 50 USC 3605, (b)(3)
UsC 3024 (i)

THINTHREAD. in January 2000, a small veam of within the
ignals Intelligence Automation Rescarch Center was
wm.twwnnﬁmﬁﬁmm:ﬂduﬁm

. ndunduhﬂmthm&hvadmnﬂ-lo—mdmﬂmﬂuuﬂmg
- uuhmmmmd&lm THDrn{IlEADwiﬂ:hﬂthrwﬂi

(b)(1) 1.4(c), (b)(3) 50 USC 3605

—_ e
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Llisc ESA D)(1) 1.4(c). (b)(3) 50 USC 3605, BI3)
USC 3024 (i)

(uuliada) TRAILBLAZER Initial Transformation Activities

ﬁ&l‘B'I}ﬁemAﬂ,BLAZElehllT sform otivitie

mMathBOlunamafmmd —
demonstrate essgntial ities and ¢ h dn Initial Operational

mmaﬂ?;mmm dluddumfwmﬂmofNSAmmmof

efficient digital network exploitation. ;‘medr of
MZElllnimlesﬁnmuonAm
e e

raiah

IPROIIN

—

B o e s g
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(U) Congressional Guidance

()

To8H The FY: 2002 Authorizing Conference stated that the
Intelligence Community is so formidable in suppont oq&m;mm:sym
that it 1s impossible to m:ndmmnhve simply because the
base does pot exist. The hmcmmyh-m ﬁmmm
capabilitics trying to meet increasing demands for yesterday's ities.
conferees helieve that the TRAILBLAZER | interim or capability should
focus on low-cost initiatives that can implement, quick]y affordably,
nmﬁmﬁqﬂi&mmﬁuﬁyﬁmm&mbﬁdmddﬁwm
back-end of processing and production. The conferees were also concerned with
huknfdtmble progress made by the TRAILBLAZER 1 Pro, which had

ﬁ:rtlnﬁmds The conferges that the

Pmpmwaddntnpmpdyddiwupubﬂttiuhdn
mtmm '

(/M%&) In response to the terrorist attacks on the World Trade Center and the
nmnnmswbull 2001, and the ensuing wartime threat mode, NSA
a

qmdmcwdnyhmmm}w Altemative
mlubmbnmfytlmmmmdndd enhancement of
existing legacy systems under the

Bates 000222
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(U) Alternative Solution for 8 Quick Reaction Capability

Requirement
rs““"“’m“scmﬁ ( In September 2001, NSAWMMIIOM B 'tunmhfnn
quick reaction cap _‘lllylomus the exi el THINTHREAD

Aems m-debtlm .

he evelopment vor THINTHREAD
16 meet & he operation mmmmmwmrg TMNAA
Modemizatiosr Stud mmnmmmdmmmuf [E
: THINTHREAD could be enhanced to

e operation wuuhﬁﬁd However, for no
documented reason. NSA management did not consider THINTHREAD as a
w:bkcorpormsolununforlheqmdmchmcqnhktyrqm

(U//FEUQ). Ability of g |and
THINTHREAD to Meet Quick Reaction Capability
Requirements

~t@¥Several studies identified an overlap smong the THINTHREAD and
TRAILBLAZER In March the THINTHREAD Program was
moved from the s Intelligence Automation Research Center 1o the
mhm.&qmihon-&wmﬂmmdﬁxphimm

Bates 000223
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SA (b)(1) 1.4(c), (b){3) 50 USC 3605, (b)}3) 50 USC

- (UMPO%E) The THINTHREAD mofﬂ.eupmunum:n

Table | before September 2001, mahwlhhakof r

mdthedmmmmhuul vstems, th ; :
- dcvnlopmﬂnmmwu L
thwﬂdlwamlm
solution fortheqmd reaction capability requirement.
5 W

5 e e L e i s = vl
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Do 1) 3SR NSA (b)(3) 50 USC 3605

="

(U/ﬂrﬂﬂlﬂﬂﬂmﬂﬂnﬂ_ﬂlmﬂﬂ THINTHREAD and

mwnaum, In June 2002, the THINTHREAD
that the THINTHREAD system was very flexible,
ufnbk.mddnp!ﬁhhamdewddmmuw
mdewadm:ddwbemﬂemdmuldqm&iyh -
programmed (o process new si types. THINTHREAD used commercial-o
the-shelf hardware products listed on'the NSA Enterprise Solutions baseline.

1]
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(b)(1) 1:4(c), (b)}3) 50 USC 3605
B TOP-SECRETFCOMINT2029112Y

=

o

(U/PSUQ) Technical Review Studies. A number of internal and exiernal technical
review studies were conducted 10 determine whether a duplication of effort existed
between applications within the THINTHREAD and TRAILBLAZER programs. Those

WNWMMM Tﬂmof
those two systems, not the full capsbilities-
MMWWMMMWMHREAD TRAILBLAZER

rmW:ms.
U/FOUQ) Existing State of ht NsA

l__l

L___l

[NSA B)(1) 1.4(c), (bH2) 50 USC 3605, (0)(3) |
KO USC 3024 (1)

Bates 000226



o “rs.i\ (b)(1) 1.4(c), (b)(3) 50 USC 3605

6#68 THINTHREAD Solutions. THINTHREAD devéloped sblutions for B
mos! of the digital network exploitation issues identified in Team's final
report. The THINTHREAD selector dictionary was developed new .
: = s . =
;
! -
|

. » mﬂ A - '. —
-l::.-. w’ﬁWMwm.m - w. b :
ik arities and dif 10es Detwesn the System cap. giliﬁ'of

: i

differences between the TRAILBLAZER and system capabiliti -
Mﬂlﬂ,ﬂ&ﬁhwwmmw An initial report on the
findings was published in February 2001 In 2001, the NSA Deputy =

[ RAILBLALBK

(U/MO%U0) Resulits of the Techmical Review. The technical review concluded
that significant overlaps existed in the TRAILBLAZER _

Bates 000227
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(U/FOUQ) | Bystem and the THINTHREAD Program and that
7 the approaches and devel hlluouuph:les differed. Both reviews e
same conclusions and recommen E ; that reached

.
SA (b)(3) 50 USC 3605 sl v®

¢ ~(OABE) NSA Uppe Mdriggement should prova -
| b ..mm%mm:omﬁm'mmm

g! " capabilities of THINTHREAD; and
| * ((U/FOBQLNSA upper management should support THINTHREAD.
i (U) External Reviews

.
i/

I3
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FSA (b}(1) 1.4(c), (b}3) 50 USC 3605, (b)(3)
USC 3024 (1)

{WSAMMM The first “NSA Modemization Study,”
Julyzom was conducted by The National Technology Alliance, National Center
Aﬂ\dTMW:WWM activities within the
LAZERPmmMmMOfEu.m AD Pro

« 8#8H NSA did'not use existing products (THINTHREAD) to their full

Bates 000229
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rSA ()(1) 1.4(c), (b}3) 50 USC 3605

TOPSFERETCOVINT2029TT2Y

(L) The NSA Modemization Study recommended Lhat:
= (LJ/ ") the TRA[LILAZER Phase A Initial Transformation

Activities be t of the
TRMLBI..A_ZER' I

m'h“ﬂﬁm THINTHREADMW““HMCM[IUMW

h0 USC 3024 ()

(also a potentiat throwaway system depenc
Cmeq! Develapmmt Phase nalysis ¢

upuuthoremlmoflha

=

h, gﬂm.lm

- g
-

(Umlwﬂ}-'l‘hqﬂwmnl CauwﬁwhppthmhﬂmmdnmdlmL
a “quick-look" follow-bn to the first it Deckmber 2001. The Chief,
Signals fatelligence Programs invited the original team (© conduct a follow-
onmndymwa[mmwmhmﬂu Program Management
%mmal‘mm uisit mmfhttpunlau ‘:ﬂl::the

3 D, to
wuﬂmmdxmmudmﬂﬁmm Mymfmndm:

\)uu of th ™ } was not
Ao{nmofmhﬁdhwwmﬁmni&emd
mll! ] |
%Mtbﬂ -_.
E“L"‘“““éﬂ usaw! concluded that it w .
valuation Was nol necessary
elopment of the TRAILBLAZER

. m;m;mmauzmmmmpmmmﬁuadm
view THINTHREAD as a program asset. :

(SW&H NSA dispersed the on ‘Mmmmwdmmlhh
technical reviews. The TH was moved from the Signals
mmmamamm to the Director of Analyses and
P ions. NSAd:dnmmlanmthmﬂbonh

provide engineers to the THINTHREAD Program to extend
and enhance capabiljties. SuAmmdthumdmtd

discussion on the NSA Modemization. Smdiq
'W

T
Yy

15
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SA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (b)3)
USC 3024 (1)

“FOP-SECRET/COMINT 2029112

i

(U) User Fcedbag:_k on TH]NTHREAD

TOWeE) NSA AnalystFeedback. A team of analysts did not the
developers of THINTHREAD because NSA did mm%ﬂm as

Ll

were

THINTHREAD team developed the taxonones, D did not initially
generate a significant amount of reportable data. However, after one dedicated
analyst, frustrated with the quality and quantity of the intelligence data he
ncd‘:ud&omwuvmdmdunmhummh
THINTHREAD, both the ity-and quantity of intelligenve data recerved from

that he was nol able to receive before using TH g
famivadmmpinﬂ:emmrn were sent.
| ]

m%ﬂmmmmuMome
was not considered the corporate solution for digital

because
TH because NSA did not provide users with i
Intelligence analysts who used TH stated that :

¢ (U) had an casier query function;
¢ (U) was a faster and more cfficient collection capability;

: !-Wﬂndw&ﬁewinsmﬂbm&umnw“febu;

rSA (B)(1) 1.4(c), (b){3) 50 USC 3605 \ 2

E
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Sna}‘{b)[ﬂl 1.4(c), (b)}(3) 50 USC

. {U/Mmade a major contribution by challenging the way NSA
= pnontlmmdfmwuds traffic to the NSA workforce.

it L)

L__I

-~ (U)Acoq:lul that solves all the processing itself. [t has its control, stetus,
to solve, stove-piped sysiems will implement their own solutions 10 cach.
—d
17 !
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(U) Congressional Directed Action \

(U) THINTHREAD Deployment
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SA (b)(1) 1.4(c), (b)(3) 50 USC 3603, (b)(3)
USC 3024 (1)
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(U) Rationale for Delayed Deployment of THINTHREAD

ﬂlg&lpﬂf;uwu - Dlnheidveu(ngmll). Dimﬁwlan::
policy o .S. Signals Intelligence ym'liltoﬂ'rﬂmmllm

foreign communications. The Signals lnu[l:roe Systemn wi mw;

collect communications to, from or about U.S. persons or persons or entities in the

United States except as set forth in the Directive 18. If the Signais

System inadvertently collects such communications, it will process, retain, and

disseminate them only in accordance with Directive | 8.

9

o s
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that the office had no | with TH
Program Manager also that the Office of General Counsel never formally
cited THINTHREAD with noncompliance of Directive 18 since it was deployed.

0
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#3.Svstem Documentation. Signals Intelligence management also claimed that
i mclﬂmwdocmuﬂmddwd!hcdwlom of THINTHREAD.

as a prototype when only limited software
dumnonwumtm'ed.

SA (b)(1) 1.4(c), (b)(3) 50 USC 3605,
B3] 50 USC 3024 (i)

= Therefore, 'mynuthnhdnmeﬁaun
mmmofmmmwooumm

S6¥OR Studies. Prior to THINTHREAD deployment, ﬂuTc:hmlogTulmd
Evaluation Assessment, March 25, mmmmmmﬁ

mitigation and preparation actions be
. wfmmmmmmnmmmmmm
AT TS o THINTHREAD systemwide configurabon management process, <
| opnmbywlubmm-uldﬁfymdmolvc
problems with the wmmu operational risk of
. deploymng 10 sites,
- » (U) Generate user, system, technical, and programmatic documentation;
. (U)_&;dm@lw develop necessary partnersips with
W"D‘“ yment support organizations; and

* (U) Acquire sufficient numbers of ﬁﬂdpu!mudto
develop m

mllmg mmmﬁx m

MDTM Test and Evaluation did not find any hdlunllmmml
The NSA Modemization Stud 13, INI
MWMNMTMMMML
mwwﬂdnm-ﬂofhmm
ﬁmwmwmmmmmmm In particular, the

|
2]

-

FOP-SECRETICOMIENTY20291123
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SA (b)(1) 1.4{c), (b)(3) 50 USC 3605, (b)3)
0 USC 3024 (i)

FOP-SECRET/ECOMINT/20204423

“IWw&J) National Technical Alliance team did not understand the rationale for not

CWWMMM&AMmJAWWM

T, fiel all
lﬂmmrmmmm— mpngn lowigmt. m@mﬂy wﬁlﬁﬁm d\;.

completed, and the TRAILBLAZER Objective Program Phase B and C

*:. End-to-End prototype was deployed.

(U) Training for TIIINTHREAD Users
MI)AmlmdNSA mmadqw trained to fully operate the

A e ;--* e o

of the Handbook is to lead trainees to a skill
v operate the THINTHREAD system

Muthounhmmy nmlmmmmmm is user friendly, a
formal training course would Mnmnilblﬁlllawviwof
THM'HREAD ties and Edumm.mnhuw
o create is Anal
must .V_ :

2

“FOP-SECRET/CONINT 26297123~
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1LY pags

NSA (b)(1) 1.4(c), (b){3) 50 USC 3605 .1

=P CRFICOMHNT 22025~
__,g, : S T ———
‘\‘m_ Because NSA did not hnulc.lmom
muﬂmmrdmnuuum
(U}Sumnury

wmwmm hnlhwnhluytomwwﬁmb?.
cw ’ Nm M*MMIM should
immediately deployed to pu’&rmpqﬁoflhumdignlmmkqploimn
mission. Studies completed by intemal technical review teams and an external
tumof axpen Mmmmmmmmmmmgm
pproech b tal netwo qmmwmmmm.m

T ST : N
- nec

Environment. D produces valued, unique intelligence that meets
Mwnndshwmeiy.m-eﬂk&wmﬁuudnvmbyunMof
its and that is -drb.nd agile enough to anticipate and

m chinging needs of NS Szpuhhtdh.mm
ogies. -

mmwwmmm
1 directed NSA
oollwﬁnnum

mwﬂ-ymymd. m.zooz
to MWMM@ME&%M
3:.: nm:de;d ;Hﬂ;ﬂ” The NSA
deplo o use Signals management
transferred team. Bn.ns' Intelligence
claimed that THINTHREAD did not with Directive 18 and
dT::lo uwmm:mmwﬁmum 'IH&T'HREAD
yment. es as
#‘mm“““‘fﬁm%'"**w o ooy
was not y asa
mission-critical, digital network exploitation lity, In addition, NSA did not
a formal traiting program for TH usevs. As a result,
puddnmh;vemmdlddu:‘gumwhm
dwulq:mema intelligence reparts A management
uhmldmdutmﬁ recommendations before continuing

l
(U) Management Comments on the Finding and Audit

Response
(UIM) Management Comments. The NSA Mﬂmlhe
did not mclude significant information or included wrong
ing information. The lmd‘mmmmulnthe

anmuqumum this report.
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(U/FOWQ) Audit Response. We obtained, reviewed, and analyzed man
documents and we interviewed several NSA and contractor personnel to the
conclusions in this report. Wemchldedallinfumnhanmlmmnm
report findings and recommendations. Man puuplcw:mmawad

be identified for fear of . We gathered information

many sources to support the l’nwhs umtlyoontﬂnmfommon
ﬁomumﬁmwmnfuumum on management cormments,
we made vanous editonial to the drafi report. See Appendix J for a
completed audil response to management comment.

(U) Recommendations, Management Comments, and Audit
Response
BWEHrRevised Recommendation. Mlmdtofnmml comments, we

revised Recommendation A.2 1o request that THINT .&ﬂm_’
and extended to include handling the necessary services as well

{U) A. We recommend that the Director, N.msuwwlcw
Central Security Service:

1. {WWTHNHREAD#NIIWMW
network exploitation sytnn. o

19/6# Management Cnnmn. The Director, National Security Agency/Chief,

Central Secunity Service nonconcurred and stated that the s
memwm%
NSA management stated it would be detrimental to remove non-

capabilities from the existing digital network exploitation architecture. The

Gl Ll Nmoml Security Agency has consolidated processing activities by improving
isting capabilitie: kvekq:mgmmphlmﬂwm
-ammm digital petwotk cxoloitation grogram.

THRD Audit Wewoq:lﬁin CHIN capabilities are alread
deployed within t National Security Aync)r 3 _ IIII)‘:‘II
uﬂmomulmdl.ofpmdm n, sound

Iwndmwinlom
3 years after the start of initial

. |

! nolmplnmzllwmofthnum
analysts were. ot Iyn'nmadlouselt.mdiiwunmdeployadmmm
the systems’ full capabilities can be properly used and tested.

- .

§
-

W' 2
FORSFECREFHECOMINT 20202
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Central Service nonconcurred

uuﬁdﬁfmwwﬁﬂwmby"ﬁﬂy

J INTHREAD” mﬂuhﬁmofﬂ:iarqmn
- (S+Bdy Audit Respomse, Buadun mmwmuoddn
J rwommandmonlonplm mmm#of‘&d!ymhnndnd

extended THINTHREAD.” chmc
increased its digital network qplcu
over the past few years; however, the

25

e —
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(b)(1) 1.4(c), (b)2) 50 USC 3605

r (1) 1.4(c), (D)(3) 50 USC 3605 \

——— —_— — — —

rSA )(3) 50 USC 3605

—~FS#SHaha the National
and provide adaditiona ~,Il ~ . : mu“‘my’;wﬁﬂ*l
SquiTe ATNTHE ilﬁ:llyenmnndnqmm;b

[ ' ] .

3. {8} Develop formal classroom training for the entire
system to include the function of each component

{(UFOB6) Management Comments. The Director, National Security
Agency/Chicf, Central Security Service concurred. In April 2003, NSA provided
350 pages of guided courseware in Data Item DI-ALSS-81523A.

(ﬂ'Aq';dIllln Management comments were partially responsive.
Although the National Security Agency integrated [NTHiEAD
mmﬁmmwsMitﬁHMmWomwm
course for the READ end-to-end system. Wemﬂm:::lm

sdor is position i sdine formal cl ini bmi
additional comments by January 15, %S.

Bates 000241
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- B. The NSA Transformation (U)

Ay NSA management excluded THINTHREAD and its technologies as o
» viable long-term solution for digital network exploitation for the
TRAILBLAZER Initial Transformation Activities, T:
= Demonstration Platform, and Objective Program. This condition occurred

because NSA ent did not consider and internal
mnlym that NSA use TH and its

— ulnﬂ-ﬁmmuhhmﬂ.ﬂw&w

mmdmmmmmmmnmmof

z Alhnmqnvu, As a result, the NSA [ 1

E will eventually be integrated

- ve In addition, NSAmybcdcﬂbmpuuof
MBLAIERTWMMW unnecessarily.

- , the NSA Transformation may be devel llﬂlm Iong-
mtllnu\mrkexplmllnnnmluhmmn take longer and cost
m;mﬂumly more to develop.

(U) Congreuional Concerns on Dlgltnl Network Exploitation

b (U) The National Dehu:hnﬂmuahm;ﬁaﬁnﬂ’;mw that:

~fFSH#BI The NSA has clearly made grest: strides in secking 0
-~ traniform itself i many arces However, the NSA sppears 1o heve
made only modest progress in the ares most important to its funare:
sequiring the technical ability o operate mw&l

[ suo et T"m B

'l (U) TRAILBLAiER

o —mnmmuzooomumnsanmwmmml

Bates 000242
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4 needs—unrestrained by past practices or past lechnologies.
TRAILBLAZER 1 had the following key responsibilities

* (U/™O&¥Ensure the execution of a2 new NSA

the U.S. Cryptologic S
detailed digital mrm

exploitation of the global network. Map
exploitation mission requirements to a

cryptologic architecture and implement them: and

* (U/FGNQ) Act as the catalyst for transforming customer interaction
and operational Begin the retooling of NSA
: programmatically, wdlmlognnlly. and culturally to provide mission

services ities that are responsive to the emerging
technology and customer needs.

(U) An Alternative Proposal to TRAILBLAZER

$64&L) In January 2001, the TRAILBLAZER Altemative Proposal identified the
capabilities of the newly developed THINTHREAD system, as well as future

MMMMMMM in the
TR.AILBLAZERSWQI ives and its um. The
demonstrated that the TH had achieved most of

Program
requirements in the TRAILBLAZER Statement of Objectives during site testing.
The contended that those - in less
than 120 days and at a cost o

(U/FellL)) Because of NSA

features, the proposal faced a number of

2%

{b)(1) 1.4(c), (b)(3) 50 USC 3605, (b)(3)
USC 3024 (1)

Bates 000243
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rﬁ N7 14(C), (OH3) 50 USC 3605 \
-\

- (Uimr The implied t and deployment costs of
‘ THINTHREAD were ly lower, and the schedules
to satisfy TRAILBLAZER requirements were y shorter than

pthouslyqnmued. bringing into question the mmpmnu of other
proposals

MNSAdldnmmglmﬂlepmponl If it had been implemented or if
concepts developed by the

mmmundaa -reduction test bed and lesson learned

for TRAILBLAZER, a substaptial reduction in TRAILBLAZER development

costs uy hm mumd
(U) NSA M#derninﬂon Studlu

(&.First NSA Modéernization Study. “The House Permanent Select Committee
on Intelligence directed the first “NSA Modemization Study,” July 2001, which
wuwmbymNMTMoqammwaCmufm

A hadTechnology Afier a thorough review of activities within the

Management Office and
Ofﬁmndmmwﬂl personnel, the National Center for
Applied Technology team' dm the TRAILBLAZER was poorly
executed and had an overly expensive Pystem.
The NSA ion mm

. ﬂh{mmuuudnlnﬁmuhumdm
mnjumwimmw and

. Mthume
Jystem in the TRAILBLAZER Analysi
MMN&AM . A second National Center for

2001. !ﬁe Signals Intell Pmyminri:dlhn g
Mymmmglmmmdmmmhw
TRAILBLAZER Program Office. te noting some changes

made in NSA management and Mwm;wm"
that promused to mmﬁmwhhmmm

team found that:

« (U/FOD) Signals Intelli programs did not THINTHREAD
S ke ;uqdomm}‘;:

o (U/RSUQ) memnyﬂmmmunmanu

considered as ! Fym:n!he
'I'RA{LBLAZER Al'lllylis

Bates 000244



(U/Nabgy The study also stated that Signals Intelligence lwouldnnl
consider THINTHREAD as an alternative framework m

ruled out THINTHREAD as an alternative solutton because it was wmadnl
mission application.

{(U) NSA Technical Reviews

WDwmgFYZOOl mhmwmwmmm
peq the

SA (b)(1) 1.4(c), (b)(3) 50 USC 3605 01 o T- S - s — S— .:..
‘ ; X mcmmdmmﬁm:ﬂm*m

programmers 10 sati uest for

A review also recommended that NSA ves. dethc

\'quutﬂdm dollars, and people to the THINTHREAD team.
(U)TRAJLMRW

BB, After and than development

wmmm m wummn-ful.i':

ddivmng.- upl‘bllltyto fully exploul rhe global network.

(UI/BQLQ) mn.numwmmam The

objective of the TRAILBLAZER Initial Transformation Activities to provide
w&mmmmwwmﬁ:ﬂm

the Study Program was to identify ﬁmﬁrr b
challenge and to position the LAZERPmmhﬂmmtphuoflhn

ﬁo athmmdecwonbyNSAmmmnmwﬁrﬁowlbd

odemization Studies’ mqnmd&omtomgf Mﬂﬂ-ﬁ
resulted in an expenditure munlld
me‘m% As stated in finding A,
recommended adopting uﬁummumfw ital
network exploitation and including THINTHREAD in the Analysis

Alternatives for TRAILBLAZER.
(U/PEOES ummsmpeofmnmmn The
terronst attacks against the United States on September |1, 2001, established an

3

FOPSECREFHCOMINT2020H2S
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- ’ SA (b)(1) 1.4(c), (b)(3) 50 USC 3605

R e

(U/FQAIG) urgent mission statement for NSA to rapidly develop and field a

] capability for digital network exploitation. As documented in a memorandum

! from the Chief| Opmhnmkulmmiﬂimhlntnl ) to the NSA
Senior Acquisition Executive, “Urgency Statement for G Capabilities.” dated
November 9, 2001, mhanpnhhtywudundmucdmaﬁcﬂvdym

] mﬂmuﬂmponmfumuwmmeghwwm The cited memorandum
donmmulmkcydmsim

| « (6) NSA must refocus the initial acquisition activities for
' mn;auzmwmm and

| - ﬁNSAmeTMLBLAZBRPmm forward swifily to
ver the capability needed to extract information from thcm
network by the second quarter of FY 2003 to ensure that the Sutes
I:udundvmpmth:woum

w}mmmmmmlhydnvumthfummmofm
Demonstration Platform. The Acguisition Review Board approved
tht acguisition strategy on November 30, 2001.

Bates 000246
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(U) Conclusion

—t5¥SH-TRAILBLAZER was developed to create a new Signals Intelligence
enterprise to exploit thi!h:bal netwark. The TRAILBLAZER Technology

14
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The studies recommended that THINTHREAD be

ma‘l inlthRA.ILB

Anulymofﬂtumtrmbulbnm Mmmm asa
viable long-term solution, it did not inchudé THINTHREAD in the Analysis of
Alternatives. As a good business practice, the NSA should reevaluate -

THMHREADuﬂwlonm:ﬂnﬁonhnplmm!lobdmm
NSA may he unnecessaril dumhthc hsysiem
and parts of or all of TRAILBI OIORyY Det ' . NSA

management should consider impl mtu*
before continuing the devdapmam of the aﬁmolngy Demonstration Hutlimn

..|

J (U) Summary of Management Commenll on the Audlt ' Finding
and Audit Response _ '

I (U//MOHE) Management Comments. NSAmmtmfmedwnvml
m;pu:m%msmmmmm mm‘dﬂ“}i
some or m L

I ofmmummmmmCmmd

this report.
J mIM)MMWeMMMMMMy

documents 1o form the basis for the conclusions in this report. We also
interviewed several NSA and contractér personnel, myofwbommduulw

be identified for fear of reprisal. We gathered information from
= many sources to support the Paragraphs frequently contain information
from several sources to reinforce condlusions. See A ix J for a complete

audit response to each management comment.

(U) Recommendations, Management Comments, and Audit
Response :

mu-m MlMtofmlFWMm
rﬁmﬂ Recommendations B.1 and B.3 to clarify the intended use of

> THINTHREAD as of Jystem.
1. (UMPeH0)We recommend thsl the Director, NMM
J qumc;lnlmrlym

. @mlmwﬁmMﬂyﬂWﬂh

] e ey

l
= (U//FOE6) Management Comments. The Director, National Secunity
: Agency/Chief, Central Service partially concurred with the intent of the
recommendation but was w furlhemaluofnwuuﬁnhdulcmpuu
i study before fully concurring. Program Executive Office is establishing an

Bates 000250



(U//FOMQ) independent review team to complete the study before Milestone B.
scheduled for December 2004, because the study will have an effect on both the
cost and schedule for Milestone B.

1mMmmlehmm ificant differences between

D and TRAILBLAZER. TH is a digital network
Wmmﬂ vide capabilities analysts’ activities
_ will mm-mumdewof tal network
requirements. The i ation technology framework will host and integrate

mission applications
=63 Audit Response. Based on | comments, we revised this
The Director, National Security , Central

umoflhemmmm The immediate actions taken to designate an

independent réview eam 10 pé the assessment are commencdable.
Milestone B has slipped to Fe 2005 at the earliest; therefore, NSA will have
tyme to complete the assessmen WUMW”IM&
term solutiontomeetthe{ -  _ |reg
TRAILBLAZER. We re hat the Director, Nalions Sm Agency/Chief,

GmtrllSmntySumpmvldelmknﬂhmonphnformﬂmdm
ruqmranmuandpmvwemmmmamaﬁulm

I-WIWMMH!M&MMW&.
Techmology Demonstration Platform Milestone Decision
Authority for use in making the Milestone B decision.

(U Mansgement Commments. The Director, National Security
AMdCHdSumtySmm The completion of the
mdq:mdmtmumymhmldﬁmm

(U/AFOSQ). Audit Although the Director, National Security
Agency/Chief, Central Secunty Service concurred, the concurrence is based on

mﬁmmmw Recommendatian B.1. W request
Vational Security Agency mmlplmnnn mmm;mumu

wﬂuﬁmlmntdmuMNSA.plmw-lmﬂmumd
Mﬂenmformpbungﬂum

- - hdlﬂll‘ﬂmuuﬂm
o in the TRAILBLAZER Anslysis

wlmemu. The Director, National Security
Agency/Chief, Central Service concurred, and stated that the assessment
required in Recommendation B.1 will be included in the Analysis of Alternatives
for Milestone B, scheduled for December 2004.

Although the Director, National Security thad'

~(5#58) Audit Response.
Central Security Service concurred, the concurrence is based oh

assessment in Recommendation B.]. Based on management comments
mnmm” this recommendation was revised to include

THl'NTHREADumaImm:digiulnnmt mfamunon:
3%

FOP-SECRETCOMENTZO29ES
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SA (p)1) 1.4(c), (b}{3) 50 USC 3605

-—

TR0

'IUSIE:MMTRAILBIAZER will host. We request additional
comments in response to the final report identifying NSA plans to eliminate the
cos! and schedule risks for completing the assessment.

7
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Appendix A. Scope and Methodology*(U)

(UMPOEO) We reviewed documentation dating from Nm‘wiba' 2000 through
October 2003 including background information, missiqn oputumlln-d

statements, concepts and requirements, and.

documents. Also, wewm-;nwsﬁmmmmmmdmd
technicians responsible ﬁmddﬂﬂoﬂmﬂ of the
TI'IINTHREAD-:JTRMLB programs. § y, we reviewed the
exient to which the NSA considered the use and deploymeni of the
mmmmwmﬂmmmwwm

(U) We performed this audit from Apnil 2003 through Mly!Olemwdmu
with generally accepted government auditing ll.mdnﬂh '

wmuo;umﬂun Beumeowobjau:lw:w limited to
a Defense Hotline relating to the acquisition of the
wmmmmdidmmmm

ﬂJ)UuurCnuﬂm»m Data. We did not use computer-processed
data to perform audit.

(UNPSUO) Use of Technicsl Assistance. Audit Follow-up and Technical
Swpn?mdmimdmtﬂngmm The Technical Assessment
Division assisted in the analysis of NSA scquisition and deployment of Signals
Intelligence systems,

(U) General Accounting Office Risk Area. The General Accounting
Office has identified several high areas in DoD). This provides
coverage of the Infrastructure Inefficiencies and Information Technology
Investments high-risk areas.

(U) Prior Coverage

(L/FOBQY During the last 5 years, the Inspector General of the NSA issued one
report on TRAILBLAZER that discussed improperly based contract cost
increases, non-conformance in the management of the Statement of Work, and
excessive |abor rates for contractor personnel. No prior coverage has been
conducted on the NSA THINTHREAD Program during the last § years.

1]
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(U) lnspector General, NSA

(U/FOBQ)Report No. ST-03-0014, “TRAILBLAZER 1/SIGINT Pro
Systems Engineering and Technical Assistance Contract,” September 30, 2004
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Appendix B. TRAILBLAZER (U) ‘ |

(U) Objectives of TRAILBLAZER and the Technlul
Demonstration Platform :

(UIM)Mthmltuhnnfuwwmmhevabym
TRAILBLAZER Technical Demonstration Platform

gf;ﬂﬂ)mlm of nsmhblc. W%MW will allow
ﬂllll 1 to wd ﬂllu]hy required
to follow NSA mmm todnyml modnn.wﬂobd network mvﬁmmt,,

mmwy.mwmwmmhw
commercial Iogymdm hdmmuﬂbenmdndlbundb
accommodate mission bythemmmnﬂ
scalable to meet future thumnotwdl-dsﬁnad.[ |
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NSA (b)3) 50 USC 3605

Tiger Team,” Final Report
(UIIFO-BO).

(U) Existing|

42
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(U) Opeﬂﬁnnall ; Deﬂciencies
(Ufmm:nmondtmutheﬂm opendomq |
deficiencies.
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(b)(1) 1.4(c), (b)(3) 50 USC 3603, (b)(3)
USC 3024 (1)

(U) Deficiencies in [Developmental
Efforts
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En USC 3024 (i)
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[W
(U) Vision for  Systems .

> |

S

0 USC 3024 (1)

(U) Technical Roqoﬁmendlﬁmu
(U) The Tiger Team made the following recomméndation.

=
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Appendix D. Comparison of ' BLAZER,
— ——"
S"T; {(l;-'])(ﬂ 1.4(c), (bX3) 50 USC 3605, (b)3) 50 USC eve pmen‘t
Approaches, Capabilities, Cost, and
~ Support Requirements (U)

b =]
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Appendix E. THINTHREAD (U)
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(U) Processing Elements. Five processing elements are noeded in the
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Appendix F. f&hpical Studies (U)

(U/APOTe) , / THINTHREAD
Technical Review oy

U//FOW0) The f the 2

Fochnical Revien  February 30T ST e T

THINTHREAD Follow- D/DIR," March 2001, was to identify similaritics
fierences ]

lnddl

m.'lntnlity mdlhuhﬂnymmu' '

macmnpﬁmmﬂbmmmmmlmm
same mission. The boundaries were similar, but the approach and
philosophy differed. following was extracted ﬁumthmm
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= mm Formui?ﬂmmw wuoutof
funds even though it was promi Mw
THINTHREAD contractors were | tio further progress been made.
There was a shut down ofmlLBMZER learning opportunitics and there was a

R termipation of altermative THINTHREAD approaches to the mission.
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(U/APeOw®) Susninary of Studs Recommendations. I fgllowing - complee
list of recommendatigns of the

Technical Review.

» (U/FO®8 Provide requested resources to the THINTHREAD team
(dollars and people) ;

* (U/PS Provide THINTHREAD . support

« (U//P®® In light of this, not all of |
system 18 required

THINTHREAD has the ity to the digital network

s .
tation mission.
I A - l'| .l

.
.
u.'

L2 The “NSA Modemization Study," July 13, 2001, and the “NSA

__Modemization Follow Up Study,” December 2001, staied that THINTHREAD,
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WMMMMWNI&
mHREAD bdmﬁemuuﬁnwﬁem

Tn retrospect, 1T THINTHREAD had boen
given additional resources and access to the analytic community, the “who, what,
why™ equation may have been refined carlier
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(UHEOEO) Project] [ Trial.
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6> Although 1 y a minor
part of the systen ! alits
J=T Fiad some reliability issves.
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muuhd : appear to be an attractive
optipn, it is Aot main reasons:

_mmm':-“mh
system that is € to interact, task

it is & com
‘use it in & certamn

way. This means that would be extremely difficult foif

. |

0

Bates 000285




11y HSKRSON

:J FSA )(3) 50 USC 3605

—

L

|

hian! R |

? {U) A complete sysiem that solves all the processing itsclf 1t has its own input, control, stagus,
monitoring, weer mierfaces, and data fonmats. Emmsmm::myhmm
1o solve, stove-piped systems will implement their own solutions 10 each
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(U) Preliminary If required, the following components are
recommended for a preliminary deployment:
Lr
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Appendix G Deployment Studies (U)

(U) THINTHREAD: A Deployment Suitability Assessment

(mmpumonnfth'em | Suitability Report and the assessment it
mm nﬁﬁmﬂmm
planning deployments to tes identified
lnﬂ;ml’mmmlhnm Oludq'r!opd.'l'ml'ﬂlﬁw

(U) Preliminary research on THINTHREAD wag by the Test,
Tu:lmiogm Evaluation team in February the formal evaluation was
March 1, MWMI&M

(U) Summary of THINTHREAD Dcploy'_mellt Suitability

mwmww for developmental
evaluation to a pilot site with y :::uuld.’inmh

Since the Signals
?I:mﬂiREADulnupumd that merits further assessment
mucmolthﬂmyhnmmmyhddlwqudw&mh i
their respective customers for the next step of
.y b e o 8
progress in ﬁhmhc
coordinating activities that are necessary for future deployments,
muuwmmu&:mmmwwrmmm

successful m deployments. further,
the Test, T ogy and Evaluation dem, lhzthllomni
mitigation and preparation activities be addressed.

SR D)) 50 USC 605
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(U) General Recommendations.
(U/&et70) The Deployment Suitability Assessment Study made the following
recommendations:

. muunub:eopwluoud risk of deploying THINTHREAD to multiple
EQ' #ﬁ providing training to site support personnel, Ml
:ymwdewnw

management process, and
' rvonub hich wpwnd identify and I
pmblmm b = - o ——

as they anse;
SA (b)(3) 50 USC 3605
| » (UJMHMWHLMWWM
documentation 18 insufficient to sustain the prototype for the
0% gthofdﬁoymmu
*» (U) accelerate deploymént planning; it has been siow to occur  Develop
necessary partmerships with ruupllx and deployment support
mnmunom;and

*  (U/P®H) acquire sufficient numbers of qwnpnuﬂly skilled pulunne!
dwbmﬂ::m lnddcvdnp
%mi i mdma-m;muwuu t‘ornmm_-'

(U)Forfvﬂhadﬂnih.liﬂedbdowmlhemkqﬁndinpwmwd
discussions in the THINTHREAD Deployment Suitability Report

(U) Finding 1 Discussioi.

(U//POWQ) There were no technical issues that would prevent THINTHREAD
from being deployed as an operational prototype.

. mmmmm procedures were
ni‘&cﬂm th‘:‘pi.lnd lcnmwdevdopmﬂmwu proceeding smoothly
wi ot site.
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(U) Recommendations. There 'Hﬂ'.c no recommendations.
(U) Finding 2 Discussion -

(U/An@ia The overal| operational nisk of making successful deployments was
mwmw&mmmmw The Finding 2

dﬁﬂﬂmmﬂ:ﬂfﬂ?ﬂdlmm l)lhn:au;mlhnwoﬂ?hm
operational 0 Joying ) those items would
Mmﬂwhmmmkoqulommmﬁm.

{UIMHHI. The fol would increase the operational risks

« ’(U) lack of site support documentation and training for site support
personnel.

IE: B ® (U) lack of a configuration management process for THINTHREAD.

# (U) absence of a method for site personnel to identify or resolve a problem
- with the system.

(U) Recommendations. See the recommendations for THINTHREAD Findings
swnommm

IIMHIH-PN depending on THINTHREAD.
(l' mﬁ?&%mﬁmm

mjowdhytheﬁqnllylm However, hyd&ngmuﬁnl-umﬂd
mmm issues were:

lack of training on Web-interface and i
g)'ﬂ-l om,: ng equation development

= (U) no method for THINTHREAD personnel to assess user feedback on
the Web interface;

» (U)no way 1o better measure the value of THINTHREAD to analysts;

* (U) some THINTHREAD files could not be viewed to pursue corrective
actions.

I_.I._L'I._'I_.'I._'l-_‘hI_.'I.._'I_..‘I_‘I_‘I._’I_‘I_‘I__‘I_‘I__T
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(U/MOU0) Recommendstions. The issues previously mentioned would not
prevent the deployment of THINTHREAD, however, it was recommended that
investigation in (o those areas be performed in order lo improve the operational
value of THINTHREAD.

(U) Finding 3 Discussion

(U) There was minimal user, system, technical, or programmatic documentation.
The exsting documentation was insufficient to support the planned deployments,

{U) There was no user documentation on how to use the ool. That was
mnefficient and could lead to a significant incresse in user error.
Difficulties using the 100l can also lead to an increase in support calls that
drained project resources.

(U) THINTHREAD did not have a clearly stated, documented set of

mission or objectives. There was no ing it
B e s
programmatic level.

(U)Adﬁﬁldﬁﬁde&wludin;ﬂlldiviﬁurﬂMwﬂnqnnud
deliverables before, during, and after deployment was not available. A
high-level schedule contmning the chronology of deployment was
developed, but a detailed schedule was cssential for proper resource
management, costing, and prediction.

Mﬂowlﬁmud:uinmnul:domﬁmmm I:&h
site personnel, although the team was working wi ilot site
o installation documentation. Lnkofinnlﬁdonud
maintenance documentation endangered the continuity of operations at the
deployment sites.

MMwémemﬁmfwﬁwmﬂ
Lack of suppon documentation could adversely affect timely correction of
ml:?mdwuldludwlouofoolhdimlusofmh;oﬂwof

m;mwwnrmumwmuow
team accomplished the development and deployment of TF E

T
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(U//1aeid®% However, the nsk represented by insufficient

greatly increased because THINTHREAD was expected 10 remain
multiple sites for 1 10 2 years, -

(U//FEUQ) Recommendations. Develop necessary documentation. That would
nmmcmmmthmduvoudmwwh
mmalnﬂlcmﬁlldqiomw "MofTH . 'l"hrlﬂ:k
of this documentation presented a serious o successful deployment o!
THINTHREAD. '

(U) Finding 4 Discussion
MEmﬂnum%iﬁﬂwmm.mdmym
with recipient ites and deployment support organizations were not

- mfmumnuw|,memmmmm'r focused
the dm':ﬂonutlumm Thptop::mdidmml
tnnludg duploymmtmuludmmwm Because the

wmm&m
mﬁrmmdqﬂ&ym nnluplund

———

-addressing the numbers and of skills
dqlmmwmmby

. (Um’ouorm THINTHREAD Program Team did not have a

ites a and agreements, have
delawdhlnymmteﬁuuundtm deployment costs, o

e (U//FOU8) Work roles essential to deployment and 1
mudmﬁd&muh:ie:umnz mﬁ
between work ﬂll'ﬂll‘llll system'’s cydem
The authorities for each work role had not been identified.
structure set forth by the THINTHREAD Program
Talm on system development, and did not address system

Bates 000292
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(U//FW0) deployment or
environment. The THINTH Pra lmm&eﬁmﬁa_l
additional work roles necessary for yment activities.

. (UMNoﬁmullymomwmmummmmdmmﬂadw
address the variety of requirements. thiat would come to the program office
&ummemandmwhmmmmudeplw

B |U1mmmﬂmmdmﬂmﬂfydlﬂnmmmuqmmg
coordination through the various stages of deployment.

mfmo%wmm The findings presented a serious risk 10
successful t of THINTHREAD. Tomm;:tcthnsemh. the following

rwnnmmnmm suggested.

# (U) Develop deployment plans in partnership with specified recipient
SItes.

| ¢ (U) Coordinate and plan deployment activitics with deployment support
organizations.

‘» {U) Develop and establish organizational processes that could support
. muiitiple deployment activities, such as a requirements management
process 1o assist in prioritizing program activities.

* (U)Continuec addressing the work roles needed to plan and carry out
deployment and support activities by producing a Staffing Support Plan.

(U) Finding 5 Discussion

{umuhmﬁqwﬁuwmﬁwn_mfwnmmw
were manually intensive and directly involved the technical staf¥.

- ﬂJ!ﬂHO)Thequﬂhyofmulndwrwﬂlvdbywdmﬂms
was inconsistent. Some of the analysts interviewed by
Test, Technology and Evaluation Team viewed the
Program Team to be unresponsive in general customer support, while
other analysts iveness 1o their requests for
additions or fications

* (U/PO&S) There was no formal trouble ticket mechanism in piace. If a
mwupuﬂorlud emn with THINTHREAD, he contacted
someone on the TH Program Team. m-mmmm

m&mmmhﬁmmndw
readily & and there was no mechanism to locate the proper

THINTHREAD contact. Similarly, the status of the response to a request

could only be leamed by personal contact.

» (U/TFOtS) There was no formal mechanism for managing externally
generated 1 ts, to include submitting a new requirement Lo
'I'H[NTHREE or for following the progress of the work
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maidtaining the [~ w;mm-mrm

dre added, one person-may have difficulty ing the increased demand.
The lack of personnel n@w
mdedhhmdhmmdwdwlonﬂmd

(L/PEOHO) A lillof Web interface ﬁmctiomliuuwopond by analysts
was not incorporated nllo THINTHREAD.

w;muh)m-mm' The that led to the recommendations

the sucdessful yment of THINTHREAD to

mnmimd
opcnﬁoml eﬁmmgm‘"z‘w I_h_l

(U) Institute an automated, formal THINTHREAD customer service and
uSer support process.

1

m/mmwm-menmm which can manage

externally generated requirements uwdlusm This tool
m:mmmusm% THINTHREAD
Program Team should address’ ﬂ:—pﬂmtymﬂmﬁuﬁtmﬂ:ﬁ:
the program scope.

m)m.mmmwwmww
requested by analysts,

w!mmuhlmkof%mdﬁmhm
Team for maintaini is scaled to

mu’emnndmnlﬁmm

(U) Finding 6 Discussion

e R S T

(U/POUS) THINTHREAD did not have a clearl mmlaﬂoﬁym
specifications or a method to validate the THIN'I'IIRB&D
performance results. Thus, ﬂmww“ywmlfﬂ!lm

%
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WJMWWMU;anMmyuwmm
stakeholders’ understanding of the sucoess of THINTHREAD.

(U/POBSTHINTHREAD had mechanisms for assessing progress and

status within the system development phase. However, there were no
ic, consistent mechanisms for overall program measurement,

wmmmmmmmmmlmmmm
h:galymhudmewﬁt-mm No fesdback
been identified such as risk managemeni or contingency
Pllnmﬂs
(U/POU6) Aside from schedule control, there were no tools 10 measure
progress towards program objectives because there were no formalized
program objectives.

(U/P686) THINTHREAD did not have Standards of Performance

THINTHREAD development crosses organizational groups, a common set
of Standards of Performance for personnel may become necessary.

(U//PSEQ) There was no configuration management process, which could
a risk when reporting system puﬂmudmﬂlnulm

mmm»&«m@m
diﬂimltyw.l:mpuldin;m ying versions, mlhunllhnt
extremely risky.

GJMJThfamrw:niuMm
necessary resctions were not.
e it ey o ok
pum 8 Web interface. Howgver, when an operator

, he must actively initiate corrective measures.
Smmthﬂmﬂou a simple matter, such as restarting & process. Al
otbnnm-.phyucdhuﬂwmmunbew No corrective action
could be executed-if an operator was not present fo initiate a cormective

mll._

fo;meueymINmm had no established process for
_ managing

Bates 000295
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» (U/FOUO) Acquire s commercially available mﬁmmmﬂ
system to enable versioning, rollback, and confi jon management.

The system should interface with the trouble and the
mwmmmMmﬁﬂl ility,

o (U/AOEO Develop Standards of Performance (if future THINTHREAD
d:vdopummm‘mﬂoml groups).

B mxmmawmmmmumumm
successful deployment,

wmnxduwtionsymmomw

. (Ummtshlrﬂmummmaumﬁ
THINTHREAD that is li 10 the SID requirements management

process.

(U) Finding 7 Discussion

(Ufm mmb;c and skill mix ofmigcmmnm wis
mk m b mhﬁuidulr.ml

There were wlﬂnhemhm 3 of personnel required for
planning and installations at candidate sites. Also, there was a lack of
documentation, the necessary maintenance and help desk

support,
mﬁmw and planning and scheduling. Collectively, those
Mmmmpmdlulhnnpllk Mmdmﬂﬁ;e

U/POHO) Recommendations. The finding presented serious risk to sucoessful
of THINTHREAD. [t was recommended to continue to identify and

acquire the number and types of skilled personnel for
mwmtmmm
mﬁmdmmmmﬂm&ﬂm
activities to reduce that risk
Al
“FOP-SECRETICOMINT/ 2029112y
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Appendix H. and
F%‘s"mm_| ﬁREAD —a Complementary
' Approach (UMFOUO‘)
e i g e fom e

(U) lnlmduciion,

FA B)(1) 14(c), (b)(3) 50 USC 3605

(U) Needs Analysis Revisited

L]
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Si{{l;l]]ﬁ} 1.4(c), {b){3) 50 USC 3605, (b)(3) 50 USC
I

(U) System Capabilities Overviews

(U//R@4Qy The following section outlines the strengths of cach system in its
current, us-advertised, i urah i was
published on June 25,

L]
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! (U) THINTHREAD Briefing; 23 May 2002, Microsoft PowerPoint, Slide 28
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(U) Optimal System
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(U) Cost Analysis

(U) The following hypothetical scenarios illustrated how a combination of both
systems may produce a more effective result in terms of both complexity and cost.
A few assumptions apply:
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(U) Conclusion

Juﬂmmmmmqmw

¢ i HE:UIIIMOWH& lied to digital network exploitation
ue 4
o et e e iinaimetes B

Irm Tiad the potential to produce &
1 ~etnicient collection syster, .

Bates 000302
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ppendix I. Glossary (U)

(U

Consuitative Committee for International Telegraph and Telephone (CCITT).

Consultative Committoe for Intemational Telegraph and Telephone is the Intemational
organization responsibie for the of communications standards. Now called
the International Telecommunication Union Telecommunication Standardization Sector.

Bates 000303
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—
rSA (b)(3) 50 USC 3605

()

~ Electronic Industries Association (EIA). Amﬁnmﬁ:wm
standards. The Electronic Industries Association and Telecommunications

Association have developed numerous well-known communications standards, i
Electronic Industries Association and Telecommunications Industry Association -232 and
Electronic Industries Association and Telecommunications Industry Association -449.
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rSA{b)ﬁlﬁDUSCM
(U) .

e -

Secto (l'ﬂJ'l‘I International bod I&J:u‘r worldwide standards for

r -

telecommunications q‘hﬂhml‘dmmm
Tdawmmmluhmw:ahm&mrmqnt&eﬁnmdhﬁxm

CMmCmM&rMMTdWMwa

hwmmW(mp hwmm#
is responsi a rmp standards, including those relevant w networking.
International Organization for Smd-mmopadﬂn(lpnsnun

Bates 000305
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(i

mndmmmm(mlm Institute of Electrical

and Electronics Engineers LAN that speci mdehmw
layer and the MAC sublayer of the data link layer. mm

B02.3 uses Carrier Sense Multiple Access Detect access at a variety
of speeds over a variety of cal media. Extensions to the | of Electrical and

Electronics Engineers 802. nudﬂﬂapwfyimmm Fast Ethernet.

Open IJM(OS lmnmﬂmd-di:ﬁm gram created b
mmm ﬂxsmzﬁndmnd oo v
Union Telecommunication Standardization Sector to lhnd.dlihrdm
networking that facilitate multi-vendor equipment i g
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SA (b)(3) 50 USC 3605

i

(U)

Tmmm-mmmmpo?m ion that develops

to telecommunications technologies. , the
elooommm:g Industry Association and the Industries Association have
formalized standards, such as Electronic Industries Association and Telecommunications
Industry Association -232, hhdm«lmwuofdmm

Bates 000308
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Appendix J. Response to Managemen
Comments (U)

+5#8T) Management Comments. A significant point of departure among Office of
Inspector General RWWMNSA% reflested within NSA's
below, mnnrmtlwvdldityof\nm THI D a3 the Agency’s Digital

Network Exploitation system. NSA undm that THINTHREAD dna not the
functionality or capability maturity to be the jgital network
exploitation system - and it does not need to be. is the
Community's digital network exploitation system: it con and breadth of
n:apebnlmas to uplmt known thgul network exploitation targets (see Annex A), it
lechnologies ( ﬂimhrdmmdloftwm),mdtt itsell
with ogram management and systems THINTHREAD's
best-oTreed capablities are integrated into aluing
THINTHREAD‘S contribution to digital netw italizing on

[ F grammatic and systems epgineering maturity. Any assertion
ghtbeuled “replace J €Xposes a

significant husundmmdmg of the situation.

MAndﬁkw Two recent Joint Inspecti .. __'.‘l.l aluations of NSA sites and
mnwonmﬁpnﬂeqmpnmuwedm — does nol have the

technical cdpability to to fully meet NSA
oy m—

[1 ks -
Imunon lamu Novuﬂbu'?.oon Also, TH
= ! und.mldy.frvebem 5

provides for a

g'us wurinu!: wwuﬂ dcvelopmi THINTHREAD Asa
muh TRAII.BLAZER leamin ities were shut down and alternative
THINTHREAD approaches ln netwark expluiwlon mission were lerminated.

@Mnmlcm AMIoushNSAmllmemmxductmmdepmduﬂ
assessmient of TRAILBLAZER and THINTHREAD; we believe that it will validate all of
ﬂnmmhommadennommewMunflnapwmr recommendations,
mplaint that fraud, waste, and

RAILBLAZER
de the best benefit for

nﬂm mmpmmﬂ? there has been no evidence
docm'nenled !iunngﬁu Inspdaorﬁﬂheul investigation that supports that

The docmm that NSA spent approximately

thy T(MIL‘BL.A.ZBR Initial Transformation Activilies-even
and. reports recommended using THINTHREAPE dnd THINTHEAD
Technolo l solution for digital netwprk exploitation. The report also

Bates 000310
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(64 Management Comments. The world's most advanced
resident at NSA. have assessed THINTHREAD and
confident in the taken, With mission expermemeam
these experts are suited 10 make an assessmen! omu:mm')uyplnhgc

(S8#A udit Response. The repont accurately documenits dln' mumﬂm of all of thh
mformation received during this audit including mlmlﬂd' mformation received ;
from NSA logic experts and current and former NSA émph: -
on THINTH and [ ]ﬂtsedpn tudigs
NSAport‘omnd.wchdlmmAtmn ihy
does not meet the mission requirement
that THINTHREAD could be more cosT-eTTeqhve 38 mg
pursued. However, NSA management re'ﬁuul mmdﬂ*thn '!'HI'NEI'I-IREA |3 8.
viable solution lo the Intelligence exploitation -
requirements. It is our opinion thnl TH RE duld be inorg qu’fmve :olunotn
than solutions currently ba[ﬂ*ﬁmd t stydy should by
conducted to TH READ and |. faf 1o vq.ltdlte the
capabilities of systems. e e 3 ’

Comments, TI-l[N'I"HREAD aré ll:.ud d
mwpmmng -:plmuhm. analysis ad | W graims, as ly t:lh:)z_dmwﬂun
ional direction, sound systems enginaénng ces, and pommon sense. Iy

be detrimental to NSA's mission 10 remiove non- INTHREAD c:plbllmu'ﬁmn
the currenr digital nctwafk- exploitayon ndmaurm j
(SBIpA udit : mwbdn;hﬂly
cxisﬁnsul;f S : THINTHREAD §s the
system I8 e o " ] We ru}uw llsm a

Review,” onlyrcwcwadthc reas Of PErTonmance, resources, maintdinabi t bility,
and the ability to mett mission mmnm(a hé study doptipngd ™~ e
i 1 W COnSATV IO aenio
MINTAREAD Jdition. 1 mqgwmﬂu vitation
pperationgl mission could be completed entirely with T nel____Jvas

6 NSA attemp

fundamental approach and technigal de
“NSA Modarmman Follow-Up Study” tllhithr

nerge THINTHREAD technology inlo the Architecture based dn
I&a\amwmmﬁﬂmﬂwﬂmmwly hen
LT
08 }

FOPSECREFHCOMINTHIIHI] [T 0TS
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NSA 10 deploy
m- m

The FY

o A udit supm.. NSA dela d?to I‘N‘FHWEAD
2001 Intelligence Authorization Bill ( ('ns zau:)‘nmbun.m by the -
encé stated the conferpes ditected that

se¢ Permanent Select Committee g mdi
oontrmadimnuﬁlﬁ “for

F*I‘TI'_'"IL"T'T'ﬂﬂld'ﬂl:

e conlerees strongly recomimeri

uu,r""ﬂ"mr"r

ﬁﬁi)-NSAhneﬁd HaathmBelecthmmhe Ilﬂetlmﬂultwould
""""E,m.m wummmmmmmp:.;mu:ummbm

nddn‘mhontomdmdxdqﬂoy
ofMan:hMN had pMTI-HNTHREAD
uutwlu‘::iltedqﬂnymﬂutwuqua . '
deployment proc
t office and tl
THINTHREAD. Almouqi Nsn amm wﬂ]d:lemlmmedmdydeplay
as directed RIG dq:loymuumiz -

: re
sites. ]
MNSAdldamplmbldquudymlnrmanmm of
THINTHREAD and did not encourage-analysts.to use TH In addition, NSA

mvﬁﬁmmmmﬁmwwmmwmumuﬂmm ymot
personnel were at collecyon sites 1o orovide informati mﬁ
collection capabilities o A Weﬂuummnd

: |
study bul wmmﬁ!emm&ﬁmma
as provided. In addition, the NSA Chief of Signals
Intelligence smud that NSA did not provide any technical assistance in the deployment
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y. study concluded
and did not il as a solution for

ining an i . l:y:me ;imanm;, and in the
FY 2004 authorizatipn for'gn addstional develop and support a long-term
slgunlspmoemngmmum 8i igence enferpnise.

(U/APOES» Audit qunnll. NSA was unable to provide documentation of these briefs

to the agdit team, ddgumentation of subsequent or direction from co or
myuﬂmnnhmmmwlmmmm I

G:tn-dil IBaFYZ(KB and FYZCKN during budget lullmzmon
1ations Hriefings to the Houge Parmanent Seleét Committee on Intelligen

ﬂ“le Select Commitiee an Intglligence, the Congressional staffs wwmmmdad
c.molld;mq all pmbmng u:tnhtul inty a single, cohesive, horizontally integrated.
evolutionary-development processing digital network exploitation program. NSA
responded by clevatig " s the overarching digital network
exploitatjon program, consolidating processing activities within one organization,

engmeening

consolidgting systems engineering and s management and control, and
mwhmmmmummm ttﬂ..
m:lndil Ilqnnu- an umbmlh term for all digtal
and new devel
How_evu'- S LB not able 1o process the digital network exploitation
__(SUSJ) Mansgement Comments. [ —

o8

NSA (R)(1) 1.4(c). (b)(3) 50 USC 3605, (b)3)
FOPSECREFCOVENT229923  pouscanp
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rSA (b)X1) 1.4(c), (b)Y{3) 50 USC 3605 ! Fm-mwmrl

T— S — _..Lv__

HINTHRE.AD techrology into the lrclmcctu;d based on
g::;}m e g W*Q

ect on 'IHINTHR.EAD performance.
(6458 Managemen! Cu-mu.l

contimies 10 impro ﬂrnbﬂluu, div__uhg ﬂ es, and
plan for anticipated i‘nglmumum. Add_m_opl 2

L:hwly and implies the

:mpaa nl’Oﬂiccoflmpmaeral Racoﬂunmdlnon Al udwlmn; to Intelligence
Community analyst needs. '

&) Audit Response. NSA management continues to enhance

capabilities, even though iunyuunimbludon other | '
es that have not kept up

capabilities shown in Amaxnmhuddafwﬂwmmngm -

(U/"SY Management Cm NSA recommended that the audit report
emphasis NSA's cooperation and responsiveness to Congress.

t8FrAndit Response. Information in records notes that NSA did not
lain to why THINTHREAD di mtmﬂlﬂume of
TRAL . Insiead, NSA delayed deploying THINTHREAD. AH;‘@IM
THINTHREAD oyment study showed not being fully documented would not
have a negative on mission capabili NSAMMWTHMHREAD
beﬁnmmiudqlom Most of THINTHREAD deployments could have
to our audit. MTHINTHREADdeploymuplmwumldqune,

(U!Wu_lmw Comments. NSA recommended that the audit report
emphasis that the THINTHREAD capability is valued by NSA.

+SpAudit NSAdednmnppmtl:devdopmml:dueof
THINTH despite the opinion of many NSA a'[vpuolop GPM‘I
THINTREAD technologies and capability were viable tools for deployment
network exploitation.

(&) Management Comments. NSA recommended that the audit report emphasis that
THINTHREAD capability is integrated within the NSA processing services.

(&) Audit Response. We agree that some lessons learned have been 1 within
the NSA processing services, however, NSA does not adequately use TH READ
and its capabilities.
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INSA (b)(1) 1.4(c), (b)(3) 50 USC 3605

TEtmenmaT o lmeﬂigmce Comimhy requ:mnems

b agencies'and could uplmt today's
%Mc

mAlemsnmmemmwTﬂmm uired by the
Intelligence: Cmq » THINTHREAD would hnvethehtudlhﬂﬂ of services

BUSL NSA continues td.ipn:lmlllun# of dollars enhanci em based on
legacy approaghes instead'of using the THINTHREAD int m ty um can be
uaurl immedjately. NSA t should-consider THINTHR

the future development oflmwmﬁlll network exploitation syllun 1! 18 \Irldalv
known at NSA“and the digital' that

3
f

(SW&D M ml Comtl. Wnl::ﬁr forwlloaimmc processing is based
onmngﬂwanulabh p\\rlfurripﬂlnﬁnnlluon uazulw;‘g
is committed to

10 THINTHREAD would

technologies; is gedicated to
NSA corporaste vision Migrating
violate this strategy.

Management Comments. NSA acceple kL studies, the
i‘l‘?dmnlogy‘l‘aﬂ and Evaluation '1? : y )
mmmmwmwﬂmml : ER), MVANCING progra mmuon
management, advancing systems engineenng and s systems engy management,
thebenofmmsmmngm - and

dedicating itself to continual improvement. NSA’s gram
embodies that commitment. [t is based on state-pf-the-art technology, which maximally
uses commodity-based hardware and industry standard engineering and development

I
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(&§ m : mdlhwrnpﬂmlmllmmhfmlachnolo ies and Idldoptmn f
service ¢f o%lem themnlilmprmﬂnglmhfepmuzdng l:f i

mm«lﬁ . NSA did nat |mwmmmmw[:|
study that and including the opera sym
from the| =« < RS reports also recorim
TH , , y becsuse it could provide the needed

i The: =~ . to find a way to incorporate the [

than incorporate the Zone

d (8 : into the When several members
of the team stated that technical and vsophical differences would not allow the two
systems to/merge. NSA officials Buuuzd ttat they try.

ll tC'c-uu. Nsamalibllthadnﬂ omitted critical
NSA l.l mmtpt oy |
0 that.any o migrate
services to THINTHREAD —— would require ?numpmhmve re-
to advantage of updates 1o signals
intelligence lec.hmlogy and to mﬁeﬁm within the existing signals intelligence
system. The cost to mm curremt and evolving uplbllluu while maintaining mission
has yet 10 be guantified. _
(S99 Audit B ‘  some lessons learmied from THINTHREAD have

bem ied c. huNSA did not dnctmmt and the audit
ETICE O 1] EAL LT

mm&:‘““*’m "‘.‘.Z‘M:"’"““‘ .

mmmmﬂulmofﬂleduvdmmﬁr e In

nddlmn.ﬂwocwmdonmmmchdtﬂww v
maintenance cost s0,

TH% ltsowndlﬂnr.mnn_grﬁa analysts,

and does not use the NSA traditipnal approach,

MMTtCM NSA nmdthutheduﬁmpmdudnm indicate the nsks

or the effects any level of chan,

ﬂ?ﬂ have on the exi capability of
the mission. NSA also that bmitations manymllacnm lllﬂ]lﬂh!gllllﬂlhmlll
systems, would exacerbate problers with parallel support and migration, and would put the
mission af risk. ﬂemﬂlmkofuumuplbﬂ:twswhﬂcmmﬁnmmmonw
has not yet been quantified.

«8468 Audit Respouse. The DoD |G recommendations that NSA deploy
THINTHREAD as-an interim solution and use a complementary h, unul
THINTHREAD is fully enhanced, took into account the risks and effect that might have
on the existing capabilities. Ofwum.NSA.musndmfyl}nmhmduffecﬂ
changing existing capability might have on the mission. Collection sites limitations was
one of eimmmdmdbyﬂ:congndmmmdwelopnu NSA cannot

management not recognize that

101
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IQ-'

elnid npmdl millions of dollars to add new capabilities to systems that are slready
operating faf: lgow current-mission requirements and based on outdated approaches will
not fix the problems of the NSA digital network exploitation.

MnnrhnlCmu. NSAmadthnubenm“upnndmnol define the
meaning o “ﬁllyuﬁmdmdumddTHl‘NTHRﬂAp NSA believes that a “fully

enhanced and extendéti THINTHREAD" engineered i wi (e
strategy will be rémarkably similar to, or the same as,
Altematively, if this “fully enhanced and extended were not engineered

according to the'NSA corporate strategy, potentially significant changes 1o the strategy
would csuse changes o subsystems throughout the signal intelligence system and would
interrupt analysts performing thejr national security duties NSA also stated that the
rcpmdsdmxmdnmebnwmm‘nm&nwuldbc into the signal
intelligence system or its.effects on the system. The NSA and the Department of Defense
Maufﬂrlnmmhrﬁmﬂdsdmﬂquydnmulmmdmﬂofmm
current capabilities !ﬂnlemmngmudm capabilities.

%NSA mmwbehm that THINTHREAD does not have the potential 1o be the
digital network mplo-nupan processing system. THINTHREAD provides the

greatest value to mdtolhemalmhymmng
mtegrated within : EI.T NSA believes that the scope, cost and
nsk of migrating from| NI'HREADnnotchmmzed

well enough to supplant existing, corporate signal mfllltnmu strategy.

( Audit Response. The térm “fully enhanced and mthded THINTHREAD” was used

NSA Modemization Stidy and we believe that it means that NSA will enhance and
nmmmwmmﬂwumhlununﬁdgmmmm
The final system would be “remarkably”™ similar to . however, the
new THINTHREAD would be mﬂdﬁuﬂwﬁmnwellntheemimmwd

throughput requirements. study and the Joint General
ﬂwtwnllm%mlmthﬂ Mpaﬁx flawed
1l cannot pace with advances in technology major .

{Mnmnl&nm The cost 10 produce “fully enhanced and extended"
THINTH particularly in terms of level-of-effort lnd skill availability. is not

known but is certainly not wivial,

() Audit Respounse. A small team of NSA engineers THINTHREAD in less
than | year The team used readily svailable commercial-off- f software for RO
percent of the system and the remaining 20 percent was developed. Our review of an
NSA mdmutmaordmbuuhwed that several members of the original
TH team, still work in some capacity at the NSA and are available 1o start
the enhancement of THINTHREAD

(&9 Management Comments. ‘lheewufnndif)nngmeml of the si mtelligence
system, as well as impact on other parties’ systems, to conform to TH READ
operations is not known but is certainly not tnvial.

tS»Andit Response. To continue and win the United States’ fight against (errorism, it 1s
imperative that NSA deploys the best technology 1o meet mission requirements
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&7 immediately. NSA must determine and then implement the@ |;ulu1i¢m with
proven capability. The failure to implement the right solution result in loss of
intelligence, which could lead to the loss of American lives like that of September
11, 2001, . - A

(Gmmnl Comments. The cost te multiple p'lnfotms with a migration
without ing the mission (0 THINTHR 1s oot Imoqn. but'is certainly not tnivial.

(@ Audit Response. After THINTHREAD is folly enhaticed and extended, NSA should
determine which ystemns may be elimingted. Some systems and
development may be eliminated now, based on the appropriate analyms and review.
Eliminating unnecessary systems would result in'a antial reduction in operations and
maintenance cost for NSA digital network exploitatian systems.

& Management Comments. mmm i-enm and effect of reraining the
Intelligence Community’s analysts to use while the maintaining mission
is not known, but is certainly not trivial., ) L

Tt Audit Response. Several NSA |ntelligence analysts leamed to use THINTHREAD
without NSA support; they stated that the sysiem is easy to Jearn and easy to use. A
structured training course could orly enhange the analys! training.

@SpManagement Comments.’ The resultant THINTHREAD, ance built using NSA's
corporate strategy, Is not likely to be sigriticantly different from the current capability.
which is em within] -

(%64 Audit Response, THINTHREAD provides significant capabilities that

T Management Comments. NSA stated that the THINTHREAD concept of operation
isdiﬁumﬁommdusdbymdly'llmmlamwcmmhoww.m&mm
THINTHREAD components umuﬁdlﬂlm into the s intelligence system.
complete with comprehensive trai ion, NSA that it started to create
training and operation materials for THINTHREAD in November 2002
when integration activities started. By April 2003, NSA ) courseware for
analyst and operator training. which s continually updated und relied on.

‘Y&, Audit Response. THINTHREAD and its is a radical shift from NSA s
current to digital network exploitation; , il presents the best approach
available to meet exi mission requirements and should be considered as an option to
meet future requirements. NSA management has not accepted the THIN

system and its approach as the solution fnrm network exploitation and tly
does not advocate its use. As a result, TH READ is not widely used within NSA.
Analysts who do use THINTHREAD ecither truined themselves or were trained by other
analysts familiar with the system. None of the analyst we interviewed used the
courseware; therefore, we are not commenting on the adequacy of the courseware itself
but on the lack of knowledge that the courseware exists.

103
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rSA {b)(1) 1.4{c), (b)(3) 50 USC 3605

“+&ErM Comments. TRAILBLAZER welcomes an open review of
THINTH 's!ODIMm—mdwhnm:mmthuqnmmofﬂn
TRAILBLAZER: Technology Demonstration Platform (Technology Demonstration
Platform) because we believe that NSA's current strategy is vnhd and will be revalidated
The Program Executive Office (PEO) is taking the lead i establishing an independent
review team for performing this assessment, with the intention that its results will be
cuuq:lcted in ime fér inclusion into the Analysis of Alternatives and other Milestone B
documentation. However, the of this additional will have an impact
on both the cost and schedule for Milestone B. PEO and TRAILB will estimate
the cost/schedule impacts after rowmgm from the review team and will decide
at that time whether 1o respond with a Final Concurrence 1o (hese recommendations.

4G Audit Response. The recommendation was revised (o reflect that THINTHREAD is
an option fnrthcdxgmlnmkuploﬂmon portion of the Technology Demonstration

Plat
-Ml}thComﬂ. NSAMWH noupeewnlhthel‘.hn
Oﬂice of General's. assessment that READ is “a better technological

rdable solution for digital network exploitation than the solution being
dwe_:ﬁlg NSA." In fact, there are significant differences between THINTHREAD
LAZER's missions.

~t54#88-Audit Response. We acknowledge the fact that the current oflhe
TRAILBLAZER is to provide the information technology framework fo

104
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o nn
Y =
# i)

=iy We acknowl Mmummmmhdaﬂmtmmly
SA 18

focused, however,’ AD can be casi N
system. NSAnudswoonducumndylo
toun-rmldid@!mtworknplnmmm

Mnm-pt(:n-um. mfmwonm?mmangmm
duuuﬂmld&mspuﬁcmwnksmdmum@ direction fer an

n 1 cHan De:

1L L .L.._';

18 on

gnmua-duqu@n The framework being developed
y === ||

ent y 1s flawed and does not meet current mission requirements
and will not meet future mission requirements.

(SWEL Management Comments. NSA stated that THINTHREAD's end-to-end
architecture does not adequately meet the operational requirements for TRAILBLAZER s
Technology Demonstration Platform because it has major mismatches or deficits in all key
areas. le THINTHREAD is a focused operational 1 the Technology
Demonstration Platform effort is focused on a more industry standard framework
Thus, the Technology Demonstration Platform framework can extend operational capabilities
beyond the implementation of THINTHREAD. In the long run, the Technology

105
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émonstration Platform shotld beable 1o integrate | !
supppﬂnmwhhmduumfbigaulNetwwk n On requ

.~ red bymmmnm

ﬂ&pﬁ . This is in waceurate statement. THINTHREAD was built using
mdlly cummml! off-the-shelf technology and, when fully extended and

d qhbc difficult to mmamac wnh edxwlogy Dunoxmntion l’lﬂfurm
cﬂhﬂq ho'drqv& mbur inderstands chino

! Or concem. '
detegmine wbal parts of the Technology Dwnonwww
Plntfon-n dwdowwhl should coptinue while THINTHREAD and its approach and

M—u&iﬂmwwmmmsdﬂdww

C" C'gnlbll. N'SA w that the Technology Demonstration Platform
provide a commercial, extensible, and service-based “plug ' framework.
T'hongh THINTHREAD does llnploy some commercial-off- f development

products and technalogies, that mploymml is i a Iowur level; overall, THINTHREAD
resides on a custom-developed framework. .

&y Audit Response. THINTHREAD was biujlt umtg":pdtly available commercial off-
the-shel { technology and résides o a custom-developed work that is inexpensive,
small, and scalable. Contrary to the statement above, the THREAD&W!:
exmblemdummm plug and play.

3 Management Comments. NSA stated that the Technolo, ﬂmmﬂ'ltinnl’mfnm
includes major development efforts 10 mfurml_L___
Aanstormanon Aalal

mujor mﬁum helwem Tedmlasy Dmnﬁmm Plufunn lqd TH!‘N']'HREAD

mammmmumm Although THINTHREAD
dmhpnmmﬁmwiylmu:dwu Imlw.-lm it is still state-of-the-

k
(SUSL NSA documented its problems with its current assortment of databases. These
databases hold amounts of dats with little or no inte ce value. [ i|
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|W—dmwmwnsmm In
iately be stopped and personnel invelved be removed-and [ %'
system take over the requirement. :
al

formation Assurance efft

tGi,Mll-?nnl Comments. NSA rllled !llhl ﬂ\e 'ladmlnmr D#onmnon Pluform

#S) Audit Response. Original mmmmmmmmm
mmuldbehmdladbynbhmﬁwmnwlluhon ﬂmhmutmdydmn
tmwom&nFMvammmlDoD 3

ﬁMn-pmnlCom NSA e ,, utladllmthb'l‘ nolog
Mltfumlmll hegin|

G Al s, ik el o it n-f

the-shelf tools and legacy 100l ceuld be integrated with THINTHRE Thcligml

e b’mm'm'nﬁﬁﬁwws’"m’"” Although
! ‘NSA management.

— has been completed for THINTHREAD, we believe that

Titegrat qpmatvnllhanSAmdmﬁmk:lulw

) Management Comments. NSA managements stated that TRAILBLAZER and the
Technology Demonstration Platform have invested considerable effort to build a
imelligence architecture that is open and scaleable, applies DoD, commercial, and
standards; and that 15 documented 1n DoD Architecture Framework views
THINTHREAD srchitecture and ng;uwn process were not consistent with the guide
lines of DoD Directive 5000.2, and the program exhibited shortcomings that constituted
“a serious risk to successful deployment,” according to the March 25, 2002, Technology.
Test, and Evaluation Assessment mentioned on 20-21 of the Office of

General Report and quoted extensively in the Office of Inspector General's Appendix G.
'I'lunsupemu!lymuw documentation, given the emphasis on Horizontal Integration
and the DoD Global Grid evolution.

—4p-Audit Response. NSA comments are inaccurate. The THINTHREAD architecture

is open and scaleable. Information that we reviewed and previous Inspector General
reports show that the NSA acquisition processes is not always consistent with the

n7
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~t&guidelines of DoD Directive 5000.2. The program shortcomings referenced in the
Technology, Test, and Evaluation Aa:manl t mainly with program documentation,
which the report noted did not present a significant deployment risk,

~t5#85-Managemenf Comments. NSA m.nuaunm comments stated that the Enecunw
Summary’s assertion that NSA “disregarded sol
18 not accurate. THINTHREAD was deployed

—t5#8# Audit Response. NSA comments are inacourate. Mfunnuuwudiunm

m@(mﬂmwmﬂwmﬂ spauﬁulymeiuucof
R.E.ADmlhblhty thl;ltl'n: FY2001 lnlnlllgwe Authorization Bill (CMS 1-25-

Committee on Intell
5 Dot

to for
_ NSA briefed
THINTHREAD Pioject Mana Office modified this 1o addition, all
nuvimﬂmmﬂededtocxﬁlﬂndnmﬂmﬂupbb 1o THINTHREAD.

For example, the TH {0 nétwork exploitation is a shift from
existing practices at NSA because i

NSA (B)(1) 1.4(C), (D)3} 50 USC 3605 08
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rSA (b)(1} 1.4(c), (b){3) 50 USC 3605 \

~t€yManagement Comments. NSA management stated that the oD Inspector General
TmscitmnnuflhemASMysmmmmdmmmwmptmof
THINTHREAD also needs clanfication. The Swudy did not recommend THINTHREAD

Pmmmummwliwmdmvemh

&, Audit Response. NSA comments are maccurate. The NSA Modernization Study
recommended that THINTHREAD be |ru:luded as an altemative solution to
TRAILBLAZER.

4EyManagement Comments, NSA ' comments stated thal the
Executive Summary indicated that TILAI LA.ZER excluded THINTHREAD
consideration as an alternative fiamgw d be painged out that documentation on
boﬂxTHfNTHREADmd!hawnmtddhnbtddmfor
the Concept Development PhiB€ TS Tact 18 documented i the December 2001 Follow
Up Report to the NTA's NSA MMmStudy(p 13). However, none of the
competing contractors chose to yse THINTHREAD in their proposals, which is why this
system was not included onpnl.llymthe Analysis of Altemnatives.

( Rupnlu. The Director, Signal Intelligence Directorate, stated that

1 about THINTHREAD technologies and approach was in the bidder's

library. files about THINTHREAD 1n a huge repository of other files and

makmgthme accessible o contractors does not y support the NSA

Modemization Study recommendation to include READmthedemf

analysis process for TRAILBLAZER. In addition, information provided 1o the

mﬁwmwwmwnmwmmwmm

£ System met the current NSA architecture and framework, 10 include
ervices, and other legacy constraints, which THINTHREAD

(U//PSEQ) Management Comments. NSA managemen! comments stated that the
TRAH,BLAZERhuImg:-nbluthlmfmmwﬂﬁthmbp
Demonstration Platform zgwmfnrMﬂmlsB The Independent Verification
and Validation (ITV&V) of 29 Evaluation Cniteria is being conducted by NSA’s
ﬁmﬂmOﬁuoft‘m.&mm Test and Technical Evaluation element
( ) The Early Operational Assessment and Operational Assessment will be
ﬁrﬁrmd , which had established s presence in TRAILBLAZER spaces by
ovember 2003 chduofboﬂlmuumllbemwd:dluﬂwhdllﬂhmbemon
Authority before Milestone B.

(U/FOBQ) Audit Response. TRAILBLAZER postponed Milestone B scheduled for
December 2004 because of technical issues with the T Demonstration
leﬁd;uw 2005 is the carhest date that TRAILBLAZER will be ready for
M EB. .

(UMPeLQ)L Management Comments. NSA m comments stated that the

results of the independent assessment of THINTH and TRAILBLAZER
Technology Demonstration Platform will be provided to the MDA by Milestone B,

currently scheduled for December 2004

(S7SH Management Comments. NSA management comments stated that the Executive
Summary's statement that TRAILBLAZER development “wasted hundreds of millions

e
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SA (b)(1) 1.4(c), (b)(3) 50 USC 3605

—— — e —

of dollars™ is not accurate. As the NTA Modemization Study obsgrved,

TRAILBLAZER is not only ﬂ)nu( ﬁgiul network exploitati
cultural transformation- gxma ) and
And. Il!housh ILBLAZER is currently in the
0 it ready delivered significant capabilities.

~5#&H-Audit Response. The NSA comments are inaccurate. The report
Executive Summary does not claim that :EMLAZER development “wasted hundreds
of millions of dollars.” Instead, this phrase is only used to accurately describe the
specific hotline complaint allegation that initiated this audit.

o
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SA (b)1) 1.4(c), (b)(3) 50 USC 3605

FOP-SECRETCOVHENT2029T2S
costs for the prototype were closgr mm%

in the Office of Inspector General Report. _

(> Audit Response. The total costs of the nitial Transformation Activities and
accurately reflect information received from the NSA

e cost for NSA employees.
Mnngemt Comments. NSA management comments also questions the
Executive Summary's statement that “NSA modified or s studies and

comparisons that favored THINTHREAD over TRAILBLAZER.” and stated that the
audit repont did not identify where the information was obtained.

(8) Audit Response. We have documented information to support this statement,
however, because of fear of reprisal, we agreed to keep the sourees anonymous,

( p. The Office of r General 's citations of
the INTHREAD Technical Review (February 2001) and
the Follow-up for D/DIR (March 2001)

were also incomplete and contained inaccuracies. The ion of the results of the
February review on 13 of the Office of Inspector General Report was only @ subset
of the total ations and findings. For example, although this study

(commissioned by the Chief of the Mission Applications Group, not the /DIR as stated

h:theOfﬁmofMGm-ﬂRﬂ' lrecmrwudm of THINTHREAD s

4. (SsBdh Provide requested resources to the THINTHREAD team (dollars and
peopie).

5. (S&&D Provide THINTHREAD proper management suppori

1
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SJ?({(%)U} 1.4(c), (b)(3) 50 USC 3605, (b}(3) 50 USC ﬁ} TA(, By S0 USC 3606

.
6. (Saidy:In light of this, not all of the ‘ bynwm 18
required, R
&3 Aundit :, Our wording reflects information rmuyd' &bm Qur sources. We

reviewed all of the comments helow and checked our sources md rnulu adjustments as
required.

4, WWERINSA never providéd the rqqnemd mhourm -(dollars m]e] w

the THINTHREAD insteud. NSA dllmam.lud the team little 1o
enhance THTNTH’RE 5
5. "TSWSiuThere wummdaiuﬂut ‘NISA srovided pmpcr mgnngcmcm su
io enhance THWTHREAD 5 -
(S4R]) Managemeht Commients. NSA : comments stated:that the follow-up
mchmcllmwmmzom),mqumadby uty Diregtor, also stated that both the

THINTHREAID) and naches were o vl]ue llroeommmdod

nflnspnclorﬁmzl dncnplmmufmc Fechn ,,TaLd
Evaluation Studieg, the Appendices are urmoremwmthmthzr&m
contained lnulabudyofthe Report.

Mm:h 2001 technical review rmommmded that the
system be developed and deployed and

TH [READ The study team was SA
management tq'make recommendations for the development and deployment of the
| ]ystem
12
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Appendix K. Report Distribution (U)

(8))
Office of the Secretary of Defense

Under Secretary of Defense for Acquisition, Technology, and Logistics
Under Secretary of Defense (Comptroller)

Under Secretary of Defense for Intelligence

Assistant Secretary of Defense for Networks and Information Integration

Other Defense Organization

Director, National Security Agency

Inspector General, National Security Agency

Inspector General, Defense Intelligence Agency

Inspector General, National Geospatial-Intelligence Agency
Inspector General, National Reconnaissance Office

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Subcommittee on Defense, Committee on Appropriations
Senate Committee on Armed Services

Senate Select Committee on Intelligence

House Subcommittee on Defense, Commitiee on Appropriations
House Committee on Armed Services

House Permanent Select Committee on Intelligence

(U)
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MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE
ATTN: Deputy Assiscant inepector Gemera) for [neiligence Awdity

SUBJECT: (U) Audit of the Reguinments for the TRAILBLAZER sad THINTHREAD
Symemy, dated June |8, 2004 (Propc No. D2003AL-0100)

(USOBHOT Thesk you for the oppormsiry 1o review aad comment on the
refierenced drafl repon. Consolidesed mamgemess comments trom ous Signals
Imalligence Directonsts (SED), Acyuisition Orgmimtion (DA) ssd Information
Techaology Infrasrecture Services Organisstion {ITIS) are enclosed. [n sdidiiion, per

e s
X | . rmmm—l

Deputy Ciulef of Staff

*¥
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~S¥Btr-A sigoifien pyim- of digeron smoog ON) Ropon smerdom smd NSA
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mpwunwsniﬁmwmq_m
the! THINTHREAD does hot contain the fusctiouiiry or capabiliny manuriy
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progrummatic sl ysiems
might b= wed 0 “mepleoo™ oposw o sgsiBosst
tlssmderytanding of the sitestica
“TERARhough NSA will agnée 10 conduct @ saseamnent of TRAILBLAZER
and THINTHREAD, we befirwe thaf, it will all of e ssmviions made b our
responses 10 the OIG recommendstions. Farthermore, we do a0t agres with e original
Hm Lis o, and sbose occmred duing e
docision process, which wm
conducid in an opes © provide the best benefit for Ageacy mission aed
customers. Moge importandy, Gere has boen w0 evidence docwmmsried daring this OFG
Imvestigation that mppon that complaing,
(), The wordd's most who W maldest &t NSA, ew
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ke 'With mission thee: cxperts s Bosl
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SA (D)1) 140C), (D)(3) 50 USC (S¥EE, In FY2002 Congrass directed NSA w deploy THINTHREAD w0
2 complied with (his directive (me Amsex B - FY2000
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» THINTHREAD c s valmed by NSA:

» THINTHREAD s inisgrased within NSA's processing eervices;

. 00t prasess the brendth aad depth of serviom tequired by
the Inselpigmmoe ]

= THINTHREAD does oot nesd o possess the broadth and depth of services
mquired b 2 Commmanity bocsnge ita overarching progrm,
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(UMPODSNProjact No. DISKIAL-H180 !

—Qmuw-mmuuhuum' bo s soke DNE

procesting symem. THINTHREAD provides the 16 the sysien and
0 the Analym by imegraied NSA
beliswos that the svope, cosl snd risk of o

mumuﬂ-m‘b corporse
SIGINT sraegy. In short :

. mmuumﬁmuumm
i terms of level-of-affort and skl svailabllity, s 8ot lonowm tan oertaialy mot erivial:
. mmudm-qnﬁmm-w-m-u
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v M-'nnu sappon muiiple platforms without impectisg mission thronghont
migration 0 r:mmhmnn-mnm ’
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Community’s ooalysss 0 wee whil meintaining mission b pot
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maned In Novemsher 2000 By April 2000, NSA had Dumts s
D-Hhh DI-ALSS-§1523A- guided courssware for THINTHREAD thet & contmally
upissed sad refiad 00 for analys and opemior training 1o thin day, (Cusmest commersmm ks
more than 350 pages and is eot incladed withis teis document. Howswer, copy will be
prescomsd i mquesed. )
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THINTHREAD does not address . This lamits the
1 which THENTHNEAD cou e depirgd ank et v

Cryptologic Flemems

provided symes: and the wols bosed on i THINTHREAD dnos not addres
process'workfosoe smmiormation. s mestioasd by the TTE Nepon guoled oo puge
7! of the OIG's Appeadiz G. | .

23S The Execative Summary's aserton tha NSA “disvegarded 0 g
mtioms) securiy seeds™ i not sgrwrsie. THINTHREAD was deployed ocation
= mentioeed B Ge OF) mpor. o it paper s fospunes L l.ondin
our Ansex B. NSA THINTHREAD services &0 &a procossiag
aymemi, Asses A,

of THINTHREAD snd the Agemcy’

symem. In April 2001, TRAILBLAZER also conducesd
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THINTHREAD from coasidernacion &a an & shoald be polmed ow
! GOCTRREIALION 00 both THINTHREAD and Provided 1o bitiders for i
Conospt Phase. This fact s Decambar 2001 Follow Up

0t inchaded origimally in the Analysis of Alernactves.
(UWFBE0) Targe Dmie of completion: Milcstone B b cmvemily whedaled for
Decomber 2004,
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3. 95T The 080 Roport's citations 4f the

Tecknica! Review (Febmary 2001) and the

Follow-up for DVDIR (March 2001) wom dnaccaracies.
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U] SRS Office of the 16 of the Department of
Defense Report on TRAILBLAZER and THINTHREAD Systems
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SUMMARY )
PURPOSE: et FHPRENTIAT#Ae903388) Attached tor your review and signature is the NSA
consolidated response to the report from the DoD) O16G on requirements for TRAILBLAZER and

THINTHREAD systems
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MNATIONAL SECURITY AGENCY

FORT GFEOECE G miapl  ManyLaniD 2078856000

11 February 2005

MEMORANDIUM FOR DEPUTY ASSISTANT INSPECTOR GENERAL FOR
INTELLIGENCE AUDITS

SURJECT: (U/mesesdol) O1G Audit Report Requirements for the TRAILBLAZER
and THINTHREAD Systems. dated December 15, 2004 (Report 05-INTEL-
03, Project No. D2003AL-0100) - INFORMATION MEMORANDUM

(11T In responze to the Dol 016G request for additional information on the
TRAILBLAZER and THINTHREAD report, NSA/CSS provides conselidated corporate
comments from our Signals Intelligence Directorate, Acquisition Organization, and
Information Technology Infrastructure Services Organization (now the Information
Technology Directorate).

NBA/(C'SS Response

“’I‘he Program Executive Officer (PEO) for NSA Transformational Programs is
committed to funding the timely completion of the requested assessment of
THINTHREAD applicability to the TRAILBLAZER Technology Demonstration
Platform and ensuring the results of the assessment are considered in the preparation
and conduct of TRAILBLAZER Milestone B (MS B). Consistent with duties and
responsibnlities of the PEO, the independence of the assessment is assured. The

ting THINTHREAD as an oplion for meeting the

requirements for TRAILBLAZER TDP and subsequent

incorporation into the TRAILBLAZER Analysis of Alternatives will be determined by

the PEO at the completion of the assessment

“ErSubsequent to the Dol) OIG report, the TRAILBLAZER Milestone has been
scheduled forlate @ the fourth quarter of FY0S from the previously scheduled earlier
MS B Accordingly. this now allows sufficient time for the conduct of the assessment
recommended by the DoD O1G As costs for the assessment will be covered by the PEO,
and due wo the revised schedule, risk to the TRAILBLAZER program is minimal.
Therefore, u Risk Mitigation Plan s not appropriate  The assessment will be finalized
by May 2005. ¢

If you have any questions or necd additional information, please contact

Pacia ) O leaner
Dorived ¥rum NSANSSM |52

| ' MARIA N (YCONNOR
: Chaef of Staff
Datod 20 Novermber 2004
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PURPOSE.

(U/FPSHO) To provide the recommended PEQ input o the consolidated NSA response regarding
actions requested by the “final” Department of Defense (DoD) Office of Inspector General (O1G)
report 05-INTEL-03, Requirements for TRAILBLAZER and THINTHREAD Systems of 15
December 2004

BACKGROUND / DISCUSSION:

(U/FOT) In their June ‘04 Draft of the Audit Report, the DoD OIG made the following
recommendation, “Designate a tearn to assess the ability of THINTHREAD or its technologies
as a long-term solution to meet the operational requirements of the TRAILBLAZER Technology
Demonstration Platform.”

-7 In response to this draft. in August, the Agency concurred “with comments.” The following
1s an excerpt from those comments; * The Program Executive Office (PEO) is taking the lead in
establishing an independent review team for performing this assessment, with the intention
that its results will be completed in time for inclusion into the Analysis of Alternatives and
other Milestone B dorumentation.”

#T At the time of this statement (Aug ‘04), the TRAILBLAZER Milestone B (MSB) was
scheduled for December '04. When the final report was published, the PEO Assessment had not
yet begun. Conecerned that the assessment could not be completed in time to support a
December milestone, the DoD OIG requested via the final report, that they be provided: “NSA
plans to eliminate the cost and schedule risks for completing the assessment.”

27 Since release of Lhe final Audit Report, a DIRNSA-Chartered Transformational Advisory
Panel (TAP) recommended TRAILBLAZER be rebaselined. The MSB 1s pow planned for late
Fourth Quarter FY05.
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ol 'fMu ‘development of this response his boen {-mrtlumlmj mt}Dml

the TRAILBLAZER Program Management Offier

REC OMNDATION
1. 'Ufm A formal Risk Mitigation Plan 1s not recommended. The PEO 15

committed o conducting the agsessment. The team 18 currently being fu

kick-piT mtg 1s planued for March. and the team is expected Lo report W ;:‘b
ﬁﬂlﬂ‘ May 415t The cost and schedule impact of conducting the assessmen
pose very law risk to the Transformational Programs.

2. 11/PeEEN Recommend the response. provided axg an attachment, be forwarded to
the Dol OlG as part of the Agency’s consolidsted response to the Final Report,
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Team Members (U)

(L]) The Office of the nspector General for Intelligence of the
[ﬁu'unm of Defense, telh Audll this report. Personnel of the
( of the Inspector G of the Department nr Defense who contributed to
the report are listed below.
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CIG (b)(6), (b}7THC)
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