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Sua~•lfons for Audits (U} 

t LI) Tt• iUQet\ 1cku for or to req~, fulun: audtti or evaluauons of OcfCJUC 
intelligence .ssucs, con604fe.ct dlr Office of the- o uty lnspoctor Oc:neral for 
lnlelUgence 11 (703) 0O OIG !bl<6>, (bJ(7XCl 7t'lf fax ('703) h04-004:S Ideas and 
request can also be mailed to: 

tll I 
Office of the Deputy lnspcc1or GcncraJ for fn1elligcnc:Q 

Attn. Exetut,ve Officer 
ln.<iJlC(llOr 

400 
Ocneraj 

N
of 
avy 

the ~cot of Ocfmse 
Anny DnvciJj;;;si. I 
Arlington. VA 222 

(ll) 

Defen1,: HotUn~ (ll) 

I U) To report fraud. WI\Ste, ur a~u!it, oontaot the Defense HotJine by at.lhng 
(~00) 424-<>098; by sendin11811 clDC'trolli me.-ssage 10 Botlm«s)cioSli&osd.uulf or 
wri1ing the Defense Hotline. The Pentagon. Washington, DC' 20301-IQOO The 
idcnhty of cai.:h writer and caller 111 fuUy protected 

Aff'OO)'ffl f l 

(U)NSA/CSS N11iouJ Stturity Aaency/Cearnl Secu,,ry Strvke 
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INSPECTOR GENERAL 
OEPARl'MEHT CF DEFENSE 

◄00 ARMV NAVV DRl\/1; 
ARLINGTON, VIRGINIA ,vo~-2A8d 

December 15. 2004 

MF.MORANO M FOR DIRECTOR, NATIONAL Sl:CURJTY AGENCY C.HIE.F. 
C'ENtRAL SECURITY SERVICE (U) 

•,,t IJiJ ~< · 1 · Audit ot thekequm:mcn1i tor the l'.k.AlUn.A.l.1::.1( and I HJNTllkhAU 
Systems (Report No os~fNTEL--03) (ProJCCI Nu 0200l Al -0100) (U.weue, 

(U) We are provtding thu; report for r-ev,ew and oom.menL 'Tlus audit wu 
1m11a1e:d from a Hocline COffl/;!,'nt We, comndcn:d managancrit comments on a drd of 
this repon an prepanng the r~. Managemmt oooductcd I s-ecurit}' c18S5]_fication 
rCV'lew of ~ draft repon. 

(UI OoD Om,ctivc 7650 l n,quua that all reoommemdabons be resolved 
promptJy. MIJl2'ganent nonWAcurred with Reaommend111ons A. t. and A..2 
Managcmc:ru partially ro11currcd Wlth Recommcndario~ A.3 .• 8 .1 .• B.2 .. and 8,3 ,u 1 
result of m1111gcmcn1 comments. we n:v1Bd Rccommffldaltons A.1..lnd 13 J. We 1a:1um 
lhwt the Director. N•tionaJ Seeurity Atatcy/Cerural Securil)' Service provide additional 
oomrnenis on &JI rceommmdations by January IS, 2005. 

( counesi-10 th~ ~ lbould be 
dm:ded "'---r:::---=-~at (703> · b ~o•G of;;~ :b; Jet 
( 410) 85 _l""""'T x K for the di 6Mnnben are 
hsted, ver 

DATaJ Jl ?ol-• 20U4 
Df!CI.ASSlfYUN -••* 

J '-v-.---1 ~ 
lnomas F. Gimble 

Deputy lnspcctot Omc-raJ for 
lnteUigcne% 

S1'4!el■I -,..,., ■illC 
CHuiu laformailall t t f,,_ -■--

o( lDforaaadttD 
«p■lpdn alld fioac:doa ota.11 Na ...... m: aa1 
~ty Au of lffl, u ,-.,.,.._.._11111111&1 of ,. . .,..... -

tatw.nr-n. 
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fflP SM!MT>i'C6MIN'f#!8!9t 119 

Offlc~ of the lntpeclor GffltnJ of tbt Department o1 t>efeoac 

Report No. OS-INT[Ul.3 
(PNJ«1 No. Dl003AIAJOO) 

Requirements for the TRAILBLAZER and THINTBREAD 
Sy1ttm1 (lJ) 

Esecud\'e Summal')' (U) 

(U) Wbo Sboald Read TIIJJ Rirt ud WIiy? Acquisition dccisielD rni,kc:rw at the 
National Secunty Agency (NSA : the designated NSA Milestone Decision Autbonty for 
the Under Secretary of Defense or Acquisiu~ Technology, llld Logistics; and 
penIOMel in rm Office of the Aaislant SecireutrY ofDefente {N~oib a,od lnfonulOOf\ 
lnlegrlbon) should rad tbJs feP0'1 bec.ause it di1CUS1e-s a bettar tecbno.togical wl more 
affordable solution for disitaJ netWork cxploitatioo than the eolution bans developed by 
thcNSA 

(lJ//l'Cti~ ~d. We performed lhi1 audit in rapon:,e to I Defcme HotliDe 
complaint.. wlucb aDeged tba1 NSA aetiou in lbc developntent of 1lllN'rnRE.AD and 
TRAJLBLAZEB. n:sulted in fraud. waste. and lhuae. The ,i,ecifiG lllitptlODI wae: (I) 
rRAJLBLAZER devdopmmt waatc:d bundn,dJ ofmiJUom of dollan,; T2) NSA 
dme.gardod solUlions to wsent U.S. natiODll -=urity neeck; (3) NS.A modified or 
supprened stUdia and compariloos th.II fmm,d TH INTHREAD over TRAILBLAZER, 
Uld-(4) NSA dld not addnm FY 2002 conpsianal requiremmu to deploy and Nftbcir 
develop rn.lN1llRBAD . 

~TBlNTRREAD. THlNTitR..EAD WIS devdoped u a traffic IDllyait and 
di100ver;r IO?I t0 SU'eU'Dline and · vc ClOl11 utcr•bued ex loit,iion of di ·w aerwort 

2000 lUld bu been"deployad torl~tional ,itc:a. Dwevcr, SA, manapment does 
not c:o0011n1gc analysts'tQ w,,e TR'l'filltlUlBA Soc Apperidi-_ E for furthe,- dc:Wls. 

(IJl/fflUQ) TRAILB.LAZEll. TRA.l1JH.AZER b an Aequi111tion CaJegOry-~JJDJ 

to ooquinc. duwJb • ,erics of spin! ,i.,,e1.;,.,.,,,.. ,o ~
mudl•.-lal mini=ility .opiu du: Globd N.......ic , I 

I -developed. sie ,,RA tS 
~ tor fiirth« 

UI~=  
(1Jlfl!6lJ~I 

- ....,. N."'"':sA'""'(b"""J(1.,...,) 1'"".4(,..,..c), .... (bJ""<3)""'50""'"u""'sc"""3....,505,,...._ __ 

TOf see?M!lfl't'e8MIN1f1/t8!9 I I 8 
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:... . .. . 
~:~· NSA I __ ;,..,: _ m,h=-1~•ng ::: digital I\CIW~ ~pJoitation ejSterD!. llDda' the 

:ho provide 111 in~ soJuti.on for;djjitaJ netWork 
exploitati.o,t; when TR~ EAO, • las costly and ~ capable,'IOfution, wu aln:.oy 
operationel~:availablc. md ready fur d~lqyment. As• result. the tiationaJ Seeuri')' 
Agency is :tqdti¢ie:ntly Ufliltg reM~fb,develop a digital n~ c:1ploitatioo •Yllcm 
that it\ not ~pablc of fully nploiting lbe t\isital netwarlc mtef1i~ available to anal)'lts 
ttom thc:Glq:bal Information N•otk. NSA lbould deploy THD',frHR.EAI) as the 
inlaim wpitpiJity dlgi1al netwbfk ~ for 1hb::ltaJ network 
use • coinplc;mentary approach withf ~ ~ land J:'llplollatiornniaion and 

:rfflNTifR.EAl)in,thc 
collection-Si , whero Iii uriw 1'Hlf9'1"8 ,is fiii)ycn)lamed and extended□ 

· · Fmally, NSA should ~op I formal cniAtng 
clus foj : to teem how to eftettively use THIN1lCR.£AI) (Finding A). 

(Ul1P91JQl NSA m11Dagemcnl cxdudcd,THINTijJlfu\D and ils.U:cbQolopca u I viable 
tong--tm:n io(utioo fur digital network exptoltalion1'or the TllAILBJ..AZBR Initial 
Trao.sfi!nnatipn ActiV1ties, technology ~trati~ PladorQJ ad Qbjcmvc Propn 
As a rc:au!t,, tt,e NSA ll'ID.lfotmalJoo efron may be devdoping,'I las CIP,lble loq.tenn 
digita! ~~• ex,Joication 

Qr 
10Juuon that will t,ate •~ .and.~ ~fi'CUllly of . more co 

l 
~•~.-1'1~~-managcmc::nt should deslpatc a·team ·to_,., the abdi~ 
Tii~ its tecbnolo&ie11 L - lffJCJUin;menrsoftbeTRAILBLAZBR

u • l<>Dlpt«m 121:·on= (he 
':J -

t..-l -----, l 
:iuso, NSA ·ff¥0A8aDClll should provide the rcsuJt.s of i ~t tolbc 
~ Technology Dmnomiration Platfono Milatoae Da:ilioa Authority foT 
use 

=": 
m l'DUln~the Milestone B decision and 1nctude 1ll1NTKREAD u 

1 7 : 
M> allcmlllc 

=,:_-~vsceru in dlc TRAILBLAZ~Analysis of AJICl'Mlives 
n,qimiia•rot 1l~one B {Fmdmg B). . , . . . 
(U) Mu..-.nr CotllDlffll tad .ucUt ~ lbt~ COIIUllaR5 tocm 
the Oin,ctot. NSA/Chic(. Central Security Service coataided 'tigriificant duqreernmta 
wrth tba.. :rci,,on. 

di;::n\'k 
findings. The Direc1ar 11.lU!d that lbe wodd't moat advanced crypaoJQlic 

=
expaU 'ha-.ic a..-ssed the ai:na.tioo and .are c:Onfident UJ tlac tpplbadl NSA bu taken Tha 
Oirectoti ndnconcurnd with the Te00fflDlCIIClation to deplb-y 'fHIN'{HR.EAO as the~ 

I _ - lwt proca, and ID UICI ~lanmtary ~ with 

or TIUNTHREAD in me colWctioa sites. 1lbe OiNcr.or 
~ YQODQ.lfflld with the RlC001Jl1COdldoos IO dovcJop • tonoll rrauuq 

cJ1a1. desisnatc • tt'lllrD to ..-s th£ ebility of THJNTRR.E.AD e • ~him ,olurio_n, 
and include dus assessment u PiU1 oftbe TRA.JLBLAZER Mileatone B'deeisioo.. lbe 
Program Ex«:Utive Officer and TRAU.BLAZER IDIDipmmt will estimile die 
oost/sd>eduJe unpacts after they n!CCive estimates &om tbe nsvia ieam arui will decide 
at that time whether to concur. Th.n,e of the £our partial CODCUff'eDCIIS ~ upoa the 
Program EJt«utive Officer and TRAJLBLAZER ~Cll1 decision cm Mllllbcr 
_ THINTJ-I ___ REAO_- _or Its technologies can mee\ we lons"'erm reqwremenat I _

I 
(U) We revised the repe>l'l findinp and rccommmdationa bucd on the Diroc::cor's 
ClOIJUDCDU. However, we cootin.ue lO bdkve tbal THINTHJlEAD 1111d dB capabilities OIIII 
bdter satisfy NSA reqwra:nents at leu c.osl. We ~uesa lhlt the NSAJa,,ief, Central 
Security Service Jff(Wlde a risk mitiption plu del,(:ribm& lbe llt!plt bo will take to 111m1 
THJNTHREAD. We do not qree with~ it •~uld be debima:ttal to tbe 
si~s mtemgenc.e miM!on to enhance thq___pervlcc:a ofTHlNTHllEAD a, 

ii 
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(U) the Ultcnm digital network cx_ploitation system. We .request thaJ the Director, 
NSA/Cluef. Q:rumJ Security Servtce provide addltional oommmts to dus report by 
January I .S. 2005. Sec the Finding.! tee'bon of the report for • diswmon of tnmagcmcnl 
commcru:s and audit responses, Appcsndix J for a detailed audir ~ co the 
management commerus. and tbt managancm comments sa:rlon of the n:pon for the 
complete tCllt of tht comments 

,u 
'f6P M!etffl'fffe6MtNT/>'!9!' J I~ 
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Sf8P Bl!CRti>ft¥COr.lDR/JIRi91 lia 

(U) Backgniuod 

~dble ~dODI, A letter lO the Defense Hotline n,qucffld that the 
lnspcctor Oen~ of the O~eot of Oefelllle audit and investi_gatc the 
acquisition of• TRAILBLAZER and THlN'THRE.AD propn:15. The complaint 
c::baraed the }I.IS>. with &aud, waste. abutc. met • ~ for• aoJutioo to urac:nt 
xc;urity needs bt!QUK the TR.AILBLAZER Program did not amsidr:r that 
THIN1lfREAD was already devefapr,d to perform die~ miaion. Abo, the 
NSA ,pored or modified lhe ffl00ffl~on11 of two rocbfloJol)' studies tblr 
favored che THINTHREAD Program. PinalJy, the NSA did not deploy 
THJNTHRBAD 10 a~itional collection aHcs u dm:,cac,d by Conan,ss. 

M Nadoaal Sk"ri9' Aatacy MJl&loa ud PIMUII Gu.ldutt. The million 
of the National Secunty 'Agmey/CQLlnl Security Service ~SA/CSS) as to 
Jffl)vide ICtiooablc S1p.1~ lntdl1~ to U.S. dcdsiQJVJJl\«P. uom th&, Dllloaal 
to the tadica! level, while ji,ro~ the nation•s vital inrormatioo &om affacb. 
The urgeoey of the: NSA/ C'8S miSSlon ia gtt:1.ter than ever since the September 
11th •licks and the Globlll Wm on TerrnrilPll, 

' 
(U/~ addition, -pllDDiq pi~ u1d the DinGLor of Cc:ntnJ 
Intelligence pdanaY stipulate die need for.._ globally vigilant inldlipnce 
system dW can~~ early~~ wlffllnJ af aim,~ ddcct thraas" thar u 
supported by c:apabillties such u an "'informatioa apmonty backbone ... 

def• 
('S1l8I) TRAILBLAZER is a ~or acquisition i,ro.gnm, wJ:ucb 
stanecl in f'Y 2000 and is ~tiai opcntina capability io FY 2009, to 
acquire an QllegJ"lted ,ywa,:m lbat ia 00111poMd ltuply of~ teebnology 
to provide lbe ~ rniuion ctPllbility qtiDII the &lobll netwolk 1l:uou8h 
a senes of spiral devdopmmLS. The T1lAJLBLAZER ,,-cm ~IJ ddivc:r 
bmdwue and software, sysum intejl'aboo.. Ind pro,nm inlqranon avica to 
include: 

~~~':!Dgpp,Q(lqtign 
I 
(Q Toe TRAIL~tµER Program i.QQlpdl 
Pmsmo CM Obrccuv, Proea,p, the[ . -- -- . I 

tcqlJJISI oo ltrlU:gy CODSISU of 

I 

T8P 888Mif¥,1@8AIIM¥1Mi91129 
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r 3Ult===sa: 
Tf11N'111R&U), 

:• 
The Signala lntdl~ Automabon Reaeardl Cmicr 

m-~ aow 
~IC ~11 project proj«:t in eventually 1996 that became led Ii'> THIN'JllR.EADknown u . 

ts C05l. OW meintenancc, biab ~city, Ind hiah )D'9d1100 
... 

..,,..,...,...,,...,..,.,..,..,,...,.,....,..-.,,,.,,.,,._----. di&fcar oerwort cxplo111tion ~ystem. II wes dcvclopod by • 1m1.U teem of 
~SA (bX1) 1.4(c), {b)(3) 50 USC 3605 en,iru,&n U1 the s,-1a In~ A\llOll\ldon 1(aetri:b Q:mcr II I cnftle 

analy11rs and dilCOVery tool. 8ecause TI-IJNTHREAD was con.eidcnd &o be a i 
research and ~eyeloprru:nt project: ~ developers were told to ddcover a different 

,__ ________ _.,i,proaoh to di11ta1 necwork exploilabon. Tha'efon, NSA did not -.,prove aome 
offfi.t.cone,:p«s.1Qd resowcc:s uaed.. THINTHR.EAD wu initially deployed m 
November-2QOO for dewloJlfflCl)lll ~~uation u one pilot site. uaing I high 
profile tarpt is the prototype ICGW'IO. The l}'SIC::mJ,\IU dec1•~ ocmPig,I, and 7 
has been w,ed by sorrie NSA wlysts since November 2000:J . 
t 
(lJ/IPe~Q).Coqrmloaal laa.rnt la TBlNTIOlEAD. Soon after WOil. bcpa 
on TRAlLBL.AZBR. staff members from the House of Reprmemmivm ¥en:n.mc,,i;u 
Select Com.mittee on lme1Upnu who wen briefed on ntlNTHREAD 
capabihdes 1IOled that then wen overlaps balwclm THJNTHREAD and 
TRAILBLAZER. They uked why THINTHR.EAD did not constitute II leut piu1 
of the TRAII..Bl..AZER effort. Tbe Howteof~va Penu:at Seloca 
Committee on lruelligcnce "abaDY roqUClltal NSA to caaduct a technical ~ 1 
co ~ the exiJtins and plannaf capabilici• of llIINTKR.EAD nl 
TRAILBLAZER and requested that NSA prov1de dM: 00D1Urlttce 1¥itb the naulta. 
NSA did not complel~ tM vsbll reqUC!ll. which rwulted in the Coqralional 
DiRcttid NSA Modernization Study in the FY 2001 lntcWgmoc Autbori7.llion 

7 
BiJI (CMS 1-25-2001), 

(U) Poley Govfflllll1 Slpall hlldUplla Symma AcqalltlioL Owdancc for 
Si,r;nab lotcllipnct' ay,tan acqui,itiot1 at Pff)vided bl DoO Directive 5000.1. 
OoD blslruction 5000.2, ad the Clinger Cohen Act of 1996. Specifically, tJJCaC 
!'°gulali~ provide UM! fnunewort for the acquisition of maJ(Jf automatal 
uirormahon syaema. 

7
(U) INP Dln:cdff 5000. Ir "'Tu Oda• A.cqailltlow Syilfm.,. May ll, lGOl, 
Do.O .Directive SOOO. I enaolishee the management pJ00l:II by which the DoD 
provides effective_ .afford.lb~ and limdy 'Y'tllm t.o tbe uacn. Dot) 
Oin:divc 5000.1 stata tbat all acquilition prOfcaionlls shall contifiuoully 
dovdop and impl.emc:o& ituti&tivcis to~ and imp.rove tho DoCallC 7 
Acquj1.lti0t1 System. SpeciflcaJI y, dli1 d.irecdve ltlta that J1Ulit.lry decision 
authorities and FO&nm maoqgen shalJ cumine and. u ..,.,..oprlate. ldopt 
mnovati\lC pnu:ticc,a th.al reduce cycle time and GOit tnd enclOW'IF 1amwork. 

7 

1 
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(U) DoD lmtnctiota 5000~ "Optnllo■ of Ille De(eaae Acqukldo• S)'ltea.. .. 
May ~ 2003. DoO lnstrucnon 5000.2 mtabhlha a m.aa~ hmewort i>r 
trmslaq 1D1"1on reqlliremen.ts i.n10 1-.t>le, aftotdable. and well manap,d 
aoquiSttion programs that inclUde weapoa sys1aN and automated mfonnation 
i;ystemS. .ml bigbJy sensitive elassUied. crypu,Jogic. and iatmligenco p,ojecr.a and 
propns. ln..struction 5000.2 stares that, dwu-, llte inatJal ccmccpt design. DoD 
Components should eumine mulliplc co.noep11 and tn1tcnal apptoacba 10 
optnn.iu Che way I.bat DoD provides these &liPibiUtles. That approadi shall 
inclUM robust anal)ISe:S that consider affonlabil1fy, technology maturity, and 
faPOD&ivCIICSB. 

{U) Cllap....Coltea (l■fo,...doa TeclaaolOl)i M•aq,e1111111 Reform) Act 
t.996. This act requires thll bel4I of eiecutive ~geodes develop and ute best 
practi<:a m chc aoquisition of infoffllltion toclmology The proQeSS of ID 
execub.ve agency shall include rninimwn c:ntcria to be applied in comidariog 
whether to wulc:rt.ake • particular investment in infonnation ~s. includiq 
c:nten, retarcd ro the quantiwlvclycm,pieacd projected~ ri5k,.aifjustcd n:tmn 
on mvemnent and specific qU111Jtitltivc and quahtarive criteria for conq,arin• and 
prion~ altanalive mformation syatmu iovCltrnc::nt projects 

or 

(V) NSA/CSS Orftlar 500Vll, •Acqa.ltltloD Mu.1111111&.., Ja111119, 2001. 
The cireular imp)crocots the prinQtptca of()QO Dnctive SOOO. . I IIOd DoD 
Regulation S000.2•R ,rithm tis NSA/CSS 11 eatlblilbc:s buic objectiva, 
poUaes, procedures. and responsibilities for acquf lition f\'\JN8fflM'I'' The 
cm:ular states t1w for acquisition m:anqanent within the t>eftlnse Ol,,tolog,c 
Proii am, NSA shouid eddn:sa iurcopenbility betwcllo exiJtina ad ~ 
Scrvic.e tactical Sipals lntelJi,ence l)'llmll, connectivity between tactical Ind 
l'WiODIJ S)'St«llJ. (')()Midet appli~~ tQJOJogy tbJr may umfy the ncruiremml. 
and posllbJc duplicabOo of OOSolDJ elfoct. 

(U) Objectives 

(U/1PotfQ) The overall audit obJ«;tj"VO wu to evaluate whether nt1N1HREAD 
should have been oonsaderied the bell aourct' for diaiw network aploftadon. We 
did not ~ew the ID.llll.lga1)Clt oon.trol program. See Appendix A for a 
diswssion of tbe ~ and mmhodnlogy 

l 

l'OP 81CMJlfWE8PtllN't¥118!!H 1!3 

Bates 000218 



rSA (b)(3) 50 USC 3605 

TOP se@tlfi'IW@8ftl9f1f/Jl819 I IM 

A. The NSA Interim Solution to Urgent 
National Security Needs (U) 

r,-.:-N::q,l2:: c:ohmced lepq aystrms and 1CrV1CCS muft:r 
tbel _ _ _ lalthouab requin:menlS could bave 
becii sa id wdh an ciiiung and more capahle -.ad teas costJy 
l)'Stem. nuNTHR.EAD Those conditions oc:icum,d becaUJC NSA: 

.. 
• (U/11'8WQ) dad DOt OODflder ntJNTHllEAO u an aJtanati-ve 

so!ation to a quick r-ooc::doo cap,ability rciquirement for an interim 
disiW.netwofk C!JC.Ploitation system •ftef the Scptcmbc:r I l, 2001 , 
tem>rist .att.ack.si and 

• (Ul/'P8WQ) did not follow lbe l'CCIOIDlllmldl of lnu::mel and 
cxtcm&J technklJ n:wievts completed in.2001 aw recommended: 

(U/JPQI.LO) deploying THINnlllEAD II the interim 
solution for d\Sital ndwott eq,loitallon; and 

2. (U/lf8WQ➔ cdaljling lad cohancing the capabililJes of 
THIN'JlIREAD; 

• ~) delayed dcploymeat o(nflNTHREAD to c.olleetion sites 
as directed by Congress in FY 1002; and 

M a ~t. NSA initiated ~ UJed [ las an iolerim 
. . . . n 10lutioo., wliiai NsA plam 10 UM until FY 2009. 

"!'::r:~=~~z,::,~i• not capable of fully ~()loidna the dilital network 
llgatCe a .«! ual)Stl ~ the global •d>rmatiOll MtWolt IJ'ld COlti 

significantly more to develop, field, and mlintain than 1lfIN1llR.EAD. 

(U) Urxmt Nadonal Security Needs 

~ NSA doauneoled problem& with &lJe existins NSAICSS Sipals 
lrnelUJG)oe sy.ams. In particular, che NSA/CSS intcUi,-.ce aystmn is not 
~le ofbartd':ff the votllUIC of communications on Ibo Olob,J Network. ad 
the amount of in igatcc lhal is ara.nd'cr:rod to md .wnsJ 111 NSA d■rabasa -k 
umnanapable. The NSA/CSS Signal• lm.elliaenoe cystan,. developed in 
response to lhe Cold War. were proficienl.t imercepd.na. procauna. Ind 
producinJ antelligencc: from aiwog •~pals and. to some utent. diptal 
CQIIUDUDICIDODS OD prmonunandy ndio frcqua:acy canien. While analog 
00mJJ1unic.4.tioos matufflf and ,prold -1 a rato that tipb inteJU,enoc, technolo1Y 
was able 10 mate di ' ta) tcchnolo virtuall loded in the ('.OITI.Olunications 

vironmen . 

r 24(i) ""'' UM. im!!O °"" m. im!!b Ost • 
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fOP S80R€tfi'JIC8 AIIN~il9i9i lt,;:J~l:,,,.,.,,.,.,..,.,,,.,..,..~==,....,,..,,,,...=,,..., 
SA (b)(1) 1.4(c), (b}(3) 50 USC 3605, {b}(3) 50 USC 

L--------...J.------------~---r24(i) 

(U) Coogreni.ooal Guidance 

T,!MNll t,,e FY-,2002 Autborizmg Conf~ wguage ~atfld Ouit 
lnteUigeqce C.ommunity i• 10 formidable in .sus,,ort of oo&ning tMture 

* 
systA,ms 

that il u i111possih~ to explore new and innovative capatpilities simply became the 
base does -,w,t eitist. The lntelliJatce Cammlmity may llC acnficing future 
eapllb!lities tryina to meet ~ demands for yesterday'! Clpllbilitics Tbc 
conferees believe lhaL ~ TRAIJJlLAZeR l lffleriJ:11 Q~ bridge Cllplbifuy t.bO\lld 
fOOWI on low-cost initiatives th.11 can iimplcmml, quickJy aad aff'ardlbly, 
significant .;fficiencics. prisfcrably from tho front-end ~on of dlla to I.be 
bade-end of°proCCSling anct'production. The, confmq were aJao oonOl!!ffled \\'Ith 
lack of disc.etnablo proan,ss made by the TRAILBLAµ!R. J Proaram. which hid 
shown little~ for the ~ spc:nl. Tbc coof~ believed that tbc 
l'RAJlBLAzeR I Prop-am would not prompdy dellver capabilities for the 
dllentn ' 

(U}._I ---- --

(U/~) In reapomc, to the terroriJt ~• on tbe World Tndc Center and the 
Pffltt801\ on Septemba' 11, 2001, and the ensuing wm1imc lbJQt mode. NSA 
needed o quick reaction caP.lbility for digilll,I nawork a oitation. Ahemllive 
solutions to S&lilfy this n,quirancm inalnded or cnhlnccmml of 
existing Jcpcy ,ystem, under t.bc 

, 
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{U) AJternadve Solution for a Qu:lck Reaction CapabWty 
Requirement 

I 

(U/lft)g~Abillty ofl land 
TBINTBREAD to Meet Qui~· Reacdon CapabWty 
Requirements . 
~ audies identified an ovema, mnOQg ~ TIUN1liREAD and 

TR.AULAZER IJIOll1lll1S. In March 2{)02, the THINmREAD Proarun wu 
moved from the Slgnal1 lntellipoce ;\utomaiioo R~ Canta to the 
Oirectoate for Dara A uisitio ~• and Exploitatioo Services ' 

r
21 wrn 1.4(C), (b)(3) 50 Use 3605, (bj(3) 50 Use I' • 

- - WP iltiAlii</1"8f lllOl:iil,aH!lllilol 
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~SA (b)(1) 1.4(c). (b)(3) 50 USC 3605, (b)(3) 50 USC 
3024 (i) 

( J'lrrtu~ Tbe 11flNTRR.EAD S)'&tem bad most of the capllbilities shown in 
Table f before September 2001 Howeva, due u, the lack of manap:mc,,1 

1uppor1 and the decision to enhw:e Je~rj=-• 
devcl~ team wu dispc:nod. and J:JN'THREAD 

developman 
continued. THINTHREAO could hive pro : = c :ve. low~ 
so)uoon for the quick reaction capability requirement. 

• 
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, .... 111 .. ~ic~, ... i,, 
NSA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (b)(3) 50 USC 
~024(i) 

r SA (b)(3) 50 USC 3605 

Ter seeltlltweo,-m•'Jl;ffiffl Ut3 
' --------====-=--------------------------------- ----

(L,ITrYQ} -Major Dlffere,aces Betwffll THINTHREAD and . I ; 

(V/]JOd~ flulbllly ud Modlllarity. lo Jwie 2002. lhe THINTHREA.D 
Project Manager stated that th-, TH.tNTHR£AD tystmi w• wry flQ.Jole, 
acalable, and adaptabJc w• 10 a wide ~ of data inacst cnwomnent.s. 
1lDNTHREAD code designed tQ be reunble and could quickly be 
programmed lO process ncw signal types. llf1N'IllR.EAD used commercial-off;. 
rhe-sheJf hardware produets listed on:the NSA Enterprise SoJwons base1ine. 
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~SA (bX1) 1.4(c}, (bX3) 50 USC 3605 

'f6P MCltt3'fJ'teOr-HN'fJ'fN!9t 1£3 

(U/IJll8t,l~ Tfdulk:al Rewhw Studlel. A numhc:r of internal IIIOd cxtcmal technical 
review srudies were conductod to dettrmine whether a duplic:.a.tiOII of effort exiated 
between appUc.ations within lhe THINTHR.EAD and TRAILBLAZER pro~. Those 

=:10 ~~~th':=~r:.lhj G& »JW.b, : ~ ~~ 
detail$ on 1~nk-1I C'ewiews COllduclled on the TmNTHRBAD ~lBLAZER 

'"'[s"'"'X/""'6)(3""j5d""u""SC....,3.60_

5 

___ (_;;;;1,l(ij !'~nc Slaln~ ... --------~t NSA 

J 
J 
J 
J 
J 
J 
J 
J 
J 
J 
J 

,SA (bX1) 1.4(c), (bX3) 50 USC 3605, (b)(3) 
iO USC 3024 (i) 
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! II II II i'ISA(b)(1) 1.4{c), (b)(3) 50 USC 3605 

ifeP 9ti@Rls'fils1€0'-HJ1ffWJH91 Jla r
A {6)(111 ate>. t6x3l 50 use 3605. !6>(3) ~ 
USC3024 (1) 

. ' . . • J . 
! • , 
I 
I . . I I . I 

~ ' . I 
I . . } . . i 
I 
I . ! . . . I . . I . I . / . I . I . I . I . . I . . : . •: . . ~ . . I - I - ,' . f . 

{ . - ,, -. ,' . ' (U) Internal .Review~ : :: - . ' 

,-.. n~ · IS~• Review tlle 
Tecluu . W, lli wiy ffih, ii 11»""!-of tllo NSA 
senior 

si=·:and 
system ell~ WM tasked 

eat~vJtem;nabUJtics 
to c:on_duct a t«?hnical nMew ' : 

di~'~ . oftb.; ~ 

sauorsy,ttm~; 
~view. The~ review paoeJ wu not 

io~~~~:ctbis 
Wbd to idcialify the ,imit~ ad 

differeru:ics bej.wee.n•the TRAILBLAZER and 1lflNTHJlEAD ty,tem ~Utie:s 
in thw enlirdy. J\JaS a.vc:ueci were~ raoun:a. ffllinQinai,dity, 
scalability, and ,the ability co meet miuioo requua:neots. An initial R:pqlt oq Cb, 
undmp was published in Fdmwy 200 I ln March 2001, the N~A ~ 
Dlro;toqiquesled_ that a follOW-\lf> revi~ be ~detcnpis bow•ihe 
~ll~Am"'JI - - · f :isuhey,tem and the THINTiiREADt ; I I 

~d i'Imh,~AD 1::7, ,;___ -~-r-- . 

(U/IJl'6MO) RaaJbofClle Tedaalcal a~mw. lbotcduifoal nwiew c.onciluded 
thJll significant overlaps existed in the TltAILBLAZl?R Suhs)'St~ l 
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I ~SA (b)(3) 50 USC 3605 

~ 

7 
7 
7 
7 
7 

•er secu,wcoFtllN'IW!l!9t t!9 

(l)I~) I 6ystem and lhe THJNTHREAD P~grun and that 
tbe approaches an3 a;ie1opment. p hirulosophies differed. Both reviews reached the 
same oonclWJions apd recommended that: 

• 

i . . . - 'NSin1~ htlflllrgt:Meru--dlould-pnwid•
·• 1mgineen THINlHREAI> 
. ~bilities ., . . 

to ro continue the de\19ffl'Dmlll1t"'I 
of THCN1'HR£AD; and 

• •::. ((l)/~NSA upper management should support THINTHREAD. 
. 

(lJ) Enero•I 
I 

Reviews 
• • 

' ' . 

• 
.' I 

. .. 
I 

'• ' . . , . . . . . . . . 
I 

-:05!" (b)(1) 1.4(c), (b)(3) 50 USC 3605, (b)(3) 50 USC 
24(i) llll,111111Q 

- I 

7 
7 
7 
-

IJ 
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I 

. 
• (t;~.000)1 I 

r: 

NSA (bX1) 1.4(c), (bX3) 50 USC 3605, (b)(3) 
50 USC 3024 (i) 

. -. . . 
. . 

. 
. . -.. .. . 

I I 

I 
(~NSA Modendlatioa St11Ctin. Tbe fint .. NSA Moclcmiutioo Study, .. 
July 2001 , was eonductcd by lbc Nltiona.l TcchnoloaY Al~ N&liDDIII Cants 
for Applied Technology aftes' • thoroiaah n,view of onaoina activides within tbc 

~-==5'!!.""-"~r...A~ 
TRAI.LBLAZER Program M•oapmait Office, I.he 11flNTHREAD Prosrun 
Office, md intemews wt~ by propam pcaonael The Modc:mimio11 Study 
teun oblerved tba1. during the TRAILBLAZER'• Concept~ Pbue 

=8~ma~~ 
aod lhe Analy,11 of AllC!mllJvca .. ~1n ldditi(Jn. 

0~~t
the team oblervod tha1 ~Sf---, 

beliwcd~~ ■ low-OHi. radlly fiddlblc, __ • _ pbcN&A ~· 
M&li!rii14iib cu~ ' . 

• ~ NSA did'.not 11.tc existing products <TKfNTHREAD) to tbci.r fWl 
poteutiel; _ · • · · 

 
 

. . 

. . . 
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NSA (1>)(1) 1.4(C), (1>)(3) 50 USC 3605 

J N } ~"ttzeq ... TtanSfonnadon 

omd IA -id tlv:dew:17tof th, 

5, <1>X3> • • • • {U11"e bfQj · T4;f.lNTHREAO be used u the interim Qpability prototype 
(also a potential .throwaway s)'SQ:m depending upon the results of the 
Conec:pr DcweloFJml Pbue and Anaf)!is ofAltpmaqYS,;,-bUt at a 

\
. s1grtl~cantl >' t~ef ~ SJ. .thao 

(U/flil8

f
.~8) 

'.7' 
tbc I I 

•~ N'fti!Jnal Center 

. . 
~ .Applied Tcdmology 

'· 
inucd a second report, 

7 
a .. quick,.loofc" follp~ to the 6r,t rtport, in Dc,c:;ernbar 2001 . The Chief, 
Sign.ab B11111li,g~ P~~ invited ~ oriifflAI study team co conduct a follow• 
on 11t\Jdy h! ·evahwe protpas :MJJu.n tM 'rRAILB.lAZER Prognm Maaqemenl 
Office. Dow!~ notiog IO(Dt chlpiP1 mad! in NSA 'DJI.Dll8GIJCIII and the 
TRAJLBW~R Proaran> ~, acqulliBoautl'll~ that promised to lddttls lhc 
contlic:18 and•j.,_ noted in tbq firsf 

• • • 

,q,ort.,,dm ~ tam found tlw; 
.... t t • 
~ .. 

• ~ the ~elopment of . ·. 1topped.' A:,11umher of 1£Chnj~-,....,.......,~-.....,_,,.--...., 
ioteanti 0 

~~~l~;.M::::::~:=:,: ] 

] 

] 

] 

] 

] 

] 

] 

J 
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] 

] 
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J 
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SA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (bX3) 
USC3024(i) 

(U) User Fee,dltaj:k on TBIN-fllREAD 

NSA (b)(1) 1.4(c), (b)(3) 50 US

owever. 
wtrono . ow ousi e nl'.cnv open A~the 
THINTHREAD team devc-Jopcd lhe tuooo~ THJNnfREA.D did not lrunaJly 
gemnte a aignificant amoLllli of rcportabl• cbda. ijowevcr, after one dedicated 
analyst. fiustrated with the qll$1ity Ind qUMdty oft.he inteJ1ipoce data be 
n,oeived &om COIM:lltionll mc:!IDB. wrote hi, own tuonomias for 
THOOH.READ, both th~ quality1,nd quutity of intelli~ data n:cetved 1iom 
THJN1HR.EAD dnmwiCllly ilJlproval. The analyst r=.vm intelligCPCe data 
th.al be wu nol able to coccive beforo J.111Di THlNTHREAI), Jbit SJN"lt 
,eceived messap in lhe same con1e,iru they were 1a1t._C I 

i 
(Ut"'9wo) 1ntdli,8CIDCC IOlllyais USCld TlUNTHRBAD a, their own diten:tion 
becau,c 1'HIN1HR.EAD was ooi conaidcn:d the coipomc tolution for diaital 
n«work exploitation. lntd.lipnce analysts ttupl lhemielvea bow to wie 
THINTHREAD bc,c:agse NSA.did ool piovule UJCD with~ tninmg. 
Inte.Jligf!ffCC analystS wbo u8Cd THl'N"JlOlEAD Uted th.it TllJNTHJtEAD: 

• (U) bad an easier q\Hlll' fuoction: 

• M wu a futM' and man, efficient collection capability; 

• (V) l,ad"O)ier vimqg Cllplbilltiee becaute it WU Web bued: 
C 3605 
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• (U//P6ts8~ made a major contribution by challat8Ul8 the way NSA 
prioritw:s and forwards traffic to the NSA workforce. 

1 (lJ)A complete~ that IOlwa all tbe pmclllMal probleml lmelf. {t liM iat 01ft. ii1pi.t, ccmnl, .._, 
Q)Offl~ lltGI' ~ aid dlla {~ EYQ> lbuap otbcr l}'llllml hive cw:tJy the__, problem 
IO tol\'C, 1UM;,plf)Cd l)'IIC!ill wm impltm.caal lbcrir own IOhltiomt lO c:,cb. 
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(U) Congressional Directed Action 

(1J) TBINTHREAD Deployment 
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NSA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (bX3) 
p() USC 3024 0) 

,__ _______ __ 

(IJ) Ra11oo•lt for Mayed Deployme11.t of THINTBREAD 

(U) U.S. S!Po latdllae■e. Dlredive- ti (DJreedve 11). Directive 18 IWet 
dull _the policy o~~ u~. Si~• lntclli~ System is to •aet or coll~ on.ly 
forcip ~wucatioos. 1bo S1pal1 lntellapoc Syatem will not lntm11ooally 
QQJJect communications lo. 6.-om or abow U.S. pcnom or pcnm1 or mtides in dlle 
United Swcs except 1a set fOl'lb tti the Dirmtive I 8. If the Sipali lnielli~ 
S~ inad~y c;ollccu such eDOlDluo.icationa, ii wi1J pR)CCIU. nuia.. and 
disseminate them only in ~ wilh Oirec::tive t 8 

t9 
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. . .... . 
-

~ Signal$ 'lnleHig~~gelimlt clJµmcd ttw THINTHREAD 
deplpymbm·wu ~ .because'thc NSA Ocnen1 Coumd bad OirclC&ivt, t 8 
iss~ When TfflN'ffia.EJ\D wa.-t dq,loyed w:\ ;; fas • 
~ ~sru;n. th~ Offl~ of~ Co . · b Oic u,.up of 

10 
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SA(bX1) 1.4(c), (bX3) 50 USC 3605, 
bX3) 50 USC 3024 0) 

NSA (bX1) 1.4(c), (bX3) 50 USC 3605 

fflOP 813@Ml'fl¥C8t-.Ri.Nfh'l8!91 !!3 . ,__ _______ _. 

~yuem Doca•at&doll, Sipals lnrelliam,,e tnUlqcmCI\I aJao c:Wmed tlw 
the lack of system doc:umcotation delayed the deployment ofTIIIN'JltREAD. 
The 1lONTHREAD system u • to whm ml limited software 
~l!Otatioo 'WU uired. 

. . . . 
. C anqel' 

docurnentatiob<0f TRINTH1lEAD ,ofta,are ·was completed ln July 2003. 
AJthoup Si,nals lmdligenct trWJ.IFffCffl' claimt!d bf la of ~on 
p~cn1dd the depJoymc:nt.of THINTHRBAD to NSA ooU•on lites. the 
co.ntnctor program manage(~ that THINTHR.EAD c:ould have bem 
dcy.,loyed to fulfill a · · · · . THINTHREAD wu alao 
succeu . to . .,_, mid NSA p«noanel 
a.tcd~-,..__,..._._.~ mum _ S)'9U!in. 
Therdore, the Jtck of documcntlliclo rway oot bave hid an ~ effect on 
tbc dcploymc::nt o(TIUNTHREAD to ooUootJon lilcl. 

eJZIHll9 Stud.Id. Prior to n«N1llR.BAD dlp.lo}lllalll, tho Ta:bnology Test and 
Evaluation A.Dea:ment, Maid) 25. 2002, adviNd that the foDowiq rilk 
nubption and preparation ai;:tions be eddreuod.: 

• (U//Petfe, Provide tninini 

rx 
co •itc ~ peraonnct. irnpkmcru ■ 

1lf£NTHR.EAl) S)'IJmtwide QQnfil'O'lbOn l'IW)l~t proa,a5. amf 
develop a process by which aite pcnoilnOJ ca,i idcmdfy and raaoJve 
m1'l~ ~th the $Jllem as Idle ~ ~~ze the o]'«ltioaal of 
dep)Oyu1J 'lfflN1'RREADto._ _____ __._Sllll8;, 

mk 

• N,).Oenerale user. system, tedlnic.al, and progranunadc docwnentation; 

• (U) Amlent.e dq,JoymentpJ~ develop nca:aary putna'llupt with 
recipimtc:=)ite$ IDd deplO}'IPC:llt auppon orpniation,i and 

• (U) Acquitemffietmt nwnbcn· of appropriately mlled pel"IOftnd to 
de\lelop documCllll&iPD- par(onn dcploymant planning. 1Upp011 
depJoymtnr, ioLJjta. autornae \JICr I\IPPOft plOOCSICI, md develop 
00Dlmlling and meuurins aetiV1ties for muftf ple deplQyments. 

~ Tbc Tocboolol)' TCl!ll and B\/IJuatioo did not find any cecbnic:al rmsoos flOI 
todq,loyTHIN'fftllEAI>. the NSA ModcmiudoaStudy. JuJy 13. 2001. 
conducted b.y me National Technical Allianoe stated dill the TRAJLBLAZER 
acquilidoo straleg)' did oot acx:ommodate all of the concepq. appoaebr.s. and 
teduiiques being pursued within the TRAJLBLAZ.ER Prva,un, lo pwcullr, tho 

2J 
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SA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (bX3) 
0 USC 3024 (i) 

~ National Technical Alliance team did not undmtand. the rationalo fur nor 
...  deploymg a low-cost. field•rtad)'. capability Atcb IS XH=F•D a,sr,ccialJy 

since.ntJN.'tlfJWAO hid -,-dept&ycd tal""" _______ _,~before the 
Conocpt Ocvelopma,t Phuc sntdies 111d the Analyus o Altem.abves weore 
completal, and the TRAILBLAZER Objective P-rognun P~ B mt C 

;:;, ... End-w,.End protoc:ype wu deployed. 

""[ s .... A""'(b)""'(1) ... 1.4..,.,(c...,).(""6)("'"3)50-□S-C 3""'605_ l 
·... 
• •• j . . . . . 
. . . .. . . . . . . . . ' , . 

' , . 
. . ' 

, . .. 
•' .. . 

, . .. .. 
, . . 

.. 
•' . 
•' 
,. 
,• 

(U) Tnintng ror TH$T~ ~•n . . 
~) Ana1)'9'S·« NSA ,wen, wt adequately. 1r11_ . Md co fully openite the 
TIUNTHRBAD 

:,=~ uacn•
aysum

=,"-:::~•JIDd:sJoit 
. 'NSA did not deveJoR foffllll "la$s:room U'linia.a to _ 

imtrud ~ s'~ UN11 bow to Kt up and opc:nle 11fJN11{REA[) 

di~ nd'Wotk 
commwuc:ad1::'~. A;i...w, ilii4it.1W•· www 
provided uacr . · •' .. 

::u1my ..i,-.. The OD-the-Job Handbook: enablm 

~~~~--l'~oos pcnonneJ to learn about the system iD • aelf-
a,acc,d 1nstrucd o The' p al oflhc Hudbook it to lead trainca 10 a mil 
ievd tha1 would allow them co effectjvel~opsate tbe THIN'1l1Jl£AD ~ 

•' 

"19/J!Sij AJtbough many analyJt.1 ~ 

:!zonal 
th.al UflNTKREAD i11 uaer tiic::ndJy, 1 

formal training "0unc would provi~ WIG'I 'llritb a full ov-crview of the 
~ C8])il!bilities and proced~- Bduc.atina U1er.1 in bow 
{O Cl'Olte lim&>lc uid[ n1 very imponanl Aallym 
mustcarefulfyf · . · 7 

I 
l2 
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{81'('8. Because NSA d~ .!1!?~vi_cSe formal cJe..moom 
traJJlAl&.'aoal~ . were rducw11 '° WlCI THINTHREAO. · . . 

f ~ij TKJNTHREAD t)Jlrm bu lbe Clp&bili\y to pmvioe I cost,.eff'ective., 
tu~ ~ty, Jiaah precis1dn di&ita) oeiwoit c:q,loitation e)'ltcin lhat llhould be 
imJQ~f dep~ to perfbnn ~ of the mtmm dipr.aJ nilwork exploit11fion 
misaion.or~\ . S,11,Jdies c+lfDPleted by' iotffl'lll tccbnicaJ !fJViCW tami and III eJltc:rnal 
tNDt coadudod that IM,n,t~AD system. its tecbnologiea. and 
iU di . ~dlO.u.tiotl were bener than NSA __'!_ current 

,;-lilies 

analysta, and bu a very_ 
_ TRINTHJU:AD videt 

s,XStCmS· s to with the Global 1.nJ::n.lion 
Bnvirpmnept, 1lf1N1'HR£AD produces valued, unique intelligence that meets 
~CJ~ Jn a timely. COS1~ective mlDAcr; a.at ii driven by Cbo aecd1 of 
its ~ d thaJ is fhw'"bte, adaptable, nl agile cnouah to arnioip,ae and 
rapo~ to ~ cbiqin~ ncc,ds Qf NSA, Sipllll lntclliJ!CIM.X' tqeta, and 
RldmQINrl -o--es 

t • 
' . 

• 
· 

':i,le 

mn"> Althpqgb the House tcrmanmt Select C4mmitts lmelJ.i~ 
~ct for FY 2001 ~ NSA to deploy THINTltkEAD a, 

I__ •--'-" .. .-_ lcollc:c:lion sita unmedl•ly, ~ wu 
~ t Isita I,)~• 2-r-r panod. Aocording~ • 2002 
bricfin'- to . ome PC!l'IDlllllld Sdec:fCommitlee an lotdUacncc. c:=::::>r 
dwe 11\k!I are comidered optimalr:::::==::] coUection aita. The NSA 
dd■Yal deployrntnt of~Signals ln~lipce r.nanqcmeru 
tnDIJf a,n,d THIN'tHJlBAD &om the dcvclopmcm IClltL Sipa)a lnteUipi!Ce 
~~t c!aimed tba111UN11fkBA.D did not comply with Direcave 18 and 
THINTf'IR.EAl) dievdopm did not docummf ly.fflm dm~ lo allow 
dq:,loyttlCDt. Altho(lgb atud.lcs recommended that NSA deploy 1lU:N"llUU!A.D u 
an intcqm soJution ud u I riu.-NdlMi!tioo tall bod for the TRAILBLAZER 
PtvlfmJl, THIN'THR£AD WU 1iOl timl!Jy deployed u I oomplete_ 
mission-cntical. djgifal network ex.ploic1don capa_bility In addition, NSA did 001 
dC'7clop• formal tnimng pro,snrm for THJNl'HR.BAD uacn. Al• 
1 

resuli, 
Jmal)IBtS did not have access to all cU9j&1J ocrwort iDlelliscnoe 

diii r.o usli m i5t development of imdli~ l"ep(Nflt NSA m.lllqaD.eDt 
should consider implememiy the follow& rrmmmmdadons before coatinwng 

I 1 

AE. 

M Ma11a1emeat Commea_ts 011 tbe Finding aad Audit 
Response 

(U/JIIU11Q) ~m.--1 ~-ti. The N~ ma:rcol staled thst. the 
dmft rq,ort did nol mclude SJpi&aat tnfonnation or uded wmag or 
misl~in,g iafo.nn1tion. The complete Jilt of mmagancnt comman11 is in the 
ManaacmCllll C-otnmaua !eetion of thia rc,pon. 

n 
'fl8P 8l?JCR£1W€8f.HPAV/i9i19I tli 
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(U//~ Audtt Response. We obtl.iQed, reviewt2d. and analyzed (11,any 
docwne.nts and we interviewed several NSA md cootrntor per,onnel to fonn tht 
COJlclusicms in this report. We included all infmmation relevant to support the 
report find.mp and m:ommendations. Many people we mtr:Mawcd med 001 tCI 
be identified for far of mB11J.gancut "'l'risal. We gathered infonnatkm &om 
many sowces to suppol't the finding. Paragraphs fmauc:ntly contain informauon 
from several SOll'"'1 to reinforoe conclusions. Basod oo manapment eommerus, 
we made various editorial changes to the draft n,pon. See Apptndb. J for a 
completed audit response to each maQgement oommenL 

(li) Recommeodation1y Management Comments, and Audit 
Response 

~.,.:R~ ~dclll. As a n:sult of numaarmmt commmta, we 
revised Jlecommeqd•tinn A.2 to request that THtNTHREAD be .13v seb!Jl9Rd 
and Cltcoded lo mch&de handling rlle nccc:sury s:e:rviccs as wc:U 

{U) A. We recoDUDeDd that die Director, .N•tlo•al See.....U,-Aa.;_,./Clllef, 
Cntnl S~rity Semce1 · . 

I~ (MM) Deploy THINTBREAJ)-u tile laterim capabWty dilltal 
aetwork exploitation l)"ltem. · 

"(8ll8lt 
Cenlnll 
mana,em.mt
NS~ 
caj)abilities . 

Di.nx:tor, Sccuri.ty ~cy/Chief. 
8ec\aity Servace OOP~Dturred Md stated that tbe •Y!!!U co:;;· 

·mr.egrated THINTMREAD concepl'! intoj 1 

=
minapment stated it would be detrimental to remove non-TH 

&om the exiatiog disilal netwQrk exploitation m:hitedm'c. The 
l!lationaJ 

~w,abj}itjg 
Security Agency has coB110lidated pl'C>Clel8Ull actiVities by improviJJa 

~ dcvelopmg new 

~ _Ju,!°~PDI,.. 
capabi. ' litics to qeatc 

•,._[_ ,. 
•,'SCMc;ct,fwiQ}:iiwr~~se::i ~~ ll}'Stm) QPlbllities. 

lMiQ 
t • • • 

A1i4k.Retpoaae., We aaiept that 1"11~ =tlhia ae allady 
depl~~:wi.tlun.~ NatioBll ~ty ~~y'_s~ Jwl)'Sis 
and ~ttion pros,mn.s as• n:swt..of pnviowi congn:ai di.Nlc:bon. sound 
syttclDu,.i!iogiuoerins . ·ca, and pommpn',cue. However, cvori thoup 
llI · • · ' • .l,emed WeNJ int.ejp'lted info aome 
oompon'pats o 3 years ifteF start of initial 
develo ' ml. -

,, 
,. 

' 

Mu■~meat_~ta. The National 

~sA(bX1> 1.4<cJ, !bX3l so use 3605 

--------

. . ,. 
.... rS_A_(b)(-3)_50_U_SC_3_605 ___ __,jJ l4 
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.... .. . 
" .. 

fflf Sf?cn, JJCOl'IJN'ff;'!8!91 I~ 

.. . ' 

. 
(fflft Muaaoe111111t Co,nme11tsr lhc.Oifd>r. National Security Agmcy/Chief. 
Cennl Security_Servlce ~~ . . . Asslcy 

' . 
(~Audit R.np«,a.N. B.ued.on m111.1_pmcnt coimnan~· wo revi.Jed the 
recommendllio.n to aplaln mor&clearly the meanina of"1\aU;,n,blnoed IDd 
mtcndcd 1lfJN110l.EAD." We t'm>gniu, dw the National Socwi Aa 
incrcued its digital network csploitation . . 

" MP BCHlf/)CO~IJNlf'H!8l91 I !3 
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'1':iA (bX1) 1.4(c}, (bX3) 50 USC 3605 

r SA (b)(3) 50 USC 3605 

NSA (b)(1} 1.4(c}, (b)(3) 50 USC 3605 

Tt.,f s~eM:Tf>t'."OrtllN1'?(!0!,111:l ---------

('f'8N61) that the Natioo,J Secunty Asency mma,gcmmt reconsider its P.(JSition 

I :::'::~~ _ _ __ oo Llling a ~mplcmm~ •~ ad T-ltlN'Tlt.R£AD m the 00Dection 11t:,i wbn ~ 
• Witt · ls fully enfltnced and extended tD 1 

1 1 . · . 
J. ~ DeveJop tonaatcl•room o-almaa for die eadff 

Tllll'fTtplEAB.,.... .. _,_ ... ,_ ., .... .....,... .. 1 l 
I -
(Unllu~~Mutlffltllt c o,.... •. The Director, NalionaJ Sc,cavity 
Asmc»1Chief, f'llies Central Security Serviu concurred. In April 2003. NSA provided 
350 of gu.ick-Af coW'11C'Ware in Data Item D1-ALSS-8 IS23A. 

-ce,-A.idU R.-poue. M~ amuni;nts wm partiaHy IWJ)OQlive. 
AJ~&b the Natio:naJ Security Aaency inteped 'J11INTH.RMD components 
into~ Si&nals bttd.lipnce Syam. il still need, 1t1 develop a fomlll tminiq 
co~ for the THlNTKREAD end-to-end system. We request that manqemeru 
~derits position toWWS pn,viding formal clamoom tmlni.na and submit 
additionaJ Commeats by Jinuary lS. 2005. 

26 
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8. The NSA Transformation (U) 
..U-,,.NSA management ex.eluded l'HINTHREAO and its tcdmologses u 1 
viable long•tmm eolutioo for digital networlc exptoir.ation for the 
TRAlLBLAZBR Initial Tttnsfomlation Acrivities. Technolog 
DemoDllnlion Plleform.. and Objoetive Program. This condition 000\ll'Ted 
beceuse NSA management dld not consider lodependent and inlemal 
analyses ra::ommendin,g tlm NSA use THINTHREAD and its 
todmologies as a ri1IM1duc:tioo test bed for the TRAU.J3LAZB.R Prosram 
and should include THIN1llREAD in the TR.Ail..8LAZBR Ami is of 
AltcrMtivcs. As a rault. tho NSA. 

WI CM!O y UUegrat e 
ve gtam. In addition, NSA may be devetopi.na J)IU'ts of 

TRAILBLAZER icclmology Dmionslrati<m PliUorm unoea:uariJy. 
finalty, Che NSA Transfonn1tion m. ay be developing I leu gpable, long
term di(Ptll ldwork e,tploilation !blution that wi11 take longer 1111d coat 
sipifleantJy more to develop. : : 

(U) Congresslo~al . Coaeeros on Ne~ork . Esploltado11 DIJI•• 
(U) The Nati<illl Defense Authoriz.ation ;Ad. for FY:2002 stated that; 

. . .,.P$1,_ T1le NSA bu ctcaty made JR411.' etridcs iD IOClaQI to 
nDjl(orm ilMIJ' ill AWlY IRU, 80•.._, • NSA appaal ID have 
11114c only tDOdest pqrell ill 1111: .. ~ ..... ~ 1111 a..: 
~ die rcclwcal tbility :to CJPMltr c:ffilctiwly .... die 
~ a1ob1J actwark. l\e NSA• bu ma la»wa llal 

~SA (b-)(1) 1.4(c), (b)(3) 50 USC 3605, {b)(3) :,t 
JSC3024 (i) 

(U) TRAILBLAZER 
. 

. . 
' . 

f6/J6~ On Marc~ 24,. 2000, the Oi.-ol'.f NSA sipad the TRAILBLAZER I 
cbaftc,r to creJte, new Signals lntclliMUcc cutaprise to exploit the liob-1 
oetWOat. ~ - LAZfR I, with a& ptm>arcd development cost of 
•pp~xinwely · was co ~ to the opportuniti.OI and chailenps 
ptovtded by emegi_ng 

. 
· ·· o,-.es fO dellign nlfll.' operational pnmcm for an-

ti.me delivery of ~cts and servia:is .. ift the manner tJaat best met Clllkmler 

[sA lbk3) 5b Use 3605 

27 
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~ oeeds-unrestmncd by ~ pnteticcs or put lechnoJuaic:s, 
TRAJU3l..AZER I had the followu,g key reaponsibUibes 

• (UiiPe"e, Ensure the execution of• new NSA program uwnsfonnins 
the U.S. Ceypwlotk Sym:m e&-ploitation of the global n«wol'k. Map 
detailed digital ne«work eq,Joitation mission requin:ments ra 1 
cryptologic arcbil~ and implemeot ~ and 

• {U/~ At;1 as the caf.ilys, for traotf0ffllin1 euaomer intendion 
and operational practi"-" Bqin lhe retoolin, of NSA 
propnmatic:ally, technologically, tnd cullurally to pn,\lid~ minion 
services and capabilities that are responsive to the emerging 
tecbnolo1y and cu.,tomer oeeda. 

(U) An AlterGadve Proposal to TRAILBLAZER 

~ in Jaauary.20J)t, ttie:rAAJl.BUZERAltmllciw Prvpou1 ideotified the 
capabilities of the ~ly devdop,d 11ilNTHREAD well a tbture 
dcvclopma11 cffons lbat 'IJVowd mNl.fflOlt of the Alli(Ul11111 in the 
TRAILBLAZSR Stacc:l'Dal( 9f ~a:ti~ and its Addelld\111l. The pn,poul 
demonstrated 1h11 the nf lNTHllf.A.l) ProP.ffi hid ltltuewd lftOll of the 
n,quirenienis in the TRAU.B~ St,.t1!ffltl\l of Ob'cx.1ivt1S durio& lite te-.tina, 
The Ol'OPOS4I wotffldcd that READ adu tltolC uinlncnta in lea 
than ·120 days ud at a coa o 

=: 

a 

(U//F01 IQ) Because of NSA manascmmt•• ~of~ arcllitechftl 
fcall.ltt.:I. the proposal faced a QU(bber of chall ... . W4W'C' 

1 
1 
1 
1 
1 
1 
1 
1 
l 
7 
7 
1 
7 
7 
7 
l 
l 

21 

NSA (b)(1) 1.4(c), (b)(3) 50 USC 3605.,(b)(3) 7 
50 USC 3024 (i) 

'f8P Sl!!l!ti'f>rtt!8ltllN'l'f1!8!,11'15 ---7 
Bates 000243 



lh 11,,. 

TOP 81!!0MJf/)COPtllMWi8191 IE 

.. ' 
• ·. {\J~hipt1e, The nnplied development and deployment costs of 

· l"HrN'QlR.EAI) were dramatically lower, and lhe development .schedules 
,ta satu1fyJ llAJLBLAZER rcqwremc:ou w«e drl.matically &honer than 
:p,C\'lo&&Sly~imatcd. brinBJl\j mto qucst1an the cotll1'1etcoc:as of olher 
~.ts, : 

f9til~ NSA ctld 001 uriftlemcmt dJe proposal. lf ir hid beco unplememed or if 
the ~ approach and btn.kthrougb c.oacepu ~loped by die 
~ -team-~~ as I rilk-reduelloo A!lt bed IDd lmon le.an:llld 
for TRJr.lLBWEJl, a mt.laabll roduaioo io T.RAO..Bl.AZBR devdop,:nc:ru 
coses may bav~ r,:suJtcd. 

(U) NSA M.-enm.adon Studle, 

(a.f\nf ~SA M~doD Scud)'. 'th&, Hou..c Selea Commiaee 
OJ1 Jnlellig,encc d~ed the 6nt "NSA M~on Study," JuJy 2001, which 
was cond~ by T,be'Natiooal TeeJinoloay-~nh,nce. National ~re,_ for 
Applied Tficlmology,. After a lboroupt review;( OQSODlj-u:bvitiCI witbin tho 
TRAILBLAZER Prosrup M.anqema,t Office ilnd t.1w TKINlllREAD ~•n 
Office and tnraviewg, wift\ key pro~ pcno~ ~ National Ccuer for 
Applied T~logy

anJ,t~ 
.«~mrpbscrved that the TRAILBLAZER wu 

executed en o'((erly.~pcnaiveL.__.~ ---------~ 
::,y 

~ 
TbC! NSA ~ffl'VZMt10» smdy !'1!Dlln1Rllhed diie 

,~t 

• 4Q. TIil.NTH.READ tM med u. ruk-redwtion ld bdd and pn"'1de 
i"RAb-BLAZER with 1cnon Learned; 1IDd 

• -'tjlJNTH.RBAO bo comidcnd II ID cltauatjvel I L ))'Item 'i_n th,,.TIWLBLAZER AnaJysi of Ait&iiii~. 

(&'181) SecNd NSA M~ A ,ecolMi Nllional Canter fur 
Applied Tecfu:loJOI)' n,pon, • •~qui4-look" follow-OD n,pan. WIii c:omplded in 
Dccanba 2001 . The Chief. S\glilhrJntelliscncc P.ros,ams ioviaod the original 
study team to conduct a follow~ .study to ewluatc proa,as within the 
TRAILBLAZER PruJrUD Maoqemc:nt Office. .Daptte noting aome champs 
made in NSA manaaanoot and Cho TR,\JUILAZE.lt Prop-ull acq&u,ition flnta&Y 
!hat pronuad to addraa the conflicts arid iaues noted m the tint n:pon. the study 
team found thJt: 

s-,. 

• (UI~ Sipals lnteUigtllce did not deploy THINTHR.BAD 
as a ris.k-redw::tion test bed md pt>Y\de leaom-Jarned for 
TRAILBLAZER ln addition. Si8Ml,l lntelli~ fflanJillanmt hid 
directed that 1'HlN1HJlEAD re1011rOC1 be provided to TRAILBLAZER 10 
support the ~on ofTH~ tmmolol)' into 'the 
TIWLBLAZERf I jarchitedl.tre; and 

~pm, 

• (U'«Qf q The Sl\Jdy also recommendoii tbll 1HIN1liREAD bt 
ooosidcred u an .Jlematiw l ~ in the 
TR.An.BLAZER Analysis o Ahfi'il&bv&. 
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(U/!fiQJ IQt The stud)' also stated that Signals lnt,lligmce pmpns would not 
consuler THINTHR.EAD as an alternative framework for TRAILBLAZER and 
ruled out THINTHREAD as an alternanve solution because tl wu viewed u • 
mission ,application. 

(U) NSA Teclu:daJ Revtiws 

r.s,1'MJ Dunng FY 200l. NSA iuiU,J and foll iotarmd t,chnicaJ ieviewt 

w 

L m;=.:.t:· · :~~LBkU d 1f)e.:PAAf · :, ve pn. rmewt 

~. i( ~ ,c>j.U, ~ ~p.J I 
c.;.~ 

0 USC 3605 
T-lt•iswl ftCYi ~ ID 

200} (o)"fhc 

~bl=~4:~:=1~~7~bs;;;:* 
• 

_f!bid iliauilE ~
-J 1 

bf ~rs· ---

The requatc:d ~ 
-= 

for llilNTlf.RBAD 
-

wen L--_..]andc:- iclced programmers to lltiafy Che full request fur 
---,~ ~t,m$.ouJ. ~ ' · review abo N:ICOfnfflC:l'lded 11111 NSA provide the 

::~)°q\'-leitedtc1D~,dollara. and people to tbr_TKINTifREAD team. 

1 _ 1=~::re. 
 

NSA (b)(1) 1.4(c), (b)(3) 5

-----

(tJ) ~~~~R Acqidlitioa 

~Aftci~~:oc2 ~ than t.=..:. )on development and 
~ID8d-t.o the · acqujJition atrifiiy, NSKwu unaucccuful lo 
C,ebvc:ring ~ eapabil_ity~ to ftlll y e1:ploit the gJoba.l network. 

7 
ro;NQI.IQ) laldal Tl'Ulfo,..tloll Adh-Uiel. The 
~"" of tbt,TRAJLBWs.R Initial Traodonmtioo .Activiti• wu m Jll"Ovi® 
a glofw Ddwor:k icamin& ~t thlJJ WOl1ld ~ lnformttion, lrmnt 
lelf[leil, oew analyti~ processes; anct~ _NIC{uitsnenU into the 
~LAZER Objeclivc Progratn~tia. 

·TR.AJLa~ 7 
7 

~~l&°~fUt: ~ I and lllD TH~anan- T6ci1u'cG coachided 

1M1LBLI\ZERJ 
~ wu 

--
:::::a11wowaw•y

- lbcmre
·~t,ydevdopin1lhe 

.tbc 11WLBl.AmR 
Concept Definition I' . y wu conrplete. J:be oYepj) objectiw of 
the Stuily Program wu co •~ poteotiaJ tolutiona for tht, aJoo.J networt 
chall-,e and to position the TRAILBLAZE-R ProJrllll for tho qext ph-.. of the 
propn.acquis.iti.011. The decuioo b)' NSA ~• not co follow the! : 
Modetbiiatioo Studies. ' ~Oils t~ l1Qp the cle\,elOJ)lrlCl!t of the~- I 

· · resulted in an e,tpendiNre of eppro:dmatel~ _ Hbr 
"TIIIIIR•llffl--otYI· ,e. M Ultd in fl.ndinJ A.. the Modaniz.iiion s ,es 
~ adoptina · u the u1tc:rim solution for digital 
oetwort cxpJoitaqon and indudmg ffllNTiiJtEAD in the Analyma of 
I\Jternadvcs fur TRAILBLAZER. 

~~cs-'::ovcr-,. 
l ~=• 

(lit/NY~ Adlaiag dae ~ of ilac TRAD.JILAZER Prolram. The 
t.ermmt attacks 1piost the Uwted St.ates on Septcmbef 11. 200T. ostlblit~ m 

lO 
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I 
ll8P StiOH'.J:J,,ee~&Jtl'J:.'AI0ilf l 13il 

lU/F~ urgent mission illtement for NSA to rapidly develop Md field • 
capabtliry for dtgJtal network exploiWJoo. As documented m a mcmonnlum 
from ~ Chief, Operations ~Ltirmncnts (Sip:als Intelligence) to the NSA 
Seruor .A:cquisition Executive. Urgency Statement for Global C-apabilitiea." dated 
November 9, 2001. such a capability wu deaned cnucal to effewvdy l)l'0CeD. 
analyze. aod n::J>Ort mfonnation tom me global ~work The citt.d memorandum 
documented. two !{ey ciecisiom: 

• ~ NSA must refueus the tnitial acqu1aition activities for 
TRAILBLAZBR to 00U11ter tarorilm; and 

' 
• (Q NSA must move the TR.All.BLAZER Prolfl(n forward swiftly to 

defiver tho_capabiUty na,ttcd to exlrl.a: infonnltion &om the global 
neffo'ort by,the second q\JIFter of FY 2003 to ensure ttw the Uniled States 
bas the adva;111ge in the war on terroriam. 

• 
a11Jfttv• The mission statement was a tey driver in the formation of I.be 
Tedmology Danomtnlion P11tfonn. 1bc Acquit.ition Revu,w Board approved 
die revised aQl\Usition •egy oo Nove111bcr 30. 2001. 

JI 
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(U) Conclusion 

{Sf.15H' :rRA!LBLAZER was dcvdoped to create a new Signals lntelligence 
enterpri.~ to exploit the global netwQfk. The TRAILBLAZER Technology 
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NJP 8ttH'fllC8t\fBJ'ffl!8!JI 11"9 

= I Tho-.. rccommeododthal THINTllRl!AD be~ .. 
-,, 6va ~ js~ in the 11tAJLBLAZJ;R 
Analysis of AftcmJtivc:a. but because~A:did not consider nuNTHRjE-AD as a 
vtablc ton.g-tenn soluuoa, it did not include ntJNTHREAD m the Analysis of 
Altmwivcs. As a good~ pncdcc .. :the NSA abou1c:I reevaluate 
THINTHREAO as the lona~term solution to u;Joi= 
NSA ma)' hr wma:asarily ckweloptnfl the; 

MWO" I 
ind pans of or all of TRAILBLAZER Tcclliic>i 
management shouJd consider unplcmentiq tho 

ft 
because 

~bsystcm 
iod Pl nn. NSA 

olrowu,g reconunendations 
before cnntinuing the developJIMffll of the,"fedfnolngy Deroon,tmio.n Plllffi>ffl'I 

(U) Summary of Maaacemeut Commeob on die Audit: Fiadiag 
and Audit Response . 

' 
' 

{IJ//PGl:J~ Manatelllelll Co&•II. :NSA managaneot referred tq several 
$tlll.Cmeots iJ) lbe report that did not mclude au refat&O:t docwneots aad th'1 
aom.e paragraphs contu.Md wcung or miah:adiraa ia.formalion The ~lete hl1 
of manapmcnt comments 11 lOCAted in :the Manaaement Commmta teedon of 
this report. • • 

(lll/Rt6tt) A.wdlt Retpoue. We ohtl.l.ned. l'.ll'Viellicd. aod analyzed 111any 
documents 10 form the bui& for lbe conclUlioos in 1h11 rq,on. we alio 
wc:rviewed sevcnJ NSA and QOQU'ldW pcnoo.oe:t, many of whom aiked DOI to 
be identified for fear of~ rqnial. We ptbc:rcd infonmQOQ &om 
many so-urces to support the 6ndina. P.,.,,.,ass Wormation 
fiotn several IODJ'CCI to (flioforetJ concihaiOO!I. Sec 

~;on-
A, . J for. ~ 

audit response to each rpanagc::r:ncnt '10mml!llt. • . 
(U) Recommeudatio1J1, Management Comments, and ;AudJt 

Response · 
. . 

(Sol Revned R,,Mn:tow,datioll. AJ • 11'::IIUlt of ~pment conuncntt, we 
nMsed Rccommeniiauoo, 8 I and b.3 to cuuify the imeodtd use ot 
TlflNTHREAD ~ •I ~ . 
a. (Ui1P6G~ Ve ffl:!O_.._d tut Ch Dlne111u·, NaduaJ s.cu,ity 
A.gency/CllJef, Ceelnl Seeurtry Service? . 

• (Gt~•• tam to pun die~ olTB'INTIIJlLU> or lD 
1n1-1m11 ...... 1• ._ 111e L _.: i 

....,.._.., for die TRAIL8LAZD t iiii>' 
tform. 

(IJ/IP81:19t Maqemeat Commea11. 1bc Oircdor. National Security 
~ency/Chief: CmtraJ Sei:wity St,,vice pmii..Uy «mcum:ld wi.lb !he lntan of the 
recommeodatiot> but was waiting for the results of a eost and IIChedul~_~p■ot 
~tudy before fully concwriDa- ~ Pro8'M) B,qcutJve Office 111 C!lllbliabina ID 

lS 
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(U//P't',tio) tndepcndeot review team lO complete the study before Milcsmne a 
scheduled for December 2004. because me study wm have an tffect on both the 
cost t1nd sobedule for Milestono B . 

. (SI~ Management stated that there were sigirlficlnt dHfcnmm betWrm 
'1;HlNTHJlEAD and TRAIL8LAZER. 1lUNTHR£AD is a digital network 
tnfomwion processor and will provide capabilities to vupport analyst,' acdvities 
TftAtllJLAZER wiU pcovidc tho t:!lltarprt;c wide • of digital nctWOrk 
~l!I. Thr mformanoo tcdlnology tnmewoni wilf boll and in1ea,atc 
nus.1fop applicattom 

~ A.ullt a.,._-. Based on manqc:mcnl eommenu, we revised t1m 
•recomm~on. The Duector. National Security Aaency/Chief. Central 
Security Scryfoc-~mtS were cap:,nsive and Ole proposed actions m~ the 
1f1teDt of the recommendab'bQ The immediale actiOIJI taken to dcnpm an 
~dent review'~ 10 DQ'fonn lhe use:umcnt are C01JUDC11dable. 
~ilcstooc B has·-.llppt,q to Febnial'y 2005 at the ~iest: thc:reforc. N'SA will have 
tjme to complete the ~ent of=:;AD or its tecbnolojies u a long-
term aolubon to meet the_:__ _ lrequuancnl'I of 
'FRAILSLAZER. w~ rcq - that • Nabtnw Security Ageney/Chlef; 
Qcmtral Socunty Servrc;1c provf~ • rislt nutiption plan for c:cst and schalule 
requirements and proviHe comments on a final coocum:n-ce. 

· l . (\11/JOtle,-Pr~ •• JfflllU of dw IINIIIIIIIU to tlae 
1'$AJLBLAZER T~ Dtmd~•iradoa Platform Mlletto■e Dedlloa 
Atldiorlty for UN ID matdDt ~e M.De,toae B cleddoo. 

u~•• 

(U~~ &il•••-•t c___...,u. Thea Oin,ctor, National SCIOia,{) 
A~/ChJef. Cmtrtl Security ~ce ~- The 1CClfflflletiDJ1 of the 
tndg,,mdeai UICSIDICl'll is cummtJy ICbc:duk:d for Orx:c:mba- 2004. 

(U/~A■dfr Relpoatt. AJtllo• the Directm, NaoonaJ ~t)' 
~y/0\it( Centnl Sccunty SCl'vi"~• tlie con~ 11 buod on 
c:OmPl«ia& the use:ument nquested i.h Rticommendadvn S. l . We nquat thal 
Ille N.auonal St'ICUl'ity Ag,mcy managanent, pro\iide .tdit'lonal commenb in 
respc.illlC to the 6.naJ fCJJOi1 identifying NS,...plma to elimmt,te the c:ost end 
schcctule nsb fur completing the messment: 

J ;i.. I · 3. ~IAdacle ~_, TBlNTllREAD a u altcrute 
la tk TRAILBLAZER AuJyalti XlliriiibWi alnd 

for Mbesto•~ B. . 

(\JdPflU!f M.aa.ap111t11t CcmunealL ~ Dtrector. ,Natmin.1 S~ty 
Aaency/Cbiet: Qmtral Sceurify Service conoumid. and .wcct tba1 'lbe •-.~ 
requm:d in Recommmdabon 8 .1 will be. mcluded m the ~YRi• of AJll.mllivc,e 
for Milestooo B, scbcdulcd for Ococmb« 2004 

C8f,-, ~•dft lhlpon1e. Although lhc Dira:tor~ National Security Apncy/Cbiet;. 
CadJ'aJ Security Service conwrrcd, the eona.mmcc i• hued ob wmpleting Lbe 
f.!.UCUD'laJt requaRed in Reoornrnmdadon 8 .1. Sued on n:aanqemcnt commcuts 
to Reconunendation B.2., this tca;111tmettdation WP .rcviKd tO mcludc 
TifJNTHllBAO as an alternate digital nc:twotk tnfonnauon j I 

j6 
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- _, _ I $)'Strm thal TRAJl.Bl.AZER will boSL We request llddillonlJ 
commCDIS m response to the final report 1dentifytng NSA plans to eliminate the 
oost and schedul~ nsks for completing the use,.ffllffl(' 
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Appendix A .. Scope and Methodology (lJ) 

(UJ>POtJ8~ We reVJOWCid dc>cumenta1.1on datmg from 'No.vember 2000 through 
Oclober 2003 incfuding ~d ,nfonnation, ruiasiQJ'l ~ opcntaonaJ DOlld 
statements, concepts and opcntionaJ requimnc:nta, and;oonlnlcting and budaei 
00(.."'UJlleDts. Abo, Wt oondw::tcd interviews with prosrtm managc,n. anaJyats.- and 
technicians f'Qlponaible for the acxalli&boo ad dq,Joymc::ot proccs_s of the 
THlNTHR.EAD and TRAILBLAZER programs. Spt!ci6ctlly, we reviewed thr 
CXtalt IO wl\ich lhe NSA considm:d the use md dq>lo~ of the 
THINTHREAD system to WlRY ID urgenl M!Cwity'rcquircincnts nocd. 

(U) We perfottm:d ttu.s audit trom Apn1 2003 ~ May 2004 m aa:ordamx 
with generally accepted govemment auditing ~«lards. : 

(011Pe~e:.,~daa to~ Because OU('objecr.ive was luniu,d to 
evaluadn3 a Defense Hotline aJlcptjon rcla1in9 to the ~~n of the 
TRAJLBLAZER and TIUNTHREAD ..,.,....,._, we did not mnew the 
mana-t c:ontroJ . .1 I 

(lJ) Vu or Com,uter-Proceued Data. We did 001 me computer-prooeseed 
data tc, pe,form this audit. 

(U/IMY9t Uu of Tecluucal A_.luce. Audit Follow-up and Technical 
S':'PJX?rt PcnonneJ usistt:d us during lbe audit The TedurlcaJ A.W!fflD-:nt 
Divurion asillod in the analysis ofNSA acquililion and deplo}'menl ofSiana,ls 
lrltclllgence systems. 

(IJ) Geaenl AccouUllg Offb BJD-,IUlk Area. The Ocoeral AGX>UDtin& 
Office hu ideotifiod ,everal hi&b•l'bk areu tn DoO. Tbis repc)f1 provide, 
co.verqe of the lnfiutrudllre Inefficiencies .and Information Technology 
lnvmttnents high-risk areas. 

(U) Prior Co\'erage 

(UI~& Ibo lut S yqrs, the lo$pector GmcnJ of the NSA issued one 
repon on TRAILBLAZER that di£CuUN1 impropc:rty ba:d aantract cost 
increues. oon..ooofo11J11Dee in die manal'ffl)eot of1bc StalaneOI ofWom. and 
exeessive labor rates for ooatrador pcnonoel No pnor covcnae bu been 
cooducted on the NSA llfJNTHRE.AD Prognm dun:ng the lat ! yara. 

H 
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(V) lotpoctot GdtnJ. NSA 

(Ul~Report No. ST-03--0014, "TRAILBLAZER 1/SlOINT Progn1m1 
Systems Engineering and Tcchrucal Alsisum-ce Contract," September JO. 2004 
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NSA (bX1) 1.4(c), (bX3) 50 USC 3605 

Appendix B. TRAILBLAZER (U) 

. . 
(U) Objectives of TRAILBLAZER and the f ~bnlcal 

Demoutration Platform . . 
(Ulflii4iillWQ) Th~ followma i$ 1 1:ia of new capabditiis Co be provtdcd by die 
TRAILBLAZER 'technical Oe:monatrat:ion Platform. · · 

(U/~ ) The use of a scaltblc, inteptd. phaa•and-play framcw~ will allow 
the Sign.als lntellig.eocc System to opc:rate with die spetJd and flexibility required 
to follow NSA L11JC1S in today's modem. slobal network ClllVU"ODDlCllt. . 
fSA'il) SpecrncalJy, the TR.All.BLAZER lrmnework must levenge thebelr 
commercial tedmology and pnctioes. It also must be standards buai. jo 
aa.,ommodate mission appliCltionl u d~ by the mitaicm - ·- "t and 
acalablc to meet futun, challai- that w~ oot well-ddinod. • 1 
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l'U"IJU.U.L./'W..&;,11'\ O r WI mt1:r.1e •m ,aauons provi IDJ~f-iaiPD _ _ _ 
~ and will establish clear s11.rid,ards m4 repeatable pn>omelf I 
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Appendix C. , / 

,SA •x» ' '!<>OX'> 00 "'° ""'• •X'> 00 "'° , _' 

•' ,. 

ll024 (i) 

Tiger Team," Fi1,1~I 
I 

Report 
(U//F61:J~ , 

. 
(lJ) Ellstiug( __________ pe8ciencies 
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,1 

~QI> SE&Mi~:IGOI\IIINclWi8Mil I aa ·~· . 

. 
I I 

' 

(U)Teelln 

: 
(U) OperationaJ_[ _____ , _...,IDeflclencles 

(U//F~ This sectiob discusses the NBA 
cle6clcneies. 

' ' 
' . 

I (ll//'Pll!JeO) t 
I r 
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(1J) DeOclencies In _I _______ fDevelopmeatal 
Effort.s 

(0/~ ) Thia aectioo diacUIM defickacia iD the devcloJ,meol otl 
~ JJltelDS am lbotc fnncdonaJ 

I pps wben:J 
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~SA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (bX3) 
;o USC 3024 (il 

'f8P 61BCUl'.•1<@8AOflfFI/I0i911 IJ ,__ ________ __, 

c. ~ Ot-enf&bt .md oi■.,Ueece .ppt~al pl'IICell. A COODliOu. 
comisleal. mt cobesive oversipl and compliance approv~ process 
from• U.S. Sipus lmelU Directura,e 11 pe:r.,,ectivo au1 e•ill 
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I, T~~HREAD 
Teehaical Review 

(U//F9W9~ The purpose of the~: 1v • ; • . ~lllfINTHREAD 
Technical Review." February 2 the •1 · _ _ I 1 
THINTHREAD Follow-up for D/DIR, •· Maid! 200) ;:;'c:nti!limilarftic:s 
and differeuces between TRAILBLAZBRj _ -& and 
THJNTHREAD. Areas aueued went perorin-.nce. • m 'a.ability. 
scalAbility, and the .abilily to meet mil.lion n,quimnml:&. The lh.ldy ahowcd that 
tlJete were sipifimmt ovab1p• in effon bec.tuac boCb f)rO&rlmt \\'de 11>Jving the 
same miasion. The major boundaries were similar, bill the Gpp'OKb and 
phHo,ophy diff'crod. The followina wa extracted from tbo.N rcpon.s. 

O.t 

'f8P QleCH'IWE:!MIIN'flf!8!9 I t!9 

-- -----~=----------
Bates 000277 

.. 

7 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 

7 
7 
7 



I), .. "' .. .,~~•/1111 

ri 
1 
1 
1 
1 
1 
1 
1 
7 
7 
7 
7 
7 
7 
7 
7 
7 
7 
-, 

f 

T8P 81eMl'fll€0Ftll:NYJlf!8191 l!S 

• 
. . 

---

63 
T8F 81!CRl!lfli@010t'it'Hl8Ht1!8 

Bates 000278 

__________ __,! 



rSA (bX3) 50 USC 3605 

1'er 81!eMT>'ft?or.u,mtJM, 1tt:! 

(\J;Jll8196) s._..,, of Sta1x p..,. 
list ofrecommeodali(Jlllor~c 
Tc:cbmoal Rovicw. 

• (Unfeoe,, Provide rcguestcd raouras to u.: THINTifllEAD team 
(doltan and people) 

• ,u.:·1 000 Provide THINTHRSA.D proper manqlUIC:nl '"PPo" 
• (Ulyste'm /Ji 860, ln Ii.pl of tbu. 001 al] U ofth1 n,quind .__ _______ _.. 

~ 1lDNTHR.EAD bu the capability to pcdurm the d~tlJ network 
oxplonat.ion mmion. The di&itaJ NIIWork expJoftation opemloaa1 million could 
1,e comeJ!t!d IIQtirely witb 1 . 1 -

(U) NSA Mod~~izd'on 
t • 

FoUow-Up Study . . . . . . 

I
. • '(Sii91j-1be "NSA Mocla,mauon Study,"' July 13, 200 I, wl tho "NSA 
 Modemi7.ation Follow Uo Studv." Poeembet 2001 stauxl tha THJNTHREAD. .

6'4 

118P 860H'f'J:'E18AI.IN~W!I!' 11 M 

Bates 000279 



., rSA(bJ(1) 1.4(c), (bl{3) 5d Use 3605, (bJ(3) 50 Use I II• • 024 (il 

,.. 
r 

• ------------,. 

• 

• 
.. 
,. 

J 
J 
J 
J 
J 
J 
J 
-
J 

'f8P !fflCM!5f,1ff:!6Pll:fff'f Pf!8!911!:l 

J 
J 
J 
J 
J 
J 

ssveo 
'd:lwped. J 

rmoun:es accea 10 lbe IOllytic community. Ibo "who. what. 
wbyr• oquadoo may have been refined oarfier 

6! 

MP 81!CH'P/11t'ef\ltt\Yfl'l!8!' I It, 

Bates 000280 



r,iSA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (bX3) 50 USC 
3024(i) 

tSA (b)(3) 50 USC 3605 

llOP S8COl3=F0@8MIN~l/ili9Hii 

(Uh'F9tJ8t Project I .., I Trial. ______ 

66 

'fOP 8ICH1¥1'C81tBN1f/J!et, It !9 

.. 

Bates 000281 



fJi, II ~SA(b)(1) 1.4(c), (b)(3) 50 USC 3605, (b)(3) 50 USC 
3024 ~) 

J 
J 
J 
J 
J 
J 
J 
] 

J 
J 
J 
] 

TOP 81!t?Rl!'fls'COP411PffWl8!911!9 

~AJtbouah ~.I~•~~• M wo~bf1-vf~ it ii only a minor 
1=tJ71SYMPJirnil,c1ime1J1U, 

'U'::<S°"C,:,36~05-..-~.~t!?!t_em~!f!JDJ~.,~.}t0~; W _ •t:Jwu iiol' COJD~ 

I IMO hid IOIDC reliibillty iuucl. 

=un.Nitablc. 
. ..,N°"SA""'(""bX""1J~1""'.4(""cJ"", (b""'J<"'3J.,.,50::"l

J 
J 
J 
J 
] 

J 
61 

'fOf seeH'f11€8rtBN!¥P!8!9H lJ 

Bates 000282 

,, 



NSA (bX1) 1.4(c), (b)(3) 50 USC-3605, (b)(3)50 USC 
a024 o> 

'fOP 8E@RE1W€8~11NIWl8i9J IM 1 
----------...~ 

SA (b)(3) 50 USC 3605 

68 

'P6P 81!etm1'h1e8Mftff Pf!9!' I 1!9 

Bates 000283 

1 
7 
7 
7 
7 



I l Ill t _,)( 1P1J'I 

r
sA $xi> 1 acc>. (l)J<3> 56 Use 3605, cb)<jj 50 Use ~ 
024~) 

L ,__ __________ __. 8P 8ECR£iPHC8,.IIM'l¥!N!9tt !3 

-
-
.. 
-
.J 
.. 
J 
.J 
J 
J 
.J 

J 
.J 

J 
J 
J 
J 
J 

69 

TOP 8ECltE'l¥/eO~lfNlf/lH!, tl:!9 

Bates 000284 



1 •• , 1 I> ,. r~ \tX1) 1.4(C), (b)(3) 5d Use 3605, 16)(3) 5d Use j 

,er .mcm:T11eeri,lffffl'ttM,11£.1 L....-----------1_ 

rSA (b)(3) 50 USC 3605 

I • I • 

. . 
. . . . 

. . . 
. . . 

mainadvantaacof 

~ = -· • . • . 
.... , D 

tb1J woufd'w 

"'.·~I 
~'(idcd. = 

would si~.--~---:--~~-r- opportunity to 
Wa,::ppe dovdopment Wed. IDd bmeftt from the uvinp 

. . . . . 

,.,, s~ that although ;;,;;1;-' - - :;: ~ IDay appear ,;,.f to be an lllnldivc 1 
opthm. it ii ~ . oil reasons: 

:-

(W ~:w::~~~~~~11 ■oC flalble. lo ad4i on, it is a 0001plcte 
S)'llem fhat11 t!l1 e usento interact. fo1 tak and'llfe it in acc:rwn 
way. 11w mans that would be exlremel)' difticull I 

70 

lf8P 8ECM1'h1€'8P,IJN1lJ11'!81911!9 

Bates 000285 

.. 
I 

I 
r 

I 
I 
I 
I 
I 

I 



I l I I .• ,.,.. 

J rSA (bX3) 50 USG 3605 

J 
J 
J 
J 
J 
J 
J 
J 
J 
J 
J 
J 
) 

J 
) 

J 
) 

J 

I. 
. 

r'"'··. •M """""'"''"·""""l 24(i) 

'FOP HORE:;i,t,1colll)J:J,f;'ili91 lltJ 

. . 

71 

TOP 88@-M'l¥1€8~11JlrlY/18i,t Mt 

Bates 000286 



SA (b)(1) 1.4(c), (b)(3) 50 USC 3605, (bX3J 50 USC 
024(i) 

(U) Pfellmlll•;) lf required, the 1o1Jowing components arc 
rccommcrukd for-p pn:: · · deployment.: 

deploG=!;, 

TJ 

if8P 9f!CH'tWCMIIN't'H!8t911t9 

Bates 000287 

1 
1 
1 
l 
1 
1 
1 
1 
1 
1 
1 
7 
7 
7 
7 
7 



I , I , "rim<1)utoJ,mSOOscffl,0R!>Sd0Sc ~ 024(i) ,..... 

l ------------ r SECMlffs'C6PION5tW!@t:,1 ttJ 

1 
Appendix G. Deployment Studies (U) 

(U) THINTH.READ:· A·Oeployment Sultabillty Aa1e11ment 

(~The pwposcoftbe Def,ioymmt Suitability Report and the U5eSID'lellt II 
describes was to provide infonnalion. rewtnm..ooatio.nl for 
pl_llQDfflg THINTHllHAD deploYffldltl to la Identified by Si 
lntelligcooc Programs in the iaJe1SfflClftf Once deplo)'Od. ¥ffr.N1ltR.fAU 
would an · · · - · ' · · 
2 years 

analgand 

M Preliminary raarcb on THJNTiilUL\D W11 ()a1'Cll'IMd by the Test. 
Tc:dlooloiY IDd Evaluation &CUD in Fdmw'y 2002,_ but the fonnaJ evaluation wu 
euculed from Much I. 2002, throuab March I 8 .. 2001. 

(U} Summary or TBINTIIREAD Deployment SultabWty 

(U77Jc~ llf.lNTHREAD WU ~fially daployed for developmental 
cvaluabOn IO a amaJe pilot s,tc with IIPf'OlimatdY.• dOZQI aw~ ming the 
prutotypc. Swoo • the S1pals latelJt,eDoe Direcconlle identified 
THINTHREAO es an opcntiona.l prototype that mtirits further .....mem u an 
analydc tooJ that may unprove analyst,' ·•Hit)' 1a cleli.vcr quality Sipals 
lnr.elhgmce to lbmI rC!lptdive <:USIOIJU!ll •. ~ fbr h flat lb:p of 
dc,ployina ffllNTRR.EAD to. divmity O!L.Jei~cit. Che mtNT1fllBAD 
~ ~ ~ -~c p,opeu in ickllli~ind•eeut.illa tbepllOOins md 
~g activities that ~ DC0CUl:rY for futin dcplo}'IDCDII. However:. lhoae 
11£lfivitJes bad not been cxocutod co ·the level ~ for (mun,. efficient md 
~ moJtiple deplo~ Prior to depJoyitlg 1HJNTHRBAD any 6u1he:r, 
Che T~ Technology and £valuation Team ldvued tti,J Che foUowma rilk 
autiption and prepa:ruon adivitiea be ~ - · 

rsA !6Jt1j 5d Use 3605 

,, 
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(U) General Recommendations. 

(U/~) The Deployment SuJtaln1ity ASICl$8TOCJ\t SNdy made the followin1 
recommendations: 

• ~rumize opmbooal rilk of deploying TIUNll{Rf.AO to muJt1t)ie 
'te:t by providina uaWna to site mppon pehOJlJleJ implanentma • 

aywtmnwick configur.iion mmapmcnt ~ an4 
dm=lo. P1Jll • proc;ias by which site pCl1QDDCJ c:m idmuf) and raolve 
ptoblc:ms with the~ IS they anse; 

rSA(b)(3)50USC3605 I 
• CU) gcncnlo user, aysaan. techrucaJ. and proanunmltlc doannauatioo. 
 Ex11tina documc:nwson lS insufficient 10 IUllain the protO{)'IJC for the 
• ptlnnedJ~~ of dq,loyments; 

..._ ________ _,

• (U) .lccelerate deployment pl&nJuns; it hu been .tlow to occur Develop 
doom~ry par1nm1ups w,th reapfcn, c:::)ites and deptoymcn1. suppon 
organi.tatJoos; and ~ 

• (U,)'t"eUef l(lguitc sufficient nurnbcn of appropriately alciUed penonneJ 
to dcvetop ~~on. perform dc,ploymcnc Plamina. suppon 
deploym,::nu "? ~ JWJomatc URr support ~-and develop 
comrollina and meiiurine actiYibet for muJdple deployment, of 
THINTHREAO. 

(U) For fi»1.hcr<INii1. Usted below IR the ar:ven t.ey findinp and r1:latcd 
discruaioas in the THINTHRBA.O Deployment Suitability Report 

(U) FtacUng 1 Discunton. 

(U//l"ef.JQ) There ~ere no tcctvucal iauea tblt would prevent THlN'THR£AD 
from bmng deployed U Ill opa'Jlional pn>tot)pC. 

• (U) Curreot TRINTHREAD ·S)'lllan dcvclopmllDI _ wrn 
cffix:tive. and• c.oopc:nlivc devdopmcnl dfort wis proclCIX1ina anoathly 
with lhe pilot site. 
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([I) R.eco ... ndadou. There \It~ no ~c:ndatioo,. 

(U) Finding 2 DISCUISlon · 

(U'1fi61 JQf. lho ovcnall opc:rational ti"'- uf making sucoeaful dq:,loymen,tS wu 
moderate., when viewed from ao opcntiooal prototype paspt\.tivc. The Finding l 
discussion areas were divided into two p#tt: 1) tbotc alenls that would iru::reuo 
the operational n,l of deployjq TifJN110U!AD; aad 2) fhoJe itans that would 
oot increue ~ operation risk of dq,loying THINTHREAO. 

(V,'!N!l(»'Pan t. The following would mQUle the operational nab 
usoeia~ Mtb deploying THINTfiREAD: 

• • ·(U) 1ICk. of ai~ auppor1 do<:umentation 8Dd l?lining for site 1uppor1 
pcnonne1. 

1•  (U) laok of a confipntion IJWI.IICfflent procaa for THlNTHRBAO. 

~ (U) ab9ence o( a met.hod for site pcnoanel to tdentify or resolve a problem 
with the system. 

(tJ) Reeb~ See the ffiX)fflfflCfldaliODI for THINTH.RE.AD Pindlngs 
3 lhroush l7. to address these risks. 

(U/ISQt.181 2.. Pew analysu were dependlna on THINTHJlBAD. 
Additional dep!'>ymeats Yt'OUJd DOt interfen-: with 1hr btndit.s i:um:.otly bems 
enjoyed hy the ~ taalyst Ulel"II, However, by lddin& ~ c:atai.n lUUCI would 
~ mon, pl'QODDlllL Tbote iNua w•c: 

.-.n 

• M lack of alyst aaimng on Web.iolC!rflce and equ,!ioo development 
for THINTHREAD: 

• (U) no method for TfflNTHREAO pcnooncl <o UIC88 UIClr feedbac:t on 
the Web interface; · 

• (U) no way lo better mcail(e the valu.o ofllllNTHR.6AD to aoal}'lb; 

• (U) 901DC TlUNllfREAD fiJea c:ould nor be viewed to pu,suo con-rdl w: 
actions. 
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(U//P9\IO) RecollllMllclllttam. The wues prcviously mmtioned would not 
preven1 thedeploymern ofTHJNTHRPAD bowe-vcr, 11 was rea>.mmcndcd lhal 1 1nvestigauon m lO those at'4!J be performoa m ordt::r kl improve the opcm:iona) 
vaJue ofTiilNlHR.EAO. 

(U) Finding 3 Discussion 

(U) Th~ was minimal user. symem, rechrucoJ, Of prognunmaric dncumentarion. 
Tor e:u.,tina documentltion wu inwffh:im1 ID wppon 1hc plannal dq,loymcms. 

• (V) There was 110 user document.at-ion on .how to use the: wol 'tbar was 
i1'offleient IGd <i0uld lead 10 a sipffioant incnsui:, in use:r cnor 
Difficulties usina the IOol can lllao lead to an increase in auppon call, that 
drained proJeot resources. 

• (U) rnrNTHREAD did not t..~ a alemfy 5'11.ed, documenu:d set of 
mi moo pls or objecdve$. There was no program plan. matinJ tt 
diftiCl,llt to COGIOI_WUc&tc inf-onn,.tJOn ~I TfUNTHREAD It • 
programmatic- levcJ 

• (U) A detailed ldtedu.le including aH activitu::a related t.o ibc ~ and 
deliverables before. duri°" and after dc,pbyment wu aot available. A 
b.Jsh•level tchcdu!c av,ta,oing the chronology of ckplo:ymau was 
developed, but a d•1ed sd'l«t!Jtc was egcnfiaf for ~ re.oareie 
~t. costins. IOd prediebOD. 

• M No tn.flllleon Ind maintenance documc:aWiou wu compl•ed for 
lite I\JPPOft pcnonnd, &U.houah the ICIDJ WIS workin& with the pilot sitll 
to dovelop iut&Uation docummtaiion. Lade of installalioo IOd 
maiuteDIIDCC documc:ntatioo endangam the am.tl.maity of operations &1 the 
deployment aita. 

There 
I 

• (U) was no operational support dooumcntation for site PffllOllllt'I. 
~ of auppon doWmc:nWioP oov.ld-lldvawly aff~ dmely oonectkn, of 
problems and could lead to lou of oollecbon, loss of procenins, or loa of 
data and metadlla. 

(U) The effecu of mmimal docwnentmon could be overcome If an inteantcd 
team ,tCQCll'QJ)lisbed the devolopmau and deploymmt ofTHINTHll.EAD. 
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(lJ//JiQW8' Howevff, the nsk 1ep1cscnt«f by 1nsufficrimr doc:umentalim w 
(VClfl)' increased because THIN1llltEAD was expected to n:m81R [ tn 
multiple sites for 1 ro 2 ya.,,. - ---.

(UI/P&UQ) ReuJIUMIHladona. Develop necasa,y documcnlllion. Thal would 
ncecun1te ao increase in tllc p«soMC:I devoted lO ~ th~ •~•em. but t~ 
cs.u:nhal to the sucoca.,ft,f dep}oymetn and opcnlion ofllltNfi{R.EAD, The lack 
ofthi11 docwnenwion pmsatt.ed a serious risk ID llx- liUCCff<ful deployment of 
THfNTHREAD. 

{lJ) Finding 4 Discussion 

fU/~1 planniQg.wu alow to occur, and Oeceu&r)' p.lftDc:nh.jp5 
with -~~ent c::Jsitcs and ®Proyment support Of"lllllUtions wae not 
dnelOpfX). . 

-J 

J 
• (11''91 IQLHil\oncally, the THINTRREAD Pmpm T...,, foculod oo 

tb~'J'l'(JlotJpe demoollnlioo at the pilot aho. The 1"'.'0,FIID 'a ,cope did not 
lD~~.cbulliple deploysnon& lilet and IUf'P0'1 acoviua ~ the 

wwwa....-,..aai&n.i==i 
TH1NTHJlEAD IClffl 1Kdved requiffl'.Mftts from the Signal1 l.otelli#n&x. · 

Oimclome forTHINTHRBAD daploymmt Planniaa 
-

~ to multiple and 
. • L }ocltiou, the 'fHINJ'HR.EAD ProJPIII'• SCOE 
-n = \
\ I 4 The Prosram f-.n be81D 

· • ~ the numbm and types of skill1 needed IO e!an and cany out 
dq,l~r and support activmm by prod11cina I S1.lflint Suppon Pl&. 

-J 
..,c_A....,(6)(-3j_50,...Q§c__,3505----  
J 
J 
J 
J 
J 
J 
J 
J 
J 

• (U)~) Toe 
:El.-nnmg 

llUN'llfRBAD Pro,ram Tam did r,ot have a 

I _____:__ __ prooou. The lack of plannina lldiVJtles wath 
apd deploymcat support orpniations. includiq 

pJaonihg for piu1ncnhip11 aod a,paima1a.., may have 
delayed deploym_cut cfforu wtd io~ deployment cotta. =• 

I _ ........ ::.., .... l&ipMBl-l~ 
and acalabk syatan. 

• (Ut~) Wort rolel cs1enrial ~ ~ dq)loymc:at Ind OJ)C:QtioD 
were .DOI lde:neified for multiple aite deployment l0Cllllrio.. Tho 
relationships between wort rol11 tbrougboul the 1ystan'1 life •C)'de wen, 
not defined. The audlorities for each WOft roJe bid noc -, identified 
The orptJizstioul sw::turetet forth by the nDN'11fR.EAD Prosram 
Tcmn fucu.scd on .S)'llrm devcrJopmmt. and did DOI atdre9c System 
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(U/~) depJoy,neot or operation m •I I 
enV1ronmenL The THJNTRREAD Propm Temq wii defining Die 
additional wortc roles n~ for deployment e.ctivities. 

• (U'H! f'» No fonnally recosnized ptiontit.ation procedures ~asted to 
addres$ the variety~tliat would come to the program offioc 
&om the numcrowt_...Jril.C'.:S when TfflNTKREAD 1s deployed. 

• (U) 11ilNTiiRJiAO did not identify all the arsaniations ~ring 
cootdinatiOfl dtrous)J the variou., atqa of deployment. 

(U/~Rffo1P11iend1dolll. lbe finding., pre,enrm a senous risk 10 
successful deployment of THOOHREAD. Ttl mitipk' lhoae ri1b, the following 
reco~tfons were sugestcd . 

.,.. (U) Develop deployment plans in partncnbip with specified recipimt 
SltCS" 

• (U) Coordinate and plan dc,pJoymen~ activities with deployment auppon 
orgamzatiom. 

· • (l.J) Develop ~ estiblisb orpmzational pl'OCl!::SSe:I that could IIUppOrt 
rnul~le deploymenc adivities. such. as a requnancnts ~t 
~ to assist in prioritizing program activities. 

• (U) 'Continuc ~g the work roles neeidcd to plan and carry out 
depJo)'\Ylfflt Ind ~ activities by producing a Staffing Support Plan. 

(U) Finding 5 Dl1cu11lon 

(UJ.'FOUO) 1':ie cuatomer service ud U11:r ruppo,1 ~ fOf 1lflNTl-llU!M> 
WflJ'O mamaally imenaive and dinctly involved the odmical staff 

• (U/IP81:ile} The qualii) of servtce and supeort by analyst, u.ong 
TH.lN1'HR.EAD wu incx>01ilklnt Son,.e of the ual.)'111 interviewed by 
Test. Tedmology ad BvaJ\ltdioo TCIIIO viewed the THJNTHR:£A.O 
Proanm Team to cc ~ive in ,ensal CUltoma- ruppott. while 
olber anaJywta expc:riencodr:::-,ffllpClllljvt.OerSII I lo cbelr !UfuM.1' ror 
~dorV& or modifications_ 

recJved 

• (U//fe~ There was o.o fa.mud trouble tiokec rnedlarusm in pl10e. If a 
...- or qpenlOr bad • probJcm with 1HINTHREAD, be conw:ted 
10.meone on the TH1NTHREAD Program Team. This contact depend, on 
persoDll IIDCC, beeN&N no list of mINTHREAD pcnonnel WU 
"8dily av · le, md there wu no mcc:hanism to locale the propa-
llfINnf RBAD contact. S.imilarty, the si.rus of the rarponse to I request 
could only be lc:amed by pcrfOll8J 000tAct. 

=· 
• (UnPOt:ldt There was no formal mechanism for managing at«nalJy 

generated roqujrcments, to include submitting a new 111qµin::ment ta 
TIUNTIJREAD or for following the progress oflhc work 
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1 ... _ --------!,f'.:• ... :f8P ~IJCltl!1WC8P.IIN'10i!8i91 li!:J 
:, . . .. ·-: . . 

• (U1/Ft,U~A SIil. the THINTIIREAD I was in~ of 
tn.ib.tlining~ 1,, ' ; (cam 

With Jlllt a few uten. 
that person wt$~ bf &I • .. cco"1il\g to user 
~-v61.6ntbe.....,_:j,'"e,q,ail._ ff......,.,,..,_.._ 
are adik,d, one pcnot\•9'•Y havo difficulty. mtieti.n_g the incnued demand. 
The I~ af p«so11nel.may beoomc a problem u tllqn:HR.E.AD w.s 
aled to handle III mchlascd um- lo.t and t i 

:=on 

• (lJ/~) A list of interface functionalities,w-oposed by analysts 
wes oot inocxpon11ed into TI-IINTHJUiAD . 

Wd:I 
. 

(U/WOIJO) that 
wouJd notba:~ $e ~NJ deployment ofTHJN'Tl:IRUD j __ ,..._J to The ~C>DS were made IO llllf'l"'!£ •I ... tbe__, __ _ 
apaational e amcy of TH~ t&r it was dcpJoyed 
11tes. ------

.Rem111111e_...._.:. The findinll lad to tho roooounendations -led 
• (lJ) lnsdtute 111 automated. fOJmll THINTHll£AD CU310mar terYice IIDd 

UNI' SllppDf1 prc>eeM. . 

i 
• (U/,118~ Acquire 111d --I ll'OUbl~ tidl:mng tool, which CID man.ap 

exu:mally generud requiraU.cllll • wdl u t)'llab Jffl)bJC!DJII. 11JJa 1ool 
should interact with the SID "'4Uiremcrr1$ psoceu The llUNTHREA.D 
Proanm Team should addn,ss·hisb-priority n,quirclnmll dw fit wicbin 
the ptQgram scope. 

• (U) Oevetop a procns co addn,u.Wob mlerface 1uncbonaJ mbao~ 
reqUe9ted by aMl)"llS, 

' 
• (\JI~~ the la.ck of~dcptb vi die llilNTHREAO 

Pro,ram TCIIII for mairuainlna tRlNTMR.EAD i, acaled to 
hand.le mo~ uacn and multiple 11 . e ymans. 

(U) Flndlaa 6 Di1cuulon 

(UJITOt:18) Then: WIS no pmcm for ~ and lllCllllrin& QPa'lltioDal. 
programtnlbc, and technical pcrfonnan~ efftctivmess of TH.NJHREA.0, ooce 
deployed, 

• (U/JPet,IQ) 11ilNTffREAD did not hive • dAl'ly ftlted m of ,~em 
specifications or a melhod to validate the THINTHRBAD amcept or 
performanoe results. Tlu.11. lhCR WU llO ---•Y io detc:rmin~ tf the l)SCID 
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ffl{J//ffltJ~ was sueccssful or if ii faiJai. w1uch may I.ct to aanfusion m 
md:loldm undmltanding of the 5UCOCIS of nnN11fRRA.D. 

• (Ut/PeU~JNntR.EAD bad merbamsm., for useuin& progress and 
Sl&NI Within the system developmenc phuc. However. there were no 
systmnatic. consistent mcc.hmiaml for overall proa,am meunmmt, 
which iacludcd idartifyma lest criteria, c:stablilhina proinm schedules, 
amd doa.unenting a .t)11cm ba$c:Jinc: lO addrc:111 pros,ms. No f~ 
mechaoiSJPS had been identifiod such u risk manqanero. or coldinpncy 
plannms 

• (U/Nett6) Aside from sdledule c:ontroJ, tbett war no tools to mcuurt 
ptoplSS towards program objectives b~ !here were no funnaliml 
program objectives. 

• (U//PIBBe) THINn{JlEAD did not have Sllndan;ls of Performtnce 
established for penonnel dcvclopina THINTHRBAD. If future 
llflNnlR.EAD devclopment_ClffllSC!I orpnizabonal l'1JUPI, a oomrnoo Jet 
of Standards of Pcrf'onnance for personnel may become lk:CaMI')' 

• (U//PeWQ) There wu ao coo.fiawation ll1lllll,&CIIMI procesa. which could 
po,c ■ risk wbc:11 rcpocting system probtam and ~QI du& at ■ sttc. 
In atditwn, I.he Jack of• c:onfi=· on. m1Dqt:merH procas could camr 
difficulty whcm UJ911dinl or loyir,a venu>na, 1111d 1110 mu.e rollback 
~ttcmdy risky 

• (U~ThefaullOf ........ 
ne0t\SSlr)' RIIICllOOS and n:epc:,o1CB 'Were DOL ~r.:-:.~=:-::=-:=-==----' software provided a simple way to cbec.k · · o ariou■ 
parll'Delffl throui'JI • Web interface. ffQwPer. wbCIII ID opcnlDr 
rDCOgnizes a pn,blan, be mUlt activeJyibitiaae QQl'l'CC'tive IDflUUJ'l!S. 
Somotimm that acdon is I sifnple matt«, sucb U rastarting I~ Al 
other times, physical ~i,e mun be~ Nr, COitidi~e action 
couJd be ex~•if an ope:ra1or wa not prwai1 ro i.niti.u a IX>ffee(i,,., 
action. 

-:1:::~= 

_rsA-l6J-C3)_56_□-sc_Mo_s _ _ __ r •. •.-1 ... _._· --------------------~ 
• (U/iP81:18J l'HINTHREAD bad no eslllblilbod proc-,s fw manaaui& 

fflquirements. 

flll~ Reco .... dadou. The fiililass that led ta tb6 fl!O'.JftUl.mthd:i0111 
th-- fflQOM•fi..11 deplo,inmt of TijlN'llfREAD to 
recommendatiom were ma to o:tip!!_ve_the...cc.. __ ~ 

~ aicy THlNlHR.EAD afler 11 wu deploYl'dl _ I 
L___JRtm. ~ !ollowins is a li11 ofreoommmdauons. 

• (tJIIF~ Develop proc:asc■ and aoqwre autorn•tod tools based on 
cJeariy StaUJd .apccifica:tiom for c:oruroJling IDd meawiag cho 
progrmnmali~ooal, and tcduuc-1 pafOtTOance ofnnNTHJlEAD 
deploymentL.JJtes 
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I,,,, SEC!Mt Nll'Olltffllfl'!l'!ftH l:t! 

• (U//FetJO, Acqwtt a commcrcialJy available confisu,ation coO.IJ'DJ 
system to enaolp vanioning. rollback. and con6J1111tion maa,p:men_t 
The system sltould interface with the trouble ticketing 1ystem and the 
requirmu:nts ~.1emen1 system to provade fuJJ tl'IICclbility. 

• {Ul4'8t.J01 OeveJop Standards of Performance (if future THCNTKREAO 
deveJopmcnl crosses otgana.arioua.l sroups). 

• (Uil?OU&) Automat, reaot,lons and responses ro the ex.isling fault and 
warn.ins ddm.ion system to·imp,ove su~ful deployma,t. 

• (U,7P8WQ) EstabUsh • manqanmt for 
THINTHREAD that is linked.lo lbe SID Rlquiranc:ols management 
process. 

rcqwn:mmr.s pn,cas 

(U) Ffndtng 7 Dlscu1tlon 

(U/~ number and wJJ ~ ofTHl;N'llill.EAD pcnon.oe1 was 
inadequate to support the proposed uumbc:r ofclq,loymcru; however, pa,ionnel 
resc>UICell for supportins funn ..ua.ltiple del)lo)'Rle.ffll wae beiaa identified. 
There were shoitfaUs with the otnbcn and lkint of penonnel nqllind for 
ptamuQg and a.«:lltina installations 11 candidate SU-. Aleo. ~ wu ~ tack of 
~on, pnmdiDg lbc occapry m•intmao~ aod ~desk IUpport. 
oonligmation management. and planniftg Qd ach&!duli.Qg. CoOOClivcly. those 
sboru:omi.oas aaiod a serious nsk to suc.caisfW comj,ldioo of multiple 
deployments. 

(U/"'81-1~ RNl.lllUllladatlluu. The find.In& prosentod sanou, mk to succeasfuJ 
deployment of THIN11{kEAD. rt wu OICOIIIJDCDdaS to MDtinuc ''° 1den1ity 1Dd 
acq~ tho DIDDber and typos of 1lallCld pcnonnel n:so~ for 
documentation, deployment pJIMJIII, actual depl<>ymmt t({___)iteit, and an 
automllion of user support pro<;eHcs and conaol1 th.al mauures 11f[NTI-IREAO 
activities to reduce thl1 risk. 
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Appendix H. and 
"sc--il 'l'HINT~AD- a Complementary 

Approach (Ul~81:JO) 

r I ""'f ...... 5(b""""X
1

],.....,,.4...,.(C),~(b)("""'J)50 ..... U""

<lJ)'llus appendix ptacncs excerpts uvm tbd _______ land 
THJN'THREAD wbjte paper 

(U) lncroduedoi, 

:fG'CiLl The ~c>f tbe 
• • ~·-!!li;f!!!!!j SA(b)(1)1.4(c),(b)(3)50USC3605 

(U) Needs Analyst, ,Revisited 
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SA (b)(1) 1.4{c), (b)(3) 50 USC 3605, (b)(3) 50 USC 
24(i) 

. . 

(U) System CapabWde, Overviews . . 
(U/~ The foUowiog.sectJon outlines lht strengtht of e.ach f)'St'Cln in ill 
cum,nt. ...... _ ~: gppfilWIJillllt IIJc timo the publ1sbod Oft JWlC is, 2002 .. 1 :'j •• 
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1 (lJ) TlONTKREAD Bnefiq. 23 May 2002, MimMoft P~IIIL. Slide 2l 
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(lJ) Optimal System 
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A (b)(1) 14(C), (6)(3) 50 USC 3605, {6)(3) 56 USC I 
24 (i) 

,.._ _________ __.. '.f'W8Mfll-llilS~!~E~ltt!N•T~;~,eliilllit,M~-,1t•l\~Pf'.tilJl!fflZ029IJ23 

(U) Cost Analy1is 

(UJ The foUowinJ hypothetlcal 9CllrW10I illumatcld how I oombmatfoo of both 
iiystemii may pmcsuco a mute effecuve result in tcrma of both complell.ity and co-st. 
A few auumpt'lons -.,ply: 
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Appe dh. I. Glossary (U) ~r ~~llilAiiiliiiiilliiiiiii-iiih 
(U) 

COUIIJC.dve COIIIIDlttee for latetudoul T...,b ud Tmplloae (CCl1T). 
Conaultalive Cormnit1c,e for 1ntrmat1onaJ Tclclflph Ind Td~ i■ tho lntcmatiOQIJ 
orpoization n:sponstl>le for the devolopmmt of oommuniCllioliS ttl:Ddarda. Now callod 
!ht Intemational Telocommunicalion Va.ion Teloconmunicadoo St.llldlrdb:alion Soc:tor. 

(U) 
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(U) 

'f8f 91!Clt£ifllE?Or.HNifl/J0191 J l:J 

. . 

' . 

F.ledroak Iadutrfel Alloda·■ (IJA). A P,>UP .lpllCl es tl'lnllbilllOfl 
modanb. 1be Eleclrooic lodU1bW .4MMri,til)fl liJd Tdeammtunkitiom IDdula)' 
A&IOCiatino have developed ~ •ell-knqwn QOl'IIIDllfticatiolll llanclads. indudina 
Electroni~ lncwstrica Auod.ation and T.J~unicati.oaa lndUllry Auociation -232 and 
EJectronlc lnduslrim A.Slodadon and Telecon\lltunications Industry Anoci•tion --449. 

(U) 
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(U) 

[SA (b)(3) 50 USC 3605 

. . . 
' 

latenadoDaJ Telec:ow--•ketlN 11•• T~doa S....nlkadon 
Sector (ITV-T). lnttmuionaf body that develcp w9Jidwidc nendarda for 
tdcx:ommun.icadom techno~•· The lntcnationat:TdCICOP'lffllllU~ Unioo 
Tda:ommunication Standanlization Sedor cerriea O\lt the fimcticma of the former 
CoD8111tative Committee for Jntanational Tclqnplj and Tolc,phone. 

htnaadollal Otpllb.edoa furSt-'ardlutioa.(ISO). lntaQb.onal orpmzaboo that 
is tapOOSl"ble for I wide DIIIP of ltlDdns, ineludin,a tba■e relevllll to nerwon:iq. The 
lnteroalional Orpn.iz■tioo for St■nd■rdmtiom dc,\lelopc,d ihe Open Syman 
lnrerconnccbon ~erence model, • popular networkins tieferenot model 
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' I 

la1dtutt of £ledr1ul ad l!led:nllla Eaaut11111 (IEIEi•1.3,· lmtitute of lil«:tm:al 
and El~ Enginem LAN protocol that ,pecifies an implcmeolallon of the physical 
Jaya and the MAC sublayer of the data link layer. lmtib,Jie ofEIOClrical md Elmronic$ 
En~ 802.3 us-es Carrier ScnJe Multiple A~ Collision D,elQ?t 8'1CCIII tt a variety 
of~ over • va.riety of physjcal media. Extensions to the I ,Institute of Electrical and 
Electronics El\ginees 802.3 standanf specify imyll~tanans;for Fut Etbetnet. 

' 

== bt.enowcdoa (OSI). lntrmatioaal 
lntmwional 

aiandanliz.adon. . • propmn created by 
onaJ Orpniz.ation for Standanlizttioa 1111d Ti!10Mmm

. 

radcat1on 
Union Telecqnrnwucation Standardization ScctOT to ,develop l1.lndan!s fbr data 
oetworidng that &Qliwe multi~vendor equipmcm& h\to:oper~ility 

{U) 
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(U) 

Telffl>mmankadou lnd11t1ry Auodlidoll (TIA~; Orpnization tbat deve)OJli 
staodards relatioa to tcleconununicatiom ttJcbnoloaja. To~er, the 
Teleconununieatlons lndu.vy Auociation and theJ!Jeclmnlc lndl.lSll:ia Alloc:iation have 
formalized standuda. suc:h as Electronic Industries Allociation and Telecommunications 
Industry Associatio.n -232, for the dcetriw ehancierittica of data traoamiuion. 
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Appeodh J. ~:S!°.:::~o M)agemenf f"'"" m,00scm.mro0sc I 

18HM) Muagemcat Commeata.. A significant poml of departure atnong Office of 
lnspectot General R.epor1 assenions and NSA 

141;:::= 
undmtaoding, .reflC9led within NSA ' t. 

response.'l below. coneem.-c the validity of ming THIN'1lt1lE,\D es the Agency's DifPlal 
Network Exploitation system NSA widffllinds that TiflNTHREAD does not cantatn the 
functlo~ly or c,pobilily ....,,;,y IU be the 411'""' ll<lwOril. 
c:xplo1tatton system and It does not need lo be. .. _ ..,._......, ___ 1""'9"'"'!""NI---.-....,_,...._ tS 

en=a. 
the 

Communiry•s d1gital oetwork exploitation system: con · ind bread.lb of 
capabilities to exploit all known dJgilal network exploi.tation r.argets (see Anner. A), ft 
~ r;;;;be:e~log,es (bOth m hardware and IO~an!), and It supports itsdf 
Wlth.., __ ,.,. __ ,_,, . ...,.... ---l"W-'ll'!(P.rogram managmu,nt and s=s THINTHREAO's 
bat-o - capa 1ties an, intcgated into (~aluing 

1 
THINTHR..EAD's 00runbution to digttaJ n«workixpoitabrr&pitalizingon 

J;:rogrammatia anc1 syttems cnameerin1 maturity. Any assertion 
mat I HIN I HREAD t be uled to ·'replace" 1 : f e,cposts a 
sipi6cant hl,suoderstanding of the situaticm. . . 

SA (b)(1) 1..4(c), (b}(3) 50 USC 3605 ~s 
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Technical R.-eview 
THJNTfflllAD's 

. 
I I 

were 
"NSA ModemlzaDOO FoJJow-Up Study'~ l if N' A ft 0 

READ 1edmoJogy mco rhc arc:hftectWII based <tn. 
ervi~ was not successful and wu not technical fl 
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NSA (b)(1) 1.4(c), (b)(3) 50 USC 3605 
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I. 

~ 

1'Slu,laaagcmeat ColDIIIOts, 1n FY ?002-. 'C'on~mf~'NS'A{10:d lo) . 
THINTHREAD n....::.=::i... SA cumplleil with this:d"Jiet;thlt'(~ 2 
Ttf lNTHREAD .. •. · . 

. .. . : . 
. .. . . . ' 

. . . . . . . . •: . . ' ' . ? • : 
(OA8r, AudiUt~aae. NSA delayccJ.OKid~~~t-af The FY ' 
2001 Intelligence Authorization.Bill (q.tS I : ... ,S-2_001): ~ber' 1 l. ~J, by Oie : 
Hous .Pcnnancnr Select C'omfiln:rtie Qrt lnte,lhgtqet rtated Cite ~lifeq:c, 4,itected tfw? 

contracted unmediatcl 'for THINTlfR'EAD a ' tcs set 

con ereess 

. I 

' 
' 

~TI-fl{EAA 

Sites • 

==ed~ 
(3h ~ NSA did llol plan to adequalcly lesf or m&lf.imize Che perfonnance o/, 
THINTHRE~ and did not enoomase·a.oal)lbl.to Ute THINTHR.EAO. In fddition, NSA 
provided mac.curate tnfonnabcm to thq audit tCl'.m when it stated lhn no analysts or 
personnel were at .~Jf'!t"~Ql,:;s ~~don about the operaooqal and . 
collection capab1hties o ~-~-~-~-...... -------1,.;;~d THJNTiiR.EAD. Wc=ncd 

I incompete · s~ern study, !Jut we were unable to confirm f wfudr - version ol _ 
r so rare was ptOVtded. In liddi 1.10n. the NSA Chief of Sign a~ 

tnrenigenc.c slattd lhat NSA dtd not proVldc any technical assisuance in lhc deployment 
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. . . . 
~ll"JIIU.Wu:D~:t.l.!.l!SlJ Olel ~y ) study concluded 

ns :ttb~e-piped end did not rooommEnd 1t as a solution for 
~ 

. " . 
I • • ' . 

iS'tsQ.Mall■,em•i ~CJ. lft.Not:::: Congremonal 11a:tfs 
on the NSA p1m1 fut ~HJ.llllllJtEAO ~••::r5UD up lll-~11m1--11:111~--n-~-~-w-r!'I The staffs concurred 

-••on; with NSA ·s prop<>SCl's...... . o T u I FY 2003 Houx bill 
~ ptoc..,; ... and ;n lb< 

FY 20Q4 authorizatlpi, for·Jn rtitrnB.t . develop and liuppon a long-tenn 
signals processing slritegy acr°'5 i\ie 1i 1gau:e cnt~rise 

;:r1 --..,=.,..~-
(Uf PPOIJ_.. .\udlt ~poa.-. NSA C1r1111 wwble to provtdc: docw:neot.atJon of tJ,ese bnefb 
to the ~<tit team, ddpnnenral,lon <1f MUhs~aeol gwdancc or chrectJon from congas. or 
11ny oth~ ,nforman(i(I that docummus 001\sressional d1SS1tisf1CtJon Wlth THINTHR.EAD. 

• • ! ~ • • 

-•tflillt Maaaae,neat C:ow~b. ln',FY2'003 end PY2004. during budFt authoriZDtion 
and appeo,marions b(i~n,-s 10 Che Ho• Permanent SeJC!Ql Comaunee o.n lrlt.elljge,,cc
Md di~ $Cllllb! Scleat, Committt:ie <>n lntqlliFtcc, the Co~Jollll staffs rec»mmmded 
con•olidptiqs all ~ing activ,ties mto a dngle. 

respond~ 
:-111 cobelllvc, horizontally intcuratcd. 

c,volutiaoa,y-dcvel<>fi-rt ,.PloiOltion PIIIII""" N SA 
by deva!Ol&L _' _ lis the overarching digital network 

cxplo1tar:jon pr08J8Ill~ com-iiigcessi:hg acti,vitics withm one orgaruzat1on, 
consolidttinJ ayst~ eflpeerins ..-.d IYffllll!J CD8'1,1~08 fflltlAll"JJ}ent GW control. and 
irtn:ngtheping ,cqwsttjOD fflautlJCfflqll ~bilitu:s.. .• 

=~~tal 
' . ·-------- ., 

(~Apdlt lli ~btcll1 tetm for ill tltglW 
ru:twOd Q:ojtation;programa. mcluding ~ )'St~ and new dcvclopmmL 
However4 : • jwu not ill'pr\k:CSS the digital network cxploitati.on 
requt~ . . 

R~'.I 7i1 
~ 

08 

1'8P 9E!CREl\1(CO~teff,¥!8!91 H3 
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. . 
t::::;~H. I cc RE~' ~ tc~lo ;nto the uchitectu,:e b~ on 

Weft hOt su ortecbnic.Jly feu1hle ttec4U.'fe thlhe 
◄ mc:rgcr 

ect on ·,TH . ~nn,anoe, 
' . . 

(~ Mnapmnl Coinmenu. 1 ,'. ' . (system engmeenng 
management continues to unprove 'eitisting capabilities develoo new bilnics and 
lan for 1111ti01 led uin,ments Additfo all 

t ~•~ e o the 
1mpae1 of Office of Inspector General Recomm ng to lntelligence 
Community analyst ncods. 

~A•dlt a_... NSA manogim>eat capabilities. oonlinuos even chough lO '""""''" 111 systcmi are baaed on other legach · A , 

:.,";i: ~11.~ 

l =~ 
'::!:i: :::~ 1:::r& .. ~na 

' 
(U,WOOG) Maa■pmeaC Co.llUDftlla NSA n:ioommmded that the audit n:p(lf1 
emphuis NSA·s QOOJ)Cl'Btion end rcs~miveoen to C.Oogress 

(Mi' ,t..adlt Rnpoue. Information in''FOnpsional records notes I.hat NSA did not 
explain to congress why THINTHRBAD,d1d not wnstitute 11 leut some parl of 
TRAlLBLAZER. lnstead. NSA deta~ dcPloying THINTHREAD. Although the 
THINTHREAD deployment study ~wei:t that noi bc:lng fully documented would nm 
have a negative effect on mission capability. NSA chose to docwnmu TH1N1'HR.EAO 
before compjetin_g its' deployment. Most of.THTNTHR.EAD depJoymenu QOUJd have 
been compfeted prior to our audit. The THfNTHREAD deployment plan wu 1ned5uatc, 

I I 
(U/"6tfet Maa ... meat a.. NSA rccommcmlccl thll the audit report 
emphasis that the 1lUNTHREAD capabrllty 15 \lalued hy NSA. 

eo .... 

~Audit Relpoaae. NSA managcmem did oot mppon the development and use of 
THJNTHR.EAD despm: the opinion of many NSA c:eyptologrc tXperta and en,mecrs lblll 
THJNTREAO 1echnotog1es and capabilJty were viabfc tool• for dcploymen1 for digjtal 
networlt expl01Waon 

~ Maoqeaeot CoDUMnU. NSA ttcOJOOJendcd thfl the audit repon anphasiJ that 
1lHNTHREAD aapabiUty is integrated w1dun lht" NSA ~g SCf'\1'10t., 

(~ Audit llnponN. We agree chat some lessons teamed have been IDlegrated within 
the NSA p.n:x:cniog services. ho~-cr, NSA docs noc adequately UR THINllfREAO 
Md il.s ca~ilaties. 
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NSA (b)(1) 1.4(c), (b)(3) 50 USC 3605 

'f8P 88@RtHWCOr-~'tWiHi9112J 

A comments do noa I ustratc how 
m grating • ,n~"~ wo vtolatc NSA s: egy. ' . 

-(Q M....-tC-,nlL the Technulogy Test and l!v11luat10n.~fA , ~; ~~os, wtd th rt. 
oomnnhing to COfllO'II• Sfflll<II}' {TRAIi. ~; ... -;;.,.~ ll<qlll51hOll 
management, advllDCUlg f)"lRClflll engm=ing and ~yttems engincerinJ _!!!_lnagemcnt

.:::r 
. 

mootp0ta1ing the beet of existing processing syst~ - uu:ludi!JI TlUNTHREAD- and 
dedicating itself to cootinual improvement. NSA,'s ~ l,mgram 
c:mbodies that commitment. 11 is based on stat0o9f- e--art tcclmology, which muimaUy 
uses conunoditya,bascd hardware and tndustry st,,ndaud engineering and develop.lMlll 

IM 
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~ s~_Oi nu1liOflS uf dollars to lldd new cap.abiliti«:$ to iystcms that lil'C lllreudy 
opm1ting;fili-t,elow cumirn fflismon n:quireruents and basc&J tm outdAted approac~ will 
11ot fix ~ .JlrobJenu of the NSA digital network c1-plo1tatton. 

I 

~ :CoauaaUt. NSA ,ra1ed lhll I.be audir rq,ort doe:s nol define rhc 
mc:anil)8 of"'ielJy c::nbAnted and extended THJNTRRfiA.p" NSA belleva that a ••fwly 
t:nhanced ~d-.~~ _11Ul'!T~REAO'' engineered in COlle,r\ ,:i!b tf!! t:J§6 f°iponm: 
»lrllleS)I will be l)l!mark~y si.mdar to. or the u:me ~ •--~---... 
AhemAtively. i'(tbiB "fullS,,eobanced and extended THINTHRE.AD" were not eng1neffl:d 
according to the-:N$A co.rpo,,le 1trlllcgy, putcnria.l ly s1gnifiunl change, l<I the W'llleJ&y 
would cause char\gb$·ll) subsystems throughout the $igna1 intclligeace !J)'Slem and wnuld 
mtcm,pt ani)yst& pe,fQmnnS tlif,r Qlllonal ~'W')t,Y dull~ NSA al1'0 &taled &hat the: 
report d1d not mdic.-tc',llow THINTHREAD would be cngincc:rtJCI Into the mgnal 
i.nu,lligeoce aysu:m·or i,ts,~ffew on· the s}'llml. f'he NSA llld the Depa,tmeat of Defense 
Office of the lnspedor Gencnl did Mt fl,Dlllllfy the total S00pC and unpact of migrating 
curmu capabilities while mainwnini 11ussion capabilities 

(~ N~~ management that TH~';("tf READ does not have the po1Cntial to be the 
aofe d111w Def.WO~ tn~H=clnnm;c e,llp\Ol~(Jfl proccumf lll}'l\.tm. THJNTHREAD pruvidca the 
lfCl'test velue to tlf;'tffll:&l'ld to the ana.l)'lts by rema.m,mg 
intea;rarcd with.in ~• . · . ., E)~ NSA believes .that I.he scope, a,st and 
nsk of mi ping m_ • _ ~ ·:i_ HINTHREAD are not characteru.cd 
well cnou,h to supplant cxbtins, corporate 11pa] mtelligcncc strategy. 

' 

'?et~~~ 

. . 
(Q Audit The tmn '"fbJly enhanced THtNTHR EAO'' was 
in UlC NSA Modemiwion Study and ~·e betleve WI it m~ that NSA will enhance and 
extend TlitNTIIREAD to prawdJt dv capabtlitie, nmt.cd tNt o:uwon ~uin:mcm~ 
The final sy&tem would be "'rc:matbblf similar to : however. the 
new Tii INTHREAD would be able to fulfill the future,. as we .u the e.dlting, aopu1 and 
throughpu1 ,equm:ments. I I study end the Joint General 
Inspection Reporta stale that the tcdlnology dCSISJl 

lm=tora on ;: ►s Dawed 
l1Jld 1t cannot kcq, ptcc wtth ldvanca t.n tedmology WJ · t ma,or ebJ:rigeg 

Rapoase. tnd ~tcnpcd u,cd 

(~Maa.qemea1 Commeau. The cost to produce ••fully c:ntumced and atended" 
THINTHREAD, perticularly in lci.rma of lcve1#of-effort 11.nd skill availability. is nol 
known bW 18 '1at4inly OOl uivial. 

(~ A.11dlt Rapoase. A small team of N'S.A cngmccrw developed THINTHREAO in less 
than I year The tram usat 11.:my avaHablc oommcraal-off-tfm.shelf software fur ftO 
pera:nt of the system and the n:mAUtUlg 20 pen:ent wu developed. Our mric:w of an 
NSA employee and oon.&ractor database showed that 11everal membcrrs of tbc onginal 
TfllNTifREAD team, toll wort 1n JOme capacity al the NSA and ue avaJlable 10 1W1 
the enhancement ofTHL"lTHR.EAD 

(lilt Millatf.l:Mlll Coaune■11. The eos1 of n'lodi fylng the rest uf the 1dpf rntclli8'=0Ce 
systan1 as well as impact on other pldies' systems, to oonfonn to TKTNTHREAD 
operations is noi known but is certainly ool tnvial. 

~hdjt Rnpoose. To conunuc and win the Untied States' figbt apjMt IC!fTOT'ism. 11 ,., 
tm-pcntivc tlw NSA deploys tbc be.fl tcclmotogy to meet mmton l'UJlllrmlC"nts 
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~ 

f@r immcd1a~(!IY, NSA n\Ubl det~mc and then _implement tlw•aefit \\lolu1.iun with 
proven capa:b,hty The fas lure to implement lhe right ~tut1on.col4<1 r;ca;ult m loss of 
intcllt,genoe. which could lead to the log of Arnerir.an live., J;~ tl'tat ~f St!t)tc:ffiber 
I I, 2001 • 

f'l,Maa■pllle'.at Co11UD1oa. The coat l& support ~bplc platfo{ffls w,th a migration 
without ~g the mission to TfflNJliREAD IS oot known, but;tS certainly not t:ri"iaJ 

(lit Audll Ra-, After is o,}Jy aihaacal ...; .. ,endod, NSA llhauld 
detennmc which I ~l~ll mly ho eliminated, Some systems and 
development may be ellm1nat now, .on th,e'app~priatc Utalysis and rcVlew 
FJumn11ting unnecessary systems would ~It 1o'1 sub,stMtie.l reduction in operations at1d 
maintenance cosr for NSA digital necwortc . explohatiM sys1c:ms. 

!INTlfREAD 

. . 
' 

-,.. M■a1pmot Commean. The bcruevabtlity ~ and effect of mnilllllJ the 
lntdlipni;c Commwu1y·1 anal)'lCls-to \Lie ~kEAD wbllc lhe maintaimn.g nus.,1on 
11 not known, but ,s certainly oqt- 'lnvla! · 

tl!t Avdit Retpoose. Seveta1 NSA lntelli~i:'.e analysts Jcamed 10 use rHINTHR.EAO 
without NSA support; theyswc:d that thesn1em is easy m,lcam llnd ~yto use A 
structured trainiQ& c;ol.lNi«' could oAly enh~ the analyst training 

' 
fQt,M■■qeJDelll Colllllitlltt-· Tbc ..ellllianc mJNTHRiAD. once built U!ing NSA 's 
co~rate stl'.81CSYt Is not likelY 10 be s.ipificantly different from lhe C\.ll'flrnf ~bility, 
which ,s anbodioit w1thilll, · I 

AudJC provuics si_pifl~t capabiJibes that 
'does not and cannot rovide such u . in all di Jal 

oam 

llflNTHR.EAD 

1-Mu•1ernnt Coma11:nb. NSA tt•tod Oun the THINTHREAD concept of opt:ntion 
Is differmt 1r'Om that used by today'• lnteUtseoce Community; bowover, NSA INpporU 
THINTJiREAD componenUI suQCCSSfully totegrated into the $tgna) inh,Uigence system. 
complete with «>mptebeosive trairung. In adcfitioo, NSA stated dw al started to create 
tnmtn& amt openstion matma!s for THlNTJlREAD components tn No1,'C.tllbet 2002 
wm:n ,ntegraUoo acrivmes slarted. By Apnf 2003, NSA had oomplded courac,n.rr for 
analyst Wld operator training. wfuch l$ oonwwally upd.at,.,d md relied on. 

~wfll Rapome. THJNTHR.EAD and its 4P)1l"OaCh b a rwhcaJ 4bifl from NSA •$ 

CUIICIJt approach to digital network cxploiWion; how-ever, 11 presents the best approach 
available 10 meet existina missaoo requimnenb and should be cotmdc:rcd as an option to 
meet future n:qwrc:m,nts. NSA managcmcot has r,ot aei:Cptcd the THJNTHR.EAD 
'!ystem and its approach as the solution for digital network eitploitation and subsequently 
does not advocate its use. As a result, THINTHREAD is not wjdely used within NSA. 
Amtl)'Sb wbo do 1..1se THINTHRBAD cnhcr tnuned 1.hemsclves or were trlinc:d by other 
analy$ts famibar with the system. None of lbe cuudyst we in1ervlewed UK!d the 
cow:s.ew.are; thcmfore. we 1W not commenting on lhe fldequ8C)' of the co~ i~1f 
but on I.he lack of lat<1wh:dge that the cour,eware exuts, 

10, 
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NSA(b)(1) 1.4(c), (b)(3) 50 USC 3605 

Sf8f 3E:eH'FJK'OftHN'f,118!91129 

~ M-uaae••• Coauncot.s. rR.AILBLAZER wd@mes an open rcvu:w of 
TH!.N11-IREAD1s 2001 eod-to-end an:!hitecture to meet 1M requtremcnb ot'the 
TAAILBLAZER· TechnoJogy Demonmabon Platfonn (T ccboology Oemonstnbon 
Pllllfonn) becaw.c:. we believe \hat NSA's current strategy i$ valid and will bcnevaJidated 
The Program futoc:utJve Offic.e (PEO) Is taking the lead in establishing on tndllpendcnt 
review team for pcrfurmina this usesmJCnt, with the iptcnlion lhat ill ~ult& will be 
~pleted m tune for 1nclUSton truo ~ Analy,11 or AlternatiVf:9 and other Milestone 8 
docurnmtatton Ho\lfcever, the performance of this additional srudy will have M impact 
on both the <mt and khedule for MJleitone 8 . P.EO and TRAJlBlAZER w1U ntim11c 
the cost/sthodule impacts after recet\lif'IJ estJmates from the review mun and wiU decide 
at Ula! lime whether lo respond w1ll1 a Final Ct\n~uneucc lo II~ rccorumlffldal.toruj. 

+Qi,Aud!I Rnponse. The reoommendalion w1111 revised to reflect that THINiHREAD ~ 
an option fm the digital n~lr. ~ploitation portion of the Technology Dffllonsn\Jon 
Platform 

(&',6J. Mnqu1eat ComlDfJID. NSA manascmm1 d.0e11 not ISfff w1ltl lbc OoD 
Office of losptdor Gc::ncraJ'S.uscument that THINTHllEAD la ... beltcr tc:clmologj_c.al 
and more affordable solution for digital odwQr'k nplcritation than the sglution being 
developed by NSA... In fact. Chere 11te slgnificanr dtffCl'a'lces berwoen THtNTHREAO 
and TRAILBLAZER' i missioni. 

1&'tl€1> Aadlt Response. We acknowledge the fact that the c urrent scope of lhe 
TRAILBLAZF.R is to proV1de th( iiifonnation ttchnulogy framework for the cnrirt. 
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. . . . . 

,(,Q+ We acbiowlcci~ I.be fact tbitl lbe IDitiM1 TH~ntREAD devclbpmait was narrowly 
focused; however,:11ilN1HR,EAD ~ be c:&li1y.lSJ)graded, NSA is being disingtouous 
because the I com:l\ eted studies~ or,aly the flx>nt..cnd of THJNTHfl.EAO and l.one 
I - 3 of the system. NSA ncods to conducl a.ftudy to 
compare enure nlJN'i'RltEAb aito current digi\al network cxploitatioJl systems. 

(ewil} Muapmiat Commaus. The 1'1!Cbnology Dc:monmation Platform is-a ;,rotoiype 
desi&fl(d to addresi specific program riJlcuqd ro utilfy ®DJRUioaaJ dinlcdon r. an 
I tnl1$formation solution Thi T Desnonmtioo Platform 

(@Jfl1il) Maa .. ement Coaunenu. NSA stated that THIN11iREAD's aod-10-end 
vdutecturc does not adequately meet the operatiunal rcquiranc:oca for l'RA.llBLAZB.Jt · $ 
Technology Demonstration Platform ba:ause it has ~or rnilllJlarchc:s or deficits in aU key 
areas, While THTNTHREAD 1s a focused o.pc:rationa.l implementation. 1M Tcdmolol)' 
Demonstration Platfi:mn effort is fi>cll5ed on • mo~ reusable industry standard frameworic 
Thus, the Technology Demons:tnition Platfonn hmewodt QUI c:~ operabooal capabilitl~ 
beyond the unplcncntittion ofTHTNTHREAO In the long run. the Technology 
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SA (b)\1) 1.4(c), (b)(3) 50 USC 3605 

-------,!!!!~~-~-!fflSWlion Pl.alfi,fn\ lhbtdd t,e-~~ 10 integrate 
~- sappprt a much b.JIOMder $el ofD1gitaJ Netwurk Gito1Tnatfon reqillrenie:nts than 

. cd 
\ . by 1J:llNTHRfAD . 

r - I 

\ 

6QApcW ... ae. nus 1s in.a,cctsnltc tatemcnt ntJN111READ was bwll IUI.Dg 
readily av9t..f.&l~·· 'tonunerc.ial off-lhe'.-shelf tocbnolol)' and. whm full)' c,ttmded and 

C= 
t:mlwli:;ed, ·~4 ~be difficult to tntegrafe wjth Technology Dc:m.onatratlon Platform 
eff'ort11: h~~h. il·is ~ undenttandin the Teclino onstr tion P atfo ·~ ng 

·cplcwiO. 
CIJ:~~el()plPCDI e rts w Ill e mllJOr conccm DJ earn O 
m '6a1,e used.to deuiqnine wba1 parts of the Techoology Demonstration 

Platfonn develol_metn s'honJd ~tiouc whit, 1"HINllfR.EAD and rts approach al)(J 
technologies ale conside;gt is an -1tcrru1tiv~ 10 the system being developed by 

I I ~ • I, 

. . .. . 

(Q Maoqtme C,.m•o. NS;..~ that I.ht Techru>lo&Y Danoni,trabon Platform 
w,TI rrcmde a conuoqcial.'exteiwibl~ and ~c:c-bued "'plug and play' framework. 
Though TFUNTHR.BA,D d~ employ tome ~mcrclaJ--ofr-tho-shelf dcvcl~cnt 
produCIS and tochncilogies. that employment is il a lower level; overall. TH.[NTHIU:.AO 
m11dcs on a CUflOm..:dweloped '&amcwor~. · , 

', 
M A-.dlt Respoate. THINTI{~AD WU buih uaing·ipclily available commt:il'Cia.l off. 
the-•shel f tecbnoJop ud resides orr a CUSlOfD-de.veloped framework that as inexpensive, 
small, and scalable. Contraiy to the lltatem~t aoove. the 'll{INTHRBAD mmewnrll 15 
extensibfe and is ,ervico-b~ plug aild play: ' 

~ManapJDmt Commeatt. . NSA stated that I.he Tethoolo Ol;mon,trl.ti-on Plmform 
lDdud.es ma·or develo mt dl'ons to trwfonn 

one 
m.11.)01' differmce between Tcdmo1oay Oanonstra.tion Platfurm ~ THrNTHREAD. 

8ie"ID Audll Retpomc. Tbest ll1tequ1DIJ arc uw:curatc NtboJJp nnNTKREAD 
development started m early 1999 and",WIS operatwnal In late ·l999, it is stlll SI.alA><>f-the-

olutto 'n v' · 

~ NSA documented its problems wjth Its current 11UOrtmcnt ofdalabascs These 
databases bold la.nr.e amounts Qf data witb Urtfc or no intelJhzcncc value. 1 , 
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immediately be stopped ~ personnel lnvatvcd be ~a1 •and I ;g. 
system take over lhc requumucn_t ""'· - ·f ... ~ ------.,t • 

, .{ . 

(st. . nt Commean.. · · Dctikmstratioo Platfonn 
h.u II cant lnf onnatiotl A 

deployed and certi6ed. .. uld be 

, •'• . ... 
,. 

~ Aud.It RetpoaJt. Ori~'Tl-((N1'H..R£A1) developers rnainUmed that tnfonnatmn 
a.,surance could be hnndlcd by aantber 501\warr •~licahon. this' lit rouhncly done 
throughout the P«letal_ (Jbvamm.enl 111d OoD · .' : .. ,' 

I • • • 

~ Maaapmea:t. CommeblL NSA anent stated lhat tno:I~echnolCI Oc:monstralion tatfonu•wiU ' ....,:;..;:-a.;;;;.;;...;;.;::;:;.__.;;;;;;..,;;;;; 

It 

. . 
.

... 
.

.
.... 

. 
;,;:;,;;:;;;,;.....a.i.....---

• • f • 

0019 orm, 

~ Audit Rapone. NSA statc,a\ents are inaccurate. A.ny:n~ oom.mercia)-ofl'• 
tho-shelf 

:: 
tools 

;=
and k:gacy 

:l1 
tool ceuld be anteartted with rHl'.NTH RJ:AD Tbc: ,,pi 

lruclligeoct data ~ by~ t1 much awer fbt an.at~ to rdnCVC and 
scapabllitle.s anptwized by,'NSA management. Allhtlugh 

_____ . _ _ _ hu been completed for THINTHREAD, wo hell.eve th11 
......,._...__.,.._,o ......,...,........,,_in_ · on upcrts available: II NSA and within local uea 
OOtnJ;lllllfe:s will avo1d any_m!lor..emblcm•. . The TJ;UNTl~R.EAD design approach 
consider.I mformanon I and 

. 
I ' I 
foe, Muapmtaf CollUNDU, NSA muapments stated that TRAlLBLAZER and the 
Technology Demomiratlon Platform have invested constdcnble effort 10 bwld a aipl 
mtclligence ardlitecture th.Bl i1 open and sca.Jablc, 1ppllc:1 OoD. commerGial a.ad NSA 
standmda; and that ,s documented 1n DoD Ardn~ Frvncworlt V1C:W1 
TIUNllfREAD ardu1CdW'e 111d aoquisitio11 pn.x:eu were not consim:nt wilh lbe gw.dc 
lines ofDoD Din,ctive S000.2. 1111d the prognun exhibited shortcomings that conshtvtcd 
"a serious risk to WC0e$Sf\d deploymern." acc«dirra ro lhc: March 25, 2002, Technology. 
TC5t, and EvaJuatJon Assessment mentioned on p&FS 2()..2 J of the Offi~ of 1Mpcctor 
General Repon and ql.lOtcd extemnvely tn ~ Office of lnsp«:tOr General) Appendix G. 
Thi~ 1s espcclally critiC41 d~C1JW\on. gavcn the emphasis on HoriiontaJ lntcption 
.ind rho DoD Gl()haJ Grid evolutlon 

"1* AudJt Rqpoa1c-. NSA conunents are inaccurate The THINTHRBAD architcaur~ 
1s open a.nd 5Cllieable. Information that we ~iewed and prevtous ln.~tor General 
n:,,orts show that the NSA a.cqu1JitJon pr'()CCS-"'t:S '" not always consutmt wilh the 
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i
x l/ll<1J l M 1/lJ<>l !b Use""· 1/lJ<>l !b osc 

:" if8P §[:CR£~tceri,oN'f!;f;flN91 t!J 

'""t$-gu1detmcs of DoO O.~uyc: 50002 . The program shoJ1QQJ11mgs nrlmmced in the 
teclumlogy, Test,, and Evaluation A:i~smenr dealt ma.inly with program docummtntion, 
winch the rq,on no,ted did oot prescnr ·, igni filllnf dq)lnymdlt Nl:. 

~tCom.meot1. NSA managemmt~mcnts stated th.al the EJtcci.lttvc: 
Swnmary•s assertion th,a.t NSA "disregarded sol •· 
as nol o.courate. THINlliR.EAO was d lo cd t 

NSA (bX1) 1.4(c), (bX3) 50 USC 3605 
10! 
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!IISA(b)(1) 1.4(c), (b)(3) 50 USC 3605 

-,e,-Muaplllfflt CollllDCDta. NSA ~gemcnl slated that the-)i>oO Inspector Gencnl 
Report's citation of the NT A Stu4y' 9' r=ommend&Iioo to suppoct adoption of 
Tl lf'N'TlfREAO also~ cilll'lficabon. The Study did not l'CQOCllfflend THINTHR.EAD 
e-1 a Jon1Hgm solutipn,tiut [llbr 

I -
~ an interim capab11ityJironxype all.ffllerive 10 the 

~ 
-Audit RespoHe. NSA comments arc tniu:~urat~ Toe NSA Modcm1zation Stldv 
recommended Chat THINTKllEAO be mcludcd n tin ahcmativc sotorlon tu • 
TRAILBLAZER, 

~luac~mcet Commeau, NSA managdmeQI oommoms stated th111 although tbc 
Executive Summary indicated that TR.All.BLAZER excluded TIUNTHREAD from 
corundcndion 1B Ill the. out that doeuma:IWJon on 
both TH IN1'HREAD and wu provtded to bidden for 
the Concept Oevelopmc::nt P lhe-Docanbcr 1001 Follow 
Up Report to lhc NT A 111 NSA M~iulion Study (p 13) Howevff. none ofcbc 
competing conb'BCtors chose co \19e THJNTHREAD in their prc,pcl&llb. whieh is why this 
system wu not included onpnally m 1he Analysis of Ahemallves. 

attmrulti~::j=od 
(Q Audit Respoue. The.Direct.or, Stgna) Intelligence Director~ swed that 

=~ 
informat,oo abow THlNTHR.EAD tb<:h.ooJofm and appro_acb was plaa:d in the b.idd«'s 
library. Placmg files ~ut THlNTHREAD tn I hu,e rcposiloty of other files and 
making tbo$t tilei accessible 10 connctors doet not adcQuately suppott U1e NSA 
Modernization S¥y recommendation to include THINTRllEAD in the altemative-ot
analysis process for 1'RAILBLAZER.. f_n lddilion. infonnat.ion providtd to the 
conlJ'aetOts fo(<he Concept Devcfopment Phuc by NSA ditec.tcd them to eo,we therr 

Ibo cwmu NSA an.'hlt...., and liilln<work, ro include 
l7a'vtccs. and other lc;pcy constrlinti,, which THINTHR.EAD 
a no ply 

(U//PBU~....-m Comman,. NSA man1.grmcnt eoaunenu Jt11cd tbar the 
TRAfl.BLAZER bu lona•estaolilbed plam fo, exianal U5CtaSmail of the Tcdmult>SY 
Ocmonstr,mon Platform fo.r prq,mbon for Mil~ono B The J.ndepcndcnt Vcrificalion 
aad Validation QV&V) of29 E\lalUllion Cntcria 111 being conducted by NSA's 
mdq)endent Oftice-ofColJ)O{atc Assaame:ntl' Tcm and TeohrucaJ Evel.!.llllon clement 
(Tm) The Early Operational Auessmc:nt and ()pffltt100AJ Assessment wiU bo 
pe:rfonued by JITC. which had esi.bHshed 11. pretenee 10 TRAlLBLAZBR spaces by 
November 200l Results o(bolb acnvu1es will be provided lo the Milestone Decis.mn 
Authority before MIiestone 8 . 

(lJ/~ A■clh Respotau. TRAJLBLAZER postponed Milestone B scbilduled fur 
Oecemba- 2004 became of techruoal issues with the Tcclmoloc Danonstrataon 
Platfonn. fcbnwy 2005 1i the c:athcst date thaa TRAILBLAZER will be ready for 
MILESTONE 8. 

(U771'81JQ).M.a11qemeac ColllllltDh. NSA management comments slated that Lhc: 
rcsuJts of the independent esessmcnt ofTHINTHREAD and TRAILBLAZER 
Technology Omnon.ttmtion Platform wiU be provided to the MDA by Milestone B. 
cum:nt.l)' sduduled for Deccmbet 2004 

~ Mm■1rme■t Co.mmena.. NSA m~gemeut c.onuncnts stated th11t the exccuhvc 
Summary's stlllement that TRAILBLA7ER development "wasted bwulra:h of m11lioru. 

IOQ 
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NSA (b)(1) 1.4(C), (b)(3) 50 USC 3605 

'Per JICltl!'Pi¥t!81\ltffPfl!O!, If !3 

"t5:'1'iij.of dollars•· ,s not accu.nm: AS: O,o NT A ModerruUUJ<>n Study observtd, 
TRAILBLAZER is ~ol onl.y flOOU1 digtl&l octWc.n ~ploitati~ 
cuhwal U'llllSfonnalipn.~c, procc,lld1 and pohca) and_.,..... 

hilt 
_ __ J 

I '. ~ And. althoust, TRAILBLAZ 1s c y in I e 
developmeiiiaJ phase, tt7.rreactydellvered significant c;aplbiUties 

=-~HQ 
t8ff§lt Audlt Rnpo■se. The NSA management commc:nts aa-e inaccurate. The report 
Ex«ufive Summary docs not ,laun that TRAILBLAZER development .. wastc:d hwtdreds 
nfmllhnns of doUan.." mst.ead. thtt pbru~ rs only used 10 accuraleiy dcscr,bc the 
specific hodan-c compl11nt allegation tJ\11 mit\ated this audiL 

I IQ 
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I lo· NSA (b)(1) 1.4(~). (b)(3)50 USC 3605, (b)(3) 50 USC 
l024(i) ~SA (b)(1) 1.4(c), (b)(3) 50 USC 3605 

¥OP SflCU'fh'COl"1HN51Wl8l!9tltJ .---------.. -----·-----. 

I 
~ Maaaaemeid ~- ~~t!eommeotJ lbal &bcltoeal 
costs tor che prot0t)1JC 

-
were clc.,r ~ 

. 
than the 

ar 
._ ____ 

. 
_._quoted 

m lhe Office of lns~wr GemfraI ltepo.n. 

f !lil-A•dk ~ Tho ; _ tolal """. offhe fnitial Transformation Activitte11 and 
Jaocuratcly r~cct infunnatioo received from the NSA 

budget bbi1! h riot lhbi e cost for N&>. i:mployees. 

~naaemeat Co-eats. NSA managemeor comments also questions the 
ex.ecutlvc Summary's statement th.a_' .. 'NSA modific<J or suppressed srudi~ md 
cornp8"sons that favored 11fTNTJ-f.R£AD over TRAlt.~LAZER:· and stated thar rhe 
audit report did not identify ~h~ lhc infonnation was obtained. 

~ Audh Respoa, .... Wt: ba'i' dooumentod infonn11tion to support th.ls statement~ 
however, because nf lear of rq,risal. we agreed to keep the ,ol,U'Ces a.noi.ymoWt. 

, ~ Office of lnspector General Report's citatioos of 
the JNTHlU!AD Technical Review (February 20()1 ) and 
the....,..,.... ..................... _____ AD Follow-up for D,IDIR (March 2001) 
were also incomplete and containcll inaccw-acies. The prescntlll.ion of the results of the 
February review on page 13 of die Office of lnspeo10r Oeneral Report wu only u subset 
of the total recommendations and fit.idin&s, For example. although this study 
( commissioned by the Cluef of the Mi.,ufon AppJicalions Group, not the 0/DJR as JWed 
in the Officoof• r General,, .......... , rcco_mmc,ndc,d adoplion ofTHINT_l:{REAO'r; 

4. (~Provade. requested l'dOW'Ces to the THTNTHllEAD team (dollars and 
people). 

S. ~ Provide THfNTHREAD proper management suppon. 

111 
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11,,., Ill 1, ><1<• 11111, 

~SA (bX1) 1.4(c), (bX3) 50 USC 3605, (bX3) 50 USC 
0240) NSA (b)(1) 1.4(c), (b)(3) 50 USC 3605 

'fOP 8£CMFfZ1'>'€8fliltN'IW!8!911!9 

6, (~•ln·li_gbt oftlus. no1 all oftbej 
requam\1 

~ Audit ReJpoa1e1, Out wording reflects infomumon receiy~ ftbm Qur sources. We 
reviewed all of the commen~ below and checked our sources and tnada: sdjustmerus as 
required · ... · . · · 

' . . . 
'• .. 

4. '9'IGQJ-fSA never provaddd lheffRucstcd rcsourc.c!•(dollan;and people) to 
the THINTHREAD tear,1: IJ:ts~ NSA di,imantl~ the leaJJJ IUld did little to 
enh~ THINTH1lEAD. · ' : , . .• . . . 

s I . ,' • 
was n.e cvid~ that ~SA provided proper m40agcmcnt suppon 

10 enbam:e TH1N1'HR.EAC>., ·. • : . 
I 

I . 
(~ Maupmdl Collldents. 

• • 

NSA n,amgement 
: 

oom,,uml~ 
t 

l.lt.tted;th•t 
I 

the follow-up 
teqbo,ica1 review ,(March 2001): requesteo by Deputy · or, also stat~ that both the 
THINTHRE.AU·aod · LSLAZER a aches were o value. 11 recommended 

of lnspector <Jenera R,i,ort' s descttplions of the · d Technology, Test. and 
Evaluation Studies~ aljhough the ~ppendices are far more accurate than the referen~ 
conlained l.n the body of the Report. . . . 
Mi'IB I ~I • 2001 i.cluuoal review rcco.......aed that the 

tem be developed and deployed t~ ~ and 
TH.INTH.READ. i The study team was pteSI by SA 
management to·mate recommendations ~r the development and deployment of the 

rystern 

:t'R, :tJan:h = 
1 

ID 
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[xJ liKlNATUFlt' 

1 tNFOAtU.110N 

~ ¥tijji'y ( - -- --

PURPOSE; tuetH¥J9BN'Pbli:b'Al8~!H:J281 Atl.uch1•d for )our n•v1t-w uud sil,!nULIJrt' i1-, the !\SA 
runwhdat.P.d rf!'Kpt•n88 t.n lhe r~port from the Dun (IJH on rt'>f)uirrn,.-nl.s for TRAJ LBLAZElt nm.I 
TttfNTlfR8Af> sv~t.ems 

t SA (bX3) 50 USC 3605 

=---====-==-==--==--=:;:;::;;:..=== - - - --===:,----
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NA T10t\lAL ~ t:.CIJR I t-.,, t.u £NCV 
M •Pt ... ,, IAI• 207•5 •1•.JOO 

Ml~M<Jf(,\Nl>l JM FOR DEPl.lTY I\S."-l~'ANT INRPN< 'TUI( <,ENr:RA.L POR 
IN'l'El,IJUENr1<; :\llOl'l'S 

~I l ti,J l~l" I'· \ 11//l'tJtff i..l.>1)1) < JJ<; Aurlll K••11or1 Kl-'\tU1rt nwntA fur thi, 'l' HAlLBLAZt-:t( 
.. mcJ THINTHliE1\J> Sysv•nu, tlul•••I l>,H>mh1•r lfi, W04 1ft1•1wn. 05-IN'rJ:i:I 
,,a, J'r11Jti'{!l N<l 0~!1031\L·IJIIIO) INF'OHMAT'TON MEMORANDUM 

II 11/PTlt:J~ln N"spun~e tu th•• o,,n 01(; ,..,1,u,,-.1 for rulrl itional mfhrmljtinn 11n I h•• 
1'llt\lJ ,Bl.AZER anJ THJNTHREAD rt.-port N~NCSS pr1-v,det'I con~olidnted .:.orporuti 
con11u~nln frvm ow Sign""1.b lnte!LM"nca.• Oun:lotJl,,•, /kqulr,nlJtJn Or~ruuution .md 
fofuntmlJun 'l't"('.lmulvgy Lnfrastrud.un• Servi,,• On:aniz:,tiun lrmw Lln: lnfurmnth,n 
TPt•hnnlogy [l1n_.>1•torntP) 

NSA/CSS Re-sponse· 
~ 'l"h•· J>rognm &cecut1ve Office!T 1PE01 rur NSA Tr11nafonnation1tl Programa is 

Cllmrrutt.·d to fund.mg thf' tJmaly C"nmph.-l1t\n of th,. requ••~'ff OSB(> ~n1 nt of 
TH JN1'1 I READ ~pphcabilLty to the TRAILULAZER Technology Oe.n,nn~Lrat100 
Platform ;1nd cnsunng tht! rt',<;ult.-. 1Jf lhe ll.Mt•. ment. un· ct'ln~idf'red an Lhe preparnt1uu 
und eunducl afTlWLBLAZE!R Milr1Stune R IMS n, C.-,ruustttnt with dutjl!S and 
rt:l'tf)Omul,1hth'1> uf the PEC>, lhe Uldl'pcllU••Jlet• tlf' I h, ,i.,.,-s. uwnt u. usi,.ureJ. Thu 
IJPOmntmk PClili o[ mcga,yf'tmg 1'H INTflREAO •u, 101 t>pUun for n1l'otang th,• 

I requmimenl~ fi.,r 'l'ftAll ,kJ .Az.t:H 'f'l>J> u,nd .a;uhsi~lh'flt 
mcorµornt1on'. into tftp TRAlLH~ER Anuly11tb ,,f Alt11rnaliw•<; will 1-lf' dl'tl'rnuneri l>y 
t h1· P1<:1) Ill I ill' cort;>lt•tion /Jr thf' OfiSP8l'rn1•nt 

~Suliscq1.w(1t t.o tht.' DuO OIG n•µt,rt tl,c TRAJLHLAZER Milc8lUJw baa ~ -on 
ttdirido l,-.1 fm<lntt• m Ltw fllurt.h r,u11rln 1Jf F'Y05 fri,m ah.- pn•v1ouuly ndu•doled f!'11rl1,•r 
M:-; B J\, l 'l ll ~ingll' thu, ouw t1llmo1H ,uff1cn:nt tlm•• fur th, ,·unJucl of th1 11-,sr- Fom,•r\t 
n•t'tJfllmt•nd1 •1I 1,y tti,:, fl"D n 1n AJ ~gNI<- for ttw i .. , •. "lm1 n t will bf. f'llVl.!rt'II liy th,· P EO 
.. uuJ due tu th'-! n.tvhi1"4J tich"'4.lut~. rttik lu lh~ TRArl.HJ.AZC:R 1,ro~rrum t:t m1111m:1I 
Tlwrcfor, , U ~ Mtill?l•tJtlD Pl:,.n J.'i n o l 11pr,rnJ•rllll•• Th<· W..'>l'dl'.iml·nl will tJt' nn.1h;wJ 
1,y Muv 2005 : 

If vou h oll«' nny qut.'81.10111-> ur nr.N~ ,uhht1on,,I infnrn,nt111n. plP111«• c:n11t;1rr 

rsA !6X3l 50 Use 3605 
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( lJhf!(){J~ TRlN'l'flR.l::AJJ I TRAlLBLAZER Jli 
AUDIT REP< >RT 
~ 

SU...IW 
PURPOSE. 

4011 - . 1;,mi:a •,H!ll'tNCt IX ] APPROVAL 
- KIJ 'W&PtN:,C. GJ StGNAT\mt 

D 
FJ EMENl 3U&P£H"l __ _ 

IHFOAM.&_TlON ~--

LU//PeWO> 1'1, prov1dtt tl11.: N"Cotnmendt'<l PEO mput Lo thP. corisohdat.<'d NSA rl-spoose ru~rtlma 
actaons tcqut·st«t by t.ht: '"final" Oi!purtmt•nt of Ocl"tin(le l I loD> Office tlf lnspt-ct.ur Gt.'J1e.rol 101< i > 
report 05-INTEL-U~t R('(Ju1remPn~ fnr TRAJ LB LAZER and THJNTHREA D SyS1t.Pm11 of 1,; 
Decembpr 2004 

BACKGROUND/ UIS(;USSION: 
< U111\)d&i In their Juno ICJ4 Draft of tho Audit Report., the Oo.l) OIG made the foJlowmg 
reco.mmendatiun, -0es1gnate o IAtona to asst•'(~ lhe ab1lily ufTHINTHREAD or it ttthncdugie 
u a ltmg-tenn soluuoo to me"L the op~ru1.1uiu.1.J requarentt•nts c,f thP TRAIi.BLAZER Tl"C'tu"lolol,tY 
DemonAuotion Pim.form.· 

...et lo response to t.l:uB draft. in August. I he Agency ccmcun-ed .,with c<lm menu.." The follow•ng 
ts an e:iu;erpt from tholW comments.· The Program Ex.ecutiv~ Office f PEO) is taking the lc-11.111 in 
e~tabtistung an Ul<.lt:p .. ndent review temn for pPrfonnmg ttus a~~mc-nt. with the int,t,,ntfon 
tbaa. 11& result.A wdl b+· ctUbptetcd an tun'-' for mcJu&uo mc.o th4j Anal~ of Aitt:-mauv~ and 
other Mi1U8t.one 8 d~um1:ntnt1on: 

teTAt. tbe tia.1e of this statem(o'nt <Aug '04) Lhtt TRAJLBLAZER Milestone B fMSB) wM 
schuduJud for Oel?ember '04. When tho firutl report wos pubLshed. tbt PEO Assessmr:nl hwi ovl 
yet begun. Concernt>-fi tJ,ot t.he a.sscssmenr could nnt b,• completed in time, to s11ppOJ1 a 
Jlecem.bttl" tl'ltl.eRton~. th{, OnO OlG requ~u~ viSI the finnl report. t.hot tb~y be providro. "N A 
plans to ehmmaU: c.ht- cnsi and ,;chr.,dule l"itda1 for eomplctmg thf' iutC.•'(.'-fh<'nt. " 

~Sin~ releru;e of th<> finnJ A,udit &porL, 11 DlRNSA~Ch_ort.c.red Trawlformallorud A.dv1sol') 
Panel (TAP) N!COmmPnJed 'l1RAJLBLA.Zt:R be rtibaE-.eluu:.>d, l'he MSB ts ouw vtann.Qd (or lotr, 
F1Jurtb Quarter FYO!i. 

I ... .a; 

'l)RM" lll tl(I,._,,.,,. 
1 • • ' lf••J:# .. O WlvllG l'r a lll 

Orcian;ry r_, 

0C>OADINA110NIN'f'1'0VAL 

t SA (bX3J 50 USC 3605 
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_rs_A_ffl_)(_3j_5b_□-sc_3_605 _____ 1_ , 

IU!( 'OMMEND A'l 'ION 
l 1 l J//P'0; 10-1 A f11nnnl lo i:;k l\111 1gt11 1, 111 Jthm 11-fl(Jt n:comrn~ndl·d 'rh1 ~·EO ll'. 
,·omm111Ptl 10 t·otnhll'tlfl~ th«- us~u nwnt !'hf.! tA:•am ,. currc,nth 1>4•u.c f,1rm~ 

I kJck-pU I m~ ts JlluJHll'd for Mard1. ond tJw warn ,,. ,, ~• l"l<·d LJ , r •f1l,rt tc• 1.r 
NL T M:w a 1 .. 1 Tht> cvst 11mJ M"ht.•dule 11np1wt ur c·onducUJ1~ u,,, .1:...-.e6tillltm 

JlOflf' w ~ry lt,w n ~k lo tht• 'l'r-,"ln lilformntum nl Pn,gn111tl'!. 

i . 111//~tlQ.1 Rt>c11u1mt•nd the ~~pon~· prnvitJt:d ax an nttachm•,nL ht' fonvru·ded tu 
lht- lJul) 0 IG a:-. part off h• Agi.."rH'\' H c:on1"-ol1dat.,,J re·, pon1;t• to t.hi Fi n,1l Rt'ptJr l 
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Team Members (U) 

tU) The Office of the Oq>uty Inspector General for lnteJJ1gencc of the 
[)ep:utmcnt of Defmse, lntelltgcrn»Audt& prepared th1s rq,ort PersoMel of the 
Office of the inspector Ciencrnl of the DL-pllltment ()fflcfenicr who contributed u, 
the report are listed be1ow 

Cll) 

TOP 8E@RIFF0@8P.II.Nf#l8il9l ll3 
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