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=Section 1.4a

{U} Background {cont’d)

{U) executed by, and in support of, combatant

Tatitinie. domams whére mlhtaw, civil, an _bommez cial
activities.are leducted DOD space fm ces-are ﬂle Systems

combmanon thereof necessary to conduct space:
operations. Joint Publication 3-14 states that deceptionin

space operations is typically designed to confuse or
islead a threat with respectto the location, capability,
operational statis, miission type, or robustness of a
national security systein or payload# If deception
megsures are suceessful, an adversary will not attack a
specific system or capabflity;.

(U) Chainn 'n,ofth: "'mt ChlEfS of. Staff Instrucilcn ‘3211, 01F Hloint
Pull(:vf Milita Decephun, May 14,9015

(U) AJoint Strateg Carnpa]gn Plan provides military strateglc and ‘
nt cummanders forpreparation of plans

COM (b)(1) EC 13526
Section 1.4a

{ 5
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Section 1.4a

3 TRV

(U} Finding {cont’d}
(U) Finding St Gcriaz] DODO!
(S/AACEMAANE) USEUCOM, USINDOPACOM, and
DERNEVIEOY DODOIG (b)(1) BO 13526 1.4 (a) and

" DODOIG (b){1) EO 13526 1.4 (a) and (g)

(SHACEMAINE) As avesilt, USEUCOM, USINDOPAGOM,

SRS EVK RS DODOIG (b)(1) BO 13526 1.4 () and (g

SATaN kel s kol ol A A WaATal Wild o>
R R N T S R SO GECt!QQ K

PR :
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(U) Recommendations
(S44AEEM) We recommend that tlie USEUCOM and
USINDOPACOM Birector of Information Operations [J39]

(5Hh6EM) We also recommend that the USSTRATCOM-
ORIy DODOIG (b)(1) EQ 13526 1.4 (a) and (¢

+5) LUSSTRATCOM (b)(1) EO 13526 Section 1.4a, 9"+

(U) Finally, we réconuneénd that the Joint Staff Director of
713_9_ docurﬁent the relationship between MILDEC and space.
‘operations in joint doctrine to guide planners in
understanding their roles and responsibilities for mutually
supporting one another.

i1y, SN T ETVTE S aa T T USSTRATCOM (b)(1) EO 13526
3 ; B rreSection 1.4a '

(U) Management Actions Taken
eg]USSTRATCOM (5)(1) EO 13526 Section 1439 |

DODOIG (b)(1) EQ 13526 1.4 (a) and {g) - |

ommendation. Wewill dlo
‘Wlhien We verﬂy;that'.U'SEUCQM

DODOIG (b)(1) EO 13526 1.4 (a) and (o

The action taken is
sufficient to resolve the reécorvimendation. We will close
the reCannendatibn when we Verify that USiNDOPAC,OM.
|

 VEniErgva

Report No. DODIG-2020-039 {D2019-DE00RE-(074.668) | it




{7} Management Actions Taken {cont'd)

DODOIG (b)(1) EO 13526 1.4 (a) and

DODOIG (M1 EC 13526 1.4 (a) and (e :

I MR 1 -ctions
* taken ave sufficientto resolve the recommiendation. We
will close the recommendation wlien we verify that
usstratcom R
I

(FS#HAEEM) Additionally, USEUCOM J39 and
USINDOPACOM J39 immediately initiated corrective

actions [

[l

AR AT Tt e Rt s W WaTEa W g - SS TRATCOM (b)(1) EC 135626
Seclion 1.4a

Ex/Z3 adioathaeknie l i{ f ERERWENVE N

_DODOIG (b){1) EO 13526 1.4 (a) and (g) ,

The action takeii is sufficient to vesolve the
endation, We will close the recomnmendation

‘Please see the Recommengdations Table on the next page

for the status of the recommendations.-

Feport Mo, DODIG-2020-039 (D20 15-BO0ORH-0074.000} i i




T T A W WEPETR S S (RATCOM (b)(1) EO 13526

RO S N XN A R Section 1.4a

[FANTRETaNSE S|

;J'IY\.-‘E A ML S

(U} Recommendations Table

A

Directaor, Iniformatiot Operations, US. | None Z.aand Z.b None
indo-Pacific Commarid

Director, Information Operations, U.S. | None laandib .None
European Command

Director, Information Operations,.U.S, | None 4 None
Stiategic Command
Director, Global Operations Special None 3 None

Activities Division, Joint Staff

(U) NOTE; The following categories afe used 1o describe agenicy management’s comments to
individual recommendations:

*  {U) Unresolved —~ Management has not. agreed toimplerient the recomméndation or has not proposed
-agtions that will address the recommendation.

« {U)Resolved — Management agreed to implement the recommendation or has proposed actions that WI"
address the underlying finding that generatet the fecommendation.

L | U)-Cldéed — 0IG vetified that the agreed upon corrective actions were imﬁiemented.

e REWaraS Wil - SSTRATCOM (b)(1) EO 13526 IRt
3 gSection 1.4a FIRRALTLIERIN
Report Ho. DODIG- 2020-039 (DZ0 10-D0ORH-0074.000) | v
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INSPECTOR GENERAL
‘DEPARTMEENT OF DEFENSE
4300 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA’ 22350-1500

December 13,2019

(U) MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR POLICY
‘UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE
COMMANDER, U.5. INDO PACIFIC. COMMAND
COMMANDER, U.S. EUROPEAN COMMAND'
COMMANDER, U.S. STRATEGIC COMMAND
DIRECTOR, ]OINT STAFF

(U) SUBJECT:Auditof Combatant Commands Integration of Space Operations Into
Military Deception Plans (Report No, DODIG~2020-039)

(U) We are providing this final report for your information and use. DoD officials took
promptaction to resolve each concern identified; therefore, we will not make any-
additional recommendations in this report, We conducted this audit in accordance with
‘generally accepted goverriment duditing standards.

(U} We appreciate the cooperation.and. assxstance received durmg the audit. Please

direct questions to me at RO B (DSN .-

(VAN

Richard B, Vasquez '
Assistant Inspector General for Audit
Readiness.and Global Operations

gUSEERAt IS RNEL it LSSTRATCOM (b)(1} EO 13528 ESTaNslaNsis|
N SR i sl S tion 1. 4a 7

Repitel No, DODIG-2020-03¢ | v

et AR




£ s ey Fi USSTRATCOM (b)(']) ED 13526
spwrxrprsRy Saclion 1.4a

(U Fj it pils

{(U) IntrodUction coiieeceeiossiersseeeissnnsessenssnsaissresersranasssessssansersns
0] Objective
(i1) Backgrond ...

(NN

(11} Review of Internal Coritrols:

—ln'ninnnr:i-‘n‘iitwnﬁ«Ii‘l’i"iisl‘«'usiuh'lrtil'lii’tiie'ila‘lii)btetltiﬁia'i"ln'\e'si'slloulﬁ'rn ’?

3-U.S. Butopéan Contmaiid, U.5. Indo-Pacific Command, and 11.5. Strategic Commam-

(—S{—/—AGGI\'H Combatant Commands g
- 10

L JUSSTRATCOM (b)(1) EO 13526 Sectton14g T

ey e L EMERSSVENIRUYT DODOIG (b)(1) EO 13526 1.4 (a and g w12

es#&eema(:ombatantc«mmands DODOIC (b)) EQ 13526 14 (a) and (c
[

................. s v y ‘ SN -
{U)Recannneadanons - U :

(W) AppendiX A iiiciisiinonmasmeersomeirsessissn e b9

1F) Scope and Methodology . . 19
§ P gy

Use of Gotitputer-Processed Data.. -- 19
1) p
() Prior Coverage ’ : s ' ; wisrenesis 19

(Ej) List Of C!&SSiﬁ@d S:‘_:’uFce.:s..li-cIn‘lénnnninu‘g‘ns‘u‘natiat:»:&:saiil‘tli'é_n.ii‘u‘u‘t‘nnanl_oﬁ'r.a 20

(U) Acronyms and Abbreviations ceerrriuresesssnessssressissarsrossreunes 23

T USSTRATCOM {b){(1) EO 13526
g Section 1.4a
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PPN RYar S R P WA WATRT W o0 | RATCOM (D)(1) EO 13526
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A b kb b £ f F ARt ey Section 1.4a

(L) Introduction

{U) Background

{(U) Military Deception

(U) MILDEC is an-action executed deliberately to mislead adversary military,
paramilitary, or violent extremist organization decision makers, thereby causing the
adversary te take specific actions that would contribute to the accomplishment of the
friendly mission.. MILDEC activities are planned to support objectives detailed in
concept plans, OPLANSs, and operation orders associated with approved military
operations or activiiies.! When properly integrated with operations security, other
information-related capabilities, and the visible activities of the joint force and its
compoients, MILDEC can be a decisive tool in dltering the adversary’s views, analysis,
decisions,and actions.

(U/ /Fe80] Joint MILDEC is planned and conducted ini theater opéerations to support
military campaigns and mdjor operations. Joint MILDEC activities are planmed and
executed by, and in gupport of, combatant commanders, joint: force conimandérs, and
joint task force. A‘combatant conmmander develops supporting Joint MILDEC plans for
standing OPLANSs directed by:

# {U) A cofiéept plan fay reqidie considerable expangioh or altefation to convert itinto a complete and detailed GPLAN or
.operation order.

[U] An QPLAN is camplete, detailed, and contains 4 quI de."scnpl]m of the concept of operatmns all applicable annexes to
the plan dnd @ timé- phased ‘force and deployment list

(U) An.operation order is a directive.issued by a commander to subordinate commanders for eﬂectmg the coordlnated
éxectition of an operatlon

PR T% (“\‘E‘"‘! sl g“; g"trﬁ g f ?r‘ ‘,mqj"ﬁ“ i USSTRATCOM (b)(']) EO 13526
R R = R = ff,{vL,;'.as e Section T.4a

DOGIG-2020-03% 1




PRSPPI SERII ISP |5 TRATCOM (B)(1) EO 13526 AT T e Ty
'E A SR AraYnEY)

(U} Intraduction

*  (U//reto) the Guidance for Employment of the Force;?

« (U//FOTD) Joint Strategic Gapabilities Plan tasked conept plaris, OPLANS,
theater campaign:plans, and global campaign plans;3

- (U//FEH0) non- Iouit Strategac Capabilities Plan combatant
commanders-directed concept plans, and OPLANSs; orin response o
contmgenc;es

fs) USSTRATCOM. (b)(1) EO 13526 Sectlon 14a -

(U) Space

(1) Space is a physical domain like the air, land, and maritime domains, where military,
civil, and commercial activities are conducted. DoD space forces are the systeins,
equipment; facilities; organizations, and personnel or combination thereof, nécessary to
cotiduct space op'érafi_oi;s.

(U) Space systems cofisist of thirée relatéd segments:
» (U} Ground (Texrestrial) Segmeiits. Grotind base facilities and equipnient
supporting command and control of space segment resources to include

ground-based process equipment, earth terminals, space sifuational awareness
sensors, and interconnectivity between the equipment facilities.

+ (U)Link Segments. Signals that connect ground-and space segments.

. (U) Space Segments. Operational Spdcecraft within theé ‘space joint-operating
atea.

[ ran ] Secretary of Defense "Gu[dance for- Emplnyment of theForce,” Febrifary’ 3; 2(]15

-* {U3) A Joint Strategic Campaign Flan pruvrdes mil[taw stfategzc anid operational guidam:e to combatant commanders for
‘préeparation of plans based on cirrent mllital'y capabil;ﬂes

* (U) Chairman of the Joink Chisfs of Staff Instrition 3211:01F “loint Policy for- Military Decéption,” May 14, 3015,

(U] Chairman of theJomt Chlefs of Staff Manual 3130034, "Plann[ng and Executton Plannlng Formats and Guidance,”
February 4, 2019.

BOLHG-2020-038
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(U} hitroduction

ES) USSTRATCOM (b)(1} EO 13526 Section 1.4a :

EWRRENTUSSTRATCOM (b)(1) EO 13526 Section 1.4a
USSTRATCOM (0)(1) EO 13526 Section 1.4a

[ s

{U) Source: Defense Threat Reduction Agency:®

(U)}oin.t Publication 3-14 states that deception inh spacé operations is typically designed
to confuse or-mislead a threat with respect to the location, capability, operational status,
mission type, or robusiness of a national s.ecufﬁy_system orpayload.” If deception
measures are successful, an adversary will not attack a sp_e_ciﬁg system or capability.
Given the nature of space gperations, deception isa :c_l"iti(:'al element of any
space-system’s ability to support functions necessary for mission success.

(U} Roles and Responsibilities

(U) Joint Staff

(U) The Joint:Staff Operations Directorate [J3] sapports the combatait commanders in
:‘dEVelopmentl assessment, coordination, and recommendation of Joint MILDEC options.
The Joint Staff Global Operations Special Activities Division [Joint Staff]39] ensures’
CCMDs Joint MILDEG requirements do not conflict with joint MILDEC operations
occurring in ofher areas of responsibility. The Joint Staff |39 oversees the incorporation
of Joint MILDEC into the information operation portion of operations estimates.

* {0/ /Paee Tefense Threat Reduction Agency; “2014 Balanced Survivability Assessment of Naval G41 and Support Activities,
- Naval Support Activities Naples,” April 11 2014.

¥ [U¥ Jotrit Piblication 3-14, “Space Operations,” April 10, 2018,

USSTRATCOM {b)(1) EQ 13528
Section 1.4a

MEVE) QDT ) A TR

[y EY EoS Teuf A L A3 i.}; f.an-i&Al.x'_
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TR aWataPabel e R Warat Wil - oo | RATCOM (b)(1) EO 13526

. TS TENEPENR &
pwpayrawe Scction 1.4a

IRMNSE RFENT

{UY Introduction

(U} U8 European Conuniand
fSﬂ"RE‘L) USSTRATCOM (b}(3) EO 13526 Section 1.4a; EUCOM (B)(1) E© 13526 Sesion 1.4a, g; INDOPACOM (b)(1) EO 13528 Section 1.4a, b, ¢

) Us, Space.Comuiand :
(1) To further accelerate warfighting capability in space, the DoD created [JSSPAGECOM
which is respotisible for preparing for and deterring conflict in space and leading U.S

forces in that fight: USSPACECOM will develop space doctrine, concept of operations

WUSSTRATCOM ang EUCOM {b){1) EQ 13526 Saction 1.4a; INDOPACOM (b)(1} EQ 13526 Section 1.4a, b, ¢

HUSSTRATCOM (m)(1) EO 13528 Section 1.4a; INDOPACOM (b)(1) EQ 13526 Section 1.4a, b, ¢
I R —

DODIG-2020-035 | &




e e N DG Nl S [ RATCOM (b)(1)E013526
EREYA x)xjs;g_mgljfr,at'{;wul' . '

thJ\T‘ﬂaiaﬁi
- T R A )

(U} Ttroduction

(U) and space tactics, techlliques and procedures To grow the needed joint warfighting
by '
USSPACECOM Tlle Space Ope}al i s,_-For(:e mli be responsﬂ:l]e for provad" g persoinel.
neéded to develop, field, and integrate space capabilities into fulti-domain warfighting.
USSPACECOM will also bie responsible forthe deploying teams 6 spéce expeits to
USEUCOM and USINDOPACOM to assist USSPAGECOM to meet its priorities, such as;
integ_raﬁ'ng'space':piallning_a;lld dgperations across military campaigns:and contingency
plans.

onnniel; _
{0)(1) EO 13528 Secuon 1.4a; ENDOPACOM ()1 EO 13528 Secuon 1 48, b c

NN DODOIG (b (l)EO 13596 14 (2 )and (g |

(U) Rev:ew Gf lﬁternal Controls

{Sy%&ee—l\ﬁ DoD Instruction 5070.40, “Mauagers Internal Control Program Procedures,”
May 30, 2013, requires DoD organizations lo Implement a-compr ehenslve system of
interral controls that provides reasonable assurance that programs are opérating as
intended and to evaluate the effectiveness of the controls
DODOIG (b)(l) TR P

x {U} BoD Instruction 5010040, “Managers’ Irternal Control Prograim Procedures,” May 30, 2013.

(Tt Wt e WLt e St < B B I W
FRR R N AN W R

Section 1.4a

‘,_;}" [

DOBIG-2020-039 15




.‘m,m SR e T T L e USSTRATCOM (b)(1)EO 13526
: N W Ji_JLJﬁ‘{?{IlLJ‘o‘)l'i'- :

(U} Introduction

fsHAceM) IRIORSITEI@ e viili provide a copy of the report to the senior official
responsible for internal controls at USEUCOM, USINDOPACOM, and USSTRATCOM.

IS ety N

LIRS R NS R RN

DODIG-2020-029 | &




(1) Finding

DODOIG (b)(l).EO 13526 1.4 (a) and {g)

DODOIG (b)(1) EO 1_3526 1.4 (a} and (g)

IR A L h N N W A R 3 S

M, and USSTRATCOM N

DODIG-2020-0338
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(U Finding
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{10 Finding

u (U] 2018 National Defense Strategy, 'Sharpemng the Ameracan Mlhtarv' s Compet:tive Edge,” January-19, 2018,
LUSSTRATCOM (b)(1) EO 13526 Section 1.4a * R .

MY T O TIO T 4 A SO LT MR (D)U)EO 13526,
ER N R N = raa Section 1.4a .

DODIG-2020-02¢ | o




‘?t‘iﬁ‘h?é"‘f‘\ﬁ‘.\i’

3RS WFLRLY

(U3 Finding

eptee it DODOIG (b)(1) EO 13526 1.4 (a) and (g) ]
=

\eem) Combatant Commands IS
DODOIG (b)(1) EO 13526 L4 () and ()

UGOM and USINDO M
EO 13526 1.4 (a) and (g)

01 (b)(1)

#(U) Command MILDEC Oficer —designated oificer with overall oversight and management respopsihility for each MILDEC
program within the CCMDs, agencies, and seivice camporients which support Joint military operations.

FEL T s e AT o F A e R
R SRS AR M N R g sy g ag Scction 1.4a

DODIG-2020-0391 10
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(1) Finding

(1) 7.U§5PACE’COM"?P&FSQn_fzei.;-lﬁffll_ASSI'st; USEUCOM and USINDOPACOM With
Integrating Space Operations Throughout the Command

(U} Dob Report to Congressfonal Defense Committees, Flnal Report on Organizational and Management Structure for the
Naticrial Security Space Compbrients'of the. Department of Defenss,* -August 8, 2018,

5") S”\“E’“tﬂ'\‘g“} " r{\ '} ] ﬁ f"ff"";‘?‘f]‘ USSTRATCOM (b}(1) EO 13026
T ,4-\,;‘.‘_;“ o S

N ! T e T o™ T E
: i‘;_vt'uu,tx

BODI-2G20-039%
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(U} Finding

operatlens to ensure the survwal and reslhence Of thelr space Illlssion - |
DODOIG (b)(1) EO 13526 1.4 (a) and (g)

i"' {Uj foint Bublication 3-13.4,Mifitary Deception;” February 14, 2017,

P e e e W I \‘v. B USSTRATCOM (b)(” EO 13526
[ RE ) NEWE N MR B S AW Ey Scclion 1,48

[AE T P
‘.f“ﬁ\JI \le‘e.iJ

DODIG-2020-035 | 12
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USSTRATCOM {b)(1) EO 13626
pepggSectont4a - -

(L) Finding

DODOIG (b)(1) EO 13526 1.4 (a) and (s
[ o e S e e
[

DDDIG-2020-0391 13
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U} Finding
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T ik Pa A R s S A At ot 3 U S FRATCOM (b)(1) EO 13526 ”
ERE S NV SN N N gSection 1.4a ¢ Ui A

{U) Finding

(U) Recommendations

(U) Recommendation 1
(U) We recomimend that the Diréctor of Inforthation Operations, U.S. European
Cominand:

1) EO 13526 Section 1.4a

(U) Management Actions Taken

£F5AAAEEM) During the audit, the USEUCOM Information Operations [J39] Deputy
agreed with the récommendations and 1mmedlately mmated correctlve actlons -
DODOIG (b)(I) EO 13526 14 (a) and (g): ' ' . -

The action taken is sufficient to resolve Recommendaﬁon Ia We wﬂ] close the

recommendatmnwhen weverlfythatUSEUCOM DODOIG{h)(1) EO 13526 1.4 (a) and {

{—'FS;%EGM} On October 9, 2019, the USEUCOM 139 D puty stated theit [

_ Theaction.
taken-will enable i R
—and is sufﬁczent to resolve Recommendatlon 1b. We will close

the recommendatlon when we

DODIG-2620-039 | 15




L i S TR O&SYETT P EEER R E F P-'(E' USSTRATCOM (b)“) EO 13526
X wFEdta BRE B L et B xoem Section 1.4a

{11} Finding

(U) Recommendation 2

(U) We recomimend that the Director of Information Operations Division, U.S.
Indoe-Pacific Command:

(U] Management Actions Taken

{'—l‘—Sﬁ%GGM#N—Fﬂ During thieé audit, the Director of Information Operations Division, '
USINDOPACOM agreed with the recommendatlons and iin ec,hately initiated corrective
Gl DODOIG (b)(1) EO 13526 1.4 (a) and {g) _ SRR

are’s tesolve Recommendation 2.a. Wewill
close the récommendation when we ver 1fy tnat usiooracov I EG_

DODOIG (b}{1) EO 13526 L.4 (a) and () '

: €3 On October 17,2019, USiNDOPACOM prowded_
DODOIG (b)}(1) B0 13526 1.4 {2) and (g)

IR -tion takon il enablo [
andis’
sufﬁc1e ' solve Recommendatmn 2: b. We wﬂi close the recommendatm i When 'we

PRtV DODOIG (b)(1) EO 13526 1.4.(a) and (g)

DODIG-2030-026 | 1a




EENES ‘._)hb,&k,lu L/ fx erEwrEEea Scction 1.4a B : n ——— }

(1) Finding

(U) Recommendation 3

(U) We reconimend thit the Director of Global Operations Special Activities
Division, Joint Staff document the relationship between military deception and
space opet: ations in ]omt doctrine to guide planners in understandmg their roles
and resp()llSIbIlltleS for mutually support:ng one another

(U) Maiiagement Actions Takéen

{U) Recommendation 4

) We recommend that the U s Strateglc Commaud Commander-

(U} Management Actions Taken

(F54ACEM) During the andit; the Director-of Inforination Operations, USSTRATCOM
immediately initiated corrective actions to address the recomineiidation. EEEEE

DODIG-2G20-034 | 17
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(11 Finding

2l DODOIG (b)(1) BO 13526 1,4 (a) and (g

Thé actions’ taken dre. sufﬁment to résolve
Re(fommendatlon 4. We wili close the recommendatlon when we Verkfy that

USSTRATCOM

L IR N N

BEEYEEYISAE

PR T ST AYTTTUTY ST K YR USSTRATCOM (b)(']) EO 13526

e w—— ] :x\m;,q_fff,g_ﬁ-..:\‘j\t’
DOMIG-2020-635 | 18




NUSSTRATCOM (b)(1) EO 13526 :
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PRy B T T N Y R s S .
EEL S A S W RN S S S e Y mSeclion 1.4a

(U} Appendix

(11} Appendix A

(U} Scope and Methodology

[U] We conducted this performance aucht from Janunary 2019 through November 2019
in accordance with generally aceepted government auditing : standards Those
standards require that we plan and perform the audit to obtain sufficient, approprlate
evidence 1o provide a reasonable basis for our findings and conclusions based on our
audit objective, We helieve that the evidence obtained provides a reasonable basis for
otit findings and conclusions based on our audit objective.

(U) We focused our audit on the USEUCOM, USINDOPACOM and USSTRA’ I‘COM use of
]omt MILDEC tof§ 10 USC 130(e) - : —
BB e met with Joint Staff, Office of Secretary of Defense for Pohcy, and Office
of Sec1 etary of Defense for Intelligence to gather background information on the
integration of space operations into MILDEC plans. To obtain sufficient, evidence, we
conducted sﬂ:e visits to USEUCOM, USINDOPACOM, and USSTRATCOM During our s;te

(U) We identified and reviewed the [ SelRC RIS CREE) and.

USINDOPACOM. From the listings, we 1_1_0_11_— ically selected critical assets for
additional audit procedures. We based the critical asset selection on each COCOM's
prioritization, asset location,; asset type, and if the asset supported an applicable
OPLAN.

(U) Use of Computer-Processed Data
() We did nat use computer-processed data to perform this audit,

{U) Prior Coverage
[U) No prior coverage has been conducted on integrating space operations into MILDEC
plans during the last 5 years.

AT e N N WA W SSTRATCOM (b)(1) RO 13526 -~ 'B
ERNC I R i Ny A R ALY L) i Section 1.4a
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(U} List of Classificd Sources
Source 1: (U] Chairman of tie Jotit Chiefs of Staff Instruction 3211.01F, “Ioint Pohcy

Source 2:

Source 3:

Source 4:

Source 5:

Source 6:

Source 7:

for Mihtary Deceptl{m "May 14, 2015 (Docunient Classifisd.
SECRET//NOFORN)

Declassify on: May 31, 2040

Date¢ of Source; May 14, 2015

{U) Secretary of Defense “Guidatice For The Employment of the Force
2015-2017" (Document Classified SECRET/ /NOFORN)

Declassify on: February 3, 2040

Date'of Sourcé: February 3, 2015

(U) 2018 National Defense Sirategy (Document CIasslﬁed SECRET)
Declasmfy on: January 19, 2043
Date of Source: January 19, 20 18
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(1) List of Classified Sources

(U) List of Classified Sources {cont'd)

Souree 8:  (U) Headquarters USINDOPACOM ]39 Information Operations (Document
Classified SECRET//NOFORN)

Declassify on: February 16, 2043

Date of Source: February 13, 2019

Source 9: (U) Appendix 3 to Arinex C t6 USPACOM OPLAN 5076-15 Change 1
(Document Classified TOP SECRET) |
Declassify on: June 30, 2042
Date of Source: June 30, 2017

Source 10: (U) USSTRATCOM Fiscal Year 2018 Joint MILDEC Annual Operations Report
(Document Classified SEGRET/ /NOFORN/ JAceM )
Dec_}a_sslfy.on November 30, 2043
Date.of Souirce: November 30, 2018

Source 11: (U) USSTRATCOM Plans Overview (Document Classified TOP SECRET)
Deciass'i'fy on: June 12, 2043
Date of Sowrce: June 13,2018

Source 12: (U) USSTRATCOM MILDEC (Docamient Classifisd SECRET//NOFORN)
Declassify on: September 9, 2044
Dafe of Source: Septeriber 9, 2019

Source 13: (FOHO) Balanced Sutvivability Assessment of Naval C41Land Support.
Activities, Naval Support Activity (NSA); Naples, Italy (Doctiment Classified
SECRET//NOFORN)

Declassify on: e 20, 2039
Date of Source; June 14; 2014

Source 14: (U) USEUCOM Instruction 3206.02 MILDEC Program {Doctment Classified
SECRET)
Declassify on: October 20, 2036
Date of Source: October 20, 2011
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(U} List of Classified Scnrces

(1F) List

"

tof Classified Sonrees |

cont'd)

Sowrce 157

Source 16;

Source17: |

Source 18:

(U} Captain Myers Building (C41 Building}/ Naval Computer,
Telecomfminication Station (Ddcimient Classified SECRET)
Declassify on: October 26, 2039,

Date of Sbg‘rce: October 26, 2014

(UY Camp Smith Protected Military Satellite Commmmication Terminal
(D dcumént Classified SECRET)

Declassify on: April 12, 2044

Date of Source: April 12, 2019

R S - (Documertt
Classified TOP 'S_ECRET//AGC'M oA OM 0 13325
Declassify on: April 29, 2044

Date of Source: April 29, 2019

[U)AD]]EXN to USINDOPACOM INDOPACOM(b)(1) _EO 13526 Section 1.4_&! :
[Da,ctm}en_t‘iﬁlass_iﬁed TOP SECRET) '

Declassify on: February 4, 2030

Date of Source: February 4, 2015

N I Rt LSS TRATCOM (b)(1) EO 13526 (R T
Th pa Section 1.4a 'f_l'h'_p Vil

A RFL LRI a PR £ f j ChOAF

DNRIG-2G20-039 | 22




o o ol {®)(1) § ARTAYS "“xémr
TRrE O hitaAni k] AL

{U}CeMD  Combatant Command
{u} cwipo Cbmmanéi".Mi[i_t'ary Deception Officer
(U) MILDEC  Military Deception
{U) OPLAN Operation Plan
{U) USEUCOM  U.S. European Command
(U} USINDOPACOM  U.S; Indo-Pacific Command
v USSTRATCOM  USS. Strategic: Command
| (U} ceMD  Combatant Command

rg:mh I et s A s s W alal ¥ il SSTRATCOM (b)(1) EO 13526
S = ey By A Section 1.4a

DONIG-2028-035

23




s Whlstleblower Pratectwn
U S DEPARTMENT OF DEFENSE

.Protectmn meud’""*"*

irole ista edicate agency

_ teliation andemployees’ rrgh tsand

& : !able for: rep? mal The BafD Hatline Divectoristhe: designated
'ombud&man For mere mfarmaﬁon, pfease visit the Whistleblower webpage at
.www-dug.;g,rmg/&‘pnlpgnen_L;/Admmiammvefinvesi:gu_tmm/DuD Huottiney,

i "_f'"r:mﬂl‘e mformatmn.about DoD GIG

www;twatter.com /[io[) G

:‘D H_otlme
: |g.mi[/hotlme







	Structure Bookmarks
	~-\! . 1v:J''',· ·~ :r ,·.1,1·(·~ .I.ail. ;: . IJl1 if~.! I i/_/,i\<-
	Figure
	Figure
	(lj)!91lj!=itiy~. 
	Figure
	/(!il41IJ:¼\itiri;i;.~[~;i~:ii~~::;b~;;:rif .(,Y,f t.9 1h0'~lm¢.i?~~~'ffdJQ'fWJ(iicl(@ti:oVroe~t]ISt---·-·-• ,c,' • ' .,-, :NfAk,~Pt~.~O,\jrtJ_~l-t~J~.li~#fye i-~:u_eijJ)Y-'a:oo_m_mand~r,-lo-. ~~r~iwtrr~Br(iP:'J_i!~~-~~:.f9.~/~-~~q(~sW~:~t?g[Ci1r_~_~(!ci __ :~~~-OJ»~~Qf_~A· 
	(U) exernted by, and in support.of, combatant COJllIJl,<Ofn,aer~1 j_oi_nt _force C9n1n1andef~,-~~d. jqint.taSkforc~. 
	Figure
	2 {U) Cha_lrtnall.Of.~eloint"Chiefs of_Staffl_nst_ruction·3211;01F ."Joint "rolicy,fqr·M_l!jtarv_Oecepti_on,." l\ll~y 14, il;i'-5, , (JI) AJ.ol~t-~t_rSt_egl_c'.~rilP.algn __ P_la_n prOyldes r'nl_litatY strategic iind operl)tlonal 1¥!idc1_nc_e to comba~:ant_ commander~ for-prepaf/ltlon of plans base~ on current military capabll_lti_es; · 
	::i: (U} Chairman cifthe Join~ chiefs' of Staff Mil;nua_l 3'.!30.!)3A~ "Planning and Executicm Pfo_rinin'g F6rm'i:Jts ·and Guidiillfy.'' febii.iiiry 4/2019. 
	(U) Spat¢ is a physical Mmail\ liketl)e air; Iatid, and -marit:hlle.ddm,31Ils, where militmy, ci~(.";P,d co~mercial activities are.conducted. ·ooD space forces.are the systems, etjilil)lllent;'fa_cmtitfs! Oigartii;:ii;ions,,-aiid persontiel bi' combin,ttion thereQf. necessary to conduct space operations: Joint Publitation. 3-14 states that deception in sp~_C_~-OJ?:era.ti~msls.typica~y.d'eslgile_d to C:Onfµse or mi.slead a t\ireat with respecHo tlielocation, capability, Operat;.onal:Stattis/irii~sioil typ~_o
	~ (~) J.olni-Pcibl!aiuOn 3---14-f -~'Spac;e tlpera:tlol1s/' April ib,-Zorn. 
	(U) Finding 
	Figure
	Figure
	Figure
	(5/}i'lcCCl!/fNF) As a res1tlt, USEllCOM, USJNDOPACOM, and USSTRATCOM DODOIG (b)(l) EO 135261.4 (a) and ( 
	Figure
	(5//f&:CII//IIF) USEJ./CO~, USINPOPACbr-1, and USSTR/\TCOM DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	(U) Recommendations 
	(S//t.CCM) We reco1nme11d tl1atthe USEIJCOM a11d IJSINDOPACOM Director oflnfoimation Opei'ations U39] 
	(SHACCM) VY e ;Ilsa recon1mehd tliatthe USStRAtC0!,1 Com-µian:der DODOIG b I EO 13526 14 a and 
	USSTRATCOM (b)(1) EO 13526 Section 1.4a, g 
	(U) Finally, we retomme1id thatthejointStaffDirector of /39 <1ocumeuttl1e relationship bern(een MILDEC an<) space operations in,joj~t_doch,ine to guide planners in understanding their roles and responsibilities for mutually suppofring o;n,e another. 
	{U) Management Actions Taken 
	't!i') USSTRATCOM (b)(1) EO 13526 Section 14a, g 
	('I'Slft£CMJ DODOIG (b)(l) EO 13526 1,4 (a) and (g) '!'he actiontaken ls sl1fficie11t to resolt>e the recom.~eP.d,~tion. We.will Clo_s~J\1e_recoµup._eQdatlon when we ve1'ifythatUSEUCOM DODOIG b I EO 13526 1.4 a and 
	(TSffl£CH/fNl') DODOIG b 1 EO 13526 1.4 a and The action taken is s·uffidehtto resolve the:reconimendatiort. We will close the recqmmendation when we verify that IJSI.NDOPACOM DODOIG b 1 EO 13526 1.4 a and 
	('fS(/1£C!1) DODOIG b 1 EO 13526 1.4 a and 
	[TS/ff.CG4//l!F) DODOIG b I EO 13526 1.4 a and The actions ta:keifal·e·s·11ffiden.rto resolve·the tecomiiiendatioii. We will dose the recommendation When we verify that USSTµ,\TCQM . DODOIG b I EO 13526 1.4 a and (cr 
	ffS(/:£C!1) Additionally, USEUCOM J39 and USINDOPACOM. J39 immediately j!litjated corrective actions 
	[TS//f£CJ4) DODOIG (b 1) EO 135261.4 a and . The actions ¼!<en are suffidenttri resolve th¢-recOmi"nendatio·ns.-we.Will close the retqmme!ldations When USEUCQMand USIN)lOPACOI\I DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	DODOIG b I EO 13526 1.4 a and _reco~M1-:e.11d~tjon. We will dose. the_-rec:;orilh1¢ndation whe1i y,e obtain g11idance from DODOIG (b)(l) EO 13526 1.4 (a) and (g) P1ease ~e~:the R~cpmme~da:tions Tahi~ On tlie-nixt page for the stab.is of the recommendat:iOils. 
	(U) Recommendations Table 
	Table
	THead
	TR
	TD


	Director, Information Operations, us.lndo'Pacific command 
	Director, Information Operations, us.lndo'Pacific command 
	Director, Information Operations, us.lndo'Pacific command 
	None 
	2.a and2.b 
	None 

	Director, liiformcltioli Operations, U.S. E4ropean Cofl'.lmanc;I 
	Director, liiformcltioli Operations, U.S. E4ropean Cofl'.lmanc;I 
	None
	1.a and i.b 
	None 

	Director, Information .Opera_ti\'.lOS, U.S. strategic Command 
	Director, Information .Opera_ti\'.lOS, U.S. strategic Command 
	~ooe 
	4 
	None 

	Director, Global Operations Special AdivitieS Divisicin, Joint Staff 
	Director, Global Operations Special AdivitieS Divisicin, Joint Staff 
	None 
	3 
	None 



	{U) NOTE: Ttie following categories are ti> describe agency management's comments to individual recommendations: 
	• 
	• 
	• 
	(U) Unresolved -Manageme~t has nof agreed to implement the recommendation or.has not proposed attion~ that wlll address the recOmm.endation. . 

	• 
	• 
	(U) ll.esolved -Managementagreed to i_mplementthe recommendation m has. pmposect"actions that will address the underlying finding that generated the recommendation. 

	• 
	• 
	{U) closed~ OIG verified that the agreed upon corrective actio.ns were implemented . 


	INSPECTOR GENERAL 
	DEPARTMENT OF P!FENSE 
	4800 MARK CENTER DRl\llc 
	ALEXANDRIA, VIRGINIA22350-1500 
	December 13, 2019 
	(U) MEM0RANDUMfOR UNDERSECRETARY OF DEFENSE FOR POLICY 
	UNPER i,ECRETARY OF DEFENpE FOR INT~LLIGENCE 
	COMMANDER, U.S. INDO-PACIF[C COMMAND 
	COMMANDER, U.S. EUROPEAN COMMAND 
	C0MMAND!lR, U.S. STRATEGIC COMMAND 
	DIRECTOR,JO!NT STAFF 
	(ll) SlJBJECT:At1ditofCombatantf:ommands Integration of Space Operations Into MiUtary Deception Plans (RepoitNo, D0DIG-2020-039) 
	(U) We are pro'viding this final report for your information and use. DOD .officials to.o.k prompt a,ctionto resolve. each concern identifiecl; therefore, we will not make any additional recommendations iri this report. We conducted this audit in accordance with generally accepted government auditing standards. 
	(U) We appre,;iatflhe cooperatiqn and.11ssistance receive,;! d,iripg the audit. Please DoD DIG (b)(6) direct questions to me <1t , ~ (DS" ''@'f'il3@@' 
	(1· 1 .1. (I...~ t~ 
	Richard B. Vasquez 
	As$istant Inspector General for Audit Readiness and Global Operations 
	Figure
	(U) Introduction ................................................... , ................. 1 
	(U) Introduction ................................................... , ................. 1 
	[U) Objective _________ 
	[U) Background.,................... 1 
	(UJ RevieWof Interital controls.; ....... ~" 5 
	DODOIG (b)(l) EO 13526 1.4 (a) and ( DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	tS//t;;CGf .4{/}IJ:F) JJ.S.·E.uiopeart _Coirllw1;r.id,· U.S .. I~_do:~Ppcific Co~.nil}at)d, a,n~ U.S. Strategic;: Comman~ _________ 7 DODOIG b 1 EO 13526 14 a and 
	fS/h')GCH) _Com,batant Commands 1 1 1 .... 9 
	f5f/ACCf4) CqmbataQ.t Coiiiniartds . a an g .................... ________________ ........ 10 
	,(Ii; USSTRATCOM (b)(1) EO 13526 Section 1 4g , ___ _,, ................... 12 
	DODOIG b 1 EO 13526 1 .4 a and .... 12 
	ES//f..:CCt4) <;:om1:Jatant Co)J.~ands DODOIG b 1 EO 13526 1.4 a and 13 
	TOCI
	(U) Scope and Mcthodology __________ • ____________ ............................. 19 
	(UJ.Use ofColllj>Ufor-:-Proce:SsedData, -19 
	(U) Prior CoVerflge ........ ;.19 
	(U) List of Classified Sources .......................................... ., ..... _ ....... _ ..... 20 
	(U) Acronyms and Abbreviations ......................................... 23

	P
	(U) Objective 
	(~ USSTRATCOM (b)(1) EO 13526 Section 1.4a, g 
	(U) Background 
	(U) Military Deception 
	(U) MILD EC is an action executed deliberately to mislead adversary military, paramilitary, or violeilt extremist orga1iization decision makers, thereby causil1g the adversary to take specific actimis that would contribute to the accomplishment of the friendly mission. MILD EC a.ctivities are planned to support objectives detailed in concept plans, OPLANs, and operation orders associated with approved military operations o.r activities.1 When properly integrated with operations security, other information-r
	·l (U) A coflcept plan (ll8'( (eqi.Jire considera~le expansion 91' alt~ratioll to con Vert it into H complete an~ detailed O_PLAN Or operation order. (U) _A.fl_ OP LAN is. colllplete, detailed, and contains a _full descriptHm Of the concept ofoperatioi:is, all applicable annexes to the pl ail, and a· time-phased force and deployment list. (U) An operation o~de~ is a directive.issued by a comm~nder to subord_in_ate commanders for effeCti_ng the coordinated execution of ari operation. 
	(U/ /i'fflffl)JointMILDECis planned and condttctedin theater operations to support military campaigns and major operations. Joint MILDEC activities are planned and executed by, and in sqppmt of, combatant comma11ders, joint force commanders, and joint task force. A combatallt commander develops supporting Joi11tMILDEC plans for standil1g OPLANs directied by: 
	• 
	• 
	• 
	(U //l'tl'lfflj t:he.Gt1idance for Employment of the Force;' 
	2·(§HH!it Sei:retary of Defeflse '.'Gu_tda_nce fo_rlniploylTlent of the Force," f{!b.rirari/3,. -20J5. 

	• 
	• 
	(\J/fFU'Um Joiµt Strategic Capabilities Plan ta:s\ed conceptplaris, OPLANs, theater campaign plims, and globfil campaign plai!Sf3 
	'(Li) A Joint Strategic Campaign Plan provides flilitary Stfateg-icafld operal:ional guidance to combataritcommanders for preparation .of P.lans based on p.u:tentmiliti:i.r'{ capilbilitles. 

	• 
	• 
	(U / /f'ffiffi) 11011-J oint Strategic Capabilities Plan combatant cornmanclers-directedconceptplans, a11d Ol'LAJ'fs; or jnresponsetq contingencjes. 


	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	4 (iJ) dmiiman· of the Joint Chiefs Of Staff lnStrudion 3211-.0lF; ·11foint Policy for Militar{ Deception," Miiy 14, 1015. 
	i'(U) Chairman of the Joint Chiefs of staff Manual 3130.03A, "Piannlng a_nd E>,:ecutloo Planning Formats and Guidance/ FebiuHry 4, 2019. 
	(U) Space 
	(U) Space is a physical domain like the air, ls111d, and maritime domains, where military, cjyil, ai.1d commercial activities are conducted. DOD space forces are the systems, equipment, facilities, organizatio1is, and personnel or combinatioi1 thereof, necessai-y to conduct space operations. 
	(U) Space systems consist ofthree related segments: 
	• 
	• 
	• 
	(U) Ground (Terrestrial) Segments.· Grcnu1d ba,efacilities and equipment suppotting command and control of space Segrnentresources to inclttde ground-based process equipnient,earth terminals, space situational awareness sensors, andinterconnectivity between the equipment facilities. 

	• 
	• 
	(U) Link Segments. Signals that co1111ect ground and space segments. 

	• 
	• 
	(U) Space Segments. Operatiolial spacecra:ftwithin the spa:cejoiilt,opeta:ting area. 
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	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
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	(U) source: Defense Threat Red~ction Agency.' 
	~ (U//~ DefetlSe llfrea't R_eduction Agency; "2014 e·alanced Survivability Assessment of Naval E41 and Suppc:irt Activities, . N.ivat S1,.1pport Activities _Na-~les," April 11 2014. 
	(U) Joint Ptiblication 3-14 states that deception ih space operations is typically designed to confuse or mislead a threat with respect to the location, capability, operational status, mission type, or robush1ess of a nation;il s.ecurity system or pay)oad.7 If deception measures are successful, an adversary will not attack a. specifo; system or cap;ibility. Given the nature of space operations, deception is a .critic;i) element.of any space-system's ability to snpport functions necessary for 1nission succes
	7 (U,-Jolnt Publlcatfofl3-i4-, "Space Op~rationS,"-April.10, 2018. 
	{U} Roles and Responsibilities 
	(UJ joint Staff 
	(U) The JointStaff Operations Directorate [)3] supports the co1bbata1\tcommanders in development, assessment, coordination, and recomniendation ofJoint MILD EC options. The Joint Staff Global Operations Special Activities Division [Joint StaffJ39] ensures CCMDs Joint MILDEC requirements do not conflict with Joint MILD EC operations occ;nrring in other areas ofrespollsibHity. The Joint Staff J39 oversees t)1e incorporation of Joint MILD EC into the informationoperation potUon of operations estimates. 
	(U) Geographic Combatant Commands 
	(U) EUCOM (b)(3) 10 USC 130(e) 
	(U} U.S. European Command 
	(Jj)'f(t~L) USSTRATCOM (b)(1) EO 13526 Section 1 4a, EUCOM (b)(1) ED 13526 Section 1 4a, g, INDOPACOM (b)(1} EO 13526 Section 1 4a, b, c 
	(U) U:5'. IIJdo'-Padfic C61m1frmd 
	~ USSTRATCOM (b)(1) EO 13526 Section 14a; INDOPACOM (b)(1) EO 13526 Section 1.4a, b, c 
	USSTRATCOM and EUCOM {b){1) ED 13526 Section 1 4a, INDOPACOM (b)(t) EO 13526 Section 1 4a, b, c 
	USSTRATCOM b 1 EO 13526 Section 1.4a, INDOPACOM b 1 EO 13526 Section 14a, b, c 
	{U} U.S .. Spaq' Canw,m,d 
	(ll) To ftirtl1et ;\cc~lerate wapighting capability in space, :tl1e Do.D createcj iJSSPACECOM whjcµ is responslbleforpreparirigfpr and deterring cmifl(ct in space and leading u.s forces in that fight USSPACECOM will develop space doct\-ine, concept of operations 
	(U) and space. tactics,techniqnes and procedures. To grow the needed joint warfighting expertise, the DoD is establishing a Space Opera,tions Force to qe oyerseenqy USSPAC)lCOM. The Space Operations Force will be responsible for providingperspnnel n.eededJo develop, fleld, and. integrate space capabilities into hinlti-domain warfighting. USSPACECOM will also be responsible for the deploying tea.ins of space experts to USEUCOM and USINDOPACOMto assist USSPACECOMto meet its priorities, such as, integrating sp
	(U) U.S.Strategic.Commc1;1d 
	~) USSTRATCOM (b)(1) EO 13526 Section 1.4a, INDOPACOM (b)(1) EO 13526 Section 1 4a, b, c 
	DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	(U} Review of Internal Controls 
	(S//ACCM) l)oblnstruction .S0i0A0, "Man<1gers'lntern'!.l Control Program Procedures,'' May 30, 2013, requires DoD organizations to implement a compreluwsive system of inten;rnl controls th.at provides reru,onable assurance that progra1ns are operating as intended and to evaluate the effectiveness of the controls.'° DO DOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	.1o (U) DOD lrlSttuc"tion 5010.40, "Mariiigers' lllte'rn31 Contrcil Pl"ograiii Proi:~ui-es,'' May· 30, 2013. 
	(s//i',CCM) Wevrill provhle a, copy of the report to the senior official responsible for internal controls atUSEUCOM, US)NDOPACOM, and USSTRATCOM. 
	(lll!'i11 djj irng 
	(&//ACCM//NF) U.S. European Command, U.S. lndo-Pacific. tornrnand, ~nd U~s. !itrategic Cornmand DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	Figure
	DODOIG (b)(l) EO 13526 1.4 (a) and (g) -------
	. . DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 
	Figure
	(S//ACCM) Combatant Commands DODOIG (b)(l) EO 13526 1.4 (a) and (g) (5//t,CGM//NJ{) USEUCOl\1.•us(l'lpQPA.COM,rmdUSST:RATCQM DODOIG b 1 EO 13526 1.4 a and 
	(S//ACGM} Combatant Commands DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 
	ffS//f£CM) Although the 2018 National Defense Str;1tegy DODOIG b I EO 13526 14 a and 
	DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	DODOIG b 1 EO 13526 1.4 a and 
	11(Uj 2018 National Defense Strategy, "Sharpening the American Military's Competitive Edge,n January-19, 2018. 
	u USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	(S//ACCl-\11) Combatant Commands DODOIG (b)(l) EO 135261.4 (a) and (g) 
	DODOIG (b)(l) EO 135261.4 (a) and (g) 
	13 ·(UJ_ Comma_nd MllDEC Offjc~r-des_ignat_ed Officer with ove,:a_ll oversight_a_nd_manag~ment re~ponsibility fpr each_ MI\DEC Ptogram'w1lhln the c':CMDs, agencieS, and-service CQJllponents which Supportjoint ffiilit.iry ope@ticnis. 
	f5j USSTRATCOM (b)(1) EO 13526 Section 1.4g; EUCOM (b)(1) EO 13526 Section 1 4(a) 
	USEUCOM. and lJ$INDOP;\GOM.-DODOIG b 1 EO 13526 1.4 a and 
	D0DOJG (b)(l) EO 13526 1.4 (a) and (g) 
	(UJUSSPACECOM Personnel Will Assist USEUCOM and USJNDOPACOM With Integrating Space Open1tions Throughout the Command 
	f.'i) USSTRATCOM {b)(1) EO 13526 Section 1 4a, EUCOM {b)(1) EO 13526 Section 1.4a, g, INDOPACOM (b)(1) EO 13526 Section 1.4a 
	.1\u)_ Do~ Reportt°-Congressl_onal_[)etense Corn.t!l,lttees~ "Fi_n.al Re_port: 011 Or~~nizat.ional and Managem_~nt St_ructure for the National Secu'rity space Components of the Departihent of D-efense/'-Aug1,1st 9, ·2018.-
	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	USSTRATCOM (b)(1) EO 13526 Sec!ton 1.4g 
	(U) USSTRATCOM (b)(1) EO 13526 Section 1.7e . Forjnstli1ce, Jo.int Publicatioli 3-13Ac.discusses the relatiohship betwM11 MILDEC and cyberspace operations.15 Specifically, the pnblica.tioilideiltifies planning consideratioi1s for integrating cyberspace operations and MILDEC. JoilltPub!ica6on 3 13.4, describes how MILDEC planners can.help protect infonnation systems \Jy apjllying deceptive activities, such as false sentets, replir:ation ofinformatiqnsyste1ns traffic, and false data s.torage, USSTRATCOM (b)(1
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