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(U) Bac/(ground (cont'd) 

TCOM (b)(1) EO 13526 Section 1 4a 

(U) Spat¢ is a physical Mmail\ liketl)e air; Iatid, and 
-marit:hlle.ddm,31Ils, where militmy, ci~(.";P,d co~mercial 
activities are.conducted. ·ooD space forces.are the systems, 

etjilil)lllent;'fa_cmtitfs! Oigartii;:ii;ions,,-aiid persontiel bi' 
combin,ttion thereQf. necessary to conduct space 
operations: Joint Publitation. 3-14 states that deception in 

sp~_C_~-OJ?:era.ti~msls.typica~y.d'eslgile_d to C:Onfµse or 

mi.slead a t\ireat with respecHo tlielocation, capability, 
Operat;.onal:Stattis/irii~sioil typ~_or-rcibtistnesS_ 9'r-a 

national security systeni QI' payload,4 •. If deception 
meafiures ar~ successful, -~n. a_dve:rsal'y Wiil 1\ot.~tta.&. a 
specific system or capability. 

(U) exernted by, and in support.of, combatant 

COJllIJl,<Ofn,aer~1 j_oi_nt _force C9n1n1andef~,-~~d. jqint.taSkforc~. 

2 {U) Cha_lrtnall.Of.~eloint"Chiefs of_Staffl_nst_ruction·3211;01F ."Joint 
"rolicy,fqr·M_l!jtarv_Oecepti_on,." l\ll~y 14, il;i'-5, , 
(JI) AJ.ol~t-~t_rSt_egl_c'.~rilP.algn __ P_la_n prOyldes r'nl_litatY strategic iind 
operl)tlonal 1¥!idc1_nc_e to comba~:ant_ commander~ for-prepaf/ltlon of plans 
base~ on current military capabll_lti_es; · 

::i: (U} Chairman cifthe Join~ chiefs' of Staff Mil;nua_l 3'.!30.!)3A~ "Planning and 
Executicm Pfo_rinin'g F6rm'i:Jts ·and Guidiillfy.'' febii.iiiry 4/2019. 

~ (~) J.olni-Pcibl!aiuOn 3---14-f -~'Spac;e tlpera:tlol1s/' April ib,-Zorn. 

/ /1 T['\Dr<t,l l\T 
I ,.___ .._ .1.."- "' 
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(Sfh'<CCM//NF) USEUCOM, USINilOPACOl',1, a11d 

USSTRATCOM DODOIG (b 1 EO 13526 1.4 a and 

(U) Find/hg (cont'd) 

(U) Finding DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

DODOIG (b)(l) EO 135261.4 (a) and (g) 
(5//f&:CII//IIF) USEJ./CO~, USINPOPACbr-1, and 
USSTR/\TCOM DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 

DODOIG b 1 EO 13526 1.4 a and 

(5/}i'lcCCl!/fNF) As a res1tlt, USEllCOM, USJNDOPACOM, 

and USSTRATCOM DODOIG (b)(l) EO 135261.4 (a) and ( 

/ nR1\n T 
I '-,' l<.. \..l " 
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(TSffl£CH/fNl') 

DODOIG b 1 EO 13526 1.4 a and 

The action taken is 

s·uffidehtto resolve the:reconimendatiort. We will close 

the recqmmendation when we verify that IJSI.NDOPACOM 

DODOIG b 1 EO 13526 1.4 a and 

(U) Recommendations 
(S//t.CCM) We reco1nme11d tl1atthe USEIJCOM a11d 

IJSINDOPACOM Director oflnfoimation Opei'ations U39] 

(SHACCM) VY e ;Ilsa recon1mehd tliatthe USStRAtC0!,1 

Com-µian:der DODOIG b I EO 13526 14 a and 

USSTRATCOM (b)(1) EO 13526 Section 1.4a, g 

(U) Finally, we retomme1id thatthejointStaffDirector of 

/39 <1ocumeuttl1e relationship bern(een MILDEC an<) space 

operations in,joj~t_doch,ine to guide planners in 

understanding their roles and responsibilities for mutually 

suppofring o;n,e another. 

{U) Management Actions Taken 
't!i') USSTRATCOM (b)(1) EO 13526 Section 14a, g 

('I'Slft£CMJ DODOIG (b)(l) EO 13526 1,4 (a) and (g) 

'!'he actiontaken ls sl1fficie11t to resolt>e the 
recom.~eP.d,~tion. We.will Clo_s~J\1e_recoµup._eQdatlon 
when we ve1'ifythatUSEUCOM 

DODOIG b I EO 13526 1.4 a and 

17i'7 ,,..,,, r ,-. r, ,-. r1 111 rn J t ,'i ,""•1 ,-.1\ If 

1. '\J] ,_ LJ"\_, .. \.LJ .i / / .{JiV"-.... <1 .r·· 
USSTRATCOM (b)(1) EO 13526 
Section 1 Aa 11§t, t'tJ.t\.l 
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('fS(/1£C!1) 

DODOIG b 1 EO 13526 1.4 a and 

(U) Management Actipns Taken (cont'd) 

[TS/ff.CG4//l!F) 

DODOIG b I EO 13526 1.4 a and 

The actions 
ta:keifal·e·s·11ffiden.rto resolve·the tecomiiiendatioii. We 
will dose the recommendation When we verify that 
USSTµ,\TCQM . 

DODOIG b I EO 13526 1.4 a and (cr 

ffS(/:£C!1) Additionally, USEUCOM J39 and 
USINDOPACOM. J39 immediately j!litjated corrective 
actions 

{U) Management Actions Taken (cont'd) 

[TS//f£CJ4) 
DODOIG (b 1) EO 135261.4 a and 

. The actions ¼!<en are 
suffidenttri resolve th¢- recOmi"nendatio·ns.- we.Will close 
the retqmme!ldations When USEUCQMand 
USIN)lOPACOI\I 

DODOIG (b)(l) EO 13526 1.4 (a) and ( ) -
DODOIG b I EO 13526 1.4 a and 

_reco~M1-:e.11d~tjon. We will dose. the_-rec:;orilh1¢ndation 
whe1i y,e obtain g11idance from 
DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

P1ease ~e~:the R~cpmme~da:tions Tahi~ On tlie-nixt page 
for the stab.is of the recommendat:iOils. 

rn,-... r, n /''It\ ,7rn / ;\ ,-~ ;•-11\ if 
l \Jj 1,.JJ~l'-<!\_.LJ l / j-{J.\...t'\_,JI'.! 

USSTRATCOM (b)(1) EO 13526 
Section 1 4a I ' 
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ra•nr,; {·,..-,r··•rt,Pr,i r Ir, r~,•r.-.fi 
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(U) Recommendations Table 

Director, Information Operations, us.
lndo'Pacific command 

 None 

-------

Director, liiformcltioli Operations, U.S. 
E4ropean Cofl'.lmanc;I 

None 

Director, Information .Opera_ti\'.lOS, U.S. 

strategic Command 
~ooe 

·--,-

Director, Global Operations Special 
AdivitieS Divisicin, Joint Staff 

None 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

2.a and2.b 

1.a and i.b 

4 

3 

/ /1\Tn1rr,n1\J 
/.l•"-·'~',._/.\.',_.J.7 

None 

None 

None 

None 

{U) NOTE: Ttie following categories are ti> describe agency management's comments to 
individual recommendations: 

used 

·-· --· ··-··· -

• (U) Unresolved - Manageme~t has nof agreed to implement the recommendation or.has not proposed 
attion~ that wlll address the recOmm.endation. . 

• 

• 

(U) ll.esolved -Managementagreed to i_mplementthe recommendation m has. pmposect"actions that will 
address the underlying finding that generated the recommendation. 

{U) closed~ OIG verified that the agreed upon corrective actio.ns were implemented . 

l'Tlt"'\ a c,1.,r-,r,r,m I,'. ,r, ff 
L·\...,IJ UJ.J\...t..!.\.W .1. j j .li'l.J'l._;.l.Vl. 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

I IJ)T . ..-.."rl........_"i'"'l,\\.~ 

/ 1\l\Jl"Vl\.1~ 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

I /l\lf'\r-;(·\nh,J 
I , ~ .,,__, ~ ..._,. ~ ,._, 1 

INSPECTOR GENERAL 
DEPARTMENT OF P!FENSE 
4800 MARK CENTER DRl\llc 

ALEXANDRIA, VIRGINIA22350-1500 

December 13, 2019 

(U) MEM0RANDUMfOR UNDERSECRETARY OF DEFENSE FOR POLICY 
UNPER i,ECRETARY OF DEFENpE FOR INT~LLIGENCE 
COMMANDER, U.S. INDO-PACIF[C COMMAND 
COMMANDER, U.S. EUROPEAN COMMAND 
C0MMAND!lR, U.S. STRATEGIC COMMAND 
DIRECTOR,JO!NT STAFF 

(ll) SlJBJECT:At1ditofCombatantf:ommands Integration of Space Operations Into 
MiUtary Deception Plans (RepoitNo, D0DIG-2020-039) 

(U) We are pro'viding this final report for your information and use. DOD .officials to.o.k 
prompt a,ctionto resolve. each concern identifiecl; therefore, we will not make any 
additional recommendations iri this report. We conducted this audit in accordance with 
generally accepted government auditing standards. 

(U) We appre,;iatflhe cooperatiqn and.11ssistance receive,;! d,iripg the audit. Please 
DoD DIG (b)(6) direct questions to me <1t , ~ (DS" ''@'f'il3@@' 

(1· 1 .1. (I...~ t~ 
Richard B. Vasquez 
As$istant Inspector General for Audit 
Readiness and Global Operations 

, 1,:.·.;•~"i-i'~'~-4,,.;.:-1;.;·~,,!,' f,L;:."~•·-;,ri1'AA+,;-1;.;·~l\,q,1-i!!i-i!?!,·l,ul)-• • • 
1
1 '.i\.\ ,.~., _r:'r.~~ '.-"}. !\.J 

,-- ~_.., ;_ , .. , •--• ._.,,-'- ~- '""' -' j f ' •. _, "--'' . • ~ -- -- + + 
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USSTRATCOM (b)(1) EO 13526 
ectIon 1 4a 

, nunr:nn; ! 
I , • - ' '" • .. , 

(U) Introduction ................................................... , ................. 1 
[U) Objective _________ ~---------------------1 
[U) Background.,................... 1 

(UJ RevieWof Interital controls.; ....... ~" 5 

DODOIG (b)(l) EO 13526 1.4 (a) and ( 

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

tS//t;;CGf .4{/}IJ:F) JJ.S.·E.uiopeart _Coirllw1;r.id,· U.S .. I~_do:~Ppcific Co~.nil}at)d, a,n~ U.S. Strategic;: Comman~ _________ 7 
DODOIG b 1 EO 13526 14 a and 

fS/h')GCH) _Com,batant Commands 1 1 1 .... 9 

f5f/ACCf4) CqmbataQ.t Coiiiniartds . a an g 
.................... ________________ ........ 10 

• • 

,(Ii; USSTRATCOM (b)(1) EO 13526 Section 1 4g , ___ _,, ................... 12 

DODOIG b 1 EO 13526 1 .4 a and .... 12 ESil"..ccM//~JFJ tissrRAr·coM 
ES//f..:CCt4) <;:om1:Jatant Co)J.~ands DODOIG b 1 EO 13526 1.4 a and 

13 .c.,--~-~ ............................. 

(U) Scope and Mcthodology __________ • ____________ ............................. 19 

(UJ.Use ofColllj>Ufor-:-Proce:SsedData, -19 

(U) Prior CoVerflge ........ ;.19 

(U) List of Classified Sources .......................................... ., ..... _ ....... _ ..... 20 

(U) Acronyms and Abbreviations ......................................... 23 

fTlf"'\.n {'lr:'l( .... n'f':lrp JI ll rf'1\lf 
J. '-,/ .l l,.J J.,.J '\..I.!. "\,.LJ ..ll. / ):'."\..&'I,,..< ' - ,-

USSTRATCOM (b)(1) EO 13526 
Section 1 4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

I_U) I11troductio11 

(U) Objective 
(~ USSTRATCOM (b)(1) EO 13526 Section 1.4a, g 

-
(U) Background 

(U) Military Deception 

(U) MILD EC is an action executed deliberately to mislead adversary military, 
paramilitary, or violeilt extremist orga1iization decision makers, thereby causil1g the 
adversary to take specific actimis that would contribute to the accomplishment of the 
friendly mission. MILD EC a.ctivities are planned to support objectives detailed in 
concept plans, OPLANs, and operation orders associated with approved military 
operations o.r activities.1 When properly integrated with operations security, other 
information-related capabilities, and the visible activities of the joint force and its 
components, MILD EC can be a decisive tool in altering the adversary's views, analysis, 
decisions{~nid actions. 

(U/ /i'fflffl)JointMILDECis planned and condttctedin theater operations to support 
military campaigns and major operations. Joint MILDEC activities are planned and 
executed by, and in sqppmt of, combatant comma11ders, joint force commanders, and 
joint task force. A combatallt commander develops supporting Joi11tMILDEC plans for 
standil1g OPLANs directied by: 

·l (U) A coflcept plan (ll8'( (eqi.Jire considera~le expansion 91' alt~ratioll to con Vert it into H complete an~ detailed O_PLAN Or 
operation order. 

(U) _A.fl_ OP LAN is. colllplete, detailed, and contains a _full descriptHm Of the concept ofoperatioi:is, all applicable annexes to 
the pl ail, and a· time-phased force and deployment list. 

(U) An operation o~de~ is a directive.issued by a comm~nder to subord_in_ate commanders for effeCti_ng the coordinated 
execution of ari operation. 

DODIG-2020-03911 



,~ .,,..,"' ,, .. ·:, m · y ' _. ·""'_a,.._ 1 
A t} ir .,) Dt .. r'-J~ 1 / / .{ i ~'lc_J,l~ 1 

[LI) lntroductio1, 

• (U //l'tl'lfflj t:he.Gt1idance for Employment of the Force;' 

• (\J/fFU'Um Joiµt Strategic Capabilities Plan ta:s\ed conceptplaris, OPLANs, 
theater campaign plims, and globfil campaign plai!Sf3 

• (U / /f'ffiffi) 11011-J oint Strategic Capabilities Plan combatant 
cornmanclers-directedconceptplans, a11d Ol'LAJ'fs; or jnresponsetq 
contingencjes. 

USSTRATCOM (b)(1) EO 13526 Section 1.4a 

(U) Space 

(U) Space is a physical domain like the air, ls111d, and maritime domains, where military, 
cjyil, ai.1d commercial activities are conducted. DOD space forces are the systems, 
equipment, facilities, organizatio1is, and personnel or combinatioi1 thereof, necessai-y to 

conduct space operations. 

(U) Space systems consist ofthree related segments: 

• (U) Ground (Terrestrial) Segments.· Grcnu1d ba,efacilities and equipment 
suppotting command and control of space Segrnentresources to inclttde 
ground-based process equipnient,earth terminals, space situational awareness 
sensors, andinterconnectivity between the equipment facilities. 

• (U) Link Segments. Signals that co1111ect ground and space segments. 

• (U) Space Segments. Operatiolial spacecra:ftwithin the spa:cejoiilt,opeta:ting 
area. 

2 ·(§HH!it Sei:retary of Defeflse '.'Gu_tda_nce fo_rlniploylTlent of the Force," f{!b.rirari/3,. -20J5. 

'(Li) A Joint Strategic Campaign Plan provides flilitary Stfateg-icafld operal:ional guidance to combataritcommanders for 
preparation .of P.lans based on p.u:tentmiliti:i.r'{ capilbilitles. 

4 (iJ) dmiiman· of the Joint Chiefs Of Staff lnStrudion 3211-.0lF; ·11foint Policy for Militar{ Deception," Miiy 14, 1015. 

i'(U) Chairman of the Joint Chiefs of staff Manual 3130.03A, "Piannlng a_nd E>,:ecutloo Planning Formats and Guidance/ 
FebiuHry 4, 2019. 

J_ Jj ·>..Jt....J"--.•1'.'>-~ .ll / / 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

/ 1r\.T,-,,,r.1nnfd 
I·' i'•~" ~ ,~.,.'!. .... ~ 

[U) lntToductinu 

USSTRATCOM (b)(1) EO 13526 Section 1.4a 

USSTRATCOM (b)(1) EO 13526 Section 1.4a 

(U) source: Defense Threat Red~ction Agency.' 

(U) Joint Ptiblication 3-14 states that deception ih space operations is typically designed 
to confuse or mislead a threat with respect to the location, capability, operational status, 
mission type, or robush1ess of a nation;il s.ecurity system or pay)oad.7 If deception 
measures are successful, an adversary will not attack a. specifo; system or cap;ibility. 
Given the nature of space operations, deception is a .critic;i) element.of any 
space-system's ability to snpport functions necessary for 1nission success. 

{U} Roles and Responsibilities 

(UJ joint Staff 

(U) The JointStaff Operations Directorate [)3] supports the co1bbata1\tcommanders in 
development, assessment, coordination, and recomniendation ofJoint MILD EC options. 
The Joint Staff Global Operations Special Activities Division [Joint StaffJ39] ensures 
CCMDs Joint MILDEC requirements do not conflict with Joint MILD EC operations 
occ;nrring in other areas ofrespollsibHity. The Joint Staff J39 oversees t)1e incorporation 
of Joint MILD EC into the informationoperation potUon of operations estimates. 

~ (U//~ DefetlSe llfrea't R_eduction Agency; "2014 e·alanced Survivability Assessment of Naval E41 and Suppc:irt Activities, 
. N.ivat S1,.1pport Activities _Na-~les," April 11 2014. 

7 (U,-Jolnt Publlcatfofl3-i4-, "Space Op~rationS,"-April.10, 2018. 

DODIG-2020-03-9 I 3 



r-;r,r-...n <""1i7 r\r'loir~l"l'1'/ Ii'. r--..,.,,:.,,r;,_fi' 
JI. •~JR L Ll\..-'ll .JL..l .l!. / l •'-..J\....111'.t 

USSTRATCOM (b)(1) EO 13526 
ectIon 1 4a 

(U) Geographic Combatant Commands 

(U) EUCOM (b)(3) 10 USC 130(e) 

-
(U} U.S. European Command 

/ l\ T ,·~1, r 1 ;-\ a; ,.._ J 
J'll'-../l! ~~.F.ll\..1"( 

[U) lntroductio11 

(Jj)'f(t~L) USSTRATCOM (b)(1) EO 13526 Section 1 4a, EUCOM (b)(1) ED 13526 Section 1 4a, g, INDOPACOM (b)(1} EO 13526 Section 1 4a, b, c 

(U) U:5'. IIJdo'-Padfic C61m1frmd 

~ USSTRATCOM (b)(1) EO 13526 Section 14a; INDOPACOM (b)(1) EO 13526 Section 1.4a, b, c 

{U} U.S .. Spaq' Canw,m,d 
(ll) To ftirtl1et ;\cc~lerate wapighting capability in space, :tl1e Do.D createcj iJSSPACECOM 
whjcµ is responslbleforpreparirigfpr and deterring cmifl(ct in space and leading u.s 
forces in that fight USSPACECOM will develop space doct\-ine, concept of operations 

USSTRATCOM and EUCOM {b){1) ED 13526 Section 1 4a, INDOPACOM (b)(t) EO 13526 Section 1 4a, b, c 

USSTRATCOM b 1 EO 13526 Section 1.4a, INDOPACOM b 1 EO 13526 Section 14a, b, c 

SSTRATCOM (b)(1) EO 13526 
Section 1.4a 

DODIG~:2020-039 I ,t 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

Ii\ 1 r~- y1,~~ p, l\_J 
J. 'f '-sY ~ ~ • ..,- .l \ .. I \ 

[U) l11troductio11 

(U) and space. tactics,techniqnes and procedures. To grow the needed joint warfighting 
expertise, the DoD is establishing a Space Opera,tions Force to qe oyerseenqy 
USSPAC)lCOM. The Space Operations Force will be responsible for providingperspnnel 
n.eededJo develop, fleld, and. integrate space capabilities into hinlti-domain warfighting. 
USSPACECOM will also be responsible for the deploying tea.ins of space experts to 
USEUCOM and USINDOPACOMto assist USSPACECOMto meet its priorities, such as, 
integrating space planning and operations across militaiy campaigns and contingency 
plans. 

(U) U.S.Strategic.Commc1;1d 
~) USSTRATCOM (b)(1) EO 13526 Section 1.4a, INDOPACOM (b)(1) EO 13526 Section 1 4a, b, c 

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

(U} Review of Internal Controls 
(S//ACCM) l)oblnstruction .S0i0A0, "Man<1gers'lntern'!.l Control Program Procedures,'' 
May 30, 2013, requires DoD organizations to implement a compreluwsive system of 
inten;rnl controls th.at provides reru,onable assurance that progra1ns are operating as 
intended and to evaluate the effectiveness of the controls.'° 

DO DOIG (b)(l) EO 13526 1.4 (a) and ( ) 

.1o (U) DOD lrlSttuc"tion 5010.40, "Mariiigers' lllte'rn31 Contrcil Pl"ograiii Proi:~ui-es,'' May· 30, 2013. 

rYi r<c ,:---, ,..,, r1 . .,. ri -.;-1r-n I r~ ,,-,,1_ 

l \ 1 d.L'1\ .. , .. \.,L'1 1 /-j -r1\~'-..1l1'1.--

SSTRATCOM (b)(1) EO 13526 
ection 1.4a 

/~\jl).lC1fllr~T\J 
I ,, ·~' .~ --~I ... , ~ 
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SSTRATCOM (b)(1) EO 13526 
ect1on 1.4a 

/ I\. T ,l'"'!.,;·Y, ['~ 1n f l 
. ~'-.J'ij '-.J'.!1.ld.'-: 

[U) Introduction 

(s//i',CCM) Wevrill provhle a, copy of the report to the senior official 
responsible for internal controls atUSEUCOM, US)NDOPACOM, and USSTRATCOM. 

f"o"lr""--.r- nr1 "l<"<.1r\rn JI ,.-~,,.._1\ ,t 

1- \_11 Li\_,!\.Lt 1 / rk\J\...ai .! · 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

/.1\ Jr-.. i:t""\ ill f• T 
! .,, ..,_,, ! "-" J;: '<. 'i 
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(lll!'i11 djj irng 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

(&//ACCM//NF) U.S. European Command, U.S. 
lndo-Pacific. tornrnand, ~nd U~s. !itrategic 
Cornmand DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
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DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
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(U) Findiug 

(S//ACCM) Combatant Commands 
DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

(5//t,CGM//NJ{) USEUCOl\1.•us(l'lpQPA.COM,rmdUSST:RATCQM 
DODOIG b 1 EO 13526 1.4 a and 

(S//ACGM} Combatant Commands 
DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 

ffS//f£CM) Although the 2018 National Defense Str;1tegy 

DODOIG b I EO 13526 14 a and 

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

DODOIG b 1 EO 13526 1.4 a and 

11 (Uj 2018 National Defense Strategy, "Sharpening the American Military's Competitive Edge,n January-19, 2018. 
u USSTRATCOM (b)(1) EO 13526 Section 1.4a 
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CU) Finding 

DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 

(S//ACCl-\11) Combatant Commands 
DODOIG (b)(l) EO 135261.4 (a) and (g) 

DODOIG (b)(l) EO 135261.4 (a) and (g) 

-
1 3 

· (UJ_ Comma_nd MllDEC Offjc~r-des_ignat_ed Officer with ove,:a_ll oversight_a_nd_manag~ment re~ponsibility fpr each_ MI\DEC 
Ptogram'w1lhln the c':CMDs, agencieS, and-service CQJllponents which Supportjoint ffiilit.iry ope@ticnis. 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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[U] Finding 

f5j USSTRATCOM (b)(1) EO 13526 Section 1.4g; EUCOM (b)(1) EO 13526 Section 1 4(a) 

USEUCOM. and lJ$INDOP;\GOM.-

DODOIG b 1 EO 13526 1.4 a and 

D0DOJG (b)(l) EO 13526 1.4 (a) and (g) 

-
(UJUSSPACECOM Personnel Will Assist USEUCOM and USJNDOPACOM With 
Integrating Space Open1tions Throughout the Command 

f.'i) USSTRATCOM {b)(1) EO 13526 Section 1 4a, EUCOM {b)(1) EO 13526 Section 1.4a, g, INDOPACOM (b)(1) EO 13526 Section 1.4a 

.1\u)_ Do~ Reportt°- Congressl_onal_[)etense Corn.t!l,lttees~ "Fi_n.al Re_port: 011 Or~~nizat.ional and Managem_~nt St_ructure for the 
National Secu'rity space Components of the Departihent of D-efense/'-Aug1,1st 9, ·2018.-

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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(U) USSTRATCOM (b)(1) EO 13526 Section 1.7e 

. Forjnstli1ce, Jo.int Publicatioli 3-13Ac.discusses 
the relatiohship betwM11 MILDEC and cyberspace operations.15 Specifically, the 
pnblica.tioilideiltifies planning consideratioi1s for integrating cyberspace operations 
and MILDEC. JoilltPub!ica6on 3 13.4, describes how MILDEC planners can.help protect 
infonnation systems \Jy apjllying deceptive activities, such as false sentets, replir:ation 
ofinformatiqnsyste1ns traffic, and false data s.torage, USSTRATCOM (b)(1) EO 13526 Section 1 7e 

m n (~,,;-,,r1,y-,;r,-.i;, r J A r-1'7, n 
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USSTRATCOM (b)(1) EO 13526 Section 1.4a 

USSTRATCOM (b)(1) EO 13526 
ect1on 1.4a 

USSTRATCOM (b)(1) EO 13526 Sec!ton 1.4g 

1 · T1r"-.,.,r1:--~ o,;s.. 
1 'f t.~~ ~ >,...J' JL \..l 'i 

(U) Finding 

(5//1'.CCM) Joint Publication 3-14, .discusses deception in a broad seusefor spate 
plan\iers to consider, but does nottisetheterm MILDEC. JointPublitation 3,14,states 
tl1at deception is considered by commanders of space assets, intheir plannfog for space 
operations, to ensure the survivaland resilience ~ftheir spacemissipn. --

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

11 . (S, II. ) ... 
1 ACCMr, NF USSTRATCOM 

DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 

(5//ACCMflNF) USSTRATCOM 
DODOIG (b)(l EO 13526 1.4 (a) and ( ) 

5 
.1_ {U) Joint:" Publfcati_on 3-13.4,"'Mllitiir,i beception," February 14, 2011: 
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SSTRATCOM (b)(1) EO 13526 
ect1on 1 4a 
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USSTRAT M ( ) E 3526 
Section 1.4a 

£Sh 
. ·'" { ... - . ·,; ... 

1',CCM/fNFJ 
,._ 

DODOIG b 1 EO 13526 1.4 a and 

(S/f,ll,CCJVI) DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

DODOIG b I EO 13526 1.4 a and 

(S//ACCM) Combatant Commands 
DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

(S f/ACCMf/NFJ USEUCOM, USINDOPACOM, and USSTRATCOM 

DODOIG b 1 EO 13526 1.4 a and 
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USSTRATCOM (b)(1) EO 13526 
Section 1 4a 
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Section 1.4a 

[U) Finding 
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USSTRATCOM (b)(1) EO 13526 
ection 1 4a 
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(U) Findillg 

(U} Recommendations 

(U)Recommendation 1 
(U) We recommend thatthe Directin' Oflnforimitiin'fOpera.tions, US. European 
Comtna.nd: 

a. £Slft1£€M) 
DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 

b. USSTRATCOM (b)(1) EO 13526 Section 1 4g, INDOPACOM (b)(1) EO 13526 Section 1.4a ~ 

[U) Management Actions Taken 

fFS//t£CM) Duri1ig the audit, the USEUCOM Information Operations 039] Dept1ty 

agreed with the recommei1dations and iinmediately initiated corrective actions. -
DODOIG (b)(l) EO 13526 1.4 (a) and ) 

The action tak.en is sufficient toreso!ve Reconnrumdatimi la, We will dose the 
reco1nmendation when we verify that US EU COM DODOIG b I EO 13526 1.4 a and 

fFS//l.CCM) On October 9,2019, the USEUCOMJ39 Deputy stated that 

DODOIG b • 4 nd 

and _is sufficient to resolve llecommendatjon 1J;,. We wiJI close 

r,7,,, o~, r; r, /'">l-i 'r"ifT1 I l A ,,.,, _,--.,,1 

\ . .Jl UL!\._,!\..LJ / 1.-~V>t...Jl''! 

USSTRATCOM (b)(1) EO 13526 
Section 1 4a · 1 ur·vn.t, 
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USSTRATCOM (b}(1) EO 13526 
Section 1.4a 

/1\Tt"t. '>r r l\ 
.l 'Y ~, • .I' ~ '-,.J t ¾.l ¾ 

(U) Finding 

(U) Recommendation 2 
(U) We recon,nu;nd thiitthe Director of htforQtation Operations Division, U.S. 
Indo-Pai:ific Command: 

a. fS//t.CCM) 
DODOIG (6)(1) EO 13526 1.4 (a) and (g) 

(VJ Management Actions Taken 

fFS/ff,CCM/fNF) During the audit; the Director oflnforination Operations Division, 

, USINDOPACOM agreed with the recommelidations al1di1i1mediatelyinitiated cottective 

actions~ DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

Th.e' a.c. ti.· ons . taken are . st1fficient to resolve . . . Recommendati.' . - . . on 2.a. We will 

dose tlie recommendation whenwe verifythatUSINDOPJ\.COJ\1 

DODOIG (b)(l) EO 13526 L4 (a and ( ) 

(5/fACCM)QnQq:ober i1,2019, lJSlNDOPACOMprovicled 

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

sufficiei1tto resolveRecomnie1idation 2,b. We will dcisethe fetoinmetidationwhen we 

verify DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

F7 -.. r. 0r1 f'''t""'l. rn t A,,-.....,, 
1- '\J l .. _ LJ _, .t \.,LI· 1 f f .J. 1-. ~ ,.., 1 v .!. 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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(U) Fiucling 

(U) Recommendation 3 

(0) We recOJnmend that the Director of.Global Operations Special Activities 
Division, Joint Staff document the relationship between military deception and 
space opetatious in johlt doctrine to guide.planners in understandhlgtheir roles 
and resJ)o11sibilitiesJor mutually supporting one anothei". 

(U) Mwwge1ne11tActions Taken 

(S/#,CC~l) Dlll'i:J)gthe a\ldit, Johit St;Jff Global Opet<1tions Sp(!cialActjvitiesl)ivision 
Uoi11tStaffJ3~]agreed Vyiththe retol\1!1.1e11datious ancj lillil\ediately jllifiated corrective 
actions. DODOIG b I EO 13526 1.4 a and 

tl1e ;i.ctiqn taken is.s\lfficii:l11tto rf!solve 
RecOmmehdatio11 3, We w:ill close tJ1erec01nmenda,tio\I wheII we obtain-

DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

(U} Recommendation 4 
(~l/l,CCM) We re!'Qmnie11!lt}latthe U.S. Strategic Co1nnmnd CQlJlillander-

DODOIG b 1 EO 13526 1.4 a and 

(U)Ma.nagementActions Taken 

(TS/f/.CCM) During the audit, the Director of Illforinatioh Opefations1 USSTRATCOM 

immediately initiated corrective actions to address the recommehdatiim. ■-
DODOIG b 1 EO 13526 1.4 a and 

FT ("-.T'> ...... 7~1'•rn J l A r''li',\\ 

J_ \_lj UlJ\.J_\.L! / L.iU __ ,,;_ .!. 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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CU) Fill(lillg 

DODOIG b 1 EO 13526 1.4 a and 

The actions taken are Slifficient to resolve 
Recommendation 4. We will close the reconune11dation when we verify that 
USSTRATCOM DODOIG (b)(l) EO 13526 1.4 (a) and (g) 

1-T; r, Ti (""\ r~ f'"" !) : rp f , r, ( ..... 1\ ,f 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1 4a 

(ll) Appellrlb: 

(U) Scope and Methodology 
(U) We conducted thispei:fonnai\ce audit fro1:n Jann;Jry 2019 through November 2.019 

in accordance with generally accepted government auditing standards. Those 

sru1dards require that we plan and perform the audit to obtain s11fficient, appropriate 

e.vidence to provide a reasonable basis for onr findings and conclusions based on our 

audit objective, We believe that the evidence obtained pi"ovides a reasonable basis for 
out findings mid conclusions based on our audit objective. 

(U) We focused our audit on the US EU COM, USINDOPACOM and USSTRATCOM use of 

Joint MILDEC to EUCOM (b)(3) 10 use 130(e) 

- We metwitl1 Joint Staff, Office ofsecretary of Defense for Policy, a11d Office 

of Secretary ofDefense for Intelligence to gatl1er background information on the 

integration of space operations into MILDEC pla11S. To obtain sufficient, evidence, we 

cond.ucted. site visits to USEUCOM, USiNDOPACOM, a11d USSTRATCOM. During our site 

Vi.sits~ W ,EUCOM (b)(3) 10 USC 130(e) 

(U) We identified and reviewed the EUCOM (b)(3) 10 USC 130(e) and 

USINDOPACOM. From the listings, we non-statistically selected critical assets for 

:,idditional audit procedures. We based the critical asset selection on e:,ich COCOM's

prioritization, asset location, asset type, ai1d if the asset supported a.n applicable 

OPLAN. 

 

(U) Use of Computer-Processed Data 
(U) We di.d not use computer-processed data perform tl1is audit, to 

(U) Prior Coverage 
(U) No prior coverage has been conducted on integrating space operations into MILDEC 

plans dtrringthe last 5 years. 

n"i,--, ;·a r·, r1 [i ·•· r"'n• I ,., r• r• fl 11 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

/l\Tr1irir,n1i'>f 
J·'l' 'l,J !l .___, .il ':....l \ 

(Li) List of Classified Sources 

Source 1: (U) Chairman of the Joint Chiefs of Staff Instruction 321:l.OlF, ''Joint Policy 

for Military Deception,'' May 14, 2015 [Document Classified 

SECRET //NOFORN) 
Declassify on: May 31, 2040 

Date of Source: May 14, 2015 

Source 2: (U) Secretary of Defense "Guidance For The En1ployment of the Force 

2015,2017" (Document Classified SECRET//NOFORN) 

Declassify on: February 3, 2040 

Date ofSource: February 3, 2015 

Source 3: (U) 2018 National D,efense Strategy (Documel\t Classified SECRET) 

Declassify 011: January 19, 2043 

Date ofSource:January 19, 2018 

Source4: ~ USSTRATCOM (b)(1) EO 13526 Section 1 4a 

Sources: ts, USSTRATCOM and EUCOM (b)(1) EO 13526 Section 1Aa 

Source 6: _ USSTRATCOM and INDOPACOM (b)(1) EO 13526 Section 1Aa -
Source 7: f:!) USSTRATCOM (b)(1) EO 13526 Section 1Aa 

USSTRATCOM (b)(1) EO 13526 
ect1on 1.4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1 4a 'I' UJ-'Ut\l'J 

(ll] Li,l of Classified Sources 

Source 8: (U) Headquarters USINDOPACOM J39 Infimuation Operations (Document 

Classified SECRET/ /NOFORN) 
Declassify on: February 16, 20'1'3 
Date ofSoutce: February 13, 2019 

Source 9: (U) Appendix 3 to Annex C to {JSPACOM OPLA.N 5076-iS Change 1 

(Doe\llllent Classified TOP SECRET) 

Declassify on: Ju11e 30, 2042 
Date ofSource: fune 30, 2017 

Source 10: (U) USSTl,lATCOM Fisc;_ilYear 2018 Joint MILD EC Annu.al Operations Report 

(DOC\Jllient . <;lassifi.ed 
. 

SECRET . //NOFORN//. A,<;CM ) 
Declassify on: November 30,2043 

Date ofSource: November 30, 2018 

Source 11: (UJ USSTRATCOM Pl;ins Overview (Document Classified TOP SECRET) 

Declassify 011: June 12, 2043 

Date ofSomce:June 13, 2018 

Source i2: (U) USSTRATCOM MILDEC (Docun,ent Classified SECRET/ /NOFORN) 

Declassify on: Septe1nber 9, 2044 

Date ofSource: Septe1I1ber 9, 2019 

Sou.rce 13. tt'Otl'&) Balanced Surv:ivabil\ty AssesswentofNayal C4land Sl/pport 

Activities, Naval Support Activity (NS.II.), Naples, Italy(Ooctnne11t Classified 

SECRET//NOFORN) 
Declassify on:JuneZO, 2039 
Date of Source: June 14, zoi 4-

Source 14: (lJJUSEUCQM Instruction 3206.0.2 fy!ILDEC Program (Docul1)entClassified 

SECRET) 
Declassify on: October 20, 2036 

D'\te cifSource: October 20, 2011 

rp,·1.1""1; er1;'"'lT)l:'r"I·• 1111. r•ril\,1 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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USSTRATCOM (b)(1) EO 13526 
Section 1.4a 

[LI) List of Classified Sources 

Source 15: (U) Captain Myei·s Building (C4I Building)/ Naval Coinputer, 

Teleconnnunication Station (Document Classified SECRET) 
Declassify on: October 26, 2039 
Date of Source: October 26, 2014 

Source 16: (UJ Camp Smith Protected Military Satellite Commnnication Terminal 

(Document Clas.si/ied SECRET) 

Declassify on: April 12, 2044 

Date ofSource: April 12, .2019 

DODOIG b 1 EO 13526 1.4 a and 
(Dotumei1t 

Classified TOP SECRET// ACCM USSTRATCOM (b)(1) EO 13526 
Section 14a 

Declassify on: Aptil 29, 2044 
Date of Source: April 29, 2019 

Source 18: (U}Annex N to USINDOPACOM INDOPACOM (b)(1) EO 13526 Section 1 .4a 

(DocimwntClassified TOP SECRET) 

Declassify on: February 4, 203.0 

Date of Source: febru9ry 4, 2015 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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(U) Acronyms and Abbre,~ations 

(U} CCMD combatant Command 

(U} CMDO tommand.Miliiary Deception Officer 

(U} MILDEC Military Deception 

(U) OPlAN OperationPlan 

(U} USEUCOM U.S. European Command 

(U} USINDOPACOM U.S. Inda-Pacific Command 

(U} USSTRATCOM U.S. Strategic Command 

(U} CCMD Combatant command 

USSTRATCOM (b)(1) EO 13526 
Section 1.4a 
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Whistleblower Protection 
U:S .. DI!::PAB.TMENT Q:F DEFENSE 

The J1'11fstle/)191Rf!/' Pfotedi9n Q111btJds1riq1)'srole tstiJ.(JdilcC/.t.e agency 
employeesaba1itpral1ibitiqns on rettlliqti q1i . .tci1d emplqyees' rtgh ts.and 

reme.dies avaiiabfeJorreprisaI, The boD Hotline Directarts the designated 

ombu(l:;mqn; For mare ii1JomrnH011,plea:;e y/sjtth.e Whist/.eblower webpage at 

(vww.ctu(/i9,1nil/C0Ynpo11e11ts/ Acl1riiiiistrative:Investrf)ations/D0D-Hotli11e/, 

For more information about DoD OIG 
r.epQ rts or activities, please c9ntact us: 

Congressiohal Uaismt 
703.604,8324 .. 

)\i{e,;li<( :¢9nt,1.c.t 
pu biic,affairs.\!l'do.d i~.m ii; 703, 604;8324 

fo..r I¼po.ttNotifiqiti911s 
V!IVvW,c!otlig,rniljMaili~g-Usts/ 

Twitter 
www,twinH,cc,m/l:foP~IG 

D!lD l:lo.tliri.!l 
.www.d.odJg.mil/lio.tlin.e 
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	(U) Objective 
	(~ USSTRATCOM (b)(1) EO 13526 Section 1.4a, g 
	(U) Background 
	(U) Military Deception 
	(U) MILD EC is an action executed deliberately to mislead adversary military, paramilitary, or violeilt extremist orga1iization decision makers, thereby causil1g the adversary to take specific actimis that would contribute to the accomplishment of the friendly mission. MILD EC a.ctivities are planned to support objectives detailed in concept plans, OPLANs, and operation orders associated with approved military operations o.r activities.1 When properly integrated with operations security, other information-r
	·l (U) A coflcept plan (ll8'( (eqi.Jire considera~le expansion 91' alt~ratioll to con Vert it into H complete an~ detailed O_PLAN Or operation order. (U) _A.fl_ OP LAN is. colllplete, detailed, and contains a _full descriptHm Of the concept ofoperatioi:is, all applicable annexes to the pl ail, and a· time-phased force and deployment list. (U) An operation o~de~ is a directive.issued by a comm~nder to subord_in_ate commanders for effeCti_ng the coordinated execution of ari operation. 
	(U/ /i'fflffl)JointMILDECis planned and condttctedin theater operations to support military campaigns and major operations. Joint MILDEC activities are planned and executed by, and in sqppmt of, combatant comma11ders, joint force commanders, and joint task force. A combatallt commander develops supporting Joi11tMILDEC plans for standil1g OPLANs directied by: 
	• 
	• 
	• 
	(U //l'tl'lfflj t:he.Gt1idance for Employment of the Force;' 
	2·(§HH!it Sei:retary of Defeflse '.'Gu_tda_nce fo_rlniploylTlent of the Force," f{!b.rirari/3,. -20J5. 

	• 
	• 
	(\J/fFU'Um Joiµt Strategic Capabilities Plan ta:s\ed conceptplaris, OPLANs, theater campaign plims, and globfil campaign plai!Sf3 
	'(Li) A Joint Strategic Campaign Plan provides flilitary Stfateg-icafld operal:ional guidance to combataritcommanders for preparation .of P.lans based on p.u:tentmiliti:i.r'{ capilbilitles. 

	• 
	• 
	(U / /f'ffiffi) 11011-J oint Strategic Capabilities Plan combatant cornmanclers-directedconceptplans, a11d Ol'LAJ'fs; or jnresponsetq contingencjes. 


	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	4 (iJ) dmiiman· of the Joint Chiefs Of Staff lnStrudion 3211-.0lF; ·11foint Policy for Militar{ Deception," Miiy 14, 1015. 
	i'(U) Chairman of the Joint Chiefs of staff Manual 3130.03A, "Piannlng a_nd E>,:ecutloo Planning Formats and Guidance/ FebiuHry 4, 2019. 
	(U) Space 
	(U) Space is a physical domain like the air, ls111d, and maritime domains, where military, cjyil, ai.1d commercial activities are conducted. DOD space forces are the systems, equipment, facilities, organizatio1is, and personnel or combinatioi1 thereof, necessai-y to conduct space operations. 
	(U) Space systems consist ofthree related segments: 
	• 
	• 
	• 
	(U) Ground (Terrestrial) Segments.· Grcnu1d ba,efacilities and equipment suppotting command and control of space Segrnentresources to inclttde ground-based process equipnient,earth terminals, space situational awareness sensors, andinterconnectivity between the equipment facilities. 

	• 
	• 
	(U) Link Segments. Signals that co1111ect ground and space segments. 

	• 
	• 
	(U) Space Segments. Operatiolial spacecra:ftwithin the spa:cejoiilt,opeta:ting area. 


	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	Figure
	(U) source: Defense Threat Red~ction Agency.' 
	~ (U//~ DefetlSe llfrea't R_eduction Agency; "2014 e·alanced Survivability Assessment of Naval E41 and Suppc:irt Activities, . N.ivat S1,.1pport Activities _Na-~les," April 11 2014. 
	(U) Joint Ptiblication 3-14 states that deception ih space operations is typically designed to confuse or mislead a threat with respect to the location, capability, operational status, mission type, or robush1ess of a nation;il s.ecurity system or pay)oad.7 If deception measures are successful, an adversary will not attack a. specifo; system or cap;ibility. Given the nature of space operations, deception is a .critic;i) element.of any space-system's ability to snpport functions necessary for 1nission succes
	7 (U,-Jolnt Publlcatfofl3-i4-, "Space Op~rationS,"-April.10, 2018. 
	{U} Roles and Responsibilities 
	(UJ joint Staff 
	(U) The JointStaff Operations Directorate [)3] supports the co1bbata1\tcommanders in development, assessment, coordination, and recomniendation ofJoint MILD EC options. The Joint Staff Global Operations Special Activities Division [Joint StaffJ39] ensures CCMDs Joint MILDEC requirements do not conflict with Joint MILD EC operations occ;nrring in other areas ofrespollsibHity. The Joint Staff J39 oversees t)1e incorporation of Joint MILD EC into the informationoperation potUon of operations estimates. 
	(U) Geographic Combatant Commands 
	(U) EUCOM (b)(3) 10 USC 130(e) 
	(U} U.S. European Command 
	(Jj)'f(t~L) USSTRATCOM (b)(1) EO 13526 Section 1 4a, EUCOM (b)(1) ED 13526 Section 1 4a, g, INDOPACOM (b)(1} EO 13526 Section 1 4a, b, c 
	(U) U:5'. IIJdo'-Padfic C61m1frmd 
	~ USSTRATCOM (b)(1) EO 13526 Section 14a; INDOPACOM (b)(1) EO 13526 Section 1.4a, b, c 
	USSTRATCOM and EUCOM {b){1) ED 13526 Section 1 4a, INDOPACOM (b)(t) EO 13526 Section 1 4a, b, c 
	USSTRATCOM b 1 EO 13526 Section 1.4a, INDOPACOM b 1 EO 13526 Section 14a, b, c 
	{U} U.S .. Spaq' Canw,m,d 
	(ll) To ftirtl1et ;\cc~lerate wapighting capability in space, :tl1e Do.D createcj iJSSPACECOM whjcµ is responslbleforpreparirigfpr and deterring cmifl(ct in space and leading u.s forces in that fight USSPACECOM will develop space doct\-ine, concept of operations 
	(U) and space. tactics,techniqnes and procedures. To grow the needed joint warfighting expertise, the DoD is establishing a Space Opera,tions Force to qe oyerseenqy USSPAC)lCOM. The Space Operations Force will be responsible for providingperspnnel n.eededJo develop, fleld, and. integrate space capabilities into hinlti-domain warfighting. USSPACECOM will also be responsible for the deploying tea.ins of space experts to USEUCOM and USINDOPACOMto assist USSPACECOMto meet its priorities, such as, integrating sp
	(U) U.S.Strategic.Commc1;1d 
	~) USSTRATCOM (b)(1) EO 13526 Section 1.4a, INDOPACOM (b)(1) EO 13526 Section 1 4a, b, c 
	DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	(U} Review of Internal Controls 
	(S//ACCM) l)oblnstruction .S0i0A0, "Man<1gers'lntern'!.l Control Program Procedures,'' May 30, 2013, requires DoD organizations to implement a compreluwsive system of inten;rnl controls th.at provides reru,onable assurance that progra1ns are operating as intended and to evaluate the effectiveness of the controls.'° DO DOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	.1o (U) DOD lrlSttuc"tion 5010.40, "Mariiigers' lllte'rn31 Contrcil Pl"ograiii Proi:~ui-es,'' May· 30, 2013. 
	(s//i',CCM) Wevrill provhle a, copy of the report to the senior official responsible for internal controls atUSEUCOM, US)NDOPACOM, and USSTRATCOM. 
	(lll!'i11 djj irng 
	(&//ACCM//NF) U.S. European Command, U.S. lndo-Pacific. tornrnand, ~nd U~s. !itrategic Cornmand DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
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	. . DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 
	Figure
	(S//ACCM) Combatant Commands DODOIG (b)(l) EO 13526 1.4 (a) and (g) (5//t,CGM//NJ{) USEUCOl\1.•us(l'lpQPA.COM,rmdUSST:RATCQM DODOIG b 1 EO 13526 1.4 a and 
	(S//ACGM} Combatant Commands DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 
	ffS//f£CM) Although the 2018 National Defense Str;1tegy DODOIG b I EO 13526 14 a and 
	DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	DODOIG b 1 EO 13526 1.4 a and 
	11(Uj 2018 National Defense Strategy, "Sharpening the American Military's Competitive Edge,n January-19, 2018. 
	u USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	(S//ACCl-\11) Combatant Commands DODOIG (b)(l) EO 135261.4 (a) and (g) 
	DODOIG (b)(l) EO 135261.4 (a) and (g) 
	13 ·(UJ_ Comma_nd MllDEC Offjc~r-des_ignat_ed Officer with ove,:a_ll oversight_a_nd_manag~ment re~ponsibility fpr each_ MI\DEC Ptogram'w1lhln the c':CMDs, agencieS, and-service CQJllponents which Supportjoint ffiilit.iry ope@ticnis. 
	f5j USSTRATCOM (b)(1) EO 13526 Section 1.4g; EUCOM (b)(1) EO 13526 Section 1 4(a) 
	USEUCOM. and lJ$INDOP;\GOM.-DODOIG b 1 EO 13526 1.4 a and 
	D0DOJG (b)(l) EO 13526 1.4 (a) and (g) 
	(UJUSSPACECOM Personnel Will Assist USEUCOM and USJNDOPACOM With Integrating Space Open1tions Throughout the Command 
	f.'i) USSTRATCOM {b)(1) EO 13526 Section 1 4a, EUCOM {b)(1) EO 13526 Section 1.4a, g, INDOPACOM (b)(1) EO 13526 Section 1.4a 
	.1\u)_ Do~ Reportt°-Congressl_onal_[)etense Corn.t!l,lttees~ "Fi_n.al Re_port: 011 Or~~nizat.ional and Managem_~nt St_ructure for the National Secu'rity space Components of the Departihent of D-efense/'-Aug1,1st 9, ·2018.-
	USSTRATCOM (b)(1) EO 13526 Section 1.4a 
	USSTRATCOM (b)(1) EO 13526 Sec!ton 1.4g 
	(U) USSTRATCOM (b)(1) EO 13526 Section 1.7e . Forjnstli1ce, Jo.int Publicatioli 3-13Ac.discusses the relatiohship betwM11 MILDEC and cyberspace operations.15 Specifically, the pnblica.tioilideiltifies planning consideratioi1s for integrating cyberspace operations and MILDEC. JoilltPub!ica6on 3 13.4, describes how MILDEC planners can.help protect infonnation systems \Jy apjllying deceptive activities, such as false sentets, replir:ation ofinformatiqnsyste1ns traffic, and false data s.torage, USSTRATCOM (b)(1
	5 .1_{U) Joint:" Publfcati_on 3-13.4,"'Mllitiir,i beception," February 14, 2011:
	(5//1'.CCM) Joint Publication 3-14, .discusses deception in a broad seusefor spate plan\iers to consider, but does nottisetheterm MILDEC. JointPublitation 3,14,states tl1at deception is considered by commanders of space assets, intheir plannfog for space operations, to ensure the survivaland resilience ~ftheir spacemissipn. --DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	11 . (S, II. ) ... 1 ACCMr, NF USSTRATCOM DO DOIG (b)(l) EO 13526 1.4 (a) and (g) 
	(5//ACCMflNF) USSTRATCOM DODOIG (b)(l EO 13526 1.4 (a) and ( ) 
	£Sh . ·'" { ... -. ·,; ... 1',CCM/fNFJ ,._ DODOIG b 1 EO 13526 1.4 a and 
	(S/f,ll,CCJVI) DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	DODOIG b I EO 13526 1.4 a and 
	(S//ACCM) Combatant Commands DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	(S f/ACCMf/NFJ USEUCOM, USINDOPACOM, and USSTRATCOM DODOIG b 1 EO 13526 1.4 a and 
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	(U} Recommendations 
	(U)Recommendation 1 
	(U) We recommend thatthe Directin' Oflnforimitiin'fOpera.tions, US. European Comtna.nd: 
	a. £Slft1£€M) DODOIG (b)(l) EO 13526 1.4 (a) and ( ) 
	b. USSTRATCOM (b)(1) EO 13526 Section 1 4g, INDOPACOM (b)(1) EO 13526 Section 1.4a ~ 
	[U) Management Actions Taken 
	fFS//t£CM) Duri1ig the audit, the USEUCOM Information Operations 039] Dept1ty agreed with the recommei1dations and iinmediately initiated corrective actions. -DODOIG (b)(l) EO 13526 1.4 (a) and ) The action tak.en is sufficient toreso!ve Reconnrumdatimi la, We will dose the reco1nmendation when we verify that US EU COM DODOIG b I EO 13526 1.4 a and 
	fFS//l.CCM) On October 9,2019, the USEUCOMJ39 Deputy stated that DODOIG b • 4 nd and _is sufficient to resolve llecommendatjon 1J;,. We wiJI close 
	(U) Recommendation 2 
	(U) We recon,nu;nd thiitthe Director of htforQtation Operations Division, U.S. Indo-Pai:ific Command: 
	a. fS//t.CCM) DODOIG (6)(1) EO 13526 1.4 (a) and (g) 
	Figure
	(VJ Management Actions Taken 
	fFS/ff,CCM/fNF) During the audit; the Director oflnforination Operations Division, , USINDOPACOM agreed with the recommelidations al1di1i1mediatelyinitiated cottective actions~ DODOIG (b)(l) EO 13526 1.4 (a) and (g) Th.e' a.c. ti.· ons . taken are . st1fficient to resolve . . . Recommendati.' . -. . on 2.a. We will dose tlie recommendation whenwe verifythatUSINDOPJ\.COJ\1 DODOIG (b)(l) EO 13526 L4 (a and ( ) 
	(5/fACCM)QnQq:ober i1,2019, lJSlNDOPACOMprovicled DODOIG (b)(l) EO 13526 1.4 (a) and (g) sufficiei1tto resolveRecomnie1idation 2,b. We will dcisethe fetoinmetidationwhen we verify DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	(U) Recommendation 3 
	(0) We recOJnmend that the Director of.Global Operations Special Activities Division, Joint Staff document the relationship between military deception and space opetatious in johlt doctrine to guide.planners in understandhlgtheir roles and resJ)o11sibilitiesJor mutually supporting one anothei". 
	(U) Mwwge1ne11tActions Taken 
	(S/#,CC~l) Dlll'i:J)gthe a\ldit, Johit St;Jff Global Opet<1tions Sp(!cialActjvitiesl)ivision Uoi11tStaffJ3~]agreed Vyiththe retol\1!1.1e11datious ancj lillil\ediately jllifiated corrective actions. DODOIG b I EO 13526 1.4 a and tl1e ;i.ctiqn taken is.s\lfficii:l11tto rf!solve RecOmmehdatio11 3, We w:ill close tJ1erec01nmenda,tio\I wheII we obtain-DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	(U} Recommendation 4 
	(~l/l,CCM) We re!'Qmnie11!lt}latthe U.S. Strategic Co1nnmnd CQlJlillander-DODOIG b 1 EO 13526 1.4 a and 
	(U)Ma.nagementActions Taken 
	(TS/f/.CCM) During the audit, the Director of Illforinatioh Opefations1 USSTRATCOM immediately initiated corrective actions to address the recommehdatiim. ■-DODOIG b 1 EO 13526 1.4 a and 
	DODOIG b 1 EO 13526 1.4 a and The actions taken are Slifficient to resolve Recommendation 4. We will close the reconune11dation when we verify that USSTRATCOM DODOIG (b)(l) EO 13526 1.4 (a) and (g) 
	P
	(U) Scope and Methodology 
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