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Recently Issued Reports (to view report, if available, please click on title)

Audit of the Department of Defense Foreign Military Sales

Acquisition Process

This audit determined that the Military Department Implementing Agencies (IAs) managed the acquisition
of defense articles and services to meet foreign partner foreign military sales (FMS) requirements. Of the
18 FMS cases reviewed, none had acquisition-related delays that negatively affected the agreed-upon period
of performance for the delivery of defense articles and services. Instead, there were either no delays with
the agreed-upon period of performance or the delays resulted from circumstances outside the control

In Case You Missed It

Statement of Deputy Inspector General
Theresa Hull for Congressional Hearing
on Price Gouging in Military Contracts

On January 19, Deputy Inspector General
Theresa Hull testified at the House Committee
on Oversight and Reform hearing, “Price
Gouging in Military Contracts: New Inspector
General Report Exposes Excess Profit Obtained
by TransDigm Group.”

https://www.dodig.mil/Reports/Testimony/
Article/2912299/statement-of-theresa-hull-
deputy-inspector-general-for-a-hearing-on-
price-gougi/

of the Military Department IAs. However, the DoD’s
reporting on the status of its FMS acquisitions did not
fully comply with congressional reporting requirements
established in section 887 of the FY 2018 National
Defense Authorization Act. The Military Department
[As used inconsistent processes to track and report

FMS acquisitions, and this audit identified problems
with section 887 reporting for all of the 18 FMS

cases reviewed, including inaccurate, incomplete, and
unsupported data. Additionally, the Office of the Under
Secretary of Defense for Acquisition and Sustainment did
not obtain section 887 reporting input from the Military
Department IAs in a timely manner. As a result, the
DoD’s section 887 reporting inaccurately reflected the
status of the DoD FMS acquisition process and was not
submitted to Congress in a timely manner. Inaccurate
and untimely reporting negatively affects the usefulness
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Recently Issued Reports (cont’d)

of information provided to Congress. In addition, the incomplete, inaccurate, and unsupported data this
audit identified negatively affects the quality of the information used to support ongoing DoD initiatives
to automate tracking and reporting on the status of DoD FMS acquisitions.

Audit of Department of Defense Maintenance of Space Launch
Equipment and Facilities

This audit determined that the Space Force maintained launch range items and supported DoD, Federal
civilian agency, and commercial space launches. Specifically, maintenance personnel supporting the
eastern and western ranges completed 253 of 262 (97 percent) of required maintenance inspections for
the 20 range items reviewed. In addition, range item performance enabled successful launches for the

30 launches reviewed out of 90 launches that occurred between January 2018 and March 2021. Although
the Space Force maintained range items and enabled successful launches, according to Space Force data,
74 of 260 (28 percent) eastern and western range items did not have the spare parts needed to repair or
replace some range item components, if necessary. This amount included 31 range items that did not have
any spare parts for mission-critical range item components. If mission-critical components fail, the failure
could result in post-launch data loss or a mission abort, or a pre-launch scrub (postponement to a new
launch time) or hold (pause until later in the launch window). While the Space Force maintained launch
range items and supported space launch requirements, the Space Force is at an increased risk that aging
range items with obsolete components could limit future launch capacity on the eastern and western ranges.
The Space Force projects that the total number of launches it will support will increase from 49 in 2021

to 157 in 2027. This increased operational tempo, combined with a lack of spare parts for mission-critical
range item components, increases the possibility that a non-mission capable range item will cause a launch
hold or scrub. Furthermore, launch delays could occur on the eastern and western ranges if range items
remain in a non-mission capable status for an extended period.

Audit of the Defense Health Agency’s Reporting of Improper

Payment Estimates for the Military Health Benefits Program

This audit determined that the Defense Health Agency (DHA) did not have adequate processes to identify
improper payments and produce a reliable improper payment estimate for the Military Health Benefits (MHB)
Program for the FY 2021 reporting period. The DHA did not implement effective DHA sampling methodology
when developing the improper payment rate, or conduct adequate improper payment reviews of Administrative
and Other Costs payments or TRICARE West payments. As a result, the DHA is unable to effectively identify
improper payments and will not produce a reliable improper payment estimate for the MHB Program for

FY 2021.

Audit of the Office of Net Assessment’s Contract
Administration Procedures

This audit determined that acquisition personnel from the Washington Headquarters Services Acquisition
Directorate (WHS/AD) and the DoD Office of Net Assessment (ONA) did not administer contracts in
accordance with Federal, DoD, and WHS regulations and policies. Among other findings, WHS/AD acquisition
personnel did not designate contracting officer’s representatives (CORs) within 14 days of contract award

or after the initial COR was terminated, or retain and execute COR duties in the absence of a COR. In addition,
WHS/AD acquisition personnel did not coordinate with the ONA to establish surveillance measures
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in quality assurance surveillance plans, or assign a contracting officer with the appropriate security
clearance for an ONA contract that required access to classified material. Furthermore, for 20 contracts
ONA acquisition personnel inappropriately performed COR duties without a COR designation letter from

the contracting officer. The lack of adequate contract administration and oversight by WHS/AD and ONA
acquisition personnel resulted in WHS/AD and ONA acquisition personnel inappropriately approving invoices
for payments totaling $9.8 million for the 20 contracts reviewed. Without established and documented
surveillance measures on ONA service contracts, ONA personnel cannot verify whether they received all
services outlined in the contractor’s statements of work.

Interagency Coordination Group of Inspectors General for Guam
Realignment Annual Report

This report provided a detailed statement of the obligations, expenditures, and revenues associated with
U.S. military construction on Guam. The annual report of the Interagency Coordination Group of Inspectors
General for Guam Realignment is required by Public Law 111-84, “The National Defense Authorization Act
for Fiscal Year 2010,” October 28, 2009.

Evaluation of Contract Monitoring and Management
for Project Maven

This evaluation determined that the contracting officer at the Army Contracting Command-Aberdeen
Proving Ground Contracting Center appointed a COR for Project Maven’s four contracts and one cooperative
agreement in accordance with the Federal Acquisition Regulation (FAR). In addition, the Army Research
Laboratory COR and the technical monitor at the Algorithmic Warfare Cross-Functional Team (AWCFT)
successfully monitored and managed Project Maven’s four contracts and one cooperative agreement in
accordance with the FAR, Defense FAR Supplement, Defense Grant and Agreement Regulatory System,

and contract requirements. Specifically, the technical monitor, with the support of the AWCFT, actively
monitored contract deliverables using AWCFT developed reporting, metrics, processes, and procedures to
monitor and manage the Project Maven contracts and meet Project Maven objectives. However, the AWCFT
did not document its approach to monitoring by formalizing the reporting metrics, processes, and procedures
for monitoring and managing Project Maven contracts. Without formalized and documented processes, there
is an increased risk of lapses occurring in the monitoring and management of the Project Maven contracts

as the program grows and project personnel change. This could negatively affect the project’s long-term
success and growth.

Management Advisory: Results From Research for Future
Audits and Evaluations Related to the Effects of the 2019 Novel

Coronavirus on Department of Defense Operations

This management advisory identified that the DoD reported unreliable information through USASpending.
gov to DoD leadership and Congress. The DoD OIG identified multiple areas of concern with tracking and
reporting the $10.6 billion in emergency-use funding provided to the DoD through the Coronavirus Aid,
Relief, and Economic Security (CARES) Act. As a result, the DoD’s processes are not ensuring transparency
and accountability, and are not accurately informing decision-making.
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Management Advisory: Department of Defense Support for the
Relocation of Afghan Nationals at Fort Pickett, Virginia

This management advisory provided DoD officials responsible for receiving, housing, supporting, and
preparing Afghan evacuees for movement to their final resettlement location with the results from a

DoD OIG site visit to Task Force (TF) Pickett at Fort Pickett, Virginia. The DoD OIG reviewed TF Pickett
operations at Fort Pickett as part of the “Audit of DoD Support for the Relocation of Afghan Nationals
(Project No. D2021-D000R]J-0154.000).” While TF Pickett housed and sustained Afghan evacuees, TF Pickett
personnel experienced challenges, such as providing medical screenings and medical care and ensuring
accountability of Afghan evacuees. TF Pickett personnel also had challenges regarding the security of
Afghan evacuees, including controlling unauthorized access to the joint operations area where Afghan
evacuees were located and holding Afghan evacuees accountable for misdemeanors.

Management Advisory: Department of Defense Support for

the Relocation of Afghan Nationals at Marine Corps Base
Quantico, Virginia

This management advisory provided DoD officials responsible for receiving, housing, supporting, and
preparing Afghan evacuees for movement to their final resettlement location with the results from the

DoD OIG site visit to TF Quantico at Marine Corps Base (MCB) Quantico, Virginia. The DoD OIG reviewed
TF Quantico operations at MCB Quantico as part of the “Audit of DoD Support for the Relocation of Afghan
Nationals (Project No. D2021-DO00R]J-0154.000).” While TF Quantico housed and sustained Afghan evacuees,
TF Quantico personnel experienced challenges, such as ensuring accountability of Afghan evacuees and
providing Afghan evacuees with all 13 immunizations required by the Centers for Disease Control and
Prevention. In addition, the 2nd Marine Logistics Group, the main Marine Corps unit supporting TF Quantico,
dedicated resources to support the effort, including manpower, equipment, and supplies. The extensive use
of the 2nd Marine Logistics Group manpower and equipment resulted in missed training opportunities and
increased wear and tear on the 2nd Marine Logistics Group’s equipment.

Management Advisory: Department of Defense Support for
the Relocation of Afghan Nationals at Fort Lee, Virginia

This management advisory provided the officials responsible for receiving, housing, supporting, and
preparing Afghan evacuees for movement to their final resettlement location with the results from the

DoD OIG site visit to TF Eagle at Fort Lee, Virginia. The DoD OIG reviewed TF Eagle operations at Fort Lee
as part of the “Audit of DoD Support for the Relocation of Afghan Nationals (Project No. D2021-D000R]-0154.000).”
TF Eagle housed and sustained Afghan evacuees, and aside from one fire and safety issue in the privately
owned hotel used for housing Afghan refugees, the DoD OIG did not identify any significant issues or
challenges at TF Eagle.
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Upcoming Reports

Audit of the Protection of Military Research Information and
Technologies Developed by Department of Defense Academic
and Research Institutions

This audit determines whether contractors that conduct military research and develop technologies for the
DoD have security controls in place to protect controlled unclassified information stored on their networks
from insider and external cyber threats. Controlled unclassified information is information created or
possessed on behalf of the Government that requires safeguarding or dissemination controls according to
applicable laws, regulations, and Federal policies.

Audit of Department of Defense Implementation of the
Department of Defense Coronavirus Disease-2019 Vaccine
Distribution Plan

This audit determines whether DoD officials effectively distributed and administered coronavirus
disease-2019 (COVID-19) vaccines to the DoD workforce in accordance with applicable DoD guidance.

Audit of Department of Defense Small Business Subcontracting

This audit determines whether DoD contracting officials conducted oversight to ensure that small business
set-aside and sole-source contract awardees complied with the established small business subcontracting
limitations in accordance with applicable laws and regulations.

Audit of TRICARE Telehealth Payments

This audit determines whether the Defense Health Agency paid for telehealth services in accordance with
applicable Federal and DoD guidance.
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Defense Criminal Investigative Service Highlights

(to view DOJ press release, if available, please click on title)

Pharmacist Sentenced for $180 Million Health Care

~neroios - Fraud Scheme

of

On January 26, 2022, a pharmacist was sentenced to 5 years in prison for a multimillion-
dollar scheme to defraud insurance companies by paying kickbacks to distributors for
the referral of medically unnecessary prescriptions. The conduct resulted in more than
$180 million in fraudulent billings, including more than $50 million paid by federal
health care programs. David Rutland, a pharmacist and co-owner of compounding
pharmacies, adjusted prescription formulas to ensure the highest reimbursement
without regard to efficacy. He solicited recruiters to procure prescriptions for
high-margin compounded medications and paid those recruiters commissions based on
the percentage of reimbursements paid by pharmacy benefit managers and health care benefit programs.
Rutland also routinely waived or reduced copayments for beneficiaries and members, including using a
purported copayment assistance program to make it appear as if his pharmacy and its affiliate compounding
pharmacies had been collecting copayments. Rutland pleaded guilty on July 20, 2021 to conspiracy to
defraud the United States and solicit, receive, offer, and pay illegal kickbacks. In addition to the term

of imprisonment, Rutland was ordered to pay restitution and forfeit all assets derived from his scheme.

The DoD OIG Defense Criminal Investigative Service (DCIS) investigated this matter jointly with the Federal
Bureau of Investigation (FBI).

Former Department of Defense Office of Inspector General
Official Sentenced for Accepting Bribes and Defrauding the
United States

On January 14, 2022, a former DoD OIG official was sentenced to 7.5 years in prison for accepting bribes,
defrauding the Government, and making false claims regarding a contract he oversaw while he was a
supervisor within the DoD OIG’s Information Services Directorate from 2011 to 2013. Matthew Kekoa LumHo
oversaw and administered a Federal contract designed to allow agencies in the National Capital Region

to order routine telecommunications services and equipment. LumHo solicited and accepted bribes from
co-conspirator William Wilson in exchange for steering services through the prime contractor, Level 3
Communications, to Wilson’s company. Wilson’s company received these contracts without any competition,
despite having no relevant experience and no employees based in the area where the work was to be
performed. As the scheme progressed, LumHo knowingly authorized numerous fraudulent service orders
through the contract, and used fraudulent service orders to conceal bribes in the form of high-end camera
and stereo equipment sent from Wilson to LumHo, thereby defrauding the Government into paying for the
bribes. Evidence presented at trial demonstrated that the conspirators also repeatedly sought to interfere
with the criminal investigation by creating false documentation, making false statements to law enforcement
officials, lying on a financial disclosure form, committing perjury during sworn civil deposition testimony,
and tampering with a witness. In addition, at sentencing, a Federal judge found that LumHo had committed
perjury when he testified at trial. DCIS investigated this matter jointly with the FBI.
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Defense Criminal Investigative Service Highlights (cont'd)

Companies Agree to Pay $1.15 Million to Resolve Allegations of

Fraud in Obtaining Army Contracts Reserved for Small Businesses

On January 12, 2022, Native American Services Corporation (NASCO) and Mirador Enterprises (Mirador)
agreed to pay $1.15 million to the United States to resolve allegations of fraud related to two construction
contracts at Fort Carson, Colorado. One contract was reserved for eligible participants in the Small Business
Administration’s (SBA) 8(a) Program for economically and socially disadvantaged small businesses, and

the other was set aside for eligible small businesses. When the solicitation for the Fort Carson projects

was issued, Mirador qualified both as a small business and as an 8(a) Program participant, but NASCO did
not. In fact, NASCO served as a mentor to Mirador through the SBA’s Mentor-Protégé Program, which helps
eligible small businesses gain capacity and win Government contracts through partnerships with more
experienced companies. Although the bids for the Fort Carson projects were submitted in Mirador’s name
and listed Mirador as the prime contractor, the bids were actually prepared by NASCO with the intent that
NASCO would take on the primary role in contract performance. Prosecutors argued that NASCO took the
lead in the performance of the contracts and provided assistance on the projects that far exceeded what was
permitted under the SBA Mentor-Protégé Program. Furthermore, after the Government notified Mirador of
concerns about NASCO'’s level of involvement, NASCO and Mirador took steps to conceal the fraud. NASCO
will pay $750,000 of the settlement amount, and Mirador will pay $400,000. DCIS investigated this matter
jointly with the SBA OIG and the Army Criminal Investigation Division (CID) Major Procurement Fraud Unit.

Companies Agree to Pay Over $900,000 for Providing

Chinese-Made Containers for the Department of Defense

On January 6, 2022, SoNo International LLC (SoNo) and Ark Capital Equipment LLC (Ark) agreed to jointly
pay $904,000 to the Government to resolve allegations that they violated the False Claims Act by supplying
the DoD with shipping containers that were made in China, made from Chinese steel, or both. The DoD
contracted for American-made materials or materials manufactured in specified allied countries, such

as South Korea. Instead, for one contract, SoNo and Ark allegedly had a third-party company change

the identifying plates on 100 shipping containers made in China to make them appear to have been
manufactured in South Korea. For two other contracts, SoNo’s supplier used Chinese steel, and the

two companies failed to detect the deception before providing those containers to the DoD. The third-party
company that switched the plates has reached a separate agreement with the U.S. Government under which
it will provide training to its employees to enhance their compliance with customs rules and regulations
and improve their awareness of the Buy American Act and other legal requirements. DCIS investigated this
matter jointly with Army CID, the Air Force Office of Special Investigations, Homeland Security Investigations
(HSI), and U.S. Customs and Border Protection.

Colombian National Charged in Connection With Plot to Kill
Haitian President

On January 4, 2022, a Colombian national was arrested based on a criminal complaint filed in the Southern
District of Florida, and charged with conspiracy to commit murder or kidnapping outside the United States
and providing material support resulting in death. These charges relate to the July 7, 2021 assassination
of the former President of Haiti, Jovenel Moise, in Port-au-Prince, Haiti. As alleged, Mario Antonio Palacios,
a group of about 20 other Colombian citizens, and a group of dual Haitian-American citizens participated
in a plot that, while initially focused on kidnapping the president as part of a purported arrest operation,
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Defense Criminal Investigative Service Highlights (cont'd)

ultimately resulted in killing the president. The complaint affidavit alleges that, on July 7, 2021, Palacios
and others entered President Moise’s residence in Haiti with the intent and purpose of killing him. Palacios
eluded arrest and traveled to Jamaica. However, he was deported from Jamaica and, during a layover

in Panama, agreed to travel to the United States, where he is currently in custody. Several Federal law
enforcement agencies are investigating the case, including the HSI, FBI, and DCIS.

Announced Projects

(to view the announcement letters, if available, please click on the title)

Audit of the Army’s Use of Public-Private Partnerships for
Depot-Level Maintenance

The objective of this audit is to determine whether Army officials established baselines and metrics to measure
benefits from their public-private partnerships for depot-level maintenance in accordance with Federal and
DoD policies, and whether those benefits have been realized.

Audit of DoD Emergency Medical Care for Victims of
Sexual Assault

The objective of this audit is to determine whether the DoD provided emergency medical care to victims
of sexual assault at selected DoD medical treatment facilities in accordance with Federal and DoD policies.

Audit of the Military Service Recruiting Organizations’ Efforts
to Screen Applicants for Supremacist, Extremist, and Criminal
Gang Behavior

The objective of this audit is to determine whether Military Service recruiting organizations screened
applicants for supremacist, extremist, and criminal gang behavior, according to DoD and Military Service
policies and procedures.

Audit of Climate Change Adaptation and Facility Resilience at
Military Installations in California

The objective of this audit is to determine whether the Military Services assessed facility resilience and
planned for adaptation needed to address climate change and extreme weather events at installations
in California.

Audit of the Department of Defense Agency-Wide Basic
Financial Statements as of and for the Fiscal Years Ending
September 30, 2022, and September 30, 2021

The objective of this audit is to determine whether the DoD Agency-Wide Basic Financial Statements as of and
for the fiscal years ending September 30, 2022, and September 30, 2021, are presented fairly, in all material
respects, and in conformity with accounting principles generally accepted in the United States of America, and
whether these principles are consistently applied.
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Announced Projects (contd)

Audit of Department of Defense Actions Taken to Implement
Cybersecurity Protections Over Remote Access Software in the
Coronavirus Disease-2019 Telework Environment

The objective of this audit is to determine the actions taken by the DoD to configure remote access software
used to facilitate telework during the COVID-19 pandemic to protect DoD networks and systems from potential
malicious activity.

Audit of Department of Defense Actions Taken to Protect
Department of Defense Information When Using Collaboration
Tools During the Coronavirus Disease-2019 Pandemic

The objective of this audit is to determine whether the DoD’s deployment of collaboration tools used to
facilitate telework during the COVID-19 pandemic exposed DoD networks and systems to potential malicious
activity, and the extent to which the DoD implemented security controls to protect the collaboration tools used
on its networks.

Summary of Reports and Testimonies Regarding Department of
Defense Cybersecurity From July 1, 2020 Through June 30, 2022

The objective of this audit is to summarize unclassified and classified reports and testimonies regarding DoD
cybersecurity that the DoD OIG, Government Accountability Office, and other DoD oversight organizations
issued between July 1, 2020 and June 30, 2022. This audit will also identify cybersecurity trends, and provide
a status of open DoD cybersecurity-related recommendations.

Evaluation of the Department of Defense’s Response to
“Havana Syndrome”

The objective of this evaluation is to determine the extent to which the DoD has developed guidance and
implemented procedures to identify and evaluate DoD personnel who may have “Havana Syndrome.”

External Peer Review of the United States Special Operations
Command, Office of Inspector General, Audit Division

The objective of this external peer review is to determine, for the 3-year period ended December 31, 2021,
whether the quality control system for the Audit Division of the U.S. Special Operations Command Office of
Inspector General was designed to provide reasonable assurance that the policies and procedures related to
the system of audit quality were suitably designed, operating effectively, and complied with in practice. The
Government Auditing Standards require that an audit organization performing audits in accordance with the
Government Auditing Standards undergo an external peer review every 3 years by an organization that is
independent of the organization being reviewed.
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Announced Projects (contd)

External Peer Review of the Army Internal Review Program

The objective of this external peer review is to determine, for the 3-year period ended December 31, 2021,
whether the quality control system for the Army Internal Review Program was designed to provide reasonable
assurance that the policies and procedures related to its system of audit quality were suitably designed,
operating effectively, and complied with in practice. The Government Auditing Standards require that an
audit organization performing audits undergo an external peer review every 3 years by an organization that

is independent of the organization being reviewed.

Quality Control Review of the FY 2020 Single Audit of the

Geneva Foundation

The objective of this quality control review is to determine whether Clark Nuber P.S. performed the FY 2020
single audit of The Geneva Foundation in accordance with generally accepted auditing standards and Federal
requirements for single audits. The single audit is required by Title 2 Code of Federal Regulations part 200,
“Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards.”
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