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Executive summary 

This report categorizes hardware assurance threats that apply to field programmable 

gate arrays (FPGAs) as described in the Joint Federated Assurance Center (JFAC) 

FPGA Level of Assurance (LoA) documents. This report does not list all technical 

methods an attacker might employ, but rather it identifies common threat categories 

requiring mitigation strategies. These threats originate from an adversary, are malicious, 

and compromise the operation of an FPGA-based system by: 

 Modifying intended behavior 

 Adding extraneous new behaviors 

 Impeding or preventing operation 

 Degrading operation or reliability 

 Making use of known vulnerabilities in specific FPGA devices 

This report provides readers with a clear understanding of JFAC identified FPGA 

threats.  
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1. FPGA threat catalog overview 

This field programmable gate array (FPGA) threat catalog was created using potential 

threats identified in the 2014 Trust in FPGA Study (classified) and its 2020 update; U.S. 

Government research; JFAC and subject matter expert input; academic papers; and 

FPGA vendor publications. Collectively, the threats are categorized under the following 

high level groupings based upon their commonality of characteristics and mitigations: 

 Adversary uses a known FPGA platform vulnerability 

 Adversary inserts malicious counterfeit 

 Adversary compromises application design cycle 

 Adversary compromises system assembly, keying, or provisioning 

 Adversary compromises third-party soft intellectual property (IP) 

 Adversary swaps configuration file on target 

 Adversary substitutes modified FPGA software design suite 

 Adversary modifies FPGA platform family at design 

 Adversary compromises single-board computing system (SBCS) 

 Adversary inserts a compromise during the FPGA fabrication process 

 Adversary modifies FPGA software design suite 

This document discusses the list of threats and their relvancy at applicable Levels of 

Assurance (LoAs) using the criteria defined in the CTR: DoD Microelectronics Levels of 

Assurance Definitions and Applications document.  

In accordance with the CTR: DoD Microelectronics Levels of Assurance Definitions and 

Applications document, LoAs are characterized by the likelihood of an attack. The 

likelihood of an attack is based on the cost to an adversary to carry out the attack and 

the utility of the outcome to the adversary. As the level of assurance rises, the cost 

increases and the utilty decreases. The definition of each LoA is defined in Table 1: 

Level of Assurance Threats. 

  

https://media.defense.gov/2022/Jul/14/2003034921/-1/-1/0/CTR_DOD_MICROELECTRONICS_LEVELS_OF_ASSURANCE_DEFINITIONS_AND_APPLICATIONS_20220714.PDF
https://media.defense.gov/2022/Jul/14/2003034921/-1/-1/0/CTR_DOD_MICROELECTRONICS_LEVELS_OF_ASSURANCE_DEFINITIONS_AND_APPLICATIONS_20220714.PDF
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Table 1: Level of Assurance threats  

Level Threats 

 

 

 

 

 

Threats that have a low cost to implement and with high utility 

to the adversary. (High likelihood threats) 

 

Threats with moderate costs to implement and that achieve 

moderate levels of utility to the adversary. Additionally, this is 

inclusive of all LoA1 threats. (High and moderate likelihood 

threats) 

 

Threats with a high cost to implement and/or low utility to the 

adversary, in addition to all LoA1 and LoA2 threats. (High, 

moderate, and low likelihood threats) 

 

In Table 1, cost is defined by the level of access, the sophistication of the technology 

needed to implement the attack, and the investment the adversary would require to 

execute the threat. Utility is defined as the value the adversary obtains by successful 

implementation, along with the advesary’s ability to affect a specific target or set of 

targets. 

Table 2 defines the cost and utility criteria at each LoA.  

  

LoA2 

LoA3 

LoA1 
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Table 2: Attack cost and attack value 

 Criteria LoA1 LoA2 LoA3 

A
tt

a
c
k
 c

o
s
t 

Access 

A single available point of access    

A difficult point of access or multiple available points of access    

Multiple points of difficult access    

Technology 

Existing public technology    

Low implementation risk technology    

Technologically feasible    

Investment 

Minimal investment of resources    

A large multidisciplinary team    

A nation scale directed priority    

A
tt

a
c
k
 u

ti
li
ty

 

Value of effect 

Disable or subvert a system    

Establish vulnerabilities (for future exploitation)     

Degrade system performance    

Targetability 

Inherently targetable and controllable    

Affects only a subset of systems    

Blind attacks (Difficult to precisely target or control the 

outcome) 
   

Individual threats were analyzed for their cost and utility characteristics and then 

combined into higher level categories based upon any common goals or common 

mitigations. This process resulted in the final top-level groupings of common threats 

identified in Table 3. Most have relevancy at multiple LoAs based upon how the attack 

is implemented. In this document, each threat is discussed at each level of applicability. 
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Table 3: Threat descriptions and LoA matrix 

# Threat description (TD) LoA1 LoA2 LoA3 

TD 1 Adversary uses a known FPGA platform vulnerability    

TD 2 Adversary inserts malicious counterfeit    

TD 3 Adversary compromises application design cycle    

TD 4 
Adversary compromises system assembly, keying, or 

provisioning 
   

TD 5 Adversary compromises third-party soft IP    

TD 6 Adversary swaps configuration file on target    

TD 7 Adversary substitutes modified FPGA software design suite    

TD 8 Adversary modifies FPGA platform family at design *   

TD 9 
Adversary compromises single-board computing system 

(SBCS) 
   

TD 10 Adversary modifies FPGA software design suite    

* TD 8 is not a threat at LoA1; however, JFAC requests that DoD programs even at LoA1 provide 

information about FPGA device use as described in DoD Microelectronics: FPGA LoA1 Best Practices - 

5. JFAC Survey Request. This information relates to TD 8 mitigations. 

2. Threat descriptions 

2.1. TD 1: Adversary uses a known FPGA platform vulnerability 

In this threat, an adversary uses a vulnerability in an FPGA platform to carry out an 

attack. A vulnerability is a weakness in the design of an FPGA platform that allows an 

adversary to use it for malicious purposes. This threat does not focus on a particular 

vulnerability, but could be any weakness in the FPGA device. Known vulnerabilities are 

published in public databases such as “Common Vulnerabilities and Exposures (CVE)” 

and the “National Vulnerabilities Database (NVD).” Such vulnerabilities could allow for 

leakage of sensitive information or keys; compromise of security or tamper detection 

functions; or unauthorized reconfiguration of the product.  

As the LoA of a program rises, the access and technology required to implement a 

threat become increasingly difficult. The use of insiders may provide better opportunities 

to access and take advantage of a weakness. Additionally, at higher LoAs there is an 
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increased burden on the adversary to uncover and utilize unknown vulnerabilities (also 

known as “zero-day vulnerabilities), typically involving nation state resources.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 

o An adversary exploits a published vulnerability to attack a system. 

o A compromised insider compromises research to hide a vulnerability. 

 LoA2 

o A compromised cleared insider hides or covers up a vulnerability. 

o A compromised cleared insider inserts malicious code to exploit a 

vulnerability. 

o An adversary exploits a vulnerability proven in academic research. 

 LoA3 

o Multiple compromised cleared people exploit a vulnerability that is known by 

only a subset of people. 

o Nation state resources are leveraged to take advantage of a vulnerability. 

o An adversary exploits a theoretical vulnerability suggested in academic 

research.  

o Collaboration of cleared and uncleared persons to exploit a vulnerability. 

2.2. TD 2: Adversary inserts malicious counterfeit 

In this threat, an adversary inserts a counterfeit part into the supply chain of a DoD 

program. A counterfeit part is one put forth as a genuine device, but that differs from the 

original in function or reliability. These counterfeit devices can include any of the 

following: 

 A device manufactured in an unauthorized fabrication facility with functional or 

reliability differences. Differences reside on the die or in the packaging. 

 A device manufactured in an authorized fabrication facility with functional or 

reliability differences. Differences reside on the die or in the packaging. 

 Genuine devices represented as a different part with functional or reliability 

differences. An example is a commercial device represented as a military grade 

product. Differences reside in the package markings or the die and package 

combination.  
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In general, modifications to an FPGA platform at the fabrication stage are considered to 

require a high level of effort with low utility and low targetability. However, in cases 

where an adversary nation has already successfully designed a compatible device, 

albeit a counterfeit, that work has already been performed and the adversary’s overall 

investment in the effort is reduced.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 

o Counterfeit parts built in an existing unauthorized fab are inserted in the 

supply chain. 

 LoA2 

o Modifications are made to the package contents during shipping. 

o Modifications are made to the die in an authorized fab and inserted into the 

program’s supply chain. 

 LoA3 

o The FPGA design is compromised during design development. 

o The FPGA is compromised during manufacturing. 

o Package changes are made that are sent to the entire supply chain. 

2.3. TD 3: Adversary compromises application design cycle 

In this threat, an adversary has access to the design process and data related to the 

application design effort that incorporates an FPGA, a classic example of an insider 

threat or long-term compromise of an insider’s account. The bad actor takes advantage 

of access to modify design code, change FPGA configuration settings, or substitute a 

modified configuration file that was authenticated and built with the same tools and keys 

that the design team used. Such an attacker is in a particularly advantageous position 

because they can monitor the design process and modify the product during any phase 

of the design.  

The following list illustrates how the threats become increasingly complex in their 

implementation as the LoA increases. The threats associated with this category are 

generally the same at each LoA. The primary differences between the LoAs are the 

people who participate in the compromise and the level of technology required for a 

successful attack. Examples include: 
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 LoA1 

o An adversary changes hardware description language (HDL) code via 

network access (remote or in person). 

o A compromised insider introduces a malicious function that executes at an 

opportune time for the adversary. 

o Compromised tooling or software is incorporated into the design environment 

to introduce malicious code or functionality that executes at an opportune 

time for the adversary. 

o The design and test phases of development are compromised to hide 

malicious code or functionality insertion. 

o An insider modifies configuration data after generation. 

 LoA2 

o A compromised cleared insider works with an external party to modify HDL 

code. 

o A compromised cleared insider modifies tooling or software in the 

environment. 

o A group of uncleared U.S. persons compromise the design and test phases of 

development. 

o A compromised cleared insider modifies configuration data after generation 

 LoA3 

o Multiple compromised cleared people compromise the final bitstream. 

o Multiple cleared insiders compromise key generation and storage. 

o A collaboration of cleared and uncleared persons compromise the design and 

test phases of development. 

2.4. TD 4: Adversary compromises system assembly, keying, or 

provisioning 

In this threat, an adversary carries out an attack on the product during printed circuit 

board assembly, key injection, or device configuration. This attack could include the 

assembly house replacing authentic FPGA parts with counterfeit ones, compromising 

configuration files, stealing or modifying encryption keys, or modifying the printed circuit 

board (PCB) traces to the FPGA device. Collectively, these threats will be referred to as 

assembly process threats. While assembly processes are often performed during a 

single manufacturing phase, they can be conducted separately at different locations. 



 

 

U/OO/156779-24 | PP-24-1961 | May 2024 Ver. 1.1 8 

National Security Agency | Cybersecurity Technical Report 

DoD Microelectronics: FPGA Best Practices – Threat Catalog 

Key injection and provisioning can even occur after the manufacturing process. In some 

DoD applications, keys and configuration files are not loaded until the system is fielded.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 

o An adversary replaces an authentic bitstream with an altered one through 

remote network access. 

o A compromised uncleared insider steals or compromises keys during 

provisioning. 

 LoA2 

o A compromised cleared insider steals or alters keys during provisioning. 

o A group of uncleared U.S. persons compromise the PCB traces during 

assembly. 

o An adversary gives a compromised cleared insider security keys to use to 

alter the program. 

 LoA3 

o Multiple compromised cleared people compromise the provisioning and 

testing phases of assembly. 

o An adversary supplies counterfeit parts to an insider to swap in for genuine 

parts. 

2.5. TD 5: Adversary compromises third-party soft IP 

In this threat, an adversary compromises a vendor who sells third-party soft IP intended 

for integration into the application design. This IP can be provided through the FPGA 

vendor’s software IP libraries or directly to the end user by a third-party IP (3PIP) 

vendor. Compromise of the 3PIP vendor can occur during the IP design phase, by a 

program insider after acquisition, or via an adversary-in-the-middle attack during the 

distribution of the IP to the application design team.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 

o An adversary includes malicious code during 3PIP development. 

o An adversary uses remote network access to swap 3PIP in the design 

environment. 
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o A compromised uncleared insider on the program design team modifies the 

3PIP.  

 LoA2 

o A compromised cleared insider assists the adversary in adding compromised 

3PIP into the design environment. 

o An adversary inserts compromised 3PIP into the supply chain, with limited 

distribution.  

 LoA3 

o Multiple compromised cleared persons insert compromised 3PIP into the 

development environment. 

o Collaboration of cleared and uncleared persons insert compromised 3PIP into 

the development environment. 

o An adversary inserts compromised 3PIP into the supply chain without insight 

into who will use it. 

2.6. TD 6: Adversary swaps configuration file on target 

In this threat, an adversary obtains access to the system during or after assembly and 

can modify the behavior of the device via the configuration file. In most cases, the 

configuration information is stored on a flash drive that is part of the same PCB as the 

FPGA. In other cases, the configuration information is stored on a system hard drive 

and loaded via a high-speed protocol such as PCI Express. Some FPGA devices store 

the configuration information on the FPGA device itself. Since the data is at rest in a 

storage element, it is susceptible to being read and modified by an adversary with 

sufficient technical skills. The modification could include anything from a complete 

change of the bitstream instructions to the introduction of a subtle and simple 

vulnerability.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 

o An adversary use remote network access to update the configuration file. 

o An adversary swaps the configuration file in the field. 

o An adversary changes the configuration file prior to loading. 

 LoA2 

o A compromised cleared insider swaps the configuration file in storage. 
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o An adversary loads a new configuration file in flash in the field. 

 LoA3 

o A compromised cleared insider provides an alternate configuration file to the 

cleared assembly house for provisioning. 

2.7. TD 7: Adversary substitutes modified FPGA software design suite 

In this threat, an adversary replaces the design suite used by the application designers 

with one modified to subvert the design at synthesis, implementation, or configuration 

file generation. Such an adversary would need both the means to modify the vendor tool 

and to insert it into the supply chain.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 

o An adversary modified executable is swapped for authorized software via a 

remote attack or compromised insider. 

 LoA2 

o A compromised cleared insider swaps a modified executable for authorized 

software. 

o A compromised insider uses a distributor to introduce a modified version. 

 LoA3 

o An adversary compromises software at the vendor or at the distribution 

center. Targeting is not possible. 

2.8. TD 8: Adversary modifies FPGA platform family at design 

In this threat, an adversary compromises the FPGA platform during the design stage 

such that it will compromise the security of devices when in use. This also includes 

threats in which an adversary compromises a piece of third-party hard IP that is used by 

the platform design team. While the access required to do this is comparable to the 

access required for compromising the application design, the targetability is significantly 

more difficult.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1 - Not Applicable 
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 LoA2 

o A compromised uncleared insider on the vendor design team introduces a 

backdoor into the device design for later use. 

 LoA3 

o A compromised insider on the vendor design team introduces a reliability 

issue or a means to degrade the performance under limited circumstances. 

2.9. TD 9: Adversary compromises single-board computing system 

(SBCS) 

In this threat, an adversary compromises a single-board computing system (SBCS) 

purchased by a program for use in a system. An SBCS is a commercial off-the-shelf 

(COTS) product consisting of a printed circuit board (PCB) with FPGAs and computer 

processing resources. These boards are readily available in the marketplace and used 

in many DoD systems. Additionally, their relative technical simplicity and low expense 

do not justify the fabrication of custom solutions by programs. Under this threat, the 

program does not have control of the manufacturing process of the SBCS, forcing the 

program to rely upon a verification-heavy approach to mitigating threats. Of primary 

concern in this scenario are threats to the: 

 Authenticity of the FPGA devices themselves, 

 Configuration methodology, 

 PCB connections, and 

 Test interfaces. 

PCB concerns are left to the program to resolve with the assistance of the JFAC PCB 

Executive Agent.  

The following examples illustrate how the threats become increasingly complex in their 

implementation as the LoA increases: 

 LoA1: 

o A compromised SBCS vendor builds a kill switch onto the SBCS board. 

o A compromised SBCS vendor builds the board using maliciously modified 

FPGA devices. 

 LoA2: 

o A compromised SBCS vendor uses counterfeit FPGAs without configuration 

file protections or tamper detection functions. 
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o A compromised cleared program insider provides design information to the 

SBCS for the creation of a custom malicious change. 

 LoA3: 

o A compromised insider at the SBCS vendor incorporates a reliability issue 

into the design of the board. 

2.10. TD 10 Adversary modifies FPGA software design suite 

In this threat, an adversary has compromised the development of the vendor production 

FPGA synthesis and configuration file generation software. The subverted tool is the 

authorized version delivered by the vendor and its distributors. While the access to 

execute this threat may not be difficult, the targeting is significantly more difficult. 

The following example illustrates this threat: 

 LoA 1 - Not Applicable 

 LoA 2 - Not Applicable 

 LoA 3 

o An adversary compromises an FPGA vendor employee to introduce a 

malicious function into the configuration file generation tools. The result 

compromises the security features across an entire family of devices. 

3. Summary 

All of these threat categories focus specifically on assurance-related threats. They are 

not inclusive of confidentiality, security, or tamper-related attacks except in areas where 

they overlap assurance concerns. As a program using FPGAs seeks to apply 

appropriate mitigations for a given LoA, that program would be expected to provide 

mitigations against the threat categories listed under the corresponding threat level. The 

mitigations suggested by the JFAC Best Practices documents have been evaluated to 

mitigate those threats to the appropriate level. As expected, for higher LoAs, the 

program would need to address the same threats with higher LoA mitigations. JFAC is 

available to guide programs through this process. Additional information for JFAC may 

be obtained by contacting JFAC_HWA@radium.ncsc.mil.   

mailto:JFAC_HWA@radium.ncsc.mil
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Appendix A: Standardized terminology 

The following terms are used in the Joint Federated Assurance Center Field 

Programmable Gate Array Best Practices documents. These terms are modified from 

Defense Acquisition University definitions to support common understanding.  

Application design – The collection of schematics, constraints, hardware description 

language (HDL), and other implementation files developed to generate an FPGA 

configuration file for use on one or many FPGA platforms. 

Application domain – This is the area of technology of the system itself, or a directly 

associated area of technology. For instance, the system technology domain of a radar 

system implemented using FPGAs would be "radar" or "electronic warfare." 

Configuration file – The set of all data produced by the application design team and 

loaded into an FPGA to personalize it. Referred to by some designers as a “bitstream”, 

the configuration file includes that information, as well as additional configuration 

settings and firmware, which some designers may not consider part of their “bitstream.” 

Controllable effect – Program-specific, triggerable function allowing the adversary to 

attack a specific target. 

Device/FPGA device – A specific physical instantiation of an FPGA. 

External facility – An unclassified facility that is out of the control of the program or 

contractor. 

Field programmable gate array (FPGA) – In this context FPGA includes the full range 

of devices containing substantial reprogrammable digital logic. This includes devices 

marketed as FPGAs, complex programmable logic devices (CPLD), system-on-a-chip 

(SoC) FPGAs, as well as devices marketed as SoCs and containing reprogrammable 

digital logic capable of representing arbitrary functions. In addition, some FPGAs 

incorporate analog/mixed signal elements alongside substantial amounts of 

reprogrammable logic. 

FPGA platform – An FPGA platform refers to a specific device type or family of devices 

from a vendor.  
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Hard IP – Hard IP is a hardware design captured as a physical layout, intended to be 

integrated into a hardware design in the layout process. Hard IP is most typically 

distributed as Graphic Design System II (GDSII). In some cases, Hard IP is provided by 

a fabrication company and the user of the IP does not have access to the full layout, but 

simply a size and the information needed to connect to it. Hard IP may be distributed 

with simulation hardware description language (HDL) and other soft components, but is 

defined by the fact that the portion that ends up in the final hardware was defined by a 

physical layout by the IP vendor. 

Level of assurance (LoA) – A Level of Assurance is an established guideline that 

details the appropriate mitigations necessary for the implementation given the impact to 

national security associated with subversion of a specific system, without the need for 

system-by-system custom evaluation. 

Physical unclonable function (PUF) – This function provides a random string of bits of 

a predetermined length. In the context of FPGAs, the randomness of the bitstring is 

based upon variations in the silicon of the device due to manufacturing. These bitstrings 

can be used for device IDs or keys.  

Platform design – The platform design is the set of design information that specifies 

the FPGA platform, including physical layouts, code, etc. 

Soft IP – Soft IP is a hardware design captured in hardware description language 

(HDL), intended to be integrated into a complete hardware design through a synthesis 

process. Soft IP can be distributed in a number of ways, as functional HDL or a netlist 

specified in HDL, encrypted or unencrypted. 

System – An aggregation of system elements and enabling system elements to achieve 

a given purpose or provide a needed capability. 

System design – System design is the set of information that defines the 

manufacturing, behavior, and programming of a system. It may include board designs, 

firmware, software, FPGA configuration files, etc. 

Target – A target refers to a specific deployed instance of a given system, or a specific 

set of systems with a common design and function. 
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Targetability – The degree to which an attack may have an effect that only shows up in 

circumstances the adversary chooses. An attack that is poorly targetable would be more 

likely to be discovered accidentally, have unintended consequences, or be found in 

standard testing. 

Third-party intellectual property (3PIP) – Functions whose development are not 

under the control of the designer. Use of the phrase “intellectual property”, IP, or 3PIP in 

outlining this methodology of design review does not refer to property rights, such as, 

for example, copyrights, patents, or trade secrets. It is the responsibility of the party 

seeking review and/or the reviewer to ensure that any rights needed to perform the 

review in accordance with the methodology outlined are obtained. 

Threat category – A threat category refers to a part of the supply chain with a specific 

attack surface and set of common vulnerabilities against which many specific attacks 

may be possible. 

Utility – The utility of an attack is the degree to which an effect has value to an 

adversarial operation. Higher utility effects may subvert a system or provide major 

denial of service effects. Lower utility attacks might degrade a capability to a limited 

extent.  

Vulnerability – A flaw in a software, firmware, hardware, or service component 

resulting from a weakness that can be exploited, causing a negative impact to the 

confidentiality, integrity, or availability of an impacted component or components. 
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