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DEPARTMENT OF HOMELAND SECURITY
U.S. COAST GUARD
TELEWORK OR REMOTE WORK SELF-CERTIFICATION SAFETY AND SECURITY CHECKLIST
DEPARTMENT OF HOMELAND SECURITYU.S. COAST GUARDTELEWORK OR REMOTE WORK SELF-CERTIFICATION SAFETY AND SECURITY CHECKLIST
Privacy Act Statement
Authority: 14 U.S.C. § 504, Commandant; general powers, and 5 C.F.R. § 531.605
Purpose: To allow USCG employees to document and assess the overall safety of their remote worksite.
Routine Uses: USCG command supervisors will use this information as documentation that the employee has assessed the overall safety of their remote worksite. Any external disclosures of data within this record will be made in accordance with DHS/USCG-014, Military Pay and Personnel, 76 Federal Register 66933, October 28, 2011, or DHS/ALL-019 Payroll, Personnel, and Time and Attendance Records System of Records Notice, 80 Federal Register 58283, September 28, 2015.
Disclosure: Furnishing this information is voluntary for civilian employees and required for military members. However, failure to provide the required information may lead to disapproval of the remote work request.
Privacy Act StatementAuthority: 14 U.S.C. § 504, Commandant; general powers, and 5 C.F.R. § 531.605Purpose: To allow USCG employees to document and assess the overall safety of their remote worksite.Routine Uses: USCG command supervisors will use this information as documentation that the employee has assessed the overall safety of their remote worksite. Any external disclosures of data within this record will be made in accordance with DHS/USCG-014, Military Pay and Personnel, 76 Federal Register 66933, October 28, 2011, or DHS/ALL-019 Payroll, Personnel, and Time and Attendance Records System of Records Notice, 80 Federal Register 58283, September 28, 2015.Disclosure: Furnishing this information is voluntary for civilian employees and required for military members. However, failure to provide the required information may lead to disapproval of the remote work request.
This checklist assesses the overall safety of the home worksite, and the overall ability to protect U.S. Coast Guard data and information processed, stored, or transmitted or received at the home work site.  Each participant should read, complete, sign, and date this checklist.  Please attach a copy of this checklist to your Telework or Remote Work Agreement, retain a copy for your records, and provide a copy to your Information System Security Assistant (ISSA).
This checklist assesses the overall safety of the home worksite, and the overall ability to protect U.S. Coast Guard data and information processed, stored, or transmitted or received at the home work site.  Each participant should read, complete, sign, and date this checklist.  Please attach a copy of this checklist to your Telework or Remote Work Agreement, retain a copy for your records, and provide a copy to your Information System Security Assistant (ISSA).
WORKSITE INFORMATION
WORKSITE INFORMATION
Address of Telework or Remote Work Location:
Address of Telework or Remote Work Location:
WORKSITE ENVIRONMENT
WORKSITE ENVIRONMENT
Item #
Item #
Description
Description
Check
Date Completed
1
1
Are temperature, noise, ventilation, and lighting levels adequate to maintain your normal level of job performance?
Are temperature, noise, ventilation, and lighting levels adequate to maintain your normal level of job performance?
Yes or No choice
2
2
Are all stairs with four or more steps equipped with handrails?
Are all stairs with four or more steps equipped with handrails?
Yes or No choice
3
3
Does the electrical system conform to appropriate local building codes?
Does the electrical system conform to appropriate local building codes?
Yes or No choice
4
4
Are aisles, doorways, and comers free of obstructions to permit visibility and movement?
Are aisles, doorways, and comers free of obstructions to permit visibility and movement?
Yes or No choice
5
5
Are file cabinets and storage closets arranged so drawers and doors do not open into walkways? 
Are file cabinets and storage closets arranged so drawers and doors do not open into walkways? 
Yes or No choice
6
6
Do chairs have secure casters/wheels and sturdy legs?
Do chairs have secure casters/wheels and sturdy legs?
Yes or No choice
Worksite environment
7
7
Are the phone lines, electrical cords, and extension wires secured under a desk or along a baseboard?
Are the phone lines, electrical cords, and extension wires secured under a desk or along a baseboard?
Yes or No choice
8
8
Is the office space neat, clear, and free of excessive amounts of combustibles?
Is the office space neat, clear, and free of excessive amounts of combustibles?
Yes or No choice
9
9
Are floor surfaces (including carpets) clean, dry, level, and free of worn or frayed seams?
Are floor surfaces (including carpets) clean, dry, level, and free of worn or frayed seams?
Yes or No choice
10
10
Is there enough light to read?
Is there enough light to read?
Yes or No choice
11
11
Is the residence equipped with working smoke detectors?
Is the residence equipped with working smoke detectors?
Yes or No choice
COMPUTER WORKSTATION
COMPUTER WORKSTATION
Item #
Item #
Description
Description
Check
Date Completed
1
1
Is your chair adjustable?
Is your chair adjustable?
Yes or No choice
2
2
Does a back rest support your back adequately?
Does a back rest support your back adequately?
Yes or No choice
3
3
Is your computer monitor at eye level?
Is your computer monitor at eye level?
Yes or No choice
4
4
When keying, are your forearms close to parallel with the floor? Are your wrists fairly straight?
When keying, are your forearms close to parallel with the floor? Are your wrists fairly straight?
Yes or No choice
Worksite environment
PHYSICAL SECURITY
PHYSICAL SECURITY
Item #
Item #
Description
Description
Check
Date Completed
1
1
Do all doors and windows have adequate locking devices?
Do all doors and windows have adequate locking devices?
Yes or No choice
2
2
Is there a lockable file cabinet or container available to store hard-or electronic copies of documents that must be maintained?
Is there a lockable file cabinet or container available to store hard-or electronic copies of documents that must be maintained?
Yes or No choice
physical security
HARDWARE SECURITY
PHYSICAL SECURITY
Item #
Item #
Description
Description
Check
Date Completed
1
1
Is the computer hardware positioned so unauthorized persons cannot see the screen?
Is the computer hardware positioned so unauthorized persons cannot see the screen? 
Yes or No choice
2
2
Are there adequate environmental controls to protect the hardware from extreme temperatures and humidity?
Are there adequate environmental controls to protect the hardware from extreme temperatures and humidity?
Yes or No choice
3
3
Does the computer have either a keyboard or power supply locking device?
Does the computer have either a keyboard or power supply locking device?
Yes or No choice
Hardware security
DATA SECURITY
PHYSICAL SECURITY
Item #
Item #
Description
Description
Check
Date Completed
1
1
Are the computer and removable media (e.g., external drives, CD-ROMs, etc.) adequately protected from unauthorized access (e.g., friends, relatives, roommates, etc.)?
Are the computer and removable media (e.g., external drives, CD-ROMs, etc.) adequately protected from unauthorized access (e.g., friends, relatives, roommates, etc.)?
Yes or No choice
2
2
When remotely accessing other systems, is your user password encrypted?
When remotely accessing other systems, is your user password encrypted?
Yes or No choice
3
3
Can others gain access to the computer from other systems (e.g., via Internet, Wi-Fi, etc.)?
Can others gain access to the computer from other systems (e.g., via Internet, Wi-Fi, etc.)?
Yes or No choice
Data security
USER SECURITY
USER SECURITY
Item #
Item #
Description
Description
Check
Date Completed
1
1
Have you received adequate Information Assurance (IA) awareness training?
Have you received adequate Information Assurance (IA) awareness training?
Yes or No choice
2
2
Have you signed an AIS user responsibility acknowledgment form (CG-5500A)?Link: https://cg.portal.uscg.mil/sites/externaldata/Forms/CG_5500A.PDF
Have you signed an AIS user responsibility acknowledgment form (CG-5500A)? Link: https://cg.portal.uscg.mil/sites/externaldata/Forms/CG_5500A.PDF
Yes or No choice
3
3
Do you possess an adequate working knowledge of how your computer transmits and receives data?
Do you possess an adequate working knowledge of how your computer transmits and receives data?
Yes or No choice
4
4
Do you possess an adequate working knowledge of what data needs to be protected when you transmit or receive?
Do you possess an adequate working knowledge of what data needs to be protected when you transmit or receive?
Yes or No choice
5
5
Do you possess an adequate working knowledge on properly storing and handling storage media (e.g., external drives, CD-ROMs, etc.)?
Do you possess an adequate working knowledge on properly storing and handling storage media (e.g., external drives, CD-ROMs, etc.)?
Yes or No choice
6
6
Are you familiar with computer virus detection and eradication procedures?
Are you familiar with computer virus detection and eradication procedures?
Yes or No choice
User Security
SYSTEM INFORMATION
SYSTEM INFORMATION
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