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Side 1
topical subject here or whatever you want to call it. There was an absolute
dearth of cryptologic material of any utility in 1930 when Friedman had started
training the group that had been formed after Yardley's organization was closed
down and one of the pressing jobs which had to be done was to prepare a body of
material that could be used for training not only the small group which had been
assembled but broadly across military intelligence and signal corps personnelj
both officer and enlisted,and this lack of material was had to be overcome before
any training program could be set up which would JnuétLaL more than just one
small class like the unit that Friedman was bringing up by hand with his own
o Clark

instruction and that was the group that Kullback, Sinkov, Rowlett, Hurtﬂgnd
the small group in the civiliags in the Signal Intelligence Service. There
wés no training material available from the navy or(?tate Department or the
Burea%}or any place else in the goverhment. The few things that had been
published &hat were the[ﬁégeli%:?'m sorry it was egg‘g;edish write{ﬂ.
{Gildan) CE(jloLQﬂéég] o

Guyldeae . G:v:erq~ oy 7
-G&ﬁaan He had published a book. There was one by Gebeirs(7), Kasisky and a

few of that type,totally worthless for training purposes is about all that was
0
available. ~Friedman being sort of considered the éz?rehouse of knowledge on
Y
cryptanalysis, cryptography and cryptology wasAthe only person who could

ont
fill this gap soAhis prigrity objectives was the preparation of a series of

L
books starting out with*ﬁilitary cryptography, Special Text No. 165 if you

want to be able to identify it,which he had prepared and was ready to go to
the printers by April 1930. The reason I am so precise in my recollection .¢2

that I was given about th7ﬁmpteentb copy/carbon copy as the text which T would

’[/'\
study when I reported for duty in April and I think I learned my~cryptanalysis

317, 3 p— - ._‘,_‘__,,____., \,HLY
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from deciphering the manuscript than I did from the text itself because it was
such a poor copy and one of our jobs and Abe finally inherited this was to
SOl
prepare examples for these texts. Now Friedman had four or five sessions in
mind as his approach to this problem. One of these was to divide cryptography
into two parts, elementary military cryptography and advanced military crypto-
graphy and then his concept of cryptanalysis was elementary and advanced and
Agen followed with a bunch of special texts f%éé%;e would find in the solution
of the mechanical/electrical cryptograph, the Heb:;;}machine, and have a bunch
of technical papers which would then serve as &ke text books and calculus and
group theory and other things in mathemagics to people who wanted to specialize,
so he began producinglof course this was not an easy job and it took several
months he began producing the text which have now come out as military cryptography

A
and I believe you'll find ,elementary and advance and you'll find maybe two or

three in cryptanalysis and he sort of built these up in nice neat packages which
could

//be produced and printed you see without having to hold up the whole series until

v~ g
the final paper was written because there was a great deal of urgency te get,ggis

training program underway in the military services and also I think Friedman
Leos -

quite accuratel&ﬂthat‘if he didn'?ﬁo it that it probably would never be done
ot
d%éﬁ; pressure of

both producing US cryptographic materials and to produce intelligence by crypt-

until some of the rest of us could be spared and he was afrai
j N’
analysis on the messages which we'd intercepted -from foreign governments with
would grow into such an important operation that none of us could be spared for
it and so while he was training us he I think burned the candle at both ends
al
producing the textﬁat least outlining and putting the words around the’text and

(g
I think finally the latest ones Calimahos collaborated pretty made geé@—contri~

butions to them because Friedman got so preoccupied with other things and probably

A
T : o
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honestly burned out by doing these things because it's not an exciting thing to
do a textbook on cryptanalysis if ybu've got some live material waiting for your
attention. Now I believe this is a reasonable summary of what happened in the
preparation of the text on cryptography and cryptanalysis and I think it lays the
groundwork for us understanding to understand the so called Black Books or
technical'Papers which were published about that time. Friedman because of the
pressuregéroducing the comprehensive workion cryptography and cryptanalysis which
was a gréat big chore in itself)went ahead without waiting to any longer than

he had to to begin publishing the technical papers and here again in tribute

to Friedman's foresight éé’had budgeted a certain amount of money to be spent

3
.gé printing and bindlng tg; production of technical papers on cryptology. Now

b

as soon as he found something that would qualify for a technical paper he would
get a manuscript prepared that could be sent to the Government Printing Office
and he went first to the papers that he had produced. The most significant of
these is the Heb:;: solution, the technical paper that is entitled "Analysis of
the Mechanico-Electrical Cryptograph$" and the reason there is a Part I to that

ern machine

is because that's basically his analysis of the Heb*enAwhich was presented to
him by the navy department back in the middle 20s. Later on,Part II arose out

of the second version of the Hebgg;\machine which I believe as I recollect here
without looking at the book was a result of work which was done after 1930 and

we the three of us I leave Hurt out of this because he was suffering pretty badly
<haddy from tuberculosis at that time and of course was burdened with the work

on the Japanese. Hurt worked very little with us on the research problems and

so Part II was later on published as a follow-up of a cipher machine based on

am

e Ny
the Hebream and I think}l“s probably the best example of authentic pre-1930

publication. I mean the manuscript that Friedman put into publication after 1930

133
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that we could find. ©Now there were certain other of these papers. The solution
for the double transposition cipher and oh - - : =«

Some of the other more important technical papers that were produced as a part
of the literature program and I think probably the most important that came out
of the work of the three of us Kully, Sinkov and myself was the general solution
of the ADFGVX cipher system. The philosophy anditéhcept that we discevered in
dealing with the ADFGVX cipher laid the groundwork for our solution of the
Japanese transposed codes, the J19 series and that group,and also gave us the
first opportunity for the application of computer type$ modern day computer type;
attacks on cryptanalysis and I think this needs this paper§ needs considerable
separate treatment on its own merits because the ADFGVX cipher system,although

a WWI type of system,led us into a domain of the wilderness that we might never
have otherwise explored and maybe it would have been some years later than was
actually the case that the application of computery to cryptanalysis would

have been achieved. Others of which I felt were very good papers of the state

-
of the art at that time was<thglgégg;al Sblution for theipouble'I;ansposition

edphg;_which I believe is authored by Dr. Kullback and the permdltation tables
involving the featured non-transposability which is by Dr. Sinkov and statistical
methods in cryptanalysis also by Kullback. These represent positive contribu-
tions, significant milestones in the development of cryptanalysis as we saw it

in the early éOs and this was a very very fruitful period because for two reasons.

One Friedman had really stimulated our interest in doing research, finding new

Yl &"—77‘3/
techniques for solution of systems which were known and devising which were

an improvement and he'd build a fire under us and it got a very good response
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from all of us in that field and second there was no competition so it was a very

good year for young cryptanalysts to go into publication because what we had

learned and we had learned lots of things that were useful but we never there
\’,iué;jivé L“.Z"’&

was just so much work to be done we neyer—put them all down and these papers

L.
[

are rather thin because we were forced to put the bare bones/information

tt
down rather thanAZo take some small item%and expand them by elaborating on

‘,.'fwt’ 1. ,Zf’lt&(
them and putting a lot of words im and so they are very pithy, they are right

to the point and they are very useful I think as measures of whats accomplished
in those years. Now some of the othegéapers were published for example the
report of theﬂgode compilation section of general headquarters american
expeditionary forces Dec 17Q;Nov 18. Since we couldn't produce enough technical
papers in volume as represeﬁted by the efforts of Friedman and those of us

who were in his small group to .eat up the budget which had been the money which
had been budgeﬁdfor these things Friedman went back into the files and picked
out useful historical documents and the title of the paper I mentioned represents
one he'd selected. Another one, gpcipherment of the german giplomatic gpde No.
7500, money was available and this in Friedman's mind was somethiqg that ought
to be documented in the history of cryptography and so he chose 'é#f. The
Zimmerman telegram of January 16, 1917 and its cryptographic background was a
paper produced by Mendelsohn and Friedman in collaboration. Mendelsohn did

a tour of military duty,-a couple of them, and produced this paper as part of

ke
his military assignment while he,as a reserve officeg satisfied his requirements

for active duty and its a very good paper. I think it puts into pretty good T

i M. | -"“\ll ¥
R
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context what Barbara _ipfirsrer— publishes

in her story of the Zimmerman

telegram but I can't resist my own impulse to say what I think about it. I

think that both Friedman and Mendelsohn were completely taken in by Admiral

Hall and his group and the intentions of the British., I

think that by golly

the{British were reading the American codes and they were very nervous about

—thite— disclosing their cryptanalytic techniques to the USibecause they didn't

want to dry up this valuable source of égézéégﬁzgi into American intelli=

gence s ﬁ74{4fér e

' I think probably the way it happened. lee Britisﬁi}

were so reluctant and made such a deal about revealing the fact that they

read the Zimmerman telegram and I think some of the speculation in the

paper by Friedman and Mendelsohn doesn't take that into account and couldn't

have because at that time the Americans weren't aware 0€ﬂ

7

/

L
competence how really

how good the British were in cryptanalysis. iThe other papers I think can be

)
M“L

readily identifieqqput in the sort of categories of useful historical docu~
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documents that is 0ld reports which were published simply because the funds

were available and we felt we had to use these fundg because they might be

cut back next year and Qe certainly anticipated that the documentation of

what haJ been developed either as a training program or in terms of a

technical papers was important to future cryptanalysis. I might mention omne

other paper and then I believe we've dealt enough with these and this is the

paper on the solution of cryptograms produced by the IT§T cipher machine.

This was the result of a challenge by Parker Hittof Friedman taé;eak the machine
9%

that he had been instrumental in producingj for IT&T and it was a very straight-

forward attack that we applied to it and Friedman was looking ahead in this

case and he could see that the automatic encipherment, the teletype signal, was

going to be one of the big problems for the future of cryptography and crypt-

analysis and so he was very anxious for us to write up the solution which we

had achieved on the IT&T so that there would be at least some basis in the




DOCID: 4223202

cryptanalytic literature for dealing with that type of a system. Both from
the standpoint of cryptography,protecting our own systems,and from the stand-
point of a possible attack on foreign cipher machines using the teletype
stream as the basis for cipher treatment. Is that what-you want?

Az Yeah.,

[
Q: - The first question I had on , ). ,‘L;/{% was the

T 7/

recorded
one that you commented briefly on there about »epestime material and the

question being did you receive any recorded material during the 30s and WWII

and if so what form was it in, tape, wire, dictaphone? Sir the reason that I

asked this originally was that I became aware of the fact that they were using

-
dictaphones in the WWI period, 1919 and so forth)to record intercept and I was

particularly interested in what was being used in this~s /KtuZ;/L/ period

and what then was being forwarded back one way or another?

A Shall I pitch in? Yes there was some recorded material received after 1930 and

during WWII but the role played by the recorded material somewhat traces the
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development of the recording art in that timeframe and let me tell you some
examples about some examples that I know about, This and we are now talking

about intercept material, We've got to go back and realize that there was no

P
intercept service available before the early 30s. The signa%{intercept service
in the army and I'm talking about the army now, did not begin to produce until
sometime after April 1, 1930 and I would judge that as a loose recollection that
the first information, the first intercept material we got was sometime within the
next three to nine months and it was the first meager takings of the second signal
service company, Nathaniel Lee Baldwin, Capt Baldwin,was the officer in charge of
the organization of the intercept service and they had arranged for one of these
. @bguuLb’

to be up at Fort Monmouth, I believe this was station one,p fhat was where the
school was and they were going to select theilr operators from the cream of the

communications operators The normal telegraph operators, radio telegraph operators;

&

in the signal corps because they had already learnedAMorse code, they had learned oall

the magic of intercept, well taking the signal off the air and putting it on paper.
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and so all they had to do was to learn the quirks of these special quirks of the
networks that they were covering. The navy had gone much further than the signal
corps in developing intercept service and I believe they had a full grown one,
a very good one in being b¢7 1930 but I know very little about that because we
did not learn of this 'until sometime a couple of years later when there was the
beginnings of some sort of collaboration in the intercept field that I began to
observe, There may have been more before I noticed it but that's whem I began to
observe it, Now the first recordings that we received were from a special installa-

} Pres}did)
tion in the Pestd¥o California in the San Francisco and the reason we got these 1s

Mauborgnt
because General -Meberm later Chief Signal Officer who at that time was a colonel

Presiddie
was the signal officer for the 9th Corps area with his headquarters in the Psidie

and he was very amxious to begin coverage g{)the transoceanic circults between
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San Francisco and Tokyo to pick up Japanese diplomatic messages which was the
number one priority in the SIS as our intelligence target and I believe it was
about 1930 well it was a couple of years after 1930 anyhow that we began to
receive In the in the signal intelligence service some undulator tapes that had
Maub org na _

been recorded by Mebexa in)believe it or notyhis quarters where he'd set up a
radio receiver, communications receiver,and tuned it in on the commercial circuitg
between San Francisco and Tokyo. He knew the frequency. He'd spotted it. He
had it all pretty well lined up and since they came uthhese circuits came up,while

Y o b% +ha
he was on duty he'd also rigged up aAhomemade do-it~yourselfer time clock on £his
thing which essentially was)as I believe he described it,as an alarm clock with a
clothespin, Somehow or other the alarm clock pulled a little piece of insulating
material up between a weakened clothespin and closed the contacts and you must

remember we didn't in those days have timing lights switches like we now have that

you can buy for 5 bucks, . It was a laboratory job to build a timer because I don't
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owd
think the synchronie—3 clock motor had been marketed at that time so 1t was a

Mauborgns did
very primitive sort of setup that Meberm had but he/\produce the tapes. These

e
L rra ™
J
tapes came in 1n packages by registered mail with a government frankingﬁand e

were received in the signal intelligence o unit, Friedman brought

them in and gave them to Abe YKully )and myself, and .ohnny Hurt to do something
with., Well they were undulator tapes in Morse code and I think this is interesting.
fi; really doesn 't come in as part of the question but it shows the state it shows
something about our development. I was the only one who had any inkling of what a
Morse code was like beilng a little bit of a radio buff when I was in college and

X
i

before and so I had maybe a little more knowledge of what to expect on these tapes
~and I was able then to take the tape$ and look at the Morse signals which was
inscribed on it and translate it into letters and of course there was the question

of putting it down in copy so we could work on it. Well Kully and I formed a team .

I would take the tape, read it vocally; Kully would take the back,take the paper

S oNLY
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which consisted of the backs of mimeographed weather reports because we were s0
hard up for funds in those days in the signal corps that we couldn*t buy station;ry

and there was some kind of commitment which required the signal corps 1ssue every

ref?
day a weatherAin a certain number of copies and they had to do this to satisfy the

budget requirements At least that's what the Chief Signal Officer experts told

them so when the rest of us were without paper, the meteorological section had

paper and then we took their what they didn't distribute you see and used it as for

ouwr
ewtpaper and of course it was ideal from the standpoint of handwritten copy of the

intercept. So I would read the tape and Kully would transcribe 1t and then Abe,

we were beginning to get organized in the Japanese section at this time, Abe would

»
L
o
you know sort it out by categories, index it and this was the division of effort.

It was this went on for two or three years untiyge actually had trained the intercept

operators to do this transcription work in the station- Of course it was a makeshift
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Mauborg w2
kind of a thing for Meberm to send in these tapes, Now to get down tothe real
meat of your question and get away from this sort of incidental experimental
development which 1s interesting because it does demonstrate how we had to deal

with the problem, In due course the intercept operators would record the signal

on undulator tape because that was the way the commercial companies were recording

and
it and it was probably the most efficientﬂthe most prudent way of doing it

because to go to some other medium] remember magnetic tape hadn‘'t been invented,
#ﬁ§1re recorders were most unpredictable and poor quality and poor quality control
on the wire and very little was known about the theory of recording and the other

Se
fancy things like reproduction quality and fidelity, AThe undulator tape was just

went throuqh
up and down and if you got a good fat signal and it wee a good strong amplifier
there was no mistaking what it was unless you got a burst of static and then since

the commercial companies collated their messages you could always clean up the static

on the second transmission and also if it was too bad they wouid retransmit at a
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later date so if you kept on the circult you could get good clean cop¥e51 They
had to have clean copy because they were selling it, We had to have clean copy
because we were trying to solve it. Their requirement was money and ours was

maybe didn't show through as loudly and talk as firmly as money did, When we

got into tapekmagnetic kind of tape or wire recorder%\some experimental work was
done by the laboratories, signal corps laboratoriL;, on wire recording and it wa;
not at all satisfactory and at that time if you'll just look into your records I'm
sure you will confirm what I'm going to say is that there was the dictéphone was
pretty good for office work but for the long continued recording sessions required
by the intercept operators jwes well it could be used did require special equipment,

hard to obtain-and did require special training which sometimes it was hard to

achieve and since the undulator tape was doing such a magnificent job there was no

i
Lo
géw -
point in going to something else until itﬂdefinitely be proved the other medium

was better and we didn't achieve that latter in the timeframe up until I would say

TARSET—




DOCID: 4223202

16

the beginning of the war, Now ggj (}hu; gf2e contact with the intercept station

just
at about the time the war started because there wagAtoo much to do and there were

too few of us to work in the well the development of the old signal intelligence

service we just well that's my excuse for not knowing anything about what happened

in WWII, Did I answer that question?

Q Yes I think very well. ‘ . N < RN

CO‘pD

. : N You said there was no intercept service prior

moft
6ot

to April 1, 1930, How was Yardley getting all his material?

A Pickup>from cable office. That's a good point, I should have mentioned that,
You can confirm this by Yardley's book. He sort of slides over it but if you read

it carefully you will , ., ,
any of
Q Do you know whether or not the MID had directedﬂthe-aeve& signal corps people to

maintain some of the stations that were in existence earlier say the post war

period 1921, 22 w77 % e - =~ or some of the other onmes, (Is

\_ﬁ£;ﬁéééf44é4{ua/‘ 'a city or Fort Sam) Fort Sam Houston \5?&9: A i ,

They were still operating after WWI and we don't know how long they continued,

A I don't know how to answer that but I can speculate on what might have happened




pOCID: 4223202

17

Anpas #
because unless there is a threat the military services tend to go dormant}sort of

Rowlett ‘s rule of thumb, What can you pick up from the places you mentioned?
Fort Sam? Fort Sam was one of the stations that was planned for the signal intelli-

,/ﬂ@p'
gence service.: It didn't take us long to discover that this was a very uselessf%é

[

e~

have an intercept station because, it was right sort of in the middle of Texas

=

which is a pretty good state and (2) for close-in listening like the Japanese

military or German military what can you do down there?
Q How about Mexico?

At Mexican? Mexico was no threat in the timeframe of 1930 to 35, 1If 1t was it was
+ha

so relatively small as compared withAthree major threats Japan being number one

Germany being number two and Italy number three and then France possibly four.
z:%%itain was not considered a t§£g;g for some strange reason, I don't find it

philosophically explainable that in terms of what I remember at that time and what

I learned later but g;itain was just not considered a threat at ij;:)Probably

d
as an outgrowth of the Alliance which%developed in WWI but {Spain| the Spanisg:]

!

of course was not much as a military but;Lseful for&iiplomatic intelligence” i
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South American countries somewhere belowlgiaiég Cuba,of course, was of interest
because of its proximity to the east coast of the US. its possibility of being
tgken by some foreign power in a coup like the Bay of Pigs turned out not td be
so I think this kind of puts them in perspective, Now go back to my speculation
about this question, It was just so futile and so little real work could be done
at these intercept stations and the requirement was so disguised. The requirement
was there but there was no mechanism you see to make the requirement to implement
the requirement to ask that certain well you've got to give an intercept operator
direction or he's no good as an intercept operator just tunes like when we do when
turn our CBs on, He listens, He finds something interesting and thats where he
stays but 1if ?ou're gohg to have a thriving good producti&% intercept station you've
got to give them a proper target and you‘'ve got to give them imstructions and you‘'ve

got to give them circuits and other things because the intercept station cannot

thrive without direction and I donlt think there was any direction and any



DOCID: 4223202

19 7

requirement and they just did what everybody would do under the circumstances.

Jus

TheyAdid what was necessary and let it go the rest of it go because even if there

®

was an impulse like

End of Tape 1, Side 1 560
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Tape 1, Side 2
Q \m“ Was there any continuity that you can recall to intercept activities from the WWI
oot

through
eraAto the establishment of the SIS im 19307

I can speak only from 1930, April 1)1930 on and what I bumped into quite by
Ao

accident regarding what was done in the period priorAApril 1 1930.The there
wasn't quite a capability for intercept developed in WWI,frontline intercept.
Most of this was picked up from the French and most of it was done in the field

e

i
commanders domain and just 1ikeﬂevery other major conflict where the field com-
mander is pretty much like MacArthur was as we think about it in the Philippines

where he develops his own military structure, When the need for that military

structure disappears then all the components are pretty much done away with, Now

since %2 m’ﬁ; fg Ai= _ which was viable in WWI was mainly field intercept,and

in the years following WWI up until 1930 there was no field requirement, You can

quite naturally expect and it would be my assumption that it just dried up on the
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vine because there was no need for 1it, But now this didn't mean that certain
people within the military establishment lost their realization of the importance

O
of an intercept capability both in terms of the natural war and in terms of prep-

maration for future wars. It was I think this realization coupled with the
realization that there would be a need for intelligence of the type of the
Zimmerman telegram,if you will,which was pretty well publicized(}hat lead the

State Department to continue the Yardley's organizatio%)and since Yardley's

organization was fed by pickups from the cable offices there was no need for the

conventional radio intercept operator and radio intercept station that we visualized

L
as we looked at the problem s today's dimensions, Yardley could produce intelligence

;M,W} .
from the cable copy since there was no war there was really no need to do military

1ntercept.your5§§}le intercept was the diplomatic intercégg and 1f you could get

/o
it from thexz;ble companieilfor almosuﬁggi waste the money and the effort and

—~—

attract attention by the activity? It was good fromthe secrecy standpoint and all

these factors tended to work against the development of a productive intercept

okl
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service in the timeframe up to 1930, Now when the Yardley's organization was
dissolved in 1929 the concept of(&aking the 10 grand that had been contributed by
G2 to the State Department funding for Yardley's installation up in New York City

~ a few
well that 10 grand was used to)hire,{ people, Kullback, Sinkov and myself and Hurt

Ml
and Larry Clark and that just about added up to their salary because at $2,000

a year :;:';;nior cryptanalyst and %440 for another job you had about $600 left .
over which could go into the general signal corps kitty and that came out as the
dimensions é;z: the civilian staff of the signal imtelligence service. But now
since the military was going to provide the people for the intercept service,that
came out of afr a different sort of funding-manpower arrangement and there was
hérdly aﬁy point in developing the civilian combonent without mounting the
intercept activity at approximately the same time because they recognized I think
Mau borq nes

the Moberns and the others who were behind this movement to develop the signal

intelligence service, they realized there would be a training time lag in there.

—ﬁ-ﬁ.—L,;:;"j e _ 683
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By the time they got the cryptanalyst trained they would need the intercept

and they would need also by that time to train the intercept,@¢24{lf?gg;¢{7g; ,54’
and they visualized one each of the departments major intercept station that would
be the Philippines, the Hawaiian department and the Panama Canal department looking
down to South Americal{. Of course Hawaii didn't look very good at any place
because the Philippines in terms of the state of the art at that time was the

primary place for intercepting communications from Japan and China and the chief

Ao
Preed! oy

Siaad . Han ava'xhb-hr'j
advantages of Peid4e and Fort Monmouth was found in the wrariabiiiey to pick up

transoceanic commerctal circuits from New York to Europe and from San Francisco to
the east. Now in terms of the kind of information that was intercepted,military
activity was<ni1hsa they were almo;t limited exclusively toIE}cking up diplomatic
communicationiz] Now this wasn't true for the navy because there is always naval

activity. Ships go out., They sail the ocean? They sail around the world. The
y an:(\

<ﬂ L l (L“Z;"

havy always has an opportunity to intercept Japanese, German or ItaIiannavy in

. me sz w
ERCEEP PR Sy |
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the timeframe of the 30s which you would never enjoy if you were trying to intercept

that
military traffic and at that time you must remember alsvour capabilities of the

major nation$still somewhat in its early stages and in some cases could not be

identified as being separate from the army or navy because if I was in the U.S,

Army or the U,S. Navy that land capability was so far as air was concerned was part
of the army and the sea was part of the navy. I think this last is important
because people lose sight of the fact that in that time period there was practically
no reason:there“was no Vietnam, no Korea. Nothing like that going on. We were

pretty much an isolated country and we could see only what was right around us.

S
Ve S
_The second question I have here then I think you’ almost: \‘éﬁé?ﬁd‘ gkghrt into wes

is do you know of any pre-war intercept in the Philippines or China?
Now do you mean pre-WWLI intercept?
Pre-WWII, Yes.

Yes. The navy up sometime before 1930 and I can't put a date on this as I recollect
Wt
+his now had developed a competence for intercepting Japanese naval and other land-

based, certain other certain land -based ,transmissionsin Asia. For example, there was

a net a Japanese net called the Far Eastern Diplomatic Net that had a base station
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in Tokyo and then several outlying stations within Asia and they were covering this
net completely. The operators were very good the cream of the navy communications
operators and they had done enough work on the Japanese so that they understood
exactly what the Japanese were dqhg and thep cop&éﬂ them as good as any I can
recollect having seen. Of course now I'm basing my observations on what I learned
in 1933 and 34 because we didn't know abogt this navy activity until some years
after 1930, What year I don't remember now, Now we had for example developed
quite a capability for interception in the fhilippines before Pearl Harbor and omne
of the most interesting and I think heartbreaking things that you could listen to
53t
was this recording of the 1ast-message[§?om Corregidor| because the message is from
an intercept operator; That's about all they had to send back in those days.
Actually T think I-miﬁﬁt injeet this reminiscence in the answer to your question.

Actually in the Philippines the intercept station was located in one of the most

impregnable points in the area and when the Japs took the Philippines the intercept

Lo . . 3 . tmavl wg

K]
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station was one of the'last positions that was overrun by the Japanese and the
intercept operator the Intercept operators were intercepting Japanese messages,
field messages, It was the first time we'd seen them this close up and had been
sending them in from about the time the Japs landed until the fall of Corregidor
and what they were doing was taking the better intercepts which we had specified
from Washington, enciphering them with the M134Tl1, sending them out over the radio
circuits, we picked them up in San Francisco, sent them by landline to Washington

Hhaem
where we decoded and then we had the actual intercept messages. Now there was a
considerable volume of these things coming in and they were extremely valuable
because they gave us the first real sample of Fhe Japanese military front line
tactical communications systems and radio activity, Now as part of the human
interest aspect of this thing we thought this were we putting too much of a burden

on these folks so we made the query and this was the answer and I will remember

this answer very vividly as long as I live - roughly - '"There is very little that
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we can do except it seems to us this Is a positive action against the Japanese.

We are happy to do it. We would be happy if we were killed, to die doing it
because there is nothing else for us to do except surrender and we don't want to
surrender,"” Now this oh there were usually there was a little bit of a commentary

at the end of the transmission on what the intercept operators and the chief of

s
1

the intercept service and some of the signal corps officers thought because this-

was separate and apart from the command communications to Manila and I remember one

‘ﬁyff
of the last ones ‘'we received talked about the imminence of the fall of the station,

what actions they were going to take to destroy the classified equipment which was
very important to us you see. We didm't want cipher devices and other things like
that and othef:classified equipment to fall into the hands of the Japs so we sort of
bugged the pébple-Out there and uselessly I'm sure but you do it nevertheless as a
prudent thing and they explained what they did and went into some detail about
living conditiens. So we had an active and mature intercept service operating out

of the Philippines at the time the Japs struck Pearl Harbor and this had been
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-quo'.l?}b .
developed from about 1932 4w the years up to Pearl Harbor and it was one of the

priority intercept activities of the signal intelligence service beculise it was
the only hope we had of picking up mainland China and mainland Asia and certainly
from Japan itself a military traffic because we weren't able to get it from

anyplace else,

I wondered to some extent about the Navy that sent their boats up the various ‘
rivers into China - whether they were taking advantage of their close-in position

to do any intercept activity?

Eéouldn't answer that except by speculation. Knowing the navy I'm sure they did

and I think it was the right way to do it. I don't say that in a derogatory sense

but I éay it that if you're going to you have to have a pretty good idea@ehat each

portion of the radio spectrum used by the enemy is being employed for, employed for

3

- I
and unfortunately $fex—the radio some of that is very close in and the timeframe of

those days certainly it was indicated we'd go close in. Now these were intercepts.

They were primary items of intelligence. Not secondary like we find in the,well we
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had _COMINT and we had RADINT. We had what the Air Force tried to do whenever they
found out they could do communications intelligence and I'm talking now about the
Butcher's fiasco. That kind of stuff is in my opinion and for what its worth

in this context not worth going after because you have to do to much to it and there's

to make it useful and when you have made it useful its it has to be confirmed by
many other sources many of which are much better intelligence criteria than the -

stuff itself.

Q: Since we're talking about actual intercept activities the last question that I
put on here was one concerning fargetting on[g;ssi;:¥articularly in the 30s but
also periods back during actual period of WWII. I suspect that we probably did
intercepf activity againstzg;ssi;]and but I haven't gotten into any type of work

) mayb"
on it. I wondered if anyone was in fact with your groupﬁyorking on the[E?ssian

problem? E

| N
A: We did some work onlffssia?’}n the 30s. There was a congressional committee
. AMToRG
investigating 7 = activities up in New York City and they turned

to the navy with a bunch of intercepts and this.I guess would be 32 or 33 and asked




DOCID: 4223202
30

the navy cryptanalysts to try to decode the messages and give them tq/the content%
to the congressional committee. Lawrence S;a%ord and Joe Wenger, I think Joe
Wenger was, you'll run across his name so I won't identify him or Sgafford anymore
in this context than I've done. Joe Wenger was very young in those days and
an ensign and this is the first time I think he'd bumped into the army. Sgafford
had been known to us because he was in charge of the code section over there, so
of material
Sfafford and Wenger brought this packageAcvug and saw Friedman to see if we might
do anything with it and I think we worked,we worked pretty long on it. We broke
into the meaning of the first groups, the indicator groups, they had a sort of &
syllabary that told what to do with the rest of the message but we were never

"
/sl

v
successful in breaking the messages themselves. It wasn't too much I'd say astack

about two inches high which they'd filched out of the offices of the /§ﬂ7k,&§;ﬁ

wﬁ 3"‘”&;; Z = Coi‘poxjation and the reason they'd done this because at that time

\K\ii-had not recognized Russia land I think in terms of what was done against the
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Russian%Z!remember that[%%ssia's back was broken in WWI and it was a state of
chiig]to the outside world. Everything that happened in[EPssiay was not under-
stoi§:7 The communications were'nt,didn't mean much. The American intelligence
had very little concept onE;e Russian situatié;]but they could see the Japanese
navy and they ESEE? see the German ﬁavy and they could see the Italian navy and
they could talk to the Japanese ;nd the German anq the Italian diplomats and these
were the big targets and nobody Zéééx;oticeiﬁifssia really in that simplified
context. [ Now when did we Effome concerned about Russ;;E] Of course when we woke
up to what was happening when Hitler starting acting up in Germany then interest
was developed ani[%% started to put some Russian priority into effect and we

7ﬁ&gxucaﬂu/
required Russian messages but we didn't organize the reat-ef-{im section because

‘ I ez~
still the real fighting, the real enemy, was not RuSsia}but(%t waq‘GermaniL Japan
and Italy in that order because the order changed after Hitler had become as

active but we were still working hard on Japan because we figured that Japan

pE R SN L ) —— _' - - e

(% I acs moxe e
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would be it was inevitable I mean there was no question in our minds and the

people I talked to that war with Japan was inevitable and this was clear about

L
a year before Pearl Harbor and of course nobodyAuntil Pearl Harbor itself where

i
the strike was going to be and I think we were all surprised”the Japanese had

the temerity to do it the way they did. / The real realization,though)to the
importance of Russia did not come until just before the end of WWfijwhen Japan
sent a series of messages,I believe it was in May of the year that they wanted

their Ambassador in Moscow to go down and call on Stalin and get him to intercede

with the Allies for an honorablejfor Japan. The only caveat over and above
unconditional surrender was that the integrity of the Imperial household be
maintained and when htsdam took place and well in the first place Stalinm never

did see the Japanese Ambassador on this question. I think he talked to one of

ek fplees

the his deputies in the foreign office and then when Potsdampand the Russians

didnt mention this we kﬁew those of us in the businesgkwe knew who the next enemy )
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was, Now an‘gther activity had taken place and I don't know whether this shows

or
up in the reports -ef history or not so dont be surprised if you don't find it

g traffic
right quick but -a-lend—leaserut of the Pentagon up to Ladd Field wp in Alaska

-

Jc ZY 2"4‘7/
Lﬁ?ich then went on over to Russia through sesarmged landlines. There was a link

from the Pentagon, Russian teletype installation there, which terminated in one
of the buildings over at Arlington Hall Station, A Building,and every message

that went back and forth across that line was copied, recorded, and we had a

Py

N T T rur e W’g
Russian section working in B3 several months before the end of the warjand may

N e e crapes e —— S

1 tell another story because I don't think you'll find this and I don't know I

may get in trouble and you all may get in trouble in this one too but Carter Clarke
was the head of the army security agency and Carter Clarke was one of the most
dedicated men to intelligence I ever knew. He wasn't always a he never did the
conventional thing. He was a very unconventional man and he was also a man of

considerable moral courage and he would spit inm your face and laugh at you, I  rriceci-
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that was his temperament. Now we had organized this activity,?the Russian

smction,iand we were working on this Ladd Field trafféé]because it was you

L

e A
know sort of "for free" intercept and beautiful cop#sa about as good as copy

as you could hope. It wasn't really intercept copy. It was communications

copy you see as opposed to the kind you pull out of the air and transcribe.

Now we had had considerable success with the German one time pads at this time. .
We were read we would read everything the Japs sent in the diplomatic traffic and
we were right up on top of the_Japanese military. There were two fellows up

in the White House who were very close to Mrs. Roosevelt. Shall I mention their

) 7
3 » Wb Vu- )
names? David K., Niles and Curry. Remember Lauchlin  Gursy? and for some

reason Mrs. Roosevelt got the word that we were work¥ng on/ Russian traffic and

%? got the order that any work on Russian traffic was to be stoppjgz;}Carter

Clark®who was our boss came down to my office. He came to see me not my boss

e RN

15
o -

but he came to see me and he said|"Tell me what you're doing on the Russian", ‘
k —E ‘

and I told him and Dink Hayes was also there. Dink was pretty close to Clark®and

PP
N Y P S —— - s —
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this was Col Hayes, Col Harold G. Hayes and Clarke turned to Hayes and said

————

"You haven't told me that you're doing anything on Russian)have you Dink?" /
————
and Hayes said '"No sir, I haven't" and he says "You keep on doing what you
" " . T
told me. No. He says '"You stop doing what you told me you were doing on Russian
L—\

. _ \ v —
and Rowlett you keep on doing what you told me youtie 0utfitsgdoing on Russia.:/}
and that was the end of the conversation. Did we stop? We did not. We kept
working and we went to work harder and harder because it was pretty well established
that Mrs. Roosevelt was meddling in things she had no business to be meddling in
you see and there was a very rare opportunity for somebody in the bosom of
Arlington Hall to get this close to the White House so I remember it very dis-
tinctly and Clarke had it straight from the Secretary of War's office because he

; _gﬂ, , re
had been called up and put on the mat ' and I'm quite sure that Curry

4

and Niles and Hiss as a group had, seeing what was happening to the Japanese and

the German and the Italian,and had{presumed that we would do the same on Russia‘q
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and had taken steps on their own initiative to cool the effort. Now this is
Rowlett's speculation. Did you record that? (laugh) OK. I dom't think I told

you that story. You've got some more questions, sir? i
haut au appointmtit sl T pm

Q I have several more but I Jéggfﬁﬂg&??;__25 76;49' 5y o Ll 4§§fjf( g%r4 ,
g - =

A% OK lets do a raincheck.
Q: We're on tape. Do you want to read the question or do you want me to read it and
(Rowlett)

then deal with 1it?

Qs Well how did you apply what you learned from Friedman's orange manual and from
(lﬁéLll)
open sources?
T
A AGive you a smart answer. We didn't. If you mean the by the orange manual the
e

little booklet that Friedman prepared I think it was published in the Levenworth
sgries and it covered the information that he'd put together to conduct a course
in cryptology at I think I don't know whether it was Levenworth up at Cape May
which later bécame Fort Monmouth and if that's the document you mean the use its
usefulness was somewhat as follows: Since it was very little instructional

material available at that time;I mentioned earlier the elementary military
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cryptography that Friedman gave me to read actually what happened I came on the
first of April and Friedman was hoping to have all four of us together before he
started us on our formal training and since I came first, then Sinkov came about

L,

ten days later and Kully came about twentyéafter the first there was a waiting
period for me andAlater Sinkov until Kullback came in and so he used his orange
manual as a filler to keep me occupied and later to keep Abe occupied until he
found out what we could do and gainfully occupy us with other activities while
Kully caught up with us. Now th7érange manual was an interesting thing because

the problems in it were sort of our first introduction to cryptamalysis. To put ¥
into perspectivg,when I came to Washington aml Major Crawford received me in his

he say3)
office, Friedman wasn't there and he said "Yes,A“We're going to teach you to be
a cryptanalyst."” I asked Major Crawford,"What is a cryptanalyst'? and he said

"You wait until Friedman comes and he will explain to you" and I waited and when

Friedman came I asked him what a cryptanalyst was and Friedman said''Well have you
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read the-pest gotd—book and I said '"Yes" and he said "Well the man that solved

) 5U~ [,

the @élﬁ b66£ cipher was called a cryptanalyst and that's -the- cryptogram that

he solved and we're going to trainies# you to be a cryptanalyst and a cryptographer
and I nodded like I understood and I really didn't and so I was still puzzled

when he gave me this orange manual because it was titled "Elements of Cryptanalypis,”

and I %ﬁ;:ﬁhen I would find out exactly what a cryptanalyst was but when I got

;n there I was as much puzzled’when I got through with it as I was when he handed
it to me and I still didn't know what a cryptanalyst was so I guess how I applied
and how Abe and Kully applied this was that Abe and I used it as a filler until
Kully caught gp with us and it wasn't much use because the problems were so simple
and the concepts were so primitive that it just didn't stimulate us any way and
while we did learn a little bit about solving monoalphabets and polyalphabets

tﬁis was indeed nothing in the broader scope of well it didn't match what we were

ern
introduced to later oq-;o in terms of the Heb®ew machine and the IT&T machine and
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the‘Swedish cipher |machines the strips well not. so much the strip as the circular
cipher device,cipher device type M94,and actually I don't think Friedman's orange

4

manual as you call it here was any more sophisticated than Parker Hits book on
A

the solution of the d£§a4izq, cipher. Now open source of materialg I'11
D
s /

talk a little bit about that. Again personalizing this since I was supposed to
be an expert in German when I came in,Friedman had collected a bunch of books in

foreign, by foreign writers. There was nothing written by an American that was

worth a consideration except his draft of 165 in the orange manual and Hi§§

manual and so he picked out two books and gave me almost the first day I was in,

[ 3

j_ J
P i
7

probably to find out how much German I knew and one of them was /2744

which was a little thin greenback book about 1/4 inch thick and 5x8 in dimensions

‘ s e A e P
Aridnczss 1964 Lo
P UPE—— Thicy
and another big thick hard cover book by Advws ©  _Gemeral Spiegel ?
?

about I think cipher systems or well I forget the title of it but its Spiegel's
book on ciphers and I was supposed to read these and that was'my introduction.

Now the open source of material was mainly a deseription of cryptography, the
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cipher systems and /%ngk-//%??g in particular had a bunch of examples
of some very very unsophisticated systems, substitution, grilles, VOL&tZ‘

transpositions, things like that, mor%kéonfused the encipherer than to deny the
information to anybody with an apptitude for puzzle solving and they were

terribly written. My German wasn't very good. I could make sense out of

GE LKA} -
scientific }au:naisf' The vocabulary was awfuquL?he words I had never bumped

into,and I finally wound up by taking examples and working out the examples

from the information that I could decipher out of the German text and then

;r.a
recove# the German text sort of by intuitive cryptoanalysis and I can remember

thuo

# distressed me so much I would’in my dreams at night in that first few weeks
which was a very stressful period of going from being to a country boy to trying
to be a city boy,I could remember seeing those pages and some of it would be in

English and then there would be a long German word and the rest would be English

]
and I couldn't find my dictionary. So to summarize this long reminescence the
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manual
orangefand open source of material was hardl¢y worth anything except Friedman's

manual did introduce us to his vocabulary. Other material

A} ye PR -~ P
\s . AT Flarcimaft o )
&"\G Q: You didn't read o fad/s 7 then? T
A: I don't remember. I think I may have but I don't remember and if I did it was
7 .
-l A,@L
., /,Q_J_.‘g -
)/ e - r/éL
so much worse than fﬁaqcuféﬁé and that I probably rejected
. it.
\
v (
\o}* Q: I think probably you didn't.
7|
Q: What was the date of .91p ,ue ,oyoahza»(?J (Hank, 1923) (A1l present agreed)
A Incidentally a mint copy of that is worth about $23.
v‘\
l0‘_\:1&“Q: Is that so?
(Hank) Hey don't try to sell it. (laughter)

Az I'don't think there are many of tgg;e Thefgés:prnhzgiéﬂgbout 150 of them once.

I salvaged two. I've got a mint copy but I'm certainly not going to throw it

away.

(Hank) Hold on to it.
Virginia) Yeah, throws it thia was if f,m,;g g3rg L thioer it away.
8]

End of Tape 1
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Tape 2, Side 1

N
W

I'd 1like to ask something about the green papers. You remarked‘somethinggééfiféf

about speculating what you could do and when you started working especially on

L

the machine ciphersQBid you get terribly impatient with the imitations of whatever
v A

once
you were working on, the little Irgm machines W_éfh// @Z,‘/(’ /4@4{/

and think ahead.

Oh not particularly. Cipher machines in those days were well first place of course

T g L
— ok

[o4
the thing we had to computer was one of these o0ld Friedman compgnmeterg/if you
remember that;and slide rules and these were sort of not very useful and also
not very impressive in texms of what you could use to assist you in the techniques
howevan,
of cryptanalysis after we'd learned them from Friedman. What we did find, whet

was that by taking the cipher machine ,for example the machine I call the DanE:

machine because it was invented by a Swede by the name of Damm. I forget the

_number of it. I'll think of it later. What we did was to convert that to a

pencil and paper analog. We took the cryptographic principles and we worked




DOCID: 4223202

43
out how we could duplicate the machine and its cryptography and its cryptographic
o .
procesiboth’\enciphering and deciphering with the simpler concepts that you could
put on paper like sliding strips or in the case of the Swedish machine it would

be a fractionating square and the effect of the pin wheels and,you know,laid out

in terms of the sort of a diagram on a Jarga sheet of crosssection paper

et
and once we'd achieved that, we had reduced the concepts that we could deal with

<+ in terms of our cryptanalytic training and our other backgrounds,particularly

-m J
by L,

mathematical backgrounds/ and whatewes understanding we of electromechanical

Tham

devices. Now the way we dealt with the machines then was reducing,\essentially

+5 them ao
the hand systems and solving -thre hand systems and I think I've just answered your

question in that last sentence.

2 . ' /e
Yes. I would think"rﬁxat mostly /é-{m: computer applications of the machines

w hethn

systems, were—thexe ... You could see that some time in the future it would be

nice to have a very large computer or something that would dupe particular
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i L,’(_-‘I,'.‘:
things. Were you even thinking of generalizing the computer ¢V it
7
5 q‘O-? Lr‘,(-,d .
-analyze?
A Let me speak at length on that. Nobody that I knew of in the army or the navy

except Billy Friedman had any concept ofllets use the word loosely,mechanizing

the cryptanalytic process and this was only a glint in friedman’'s eye and

Friedman had had only very limited contact with accounting machines like

and IBM at that time in the technological state of development

/ ;
there were these two competing systems. /¢4{62>1;,é£3 was much more static

and less,well it was very useless because you use mechanical linkages to set
up your accounting process. IBM fortunately used combination relays with plug-
board which gave you a much much wider range of programming potential than the

- / A 2
simple-minded mechanical linkage system of }%Zxﬂﬁélzgf%éy . Friedman had occasion

to make some studies on the IBM system and he was intrigued by it but unfortunately

for him at that time there was a depression on and there wasn't any money and so
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e

he was denied any opportunity of testing the IBM against,cryptanalytic processes
and he couldn't do this commercially because of the attitude of secrecy which
+thot
surrounded our whole activity., Now keep in mindnthe Secretary of State, Mr.
Stinﬁgon, had ordered the dissolution of Yardley's unit and that the people in
e

the Signal Corps andnG2 had actually gone to the trouble of putting our unit in
/i

the Signal Corps because they were going to justify it in terms of being an

1

s

essential activity for our code production programﬂﬁhich our Chief Signal Officer
was responsible,and their justification for teaching us, training us,as cryptanalysts
was that you had to be a cryptanalyst before you could be a proper cryptographer

and if you knew the weaknesérzf the cryptographic systems you could therefore
produce a better system and when Friedman would start making his requests for

IBM equipment they would he would be reminded by all those concerned and right-
fully so that we were lucky to have what we had and lets don't go making waves

thears -
until we—get—seme more money and we're out of the depression. Fortunately to
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sort of wind up this comment about IBM the quartermaster had an installation and
Friedman found out that this was about to he closed down and so he made arrarge-

ments to use it part-time at night and we went over and actually employed these

r " field  he
devices for the compilation ofhcodes, divisionﬁcodes,Atraining edition and we

codZo

turned out four or fiveAin what normally would have well we did it was about a

/

5 or 10 to 1 ratio. We did five codes I think in less time,about half the time,

it would have taken to prepare one code and got a manuscript that was totally

aun
acceptable’by the Government Printing Office where we had +he codes printed

just from one operation. We had five manuscripts that I believe it was five,

somewhere in that neighborhood. Now also at that time there was no idea,no idea,

of computery as we can look back on it and think about it today. The limited

Babb ag e,

work that had been done in England by %%3;1£t767éf which is pretty well

set forth in his story of calculating machines was unknown to us. The closest

here
that we came to computery and I use my own termArather than somebody else's

[
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term is in a visit we had that was I think arranged because Kully had read about
e

the work being doneAat the University of Pennsylvania University of Pittsburgh I

believe. Well it was done in Pittsburgh, but the school it was slips my mind now

and we had this fellow come down and talk to us about what he had learned about

these special devices that would do some of these more onerous calculations‘

very rapidly and when he got through talking about it we were overwhelmed with

the astronomical problems that he was solving and we saw-very little benefit

to the kind of simple-minded cr&ptanalytic problems we'd had. Now there were

a couple of other things that might be mentioned here in terms of your question.

The navy had made a contract with Vann evan Bush and this was the scientist

up at MIT to buillt a sort of comparator so that he could drag one cipher text

. pr
against another cipher text to find whether they were in phaa’, h the

same key. This was an index of coincidence machine called the IC machine.

Bush
Bigehe—€(3)y once told us on one of the rare occasions that we had to talk to him
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that he was not very well pleased wirh his work on this machine because Jﬁf /41/;Ak.

it fell far short of what he thought could be done but he never did tell us
what he thought could be done. He just went away sort of leaving us waiting for

him o explain further and he just never chose to so to talk down to you a

’

-

minute there was nothing that lead us to believe that there were magic machines
that could do the kind of things that had to be done by cryptanalysts. The
+s 33
labor saving machinesAshorten the time andnachieve results satisfactory results
in the time required for dealing with a very complex system. Nothing to lead us
to imagine that this would be possible. As a matter of fact the information
'

B sha
that we received particularly from Biseke's experience with the IC machine and
what we had learned from this professor from Pittsburgh lead us to conclude quite
the contrary. It was not until we were confronted with the J19 problem that we

had reduced any of these things to practice. Now I'm jumping around in time here.

Your question was directed at the early days and I guess the simplegt answer to
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it is that in those days we had no concept of computery. It was a glint in

Friedman's eye that maybe we could be helped by &ke accounting machines,

because it was so inflexible and that some

particularly IBM, not AJ (/i e t?
day in the future we might find something that would be useful to us but we were

so busy learning to be cryptanalysts and had very little skill and talents in

developing computery akd so we were lead into the investigation oﬁzmore sophisticated

possiblities that might have occurred to us in computery and I think there is a
good story that can be told about J19 and how it really opened the door into the

application of computery and really the development and inventioﬁ of computery
&8 +ha
4% a cryptanalytic aid and then spillover later intoﬁpublic domain.,

At what point did you become acquainted with the systems of the first World War,

besides the ADFGVX cipher,:gven that one? The reason I mention that is because
an e_nc:;ph erei

the French used $mr-e—tegfdic code which even today is pretty good for

the purpose.

Well, there was no point in time when we became aware of these things. I guess
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if you try to identify a time when we leagﬂed something about WWI systems is
when Friedman took us down to the vault, 2742 Munitions Building, where Yardley's
records had been stored and this was sometime in the middle of the summertime
1932 and our first job was to sort of organize these files and select from them,
particlarly the ADFGVXIbecause now here again is where Friedman had a glint in
his eye that the rest of us probably weren't ready to appreciate, ﬂe thought

$he Painvin

that a special solution had been developed by Panver and others,by the French

cryptanalysts,was not the right proper answer of the problem. He thought

that the general solution so that you could read almost any message that was

he ﬁ»augkﬁ- Hel thes

enciphered in this ADFGVX cipher, ghfs was possible and so

one of our first research projects was to develop such a solution. So in

organizing these files we ram into a variety of things. Most of them very

}
,u%aéw? e A¢ﬁék

little traffic because ; did hot see fit to carry over beyond the

Hca

Black Chamber era some of ¢#re WWL traffié but for some reason a whole mass of
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all intercepts of the German ADFGVX messages had been retained and these were

pretty much intact and any other systems were sort of incidental to this. They

 and
either didn't know what to do with them or they got misidentifiedhéssigned to

g
the German military traffic files so i was very little practical real material
to for us to study except fe¥ the ADFGVX.
Does that mean that in the files there were no German dip traffic left over from
the first World War?
No Maam. It just means that I don't remember it.
Oh OK.
There probably was some but I don't imagine there was because Yardley's group
were interested in maintaining continuity of intelligence production and not in

?
doing research on o0ld systems in the sense of ;{gpromoting their
/

cryptanalytié capability. This was for Friedman to introduce later on and for

which he should receive full credit.

Did you get a chance to go through the whole of Yardley holdings in the vault
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A Not only did we get the chance but we were required to because part of our job
was to catalog and index and classify that stuff so we could sert the desirable
stuff from the ADFGVX, the Japanese of course we wanted to do some review of
that and then we wanted to review the other traffic, The Italian, the German,
. countries”’
the French,[EEf South AmericaﬁAtraffic so we could develop a hard core of
information on each of these hopefully in due course maybe in the next decade
or so to actively and aggressively attack them and préduce intelligence from them.

N Q: Was it all cable traffic?

A It was all cable well let me make a statement as correct as I can. I know that

the currept traffic was cable. There may have been other stuff which we would

have overlooked and which time would have erased from my memory bet I just don't

remember.
Q: But the great majority of it was?
A: I remember distinctly there was a large amount of cable traffic and I can recall

no other traffic other than the ADFGVX and maybe some associated miscellaneous

% Rgw A R
o £ v
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traffic that looked like it was radio intercept.

That was left over from the first World War? Well the Yardley period.
artm ke end

The ADFGVX. When did that go out? I haven't seen it setd anywhere.

You haven't seen what?

Its end. Because I know in 1919 for the peace conference Yardley reported back

that they were reading only two German systems and one of them was the ADFGVX.

And they were reading it only under favorable circumstances of having messages

with repeated -

(beginnings and endings)

beginnings and endings.
That was the special solution from the French wasn't it?
Yes the so-called ask Ambassador Childs about this.

Yes, I've....

He'll have a good story on this and I'd like to read it if I ever get back. But
now go back and let me tell you what I remember about the ADFGVX. I believe that
when Germany lost the war that the ADFGVX died as a cipher, an active cipher._ Now
the GErman forces when they re re were reconstituted may have adopted something
like the ADFGVX but it was a field cipher as I recall and it would be most unlikely

that it would be used after the end of hostilities.

Well T know that it was used in December in 1918 when it was recorded in Childs

IR SRR TR
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notes. They were still reading it. They were still using it to withdraw in fact

there was some pretty good economic intelligence in it.
Well I won't fight with your date...

I happened to find it you know just by chance and it sort of has puzzled me and

also Yardley's repcr® in 1919 I think it was in March or February saying this is

Sauw&pec‘»f-t e
one of the two German ciphers we're reading. -Rasher-particulaer but I was Just

wondering whether ....

My recollection is limited to our work with ADFGVX traffic that is reported on

in the technical paper.
Where did that traffie ... It just happened to be in Yardley's ...

No Maam. I think it was came about this way and this is sort of guessing rather

]
vF
than factual knowledge. I know IAheard Friedman say that when he was attached

122
to the Frenchsctyptanalytic activiter in Europe that what they were seeking was a
general solution to the ADFGVX, ,That he had become convinced in his own mind

that such a thing was possible and that this could be attained through statistical

approaches but that there had not either been the opportunity or the skills
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the mathematical skills available to test this out and I think it was a result

of his interest and his conviction that you could have a general solution of the
Ph;wv;u;
ADFGVX which would be much better than Pemwam!s solution that caused that traffic

to be saved and I think he saved the select traffic, some of itgyobviously was

fine traffic because this is what we worked on. We picked the day with the

greatest number of messages and we ldentified the ones with the odd keys and

-

the even keys because we developed this statistical group and then we were able

finally .
toAzero in on one days traffic and break the key and for that day or for that

spread thia and

went ahead and did enough other days so we could prove

period and then we justA

that it wasn't an accident, That we had’indeed achieved a general solution.
The three of you got it? The general solution?

Yes. Abe and Kully and myself were the ones who did the work under Friedman's

general direction. zzj//h/ I think well the thing that came out of iﬁ)

We'd been working on double transposition. We discovered some pretty significant
new principles not earthshaking but we'd made advances in working on double trans-

position in particular. Also we had done had developed a very good understanding
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of statistics and how statistics can be applied particularly in alphabet

matching and alse we had realized that there was a difference in taking the

N\

dijgraph for example there was a difference in the expected frequencies of
\ g

A /{o£2% .
the initial letter of :e di;graph and the final letter and alsotgééfisii_a
w ;

AJ/%?IL,(/ this we had recognized the positional frequency characteristic

of a code group,whether it be literal or numerical , could be significant in
some cases., Well for example take a simple case. Some codes woulé,particularly

dictionary codegjwould go off maybe through 3000 and so you'd be limited to

three digits in the first position and then you would find that the frequency

+he
of the second and the third and,fourth and fifth digit in this five-letter code

group each would have its own significant frequency characteristic. Five might

be the most frequent for the second position and some other letterf for the third

position and so on. So you can sort of have your have your statistical penetration
o~

og base for statistical penetration laid by virtue of this fact. Well the magic
A
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of the ADFGVX solution was that the fractionating square was devised and

frequent letters all from the same column that one letter would stand out and

you could find just by looking at the message. You wouldn't have to make a

frequency distribution. Well taking this sort of obvious principle and refining

it into mathematical’taking advantage of the mathematics we knew about in those

days,we would find the tools. It was very effective in breaking into the ADFGVX

messages. Now i1t just happened that the ADFGVX was a good vehicle for us to

develop this on because the same thing)the same principles,applied later on to

the Japanese system which we worked out and again to repeat myself laid the

L

s
basis for theficomputerization of cryptanalysis because and that's another story.

I think that is about the size of it on the ADFGVX. Friedman had a glint in his

eye. He used us to establish that the glint in his eye was a real inspiration

and a vision and then having used the ADFGVX as a vehicle for proving that he had

made the correct assumption. Later on we did expand these principles into a

L o e ew et B R I ,1\1_1"{
o _ Lo d
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broader application with even more fantastic results than ewem Friedman had

imagined when he first thought about it.

P &

A¥e you suggestiag that)earlier on in your remarks on this,that Mr. Friedman

was assigned to the French.

That's part of his re: .zd.

7

Afyﬁ.f‘szggéAfUZ/ﬁé e ){;'k

I don't think he obtained it.
Or decided upon it maybe would
Well, it was inspired by it.
Inspiredhit.

That's the way I would like to
This inspiration may have been
I think Friedman was convinced

was so strong that he actively

I said it correctly.

Let me ask you another question then about the business of the Yardley collection

arranged for it to happen.

I think Besgsqes 7

be a better.....

This was an inspiration of Friedman's.

3
/

stlenr

stimulated by his conversations with -editowe but

that this ought to be explored and his conviction

I said it right)now.

O
once again., This may seem redundent but I think we ought to have it for the

record. There was no intercept material traffic whatever which you recallﬂhaving

&l

come from for example army radio intercept activities in 1921 onward period.

I can recall nothing of that nature but I can recall volumes of cable drop
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traffic,
Cable drop traffic but nothing ?
I recall nothing., This just means that my recollection, 1'm tapping it, and

it means nothing more than what I've said. I didn't recognize it if it was

there. It could have been there.

1Y L ’
Can we go back to the ADFGV%’ /C(Afj{ﬁﬁ? A 3 the source or the selling

point of the development of new techniques. What particular technique$§can you

worle on
advise can be traced to,the ADFGVX cipher?

b
Two major ones. One is the utilization of positional frequencies characteristics,

so that
IHXAKHEXXKHKARX you can take advantage of them in your cryptanalytic attack and

that's essentially it. Of course, depending on the system you'll have to devise
. A

w ould
how this sd+3 be applied. And second it simplifies the cryptanalytic process to

the poinﬁ%ihere it could be developed into a type of program that lead to some

of the primitive computer procedures, The adaptation for example of the IBM

Z
machine and the publication of the GEEWHIZER which I think even by today's
"~

W an
standards were a pretty sophisticated device and I will repeat my earlier con-

versations with Hank here, the thing had a memory, primitive as it was. It could
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d(ﬂ.a.»' 13115;'1
draw a.. it could do the IC task that the Bishe machine was designed for. It

tests
would give you a statistical evaluation of each one of the -texts automatically

and finally it would discriminate and tell you which were the more likely ones.
In other words you set a level and if you got above that level,the total got

above that level,i%lhen you looked at so you didn't have to look at a bunch

thae
of ones that weren't very likely. In terms of statistics if you drew & probability

curve it would clip off the upper end of the probability curve and reject every-
thing below the optimum positive level that you set. Finally Ithink it represents
an effective application of something invented by Albert Small and that was the

use of logarithmsin lieu of the absolute values or the LZ’Q.ﬂszQ(values of the

statistical values which got away from the problem of multiplying and simply by

product
adding logs you see you got the effect of the preblesmrof the probabilities which

have
I think was one of the cleverest things I ewer encountered in my whole business

in cryptanalysis. Small just came up out of the blue with that and it was
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beautiful. Everybody else had missed it.
an long as o mrakivnaskt
May I ask also abeut—te—mewmtieon- the IC about your introduction to the IC? Did

you ever see the Riverbank publication?
Oh yes.

early in the game?

Yes. Those are part of the fillers that Friedman gave us while Kully was getting
ready,catching up ,with Abe and myself, Friedman. See I was there first so I was
the one who was always out of a job and he couldn't find enough things to do in

those first couple of months to keep me busy while Abe caught up and then Abe

" 50#"

1
and I sort of paired off andAdidAsimple things like proofreading manuscripts

for him and other things but he just didn't have enough that he could trust us
with so that we could he could keep us fully occupied and I remember hounding him

one day about I was out of anything to do so he said I will bring you something

mak,ﬂ, wovk

+rvv;aﬁ jAb’
in the morning and he gave me some $riggerJaclk—ailk-work until the day was over.

Next morning he came in with three Riverbank publications and handed one to me

and one to Abe and one to Kully and these were the ones well I think one of them
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was the transposition solution T ciphers. He didn't get the one

an Wheakstong,

L-preached—on, the star ciphers, because he saving those for special examples
in our later training period but the more trival ones he handed us first. One

on secret inks he gave and these were /Gcﬁ/t/fﬁ;_ work but honestly outside

of the one on the

cipher,I think it included the star cipher too.

W ZAL.
I'm a little hazy on this. The rest of them axe pretty trival and I think

Friedman knew it because he was pushing so hard to get the technical papers

@\ published.
\* cR
* & an
H Well what surprises me is that whkewa Friedman got the IC that he didn't sort of
apply it to everything he had. You know it seems like such a terrific thing to
) Te
do that I don't know why he ’ust/éIE;Té\take up traffic and try the %de= on
everything and then after t21$x§;74222, .
' S
A: Maybe I could explain that if you will define what you mean when you say IC.
l
4. Q Well I'm not quite sure what at which point after you came in which pointywas
- ,. 7 i/ UELF y WWCA‘ Jd" M%Lvﬂ;:i v
developed because the LA, cawed T thegtéieusp Asti “hieh- LJ“

/ s
~ . ; M ».,u/ub.y-\ il MJ-T
oAl ,¢Zh21¢111/u1 $ext but this isiapp%fggéone piece of text
against another piece of text and count the occurrences and then measure the
number of occurrences against the expected at random. That is as for plaintext

of whetirer--we use languages.
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A Well this.... I think I can act a little more intelligently in respomnse to your
+1:" ')4: 5 u/&lg, .

question because your definition of the IC &ext is exactly what Bistre had in

mind when he developed his machine. You counted the coincidences and made a

record of them and recorded the number of coincidences for each position of match

if T can call it that,and then you exploré’it,these totals if you will,to see
kappa Test

which one looked like it might be the right one. Now the eepttus turned out to

be a pretty trival test becaumse as a , @ cryptanalyst you could

look at them and tell better than you could figure them out. If you got into

the eapitus at all it was sort to validate your judgment after you made the

inspection of the results so we we also were handicapped by something that I

e '/.,, 7
; . . Kicca % ¢
think became. a very practical consideration in our work and that is your <apitus gl

has to be reduced to a sort of standard base. It was a lot of it was a problem

. X m atches
in_arithmatic you see to take messages of different length and -meesages of

different quantitf‘;nd reduce them to all the same base because you could look

L

PTT T X o o
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at the curve and you could tell and sort of make a mental judgment a lot easier

. . ) ,»/','/,,.-' ./'.-“‘"'—!’
it Lo L
than the itus- could be made} so we didn't we weren't too formalda little bit

) a_rjpraach
maybe loose in our displinary eedes but actually it was just like solving a

crossword puzzle. /;{/_ £ / (.3 worth a lot more than the mathematics

Adodo X
because the mathematics will give you a general idea but the real test is -&he-

AM? M

degree, Now we were great believers in making tests ¢e read’you see,and not

to satisfy the mathematical criteria that we established. Now the mkimxgxmf IC

€

AA o
khm test was only one of +he great many statistical tests. We well I think it

L
simply by sAiding one message
doesn't take too much to appreciate what you can do IEXYWMXERARXEIRAXERRXRRAKKEEAM

gg%inst the other but the real test is when you get into more sophisticated things

exemp\;fl:li Uft”&/c'-{- o— ahee ke waeo
as iwmtensified in Friedman's Book on the Heb#ew machine se~he-used the basic, welt,

, P letTers
the intéval test,I calles it A s /i certain -matters appeared more

or Lo bteol

frequently end more likely to appear gerbted at different intervalsl for example,

. well, i
E you find more E:at 2 and 3 interval* 4 abeout maybe 3-4- and 5 interval than
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- 1A
ST Ll A
you will asiother letterganddthat is another form of statisticg. Third form is

n

in what is generally well it is pretty basic to the ADFGVX /f.;-(;

) wpial
Thats 4{{(QJ/¢4<}2M4Z1L characteristic. /Z?L(C.,¢q;,/ Japanese jyou’ can

i

go to town with all sorts of ?é%déh«g%}ﬂﬂL/ ékﬂz;ugiéé because the double
7 al
(f, z i 7

<

letters in Japanese like double O and double U, and since the vowels comprisgﬂ
about half the text you get a terrific statistical representation. You cannot

/ ) L A 5
Z? Aé&ﬂéaLéL@féﬂ Ly a simple IC tegt but a variety of classes of tests

that you can apply in a refined form depending on the cipher system that you

welee

are dealing with and you sort of eemmeet that statistical test which will allow

!

746065 et w

you to penetrate to some degree the mysterxqproduced by the encipherimg process,

with

and I think we were more concerned #m developing a variety of tests than concen-~

W hat
= 42
trating on how sharp we could make the A £ test. Wedkd~other tests w.uaaz

-‘H\l"" that could be applied to our problems and we just passed thEWugh easier

solution.

P g
P R R o o LI SR
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o~ -

) //";‘: §
How did you develop ¢ // %70 ,K/'bmyLsL v people who developed the/ =Zng§!,¢,bfp\

-

for enciphered code, addaitiv e enciphered code?
clue,
No., We I . Kully may have had some teex If any of us did

it would have been Kully but I didn't realize what a difference table was

; 5 B
Y’L“’ L

unti%iﬁe started collaboration with the British. Now I speak of this in terms

of the.pragmatic application of the difference principlef,igéerms of different

as &
stages and things like that. We were fully on board though withr the statistical

implications of it except we had so many beautiful machine ciphers to work on,

n '
at leastnwhat I was conscious of. Maybe Kully would tell you different. Abe

would tell you different but from where I sat it was all machinegand there were

so many of these and our techniques were so powerful that we didn't concern

. wiil
ourselves,and had no reason to concern ourselves, with the and I wewld sit

here today and say with the trivia/aspects of the difference table because the

vyt
1fs.

difference table is a sort of a technique)a way of doing things not a sophisticated
A
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o «
thingAitself. It's a tool. It's a shortcut. It's a sort of,golden trick that
ik
s Newr)

"

you{employ rather than being a sophisticated approach. ASome of my friends who

are additive solvers will get sore at me because I put it in this context but

ern wad

I think Friedman's work on the Hebmenm machineAmuch much more significant than

the difference table technique. Incidentally that difference table is nothing

5
more than an indication of IC. It's anaothen kind of a tekt and it's

a quick way of establishing the IC. If you think about it I believe you will

believe it.

&0¥J :
N Q: it theoretically rather
than practically. X
; ; table
A: Both. ' differencef\is a fine thing if you've got a bunch of

people that you don't have much time for training and who have a particular

problem with a good statistic* underlying statisticé‘a difference table is hard

+hat 44

to beat. But theoretically its just one representation of the IC, +&te- useful

to have rather than being the total answer to the problem. Difference table
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'
ar-d- T
will provide about now I'm guessing em making an estimate’will take advantage of
‘JA—“:J‘I' M&L&j

21(; e advauwtajs
4

about 90% of the cases;’ It doesn't provide a 100% emé-—reedldy- whenyou get the
A 5

s
T :
answer’when you get the first one and it produces the answer then that's all

you need. You don't rneed it CikEdQFC- all the way down to the bitter end.

'So it's a handy tool for shortcuts.

A g e
End of Side 1 al7‘z -
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Tape 2, Side 2

N OF We can back up to number 3 7% .. -v. I asked about Yardley. If he was

mentioned,and if he was)in what light was he mentioned. I'm very curious about 5‘*4;

b A B . .
j(ffihés man himself I guess. The idea of how people actually saw him “ /%4 /éxﬁfﬂé/
'caxii*£1 2.

p,;ﬁi' ///céi 209 after his book had come out and he had become somewhat of
5

T o ridd .
rogue, L g«

A: Let me tell you what I know about Yardley. The first time I heard his name was
W e

frem Friedman talked about the American Black Chamber and he reminisced a couple
£ / :’

te times. One of the stories he told about Yardley was that Yardley was a guest
at Friedman's house for dinner one,one evening and Friedman,you know,was a great
one for playing up cryptology and cryptanalysis and things and he was a little
bit bugged by it in terms of present day slang. I mean he had a thing about it
and the menu for this dinner was supposedto be in cipher and before the party got

e

served -a dish,they had to figure out what it was, and Friedman's story about this

dinner was centered on Yardley's reaction because one of the items on the menu



DOCID: 4223202

70

£ evfres

, , ) . cifra ansd =0 ¢
G was an indeciperable cipher ' and they were speculating I guess

as to what this might be and Yardley spoke up and said '"Well it might be hash
but no self respecting host and hostess would serve hash"and lo and behold that's
what it was)(laughter) and that's the first thing I remember about Yardley. I
didn't meet him because Yardley was a little bit of anuncertainty in terms of

what we were doing in tesms—ef the SIS. He knew about Friedman and Friedman's

ard C;P‘ku’
being a code -enciphe¥ specialist for the Chief Signal Officer in terms of the

: in those days
code compilation program and that was the reason Friedman was hireQAgot for his

eryptanalytic capability in the sense of intelligence production but for his

cryptanalytic capability in the sense of improving the codes and ciphers and

A’
I think this isﬂimportant distinction and it ought to be underlined if we could

VRS e
underline it in the tape here. Well now,Yardley's outfit was closed down and (the
n

attitude of the State Department was pretty much negative towards the continuation

of any activity 1like thié)and the Signal Corps and G2 have nerve enough to get

Qe i N weded m e B
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+ha -
up and start & new operation outside of G2(indayay from the State Department>

of course a great great envelope of secrecy was placed around it and one of the
things you didn't do was to contact people who had been associated with the old
Black Chamber activity because there might be some way of(Phe existance of the

~
new unit leading back to the State Department and Stimpson or whoever it was at

that had 0L
that timeAFesponsible for Yardley's outfit being closed or taking action to

i Fhe +hat.
stop it over in the Signal Corp;5and it amusing I've heardndiscussionsAthe cover

ﬁu4p4 ' )nsuppoff “f
story is +hedr just simply we're augmenting Friedman's activity fe#the Signal

Corps code production program and that's why we didn't get started on intelligence

production I think until somewhat later even though we had an intercept capability

Fo
that was coming into being parallel in time to the formation oﬁnSignal Intelligence

Service. Well what broke Yardley's back,I think there was some feeling that maybe

”~~

later on Yardley and Manlgy and others would be called in. Well let me introduce
. A

: B
-

something here and sort of correct a misimpression/g may have given. Iniéhlly
A
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and this is in the first few monthslthere was very little well I don't know of

any contact with Yardley's group but before possibly within a year or a year

~ h_g,
and a half Manlfy was invited in andhcame to Washington. Friedman brought him
A

into the office and introduced him to Abe and Kully and Hurt and myself and we

met him and he was an old man and we were very impressed by him because Friedman

P
ﬁ)?W/
e 4

was obviously showqua great deal of reverance and then Charlie Mendelsohn,
A

,"I

Dr. Mendelsohn came inf\ He was .a"City College in New York and later on I think

, believe
he moved around a little bit. I thimk he died from the aftereffects of scarlet

fever. That was the diagnosis but there was great suspicion{ that he might

have been killed by the Germams, because of the strange circumstances associated

B this disease
with hi® being stricken with . There was some suspicion that he might, because

L bed st

of the notoriety that big—deubt about him, that the German intelligence services

mar
swight have found out about him and neutralized him but I think that was pure

speculation. I think it was an old wive's sort of imaginative attitude. Now
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+
these two gentlemen did come in and Parker Hit came in and I was really pleased
that we got the chance to meet him and he was he was really on our side, he and
Maaborjra wurd
Mebera—wa8 the great supporters within the Signal Corps of this concept. There
was also a fellow whose name I might mention in that time frame and I'm wandering
from your question but I don't think you'll get this out of me with any other
question, was Col O. S. Albright who was the action officer in G2 and he was the
one who drafted the G2 side of the plan for the organization of the Signal

1

Intelligence Service and the Second Signal Service ;ntercept ﬁctivity. Well
inn2n
of course Yardley was not included in this #meercircle of people that were
knowledgeable of our existence and our plans and what the Chief Signal Officer
and the Director of Intelligence expected for the unit. The next encounter
o faldt
with Yardley andAone where he tame to our attention was when the Black

well when the series of three articles in the Saturday Evening Post for which

he got a thousand bucks each which was a fabulous price in those days for an
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article like that and then when the Black Chamber came out Friedman really hit
the ceiling. I just could not understand then nor can I understand today why
this should have rubbed Friedman as hard as it did, but he was fit to be tied
and I mean literally fit to be tied and he got ahold of the book and he and
Mendelsohn collaborated in making well there's an annotated copyeI think it's
down in the Marshall Library. You should get that and have it photographed.
You'll get a terrific appreciation, a biased one, but some appreciation of
Yardley and what Yardley'I mean the impact of Yardley's book on the cryptanalytic

Yourt
concept and the people involved with the Signal Intelligence SErvice. You get
how EEEY reacted to it in terms of the people who were directing it. Of course

: Al
Abe and Kully and I were such kids at that time it didn't amountiwe thought it

A
didn't amount to anything but you'll get Friedman's and you'll get the kind of

thing that went up to the Chief Signal Officer. I believe it was Ingalls. I

don't remember who the Chief Signal Officer was at that time. From that minute
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mut
on Yardley's name was MYP so far as our activity was concerned and then

e theas
although Yardleyﬁyas some consideration given to whether or not Yardley should
be brought in because Yardley had a lot of people who admired him and thought

4
s
he was pretty terrific and I think eé&f they had chosen up on sides that they

would have voted for Yardley rather than Friedman to head this activity because

Friedman was pretty much an unknown QQQZZQQZJ in G2 whereas Yardley was
& :
a bit of a celebrity and one of the lights in the circle'small circle,of people
who were involved in intelligence and you must remember that the intelligence
pretty group of

personnel in G2 inbetween WWI and WWII were prettXApaive unsophisticatedApeople

SO Yardlgy,as a professional cryptanalyst,and this seems to apply to cryptanalysts
in general who had been successful and only those who had been successful, Yardley

Mauborgne
was looked on as pretty much of a’wellfuebern used the word magician to describe

cryptanalysis. It was a little bit of that magician aura that Yardley had inherited

in the G2 circles but he was practically unknown in the Signal Corps and since
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Officer
the Chief Signalpwas she administratively responsible his OK had to be received
before Yardley could come into the activity and the Chief Signal Officer wasn't

about to go against Friedman's feeling which were very anti-Yardley at that time

and so Yardley was reallyfjust closed out,

o
}W‘
Q°° Qx Do you recall in that period, sir, whether or not anyone else in the Signal Corp:
took as strong as a position as Mr. Friedman did,seemingly did,against Mr. Yardley?
/"v
AL
A: Well Friedman's position was unique because in this Signal Corps they were more

interested in proper Signal Coxrps activities and most of the Signal Corps officers
that I bumped into looked on the Signal Intelligence Service, there's one
exception, 1'll mention his name, looked on it as a sort of extracurricular
activity which they were doing the housekeeping for and they weren't particularly
interested in'sdpporting-or being involved in the thing. They looked on it as
something thatﬁpossibly should go on but that's somebody else's watch and I

don't,I won't get involved. Now also since Friedman was the high priest of

the cult his attitude more or less was accepted by the rest of the congregation
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namely the Chief Signal Officer and the others who looked on him as being the
keeper of the wisdom and so Friedman's wisdom was anti-Yardley and therefore

this spilled over into the Signal Corps attitude and there is a certain amount

thok

of distrust I think too present because they feltAthe publication of Yardley's

&/BL&é{l

book wasﬂa dirty trick and one of the things that resulted from it was that

A

_f o
both G2 and Chief Signal Officer with G2 carrying the torch we got this law
passed about the revelation of information about 330-5, is that the one Hank?
AR 330-57?
(Hank) (I don't recall)
(laughter) I used to revise and help review it and produce revisions to it

which would go down to the War Department for publication in Army Regulations

« SO we were the action body on keeping that regulation up to date. Yes sir.
jw?
o )
6o Q: Did the folks at G2 react separately or in concert or were they particularly

-5 startled by the publication?, after aif; .

A: There was no question that they were really really put out by this thing. I think

the people who were pro-Yardley up-to the point that the book was published

]
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turned against him, They thought this was uncalied for and while there was no

./_
R

law they could invoke to stop him and there was really nothingﬁtﬁey could invoke ——

— —

law or moral principles or anything else because they were sort of tied because
of their position and to go out and fight this book would give it more publicity
ed-

so they would just confrontAif just like Norm Boardman every now and then is
with one of this problems and they reacted a great deal like Norm Boardman reacts.
They don't know what to do.

/?Nobody else would either except somebody who was brave. Now I want to mention

e .

this exception. Carter Clarkﬁhad,I don't know, he nad an insatiable curiosity
about intelligence matters and he was our greatest supporter. I first met Clarke
when I was doing a stint of night duty down in the War Department message center.

He was I think he was a captain at that time and he was in charge of the radio

.station over at Fort Myers,which was the transmitter site...

Q: It was WAR,wasn't it?
Ad Ats
A: W-A-R,~—~Thet—wae—the call letters, yes. Not war in the sense of WWI (laughter),

except Has 2o
but I don't know why they chose WAR but War Department,War Department top radio
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station and he also was responsible for the maintenance of the message center
equipment. What happened is that the antennas and transmitters were located
over at WAR, Fort Myer, and then they were keyed remotely from positions in the

St
back of\fourth wing of the Munitions Building where the message center was

that wis o~ ‘
located and &ke whole lineup of intercept not intercept but operator positions
along one wall,the last portion of the wing there‘and the code room was up in
the front left hand corner of the third left third of the wing and that's
where I was working and so ClarkCWOuld come in and he was responsible not for
‘the code room but the support of the code room, make sure we had lights, tables,
furniture, desks, typewriters and all the things that you need in a code room
but he wasn'tAresponsible for the operation of the code room. That was sort of
the personal responsibility of the communications group and,but as one of the
members of that group,on his inspectionSand he would come in at the oddest hours

%)
of the night and just lookoner the place and see if it was running right. It
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was a good thing to do. He came into the code room and introduced himself and
we got to talking and he was very curious about me and my background and how

its
I liked the work and what I thought &+s future would be. So we got to know

Vil
. U0l PR . ]
each other pretty wall., We got=to—he sort of personal friends which was unusual

for a young country boy and a regular Army officer because the Army officers

lr .
were Q o/t L 1% themselves and they had to maintain that image and they

”,
Bt
e
didn't get too palsy-walsy with civilians.ﬂ In this case Clark and I got to

know each other so we were sort of a first-name at that time and later when he

hec me By 4753 1 called him Colonel. Now Clark was intensely interested in

this thing and I think he)while he never agreed in all instances with Friedman,

he wasn't a rubber stamp, still he was a great supporter of Friedman and the

Aot

thingderiedman was trying to sell., I think Clark®knew that you didn't win

all the battles but you suffered some losses. As long as you won the war he

(]
&
was happy but he could lose a skirmish and never turn a hair. Hgﬂjust go and
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start another fire some place else and if he lost that he wouldn't care he'd
Just-ge—end- start a third fire. I think a very remarkable man and totally
unappreciated. Well I set him apart because he is unique and I think he made
Moub sl i
a wonderful contribution and helped Mobern and the others,6Albright by his

support because one voice out there in the ranks sometimes will have as much

effect as'uell will offset a distant voice from the front row'and~he had a

g gerd i

and he was very vocal. He had a2 mastery of words and I

¥
%
think he did a lot of pseudonym)nom de plume writing forwarding. » He had a couple

of articles that I know about published in the Saturday Evening Post and he
was a good journalist. Now enough ef Clark®and a little bit more about Yardley.

I think I've said this before but I'll think its a good place to repeat it.

k/g
—ere>
Yardley's next appearance so far as the Signal Intelligence was concerned was

in
whgn Yardley was hired by the Nationalist Chinese as a code expert -amnd their

military
efforts to crack the JapaneseAfield ciphers. This came about directly as a
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. ﬁ_q_
result of Yardley's publication of\American Black Chamber I'm sure because the

exp&'y't
Chinese thought if they could get this American ewxptedit who had been so successful
in the diplomatic codes working for them he might have the same degree of success

on their milirary codeg. Well Yardley didn't score a point I think in that

game. He was completely whitewashed because (1) he didn't have good intercept,

(2) he was so conditioned by the cable drop b /that he have no concept

of what you would expect from an intercept group and therefore it was impossible
/

for him to organize ome and (3) he had al%qbuilt-in difficulties that the Chinese

a¥
have which he #as a westernhdidn't understand. The kind of things lZke how you

»

P

get the Chinese to do something he didn't quite understand. He was trusted
completely by-the Chinese with the intelligence that they had gleened although

they didn't trust him with the policies and political activities. He did have
access to their intelligence files. The,after the Japs did what they did in China .-

the Chinese suffered their heavy defeatleardley came out by the Burma road, he

!\:

q%

A AN
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was one of the last last guys to get through and came back to the states and

at that time Akin was in charge of the war plans and training division, General
Spencer B. Akin, he was a Colonel at that time and Akin thought it would be

useful if we got Yardley to prepare some brochures}technical brochures,on the

st

'

informationphe*ﬁeveloped in his work on the Japanese field codes, military

56 2.
ciphers, so he arranged for a contract to be let. Yardley produced the papers.

e_xp!a.;u
"I was the action officer, review the papers, eprimg the contract to Yardley

lay
and iete® the requirements ZQ'Z so I used to meet with him regularlyJ oONCe o

4

juXsort of north
4ilke twice a month in his apartment which is up on F Street juet-shoxrt of the
A

Munitions Building and he would present what I would look at his manuscripts and

we'd discuss whether this is what we wanted or not and I'd ask him questions,

that he could
you know, sort of feed him questions /\ answer because we wanted to get this we

wanted to get as much out of him as we could. He was never permitted into our

¢ A i
sanctum sanctorum but he did a couple of times come down to see é;sﬁes and I

.‘{
Lo Ceaal
[t\-.:.i(! Wi b e WA em
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think collect his money and sort of formally meet the formal requirements of

the contract situation., The some of the things that disturbed me about this

wol ﬂxxw~$¢;‘”’
relationship 4e as follows: (1) Edna Ramaser 5 Yardley'ﬁéaramour/

was an emplcvee of the Signal Intelligencs Service. I'm sure we had no secrets

from Yardley (2) I often suspected that she was feeding him back information-

from us which she would include in his reports. I couldn't prove this. I

discussed it with Akin and we decided well the idea here is to get as much as

we can from Yardley. 'This give us a measure of what he knows which in itself
wo uld

is useful and probably as useful as any fabricated material that he <euid put

5
in and the feedback may stimulate him to recall things which and help us $6=
answer questions which although not designed might be a more desirable situation thaw
]
without it. I love this attitude of Akins It was not one of anger "Kill the

son-of-a-bitch off'" excuse me maam, and whoever hears this tape,but it wasn't

3'7¢ +hak +heag at all. This is an operation. We will get the ultimate out of
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it and if we have to play this game to get it, let's go ahead and play the game
but let's don't be fooled by it. We're still in control of the situation. And
this I think is a very sophisticated attitude towards dealing with intelligence
things that a lot of people never developeds But Akin had 1t instinctively

and I think it was the proper thing to do. I was disturbed by it. I didn't
like the idea of you know buying back,this is the way I put it to Akin, buying
back our own dope but Akin said well we're getting more dope in return. He
says dope for dope is fair trade in my book and the money is incidental.

Q: Did he have any thing of real value?

A: Well he sort of confirmed (laughter) and it took a little bit of work on our part
particularly on my part because I was the action officer, he sort of confirmed
-—ﬁw“’ti
what we deduced ourselves and the information he broughtksome oﬁnyee-new and

useful but it wasn't enough tolelp us master the situation. It was a tough

W '
situation. Yardley, I'll use my word illuminate'Yardley illuminated the

E O T T T
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information that we had developed and in some degree confirmed it but this

a moot
confirmation is a sort of mwte question because did he confirm what Edna told

“ﬂ‘\}éf

him, assuming she did tell him, and I think rhe did. It would be ééfe unnatural

if she hadn't or is this freestanding information that comes from Yardley's own

experience. I don't think we'll ever know and I don't think it makes any

difference because it wasn't,as time went on,the Japanese systems in war time
than

were much much more impregnable as a massive thingﬁaaﬂ wetémagined,in those

days so it did help get us conditioned.
o
) )

How did Mr. Friedman react to,renewal of the Yardley collection?

Why do you think I was the action officer? Did I answer the question?

(Yes sir.)

Akin sort of said if I let Friedman go up there I won't get this. I will put
the junior man in there to deal with Yardley speaking for me and Friedman was

a little bit hurt by the deal because he wanted to be out in front. I think he

enjoyed the confrontation with Yardley. He Yardley you see at one time was up

there and Friedman was here and now the roles were flipped. This I think was
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Friedman's ego that was hurt rather his judgment and I think Akin very wisely

avoided the confrontation between Yardley and Friedman and I don't think these <./

5 ]
. : {/,,( . l/_f )
would have beenﬂé%gSE!Rg because Yardley did still at that time have quite a

few followers. Now let me say some bad thingg about Yardley. I think these

are part of the sort of perspective that you want. I've said the bad thing

about Edna and the possible feedback but usually when I would go up it would be
about 10:30 or 11:00. Yardley loved to work late at night. He would oversleep.
I'm sure Edna was living in the apartment with him. There was never any evidence
of her around but I had a pretty sensitive nose and I the cosmetics that she
used at the office were always present in a greater concentration in Yardley's
apartment then they were around her desk. Do I need better evidence? and I'm
sure Edna was there most of the time but she was never there when I was there.

Yardley would usually be in a T-shirt,sleeveless T-shirt, somewhat dirty in front.,

He slept in it. Evidently he just slept in his T-shirt without any pajamas and
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.».v'/

AL
fqmy nose was sensitive. He would sit down at the dinette table where nhe had

his papers spread out. He had a desk with a typewriter on it and he looked

pretty rugged pretty rough. Early morning just got out of blurry eyed sort of

thing and the first thing he'd do he'd say "Can I offer you a drink, Mr. Rowlet::’"
Yo

"No, thank you." :Pon't mind if I have ome?" "Absolutely not. Go right ahead."

thia
(laughter) He'd open #ie desk drawer and pull out a bottle and he'd take a

glass and hépslosh in about two-third of a glass, tip it up. From then on he

was first class and he'd de this two or three times while we were there.
Sometimes he'd get a little too much before we got through and 1'd just usually
excuse myself. I had to get back and when would I see you again sort of and we'd
make it the'n?xt day. This is what I saw about Yardley's drinking habits. Later
on I think he tapered off because he got a shot in the arm when he was hired by

the Canadians, he and Edna, to organize a cipher bureau up there and I don't

know whether the archives show this I think I've mentioned it to you. I domn't
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remember reading about it but as one of the conditions for collaboration with
the UK)the US laid down the condition that Yardley would either be firedg;éx%;/
Yardley would be removed from his contact with the cipher bureau/or that the
UK could not exchange any American information with the Canadians as long as
Yardley was there. The re;ult was that the UK,who wanted a clean arema for
our collaborationlbrought pressure on the Canadians to get rid of Yardley and
so Yardley was fired and I think he suspected exactly what happened. Yardley
was no fool and so he came back and hoped his services might be wanted during
oF
the waF and he was never asked andhwas turned down any overtures he made. I

don't I'm not aware of any overtures but I'm sure he must have made some and

ﬁ“r how could he help it.

Q: Who took the decision to go after Yardley in that way?
A: Well it wasn't a decision to go after Yardley. Now let me make that clear.

The decision was not to allow Yardley in but there was no malice. There was no

/_' /
4 / &
/

:
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punishment in the context of punishment. It was not there. It was let us not
permit Yardley to be in and if he is in Canada he will be in because it is
inevitable that we will collaborate with Canada so they were Eifg}j,jﬁga getting

Yardley out of the way but it}waen*t—thera was no punishment context here at all.

124, ov ..\

Was this on security grounds or was it because they suspected his abilitys
It was very simply that Yardley had broken faith with the cult when he published-
the book and he might publish another one. It was that simple. They didn't look
on Yardley as a traitor. Yardley was admired but he'd done this thing and he
nadn't been forgiven for it and that's,I mean it was that simple. Now there
was nothing very complex about this and certainly we had too many other things
to do. People who were running the SIS and responsible for its activity didn't

. i where
go out on on a get rid of Yardley campaign except for his activities impinged on

our activities and there they took steps to insulate it and that was the measure

of their action.

I reckon what I'm really asking is if that sort of proposition were made to the

>
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Canadians and the British? Someone obviously sat down and prepared the necessary

policy documentation.

A: I don't think there was any policy documentation necessary for an act like

this because all they had to do was to say "Look the US government is unhappy
about Yardley's involvement here because (1) he was with the Black Chamber

(2) we decided we took the decision he would not be involved in our new activity.
He published the book. We didn't like that a‘ct.' He is in bad graces with the
government and wg just don't feel that we should collaborate.'" I mean that's

the measure.
5 For years when T worked on

‘6:‘
\l°‘\0 Q: 'f’”:'-j. sk ; g il frhet the Canadians'we—rel—\ﬁeeé—ee—werk-eu& problems in
/‘,v_gﬂ—[’&f
55 which it seemed that the ﬁdm,wﬂwould be working on too, s J

VRN PIOW: 7 S g

Lliay Fo.. &l

by exchanging with the Canadians.  We exchanged fully

with the British and some things with the Australians but there were just so

tremendous limitations with Zﬁyﬁ éq,d f'“f‘a with the Canadians and I wonder if

by
I wonder trow whether some of the aura hadnt just hung on?

o
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A: No Maam.
Q% Or just because of other reasons.
A: No Maam. If you mean was there a relationship between any reservations made in

more recent years in exchange with the Canadians and was this based on the
of
Candians hiringﬁ?ardley, there is no connection and I can tell you why. Any
reservations which we may have had in the timeframe that your questiony refers
L
t5

’
toAa result of arrangements between GCHQ and NSA as to the Canadians role and

the interpretation of these broad terms of reference were the limitation of the

s C
T

Canadianﬁéo far as our exchange is concerned. It was simply the interpretation
put by the people who gave you the instructions on these broad terms and these

may or may not have been accurately voiced. I suspect that they were practical
things and th?y avoided the philosophy behind the exchange and therefore they may
have sounded strange to the people who were implementing them but not necessarily
strange in terms of the concept under which the collaboration was being conducted ,

so I would say positively there is no connection between any reservations that
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you may have noted and which formed the basis of your question as I understand
it and what the Canadians did with Yardley because once Yardley was removed from
the Canadian effort and we had insured and obtained assurances from the UK
GCHQ people that this was not continuing then the exchange was really open to
what was agreed on between GCHQ and NSA and the Canadians sort of took what the
British advised them to,really what they were told they could have. The British

were a little bit more tactful about it.
Couwted. L
bet-me ask you a question about the earlier period,prior to the publication of

Yardley's book. In 1930-31 say as the junior cryptanalystg, yourself and Sinkov
and Kullback, how did you regard Yardley as a cryptanalyst?

His work on the Japanese code, the work of the Black Chamber as we saw it through

as
the archives and that was our window into it because Friedman didn't knog«much

maybe
about itAas we did. All he knew was the rumors and the heresay and the official

ungtanding of it but we looked down there and we saw the raw material, we saw

the worksheets, we saw the catalogs and ctherthings and by the time we got through
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organizing that material and getting it filed properly and sorted out the ADFGVX

and the Japanese diplomatic and the other traffic we were interested in we had

goad
a veryAappreciation of the depth of cryptanalytic competence that the Yardley

organization had and they were very good at code recovery and code solution
. ’ . o
because at that time there was very little enciphered code use so it was a book

breaking kind of operation. Manly was a tremendous book breaker. He was a

: I
master of languages and everything that>wae- said about him I think was probably

doesrt
not}ja&ﬁmgive him full credit for what he could do. I think its something

short of what in my estimation Manly stature was. Mendelsohn was extremely
good. I wish Mendelsohn was on our team now. He not only was a book breaker

anes ‘
but waﬁﬁimaginative man. He had good mathematical concepts although he was not

1 2 i
. ~J YTk
a mathematican professional mathematican. He had a feeling for math and he

‘could use it as a tool but in those days there wasn't very much opportunity for Sl

well for the use of mathematical disciplines as we found when we got into the
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cipher machines analysis. That's where your mathematical approach really paid

Lo
bookbraa< =Ty

C an

off because you loekedwaEﬂAkin; probable word, at least I always thought it

was because you can't gew book break unless you know language and the reason

that language helps you is because you have a good feeling for the language

itself gnd you know what word is most logical there and so thats not mathematics,
that's linguistics and its how words go end to end in the context of the language
you're dealing with. You know more about this Virginia than I do but that's

the way I look at it. I from a sort of broad cryptanalytic viewpoint I think I '
O/’/"JJ-;L 1o

am pretty closeAright.

End of Tape 2, Side 2
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Tape 3, Side 1
Q: Prior to the publication of the Black Chamber was there a degree of mutual
jealousy or antipathy between Friedman and Yardley?
mstances - - '
A: I don't think so. I don't recall any -imeidenees—that I think there was intense

rivalry but more of the nature that you found and I1I'll speak of this becawasa

personally between Abe and Kully and myself, I mean we were ambitious. We-
wanted to be good in our fields and I think Yardley was a professional and
Friedman was a professional so there was a good professional relationship.
I think there was a certain amount of not jealousy 1if you will but I think %+ thie
could have been jealousy if it had come where they were cast in tightly competitive
roles but they“YEEE/A;;;;\you see. Yardley had been removed at the 1930 time
and Friedman- felt pretty secure because Yardley was not to be told about our
/ +h
new activity becausg\it might lead back toAState Department and we'd be in hot
*st ouk N
: water again you see and they might close up the Signal Corps activit%/so I think

Friedman felt pretty secure in that sense and there was no reason for him to

1.!.'"-["3_5,;. —rT—
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be anything but magnanimous toward Yardley but I think there's some evidence
of sort of the professional competition that existed between them and one of
the examples of that is Wheatstone cipher and the story of it. I believe this

is recounted in David Kahn's CODEBREAKERS but the way I see it is a little

\
aQ

different from David Kahn and it's something -that follows, that [the Wheatstone’

cipher had been proposed as a military field cipher by the British and had

been sent over to the UK anéj%zgg the UK to the US:;nd that part of th;iiél)

action on it was to have Yardley make an appreciation a cryptanalytic appreciation

of the thing and make an estimate of its security and recommend whether or not

it should be adopted. Well Yardley when he analyzed it spoke affirmatively and
thio Lo good and

said,Yes, ehgc,we should use it., And then for some reason Friedman was brought

into the act and I think this was not maybe didn't suit Yardley so in the well

in what followed this situation was generated for some test messageskchallenges

that would be enciphered by Yardley and -was submitted to Friedman to see if
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Friedman could break them and Friedman had made a pretty good study of the

thing and felt that he knew how to solve it and Ithink one of the Riverbank

L
Publications talks about the solution of Wheatstone cipher and givesAFriedman

attack on the thing. Well he got one of the components and he found the key

s warkhg én
word for it and he turned to Mrs. Friedman fer—eertain—ef these test messages
n

& 4L st:-bw
and said I'll ask you fi®et and I'll give you a word and you give me the first
word that comes across your mind and that's the answer so the component he had

discovered I believe was cipher so he said to Mrs. Friedman "cipher'" and she

came back with "machine". He tried the word machine for the key word for the

I g uiaa o-f-@.
other componenté’and it worked'and now there was a little bit of g,hassle
- n

ing - : breaking
resulted fromighis between Friedman and Yardley because Friedman -had-bxeken the

he
messagesamd sort of put Yardley down. I mean Yardley's opinion then well Yardley

was shown up as wrong. Friedman did break the messages and there was no contest

T think »
andAthis may have been the kind of competition between them but they had never
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come to the acromonious state which resulted from publication of Yardley's book.
It was a kind of a friendly competitive thing where both of them had a certain
stature professionally and like all professionals, mathematicians, historiams,
reservatiow

linguists, some sort of reeimation between personalities. I didn't sense any
any meanness on Friedman's part if that's part of the question. There was none
of that and I didn't know Yardley well enough at that time to kno& whether he
had any such feelings but I can say that when I began to work with Yardley on
this contract that I referred to earlier in no case did Yardley ever have a bad
thing to say about Friedman. As a matter of fact we both avoided Friedman the

never ede
discussion of Friedman if that means anything. . Yardley did—attackhFriedman and

mayh e
I suppose he well I thought Yardley outside of his drinking habits andhﬁls love
life with Edna was pretty normal respectable person I guess by today's standards

there wouldn't be anything wrong with what Yardley was doing but I didn't think

it was the kind of thing to do in those days so maybe I was a little biased against
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him., Did I answer your question?
xS
C?Q: When the Black Chamber was published, you were working on the beginnings of SIS.
Did that change your activity in any way? Did it throw a different light on it?
Did it cause you to maybe redo some things or change direction or I guess what
s, At so 1o
I'm trying to sayftﬁe idea that this type of thing was in the open)sort—of speak,
A
cause the SIS any real concern or any real problem?
A: Do you mean other than Friedman's personal reaction to it?
Q: Right.
A: Yes I'm going to surprise you with what I'm going to say here. At the time that

the book was published and I'm talking about my reaction, not Kully and Abe's.

_- , same
I think yodJ:A question is directed at all of us but I think I can reflectAof

'
theirs and mine. In the first place we didn't know what all the furor was about.
I didn't. I couldn't understand why everybody was so bothered about this thing

because this was done. The thing was closed. I was too immature in my concept

of intelligence matters to understand the future implications of it and so I wa5
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little puzzled and amazed and I sat there watching with curiosity. Now that was
my personal reaction. So far as the work was concerned it made no difference
pkogfa.M.
because we were being trained and our code compilationﬁyas in concrete. We
funded for it. We had to meet deadlines and we went ahead compiling those
damned old two part codes, great big things, doing that onerous job of proofF
reading the cross section in the heat of Washington without air conditioners

and you couldn't turn the fan on because it blew the cards away, got you all

messed up so we just sweated it out . The answer? Yardley's

publication of the book at that time had no effect but now here's the thing

that's going to surprise you. I think looking back that Yardley's publication

of that book was a terrific thing for the US government and the development of
(‘.Vu,p‘\'aﬂ a(y?’v-c.

itskcompetence because Yardley's book caused the Japanese to realize that their

systems were not adequate and in their efforts to improve them they went to

+
something like the Red machine, the Purple machine and they went from the
A
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untransposed codes to the transposed codes and they laid us a challenge in a

A

L
timeframe and in a series of operations which enabled us to meet these newt more

grzuﬂcm
difficult challenges in a way that we drew—up strength cryptamalytically and

e w‘lbz a-’H-o* ;H_C.A-
COMINT that we never would have ebetatmed if the Japanese had stuck with the
old Red machine so I am so glad that Yardley published that book that I could
shout about it this morning just like I am and this is from my heart. WNow look
if the Japanese had not improved their codes in the way they did (1) we would
.
never we would have had the intelligence but we would have never put machines
in the proper context of I mean we would have said the Red machine is no good
but you get something more complicated than that and nobody can do it but the
3o much ,
Purple machine was ~ more complicated than the Red machine that we had to work
like 18 montha
somethingAFo get it and the navy turned it off. They said we can't break this.
We're going to work omn naval ciphers and that was their excuse but really they

it :
just gave up because they didn't think it could be done. The UK did not break
A
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the Purple machine and they had a helluva good cryptanmalytic organization and
ot
their excuse wasAthey were busy with the Enigma but they had read the Red machine.
I don't think the Russians had read the Purple machine because if they had their
attitude at the Potsdam Conference when they certainly would have read the
messages between Soto and Tokyo about the peace maneauvers, fhey wanted the
Japanese Ambassador in Moscow to arrange. I don't think they would have handled .
the situation like they did or if they did the people sitting at the conference
cr«‘.,p'r
table certainly didn't know about theAanalytic success which seems which would
amaze me to no end and so I think that Yardley's book triggered and was the
critical trigger for a series of actions which lead to the full improvemenﬁé
which we achieved. Now we might have done better under the circumstances but
I think without Yardley's book it would have been much more difficult because
Ahak

look how long it took us to realizeAthe German one time pad was not a code

system but a pad-generation problem that you could recover the system by finding
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out how they generated their keys see and then by matching the key up with the

Lo 2
intercepts and I think indirectly this laid the ground for that kind ofnapproach

because again I'm saying something bad about my British friends but I think
they were shocked and delighted at this movement forward,at this achievement
It was a milestone in cryptanalysis, but Yardley's book helped us. It helped

us a lot more than it hurt us.
sprung
(Could have very well been that the Japanese might have serubbed- the Red and

the Purple onyou in 1942 or 43 and then you would have been another 18 months
after that before you'd solved it like you were before. You might never have

gott%n into during the war) (Hank)

That's another angle on it. I hadn't thought of that but I was thinking in the

simple terms

(It was good that you had solved both those systems in time for them at the most

critical time that you needed them) (Hank) o w
.‘T &m V‘E'Su.l-t"‘m g" ‘MPYOU(A

andkalso had its feedback into our own cryptography with xesulted imprevemert

_ evar
yf, and T don't think I'vehexpressed myself as forcefully about Yardley's book as
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I have right here but I'm convinced as.I look at it today that Yardley did
us a favor and he'll never get credit for it of course because the other angles
are rather reprehensible but in the simple act of publishing these results he
really promoted US cryptanalysis more than he could have in any other way. I
think if he had been involved he couldn't have done as much for us as a result
of this publication, and this is strictly fortuitogs. (laughter) I can't quite

figure it at all.

I'd like to add a clarifying thought to my comments about the advantages which
accrued quite unintentionally from the release from Yardley's American Black
Chamber although at the time it happened it looked as if a greaf disaster and
I think I'm'séying this correctly. If a great disaster had happened to the
Signal Intelligence Service by the release of the information in Yardley's
book as we look back today and examine this as one example I can make the

judgment safely that it probably was a good thing and personally I think it
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did help us but now I don't want these remarks of mine about the Black Chamber
to be construed as an endorsement of the release of any other item# of
information whether general or specific. That it could in the long run be
a good example. It could be just as bad as it could be -good but you never know

until 30 or 40 years have paéf whether it was good or bad and only if it has

been released.

}@A“ i
6“’Q: While it may sound trite,I think perhaps the proper phrase is based on its own
merits.”
Az I think that helps. We shouldn't use my argument that the release of Yardley's

Black Chamber was a good thing that it is a good thing to release any other

item whether it be big little or inbetween.

One comment 1'd like to make sort of out of context to the question that's been
bothering me for quite a while and I don't think I've said this in terms of

have
your history program but some of the open publications thathappeared in the

n
past few years have made a big deal about the difficulties that we had providing
A
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a d d..Lt-"oV‘J Mae i nt
new and cenditiemal copies of the PurpleAwhen these were required. This is a
shegﬁ myth because (1) the machines did not have to be built under a contract by
a contractor and in fact the security requirements would never have permitted

+ham
4+ to be constructed outside the Signal Intelligence Service or the navy yard

. “machmg
and (2) the design that had been developed by Rosen for our analog of the Purple a

was based on the procurement of standard parts from telephone companies and it
was the way these were interco?nected and controlled that enabled us to dupli-
cate the function of the Purple machine and since these parts were extremely
well eggineered and designed by the phone company to operate many hours without
trouble we took advantage of this and so RoseﬁSlayoutlhis designlof the Purple
machine was took all these things into consideration and wé;;ll we had to do
was to assemble some parts which could be fabricated and not identified as a
part of a cipher machine. For example the rotors were produced by putting

O
together several switches in ¢ihe gang and then Viring up the body contacts just
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Theg was neth e 4
very carefully doing a wiring job. It-wasa!t—anythiwmg magic about it. We had

some jigs which enabled us to very conveniently do this. It wasn't a big job.

'Job,
It was time consuming, onerous, requiring a lot of patience and a lot of care

wire wp - -
but if you didn't get in a hurry you could boxsow one of these things e#f one

could -~
man amd~buitd—#t in a couple of days, and we had three men from the Second Signal

+hae

Service company who were good wiremen and we bought enough ofAswitches. Akin
was very generous with us and he had the idea that we ought to have these things

in a great enough supply so if one of them went bad we could have another one on

and ‘& say
hand and when we wired up enough,shea-lhﬁhéak three or four spares of each one

rotars -
of the ethew»s was enough we put them in a safe in secure storage but we wouldn't

want anymore because we could store the basic stepping switches in open storage

So
you see without security requirements -beeause the critical thing in the construction

of these machines was the wiring of these banksof telephone switches. The res{

malti-levef
of it was a case of buying a few control switches, -a—muitipie-—double switches,
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some master relays, ah keyboards which we could get from IBM just by asking

e
them. They were keypunch keyboards anqu;ectromatic typewriters used were

produced as part of our contract for the M134Tl's and we had several of those
very

around and they were IBM typewriters and kxhmyxwmxm reliable. Now one instance

has been overemphasized in public literature is that there weren't enough

machines to distribute to the Pacific. This is an absoclute myth because we had

machines in depth, wired. All we had to do was assemble them-and we could do

these assemblies in a matter of hours and I'm sure that we could have put a

‘f‘oa eThea

machinenin less than a half a day and tested it, insured that it was operating,

without a bit of trouble. So when anybody reads about the procurement difficulties,
Hrok

the manufacturing difficulties for the Purple machineghave been expressed by some
A

of the writers. They can be disabused, the false impressions laid by these

writers.,
writer

«easssPurple machine that I think ought Eo be laid to rest, some of the popular A

Pl

fslotbir mme 824 i
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He

and I think Winterbot#em is one of them and his, impressions that he leaves in
"
the latter part of his book which deals with the Japanese war, certainly indicate

! to me that he didn't know the difference between the Enigma and any other kind

a P':nﬁ.‘:l.

ofAmachine. The Japanese systems were not Enigmas. They weren't even principles

closer
following the Enigma. The Enigma machine was eultered to the American machine,

. 'TQP‘*
the ABA or the MI134T1 or the British IT#pe-X or the ECM than it was the Japanese

machines. Evidenf;Zly the Japanese had distrusted any known type of mechanical

20 1'551- of

encipherment such as the Enigma wheel or the HebronAwheel and had gone to

more
the concept of using a muchAcomplicated type of substitution maze which resulte

d

in a, to talk about it in terms of # cryptographic things, a substitution maze
in the case of the 20 or the Purple machine or in the related recognate Japanese
navy machine could be expressed by a box of equivalents or substitutions of 20

elements, 25 elements in depth. So you have a matrix 20 x 25 which there were

25 encipherments of each of the 20 elements across the top. Now this is a lot
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v

m
more complicated concept than a simple wafer format which we found the
N

substitution element in the Enigma or the Hebren machine because this is a

single wired wheel with 1 set of 26 wires. Compare this with'the Purple

and the navy machine. Let's talk about the navy machine in which there was
had-

something closer to 26 and so there you hewe not one wiring in a cycle which

was repeated by i*¥5¢if the endplate as in the case of the

ern
Enigma or the Hebaem wheel but in case of which there were 25 separate complex

wetly -
unrelated’let's say unrelatedAthey were just unrelated and they were pretty much

calculated not to resemble each other as the Japanese when the Japanese decided

so ,
on the type of wiring weld} they were much more complicated type of rotorf than
A

we find in the Purple machine in the Japanese navy cipher then we found in the

by Zen
Enigma as expressed fe# the writers or as we look at the same family the Hebwen

“Tupeh :
or the hich really is a converted Enigma.

i
One comment about Winterbot "s ULTRASECRET. Ilwe got the impression when I
A

thet
looked at the first part of the chapter on the Japanese War that he feltAthe

AR
Lt
F R Imam ooy
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installation at Bletchley might have been used or a modification might have been

used by the Americans for dealing with the Japanese problem and he didn't

ciphers
distinguish between e Japanese militaryAand diplomatic ciphers. I think

this might bother some people because since there was such a vast difference,
since there was no relationship between the cryptographic principles employed

in the Purple and navy machiné'and the Japanese military systems which were

e
non—machine# in the main.gplyAsmall exampleé, Something less than a fractionm,

could b Japanesa B be ) and
a fraction of a percent,that—the expectant m;litary;ﬁiiﬁiheg;his would be the
ed . in  the \Taf:\rv..t.a_g.

Green machine’as we identified it in those days'andwe never found a case where

that was used. I think we can logically assume that the browae Jadess

was completely useless in any way against Japanese ciphers and would therefore

would not be of any benefit terxploitation of Japanese ciphers. As I recollect e,

and I'm pretty sure my recollection is as good as anybody's,the bronsy e God ess

am analog .
was eymonymat—(#> of the Enigma machine in such depth that they could duplicate
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action of +ha ,
the aetus? Engima machine and it was te spec.fic wiring which was employed

Gadess
in the wheel§of the Enigma machine that tes b?ﬁﬂ257 dealt with and

there's no way but no way in which this could have been employed against the

Purple machine, against the navy machine and certainly against the 73 P oy
hand ciphers used by the Japanese military.
«.e..were transmission of intercept material and other classified information

within the United States at that time permitted the material to be mailed in

Ne pre Maubor g rz
US mailswith registered registemximail.A The tapes we got from Mebernm came in

rea}s?efai-
byAmail. If a Signal Corps officer was making a trip acrosslit usually took

longer for us to get the stuff by courier than it did by the registered mail

so it was a practical thing. To sort of back this up to go into related activity

one of the things we used to do was to send out code tables for the MIlOAFode

}nﬂ Hha

cipher tables for superencipherAmilitary intelligence code number 9 and later 10

" which replaced 9 and periodically, I don't remember whether it was a month or
A

L
L T S R

»
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41" 2 -‘A.ts
three months we sent out a new set of tables. The rules wereﬂwithin the

continental limits of the US these cipher tables could b;!:;ngi;éy were

SECRET. SECRET military could be wrappedlztéfin one wrapper which was sealed
with wax seals and then put in an extra wrapper, both the inner and the outer
having the proper address on it, the inner one being marked with the classifi-
cation of the material contained and these were general rules which were applied
and I've sent many a cipher tables to within the U.S. under those circumstances,

1% wao
Now when it went outside the Us)yeu—were-not permitted to use registered mail

was used
\D S but the G2 courier system(ér State Departmentjcourier systemAdepending on which
O
was making the next trip, so the rules within the US which applied to the
handling of classified information included the wayﬁ that we dealt with intercept
" material.
\0" a From what T 5.
4% Q: I wanted to ask about cryptanalysis as +he cottage industry. -Hew -
2
e it

of little memos here and there that went into, It seems that Friedman in the 30s
n
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was sending out copies to different people to try to solve. Were these people

on contract?

in the Riverbank Lab.
Could you describe the traffic a little better?

I can't. I just have a covering memo saying we're sending you a few messages

or something like that and I dowk remember what %“‘1 ‘.ubu.'gpeciffcalfg.

< ¥

live g 5 AT
No Maam. We never would have sent any miid traffic out that way. ItﬂWould have

"$mit been unheard of and I don't think Friedman would have ever dome it and I

don't think he would have ever been permitted to do it if he'd wanted to. I
think there must be some misunderstanding in the context of the cover letter

as to what txpe of material was being enclosed and it occurs to me that there
were a great number of things that we dealt with the bulk of which was in
analyzing systems submitted for war department consideration by private citizens

&Y h“f
throughout the country, private citizens throughout the world. We hawe I think
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a couple by Englishmen and foreigners and Friedman used this material and the

situation to increase our cryptanalytic capability because he figured that
thaze | quate p
we took all GheAnut systems submitted by nuts there would be some pretty good

ones just by chance among them and (1) we might find a good principle and this

Heem
is one way of-encountering&is to encourage people to send in thelr nut systems

r‘(g-jecL .
and (2) he wrete operations so that the material$ submitted was prepared in

such a form thathe could incorporate it in his training program and I used to

enjoy these nut systems when they'd come in because it was a great big puzzle

riqged
and we'd solve them and send back well he'd ¥ate it this way for example. That

we had a certain number of messages all in the same key,and then we had a certain

dfferent koy
zwil the Nuwber of messafls Mawas the sane

number of messages in different keyséaSb%heeameRFext you see using different
keys and the number of messages in the same key were different text so that he
bod‘j

had a sort of a cross cv: on the thing and it was almost impossible for someene

to invent a system with a you know proper sophistication in cryptography that
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Jusk b
we couldn't solve bykmore or lessAinspection and I used to get a lot of fun

out of doing these things, I have a feeling that the messages referred to in
these cover memorandums are the solutions that we sent back to the people who

submitted the systems to prove that their system was mo good and I'll bet that's

five
what it is but there never have been any large COMINT type of traffic sent out

on a contract basis. People would have been brought in, yes, to work omn it.

reloy
Reserve officers like Captain Gerand who was a weally-en engineer for Bell

:E»H N “(‘\}L\' ‘e kLL’o auls

Telephone Company would have Beb W) v advisor and Mendelsohn on the
German problem but never would that live traffic have gone out so I must admit

that there is: something different here.?ﬁf??..

. ]
et % ; I In
\ & The pot 15 o 1% . . ,
> q: Bob—and 1 rememberﬁthat we know where it i% here and fish & ouk oo 1t was
n

a letter to Childs in the 30s

A: Oh! Oh! Now this could be something else. Another thing we were interested in,

and Friedman was particularly interested in this was historical examples of where
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Qus
ciphers was used, for example, Benjamin Franklin with his 3ittle code clerk and

there's a whole body of material inthe Library of Congress and there is any

Crome

'y A e
number of messages, The code system that was used by the Los¥ Dukehman wiee

beh e_a.dl'n3
right across to the shorthand manuscripts about the behawiwmg of Mary Queen of

Scots and Friedmam and his cohorts like Childs got a great kick out of dealing

with these historical and otherwise exciting examples and I have a feeling that

that is the kind of thing that he would have sent to Childs but he would never
Hoat

have sent the material to Childs and I'll bet you Childs will tellﬁif he had

Childs would have sent it right back because they were just too sophisticated

in dealing with the secrecy requirements of this problem to have been so 1oose5

and it would have been a terrible examplghset for this rest of us anyhow. I

T o
would lay that one agide and say there's nothing significant in this. It is of

sort of incidental cryptanalytic interest, not'having anything to do with the

primary mission of the SIS, I'm sure of that. That's the way I'll answer your
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an
Could I ask about setbacks in the developmentof the agency,and this isAtwo

counts. One iS‘bureaucratic,just to put it in one pile, and theother is

Hhao
S Hee bltj a4 TR R ALY AYore as k2

technical and the—firet—ore—thoroughly-be-prefessienally earlier which is +ha

a—big milestone in the development.

Oh setbacks? Look it's always an uphill drag. Most of the set backs were
monetary. As long as we had our salaries paid and we had problems to work on .
we got along. Remember there were only four or five of us. We had a nice
vault which was secure. Our security problems were solved by locking the doors
at night when we left. We didn't even have to put the material in the file
cabinet. I remember leaving my worksheets out on the table and never having to
worry about.them. I just barred the windows aﬁd locked the door and went home.
So there were no major security problems except keeping our mouths shut in
friends and

dealing with the curious questions thatAneighbors would ask about our occupational

efforts. That was probably the biggest security problem that we had. Now
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we did run short of stationﬁiy and supplies and things like that but we solved
that problem by just going down to the dime store and buying five pencils for

br‘ougkx ‘)v‘. r‘u.(_i(ik P'.'Ld/) -1\“-‘0‘-
a nickel and I prebabiy old school pads because there wasn't

Has
enough paper in the, we'd run out of funds at the end ofhfiscal year. Another

’ Y Qe
problem we had was we had to take a months leave without pay because funds ruer

FEERY

out I thinkﬁk983 and I had a wonderful time down in Southwest Virginia in the
month of May because we just closed up our apartment and went down there and

lived on the farm, lived free for a month so it didn't bother us. Our problems,

administrative problems,as reflected by my observation of what was going on

around me, I don't know what the Chief Signal Officer was involved with but

the problems within the organization there was more to do than we could get done
A
o
and it didn't make any differenceﬁé; didn't have the supplies to do thils problem,

 /

i/
pat
we would work on another problem but we had the things to deal with and we were

40
learning in those days, fhere was no urgency. We didn't have to meet deadlines
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and there was no administrative inhibitions at that time. The only thing

¥

s

came up is we sort of Hmd been promised raises and these didn't materialize
s

and there was a little bit of unrest among some of the members. I remember

e

looking down atACivil Service and I found a new job down there. It was in

A
P2, I washiﬁ’Pl in those days and so I made some noises about it. Not im

the sense of trying to get more money but in the sense of changing careers
and going to a job that paid more because I didn't put it in the context that
if you don't give me a raise I'll quit. I put it in the context here is this
raise, I'm going to take it. Abe and Kully I think had each his own personal
opportunity but none of these other jobs materialized. I guess other people

-

got them. We didn't begin having administrative problems until the ,I guess

oun
after the war we had & real one%s. The climate in which we operated was -a very

s
favorable monetary for us. We of course we didn't have money enough to get the

IBM machines right off the bat but once we began reading traffic’Japanese
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translations Xxkmumghg which that bought us a lot of administrative relief and

Maubharane

Mobern and the other Chief Signal Officers were so proud of what we were doing

because it was getting them attention up in the office of the Secretary of War
= e

andApresidential levels later on thatAthey felt we needed anything they made
sure we got it so we didn't have have much of a strive like we hear about
today and actually among us in this room I think there's more well pretty
well off. I think we got some good buildings. I think we got reasonably

good administration. I think we got reasonably good directions$from the front

Aok,
office. There are good ones. Thee are better ones tham there are worse omnes.
I think the administration of NSA is well above average of what I've seen in
other agencies;(iWell CIA I found different and here I'll be a little critical
not of NSA but of the system under which we operate with NSA members. In CIA
in

there is no division ef military and civiliang and the life of the civilian is

much more pleasant in CIA than it is where you have the civilian of cours%)
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must give in to the military requirements and military personnel in the

installation which is military in nature like this so really we had it pretty

good. Is that what you wanted to hear? That's the way I remember it,

End of Tape 3, Side 1
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Tape 3, Side 2
Q: Somewhere about perhaps in the 40s the Civil Service Commission no longer was
AN
NP -
providing people to the register/ to the cryptologic effort and could you tell
me how that came about?
A: Cause the system fell down. It was too clumsy and also the old rules the eld—
| bureaucratic rules as exemplified in the Civil Service Registers just didn't
rec v wkme uk So
work for the wartime -equipment programs. W$W1l the rules went out the window
A .
and picked them and
we went outhpired them and we paid them and we didn't pay too much attention
to the qualifications and we got them in tested them and then if they didn't
suit us we sent them to China.
V‘-\
gyb&Q: Oh are you talking about the military?
A: I'm talking about everybody. (laughter) OK we sent them to Siberia, We found

another assignment for them or we just let them go or we made it so unhappy for

them. We found a lot of patriots though. Certainl& made the right kind of

5 A sound [1kz thay

sounds andﬂhad the right kind of qualifications and we made a lot of mistakes

but essentially when we found a good person they would up making the proper
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contribution. Fruwe—+o example, somebody in someplace got the bright idea that
people who were proficient at the game of chess might make good cryptanalysts.

)|| to God wouwnd '
We had a chess player and I swear/\he would up on the H&eff Judge Advocate™g G en¢raly

A
staff and that was the China we sent him to. He wasn't worth a hoot. The
best source of people we had though was from the Signal School at Fort Monmouth
and these were military people because General Reeder who had been with us as
our boss, second commande# in our War Planning and Training Division before he

Ha.
was sent up to Fort Monmouth,was in charge ofASignal School so he took the IQ Scor.zd
of all the people who went through the school and he made out the top block and
he sent them to Arlington Hall Station- and we got that's where we got people
Me

like Dale Marston and Bill Bundy. AGeorge Bundy was slated to come down here
except he got sidetracked to go somewhere else which is pretty well known when

you read his bookg ,Walt Freed was a terrific man in terms of intelligence, John

Siemen was another one that I remember, Walt Jacobs whom you all know came in

it s et Wrds eI
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a little differently but when they came through from the Signal School 48 aox

akc the
Fort Monmouth, down here to Warrenton,intercept station|where we phased them
A

in and then brought them down to Arlington Hall Station after their clearances

had been received, we knew they had to be good so,l think Art Levenson came in
ollie

that way. You just name the, Kirby came in that way, We¥ty Kirby. Now that was

the military recruitment. The others we didn't have a Bill Reeder out there in °~

the front line so we had to let them in droves and we had some of the strangest

things like +he gals from North Carolina who had never worn shoes even. They'd

come to Washington and the recruiters had gome out and picked them up and Lord

there was a we had a terrible time screening these people out and I think this

was the result of throwing the old Congress Civil Service System because it was

so intolerable. We had to get closer to people quicker.

How about the college recruitment program? Did you have one then?

We had all sorts of recruiting programs. I don't think they ever got identified

as one particular thing. If somebody knew somebody who was possibly a good

candidate for our kind of work why contact was immediately made with them.
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Could we go back to the late 30s at the time when people were still being

brought in from the Civil Service register as mathematicians ov ... clevks ¢
linawuists . .
How were the P @ 45 252 brought in when it came time to start pub-
en
lishing product.
A

In a variety of ways. They had linguistﬁ roles, rosters,set up by Civil Service

witte
for the GZ(ééd the State DepartméifAlanguage people ,so there were

-
junior translators I suppose but there were language rosters. We fed- them

9
beels The trouble was to find people with a foreign language could be hired

because of security clearance reasons. These security clearance rules were

You
pretty arbitrary in those days. They weren't very well thought out. They

o

had to be sort of second generation American if you were that then you could be
A

cleared. If—you were first generation you might be cleared but if you weren't

born in America you couldn't be cleared. These were the broad categories.

People from bigger centers, population centers like New York, Philadelphia, awdi

o
Baltimore were looked at with little more carefully than people from &gkhill,
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Virginia. I didn't get formally investigated and cleared until the war was

- at

7 ,
- )
half over. IT% amus Wa

what happened‘? staff meeting, General Corderman
7

was the head of the Army Security Agency and we were talking about security

[ i - &
clearances and Jim 2 fack Col Slack who was his executive officer

and Corderman says,
made the announcement at the meeting @atd- "I don't want anybody

in this building who hasn't been formally cleared." and he says that's the way

it is isn't Jim and Jim says '"No Sir'". He said "What do you mean' He says

"Well you got a guy here at the table who isn't, hasn't been formally cleared."

Corderman  looked around and said '"Who is it?" He says "Frank Rowlett''. Corderman

8\
in 30

says "Frank haven't you been cleared?" You see I had come in ea¥l® and I was a
country boy'ffbm Rosehill, Virginia and everybody looked at me and said we
won't waste our time with this bird which was stupid so there were a few of us

who sort of slipped through and didn't get cleared but by the end of the war

everybody had had some sort of formal lookat and I'm amused everytime I think
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about this that the consternation that was on Corderman's face until he found

out who it was and then he said '"Well we better clear him anyhow'. That was his

sort of way of getting out of the situation he had developed by his sort of

pontific profession, I'm sorry,go ahead. That's about all I can give you on

that. It was chaotic. . o
% B Mre, Driscott )
Did you ever aeknewledge of-Briscoll) ?

Not very well.

gl

()ijgj cL?ﬂgéhA7<J ¢1/ you heard about the story of the system that possibly
o

e

she invented in Friedman's and then they never spoke througheut

vor Mes. Driscsll wouldu® speak To Fried man aag},«_,

May I ask a question? What was the system?
I have no idea.

OK I'1l tell you what it was then. Mrs. Driscoll was the best of the navy

cryptanalysts, She was the high priestess I guess of the cryptologic cultists
Hebern

over there and when Hebren accepted the contract to build a cipher machine for

the navy the navy had good foresight in going after a commercially built device

because it took a little more than the sophistication of the navy yar<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>