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. Mar~h 1, 2011 

(DfQbjective, 

,,,.. 

(U) bJ(objective was to clet~rmine whether the National 
· Secui"ii:yAgency(NSA) ,ounrerterrorism tasking proc~sses 

ilwoi~ihfsecond Party Pal't\1ers{U.S. partnership With 

f~u_i·: ,ib~rit~j:es::;:,~uSt~~li;~: caiik,'4.a,. N_e_w,.Zeaiand, ~nd ,the, 
. llnited Kil1g49m) complied .with ~pplicable DoD and NSA 

pJHCJes 3-ncl ·t~g41~1J9ns. 
'.. i·"•,' ,: ··:,.::,•·:::-/\-:(":" 

iliJ)'•finding'. 
. E0;';'D!{ . ) NSA is compliant with its own 

and pop's appli,able pqlicJes and regulations about NSA's 

t6ii'ri't~ft~i+dhs~ tas~irig:pio~ess·~sed to :ob'uiin 
'·,-in_~ofh13ti?_1;~'fr6ri1 _sicon,~; ij~1}Y;rt1~t·n~rS: iftef .t'e,v'.ieWing 

t~o DoP 4irectlve~ and. Sj~nals Intelligence 
dire,ctives,-kndJnterviewing'rePre'sentatiyes from the 

D_irectoXf tt]t9f ;bat_a·:Acqul~il,i~,~'.i~~d 'the_I)ire.ct01··~te· :for 
Analysisand?,rodu.ctiqn, we deterl)lined that NSA . 

con'!:,lied withN~A pplicy 
NSA(b)(\) 1 4 (c)(d) and (bl(3) PL 86,36 Section 6 

. '·: ' 

~/ ) Hmveve,, NSA directives 
::·t:~·.e e·ither· Oll<fatect1n\.fo.c'lear,· pi:e.s~l1ting increased.risk to 
. 'the:oV~fal(Cb'ifTTte_rterr()rislTI tc1iidhrp'r6cess., Spedfic:ally: . 

II 

• . \Jnjt~;dst;tes Signa)s!Jt~lligence Dire.ctive 
. llA3/,ii, "Data Ac:qliisition Directorate Targeting 

2ooi, ~ridD1taFio~ ........ Mari~ge!Ilent," ·••·· ... ··• .. · .. November · · .. •. ····· 28, · · 

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

(U) Finding (cont'd) 

NSA (b)(1) 1 .4 (c)(d) and (b)(3) PL 86-36 Section 6 

~,'/lfl!M1f,!i'fIBI' \dditionally, training 
information detailing counterterrorism tasking procedures 

are 

outdated and unclear. After reviewing the four mandatory 

training classes, we determined that NSA training 

procedures for NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Section 6 

do not mention or reference 

updated techniques: 

• Analysts are taught that Second Parry Partners 

• Training also doe~ not reference!llffll or 
provide instruction on the required procedures 
for targeting NSA (b){1) 1 4 (c)(d) and (b)(3) PL 86 36 Sec11on 6 -· [~/ ,R"'R'flfj'lllflll?' ~s a result, some NSA analysts 

may not be aware of current procedures for tasking 

I 

NSA (b)[I) 1 4 (c)(d) and (b) 
(3) PL 66 36 SectI011 6 
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NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 
86 36 Section 6 

(U) Recommendation 
(~/ 1l!ii11)'!'1fll'ITIOOBP' We recommend that the 
Deputy Director of Data Acquisition: 

• Update United States Signals Intelligence 
Directive DA3511, "Data Acquisition Directorate 
Targeting and Data Flow Management," on the 
tasking process of NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Secl1on 6 

(~I/ We recommend that the 
Deputy Director of Analysis and Production and the 

Deputy Director of Data Acquisition: 

Jffil!'"''.liWflWl''llSIII' 

• Clarify language in the 
NSA (b)(1) 1 4 (c){d) and (b)(3) P 66 36 
SecUan 6 

, so that the process is clear to the 
analyst workforcei and 

• Update training materials with current tasking 
procedures regarding Second Party Partner 

(U) Management Comments 
Required 
(U) The Deputy Director of Analysis and Production and 

the Deputy Director of Data Acquisition did not respond to 
the draft reporti therefore, the recommendations are 

unresolved. Please provide comments that state whether 
you agree or disagree with the finding and 

recommendations. If you agree with our 

recommendations, describe what actions you have taken 
or plan to take to accomplish the recommendations and 

include the actual or planned completion dates of your 
actions. If you disagree with the recommendations or any 

part of them, please give specific reasons why you disagree 

and propose alternative action if that is appropriate. We 
request that you provide comments on the final report by 

. Please see the Recommendations Table 

on the next page. 

NSA(b)(1) 1 4 (C){d) and\ 
(3) PL 86 36 Sec!Lon 6 
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{U} Recommendation Table 

Deputy Director 

for Analysis and 
Production 

Deputy Director 
for Data 
Acquisition 

2.a, 2.b 

1, 2.a, 2.b 

None 

None 

(U) Please provide Management Comments byfW:-ii7111Ttitlll' 

None 

None 

(U) The following categories are used to describe agency management's comments to 
individual recommendations: 

• Unresolved - Management has not agreed to implement the recommendation or 
has not proposed actions that will address the recommendation. 

• Resolved - Management agreed to implement the recommendation or has 
proposed actions that will address the underlying finding that generated the 
recommendation. 

• Closed - The DoD OIG verified that the agreed upon corrective actions were 
implemented. 

rcr)p ,-~pr,npf17 I fr,] 'I 
.L '-'.!. \J,Udl._'-1.J f;; UL./ 

NSA(b)(1) 1 4 (c)(d) and (b) 
(3) PL 86 36 Section 6 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

March 1, 2017 

(UJ MEMORANDUM FOR DIRECTOR, NATIONAL SECURITY AGENCY/ 
CENTRAL SECURITY SERVICE 

(UJ SUBJECT: Evaluation of the N.ational Security Agency Counterterrorism 
Tasking Pro('.ess Involving Second Party Partners 
(Report No. DODIG-2017-061) 

~ We are providing this report for review a~d comment. The National Security Agency 
(NS/\) .is cqmpHantwith policjes and procecjures for tasking foreign inteUigenceselectors 

NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Section 6 

the policy arid trait1i11g are outdated arid unclear. We conoucted th.ls evaluation in 
accordancewith the Cbunc.il oflnspectors General on Integrity and Efficiency Quality 
Standards for Inspection a.nd Evaiuatioll, 

(U) DoD Instruction 7650.03 requires that recommendations be resolved promptly. The 
Deputy Director of Analysis and Pro,luction an<! the Deputy Director of Data A,cquisitiOll did 
notprovide commertts to the draft report. Please provide comments that state whether yo!t 
agree or disagree wit.h the firn;ling and recomm_endations. If you agree with our 
recommendations, describe what actions you have taken or plah to take to accomplish the 
recommendations and include the actual or planned completion dates of your actions. If 
you disagree with the recommendations or any part of them, please give specific reasohs 
why you disagree and propose alternative action ifthat is appropriate. We request 

by 
NSA (b)(3) PL 86 36 Section 6 

comments on the report 

DoDIG [U) file (b)(6) Please send a PDF containing your comments to Copies 
of your comments mustheve theactual signature ofthe authorizlng officialforyour 
.organization. We cannot accept the /Signed/symbol in place of the actual signature. If you 
arrallge to send classifie<l comments electronically,you must send them over the Joint 
Worldwide Intelligence Goimnunications System (JWICs] to DoDIG: (b)(6) 

'eneral for 
pedal 

Progr_am Ass_e_ssments 
NSA(b)(1) 1 4 (o)(d) ond (b)l3 

n·•c,n nccrr••n I JC'[ 'I 1·ul >JLJ\.a..1 \..L.l!//Ll!/ 
PL 86 36 Secl,on 6 
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NSA (b)(1) 1 4 (c)(d} and (b) 
(3) PL 86 36 SecUoo 6 

Introduction 

(lJ) Introduction 

(U) Objective 
(U//Fmrn, Our overall objective was to determine whether the National Security 
Agency (NSA) counterterrorism tasking processes and procedures involving Second 
Party Partners1 complied with applicable DoD and NSA policies and regulations. See 

Appendix A for scope and methodology. 

(U) Background 
(~ il)I) The Senate Select Committee on Intelligence (SSC!) issued a report in 2010 
concluding in point of failure #11 (of the 14 points of failure) 

NSA(b)(l) 1 4 {c)(d) (b)(3) 3024(1) ond {b)(3) PL 
66 36 Sec!mn 6 

- Although the DoD OIG was not asked to provide a direct response to the 2010 
SSC! report, expressed in the SSC! report 
was used as a basis for our evaluation objective. See Appendix C for more information 
on the 2010 "Senate Select Committee on Intelligence Final Report on the Attempted 
Terrorist Attack on Northwest Airlines Flight 253." 

(~; ffl¥JT'1IP5f'1'"17l1S- Tasking Process. United States Signals Intelligence 
Directive (USSID) DA3511 and describe the tasking process as consisting 
of both the targeting and tasking of selectors. The following are key terms within the 

tasking process: 

• Selectors - Telephone numbers, e-mail addresses, 
NSA(b)(l) 1 4 (c)(d) and (b)(3) PL 86 36 
SecUon 6 

and other distinctive identifiers of targets. 

• Target - A person, organization, facility, aircraft, or vessel about which 

Signals Intelligence (SIGINT) resources, including Second Party Partners, 

have been directed to gather information. 

1 (U) Second Party Partners - Four countries: Australia (050), Canada (CSE), New Zealand (GCSB), and the United Kingdom 
{GCHQ), along with the United States Government, maintain cooperative SIGINT and Information Assurance (IA) 
relationships. 

'li,l,'iil 1·:;:,~~ ; ;1 1 NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

3 (~!lliJlfrf"f'lfl")fil' U.S. target selector-Any telephone numbers, e-mail addresses,ftl9!!'2f''fii'ltt'ft:fl and other 
distinctive identifiers of a U.S. Person that is of concern or possible target of the U.S. {person, organization, facility, 
aircraft, or vessel). A U.S. Person is defined as a citizen, a lawful alien, corporations, and other groups of the United 
States. 

NSA (b)(1) 4 {c)(d) and (b) 
(3) PL 86 36 SecUOII 6 

DODIG·2017-061 I 1 



NSA(b)(l) 1 4 (c)(d) and {b) 
(3) PL 86 36 Seel.on 6 

Introduction 

• Targeting - Validating and reviewing selectors of a particular target for 

format, appropriateness, and compliance with policy guidelines. 

• Tasking - Using SIGINT resources, including Second Party Partners, to 

obtain selector information. 

(~/ 1\ifflflJr'flflfl'ililllTl Targeting the Selector. Targeting the selector is initiated 
when NSA receives a requirement or a specific question from a customer on a particular 
target. The analyst uses software tools to research and collect information on the 
specific target or selector through pre-existing Intelligence Community requirements or 
SIGINT information. If pre-existing SIGINT information does not address the customer 
requirement, then the analyst must "target the selectors" (an act of validating and 
reviewing selectors of a particular target for format, appropriateness, and compliance 
with policy guidelines) through a target request. The analyst creates a target request 

and submits the request for tasking. 

(~/ AM:lf'Plfl!'l)'llilllTl Tasking the Selector. Tasking the selector begins once an 
analyst submits a target request. Tasking the selector (an act of using SIGINT resources 
to collect selector information) is done by filtering the target requests through a series 
ofl!'J111ill!IZ ;ystem rules. Target requests . which pass those rules are · · · · 

I ., I I • •• • • • 
- is a software system that NSA (b)(3) PL 86-36 Section 6 the collection and analysis of 

foreign intelligence selector target requests. NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

(U) See Appendix B for more information on the targeting and tasking processes. 

NS (b ( ) 4 (c)(d) and (b) 
(3) PL 86 36 Sec1rnn 6 
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NSA (b)(1) 1 4 {c)(d) and (b) 
(3) PL 86 36 Sec~on 6 

Introduction 

{U/ fFOUO~ Directorate for Analysis and Production 
and the Directorate for Data Acquisition - Primary Role 
Players in the Tasking Process 
(~; 111f'11ii71iii711C- "Directorate for Analysis and Production. According to 
the mission statement of the Directorate for Analysis and Production (hereafter 

referred to as the S2),• NSA (b)(3) PL 86-36 Section 6 . In response 

to customers' Information Need or Request for lnformation, 5 S2 analysts perform 
NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

(U / I"""") Directorate for Data Acquisition. According to the Directorate for Data 
Acquisition (hereafter referred to as the S3) 6 NSA (b)(3) PL 86-36 Section 6 
When the SIGINT enterprise does not have NSA (b)(3) PL 86-36 Section 6 to satisfy 

a customer's Information Need or Request for Information, 

(U) Policies Governing Signals Intelligence 
Counterterrorism Tasking 

(U} Management Responsibilities 
(U/,'liQilQ~ DoD Instruction 0-3115.07. According to DoD Instruction (Do DI] 0-
3115.07, "Signals Intelligence," November 19, 2010, the Director of the National 
Security Agency (DIRNSA) is responsible for all SIGINT activities. SIG INT instructions 
on collecting, processing, analyzing, producing, and disseminating activities issued by 

the DIRNSA are mandatory for all DoD Components. 

(U//'f8ff8' DoD Instruction 3325.08. DoDI 3325.08, "DoD Intelligence Collection 
Management," September 17, 2012, requires the DIRNSA, under the authority, direction, 
and control of the Under Secretary of Defense for Intelligence, to coordinate DoD 
related SIG INT Collection Management resource needs and strategies. 

5 (U) See Appendix 8 for definition of Information Need and Request for Information 

rn.r...p ,-.ce\-a.r~p) I fr,.y '/ 
1 Ul dL l\,L l / / dl/ 

NSA (b)(1) 1 4 (c}( ) an (b 
(3) PL 86 36 Seclion 6 
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(U/ /Ji84ffl) 

NSA{b)(1) 1 4 (c)(d) and (b) 
(3) PL 86 36 Section 6 

Introduction 

{U} Execution of Counterterrorism Tasking Operations 
f€ ) United States Signals Intelligence Directive DA3511. 
USSID DA3511, "Data Acquisition Directorate Targeting and Data Flow Management," 
November 28, 2006, defines targeting and tasking management functions that together 
comprise an end-to-end process. This process guarantees that only the desired SIGINT 
is delivered to intended users in the timeframe and format required. The end-to-end 

process NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

DOD\G-2017-061 I 4 



NSA (b)(1) 1 4 (c)(d) and (b) 
(3) PL 86 36 Secucn 6 

Finding 

(U) National Security Agency's Counterterrorism Tasking Process 
Involving Second Party Partners 
f!i'Jr/'i',1/ ) NSA is compliant with its own and DoD's applicable policies and regulations 
about NSA's counterterrorism tasking process used to obtain information from Second Party Partners. After 
reviewing two DoD directives and- Signals Intelligence directives, and interviewing representatives from 
the Directorate of Data Acquisition and Directorate for Analysis and Production, we determined that NSA is 
compliant with DoD Instructions O 3115.07 and 3325.08 by creating NSA (b)(3) PL 86-36 Section 6 
NSA (b)(3) PL 86-36 Section 6 , and is compliant with USS!Ds DA3511 andl!plffl, wh_ich provide 
guidance for collection management activities of SIGINT collection resources. In particular, NSA complied 
with USSID DA3511 by NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 
-· However, NSA directives, USSID DA3511 and 

NSA (b)(3) PL 86 36 Sec hon 6 
are outdated and unclear. Specifically: 

• · · · are outdated and unclear concerning tbe c.ounterterrorism tasking 

• · USSID DA3511 was not updated with. the latest tasking processes and tools that are currently being 
used by NSA Analysts. 

(+!,fff!,1/ Additionally, based on our review of the required analyst training, training 
information detailing counterterrorism tasking procedures about NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

is outdated and unclear. was not included in 
Also, we determined through 

review of training documents and a staff processing form that the NSA analyst training does not show updated 

processes NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

,ffllfpll"flWllilmlF' 

(..,,;+f,I/ ,ffiJ!lffl'flj'lflW1flljp' According to the Analysis and Production and the Data Acquisition Division 
representatives, the NSA has not updated policy and training because of the constant changes within the 
counterterrorism signals intelligence environment and associated priorities. As a result, some NSA analysts 
may not be aware of current procedures for NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

NSA (b)(3) PL 86-36 Section 6 

oornG-2011-061 Is 



NSA(b)(1) 1 4 (c)(d) and (b) 
(3) PL S6 36 Sect,rn 6 

Finding 

(U) National Security Agency Complied With Policy and 
Procedures Using 

NSA (b)(3) PL 86-36 Seel ton 6 

Counterterrorism 
Tasking Methods 
(~/ ,l!ffllf:S:'11111151171 NSA complied with policies and procedures on foreign 
intelligence8 counterterrorism by developing a tool th · ltf?S:lilftflitll rocesses 
tasking requests . According to USSID DA3511, S3 is 
responsible for directing and managing data flow services throughout the United States 
SlGINT system. NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

. As a result of reviewing current 
processes and interviewing representatives from both the S3 and S2, we determined 

that NSA bas fulfilled these requirements by developing anffll\"!111'1715 JoLl!PI\I 
, that methodically processes tasking requests on foreign 

intelligence selectors. 

('i,,fff,J./ NSA(b)(t) 1 4 {c){d) and (b)(3) PL ) NSA (b)(3) PL 86-36 Section 6 
86 36 Section 6 The Technology Directorate 

developed the !II, a software tool, using system requirement information from both 
the S2 and S3. The!II establishes systematic controls to enable a centralized 
collection and analysis of selectors. The!II provides a single point of service where 
the analyst can enter selector target requests. 

• NSA (b)(1) 1 4 (c){d) and (b)(3) PL 66 36 Section 6 

• NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

• 

8(U) Foreign Intelligence - Information significant to U.S. national security, foreign relations, or economic Interests. It 

describes the policies, events, or actions of a foreign government, foreign nongovernmental entity, or foreign individuals . 

• ,lil•IMJ&Uiltlll· 

·-rn,..p ,--.,,.-,.,-,...-,..--,[QI Ir~"'•'/ 
Iv 1 3EL4.n.L 1 / / Jl/ 

NSA(b)(1)14(c)(d)an (b) 
(3) PL 66 36 Section 6 
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Finding 

• NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Section 6 

NSA(b)(1) I 4 (c)(d) and (b)(3) PL 
86--36 SeGl.oll 6 ) 

SA{b)(1) 1.4 (c)(d) and {b)(3) PL NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 
86-36 Section 6 

NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(1) and (b)(3) PL 86-36 Section 6 

10 iltJWl#iii•IUllffll:fl:fflJ&ffilltlll· 
NSA(b}(1) 1 4 {c)(d) and (b) 
(3) PL 86 36 Secuon 6 
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Finding 

NSA (b)(1) 1.4 cl( J and (b)(3) Pl NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 
86·36 Section 6 

NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(1) and (b)(3) PL 86-36 Section 6 

(U) Outdated and Unclear Tasking Policy 

• NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(1) and (b)(3) PL 86-36 Section 6 

• NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 

S ( )(1) 1 4 {c)(d) and (b)(3) PL 
86 36 Sec(Lon 6 ) However, based on our review of USSID DA3511, these 

types of decisions are not defined or documented within the directive. S3 

NSA(b)(1) 1 4 (c)(d) and (b) 
(3) PL 86 36 Section 6 
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NSA{b)(1) 1 4 (c)(d) and (b) 
(3) PL 86 36 Sectirn 6 

) representatives noted that efforts are underway to 

Finding 

,:,~, NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 
H(o) --~-

(U / /liQWQ) Outdated Tasking Tools. Current NSA tasking policy is outdated and 
unclear regarding use of current tasking tools and processes. USSID DA35 ll, "Data 
Acquisition Directorate Targeting and Data Flow Management,'' November 28, 2006, 
defines data flow management functions that comprise an end-to-end process that 
guarantees only desired SIGINT is tasked and delivered to intended users in the 
timeframe and format required. Specifically, the directive provides guidance to the 

analyst on NSA (b)(3) PL 86-36 Section 6 
However, USSID DA3511 is almost 10 years old and several of the tools and processes 
mentioned in the directive have been decommissioned. For example, the directive 
stated that selectors are tasked by analysts to collection systems through 

IISA \1>)(3) PL 8S<l6 Section 

NS (b){3) PL 86-36 Section 6 tools. NSA (b)(3) PL 86-36 Section .6 

. USSID DA3511 needs to be updated to reflect these 

changes. 

(>f.'./ Unclear Tasking Processes. In addition to outdated policies, 
tasking processes are not detailed clearly in USSID DA3511. Thell filters all selectors 

through a series of NSA (b)(3) PL 86-36 Section 6 
-· According to the Directorate for Analysis and Production and the 
Directorate for Data Acquisition, NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

11 Staff Processing Form (SPF)-The Staff Processing Form (SPF) is used to acquire approvals or 
decisions from leaders and, in some cases, to inform leaders of significant information · ' · · · · '· · · · 

)R!!!J'"'""''''""""-) 
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NSA (b)(1) 1 4 (c)(d) and (b) 
(3) PLB6 36 SecUrn 6 

Finding 

(~/ 11ffll!T'Plflfifll'ii71iT' NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 and other 
pertinent documents. However, the rules are not documented in the directive. USSID 

DA3511 

Although capturing all!!III rules in the current 
policy may be impractical, providing updated general process guidance in the policy is 
needed to ensure there is a consistent and basic understanding across the analyst 
workforce on executing selector tasking. Further, S3 representatives stated that 
NSA (b)(3) PL 86-36 Section 6 

(U) Outdated and Unclear Tasking Training 
(~I/1llffi/fJI.FIIISET' Although NSA maintains a robust mandatory analyst 
training program, specific training procedures about 

are 

outdated and not clearly communicated to the analyst workforce. 

· s Training NSA (b)(3) PL 86-36 Section 6 

specific tasks to be undertaken to 
improve the competencies and capabilities of the SIGINT Directorate (SID) workforce in 
executing targeting and tasking functions. In response, subject matter experts in the 
Directorate for Analysis and Production, Directorate for Data Acquisition, Directorate of 
SID Oversight and Compliance, and Associate Directorate for Education and Training 
developed the Smart Targeting Enhancement Program to ensure targeting and tasking 
are compliant with legal and NSA policy guidelines. The program has evolved into 
Targeting Proficiency, which encompasses: 

• Training the workforce, 

• Implementing a Technical Targeting Specialist framework, 

• Leveraging technology for oversight and compliance with legal guidance, and 

• Ensuring management accountability in overseeing the SIGINT targeting and 
tasking system. 

(~/ ft~1ll!""131'"f'''''m'""S According to the Directorate for Analysis and Production, 
analysts are taught the procedures for targeting and tasking selectors through their 
Cryptologic Skills Smart Targeting classes. The mandatory Smart Targeting classes 
describe how to research, target, and maintain all selectors. All analysts who create, 
review, release, or otherwise approve SIGINT targeting under SID authorities and who 

NSA (b)(1) 1 4 (cl(d) and (b 
(3) PL 86 36 SecUcn 6 
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Finding 

(~/ 1R!!!l'""'""""mp- use SIGINT targeting and tasking tools must complete, at a 
minimum, the required four part-training which consists of: 

1. Introduction to Targeting 

2. Targeting Research 

3. Targeting Application 

4. Targeting Maintenance 

mandatory classes, we determined that NSA training procedures 
NSA (b)l1) 1 4 (c){d) and (b)(3) PL 
86 36 Sechon 6 

$ (b) 1) 1 4 (c)(d) and (b)(J) PL 
S6 36 Seclrnn 6 ) 

13(~,, 
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NSA (b)(1) 1 4 (c)(d) and (b) 
(3) PL 86-J6 SecUon 6 

Finding 

_ _ :E:., NSA (b}(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

(~!/ J/11) During our review of the training material, we determined that the 
training courses NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

- il::, NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

during our review that because of the ever changing environment, current processes 
and procedures are being updated and rewritten. Representatives from the S2 stated 
that current efforts are underway in updating Smart Targeting Enhancement Program 
Training courses b NSA (b)(3) PL 86-36 Section 6 
Also, S2 representatives stated that they are in collaboration with S3 to revise targeting 
strategy efforts. They are also doing a joint review of old and new targeting and tasking 
policies and are NSA (b}(1} 1.4 (c)(d} and (b)(3) PL 86-36 Section 6 

(U) Conclusion 
(~I//Bl!!llfl'!""'""''"'""-) NSA is compliant with its own and Do D's applicable policies 
and regulations about NSA's counterterrorism tasking process used to obtain 
information from Second Party Partners. We determined that NSA is compliant with 

[P.,-,.D ,....E('"-""'"--.F"·• I fr•"•// 
.1 61 ,_J I ..,1\.1:~ J. I I dlf 

NSA(b)(l) (c d)and(b) 
(3) PL 86 36 Section 6 
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NSA(b)(1) 1 4 (C){d) and (b) 
(3) PL 86 36 SecUon 6 

Finding 

NSA (b)(3) Pl 86-36 Section 6 

, and is 

compliant with USS!Ds DA3511 and pH. ,,vhich provide guidance for collection 
management activities of SIGINT collection resources. Particularly, we determined that 
NSA complied with NSA USSJD DA3511 by developing ar,lfflTF ool that ensures 
appropriate format, content, and processes of foreign intelligence selector tasking 
NSA (b)(1) 1 4 (c){d) and {b){3) PL 86-36 Section 6 . However, we determined that: 

• USSJD DA3511 and NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

• NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

• NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 -• Cryptologic Skills Smart Targeting training NSA (b)(1) 1 .4 (c)(d) and (b)(3) PL 86-36 Section 6 

' 

(U) Recommendations 
(U) 1. We recommend that the Deputy Director, Data Acquisition: 

, SA(b)(I) 1 4 (c)(d) and (b)(3) PL 86 36 
Section 6 ) Update "United States Signals Intelligence

Directive DA3511 Data Acquisition Directorate Targeting and Data 

Flow Management" to clearly document the decision process 

pertaining to NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

 

(U) 2. We recommend that the Deputy Director, Analysis and Production, and the 

Deputy Director, Data Acquisition: 

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

JTlr\Q C'-CCDpq-, / /t:•J ■fj 
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NSA{b)(1) 1 4 (c)(d) and(b) 
(3) PL 86 36 Section 6 

Finding 

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

NSA (b){1) 1 4 (cl(d) and (b)(3) PL 86 6 
ecLion 6 ) NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Section 6 

(U) Management Comments Required 
(U) The Deputy Director of Analysis and Production and the Deputy Director of Data 
Acquisition did not respond to the draft report; therefore, the recommendations are 
unresolv_ed. Please provide comments that state whether you agree or disagree with 
the finding and recommendations. If you agree with our recommendations, describe 
what actions you have taken or plan to take to accomplish the recommendations and 
include the actual or planned completion dates of your actions. If you disagree with the 
recommendations or any part of them, please give specific reasons why you disagree 
and propose alternative action if that is appropriate. We request that you provide 
comments on the final report by NSA (b)(3) P 86 36 Section 6 
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Appendixes 

(lJ) Appendix A 

(U) Scope and Methodology 
(U) We conducted this evaluation from November 2014 through December 2016 in 
accordance with Council of the Inspectors General on Integrity and Efficiency Quality 
Standards for Inspection and Evaluation. Those standards require that we plan and 
perform the evaluation to obtain sufficient and appropriate evidence that would 
provide a reasonable basis for our finding and conclusions based on our evaluation 
objective. We believe that the evidence obtained provides a reasonable basis for our 
finding and conclusions based on our evaluation objective. 

• (U //~)We coordinated with the Under Secretary of Defense for Policy to 
determine whether DoD has any overarching counterterrorism policies and 
procedures for tasking SIGINT information. 

• (U/ /Jil8+18) We conducted on-site visits, interviewed representatives from the 
Signals Intelligence Directorate and from various operational directorates to 
include: Foreign Affairs Directorate, Technology Directorate, and the Research 
Directorate. We obtained policies, procedures, and data from appropriate DoD 
components directly involved in the target and SIGlNT collection management 

processes. 

• (U / /liQ,W,Q) We also conducted background interviews with appropriate Second 
Party Partner operational support directorates to include, but not limited to, the 
Foreign Affairs Directorate, Technology Directorate, and the Oversight and 
Compliance division within the Signals Intelligence Directorate. 

• (U) We sent a data call requesting background information to include, but not 
limited to, memorandums of understanding, directives, instructions, and 
policies pertaining to NSA and the Second Party Partner relationship, and the 
overall CT tasking process. 

l'T'ir'!.Q ,,.,,,.,..,r~w-~r-n I lr-T 'I 
.l V 1 J.LICt\.LA .l / / 0.1/ 
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Appendixes 

(U) Use of Computer-Processed Data 
(U) We did not use computer-processed data to perform this evaluation. 

(U) Prior Coverage 
(U) No prior coverage has been conducted on NSA counterterrorism tasking to Second 

Party Partners during the last 5 years. 

NSA{b)(1) 1 4 (c)(d) and (b 
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Appendixes 

(U) The National Security Agency Counterterrorism 
Targeting and Tasking Processes 
(fifl,f,l/ ) Targeting Process. According to United States Signals 
Intelligence Directive DA3511 and NSA analyst training procedures, targeting refers to 
validating and reviewing selectors for format, appropriateness, and compliance with 
policy guidelines. The analyst enters the selectors for 
forwarding to collection systems. The target process begins with NSA and its 
organizations receiving a requirement or a specific question from a customer, either in 
the form of an Information Need or a Request for Information: 

• An Information Need is the formal request of the National Signals Intelligence 
Requirements Process which drives collection and reporting in line with the 
Director of National Intelligence-National Intelligence Priorities Framework. 

• A Request for Information is an informal question from a customer seeking 
clarification of disseminated SIGINT. Requests for Information are not intended 
to circumvent the Information Need process and are not to be used to request 
first time release of foreign intelligence information. 

NSA(b)(l) 1 4 (c){d) and (b) 
(3) PL 86 36 Section 6 

the target analyst creates a target request14 through the!II and collaborates with S3 
for tasking collection sites, NSA (b)l1) 1 4 (c)(d) and (b)l3) PL 86-36 Section 6 This process begins 

the tasking process. 

(fifl,f,l/ )!ill!!H1 1
"" """·'"''"-) Tasking Process. According to United States Signals 

Intelligence Directive DA3511 and NSA analyst training procedures, tasking refers to 
the direct levying of SIG INT requirements NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Section 6 

. The tasking process begins when a targeting request is 
• • is a tool that NSA analysts use to 

submit targeting requests for distribution to the front-end collection systems including 

14 A target request - request that is released in the correct format to front-end collection and 
filter!ng/selection systems. 
(./,IO'M!!t'f:C:111tll' 
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NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

(U) Figure 2. Tasking Process 
c~!AIJ 

SIGINT FiJ1al Product 
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(U) Appendix C 

{U) The Senate Select Committee on Intelligence Final 
Report on the Attempted Terrorist Attack on 
Northwest Airlines Flight 253 
(~!/ On December 25, 2009, Umar FaroukAbdulmutallab, traveling on 
Northwest Airlines Flight 253 from Amsterdam to Detroit, Michigan, tried to detonate 
an explosive. As a result of this attempted terrorist attack, on March 10, 2010, the 
Senate Select Committee on Intelligence (SSC!) issued a report identifying the following 
14 Intelligence Community (IC) points of failure that prevented the detection of the 

threat posed by Abdulmutallab: 

§ffl\llW 

1. Abdulmutallab's Visa was not revoked by the State Department. 

2. Abdulmutallab's name was not placed in the "Terrorist Screening 
Database" (TSDB), on the Selectee List, or on the No Fly List. 

3. NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86 26 Secl1on 6, DoDIG (b)(l) 1 4 (c){d) 

4. 

5. 

6. 

7. 

8. FBI counterterrorism analysts NSA (b)(1) 1 4 (c)(d) and (b)(3) PL 86-36 Section 6 -9. NCTC's Directorate of Intelligence failed to connect the reporting on 
Abdulmutallab. 

10. NCTC's watchlisting office did not conduct name traces or additional 
research to find additional derogatory information to place 
Abdulmutallab on a watchlist. 

NSA (b)(l) 1 4 (C){d) an (b 
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DOfllG-2017-061 J 19 



• 

NSA (b)(1) 1 4 (c)( ) and (b) 
(3) PL 86 36 Sect,on 6 

Appendixes 

11. NSA did not pursue all potential collection opportunities that could 
have provided NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(1) and (b)(3) PL 86-36 Section 6 

12. NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 

13. NSA did not nominate · · for watchlisting or the Terrorist 

Identities Datamart Environment (TIDE). 

14. Intelligence analysts were primarily focused on al-Qa'ida in the Arabian 
Peninsula (AQAP), threats to U.S. interests in Yemen 

NSA(b)(1} 1 4 (c)(d) and (b)(3) 
PL 86 36 Sec\10116 

rather than on potential AQAP 

threats to the U.S. homeland. 

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6 

• Failure point #11 concluded that NSA did not pursue all potential leads that 
might have revealed NSA (b)(1) 1 .4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 

• 

::;,\, NSA (b)(1) 1.4 (c)(d), (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6 

S b ) 4 (G)(d) and (b) 
(3) PL 86 36 Seo1rnn 6 
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• Failure point #13 concluded that NSA's policy of not making partial name 
nominations to the Terrorist Identities Datamart Environment, may have 
contributed to the failure of the Intelligence Community to identify 
Abdulmutallab as a potential threat. The SSC! recommended that the NSA 
immediately clear the backlog of messages that require review for watchlisting. 
In 2012, the Office of the Inspector General, Department of Defense completed a 
review in response to failure point #13. 
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Acronyms and Abbreviations 

Acirony1nn1.s and Abbreviation§ 

CT Counterterrorism 

DIRNSA Director of the National Security Agency 

NSA (b)(3) PL 86-36 Section 6 

NSA/CSS National Security Agency/Central Security Service 

S2 Directorate for Analysis and Production 

S3 Directorate for Data Acquisition 

SID Signals Intelligence Directorate 

SIGINT Signals Intelligence 

SSCI Senate Select Committee on Intelligence 

USSID United States Signals Intelligence Directive 

NSA (b)(3) PL 86-36 Section 6 

NSA(b)(I) I 4 (G)(d) and (b) 
(3) PL 66 36 Section 6 

DODIG-20 l 7-061 I 22 



Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Enhancement Act of 2012 requires 

the Inspector General to designate a Whistleblower Protection 

Ombudsman to educate agency employees about prohibitions on 

retaliation, and rights and remedies against retaliation for protected 

disclosures. The designated ombudsman is the DoD IG Director for 

Whist/eh/owing & Transparency. For more information on your rights 

and remedies against retaliation, go to the Whistleblower web page at 

www.dodig.mil/programs/whistleblower. 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
703.604.8324 

DoD Hotline 
800.424.9098 

Media Contact 
Public.Affairs@dodig.mil; 703.604.8324 

Monthly Update 
dod igcon nect-requ est@listserve.co m 

Reports Mailing List 
dodig_report-request@listserve.com 

Twitter 
twitter.com/DoD_IG 

5'8P SIJBR@T/;1SI/IB1M'91 
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