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(U] Finding (cont’d)

Y LT X . | SA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6
ive was £0 determine Wheth_er the Natl'o.n'a_l‘.' ¥ —

errorism tasking processes

torrsn / EEEIERRERIRN) Additionally, training
information detailing counterterrorism tasking procedures
NSA (b){(1) 1.4 (c){d) and {b)(3) PL 86-36 Section &

are

outdated and unclear. After reviewing the four mandatory
training classes, we determined that NSA training

procedures for (b)(1) 1.4 (C}(d) and (b)(3) PL 86-36 Section g
— do not mention or reference

updated fechniques:

Analysts are taught that Second Party Partners

NSA (b)(1) 1.4 (c){d) and (b)(3) PL 86-38 Section 6

s Training also does not reference or
provide instruction on the required procedures

for targeting INSA (b)(1) 1.4 (c){d) and (b}3) PL 86-26 Seclion 6

NSA E
(i AATEICEERI ) A a result, some NSA analysts

may not he aware of current procedures for tasking
NSA (b)(1) 1.4 (c)(d} and (b)(3) PL 86-36 Section §

% B NSA (b)[1} 1.4 (a){d} and (b)
s f Ji (3)PLGE-368ectimE
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(U) Recommendation
(s77sE/ ] We recommend that the

Deputy Director of Data Acguisition:

» Update United States Signals Intelligence
Directive DA3511, “Data Acquisition Directorate
Targeting and Data Flow Management,” on the

tasking process P (1T 1.4 (60) e (1) PL. 86-36 Secaon &
(i / ASPIUARISIEEEREN] ) W e recommend that the

Deputy Director of Analysis and Production and the
Deputy Director of Data Acquisition:

. . NSA (D)) 1.4 dj and {b)(3) Pl. 66-36
e Clarify language in the AR

-, so that the processis clear to the
analyst workforce; and

¢ Update training materials with current tasking
procedures regarding Second Party Pal tner
counterterrorism taskmg .

CE TR T e T T e e
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(U) Management Comments
Required

(U} The Deputy Director of Analysis and Production and
the Deputy Director of Data Acquisition did not respond to
the draft report; therefore, the recommendations are
unresolved, Please provide comments that state whether
you agree or disagree with the finding and
recommendations. If you agree with our
recommendations, describe what actions you have taken
or plan to take to accomplish the recommendations and
include the actual or planned completion dates of your
actions. If you disagree with the recommendations or any
part of them, please give specific reasons why you disagree
and propose alternative action if that is appropriate. We
request that you provide comments on the final report by

SRR - 1c2s¢e see the Recommendations Table
on the next page.

ENSA {b){1]) .4 (6){d) and {b
St (a) PL 85-36 Section §
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(U) Recommendation Table

Deputy Director
for Analysis and 2.a 2b None
Production

Deputy Director
for Data 1,2.a 2b None
Acquisition

None

None

{U) Please provide Management Comments by |iERINN-

(U) The following categories are used to describe agency management’s comments to

individual recommendations:

s Unresolved - Management has not agreed to implement the recommendation or

has not proposed actions that will address the recommendation.

e Resolved - Management agreed to implement the recommendation or has |
proposed actions that will address the underlying finding that generated the

recommendation.

o (losed - The DoD 016 verified that the agreed upon carrective actions were

implemented.

NSA (b)(+} 1.4 (5){0} and (B)

Lxals ok el mlssil iy re 13) PL 86-36 Section 6
FRCW N N ) i
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INSPECTOR GENERAL

DEPARTMENT OF DEFENSE

4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

March 1,2017

(U} MEMORANDUM FOR DIRECTOR, NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE

{U) SUBJECT: Evaluation of the National Sécurity Agency Countertériorism
Tasking Process Involving Second Party Pai'tners
{Report No., DODIG-2017-061)

& We are p_I‘OVidmg this report for review and comment, The National Security Agency”
(NSA) is compliant with policies and procedures for:tasking foreign intelligence selectors
nd (b)(3) PL 86-36 Section 6

the policy and training are outdated and unclear. 'We conducted this evaluation in
accordance with the Council of Iispectors General an Integrity and Efficiency Quality
Standards for Inspection and Evaluation,

{U) DoD liistruction 7650.03 requires that recommendations be résolved promiptly. The
Deputy Director of Analysis and Production and the Deputy Divector of Data Acquisition did
fiot provide comiments to'the draft report, Please provide comments that state whether you
‘agree or disagree with the finding and recommendations. If you agree with our
recominendations; describe what actions you have taken or plai to take to accomplish the
recommendations and include the actual or planned completion dates-of your actions. If-
you disagree with the recommendatioris or any: part: af them, please give specific reasons
why you disagree and pr oposetion if that is appropriate. We request
conimernts on the report by

(U) Please send a PDF file containing your comments tca Copies

of yous‘comments riust have the actual slgnature of the authonzmg official for your
.organization. We cannot accept the /8 gned /'symbol in place of the actual signature. If you
arrange to send classified comments electronically, you must.send them over the Joint.

Worldwide Intelligence Communi¢ations System {JWICs) to DobIG: (b))

(U) We &ppremate the courtesies extended to the staff Please direct questmns tome at

(703) 699 FT - A Lt (410) 854— '

BICE and Specnal
. Pr ogram Assessments

NSA (){1) 1.4 (<)) and {B)(3}
e T A A TR . 5535 Section &
ENSLF LIS INES E SRR
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' Introduction

(U} Introduction

(U) Objective

(U/ /meska8 Our overall objective was to determine whether the National Security
Agency (NSA) counterterrorism tasking processes and procedures involving Second
Party Partners! complied with applicable DoD and NSA policies and regulations. See
Appendix A for scope and methodology.

{U) Background

(Sﬁ-S-I-/] The Senate Select Committee on Intelligence {SSCI) issued a report in 2010
concluding in point of failure #11 (of the 14 points of failure)

- Although the DoD QIG was not asked to provide a direct response to the 2010

S5C1 report, NSA (b)(1) 1.4 (c)(d), (£}{3) 3024() and (b}(3) PL 86-36 Section § expressed in the SSCI report

was used as a basis for our evaluation objective. See Appendix C for more information
on the 2010 “Senate Select Committee on Intelligence Final Report on the Attempted
Terrorist Attack on Northwest Airlines Flight 253.”

(arrat/ ] Tasking Process. United States Signals Intelligence
Directive (USSID) DA3511 and EEEEIRRY describe the tasking process as consisting
of hoth the targeting and tasking of selectors. The following are key terms within the
tasking process: '

o Selectors - Telephone numbers, e-mail addresses,,
and other distinctive identifiers of targets.

» Target - A person, organization, facility, aircraft, or vessel about which
Signals Intelligence {SIGINT) resources, including Second Party Partners,

have been directed to gather information.

(U} Second Party Partners - Four countries: Austratta (DSD}, Canada {CSE), New Zealand {GCSB), and the United Kingdom
{GCHQY, along with the United States Governiment, maintain cooperative SIGINT and Information Assurance (1A)
relationships.

2 ‘E ‘ ‘il/ NBA (B)(1) 1.4

ieHdhand (K3}

INSA (b)(1) 1.4 (c)d) and (b)(3) PL 86-36 Section 6

3 (ubdicly'/ FPCEISERER ) U S. target selector - Any telephone numbers, e-mail addresses, FEREMSIESIEE, and other

distinctive iclentifiers of a U.S. Person that is of concern or possible target of the U.$. {person, organization, facitity,
aircraft, or vessel}, A U.S. Person is defined as a citizen, a lawful alien, corporations, and other groups of the United

States,
JrisA (0)(1) 1.4 (c){d) and (b)
Vi1 T A T £ Pyl g S (3) PL 86-36 Section 6
fW [ Lrivis i ! [
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NSA (b}() 1.4 (5)(d) and (b)
(3) PL 86-36 Section 6

Introduction

e Targeting - Validating and reviewing selectors of a particular target for
format, appropriateness, and compliance with policy guidelines.

¢ TasKing - Using SIGINT resources, including Second Party Partners, to

obtain selector information.

ISR ) Targeting the Selector, Targeting the selector is initiated

when NSA receives a requirement or a specific question from a customer on a particular
target. The analyst uses software tools to research and collect information on the
specific target or selector through pre-existing Intelligence Community requirements or
SIGINT information. If pre-existing SIGINT information does not address the customer
requirement, then the analyst must “target the selectors” (an act of validating and
reviewing selectors of a particular target for format, appropriateness, and compliance
with policy guidelines) through a target request. The analyst creates a target request
and submits the request for tasking.

(S / ) Tasking the Selector. Tasking the selector begins once an
analyst submits a target request. Tasking the selector (an act of using SIGINT resources

to collect selector information) is done by filtering the target requests through a series
of SRS <vstem rules. Target requests which pass those rules are |iESERRN
NSA (B)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6

is a software system that the collection and analysis of

fareign intelligence selector target requests. RSO EEIOICIEIEI O aEEREE R

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6
I

(U) See Appendix B for more information on the targeting and tasking processes.

NSA (B)(1} 1.4 (c)(d) and (b}
L N o S T s O T e 3 S I f s (3) PL 86-36 Secfion &
ERAJL TR0 .!_Lf W /
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Introduction

2448 Directorate for Analysis and Production
and the Directorate for Data Acquisition - Primary Role
Players in the Tasking Process

(Srisst/ EEENNNCEERRREEN ) Directorate for Analysis and Production. According to
the mission statement of the Directorate for Analysis and Production (hereafter

RSB RNECRIERYARIN SA (b)(3) PL 86-36 Section 6 . In response

ta customers Information Need or Request for Information,s 2 analysts perform

1.4 (c){d) and (b}{3) PL 86-36 Section 6 "

(U//™oe) Directorate for Data Acquisition. According to the Directorate for Data

Acquisition (hereafter referred to as the $3)s| NS ()R BRI e TaY5]
When the SIGINT enterprise does not have NELN(SIC)IEMEECEIEG IS to satisfy
a customer’s Information Need or Request for Information, REaICIOREEEESEIC

(U) Policies Governing Signals Intelligence
Counterterrorism Tasking

(U) Management Responsibilities

(U/ /%8883 DoD Instruction 0-3115.07. According to DoD Instruction (PoDI) O-
3115.07, “Signals Intelligence,” November 19, 2010, the Director of the National
Security Agency (DIRNSA} is responsible for all SIGINT activities. SIGINT instructions
on collecting, processing, analyzing, producing, and disseminating activities issued by
the DIRNSA are mandatory for all DoD Components.

(U/ /&8 DoD Instruction 3325.08. DoDI 3325.08, “DoD Intelligence Collection .
Management,” September 17, 2012, requires the DIRNSA, under the authority, direction,
and control of the Under Secretary of Defense for Intelligence, to coordinate DoD
related SIGINT Collection Management resource needs and strategies.

AW s NSA (D)(3) PL 86-36 Section 6 -

5 (U) See Appendix B for definition of Information Need and Request for Information

O ANSA (b)(3) PL 86-36 Section 6 -
: ) NGA (D)(1) 1.4 (2)(0) ana (b
T i i Tk W e P WY ) 33 L £6-36 Seclion 6
POTSECRET77S
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. NSAD)(1} 1.4 ()(d) andl (b}
r[‘ ]-—\ (1 W { 1 ﬁ r.‘ r.i_i i I(‘ ¥ /

Introduction

W C)NSA (b)(3) PL 86-36 Section 6 _
.

(U) Execution of Counterterrorism Tasking Operations

ee RN ) U ited States Signals Intelligence Directive DA3511.
USSID DA3511, “Data Acquisition Directorate Targeting and Data Flow Management,”

November 28, 2006, defines targeting and tasking management functions that together
comprise an end-to-end process. This process guarantees that only the desired SIGINT
is delivered to intended users in the timeframe and format required. The end-to-end

RN SA (b)(1) 1.4 (c)(d) and (b)}{3) PL 86-36 Section 6
I

PP INGA (b)(1) 14 (c)(d) and (b)(3) PL 86-36 Section 6
I

B MSA (b){1) 1.4 (c){d) and {b}
VAN BWAR RFANL NI [ Xal (3) L 86-36 Section 6
ERWU RN WL W RN A ‘{ 1 [
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NSA (p){1) 1.4 {¢)¢d) and {B)

LAYat ek e sianil; (Q)PLBB 36 Secticn 6
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Finding

_@E‘E ¥ }%ﬁa@,‘ﬂmg
| {U) Natuonaﬂ Securaty Agamy s C@untertermrasm Taskmg Pmcess

_Inml\;mg Secondé Party Partners

e / ) NSA is comphant w1th its own and DoD s applicable pol1c1es and regulatlons :
about NSA’s counte1 terromsm tasking pr ocess used to obtam mformatmn from Second Party Partners After

rev1ewmg two DoD directives and i Slgnals [ntelllgence dlrectlves and interviewing representatwes from

wns

the Dlrectm ate of Data Acqu1s1t1cm and Dlrectorate for Analy51s and Production, we determined that NSA is

comphant with DoD Instructions O 3115. 07. and 3325.08 by creating [T (b)(3) PL 86- 6 Section 6

NSA

NSA b (3) PL 86 36 Sechon 6 and _i_s__cfo l_lant with USSIDS DA3511 m

mfmmatwn detalhng counterterrorlsm task gprocedures about (b)(1)1 4(G)(d) and (b)(3) PL 5606 Sect '

ISR (bIT) 1.4 (oa) and
0 o Wlio6.36 Scion 6

counterterrm ism SIgnals
may not be aware ofc I

HOINSA (b)(3) PL 86-36 Section 6

NSA (2)(1) 1.4 (¢}(d) and (b}

FlEr s g f Lt it PERE Lok BN 3) PL 6636 Section 5
L mae ) WA RN ] tJA//
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Finding

(U) National Security Agency Complied With Policy and
Procedures Using Counterterrorism

Tasking Methods
(e / AR SR ) NSA complied with policies and procedures on foreign

[NEA (b){3) PL 86-36 Beclion 6|

intelligence8 counterterrorism by developing a tool that processes

tasking requests. According to USSID DA3511, 53 is

responsible for directing and managing data flow services throughout the United States

RTINS/ (b)(1) 1.4 (0)(d) and (b)(3) PL. 86-36 Section 6
.
0000000000000 ]
0000000000000 ]
. s o rcsult of veviewing current

processes and interviewing representatives from both the 53 and S2, we determined
NSA (b)(3) PL.

that NSA has fulfilled these requirements by developing an tool, HaEacks

B (-t cthodically processes tasking reguests on foreign

intelligence selectors.

(il / ) AENQIOREEEREEIEEE The Technology Directorate
e

developed the 2, a software tool, using system requirement information from both
the S2 and $3. The B8 establishes systematic controls to enable a centralized
HSA, (b}3)

collection and analysis of selectors. The &4 provides a single point of service where

[Section &

the analyst can enter selector target requests. RSCOMICICETICIREIEEEEIL

. NSA (0){1) 1.4 {c)(d) and (b){3) PL 86-36 Section §
¥y
»

NSA (b)(1) 1.4 (c)(d) and (b)(3) PL. 86-36 Section6 |
NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6

8{U) Foreign intelligence — Information significant to U.S. national security, foreign relations, or economic interests. It
describes the policies, events, or actions of a forelgn government, foreign nongovernmental entity, or foreign individuals.

NSA (b)(3) PL 86-36 Section 6 . - .

OINSA (b)(3) PL 86-36 Section 6 -

NSA (D){1) 1.4 {e}(d] and (o)
[ ) £ ¥t ﬂ ] FF ey 13) PL 86-36 Seotion 6
AR A ANVE NN
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Finding

PREINSA (b)(1) 1.4 (c){(d) and (b)(3) PL 86-36 Section Gf

SA{b)(1} 1.4 (c)(d) and {b)(3) PL .
(86-36 Sedtion B .

RGO PR JINSA (B)(1) 1.4 (c)(c), (0)(3) 3024(1) and (b)(3) PL 86-36 Section 6

s INSA (b)(1) 1.4 ()(d), (0)(3) 3024(i) and (b)(3)

Pl 66-36 Soction &
NSA ({1 1.4 {5){) and (b}
n}w ol n el w o k'athukan B A0To s 05 L £5.35 Seclon 6
[ LWL VN / f &.Jlj
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Finding

ARG s> 00 - JNSA (D)(1) 1.4 (c)(a), (b)(3) 3024() and (b)(3) PL 86-36 Section §

MSA (D)(1) 1.4 (c}(d) and (b}(3} RL

aE_-3GSection€§ i
NSA (b)(1) 1.4 (c)(d). (b)(3) 3024(i) and (b)(3) PL 86-36 Section 6

W) Figure NSA..(b)U) 1.4 {c)(d), (b)(_3)l 3(.)24_@.

(U) Outdated and Unclear Tasking Policy
: NSA (bY{1) 1.4 (c){d}, (b)(3) 3024() and (b}(3) PL 86-36 Section 6

PRRNNSA (b}(1) 1.4 (c){d), (b)(3) 3024(1) and (b)(3) PL 86-36 Section &

(s / PSRRI ) 110 ever, based on our review of USSID DA3511, these

types of decisions are not defined or documented within the directive. 53

) o NSA (1) 1.4 (8){U} and {b)
A Fa R s Wal nFal o R Wi AW el ! (3} PL 86-36 Section 6
E WA ¥ B WLALE K f [ ¥

DODIG-2017-061 | 8
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Finding

(Tkmimbin] / ] representatives noted that efforts are underway to
NSA (b)(3) PL 86-36 Section 6

(U//Ee%@) Outdated Tasking Tools. Current NSA tasking policy is outdated and
unclear regarding use of current tasking tools and processes. USSID DA3511, “Data
Acquisition Directorate Targeting and Data Flow Management,” November 28, 2006,
defines data flow management functions that comprise an end-to-end process that
guarantees only desired SIGINT is tasked and delivered to intended users in the
timeframe and format required. Specifically, the directive provzdes guidance to the
ERENERN SA (b)(3) PL 86-36 Section 6 .
However, USSID DA3511 is almost 10 years old and several of the tools and processes
mentioned in the directive have been decommissioned. For example, the directive
stated that selectors are tasked by analysts to collection systems through

oA o) PL 55.36 Secton SINPINSA (b)(3) PL 86-36 Section6

I )i DA3511 needs to be updated to reflect these

changes.

€/ ] Unclear Tasking Processes. In addition to outdated policies,
taskmg processes are not detailed clearly in USSID DA3511, TheBEE filters all selectors

through a series of N (G E BRI T3]

—, According to the Directorate for Analysis and Production and the

Directorate for Data Acquisition, NSA (b)(1) 1.4 (c){d) and (b)(3) FL 86-30 Section 6§

“(!Qﬁ!!!/) Staff Processing Form {SPF) — The Staff Pracessing Form (SPF} is used to acquire approvals of
decnsmns from leaders and, |n some cases, to infarm leaders of significant information JREE RIS RO Rt

JNSA (b)(1) 1.4 (e)(d) and (B}
(3) PL £6-36 Sectien &

DOMG-2017-061 ]9
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FER /™ By AT S Ey gt S o feny (3) PL 86-35 Secticn 6
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Finding

CY - =007 WNSA (B)(1) 1.4 (€)(d) and (0)(3) PL 86-36 Section 6 [RMINSS

pertinent documents. However, the rules are not documented in the directive. USSID

DEERIRINSA (b)(3) PL 86-36 Section 6

PO
— Although capturing aH rules in the current
policy may be impractical, providing updated general process guidance in the policy is
needed to ensure there is a consistent and basic understanding across the analyst
workforce on executing selector tasking Further S3 repr esentatives stated that

SA (b)(3) PL 86-36 Section 6.

R
(U} Outdated and Unclear Tasking Training

(] / ARARNN SRR ) A1though NSA maintains a robust mandatory analyst

training program, specific training procedures about EACIEMCIUELIDRLEEEEEES L

are

outdated and not clearly communicated to the analyst workforce.

(TSI ) Tasking Process Training RaaIQICRSEEEEEIETL

specific tasks to be undertaken to
improve the competencies and capabilities of the SIGINT Directorate (SID) workforce in
execuling targeting and tasking functions. In response, subject matter experts in the
Directorate for Analysis and Production, Directorate for Data Acquisition, Directorate of
SID Oversight and Compliance, and Associate Directorate for Education and Training
developed the Smart Targeting Enhancement Program to ensure targeting and tasking
are compliant with legal and NSA policy guidelines. The program has evolved into
Targeting Proficiency, which encompasses:

e Training the workforce,
o Implementing a Technical Targeting Specialist framework,
e Leveraging technology for oversight and compliance with legal guidance, and

¢ Ensuring management accountability in overseeing the SIGINT targeting and
tasking system.

(i / According to the Directorate for Analysis and Production,

analysts are taught the procedures for targeting and tasking selectors through their
Cryptologic Skills Smart Targeting classes. The mandatory Smart Targeting classes
describe how to research, target, and maintain all selectors. All analysts who create,
review, release, or otherwise approve SIGINT targeting under SID authorities and who

[NSA (5)(1) 1.4 {6}(d) and (b

FEE g R T o s TP L S ) P 35.36 Section 6
1Ry vl eh sl i e B LJL/
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Finding

et / RSN ) 1 SIGINT targeting and tasking tools must complete, ata

minimum, the required four part-training which consists of:

Introduction to Targeting
Targeting Research

1
2
3. Targeting Application
4

Targeting Maintenance

. Currently, in the “Cryptologic Skills Course 1301 - Foundations of
e AN SA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6

e ™ o0 NSA (B)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6
e
-

86-36 Section 6

NSA (B)(1) 1.4 {g)(d} and (b}
"EW‘ (3) PL 86-26 Seclion 6
LR VLY AN R ) ¥
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Finding

during our review that because of the ever changing environment, current processes
and procedures are being updated and rewritten. Representatives from the 52 stated
that current efforts are underway in updating Smart Targeting Enhancement Program
yEmrasaeE N SA (b)(3) PL 86-36 Section6 - -

Also, S2 representatives stated that they are in collaboration with S3 to revise targeting
strategy efforts. They are also doing a joint review of old and new targeting and tasking

INSIETEBRNSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6
]

(U) Conclusion

(Smiay] / ] NSA is compliant with its own and DoD’s applicable policies
and regulations about NSA’s counterterrorism tasking process used to obtain
information from Second Party Partners. We determined that NSA is compliant with

NSA (b)(1) 1.4 (c){d)yand (b)

kY L] LI e B i | (3) P\ 86-36 Section 6
i3 tgi JE«gJi\L} X / / [N
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Finding

(st / RPN D oD Instructions 0 3115.07 and 3325.08 R EESSRaEEN

,and is
compliant with USSIDs DA3511 and, which provide guidance for collection
management activities of SIGINT collection resources. Particularly, we determined that
NSA complied with NSA USSID DA3511 by developing an tool that ensures
appropriate format, content, and processes of foreign intelligence selector tasking
A RIDOERICICIELE AL . [Towever, we determined that:

UsSID DA3511 and NEXGNE

]
IINSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6

IENSA (0)(1) 1.4 (0)(d) and (b)(3) PL 86-36 Section 6
|

Cryptologic Skills Smart Targeting training RS QIURRIOC RO et

(U) Recommendations
(U) 1. We recommend that the Deputy Director, Data Acquisition:

(SL,LSI) Update “United States Signals Inteltigence
Directive DA3511 Data Acquisition Directorate Targeting and Data

Flow Management” to clearly document the decision process

naxe A tINSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6

(U) 2. We recommend that the Deputy Director, Analysis and Production, and the
Peputy Director, Data Acquisition:

a. (ﬁﬁﬁsl/@] NSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section &

—,

NSA (0)(1) 1.4 (c){d) and {b}
AAVARRIE G NEAR SR I f O (3) PL £6-36 Section 6
R i LJL}LJ&\!.}L! /l...)!.
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Finding

(E&H‘SJ//@} aNSA (b)(1) 1.4 (c){d) and (b)(3) PL 86-36 Section 6

- oy . o
b. W) NSA _(b}(1). 1.4 (c){d) and (b){3) PL 86-36 Section §

(U) Management Comments Required

(U) The Deputy Director of Analysis and Production and the Deputy Director of Data
Acquisition did not respond to the draft report; therefore, the recommendations are
unresolved. Please provide comments that state whether you agree or disagree with
the finding and recommendations. If you agree with our recommendations, describe
what actions you have taken or plan to take to accomplish the recommendations and
include the actual or planned completion dates of your actions. If you disagree with the
recommendations or any part of them, please give specific reasons why you disagree
and propose alternative action if that is appropriate. We request that you provide

comments on the final report by.

[HSA (5)(1) 2.2 (c)(d) and (b}
e FaR e IARAFAR AR RITA AV S AR BN 0) . 8505 Section §
CRwE é;Q{Ji‘.ML/kal?/

DODIG-2017-061 | 14




R w2 A LFAARRAAREA A F F AR

SA (0)[1} 1.4 (5)(d) and {b)
e ff“‘//
_ Appendixes

(U} Appendix A

(U) Scope and Methodology

(U) We conducted this evaluation from November 2014 through December 2016 in
accordance with Council of the Inspectors General on Integrity and Efficiency Quality
Standards for Inspection and Evaluation. Those standards require that we plan and
perform the evaluation to obtain sufficient and appropriate evidence that would
provide a reasonable basis for our finding and conclusions based on our evaluation
objective. We believe that the evidence obtained provides a reasonable basis for our
finding and conclusions based on our evaluation objective.

(it / m) Using the 2010 S5CI report recommendatio

o (U//Pe%@) We coordinated with the Under Secretary of Defense for Policy to
determine whether DoD has any overarching counterterrorism policies and
procedures for tasking SIGINT information.

o (U//Pe%8) We conducted on-site visits, interviewed representatives from the
Signals Intelligence Directorate and from various operational directorates to
include: Foreign Affairs Directorate, Technology Directorate, and the Research
Directorate. We obtained policies, procedures, and data from appropriate DoD
compenents directly involved in the target and SIGINT collection management
processes.

o (U//Bede) We also conducted background interviews with appropriate Second
Party Partner operational support directorates to include, but not limited to, the
Foreign Affairs Directorate, Technology Directorate, and the Oversight and
Compliance division within the Signals Intelligence Directorate.

s (U} We senta data call requesting background information to include, but not
limited to, memorandums of understanding, directives, instructions, and
policies pertaining to NSA and the Second Party Partner relationship, and the
overall CT tasking process.

) ) NSA (0)(1) 1.4 (c)(d) and (b)
FEY IEnPabul nlssil ek (3) PL 66-36 Seclitn &
LAFE S Fia%siNEy 1//01 /
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Appendixes

(U) Use of Computer-Processed Data

(1) We did not use computer-processed data to perform this evaluation.

{U) Prior Coverage

(U) No prior coverage has been conducted on NSA counterterrorism tasking to Second
Party Partners during the last 5 years.

NSA BT} 1.4 (6){d} and (b
(Ealaln i el aWah il ntas [ ¥l { (3) PL 86-36 Section 6
JALW Y z,_?L;'ui\.i_eJ//;_}i;/
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(U) Appendix B

(U) The National Security Agency Counterterrorisim

Targeting and Tasking Processes

(Sl / ] Targeting Process. According to United States Signals
Intelligence Directive DA3511 and NSA analyst training procedures, targeting refers to
validating and reviewing selectors for format, appropriateness, and compliance with
policy guidelines. The analyst enters the selectors |y Gl Rty (o
forwarding to collection systems. The target process begins with NSA and its
organizations receiving a requirement or a specific question from a customer, either in
the form of an Information Need or a Request for Information:

e AnlInformation Need is the formal request of the National Signals Intelligence
Requirements Process which drives collection and reporting in line with the
Director of National Intelligence-National Intelligence Priorities Framework.

e A Request for Information is an informal question from a customer seeking
clarification of disseminated SIGINT. Requests for Information are not intended
to circumvent the Infermation Need process and are not to be used to request
first time release of foreign intelligence information.

NSA (B)(1) 1.4 (¢)(d) end {b)(3) PL 86-26) == s NSA{b){1) 1.4 {c){d) and (b)
Crgmalllisccins § Once a SIGINT gap is identified, the analyst FESREERERS

TSR (1T

the target analyst creates a target request* through the @4 and collaborates with 53

Seclhian 8

for tasking collection sites, ISMCIONEICICETIOREREEREREEE This process begins
the tasking process.

INSA (B)(1) 1.4 (c){d) and {(p)3} PL . - - .
(it / ] Tasking Process. According to United States Signals

Intelligence Directive DA3511 and NSA analyst training procedures, tasking refers to

the direct levying of SIGINT requirements [RaYCYONEIOGGEICIGIORREEREEEHIETE

. The tasking process begins when a targeting request is

submitted to the NGO IEEEREEEESIAE is a tool that NSA analysts use to

submit targeting requests for distribution to the front-end collection systems including

14 (oo / ISR | 4 target request - request that is released in the correct format to front-end coltection and

fittering/selection systems.

NSA (b){1) 1.4 (¢)(d) and (0)
[P a n el mi e b e Pl (3) PL 85-36 Section 6
FOPSEERET75 /i
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Yo >t JINSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6

(See Figure 2)

(U) Figure 2. Tasking Process

@5

MNSA (b)(3) PL 86-38 Section 6]

NS (b)

o/ /04

NSA.(b){1) 1.4 {c)d) and (b)
AT AB AN st nlal s R ulckl IXak BN~ oL 55.26 Seclien 6
LW [ Ll is f i‘ WA /
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(U) Appendix C

{U) The Senate Select Committee on Intelligence Final
Report on the Attempted Terrorist Attack on:

Northwest Airlines Flight 253

(Fits] / On December 25, 2009, Umar Farouk Abdulmutallab, traveling on
Northwest Airlines Flight 253 from Amsterdam to Detroit, Michigan, tried to detonate
an explosive. As a result of this attempted terrorist attack, on March 10, 2010, the
Senate Select Committee on Intelligence (SSCI) issued a report identifying the following
14 Intelligence Community (IC) points of failure that prevented the detection of the
threat posed by Abdulmutallab: |

1. Abdulmutallab's Visa was not revoked hy the State Department.

2. Abdulmutallab’s name was not placed in the "Terrorist Screening
Database" (TSDRB), on the Selectee List, or on the No Fly List.

NSA (b}(1) 1.2 (C)(0} and {)(3) PL £6-26 Section 6; DODIG: (D)(1) 1.4 (c)(d}

NSA (B)(1) 3.4 (c)(d), (03(3) 30244() &nel (B)(3) P, B6-26 Seclion 6; DoDIG: (b){1) 1.4 (2)(d)

8. FBI counterterrorism analysts NSA (b)(1) 1.4 (c){d) and (b)(3) PL 86-36 Section §

9. NCTC's Directorate of Intelligence failed to connect the reporting on
Abdulmutallab.

10. NCTC's watchlisting office did not conduct name traces or additional
research to find additional derogatory information to place
Abdulmutallab on a watchlist.

] B ) NSA (D)(7) 1.4 (¢)(a) and (b]
 SNE YR TIPET S fvE (3) PL 86-36 Seclion &
P TN S WS N W s E
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11. NSA did not pursue all potential collection opportunities that could
PO e T L (oA (B)(1) 1.4 {c)(d). (b)(3) 3024) and (B)(3) PL. 86-36 Seclion 6

NSA B](1) 14 (C}id), (B)3) 24T and

13. NSA did not nominate St | for watchlisting or the Terrorist
Identities Datamart Environment (TIDE).

14. Intelligence analysts were primarily focused on al-Qa'ida in the Arabian
Peninsula (AQAP), threats to U.S. interests in Yemen
rather than on potential AQAP

threats to the 11.S. homeland.

gy WNSA (b)(1) 1.4 (c)(d) and (b)(3) PL 86-36 Section 6
]

JRINSA (5)(1) 1.4 (c)(d) and (0)(3) PL 86-36 Section 6; DoDIG: {b){1) 1.4 (c)(d)

e Failure point #11 concluded that NSA did not pursue all potential leads that
AT T PRINSA (B)(1) 1.4 (C)(a), (B)(3) 3024() and (b)(3) PL 86-36 Section &

SA (5)(1) 1.4 [c)(8) and (b)
Fa LY ST yri J S (3} PL 86-36 Seclion &
FE e FEava .
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Failure peint #13 concluded that NSA's policy of not making partial name
nominations to the Terrorist Identities Datamart Environment, may have
contributed to the failure of the Intelligence Community to identify
Abdulmutallab as a potential threat. The SSCI recommended that the NSA
immediately clear the backlog of messages that require review for watchlisting,
In 2012, the Office of the Inspector General, Department of Defense completed a
review in response to failure point #13.

NSA (b}{f) 1.4 {£)(&) and (b)
fal el n el nt nicsil i Fuk (3) PL 86-36 Seclicn 6
El LY W Lxds A f [ .

DODIG-2017-061 | 21




5 (31 1.4 {chd) and (b
STV Y OE O Ty TR S onr f e L) e foid and )
B W FE WFLARARREL R (R /

Acronyms and Abhreviations

Acronyms and Abbreviations

CT Counterterrorism

DIRNSA Director of the National Security Agency

NSA/SS Nationat Security Agency/Central Security Service
$2 Directorate for Analysis and Production
$3 Directorate for Data Acquisition
SiD Signals Intelligence Directorate
SIGINT  Signals Intelligence
§SCl  Senate Select Commitiee on Intelligence

USSID  United States Signals Intelligence Directive
NSA (b)}(3) PL 86-36 Section 6

NSA (b)(1) 1.4 (s)d) and (b}
[EAF AN (‘Wﬁﬂ‘a“r‘ﬂ I ‘07 { (3) PL 86-36 Section §
KR/ LR Y =y

DODIG-2087-061 | 22




NSA (D){1) 1.4 {c){d}
b e o s op s Fend ) L2630

Whistleblower Protection
- Us. DEPARTMENT OF DEFENSE

o The Whlstleblower Protecnon Enhancement Act of 2012 requires

the Inspector General to des:gnate a Whistleblower Protection
"-"Ombudsman to ‘educate agency employees about prohibitions on
etahatlon, and nghts and remedles against retaliation for protected
R dg_selosure_s. The_.desrgnated ombudsman is the DoD IG Director for
. : ::;';::.Whistleblo.wing& Transparency. For more information on your rights
i "';:':f;'_and remedzes against retaliation, go to the Whistleblower webpage at

" ww_dodlg mil/programs/whistleblower.

For more lnformatlon about DoD IG
reports or act1v1t1es, please contact us:

Congressmnai Liaison
... 703.604.8324

" DoD Hotline
800.424.92098

Medaa Contact
Publlc Aﬁalrs@dodig mil; 703.604.8324

R _ ‘Monthly Update
D 'dpdigconnect-request@iistserve.com

.. Reports Mailing List
Jdodig_report-request@listserve.com

Twitter
twitter.com/DoD_IG

NSA(B)(1} 1.4 (c){d)
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