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ARl~IY SECURITY AGENCY. 

FISCAL YE.AR 1948 

CHAPTER I.. II'-!TRODUCrroRY smriM.lIBY 

A. Miss:lon 
.. --

Throughout the vhole Fiscal Yea:t> 19!~8 the JU-my Secm .. ity 

Agency continued ita eff'or-ts in tb.e fn1f'i11ment of its tvo-

.fold mission: 

1. ' .. Phe p~!"ese::t.,vation of the secur:tty of the systems of 
commun:.tca.tions used by the Un.:lt>::d States Army. 

2. The production of intelligence from the intercepted 
communications of foreign nattans;> both hostile and 
friendly. 

As in the p:receding year, there was no change in the funda-

me.nts.J. mission no1" in the general or-ganization internally .. 

As will be discm~sed in greai;e1• ciffl~aiJ. i:n succeeding 

chapte1•s of this Report;. 11 the yea.I' ·was mnr•k:ed by steady pr•o­

g1~ess in resea:rich and development of irapPOlJed cryptog:raphic 

eqnipments m1d procedures and b'y equally constant Gpplication 

of morEf skilled cryptanalytic techniques in the attack upon 

foreign systems of comrmn1:loatiorw. 

Achievements in eommunications seourity1 during tho year 

1. See Chaptex' II this __ l"eport; . 

l 
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weX>e h1.gh. lighted by th0 move to p1~otcc.t certain high-g:i:~ade 

cryptographic p:rinciples during the ·~ens(; int.ernationa1 situa­

tion. A prog:roam -was iniated to repl~.ce t.he SIGABA (ASAM-1) 

with the SIGROD (ASfil.1-5) in e.J?eas where the dP...ngers of physics.l 

compromise ve!'e increaning. Conside1."'able pl"Ogress had been 

made by the end or the fiscal year. Of equal importru:ic~ vas 

a suc·cessful attempt to rieduce the time requixred t;o ·w:t:r•e is. 

roto:z~ he:ving soldered intarconnectio.nz. A ne-w l'"Otor ·was develop­

ed, using circuits which can be 11 printed 1t \dth metallic sub­

stances on a non-conducting plastic plate, and it' was regarded 

as possible for three workeI>s to produce a thousand such ~otors 

in a da.y·. Tho old method req_ui!•ed the services of a. skilled 

worker for at least a half hour to produce one rotOl". 

Ir.~ addition to th.ene development8, the policy ·was estab­

lished to desigx1 a base unit that could be used ·Nith different 

cipher components. For ~~ample; one base unit was evolved 

uhich would fulfill most requirements for teletype encipher-

ment requ5.rements. The concept of a base u.nit w1.th interchange-

able cr,yptocornponents 1-¥ould also prov:i.de low~echelon groups 

with one set of eryptocmnponents for f'icld testing., t1'"aining, 

special pro·tection prior "l;o issuance.. E':'1'.lphasls wa~' also placed 

upon decrea.s:lng the size end volume o·.t m0chanical equ:l.pmen:t 

-which resulted in. :i:•eductions up to 200 BJ.1d 300 pt-;r cent,. 

TOP SECRET 
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tera of nomenelatu:re used f'o~ e.11 ma.tm·,ial peculiar to the Army 

Security Agenc~r ~ 1l!he old system le.eked fle~ibili ty and ·was 

beginning to cause confusion in the f'icld. Unde1 .. the new pl'O ... 

eedure, shc~t titlrH» fo:Naerly beginni11g ~rlth SIG {e.g., SIGROD.tt 

SI.GABA) now begin ·1·ith ASA (e.g. ASJU>i-5$' AJ'3ft.M-1). The other 

aoeomplishm<;nt led to the approval for expansion and develop­

ment: on 13 A-p?'il :1.948, of' the C:r>ypto-Col:l'illttt..111cat ions Plan 

(ASAG-22) >trhieh prov:tdes an official gu:tde fo-.r.• the development, 

te~ting~ at\<l prucw:isment of crypto-com.muniestion mechanisms 

for the Army anc Air Fo~ce~ 

In t!le p!"ocnction of :b:rcel1ige.n.c€>,. 2 inc~eased attention 

· ~~ \Yas gt··.·~m to thE commuu.icati<m.e of Russia &nd Eastern Europe 

vho ve~e steadily tightening ·their secu:t-.:1;t.y mea.mtu:~es. To meet 

ttJ~ mounting denands fem int011igooce concerning these areas; 

!.ncn•easerl empha.His w~ts pla<;ed w1.tb. co.n.sidt}1'&.tb1e :suecees upon 

p~oblem.,, A num.be:t• of' ne<rt c:t>yptan~.l~rtlc r.a.e.ctd.nes and devic&sp 

xi~pre~>?n.tied by such examples as tlJi;~ e1ectr'ord.c t~.pe comparator, 

the alph[.'Lbttttic oollator,, and the I ) aided 

2 • See Chfl:pter III thi$ Report • 

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 use 3605 

1 
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Suppor•ting services which involved J.abora.torles., ,hlghly-­

complex maohi:nary: end. the h1fornw.tion service continued as 

herertof01""6 theiz:i invaluable contribu·ttons to the solutior.t. or 
many difficult pl:Oblems~ 

~trength Of the Ageney4 in officer pel"'SO!Ulel (in.eluding 

Ytn9rant offieersJ -was :f"educad fX>om 445 to 416J mostly as a 

~esult of ofTieers being separated to enlist in Grade I and 

o.f.ficers leaving to under-go a competitive tour, f'or appointment 

in the Regular Army. Authorized strength for officers was also 

reduced during the yea:te from 622 to 480. Enl:l.sted strength ~d 

an authorization vhich was :reduced during the yeal"' trom 5>768 

to ::;,603, the actual strength being 2,:'{92 at the beginn:l.ng and 

2, 713 at tl1e end of' the fiscal year. 'I1he1"e was a steady in ... 
-· 

crease :1.n t.he n~-nbe:r> of of'fioe:rs and enlisted men in pipeline 

f'rom 797 to 1340.. Ci vilia.n stJ."e.ngth had an autho:roizs.tion of 

2,,01:1 at the begi..'1Jling'o:t the j•·ear· vrhich was ino:reased to 2.,435,, 

while ~ctual at1 .. ength was 2~ ?.58 at the beginning and 2~ 410 at 

·1.;he end. Recruitment P:t"og:r-ams were· ea1?'.):oieo. on .for both e.nlisted 

men tu.'!d civiliru:rn. 

1+. AlJ. of' the f9llcrwing pe:r.-81,nnel f'i,gures refer- to s·t~ength 
as of l tTnl 47' (the beginn:iJ:?.g} ard 1 Jul 48 (the e:-.1di.llg) 
of ·t;he FY 194tL 

.. 
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'Budget Of.f'ice~,, fen~ Fitltca.1 Yet::lX' 19!!·8; the second oolumn the 

bel.ruLeEr a?teJ.• red:uotiorts by that of:f:tcer; the third column ~e ... 

PI"€se~t.s t~.a bslanc.e nf'te:i: rur~theJ." roduot1ans by the D1'.!'.'ec"&o~ 

It. 'i1ill be seen that the amom1t s,p'f'Xi:~c,recl br the Wa:t." Dep.c.rtm~u1~ 

Budget Off'ice:r> "nm 90 per cerrG of thE.i estimateJI that spprov~d 

bj' the :Di rectal' of the Budget; 72 pe>:' cent :i toihil~ Congress ajpJFo­

PJ:"iated about 68 pe:r eent. ·of the o;Figixus.1 e~·cLY!late.. !For' th~ 

perm,1mel i·,SlD.,, the apJ;n:oop..1."'iat;ion wa.i:. only '75 pe!' cent of thu 

estimate and f'lllldB approp::i:~iatsd \f0i""e adequlil.tG ·r.o p.ey 2.!' 170 

employees.~ compfZ.l"ed u~i.th an actual ~trength of 2.?260 .and a. ~-

TOP SECRET mr/:t 
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ployeen, the Ch:tef' of Staff i.10.:s; x>equer;teo. to approve fill ad.di-

certified caili:ng of' 2,,395 employeez.r and his approl!al wa!l 

g.1;'!lanted in August 191i7 • 

Monthl;r r•avie1:1 of the budget requi:reoents f'rom Augtrnt 1947 

to W.l.a!"ch 19i~8 indicated that "&he budget as a ~hole was suff1 ... 

eie.nt to oove:r requ.:l:r.ementr; • The slow Fate or ctvilien :i:•eoru:i:t-

ment tox• the first ·two months after a.c;ldltional funds waxae ob.., 

tainod made possible a surplus of pe:r-soxmel fu:'lds e.ve.:ileble 

for transfe:r• ·l;o Pl"OCU..t>ement o 

In vieir 1.1f reductio!l.s made 5.11 the budge·;; for F'iscal Yes.r 

19,f9,11 however,, :tt was decided in lVia.:rch to expedite p1~ocurement 

ned fox .. Fiscal Yeay; 1949,? :i.f add1.i;lona1 f11v.ds could be obtaine<L 

standi11g that if additional f'w.ds could not be obtsined_, the 

on 15 J°lm.e 19~8... This grant. me.d.e poss:lble coverage· or Gi.11. but 

on0 or the ove:r.t;ommitted cmntrst::;t;s vhio:h 1'1as held up for only· 

a fev days imtil F'isoal ~)teen"' 191~9" 

TOP SECRET 



Doc ID: 4323900

TOP SECRET GUfuT 7 

Du11 illg t,his year this J.~gen<;y cont :trrued as he:t>etoror·e t·t~ 

(UJ11a·tf01.'ation 1Jith. tho CO:til~eBpOI!.ding £].genaiew. it~ th.~.i !~av·tr Vhieh; 

in tact·" iK1 separ.•ste phye1ca1 loc~\t,~.on.n " Th~ x•ea~:ons impelling 

thiB cr-llaboration T>Ee~e b~sica11y ac follows: 

l" The neoessity for p:t'ovid:i.ng adequate aeow.:ttJr 
equipm.Gcnt t'crr inte1:-eommun:toation in JoilJ.t opel"ations. 

2. The elimi.tmtio~. of uueless 01'l unfruitru1 duplioation 
of ef.for.t ., 

~c The .possibility th&t a aing1e piece oi' equipment may 
serve tbe needs of' t·uo or moi~e eerviees .. 

4. The possibility that dif.fell'en•c but coo~dinated a.p­
pz·oaehes to the solutiol:'. of' tbEi saine prob1em may 
yield more valu&blc :r,erJult!!i t1m1:t lil. single appro~ch.:: 
espeo1a11y if the Pl'tiolem :1.fJ la1 .. ge o:r• involved •. 

5. The tact ·chat the rele:C.:tirGJly ~mall .nWJAbsI" Of' clllii"' 
me!"ci.;;;.l firras available for cryp'Cog!"~phic x•eaea1-.ol1 
fl<lld development maker: it impE;~rs:i&iva:: ·Go u.se· t.he se1"" 
vicef3 of these cont?>~,c·to.:r:>:::· il1. ooo!"dilimticm. t:: 1th 
:um.tu;s.1 benefit tc f.:l:J« 

numarout\ c'.l:1'ypt~ologio.eJ. p1t1ojecta.r- n.ot alHayrs,ll :L'c mu.at be admit­

ted,, in peri"eet Li.al".lllony but 'Hi 'Gh many lnst4SlneeG. 1shen ·(;he collabo-

ra:cio:rk 1:9&2 l#ho1e-heartect and e~t:t'emel~r p1°ofita.hle to the l'ia.tio.n, 

e.g. SXG.i~.13 .. VECK-k:, into whi·:h thm."(;t is no ll0i:Hi. to an;G('i'.!:' he?"e o 
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complicated the negotis.tione; de~::!.,reg f:r-om the long ... time dual 

'.r'E!l&tionship Of thia Agency ti.nd :tts fields Of inte:resrt to both 

the Directo~ of Intelligence ancl the Chief Signal Ofrice~~ and 

~l~o f~om the inteP•se~wice Fiv~lr8· ~hich had been heightened 

bif the movement r·o~ the unification of" the ~moo se?'vices. 

Collabo~ation. with the COI'l'.'esponding agencie&; of the Bri:tish 

.:rortunately, tb.e agx:•eeraents we:r•e kept on a. 1•elat1vel;;- 1otr level 

and col.leboratton for th..:~ most pe.r•t \HM1 conoent1"ated 0:.1 the 

c1•yptanalytic p...liaae of the vork. The result waE; that this -­

liaison r-au. with greater smoothnese than that wtth the Ivavy-. 

TOP SECRET \:,..!: .... i~>:":. . .• 
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to cnr!"y otrl:; itE1 mission of ~ot~:~~ti1Jig ·tr1e communl~ations eys­

tems of the united s·cates .tu'>my trora potential cryptanalytic 

attack by the ageneies of' f'o~eign governments .. 
• 

In do~..g thifil; crJPtosystems suitable for record» voio~~ 

an.a tac~im..\lc:;· tl"ansmisaions had to bs pla:rm~d"' designed.1 pro«\> 

dUCed in. quantity; stored; and distributed to the use~S 9 togsther­

Vith instruction~ fo~ use and provieione re~ maintenance. In 

addition, aoc~e.te accounting had to be kept ot: tall of them .. 

A constant cheek was made upon the actual aecul"ity of the sya­

temn. in use ae well as upon the potent ie.l ~ecur1ty of p:r-ioposed 

system.B O!" mechan:l.ann;; in resEHil'.[JCh. and de~·elopment" Vigilant 

search fo~ o:ryptouaphic and p..11ysiea1 co:m:p:romise was ma.intsined 

at all times~ Above all~ th~ per~onnel cf tho Agency had to 

be eonstantl~· sleri to th~ possibility of using new scientific 

Much of' th~ts C1.et,ivit1r vcu::;: of' cmn"Se 5 of a routinr;; natm:~e .. 

~e or.>gax.dzstion in existeu(.lt:: .s:c the begirming or the :fisc2l 

J ~0 
-~ -: 

~ ~.:· 
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short title SIGIRA» . ·was appro"·ed for ex.pz:mslon and develoP.lilent 

thereafte:t. ... · It provides an official guide for the developmentp 

testingp a..~d pFocurement of future orypto-comw:unieation mechan­

isms for t.be Army and the Air Force. Factox•s uhiob ent;ered 

into the preparation o? the plan were (1) classes of' users, (2) 

metms of oomm.unies.tion available to tha"tn, · (3) fundwnental prir1.­

oiples ~hioh govern erypto-eommunioations in general, {4) the 

etated requirements of the userap (5) simplicity of operation~ 

(6} fitness for operation unde~ varying eond.1t1o.n of tfeathe~ · 

and climates- and (7) ease or destruction in case of :langer. 

During this year also a change ~as made in the system of 

nomenclature used for all materiel peculi$J:> to the ASA. Here-· 

tof'ore, as a re1l!ult of the .fact that until September 1945 this 

Agency ll..ad been under the co!t.lln&nd of the Chief Signal Off•icer p 

ASA com:munie.fltJ.on-secwity. materiel had beers designated with 
/ 

short titles r·agularly begim1ing ·uith SIG··,~.gQ SIGABAfr and 

so on. · Confunion was thereafter, likely to exist in field 

ope1 .. atio:us if the oldeJ? terminolog~y- we::"e con.tinued., Fu1•ther­

more, the old :method of long and short titles had r®sulted. in 

a system allob1ing insu.ff'icient adaptab'.iJ.:Lty to the handling of' 

complicated eq.uipments"' Therefore.., et the stimulus of the 

Chief Signal Officer himself, a new system ·was devised for 

gradue1 in:troduet::to.tL; Replacdng the ·trigrap..'11 SIG.,, was the 

· trigraph ASA·· tc which Ya.s adde<1 a four-th letter• L11dica:cing 

the type of materiel to ·whic;;h t.h.e li:1dividu . .r::.1 item. belongs,· 
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1'1 ~~h.ine 
D d0vice 
Y ciphony 
X eift'.:r.: 
N itr(;s:r;<r~p1: 
F c?"yptm·Jelytie 
P PF00.uct11)n 
!!! ta'Pe 

R ~oto:r 
G general eryptvgraphio document 
B 'oaelc ceyptographic docnm1ent 
~f ~trip'B 
:K ke;:J" lisi• 

. L padB 
z cooe~ 

12 

Sfu1oe tho m.t:.jo!'ity a.f these letters ar(~ trw init.181 lett~ex: of 

the name of t.iie "l;ype they des:tgnate;11 ease in l'eeognizing t.he 

type 1~ expe1Jtet2 6 In auditio:np a dig:tt was added 'Go tho 

totrag!'apb to i·e~esent the model or i..11d1vidual item: thus 

ASP.Jil-l i& thf; first cipheI> machine$ Con.vert.e1· f;i-1340, formerly 

lmol.m r.s SIG.A.BA. The principal items now in use arie as rollot<rs: 

Ne-:f Titles Old Titles 
_...~... '~ ~.,,,.f ........ $ ... 

A.3.AM 1/1 
ASAM 1/2 
ASAf•~ E 
AS.wk;! 2/l 

AS.Af~ 2/2 
A~3 
ASAM 3/1 
ASAM !;, 
ASAM 4A 
ASAN 4B 
ASAN li/l 
ASAt-~ ~/2 
ASAr:: 5 
AS.fu11 5/l. 
ASA11"1 5/2 · 
ABPJ~: 't 
ASPJ/, :t2 

Converte~ M-1~4·C (SIGABA) 
Cipher Unit (SIGIVI) 
Special Cipher- Unit 

(constituting Combined Ciphe~ Machine) 
{ SIGAMUCT} . 

Oriypto-operating I:nstruetio~s (SIGQZF) 
Maintenance Inst1,,uct1ons (S!GKKK-2) 
Conve~teT- M-228 (SIGCUM) 
C1~yp·i;o ... ope:vating Instruct:tone (SIGM.ES.} 

SIGMI~$ SIGMOM~ 3!G1'EG) 
Mairrcenanca .!nr:;truct1.ons (SIGHOBX) 
Conve~ter M-228 (lvl) { SIGH'OAD) 
C1•ypto-ope1-.ating .Inatl:'uctions (SIGLOP} 
Conve!''te:t1 M~294 { SICHJDX) 
C:tphe1• Un.it; ( 8IGROCO) 
Safe (SIGPRP..B) . 
Crypto-ope:rat ing Ins t.ruet ion.e (SIG POB) 
Mairrte:uanoe Inc t:c-uction.s ( 5IGDOlh1) 
Convm:·tei~ MX~,783/u ( SIGROD) 
Crypto-operating Instructions (SIGBEC) 
r~ain:,anQAnce Inst~:r-uctlons ( 3IGLI11) 
Convex··ten:' MX 4 • 50'7 ( p:~opt:H'>_ed} 
Coz.nr~irte1.t' Attachnmi"t.t AE:/(Ec!C 12 (IIAL.f' 1:TODO) 

T 0 P . SE CR ET_ ~pn:r;;; 
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AS!:.~· l/l 

AS.M:l l/l 

ASt:.G 2 
Ast,.'jr f• 

l.3 

Oper.'S':t · J.)1t:tl.,rntions f'or One-t.irue Tapc<s 
GS.AP) 

Opex~a:tmg IruEtruct:1ons :f'o:r, the St:rip Cipher 
Device ( SIGmlR) 

Cl'1'yptograph1e Opel:--~~tioxw: . 
Speech Egµlprn.a.."lt: AH/GSQ-2 -

It will be ~~"mbe~ad th€":t in th~ Annual Report for Fie­

oo.1 Yes.t' 19'~-7 i conside:t?able attentioll!. lms given -ix' t..~e d0velop­

mant• of t-l1z. SIGROD {AS.~1-.5) ciphm:• mach.1ne {I designed to rephe~ 

the s:U.ttil!J-1 (ASAJI ... l) in &l1'eas where the danger." of phys:tee.l eom·· 

p:romise vas rapidly becoming mucll greater.. The problem of 

distributing this new machine to military attaches engaged 

attention in thia yea;r; 1 since the Director of Intelligence had 

e~;I"essed the desire that military attaches have & high grade 

cl.phor maeh:f,l'le,, In view of' the generr~,l plan to replace SIG.AB.~;. 

<tri.th SIGROJ) and. the gene-rel physice.1 x·aqulr"'Z:mentti for ee,chs 

tha SI®OD ·w·as co:usidel"ed mor.e practie~l for i;;isuru-tec to mill-

had be~n distributed to all milita~y attaehe~p a s~udy was made 

of the physical secu~ity present at each office whe~0 i~; waa 

planned to ms·tall the maehine ~ Distribution was m.&de only 

vhen the office was believecl to be physica.ll:y ~eeure en.ougl:1., 
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:Pb.!1tr.e l vutJ eozrrplei.>ed t•w l August 19~·7 & All units 'fAi~t:te1pe:.t.­

ing ~epo1ted that th~ maehi~ hed b6en ope~atinrr, in ~ higt;..ly 

sat5.ef1wto~y mw:m.et? ~,n(.1 ·ha.6 ~equi.red only mir.u:>~ m~mte:n.Wlc~ 

11or'k. !'base II ~as completed du)Qi.ng Septambe1.. 1947 .. 

'~ :J th naval uni.ts com:~lic~ited :mQttal.'s in rega1,.d to Phases Ill 

;'lid IV of th~ plmil) n.owetvc;;t?., The SIGROD Plan '\Vas :modified in 

qut:1:'?te1•;;; W. the ~71!ki:> Ea.st 0t'J!ml1G.ru:1; Phase IV of' th~ plan was 

ellm.inate-J entir~l.!i, Thi13 poi>D1H;tea. reduction ot the con~ri.111"1.U::i""' 

J?ull-sce.le pz>oduct!o.v. 't.Yaf:· to sitop at ~-50 ru:::.0111...nee;; eont1t:Pu.c­

t.ton of th.e l'.'e1a.airs.iug 150 ·Hou.1<1 bP cer1:'ied on by 12, feVJ 1torkex:ti' P 

5 ¢ Unit foe unit,, it. l"'equirer; slightly longer ·to :r•econdi.tlo.n 
a 3IGPJ?f:. 01" S!GCuM Sil<i p·J:'.'c;pare :1.t for- lan~ t:iJn~1 storage 
t.han to conve~t u SIGJ:J.BA to SIGROD 4 

T 0 P SE C·R E T~;:f ,''~· 
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the fis-0a1 trea.~ :i 500 SIGTWD iueClh:U~.as had been co.rimtx~uot.$d a\;. 

He:~dquaY.tel?Ur: ASA~ Tb.e ~Y Seaurii~y Agency, !'t".eif'i.e,, had 

oomplet~d. Q.:istr.•l'bution of SIGIU)D AX.iachine~.; and s;rstsrw in the 

'>C·lop.u1ent. (~!' r;. J..hl:ited jo:U:ra; 5ffi!WD cn .. rptos~~i;~, fO"R the Fa'!:., 

Eok!t w&a bt2i[;Ull i:u. Fabt.:•Ua.t-'J,'f i911-3 SJ::td \vO~J.c c::mman(je(; ott the 

tions .. 

Ag.-:aint it ~ill be ~emambered ·that the previous Annu.sl 

Report disetu!r:rnid the developman:t, of' the SIGJODO aoo: ASAM 12 

C the eo ... oa:.U.ed nHalf ... JODO") equipments designed. to shorten the 

~_)'1 tim<::. needed to convert SIGP....BA $ncipherments to a .fo~rn oape~ble 

of bei.ng transmitted by teletype~ In actual opex·~tlon.;1 ho~ever."' 

ii_ tw:~nea out that the .· SIGJODO was ever: ~lowe:r; tMn the com ... 

bins.tion of SIGA.B!'.t eneiph@:m:nont &td SIGCUM trWJ.~1fH>ion,, an~ 

SIO~ronc.i mn1.trtoo&;{ace was vetr"y h1,g.h ~ In riwt u the SlGJODO :raqtd.11.*­

ed 75 pc:r C~J!-~ mo:r-e ~1nte.n~ce timt:1 than the SlGABA 1tse1.t''6 

s:tnes i~E· edju~tment. :ti.mitt 'Pe:±"'e ext:i:"amely C:loaG.. l·ioL>eov-e:t\I' 
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disassemble 23 of' the .25 mdts in ex1steno~. 6 

Reports on the opeJ."G.tion of the AS.AN 12 in. the 'Wa.."f> Depart­

ment Code Ceni;er ware much bet.ter. l~o mechanical or electri­

cal difficult tea bB.d been found. For th:ls :Peason..t in Oot.ober~ 

1947 a c:Utcuit revision ~as decided upon vhich would permit 

the ASAM 12 to be used fOY' eneipherment., something the 01-.1g1-

na1 mouel dtd not pel"lnitp as vell as deoipherment, the onl~ 

purpoi.se fo:;" 't!hich it had been designed. In June 1948 foUl' 

such models were to be se~vice tasted.? t1.yo by ·the A:rm.y- p tVtro 

by the A:lr Force .. 

A 11lrge group or additional milita!'~T characteristics for 

literal cipher equipments Has received from the U .. S. Ail:' Fo~ce, 

necess:J.tating revisiou in the philosophy of design, of the 

~ ent1l"e cipher machine program~ It became obvious that it ·was 

imprantical to build a large numbe1:0 of individual equipments 

for eiaeh specis.1 requirement 11 and the policy ""Was therefore 

established to design a base unit that could be used with 

Va?" lour; llnd diff'e~ent ciphe1· components.. Specifically, one 

base unit -tJas evolved which would fulfil~. most requirements 

i'OI' teletype enciphe~mant equipment. &nd thus satisfy the mill-

tery characteristics of' USAF and Ar:my Fielc! ForceN f.'o:r- the 

ASAM 8 ~ AS.AM 9 .P AB .. LIJ01 13 $ and ASl.U-1 15 . I:n addi tio.v. to the 

6.. Th:J.i-; would pereYtit utilize:iion of all components of' t;b.e 
dcnrlce hav:ln2~ an origineJ value of $85;. oo~·. 

TOP SEGRE TGnrr,·~ 
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cons tructlon also has v·t~luable ct•yptogr•ap.hio advantages . It 

permits the base unit tc be of lm; security clasej . .f'ica.ticn 

with a mlnirnum of physical saf'eguar•d!.ng; it permits the develop­

ment of highly secure oryptocomponents for use in vertime and 

the peacetime use of ceyptocomponents which would not divulge 

any new and highly secure cryptoprinciples; and it perm.its the 

issuance to field units of one base unit Yith any required 

number of oryptoeomponants to fulfill all of the teletype 

enciphe1"m.emt requirements . This policy is being extended in 

an.effort to provide si.miler'advantages to off>line literal 

equipments., 

In connection u1th these development~p the question of 

whether or not to utilize h1eJ1-aecurity cryptographic principles 

.tJ in devices intended for lcnr-echelo.n dist!"ibut:lon he.~ long pre- · 

sented & pair• of controversial altex-natives .. From the point 

of view of security it l:fas de;Jired that the best principles 

available be ineorpor&ted; but from the point of vimi of in­

telligence it ~as feared that the capture of a device embodying 

the· best-knovn princ:tples presented a, aeX<ious risk.;> if other 

nations adopted such P!"inaivles too. A policy in regard to 

this p:r·oblem had been established Ol1 6 April 1946 .7 A decision 

in March 1947 · in conne~tio.n wH:;h the development of the Converter 

MX-519( )/Ut an. in:t01°im. dEnriee to ss:cisfy Bf.iH III and· IV as set · 

tt aallli' · •ns;""* • • 

TOP SECRETt;rn.,·~ · - . · tmn 
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forth in SIGIRJI .... is of interest in regard to this pol:tcy in 

as much a~ th:a deci~ion contributect to communication security 

:tn low eche!.o:ns • As approved by the Deputy Chief :i JU>my Secu:¥?1ty 

Ag~ney0 27 ~.iarch 1947 (Tab l)b it provided that each item of 

communie~tion seou.r~ity equipment intended for issue to echelons 

of comYand belo~ Division Headquarters and corresponding Ai~ 

Force 1.m:i.ts will be provided with t~c types of' cryptocomponents: 

one ro~ uee 1n the equipment when issued for fie1d testing~ 

tr~1ning or maneuvere; the other ro~ use 1n the equipment when 

needed 1.md issued fol' emergency situations which l7ould be given 

ripeci.?.1 protection prior to issue@ 

·:11th the increased emphasis on e. versatile base u.nitp pro­

cedu~es were evolved for miniaturization in the paekag:tn.g of 

mechanical equipments., a.nd f'or the use of special pl.a.sties for 

all elect:ron.1c components.. Weight. and volume savings of 200 

to 300 per cent resulted, togethe1~ with a gree:i.t improvement in. 

the ease of lo'1-eehelon. maintenanoe. '11he fo1~mer me.intenru1ce 

dif.flculties we:r:-a eliminated, thereby pe:r.mitting a relatively 

untrained man to repe.i!" a defective equipment by :merely asce:i:i~ 

taining which main component is f.aul ty:; !"01Jlacing it by e neir 

component!' and sending the defeethre one back to a larger main­

tenance unit fo~ ~epai~. 

Ailother phase of' the miniatu.~ization program was to f1nd 

1-Jhethe:p elec·tJ:•onic devices o:r• cil""<:U:i.ts could be used to re-

place: many c:r the elect:ro-mechm1:tca1 or, all-u1ech.axi.:1cal components:! 
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t~..t,t a ,iudics:i.ous and skillful ma:t"ris.ge of electronic circuits 

~~ electro-meehenieel elements could ~esult ~n t~emendous im~ 

p:ttovement 1Jx. "7eight and sb:H> :reduction t:U3 well af! effic1eney o 

~Jl)ioal of these improvements was thtlt ot PO\/e~ aupplieso A 

single clynmiIDtor vas designed to replace the ASAM 9 and individ ... 

uml DC pova~ supplies now ~e1ghing about 22 pounds 5 the result 

being a reduction to about 6 pound~ and one quarter of the 

volume. 

A highly important p~ojsct concerned the att~pt to reduce· 

the time tt"equi~ed to wire a roto~ having eolde:l?ed interconnec~ 

t1ons.:i this p:r.oblem h€M.ring been th?-ioughout the WEA~ a very se111 -

-loua one w _ An. individual. rotor of the type n~1 :ln use :requires 

;r-s --,,,.,,_,"':,..· .. -- the services oi" one skilled persoo fov at least a half hour .. 

Whens a.~ 1.t is an.t:tclpa:ted9 as many as 5.11 000 of these r.otoFe 

may need to be ~1~ed 1n a single days this tyPoblem r~om the 

P~'oduction point of vie"t-l" a:tone eeems to be aJ.mt>st tnsumountable., 

Soon at"ter the sto~y or the "Prox:tmity Fusett had been released 

by the WtU• Depa.Ft.ment and some of' the d€rtails l"eg<W:ding "printed 

ci:'-'."cu.ite" be<1am.e knol<m,, re'P.Y'e::H:m.t&.tives ·of: the ASA visited the 

National Bureau of Stand&1:•d.s ·t;o aequil~e further info!.'llle.t:ton 

with ~. viee to dete:fiilitd.ng \!hether tiiosc-: tachniqutl> cH11.X:id b:;> 

applied to cryptographic rotors. After elo~e etudy l!J.nct 

• .> 
~-
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concentrated e.t"f'o~t, a net'3 roto1" ·was d.eveloped.11 using circuits 

'W'hic..11 can ~eadily be "printed ir 'With mett:illic aubstrutcea on a 

non~eonducting plaatiQ plate~ the printed metallic lines being 

sufficient to carry the current~ As a result, it is anticipated 

that thr-ee persons might produce as rna.:ny·as a thousand such 

Foto~s in a single day.. A by-pQ:"oduct of' this development ~iQS 

the c:ryptographio advantage that ll11.ght accrue bf allowing the 

users 1n the field to ehange the rot.or. ci:reuita &!:i .frequently 

as once a veakp .oJ:t even to have one aet of' 10 Fotor shells 9 

and a cho1o$ from a set of 50 circuit inserts 1n their daily 

ol!' weekly set ... up" The secll?'ity advantages a!"e obvious, for a. 

potential enemy attempting to solve traffic thus enciphered 

would mwe to coneidel"' not only the p:r.~opezio ~otor set-up but 

C' also the possible permutations o~ 5 of the 50 ~ctor inserts. 

Development ot the Conve~ter ASAM 4 (forme~ly M-~94 or 

S!GNIN)D to ~eplace the large SIGCUM and its associated heavy 

and bulky 131-set~ bad pro~ee5ed du~1ng the yea~ to the point 

where service teats were planned by the Ar'!JJ.Y Field Foroes at 

Fort_~agg and also the USAFQ 'his eonva~ter wae designed as 

an 1ntegl'E.ite4 tele-cryptoe.mech&niem~ t'he.t ia:P it eombinea 

the tvo aep&~ate units mentioned above in one unit; it would 

pr>ovide for keyboa:rd m:> tape telety-pe aign~lei '31th $4l:H.mFity of 

the same gFade as that of the SIG.AA'\.~ 

In the field of cipb.oltJ· ~d e1.fa."t ·the development progx0am 

for the fiaoal yea:ll'., likewise oons isteo, of m.tnieturization2 that 
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is, a general reduction in the size~ veight, power requiremente, 

and maintenance requirements of all equipments under develop­

ment@ Specific oiphony plans included the USAF service test 

of Speech Equipment ASAY 2, 3 (AN/GSQ-2,3), modification of 

Speech Equipment 2, 3 if necessary after engineering and ser­

vice tests, completion of' laboratory work on Speech Equipment 

ASAY 4 and contractual negotiations for prototype models, furb 

ther development of major oomp<>nents for Speech Equipment ASAY. 5, 

.further design and construction of a laboratory model of' Speech 

Equipment ASAY 6, and .further resea~ch on pulse~type ciphony 

systems.8 The citax.prog:ram oalled for completion of cifa.x 

and teletype~riter adapters to be associated with Speech Equip­

ment ASAY 2, 3, completion of keyer- components to be 1nco~porat-

fj:· ed into both ciphony a.'lld cifax equipments, construction of a 

=--"_..::::_, . ...,.....,.... 

· bread-board· model and completion of contractual negotiations 

:f'or a.~ .. A.M'L"~- terminal,, and preliminary investigation o.f televi­

sion tech.niqueso 

.The AGF service test of Speech Equipment ASAY 2,, 3, was 

completed in June 1947 and the AKi! service test was conducted 

between July 1947 8.nd SeptembeF 1947~ Howeve~:i the using forces 

reported the equipment was not suitable ~or field use in its 

present forms- and x-iecommended. th&t stab:tlity and intelligibility 

.... • 11 ,.rt t&d 

8.. . Speech Equipment, ASAY 2, 3, and Speech Equipment ASAY 6 
are high echelon ciphony systems. ASAY 4 and ASAY 5 are 
medi.um and low-echelon security systems •. 
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be Unproved and maintenance requirements be.c.'iecreasedo Accoro­

:1.ngl~; modifications have bee~ undertaken which ~ill im.p~ove 

ths relie.bility of' the equipment8 elittd.na.te a greet po1,.tion of' 

kej gen.erato:r maintenance,, inol?ease fle::t1bil1ty or the equip ... 

· ment to include 'teletyp~riter and cifax opeMtion1 and provide 

high S&OUJ.l'ity. 

Two major components to be installed in Speech Equipment 

ASil 2, ;ip uill considerably r-eduoe key generator maintenance. 

These are the Geared Timing Machan.ism and the 1/50 h,po 

Synchl"onous Motor Drive equipment. The problem of providing 

one-time key for Speech Equipment ASAY 2, ' ~as let out on 

oontraote Th.is key medium is considerably smalle~ in sizeo 

less fragile~ more easily destroyed when oaptu~e is iruninent, 

~ and has a longer operatihg pe~iod than the one·time key mediw.n 

ot phonograph disks used in Spaeoh Equipment ASAY l (SIGSALY)a 

The device vae to be available fo~ installation in the early 

~t of the Fiscal Yea~ 1949 end high s~eUI>ity was eapsctedo 

Similar· development was continued on Speech Equ1pment 

ASAY 4, ASAY s~ ASAY 6, and considerable general research was 

· undertaken in both oiph.ony and ci.t"a=!b.,, limited only by lack of 

ti.me and pel'sonnel .. 

A study was made of the problem of destruction of crypto­

graphic machines with the view of' increasing the degree of de-

as materie.la in the constt>uetion thereof. Attention was also 

TOP SECRETGUL]~ { .··. 
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given. to the es~iOeiated problem of destroying qu1clcly and com ... 

pletelr olosej.y-packed prmted nmtter: and of· improving the 
a 

ignlte:J? on 't~1e Ml..4.1 Gnd M2Al safe-destroying incendiaries"~ 

A se~:es of interesting tests were made on the wi.n.teriaa= 

t1on or oJ?yptogii>&-phic equ1pnent.. It ·waa found that 11 if speci~l 

1ub:r-iet7.nts are used, the AS.lU1 1 (SIGABA) operate~ aatia:faetoril.y 

in. t~m,per~tur.aeet a~ lo~-r as twenty deg:t-aes below ze~o Fehrenhelt 10 

but not bel~; that; thslt the ASAM 4 (SIGNIN) opeMtes satietac­

to:.•11Y at 10 degpees above 2e?l'o, the ASArJl 2 (SICJCtJM) at 20 de­

t~eea below zero; and the one-time tapes (ASAT 1) operate satia­

faetorilf at ?O degrees belo~ ae~o. 

Against the possibility or ~other var, it wae pFoposed 

by Security Division that la~g~ quantities of ce~tain items 

@ of cPyptographie materiel be reconditioned and placed in a war 

metal bat"riet)~ in the contain.ere .. This request vae approved 

by the Acting Deputy Ch1eT1 Army Security Agene-y, dw:ing Decem­

ber 1947 and immediate step$ were taken to facilitate aeeom­

pliahment of the project.. !he materiel to be etored in resel*ve 

Tests and information from the field indicated that the 
manual and/or electrical detonators could not always b~ 
~~lied upon to ignite the unit. An eme~gency p~ocedu~e 
uas instituted by CSGAS-83.. I.ti~ Mo. 147 dated 9 Jan 48. 

Thi~ ·e.ima \fheu speeias.1 lubll'ieants t-re:i.ae ueed" These aruue 
~tibrie~.nt.s also pe1..,.mi ttad. satisfactory ope:rae.tion at nor ... 
)Ual room temperat~~ .. 

TOP SECRET tU!JI; 
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ctm.stitutGd the foll0t11ng: 

Fi.A'rEffi"FJ.z 
-~, 

'MO.,. OF UNITS 
ti!Ql: ..... 8 1 1 Ii L t Ii """ 

23000 
1!-, 000 

175 
l,,250 

;oo 
150 

~~e p~oject involving the disposition of the SIGSALY 

temi.nalE 1Wh1oh had been withdr~'Wn from use,, mentioned in the 

previous Ailnu&l Repo~t8 was oompleted_d~ing this· year by the 

deciEiion to store two terminals which had been in the Pentagon 

plus an additional onep salvaging the remaining nine of the 

t1felve original temine.ls. 

Further work ve.es done on the ve~y troublesome pxaoblem of 

j.nsito.111Dg one-time mach~y into. the Pres1dentill.l Plue 

"In·jepemenoe. '' !!he ehief dittioul ty enoounter~d was the 

p.¥obl.em. of getting a se.tisifactwy antenna f'or-i traJ).sm.iss1-on and 

:.oecept1on~ An ASA engtnee:rll made sevell's.1 test flights in the 

plane and rec01mnendations we~e made for the co~rection of 

~te:nnas$ but the pla!Ae itself was undergoing ex.tensive modifi­

cations at Sant& Monie~, Cali.fornia, and flight tests were no 

longer possible~ · 

Another continuing p~ojeet planned for the AFF was ·the 

developments in oon.junct:to~, ltith the:· Signal Col-pa,, of the 

mobile signal cente~. Seven of these cr1ptog~aphie vans ha.ti 

~~-.S-%£A4llltF1t i:llll:!c:l~---·-=-t z-.--~-~t_, __ ,_..,_tv...--.-·-----------
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been constructad~ the C~'3'fitogr~phic part or the work being 

done by the ~~A-

25 

!l'ha AS/i also cc1opel"ated 1tith the pro jeot known as Ops:ia ... 

tio:n S/lJIDs~·ONE, i .. e .. the Bnivetol~ atomic bomb te~ts 1n October 

1947.. !rhe ~adio ti-ar:r:.~1c of this ope:ration was monitored and 

tl'E.tffic-li..Qalysis stud:l.ea were made a Protective p:t90Ceel~aa 

weT.& e.:i.eo 1nstit.uted tor the seourity ·or the ope1,ation .. 

A study vas made to datellmine the amount ot intelligence 

that might lla_ derived by a potential enem1 ~om the plain-text 

tranamssion~ of the Wal" Department. The tre.tt!c between WAR 

at Waahingtun and DAI.A at ~nkfUFt» Ge~any"' dlll:'ing the months 

ot Jquapy to April 1947 was st.udied &..nd a :repo~t foFVa.iuded 

to the Seou~ity Branchn Intelligence Division~ \ff>GS~ on the 

!Bl"ge amount or use.rut intelliganoe that oan be thus del"ived 

by inte1.'0epting otll' p~esent plain-text traffic. 'While a 

Special 5~ourity Officer vas on duty Li Mosco~ tz..om the fall 

of 1946 to ~ch 19l.8, epeaial protective meas~ea uere taken 

to ooncea.1 the aet.:tvlt;1 or this of.fie01• as revealed thl"ough 

tttaffic. Dwing the Yt"?a?< a total or 230.l> 547 violations of 

t~ansm:t.~sion s~curity wa:re deteetod and measu~es taken to b~ing 

these violations to the attention o~ the persons responsible. 

Security studies we~e made dll!'ine; the yeaxi on the ASAM l 

{SIGABA), ASMA 2 (SIGCUM.} :i.,,crto1~eJ ASJJ~ 5 (SIGRCl'O)., ASAM 3 
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1.u.1 well ae on the poaaS.b111ty flf pho·togra.phio Gm:npromiae of 

~otor~~ a point which ~~a definitely established.12 A stu~ 

'1.'at tn9.de ~l~o ot the etaoun·G of' ex,ypto-inf'o~tion ~hich had 

du~in~ th~ war beG~ divulged to fOreiga. gove~nt~. end ~ 

plc11, fox• inspection of e~~tooent.sJ!ls i.1as tmepal'lt(l}tl .. 

'lhl:fil!f! thia ~~!l :06 ~adio ~epo~'l:Js of a12a~otGd cryptc ... 

g.\'~Jphic @r.>mpl'om.iae weX>-~ ~ee~iv~d and tw0lve tt&d:I.o !'Gpf)l"ts of 

suspected physical oompt"am1Eie.. OompF-Omiaes t.re~ 4ecle.red in 

five in$tanoe$» three ~ins cryptogpaphio oomp~se en~ two 

physical eompitOmiaes$ The phy5ical compromise$ in'tfolved. th0 

d&feetion ct a code clerl:: in Mo~eo~ (Sst ltaMil.J.a.n) and a sate 

totmd opM tn the offiee of the military attach~ in Bogota .. 

The ASA turnitihed O:ttfPtomat~iel to othel.'t governmental. 

agenciies dt.Wing the 1eL1'.?' and ~eoe1ved pe:ymsnt as follows: 

Oant~l Intel11gen.ee Ageno~ 
Atomic Ene~S1 Oommia$ion 
Pede~ Communic~ttari~ Commissio~ 
tat tmen , · .. 

"!'he f'ollO't'J'ing table :t'atwe~en:ta the eM.nges made iat. tb.:ts 

yeex-· of' the ~J"Ptonet ~ystem: 

12" It tm.s fauna that 80 pe:;.~ oellt of' l-Jil'ings could be l~eoove:f ... 
ed f"-.r:om e1ose .. up p~"fli..nts" B@e Annual Repo111·& ~bo%'ator~· &::., 
'J?i 48. p. 3. 

TOP SECRETct~NF 
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ORY.PTO~ 
~>M~t>f\xl:...,.,"f".!!: 

~ and A.trvaye oom .. 
~~...ation~ s~~ioa 
Wo:i-1d ... ~r1de 

Oon~!sts of geneFal end high 
0Cmil!&1d 8!GABli.. tJf&tet1l~ and 
SfSD$:P~J. a?Mi st~""bJ sti;.!p 
$)"~tame. 

'Revi~ed to ~~plao~ ~~ by 
·S:CGROD" Oont.ll !erte of . one SlGROD 
t:i.nd cna strip. s1stei1'1. 

Ra'iti'1$d to . rep14ee aIGAafi. b-s· · 
9.TOROD.. Conzists 0£ g~e:r$~l 
and high co~ · SIOR® ayatenm 

. and a general s~ip system .. 

'} Special Secll.t"~tJ Offioe~.R~plaoed by BIGROl) system 990 

-,5 hm:s' Seclll1'ity Age~11y Beplaced by Cryptonet -46. 

42 Militru:iy Attaoh~ 

Be~ised. Consists ot general~ 
high oommana: and veey high 
·cotamand SIG.AB.A,, 1nte~eept SIGOUM;; 
backup strip and se~sl SIGROD 

. sy-st~ms. · · 

Nepl.E:teed by Oryptonet~r '47 » 48 P · 

end 49. . . · · · 

tonsiete of one SIOAa.l and one 
SI.GTO'.r system .. 

Roviaed
1

·e;o replac& SIGl;BA by 
SIOOODt. 3 ConFJiata· of SIGABA11 
general and h5.gh GO:©m~ SIGR®,. 
standby etrip and t'\fo SIGOU~ 
f.rys·t~ms .. 

Repl~ced C?;Vptone~ 35. Cons!ats 
o.r geneN.\l .tm.d high comm.ar.W. . 
SIGBOD and tt-~ee $1G!t'O'P systeme." 

TOP SECRETGU1~1 •. 
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OR!PTO'.NET 
._.,,,i:;:._$~(~ 

17 Ab· ~ JU.Nara Com.,, 
muni~tiou~ Se~vioe 
'Wo.r·ld ... \Yide 

Consists of gener~l and high 
command SIOJ\BA s:ratenm and 
.g~ne~al and a'ta.nd.~by strip 
ayt;temao 

Rev:tsed to · rGplaoe · SlCM.SA by 
SIOROO a Consist~ cf' one SIORGD 
W'.K1 ona strip system. 

Revised to rspl~e SIOABA bf 
SIGROD. Cona1ets Of gane~al 
and high o~Ild SlORO:D eystemfll 
and Q general st~ip system. 

33 Speci&l Sacuritw 0ffj.cet' Replaced by SIOROJ) a?tem 990 

~5 A?1nY Securit7 Aganoy 

40 Joint Arm;r-lavy 

42 ·. Militer~ At ta.ohe 

Replaced by Oryptonet 46. 

Revised~ Consists ot general, 
high command: snd ve~y high 
command SIGABAo inte~eept SIGCUM, 
backup strip and gene:ral SIGROD 
systems .. 

Repleteed by Ceyptonet~ 47., 481 
&nd 49. . 

Co~sist~ of one SIG.A.BA and one 
SIGTOT system .. 

Revised to replQee SIGABA by 
SIGROD.13 Consists of SIGABAp 
general and high oomme.nd SIG'ROD.s 
standby strip and tvo SIGCUM 
sy!S t;ems ~ 

Neplae~d Cryptonat '5· Conaiata 
of general and high comme.nd 
SIGROD sud tlu')ee SIGTcrJ: systems .. 

;;:;. 

i;;. This ptuif!.\e not completed~ &6· p!'.J.ge 14 of th.i.B report " 
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Oryptonets 47 P 48,, and 49 made 
e£~ective l August 1947 replacing 
O:rayptonet 42 i'o~· Military A.ttaches. 

Cryptonet 50 ·for us~ for the Ai~ 
Force made effective l Septembe~ · 
1947 •. Consists or SIGHUAD and 
SIG'l'OT systems. 

89 Domestic Intelligenoe Revis~d to include additional 
systems and neu numbe:f designa-

265 

274 

462 

463 

464 

tiora.. · 

Consists of SIG.ABA, SIGCtn~» 
SION!Eg SIGROD, SIGHUAD~· M-209~ 
and strip systems. 

NON-ORYPTONET SYSTEMS -
SIGCUM used by A.EC 

SIGCUM tor Fil'st Army 
~ea 

Strip,, ·T:ransportation 
Corps 

Str1P:i u.s. Troops in 
IB 

St~ip_, U.So Troops 1:o. 
IB 

Replaced by SIGTOT l Dec 47• 

Replaced by SIGTOT l Dee 47 

Continued. 

Discontinued l Mll.l?ch 1948Q · 

Discontinued 1 MaPch 1948. 

SIG.A.BA system 604 fol' use by 
Sandia Base initiated in Apr11 
194·8., . 

SIGRU.AD systems 61' and 614 for 
use between WAR and USA.FE 
initiated in April 1911-a. 

SIGCUM system 619 for uae 1u 
the Caribbean lnttiated in 
June 1948. 

SIGROD systems 623 ~d 624 for 
emergency rese~ve in L~ndon 
issued in June 194'8. 
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626 Sto.te-Waz. ... Navy Eme;t•­
geney St:r:lp 

Continued. 

Strip system 815 fo~ emergenoy 
~eae~ve 1n London iasned in 
June 1948~ · 

· 5!00"®1 s~tem. 875 toX' Daector 
·of In·tallisencep Dept. of' Steto$ 
?la~. Ai~ Fo111oe !W.d Central 
Iv.telligancs Agency"'initiated 
ill. ~ 1948 .. 

885 SIOA&A fO:f' 11r!ORKDAY"l~4 Replaced by SlG!iOJ;) syatem 895 
a~rl placed in w~ ~oee~ve status~ 

SIGROD s~stem 890 fOF ~ and 
Athena initiated in 1/#a'N' 1948. 

5IGBOD system 891 fo~ ASA and 
Ank~a i.n.1 tiatGti in M~cli 1948 .. 

SIGROD system 990 replaced 
Oryptonet 3:; for Spacial Sec~it¥ 
Ofrioe~s on 1 October 1947. 

SIGHUAD system ASAI\ l6 tbru ASAK 19 
tOJ" State Departmetrt and Cantl".©.l 
Intelligence Ageney initiated .in 
Ju.n~ 1948 .. 

Fa~ Q time the~e was m ss~1oua problem 1n the P!°Oduction 

of suf.t"ioient SIGTOT tape.. On 1 .il'ebru~y- 1948 tha:fe '1'&.~ a 

backlog of ~'$440 tapes; but additional employees weFe secured 

ru:'ld a suing Chitt 1nst1tut6dp with the result t~t the backlog 
.. 

wa~ reduce'3 to ll_,000 by the end of the tisc~J. yeal.'l~. 

14. Short title O.f Ope?\atiotl. MAILBP..G c..11.sn_geci'i to WORL-'DJ\:i OW? ... 
ing the FY 48 beea.w;e ot Er.. compromise of' the rru:ata.Afl oode 
nezme • !fhe ASA began -work o:n the 6.e•Yelo~-Eent Of Ope:riatio~ 
¥J+.ILBAG dwing PY 41 .. 

TOP SECRET£Ltt~r 
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SIGTOT tapes . . 
Pages of p.tain:ted · m.attel'" 
Regtate~e4 documents p~inted 
i"cm-lleg:tstered docum.ents printed .. 
Roto~s ~ilted 
Mschines c~ti-uoted 

Resist~ doo\mients 
Rot ore · 

··l4aohinas 

30 

fhe follow~ rep.l*e&HH~ts the dest:ruction of oryptograph1c 

materi&l: 

~egt~te~ed documents 45.901 
Jon .. re£1stered documents 5,004 
Rotors 181 
Ma.ohine$ ( 1np!tuding 36 SIG.MYC obsolete) 81 754 

M&e.hines e.nd devices shipped to holde~s totaled as follows: 

SIGAB..ll,. 
SIGROD 
S!OOUM 
SIGHUAD 
SIGN IN 
SIGAMVG 
SIGIV! . 
Misoellaneou~ roto~s 

85 
254 
30 
72 
6 

168 
145 

2,423 

·. The packages shipped totaled 17 0 148 and the p<>uches 

5, 02:;. 

T 0 P· SECRET GL11~1· 
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CRP .. PTER III.. THE PRODUOTIOU OF INTELLIG·ENOE 

Int:rcduotion 
• ......... e ve-

In. f.ul.f'illiul!,: it~. seco11d pr.•i.1mM:'"Y miesion8 the produet1~. 

of intell1g$noe by mesins ot or~~t~lyeis l'J.nd t~afrio analysis 

or intercepted eommu.nieat1ona or i~reign gove~nmantss both 

.hostile and friendly a the Army Secn.tlV~.ty Agency eo.nt.i.nued its 

attaok .. 

DuFing the year, the struggJe between Bil.st aad West was 

sha.Fply da:N.noo.. An atmosphel"e of conflict sewed as the 

backgi-ound fOr she..I··p diplomatic exchanges and varioue polit1-

oal; economic, snd militar1 aetions and counteractions. T~e 

intOTmation obt~d.ned thl'oug.h ·t;he communioat1orm-itl.te111genoe 

operation eerved a:~ e. steady 1.1.nd unique eo\ll"ee or intelligence 

as heretof"ore. 'With r&eurt•.11!.i orises in all arG&s of' the 

vor~d0 the p:aessillg demand for pe~tinent info:ra.mation tweed the 

capaa1t-y of' the Army S~uritJ Agenc1 and damanded ultimate 

adaptablli~y irJ. interoeption, c:ryptanalysiss and tl"af'fio analysis 

to satiafy shifting Pi1'1'JF:tty raqui~ments.. For instance, the 

G~~k Gue~~ill& proble~0 ~owiously non-existent, became an 

extl'emely impol""~ant ·end p.~oduetive problem 1..n. 194711 the f':t~1;1t 
' 

tl"Snslation in thls se:t:ies ~~g published ln too latte:!? ~ 

of August of that y13~ ti 

The intercaptt.on or for.vign eommunicationa pres~nted. sev­

ex•al XAe"t:S problems iu:rmg the yaiF.u" ~ P .. progre~s1ve change r.rom 

31 

I 
) 
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Morse-type to ~adio-printe~ type transmission necessitated 

highly-speciali~ea intercept equipment and a la~ge-scale train­

ing p:i1ogra.m fo~ the ope~ator~. Inte~cept1on of G~sek Guerrilla 

e.nt1 Chinese Cmmrru.niat traffic presented ~ dif'ticult end complex 

problem. Cooperation continued as h&~etofo~e with the Navy, 

thft Bl'itishp and. the Canaaians .. 

Fiscal Year 1948 ali'jo "Wasi marked by an intE'liai.tic&tion of 

the difficulties teeing the Artny SecUI»ity Agency in its etTovts 

to subject the oommunicationa or to~eign governments, pa.ritiou= 

larly those or the Soviet Union and Eastern Europe, to crypt• 

analytic attack. Doubtless as a result of wartime experienea 

end growing attention to research and development 1.n crypto­

logioal matters~ stimulated in ell probability by ind1screte 

disoloeW?G$ of cryptanalytic successes by this and other govern­

ments a the nationa ot the world have in most instances gl'eatly 

impi>oved the secwity or their commun1oat1ona systems. Of no 

nations is this mo~e true than of th~ Soviet Government and 

those central European cow:i.trie~ w:tthin its orbit .. 

The du&l problem of' :i.ne:?Oeased security measlll*es applied 

by the ~ussisns and their associates coupled with an 1ntenae~y 

inc?>eased demand for informa'l:;ion in reg&:r>d to the[Se areas, 

empbssized mo~e st~ongly than heretofore the signi~ioance of 

trartio analysis and the exploitation of Russian plain text 

as a source of intell!i.gence. Fox- e~ar!lple., the ve?lmn.e of pl~1n, ... 

ta."{t ixrt;eroept6 l~ece.ived during 1948 was cnre:P 3 times that 

TOP SEGRETGLElft ~3 L, 
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,: ~::-:1 received during Fiscal Year 1947 .o and 90 per oent of this total 

· iflerease was f'ol" use in the Russian p.roblem~15 · 'l:heae intercepts 

provided_ a -v1Ja1th of detailed :tn.to~tion or!' Russi&.n economic · 

and induf;Dtrl.al potential. 'lhe Russlan military t"affic-ana11sis .· 

J>l"'OblQtl. ana the· Jll'Oblems 1.n:the aetellite ueasu particularly 

Yugoala.vla.o JWOVed to be almcu~t Ullique ·sOUPCE)fa or a.oe~te and 

consistv.m.tl1 available information. on· military o:rpn1zation 

and activity behind the Iron Cu~tain. 

A continuing d1tf1culty f'rom Fiscal Year 1947 vas the 

particularly acute shortage of high1~-qua11fied linguistic ex-
. . .. 

pe11>ts of wquestioned' loyalty,,· which.necessitated a constant 

effort to train within the Agency new personne1 tor competency 

in various languages .. Courses verei given dlU'ing the year 1n 

~) the f'ollouing: Ru.saisn.t Greek; Hungarian., Albrudan.:i Serbo­

Croatian; FFenoh, Italian, Spanish; and Arabic. 

The suc6ess Of the Al'my Secu~ity _Agency in aocom.pliehing 

assigned intelligenoe_~seions du~ing the year vas otficially 

·recognized by the usel"i;.:.. 'l'he Agency received, fol"> example;· a. i 

. . 

eotm.uendation. from the Intelligence Division,, Ws;r Depat"tment 

Gane:Fal Staff p dated 1' Auguat · 19~-7;; upon the Pl"'eparation of' 

DA 1:3726 and DA. 1:3739 o 'The letter stated that both the Seore­

tary of War a.."!d the Directo:r: of' Intelligence were highly pleased 

15. 
... 

See page 65 of this repol"t;, "Analysis or Production 
Figu~ee." On 13 Nov 47·~ Plain ~ext Sub ... Seetion was 
activated in g~~AS-93B to supplant the Pentagon Plain 
~el~t Unit which had been organi.zed 17 Ap:F 4 7 ~ . 
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'.:·i · '"11th "the l?ap~ .. o, eftic1e~~t at!f1 judioious manner ·:t». whioh these· ., 

1mpo1"3tan·t items of Intel11genoe iJ11'oFmat ion we:r~ colieetf.ni3 

~ooee~ed a.nd d1.tl!tributA10. .. 11 F:&om ths Act11.!g Sps«~1a1 Aasi&t~~t 

.. 
tbe toll~ag eit?;ldf'i~ · ~griapns: 

fhe !>&'ps.~tment . ncm relS.e':. upo~ the techn1cal. 
· f'ae11it1as e'D!l the skills ai: ··.the ~ Se~,lt1 Agency:; 
.amQ. ti.to collre~pond~ uat.t ·in the N&1fY'o ·fol' its &a~ie 
Ctlm!J'PJJJ..°l.6ati~ int~lligenas ~ter1a10 and I slmuld. be 
g~a~:etul if: 70u "tYOUld i!U'on1 the Chief'» A.a&, of o~ 
rt.p!'.iVeeiatir)n .for this indispensiable service. J:t is 
ce:Ptail\1,; 6..'!l outstfil»ii».g axample o:r intei•departmental 
cotlaboratio.n to mutual advantage and in the spirit 
of t~or1Jt whioh ia nt:JWo mol"e than eir~c the expressed 
gou.l Of OU.XO gO'f&rl'WleD.t • . 

.. 

_ The iielat3.oneh1p llhich . ~is'ts on the working level 
tietwe~ our peopJ.e snd yours ere still another aouroe · 
of! g:f1ititicat:ton to me,,, and I shall like to extend our 
t~ to tha!n through you., . · 

A tl'drd ~atif~ aei~ovledgement of the use.fu;tnass at 

t~ A:t;;A ~t · intelligeJWe ~oduat <iame in 4 lettat' d&tad 10 May 

1948 sigl"l.Sd by the DiFOO't;O!' of Intellig(Fucet> Un1ue:l States 

Ab• Fo~r;fJ.,. Mejor Oane~:t G5orge O .. Mo.Donald :raeh1"red to e 

,..~us_si. dated 21 April 1948 for ntSD.y. &vailable 11U'omation en 

Russi.&n air defense organization$ operat1onr and ca!)libility1 

with J:>aIOtioula?> emphasis on air-ground co!1m1Un5..a~~ions.," The 

rt¥pol"i; p:H,mptly fow&,d.ed only tt:o days later had proved tc 

b~ ~of sre~t inte~e$t ~~ value to this DiFecto~te~ not only 
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~: :Du?"ing thG fia@al ye~rb copies of the Daily Bulletin 

we~e regul~l7 supplied to the Intelligence Division~ Depa~tment 

of' the A?:my Oen~ral s·tatt; ·(;o the It!avy (CSP.Jr!); to the u. s,, Aita 

Fo:r~ce; to the St~t.e Department: . to the Oentral Intelligence 

.Agefl.cf; to th~ Bloit1sh (LSIC), and the Canadians (COO}~ L14ison 

vi.th tb.e Intell:Leenee Divisions D/A os, wat! maintained by tel~..,. 

tJp~ for UEe 1n th~ case of mes~ea of the highest:U1'geneye 

B. boblems og l'!!&e?'c.ept1op. 

The efticient in.te:roeptio:n of tore:tgn oommunioations in 

accordance with establ1$hed pr.!o~ities is~ of course$ basic 

to the .Altmy SeauFity Agency's produetion ot intelligence. ~o 

fu.1f11l its inte~oept requirementst the Agency eonti.nued to 

ope~ate its complement of seven fi.xed monitoring stationsp 

togetheF vith five others under PFOjeot 78, in an effort to 

make the ooversge ao ''omplete ta.a possible according to priol?i"" 

ties set up by the Jolnt; Inte~cept Control Group (JICG )-* All 

ooded trtd"fio an.d ~om•~ plain-teJ,tt tr&-ffic v.ae regul~ly exchanged 

vith the mavy (CSAW)$ ·the Br:1ti$h (LSIC) Q and the Oanadiane 

(CBO}. 

Cs.AW and ASA ocntinued joint coverage of ICR links under 

the supervision of the JICG~ which also originated the inter­

cept miaoions performed. by CBO ~.rtatio.ns ~ Th.e ASA assisted 

CS.AW in the ccmei~ of a non-:Morse link from a European inter .... 

capt station (because the ASA had :r~elati i.rely zno:r-e intercep'i:i 

TOP SECRE1f,;.iiit 
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raoilities 1n Europe) and CSAW devoted 5evex;al positions in 

the Paci.fie to coverage of military and ai?> targets for the 

benefit of ASA (bGoau.sie CSAW had a more favorable Fatio of 

ra~t:tit1ea to Naval tar>set~ in the P~aifio than existed between 

ASA rac1l1tle$ a.no. m111ta:ry targets). Comtemplated major 

clmQ.ges in intercept ass.tgnmentf$ vsris ooo?idinated between ASA 

(or CSAW) and LSIC (or GBO) 1n order that a certain degF>ee of 

1nrormal al.location ot oove~age responsibility could be matn~ 

ta1ned .. 

'l'he progressive conversion of' l\adio links to non~Morse 

typea of tl'iansmission was speeded conside~ably dwing the 

fiscal :Vea.I'.. On Russian internal links 5 a total Of 9 di.f.fer-­

ent non-Morse t?>ausmi.ss1on types 't<Tere lmmzn to be in use: 2 ... , 

3-, 6-~ and 9-channel Baudot radio•pf'li.nter; va.riable-cycle 

, ... channel radio-p:rinteza; simplex rad:t.o-printer; unenoipheJ?ed 

z:adiophone (and~ it is bel:1eved, sorambled or inverted radio­

poone}; Hellsch:freiber.c and elea:r facsimile.. In add1t1on,p sev ... 

eral Russtsn internal linke were ustng~ or plann:tng to convert 

to, a four..,.ton.e, emi.sai.on rather than the usue.1 continuous \F.'1Ve 

or frequency shift keyed emissionso Ttte eonsid~able p!'Ogpess 

made in providing equipment and personnel for intercept of 

theae tranmm.issions permitted a fair degree or operatioxml 

exploitation of Russian non-Morse internal links and 1s expected 

to perm.it increased exploitation of. all these trans.mission 

T 0 P S E C R E T Gibnf 
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A me-.jol":tty ot the ICR linlt~ te~mina.t!ng in t1\t· u ,So h84· 

gont;, o~ t(} l"r.1.d1o-~int~ oper1:1.i1ion hy the end o·i th~ fisoal 

y<SCJ·~ ~ ~j~· of too sta''ion~ using American er;ft'dJElent for . 

c~iunioati~ng uith U4 s4 commeFcial st&tiotte we~e in the·P!"O• 

CGS$ of' er.nve~ing the~ le.te~~1 (1~e,. nr.u:i-UoSo te1-.m.Ual) 11.aka 

to the s..mke type of t~~nsm1~s1on4 

MaJo~ ~obl~ ~e~ultsd f!'om t~ traneition ps~iod in 

vhiehaasignsd inte~oept mi~sions ~~essi•ely changed f'ibom 

Mor~J-ii'J'PS operations to radio-printeE- type of ope~ations. 

Tbis ohange in tTpe o:! mitnsion made necessary the procure?nent 

of' high.ly~specialized ~~s of intercept equipments and the 

vstablishment ot ~ large-scale t~a:ining p~g:pam f<nJ pe~sonnel 

l"equii•ad to <rpere.te such GQ.Uipl!lent • Th~) i.ustallation of these 

aapeo~lizad tUPes or equipmc:tnts. ~ther :resulted in major 

. mod1.fications of the existing :.l.ntercept statiott.s # · 

fwo addition~l equipne.nte for intarcept of Double C~rent 

C&ble Coele ~anam:tssion5 (u.aed ... p~im:arily on British &1pire ·0·11~ .... 

auit111) became available d~ing the· year~ and we~e p11t to use 

in coveP&ge o~ ei~cuits conneetin$ Loru.ionp Cairou Ath~ns 3 and 

Bei>n@ ~ A:r.i,otne~ change «1m~1.ng the ·year involved the c.mnvercion 

of.' e.11 JWA stations to the p:rooceduzoe of c:m-pying on ~ontinuoua 

telety-pe roll paper a11 t~an3misaio.ne (both tr4ffie and chatte~) 

This project u&s complt:rted 
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rorwa.rding Russ1$.Th military and air- five~digit inte~oepta by 

l?m.dio-teletype \reFe instl'ucted to &keletonize th:i..!':i material,, 

i ,e •:i t?>arud.t. by rad:to onlw the heading, preambl~ and first 

five eno: let.'1 five grou~ <>! the text. !£!his vas made neee£5ami-y 

by the lo~~ Of COl!m'!Uhicat1ons pal'>sonnel at the U. S~ Navr inter­

cept ata1'1® at Mair. 1it the Aleutians,, and b1 the ~ageable 

1nerieaa1.1 in the telet:rpa load Qt ,MA.. Skeleton!r.ina; of tive­

dig1t .mate~ie.l ~oeivea. from ASA etat1onta va.s continued. tln9e&ugh­

out che fiscal YEISI*s but h~s iii.nee b&en discontinued~ 

'lhe trend toward incree.gad use of private links beiween 

~he toPei.gn officee of various nations and their diplomatic 

o.f'ticea a.b~oad conti.n.Ued.· At the.end or tha y~a:rp seven nations 

were op.$r.attns ~ total of 119 suoh circuits. Of this total~ 

25 we~e b&ing monito~ed regula.z;ily by ASA faoillties and anothe~ 

lf l by .facilities at ooll.nbo?>ating agencie$. T'ne seven countries 

Special arrangements vere mad.e to obtain coverage of' 

govex-:nment traffic pa.:i1sed in connection vith the .Pan ... American 

Conference in Rio du~ing July 1947 and the Foreign W.dniste~3 

Conference in London during November 19470 Adequate coverage 

of all oth&1~ confere.ncem held during ·che year vas poat!ible 

~rithout disruption of no::r-:ma.l. missions d 

~ 

Atta.eh.e in. I~Emking began obtaining ·copies of Chine~e Cornmuni~t 

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 USC 3605 

.M •. ·Iv v 
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~a~1o t~at~ie :rz>om en ~atrn s~u~c~ and delive~ea this mate~ial 

to ASA:PAC fO~· f'ot-r~aN . .U..t!U to 11h:Ls headquarter~. Despite 1~te~·· 

u13 .. 1itent attsmpta by AS/i.PAC to :tntei .. eept CHGB ttad.io links.11 the 

mll!t;e.1111 attaohe in M~S.~ !'emainCi~ ou~ only a01.U"ee· of Ch1ne;£l~ 

Oua4Till~ ttt>affio tm .. ougb.out the !"isoal re~" 06'1801"'Sh1p p~o~ 

~~""Gment by Ree.aqn~~~ ASA.PAC ot al1 outgoing toreiSFJ. go~e~n~ 

ment tJ>&affic f'l?Olti Ja~ &Jul XoPe~. was initiated on e. part!a'.1 

basis dullir:-1.$ fio·,•e!4~1.· :L947 and becruti.e complete 1.u early April. 

1948 .. 

In ~~urope fJ EC.ASA duial.n!; early 19h8 began :forwardtns low­

eohelon Russia&l m1·~1tary tr&ffio ant\ T/A !"aporta intel"Cepted 

and prspa,red bl a ~oup of' formstt Oe:rinan Sigint ~soruie1 em"." 

ployed ~1 the ODI(£ ~ Eu com., 

Bighlfgo.tin.g aome of the problem$ met in operating the 

int©~eept ~te.t1ons weFe ehangea in Signal Oorpu pol1oies ~h1ch 

requirod roimln1x-s~i1ent ·of f\m.da to ·~he S:tsnal O~~ tor- all 

Pl.ant ~1neering .~aney equipment reoeived by ASA~ l3efo~e 

Figoc~J- J:ea:r; :J.948~ ~he rl~l COl'OPE1 had furnished the equipment. 

f~Qil1 ex!t:iti~ atoot;:E and di<i not i~equire reimbtireeme.nt. D®tng 

1'i'9e~l Year 1948 the ~1gnal Oorps requ.e$ted. that all items 

peculiar to the ASA. bH pJMJoiwat'!» eto:red.., Md issued onl,y by 

the ASA. itself. V~r1oum it®li:m ».orm..all: oonside~efi eonwon to 

~h~ Al•my 1rJ. gen~n.7al we:re d~clSJ?ed pe~ul5~S-Z> to ASA, whioh pl.aced 

an :additiamt~l w-o~k Io~d on the ,ASA_ ta p~epa~e cont~ol levels 

Of sp~cie pa~~ta and, eQ.Uipme;,rrt to b8 6tOI>e~ OOl"'e ~· 
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Spai!'ie p!!l."ts t:~ al.1 equipr11.ent et fixed . iri.atallatioM 

became incsJ:Oeaaingty dif'fioul t to obtain thl"ough local suppl.~l 

~ou.!"nesb rer:1ult~g in emergenor pr-ocurement of' the~G 1tenls by 

'th:tn Agenc;,r.. 'l'haa~ eme~g;enoy procurements in~·eased by &P}n"ox1 ... 

matel7 100 pe1· oen:h ·eve~ similar p~oc~einao.t.&:J in Fiscal Yea~ 

19'!:7" 
On the op~rat:t.onal levsl, p~ocu?"sme.nt dif.fioultiGJs eltisted 

b~tweeJL ASA utl the Signal Corpa Proo~ent ~07 in the 

contr«ctin.g toz· it!lma pecmliar to AMo . Bida on th~ eqnipment 

wel'e t.valuatfd by Anny Security Agency and Signal Co?l'Pt:: · Lab· 

o~ato:i•J..eai, tJ.Jld 1n seve~al 1nstanoes the &valuations given by 

AS'! did .not agree w!t;h thoae submitted. by Signal Corps I.abo~a­

.-o:riea ~ Alsoa ~ocUl"ement t~ough the Signal Corps channels; 

~~sulted 121 e tim~ delay of about six months 3 which in many 

oases hatnp&red urgent operations .. 

The e~~ent trend ot Signal Oo:rpa-ASA :relationships indi­

cates that the A'J:'my Seo~i.ty Agency may become independent of 

the 81gnal oc~pe in the issuan~e or eupplies and equipm.en~ 

requi;E'ed for intero~pt opel"ations. Budget estimates ~e now 

being submitted to cover all :m.aterial requi~ed by the TA units 

of' MA.. TI1ia. proceth..tre in.ey,. :L."1 the fu.tu:re.f. neeessitete. that 

ASA set up a suppiy depot Qt this headquarters to~ utili~ati©n. 

as a supply souree fo~ ell ~A fi.xed~stetion detaebliaent~. 

Procedure ~'o:r- the pPei~I-ation o? pro jecrts fo!' 1nd1:v1thAei1 
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~ojeots will ultim8.ta1.y supersede the ~esent s.tc.tion Table 

oi' Allovsu:~.c~s. It :ta believed that these Pl'OJ$ets 'fill ult1-

m~tely provid~ a mo~e Eat1sfaetory basis for the in1tia1 is~ue 

ot equ~.pment and. to~ the issue of maintenance:> supplyr; an.et sp~~e 

pa,~~ l"'~n.b<:.d fC~ Gffioie.nt Ope!"at:ton of' the Uhlts .. 

In o~,J.m:i 1;o meat UJ.Oreamed demands f'o1: 1ntell1genoe °'1ith 

morti: tho~~ugh cove:r.1&ge of fOl'ei,wl communications circuits~ one 

ne¥ 1ntEJ!'cept atatio~ vas cOllpleted and two othe'l"'g were in th~ 

plQmlittg sta$'1.. ~he 1-talltation of 1.nte~cept faai11ties at 

He:r.zo Ail' Bas·~$ Geruieny D vae oomplflted during the year I> The 

p~oje6t an.a ~pecitieatione ro~ a new inteFoept station in the. 

Cl~k-StotsQ.1burg area in the Philippines have been completed., 

In add:?.t:tot1,.. teuta.t:Lve plans of' a project tor a new station 

~) to be lo~fj.tGd :1.n Old.M.w& have been compiled and vill be forwarded 

C. !bf. ~J?lo1~atioo Et ltti!~~:o~ffp 
~ ~Y!.~J.P. ~: A sen.e:ps.l imp:rovemant of. b.teroept 

raoilities end persoMel maa.e a"1'ailable a stea.dily rising vol-· 
; 

ume of' trartiic tor- p!'ocassillg v:tth a 001~responding increase 

it! publication~ i.tihoug,h ths1'"e vaa a general ino~ea~e in vol­

mne o~ traf?ic or all types: the most important ~1.ngle r~cto~ 

ih this growth we.a the 500 pex~ oent increase in Rus~ie.n plr;.in~ 

t~t traffic rscei,1eci in Fiscal Year 1948 as com.pare<! to Fiscal 

Year 1947. T-ne~e w~s als~ a 70 per cent 1ncr-esae i~ code and 

TOP SECRET6LIKr 
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ciphctr· mate!r1iw1 over li'i~;cal leer 19~1. 16 The steac1y ~pana1on 
of' eflfo~t on th~' Russ5.w.i ona. sat~1:1 .. :tte <.w~tl'>i~ covJ;inu.ed~ 

i11tellige::M::ic., Pe:raonnel Qi' the Russia:n and Bulgarian. Section 

{{H30~~S·"'9:~;-:e) :Umreaset~ f~om !!·l~3 :Ui e1'uly l9lf7 to 498 in Ju..11.1.e 

· 19Jt.8 ( Tt:tb 2} 6 The comple>d.:t;~r of the cxiyptanalytie pl"oblemE 

in th~se ~elZi~-,,. r:iesuJ.ting fro:m th~ adoption and applioeticm 

assoc1ate5s togethe~ with the intense inte~est in any and all 

information on these areas» emphasized the potential value of 

cart~in aspae~s of the cammunicationa-intelligenc~ operation 
' 

vh1eh had not previou&ly been eA'"Ploited. The significance of 

t:r-aff'io Wl&lye1s and the exploitation of' Ruasian plain lan­

guv4g;;; ~s a eou~ce of intelligenoe was "tJ 1dely epp:r-oeeiated .. 

The Russ:tart military t~!"af'fic analysis pr-oblam and the 

problem irJ. tbs Russian satellite areas$ pa:rti<.nlla~lV Yugoslavie.r 

proved to be almost unique soa.wc~e of aecure:t;e end eansistentl~r 

avc.ilable i:o:fO'.i."nJ!.\tion on mil:tta1~J or·ganizatio.n and ~ctivity 

behind ·che Iron Curtain.. !1 0.-r example, through a study of 

'!tugoslav A1!1;J4V field post~ rn.1mbe1 .. t:i 1 e majo:f> military move of' 

that army \re.s f'irst nc.~teil b;f th~ ASA and later confirmed by 

g~ound sourees~ Ill Februa~y 1948 the 27th Division of the Sixth 

16~ A total ot lfl 77ls;537 mess~gas wer-e processed du.ring lf'X .1~8 
by th~ T~af:tic P'!'Ooei:Hslng U.r.J.i·t or tlle Huss:l€:m. Section.a 

,,. 
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Yugo~l&v A:xmry ~1th all ite ecmiponents moved out of the B&nja 

Luka (Bosma) area south to o~.id {M.aoadonie) along the Greek 

bozodeP; division h&adq~te:rs ·and all brigade~ 'tH:>~ identified .. 

A~aeer» plaoed thE? headquai~e~t or · tb~ division eonsistekltly 

at BanjQ ~ f!'O?n Decembe~ 1946 tJ:u:oough Febru~7 29~Sb arts~ 
• - > • •· 

which it v~ aoted as ~aEuu1;d 'at Ohl"'id.. At the same time 

thO bxaigadee:> all of which bad baa~ ad~sefi at ·1oce.tj.0JW et& 
. . 

the Sa.\lj& lm.ka at'~, foP the scme ~iod ot time, b&pn to M 

add!1$9B0d at locations 1li\ the '01.tr:id ariea along.the G!'eak bolldv .. 

!he value of auoh intelligence to the combQt ~ ·isp of cou~se, 

obvious. -The skill and e:xpe~ienee of the pe:rt1om>.el &f3aigned 

to the problent had aheady overcome the oomplex technie&l jwo ... 

blellls involved in de~ivitlg the numerous details 0£ Order of 

Battle data.f'rom se~ate items ot t)'.'>.O.ffio, 'l'hePe llemained 

the ~the~ problem or atn~embl:tng the . man1 diaconneoted pieces 

of UU'omatian and pepo~ting the:.m in intelligenoe tom. As a 

result of the~ougb. illvestigat1on and expa~~ntetton in this 

field the v~iOCJ.a f/A Fuslon ~epor-ta vere developed. 

In the field of .Russi.an plaa-text, sim.11~ problems vsre 

encountered. SLnd CClTl~r&ble soiutiorus &ttained.- :aeerltuse of' the 

euormous volume o~ platn-teltt intercept made &V~il&ble each 

months the tPanslation 2Jld. publication o~ ea.oh it&m Vat? obvious­

ly a physical im.pas@ibiltty~ In additions au~h ~ to~ of ~~ 

. sentatiox.e would. be of. aoub·t.ful velue and. uould r-aquire n large 

number of linguists and ~esearoh analysts at both p~oduoing 

TOP SECRE11iUH£ 
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cente~a e.nd intelltsanc~ e~aluatin.g agencies. 

!rhe iwealth of deta.ilad infomation on. Russi.en $eonom:te 

and 11.&dustl"ial Potantialcontainad in this bod1 of intercepted 

trRJ,f'f'ic matt~ it imper'ative thS,t the utmost ettort ba exerted · 

to E:mplo1t it f'ully• Th!a .exploitation could be don~ only if 

the ~..any se~~te items on a .given subject were careftilly 

studied in the origin&l language and in relatiO'n -to one anothel". 

A mynthesie of the information so derived could be PQt into 

o~E~i2ea. form and then publ1$h~d. As ~ t»esult the reporting 

.rom represented by RUPIAR, :RUPLAP, and RUPLA! was developed 

and supplem&nted byaindividual translatione of hig:hly signifi­

cant itema .. 

The development of the plain-text problem elnphasiZ$d the 

importance of collateral Wox-mation in eommunies.t1011$ intel­

ligence op&r>ations. i~ery effort was mQde to assist the plain~ 

text anal13ts wi~h the best available data from other sources 

on. tbeir- partioulatt eubJeots of ~tudy 11 and to supplement these 

effo~ta with stllt!ma~ie~ and ~epo~ts based on collate~al sou.Foes.17 

The Russian I I :tnte:roept situation improved sl1ghtl1.1' 

during the year., although .• no app!"eCi&ble prog!'eras "1as made :tn 

the solutior.l of difficulties itnpoaed by geogl'aphioal faetoJ?B .. 

17. The mi~mion of the !nfo:;:me.tion Section, lnf'orm.a.tion and 
Documents Branch,, CSGAS ... 95, is to service th~ s'Gfiff and 
operating divisions of \ASA ·with collateral informsrtion. 
See pp .. 71 &72this repo:r:t~ 

PL 86-36/50 USC 3605 
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Fo~ ~ueh problems a$ ~esult ?~om the size of the Soviet Union3 

its protect.ive u121l of. satellites .• and the geog.r-iaphic&l loca­

tion of' ASIA intercept stations.? no satiatactort ·~olution has 

~·et beeKi. found" ' Inte~cept eon.tin:ueet to be eoneentJ?-&ted on 

h:".gh.-powe?3ed m.ein .... line n~ta.; covet" on seeond~y t:md lo~r-echelon 

nets is possible only in the oose of oe1'11tain tevor•ebl.:V-locs:ied 

pel'i§lheY.al at>eas.. l.'fl. the le.te sp1l'11ng of 1948 EOA&1 made an 

ir.ritial effoi.,t to inte!'cept lmY ... echelon Soviet m111ttary Wld 

ait"' !let~ol"kr$ in German1.. Cove~ags of high-echelon te.l~gets in. 

the ~opean Ar-iea continued to inc:r-eaae slightly over the major 

1nc::ieaae that was noted in the report :ror 1947 .. 

Nineteen. new 1ll111ta17 Radio hinte:F links were identified 

dlll"ing the year, The tmeeence ot these new links ia indica-

~ tive o~ the gene~al Soviet t~end towa~d increasing uae of 

non;,,Morse oommunications f'acilit:tea.. The ASA i.yas able to cope 

in part with this tFend - reflected in .military commWlication 

by the·augmented number of two channel Radio P~1nter lil'lks, 

a.no. 1n commeTQi&l oommuniea:tion::i by the increase in single­

ebarmel teleprinte~ - as a :result cf its non-Mo;ese p1cmn1ng 

lU"OlrJ?lml.p which had anticipated such a trend~ Although avail"" 

able facilities are not yet adequate completely to handle two­

chan,,."1el links., it is believed ·l;ha.t the situation :w:tll be a.pp~e­

c:tabl-y improved b~r the end of the Fiscal Year 1949.. The dif ... 

fieultieo impe~ir..g etfeotive use of Radio Printer facilities 

vrez.e somewhet e.lleviatad 'When the stations were supplied witll 
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typing ~eparfore.te>l:~ ~. Th~ stations are net" able· to see what 

ii::: being copied;; vhieh a~~iets 1.!l idsntif'iee.tion of links; 

· nlo111aovezi!l ty.r;ing 14ep®?fo~stQ!'Ei a~e invaluable 1.n keeping all 

ttiti;;:in~@pt oont~ol \faf;J. ~ond a.tlld taeilita·<-ef! ~ough. 

tl)~ e~te.bl113hmsnt of the eyste1u of Nat1onAl Section htercspt 

· R«!fthrte411ent~ committees" whi.eh fO!l'\1m'4 ~onthlir to tl:iG Int~­

oept Pttioztitiea Allcioot!Wl Comtd.tt&<S·l'1G\1tt~at·s f~ eove~age •. 

~van.tent~ ~the m&'i;..'f\ode ~r exellang~·ot dat~ vitb the 1.nts~­

ceptt stati~b e:rf'eot.tve guiding or looal T/.A gtiOU.pa at the 

stations themeelvea) and the speo1e.1.training given to 'r/A 

teams to b& sent to the ~tatione0 resulted in a close~ wo~k~ 

ing ~alationship of ASA lf:lth ell the inteI>cept stations. At 

~~ the samE1 t~.c au.oh a eitoot:ton resulted 1n the· ef'fecttva 

f.o11HtFding of fl/A d.ata from the ~tatio.ria in cla!ly T/A fJepoF"''~• 

Inetaeiaseet conce.nt:Patio.n vas placed (1} on the processing 

· antt a.n.al;rs1£» of sea111ch a;;, te~ial.? ane~ ( 2) on the o&"<eful dfNe...­

t ion of se~eh assignmenta at th& stations. '?he ~esult w~ "' 

m~e ef'f'eotive i;Jea:f'eh program" wh1ch pe~itfoi the Hp1d exploi­

tation and development of p,J?omisilag aearch mat~ialc 

A noticeable expansion of effo~t ~a$ assigned to Net 

An~lysie.. ':Pho Soviet Mil.itary &JOO. Aii• nets w the :hi~ Ea.at, 

which had been iarg~ly reoonstruete~ in 1947c we~~ ~1ntaitte4 

a~ ·the!~ ~evious level.. Such eM.:;;ages ea ·took pl&oe we~e ob--
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Increased erfort in the study or European nets, initiated 

at the end of 1947, waa continued in 1948~ The result vaa a 

complete reconstruction wherever cover was available, which 

in turn afforded a gratifying flov of intelligence. By the 

end of the yea~, the fi.Pst break into medium-level milita~y 

and air nets in the European Area had been achieved. 

A new air-ground unitp established to study the large 

air-ground, ground-ground, and ground-air ope~ationa.l nets, 

originally had concentrated only on the reconstruction of the 

Far Eastern portion. of the nets.. As the 1nte1•national situa­

tion deteriorated toward the end of the year-, however, more 

and more emphasis had to be placed on the European Area. 

Military Baudot analysis was actively conttnued, and 

provided a considerable volume of intelligence, as well as a 

broad base for comparison and c~1bbing into the more difficult 

Morse. Nineteen new Radio Printer links (s1~: air and 13 mili­

»ary} were heard and immediately identified as to location 

and unit served .. 

Increased effort vas placed on the analysis of non-milita~y 

links, and on illicit,\ 

le. 1arg~ 
L-~~~~~~~~~~~~~~~~~~~~~~~~~ 

number of' outsta.t5.ons were identified ·thl'tough comparison of 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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Eatisting T/A ·teo.hniques caµtinued to be .ref'ineci, new ones . 

·developed with ~eterence both.to order ot battle ~ecovery and 

to ·the· VfU\iOus eignalrf aepeets or tr-e.tfie analysis {net raoon­

G truction, xiecotfery of encirme~ea addPesa syetenw, ·eto .. ) .. 

Nw techniqueo applietl to call. sign solution. -~ turthe:r r@fine­

ment$' in techniques for handli.uS Message S&it;tal an.d Number 

(NR) data v&ra established. 

!he orJ'Pt&nalftic attack up()n the Soviet systems 11as., of 

course, the most 1.mpoFtant single intelligence ptiobleili facing 

the ASA during the :rea~. Upon this problem \fas expended the 

wo~k of the largest number of skilled technicians» both erypto-
. . 

linguistie, as well as the activity of a large part or the IBM 

me.chines and other support!ng techniques ~uch as information . 
gathe~ing a.no evaluating and the like. 

The .... l _____ __.l\etill in the research staga at the end 

of'' the praviouis yea1~: ha..d 1no::reaae<i in production rapidly 

until the· system. was withdrawn ·bl' the Russians in Apl?il 1948 .. 

Teohn:i.queac skills and proeedWC'eE applied toil .... ______ tueed by 

the FSJ:"-:Eastern Milita~ Dist~ict a..~d its subordinate corps) 

bad become eio highly dev·eJ.oped \.and refined/ that the almost im­

mediete solution of tra .. fi'J..a in this system was commonplace 

hefo::re the system ·cHiased to .:be found in/the traffic in Novem-
.... ··~··- . 

EO 3 . 3 ( h) ( 2 ) 
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to the ~otluot1ve etf'o:rt 'but· as a result effort on other lh1e· 

sia.n ~ojects has been intensifi~ and thei~ojeots have been 

e.ppeoached vith doubled vigor~ Intensified e;rr~t ~ opera• 

tional systems yielded ex.aellant riesult~/both from. El o~ypt­

a.aalytic and a linguistio poat of v.iew;J and contributed laJigely 

tow~d building !i. more comple>te pict.ure of Russian oriel' of 

battle .. 

An ever-growing iteali£ation or/the neces&it-y for reseerch 

on key generation in all _its pba.ses b?>Ought about special 

emphas16 on this aspect or tbe/ip.r.aOblem.. The coming l'eaJ.11 will 

see an . intensitioation of> thie etfort. Techniques devis.ecl 

during the previous year proved/ effiei!i.cious·in the solution 
.... I ___________ ..,...._l/m(!)~sages., 18 and plans Wlder w&.y 

anticipated even further sue<sese for the following.yae.I". 

!b.el lproblel!l became more diff'icult ll!. .~Y ,1948., 

vhen the Russians instituted a standaI>dization of fo:timat for 

all t~ee b~ches of the/service: Indiea.to:r group·and sextial 

... n 
o ca ll$ ijince the natu~e of the 
minimum sa~vicil1g is required~ 
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are now beinS an.ciphered by me&.n!i! of' the key Pl~oper. ~om a 

cryptanalyt.to standpoint, this.ohange will ma.k~ extl'emely 

ditf;teult th.Et i'UW.ilag of ne¥r ke;r ·and the pairing of 1eomorph.S. 

Pt¥.~Gm ~~o,p~: The Rueisiar.t influence upon the natioft)of 

Eastern Eu~opal9 tihioh baa b~en co~istentlJ" ob:sened in the:ir 

-politioal actions since the War 1s also retlecti&d 1n their 

'tJP92t ot communications eyetem.s. As in the aa.sa ot the a1stems 

of the soviet GoveP.ome.nt _ 11i~e.lf • there baa here also been a 

steady increase in eeeu.r1ty, though as yet the$e nations have 

not beoOl.le so CPJptologically mature as their mento~s. 

Most of the messages intel'oepted fi'om the Balkan countries 

L---------------''though the:re bas been some cov~age 
by u .. s .. mon1tozo1.ng stations. · A team for special inta:roept 

duty vas sent to EC.ASA with a.n-aseigmnent of 1ntel'C&pting 

Yu.goal.av messages which had ~ very high ~1orit7 in June 1948 

when it beemue apparent that thel"e mig..tit be a bl'ellk between 

~ito's goveln!ment and the Russians, Very good oove~age bas 

been ~oei ved on the "blind u ( one•1niy} 11.nk operated from 

19.. The Balkan and Oentl?al European SE;lction (OOOAS-93•'.0) ie 
~espon~ible tor analysis of' .e.11 non-naval Balkantl"&ffic 
(mr.oept Bul rian and Romanean as \.Well as the mil~.tar-1 
traffic of countries~ 
.ru:td Icalwi.a on wn o ~~ e 3 for p~o~ 
duction and personnel chart. 

EO 3 . 3 ( h) ( 2 ) 
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inte:r:oaptin.S the traffic ot the Gr&ek guenilla .roroea ha~ro been 

exoesd:tngly dt~ficult. Thes~ forcee do not ooeupy a very \fide 
. . 

te~~itory ana consequently the1~ emissions do not need to have 

high powe:r·.. As a result,· theb> si~als are too weak foy.i 1nte?"­

cept1on "'JY U,. So fixed moni.t.o~ing stations. Speoial intercept 

et~t1or.s~ set up tor thta verr purpose~ vere une.ble to get 

close enough tor f&voFhbla resulta.20 Inoidentally~ this 

expe'!lience m~ty be il1tU.cat1ve or the sol"t ot development which 

a goirermnsnt favorablf situated, that 1s, with a large area of' 

contigt.toua territory. may adopt to prevent radio interception. 

For exa.mplo,, the Sovtet.Union with its vast spaces may adopt 

a . srstem o:' usiu.g a neriea or lot>J-pmrered radio stations» 

each capable of :rela11.ng a message for a relativelr short dis~ 

tano&0 Suoh ~ proeedtre might approximate the security of 

land lines if in.te~cepi~ etat.ione oould not reach a favorable 

pa~1tion to~ interception. Net analysis was directed to Yugo­

slav., Albf,:lian,, and G~ee.c (Guerrilla) nett-1orks. The Yugoslavian 

Their highly complex air .tc.atvork is f'airly ltell reoo1l.Btruatedp 

and partial reconstr.uotiou of' the 

net-works havt: been e.ff'ected o . Reconstruct.ton ·it 
L...--------' 

iCiomplef;J for> the e'nnparatlvely small Albaniew .. JL... ___ ____,.......__ _ __. 

:~'I' r 

20 .. A la:r· e volume of' G:rnek Gue:tt>1lla ·i;:roaffie was. lnte!'cep"i:>ed 
br atW f o:rt·Ull"ded to ASA. See pp. 
os' . £1 re1ow4-. 
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and is nearly complete for the police net~ but the small vol­

ume of intercept has prevented reconstruction o~ the military 

network. Reconstruction o~ the Greek Guerrilla iletwork: n 

complete and constantly changing net operated by Markos' forces, 

is virtually complete for stations in continuous existence 

but much short-lived activity is unidentified. This network, 

on which work began near the end of Fiscal Year 19471 mushroomed 

into a major T/A problem involving approximately thirty l"adio 

stations which operate in all major areas of Greece except 

possiblu the Peloponnesus. The network also has stations in 

Bulga?'ia and Yugoslavia and for some months was tied in with 

the Russian illicit network. For Czech traffic no work has 

been done on the 

Poland's I 
illicit netl1orkl 

lnet 1s comple._t_e_l_y_r_e_o_o_n_s_t_r_u_c_t_e_d_, _b_u_t_t_h_e __ ,... 

has resisted 

solution through lack of\suf'ficient traffic. Par-tial success 

has been achieved on the\ \ 

Bulgarian traffic analysis and c:rayptanalys1s was confined 

,___ ___________ ___,~inoe\,the British d.o the work on· 

the air and police systems of this\government •• I 
_________ .... 11:>53 were in :t"eadable system._s_,_6_2-.6 ...... _w_e_:t:,...."e _ __. 

unreadable., and 1095 verep;t.ain-text.messagea. The police 

systems produced 5110 intercepts of which 1500 were readable, 

1861 unreadable, and 1749 in pla1n-texto All l55iof the 

rf!C\ EO 3 . 3 ( h) ( 2 ) 
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uuenciphe:fed meseages.wer~ inta~oeptea·s.m aga.illst 

27 eno:1.phered~ in 1948 thes$ figU:Pea wet"e,,, respectively,, 155-' 

and 626~ 

In Ozech c:ryptanalysie., ··work w~s done in· 1948 on nU:Le 

er.~1o1table system.as compa:red with only four in l9ll-7 .. F1gwes 

f-'az- th1s t:N.ii'fio fo~ both 1947 and 1948 are given ~o.r icomp~i-

Cipher Messages 
'hanmlations 

Plain Text Messages 
!ran.slat ions 

!2il ~· 

5904 ~098 
390 1635 

9794 .12915 
190 615 

Is s~ple/ monos1pl!e.bet1c 
L--------------------

S U b tit it u t 1 on system Vhich iil completely ioe~ble continues to 

p1'110duca the bulk of' intelligence.. Phe volumei CJ:t intercept i.u 

thi~ system received f;gaom J'anua:ry to June 1948 wea :;oo per 

ce.ut {Wea.tat> than i.n the coi~xaesponding peX>iod of' 1947.. ~he 

..__ ____ .... llXl:i-~~lpbabet:le substitution 1:1ystenm c=Jare:; 

howaverp the ehief eystems used by the C.zeche and.most amphaais 

wa~ placed o~ theme 

.EO 3 . 3 ( h) ( 2 ) · 
PL 86-36/50 USC 3605 
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The eatPloits.tion of polie&I I t?laf'.fic -or the 

O~eeh smrermnc.:mt :i ae we 11 as 1 ta J;)lt\in · teJcts contF1buted gF·~ s.tly 

ix1 1118.lt:lng evc;ilable aetl~ate inf'o1•mation about Ozechoalovald.~.~ 
. . 

pay;tJ.ou.lal!J:v 3». .. t.he e'1entful months follol11ng th~ Co:a:muunist 

coup iv. Feb11tl~Y 1948,. Pl.tt91ng the .fiscal ;vee.r: p '3 Czech mes ... 
' 

·. attge® "tiere c:J.ted.·( .... _____________ I as comp~ed 'rith 

Onl.7 fOW? i!l 194'(. 

Poli.Ce messagesi rev~led the method of o~ation ct the 

:National Sseu~ity O:t'ganizetion ~n Slovalt:taft Communist penetJ.ll~ .... 

t1on into all fa.oets of life ~ political,, education.al., rel1giou.s., 

and methods used to make the population conform to Communist 

dogma, as well as means ot surveillance,,the elimination of 

dissenters; and rewards to~ collaborators. 
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t:t>a:f'fie by ASA monitoring: atatio:na6 voluminous traffic 1'1&.2 

in,>e:vieeptsal I and tllia had .··a high P'!'iority 

in p~oGessine;.. Tue pro~'lesi!i of. ope~a.tiorut involvec. constant 

aO.j~etmettt iit ~iority nasigttmenta on the va~1cm~ singl& 4Uid 

~ble t~sposit1on. SYGt.ems ueed by the forces .. of Oenel."al 

.f.lQ?>ko~,, u.d the tranef'exa and training of lingu.i~~~c. Volume 

of' tra.ffto Mceivea Pose ~om Ql!; ave:vage of l2t?O tJo '.5000 

me$£41lg~,~ month .. Gu~iU& tle'ai"f'io grw ino:Peaeingly oomplex 

f'~m-' tM early single· trMsposiiio~s received in Ausus·i 1941 

to· double tranapoeitions withoomple~ :t.n.dioat02:9 patterns .. 

Five oth~ gue~Ula.' ~yatems in wh:toh eomperatively little 

t~fric was ~eceived became completely readable. !rhis vaG 

letter, digit, and mixed tl"affic.9 and included polyalpb.ebetie 

~.ubstitu'f;1cm. and additive systems.. 1'he intelligence derived 

t:rrom the x:ie&.dable Gr-eek guarr:iills tFaf.fio. was the pr~· 

ec:.n~~ee of 1.nf~ation on Marlcos 0 ~" and included such su~ 

jeot€t ks o~el"' ot battle41 conser·iption stl"ength!fl tl"OOP move ... 

mem.tf£» battle repoFts:i supplies;. atxeocitie*s~ eiviliA.n popula• 

t1on: ~opa~ activities$. and the Greek National IU!my~ 

liung&.:t:lian 

l·m~: !'ead~ble until ~OO:'!l &ft.or the Communist oo\lp of May 

19lr1, lnrt t-u~ of thC'I three ne-w &Systems which ~epla:eed the olde~ 

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 USC 3605 
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A total of 25$327 Polish ~saages were received dwing 

the -re~" Of 'bheae,J I 5756 intemal police· 

fl!• 
~;) 

and aecUl"!.ty" 156 mi11t~i' (Fl•ont:ter Gu~d), 59 a.tr» and 600 

Wo~ke~s' Party.. C!1ypt&nal.Jt.1c studies vet'e mad.& I 

Exploitable systems were chiefly the lOl1er echelon systems of . 

the .Inte~nal Security Oorips (KBW); o...~e of four !'Pontie~ Gual."d 

systems., three ot the four a.ix' systemsp and the \fo:t'kers t 

P~ty. dlU"ing the. 

ye&!' .4 

'!'hough the se~ial numbers of Romanian Foreign Office 

mes~ages showed that 12,926 had been sent, only 1533 were 

1nte:reepted 4 \I jintercepts p~ov:i.de the onl~ cove:t?aga of 

internal nets. There was no change in the Gystem~ used by the 

Romanian Foreign. Otf'ice during the yea:r-. Howevet"', the neu 

Communist Foreign Ytlnister had completely Feorganized his 

ministry and tN~s expected to intl'"oa.uce new oryptogi~aphio sys ... 

tema a·c any time.. '11lte Romanians used additive encipheroo 

code and the Ragelin machine. Of the Rora.anian intelligence 

service~ 7029 messages we~e received and about 2000 translated~ 

Laok of qualified paiosoooel fo~ t?"anslat:ton ho.ndiea:pped this 

project~ 

,. ·~ .:' 
i.{:" 
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Yugoalav!A appears tc be using t;he same type of cril'Pto­

sraphio s7stem fOr all it~ high~eohelon traffiCo Intercepts 

numbered 98,651~, of '1'llich 41.t 148 were internal commeroial 

pla!Jl ... text.11 I 116, 717 unidentified 

(thought to be m111t$ry or air}» 148 787 ai~, 2,901 military, 

and the rema.inde~ lowgttade military and police eyst.~ or 

.....__ _________ ___,!\ Or-yptanalyt!o elllphs,sis wae; placed on 

top eebelon tl'l'affie and \EiOl'lltion was a.ohieved in ti:mee high­

gra.de eystem~. Work cont:Lnued on law grade militaiey" air; and 

police systemi with suooese in seven eases" Considerable 

effort vaa expended on th~ p~oblem of dete~m.ining the method 

of lee:.r generation end tog. a time it looked £s if sucoess wou1Ai 

be ao.hieved in ?>eeonatructing\. the method.. Hoveve11>i; this proved 

a talse hopG.. Recent ehangek'i ~· the top-gl"a.de systems in the 

dU.eetion of higher- eeourit7 m~e it imp~obable that these sys ... 

tema ·will be ~~d~bla in the fut'Ul'."e .. 

Ot 11,581 intercepts of Albafiian tFaffiep ,,683 ~e~e 
tran.als.ted !Jld wel"'e chiefly valuable aa i:n~elligence in po!9tray ... 

tng the military situation in G:reeoe ... 

.25t~f: Eu~.aPJ?C:Sl Poml;..~) I llike most other 

gover.nments whoae tr&f'.fie has been st'Udied by the ASA., hav<S 

bs~ grmrhlg 2l!ore eff:J.cient in thei:r, communications.. Volume 

of• tr-anal.!.tioD.$ doubled dlU'ing the. yea:r· e.nd •considerable su(j~ 

o&as was schiev6d on net recovery ~l~~~ ........... ~~~~~----..,.;;.........1 

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 USC 3605 
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wer~ generally readable. The ohief' new er7ptanalytieal pro-

(;i I uhich wes just about readable uhen "trithdl"at1U: 

______ l-.1hich replaced it.. Sueceern in the latte:s: case wac 

made pos~ible tova:fd the end ot the £isoa1 year b~ m:t egJ:!'eg1en~ 

---------...--......-------..... 1. F
1

0!' the fi::rst time 1n t-wo 

and one ... half J'eat's it would be possible to ·-1 ----------

the most seo'tlll'e types and\the least Gecureo Production f'igut>eij 

for- 1947 and 1948 are as follows: 

Intercept a 
D&ex>ypts 
!i':JPaD.Sla.ti<ms 

75~b58 
36s-321 
12,299 

1-~? 
83.r Oli4 
50,799 
226 21) 

In add~.tion: appro::dmately 1753 000 ple.in ... text messages w~ 

p~oce~sed in 1948Q 

Inta~eepts o~ lt!laffi¢ fell of'f sh.a.JJply to 80 pel"' 

cent of the number received irl 19.!l:t \.ia,nd 50 pal'>./ cent of the 

m.m!bei, received in 19460 This v.as not .t.he fault or inte~cept 
.facilities but repi~eeents a :real decl:iJ.l<:i :1..'1 the numbe:P or 

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 USC 3605 

{ ( ;-. 
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been emplo11n8 tor sometime. T:ratfic in both these nw. ayeteme 

Htbains scanty. 

Cunent Austrian systems consist of one system introduced 
. . 

.in January 1947 r made readable in Octobet> or that year, and 

t~ee new onee which are .too eparingl.y used :for solution. Th6 

Austrians seem not to be cryptologicall1.· sophisticated. 

or P010tuguese systems 6 the ASA works only on tneJ .... ____ ..... 
. L--___.,. __________ ___.I Thirty ... eight measages vere inter--

ceptad and eight d~crypted,, six being translated.. In rege.J?d 

to Spain_, ASA 9s commitment was limited to military ·and .... I ___ __. 

L---------------'~ll military intercept had baen provided 
by the British who discontinued coverage late in Fiscal Yea~ 

i91rr because of th~ lo't! g~ade of 1ntellige:o.oe. Only 79 mili-

tary l Iv.ere rece~ved dill"ing Fiscal ~e~r 1948 

and since traffic ~1as so light, no \YO~lc has been done on these 

systems. 

ASA 'tlTO~ks only on the m111·tary communications of 

Except foJ; 

milite.1 .. y and air plain-teJ;t mest:Hige t:<>an:::le.tio.n" little othe1~ 

,,,or}~ has beet}. done in ·~h:ts connection. 

TOP SEGRETGti~f 
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~ ~ !!tt: The tl'~ffic orl .... __________ ___, 
the Near Eest21 continued to be studied as heretofore and did 

not present very se~ious obstacles to cryptana;tytic solution. 

At the beginning of the year some problems ~ere presented ~Y 

the fact that.headings on the messages as received were in 

Arabic and therefore could not be raead by the logging Qler)cs,. 

Mo~eove~, the~e vas an eltCeptionally long delay between inte~­

ception and iaeoeipt by the ASA. 

In the Arabie group., machine techniques have been used 

Qt) for decrypting I I traffic, thus 

permitting the personnel assigned to this vo:rk to accomplish 

a greater volume of production. In addition~ _a taw attempts 

at machine decryption of' ll3anian material vei:re moderately· 

suooessful,. ·Afghan systems have proved troublesome/owing to 

21 .. 

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 USC 3605 
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11---oduction totQl~ fo"l! .th.IS I~ea:r- Eas·t.; gx:oup '~ 1947 and 

1948 WSPe SE tollo~o; 

Intercispt ed. 
D~~:w:iypte~. 
~~~!mBl&tel: 

l.~ 
20$470 
1.5,429 
!;r;827 

1948 -

Ob.inGae intet<ce;rts or whioh there 'lterei. 21, 44!.t in mili tar-ii ay&­

tems /1 51 .. 985 commarcie.1.22 Sfhe tru.aee ai!' misaim.1 ... a.iJ.-o atta.ohc 

80\ per cent, 10 per cent, and 60 p$r cent, readablea raspec·" 

tivelyr but the Join.t-SeFvice e:ttaehe system is unfortunately 

Indonal!iatt milite?>y traf't!o eoni;e:b.1f.; iL con.::.d.c1eL:B.b1.e num~­

ber of: masaQgoa in pl!1.i». lar!guage3 t.ogetb.er with r:. variety of 

eiphe~ traffic.. Tll.e pla:tn-tez:t mate1~1~.1 hBJ'~ been staid:iad irith 

TOP SECRET 6t1.~·· 
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. ~0~: ~~~ !..~ilB;;.~;l9!!1 ~~; .· 'l:hift traffic of t;a;z;; Soutb ~$1e:.. ~ 

c:wn onuntI•ies continued to be ai~udiGd :tnt~a.nsj.vely;. 

I',o1iv1an tM.:f'fic 't'las v:l:s>tuel1:1i 100 per cent ~ea~l.able 4lll 

inten~epta inor'eased 40 p-sr cc:nt.. Of' tt. total of: 422 oode · 

U-rt~!'oe;:rts; 199 ver-e t:ranslated 01• summ~ized. Also.:< 1153 

p1at.n·~tc:":tt message~ ve1"e l"eceived ~t'l 66 trai!islated o~ sum,,, 

5ub&-te,ntis.l prue~ee s ~m.c .med~ oz?, oode j;"ecovez:y ( 13:; 605 

eod~ valuaf;l :reeo'1e~~d) in tho 8ra:&1liti:in srst~ms u · Of:· :;;;GT 

encrypted messages receiv~t o.n:ty one vae not decryp"~eu., ari-d 

1339 we:t."'e t:ra1nelated o:;; summa1~1zad.. or 3218 plain-text me~ ... 

s~ges ~eoe:tt?ed, 132 were tl?&'l.elate6. 01u summ.:w:tz~HL 
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~e P~aguayan syatem os.?.~e mo:r:ee !'!lUnt b~ reported as 

strongly resisting aolut1.on.P but. oxal~r 112 enGodeQ. messages 

we~e intercepted. A totel of only 12 ot the 290 plain.-taxt 

me~sagez receive~ ~ere translated* 

Pel'u pl."'aaents t~o cods ;r-'eeovery p:i:boblems anG: cn:te air 

The U~ugu~.y~ aituation >.<"emaw.ed unchanged; O!lf;j ~~tali; 

il't x:e6\Qable and. e.c1other 90 peJ:> cent i~elldm:1Jl0 ~ Onl.y ;;;6r on, .. 

crypted massag~s were ~eeeived and 369 de~ryptiona made du~~ 

irtg the.· yof!J:X:' 19 of 't1hich 128 we:rae t!<an.sl~,-c;ed m" ~m~rift:e({. .• 

TOP SECRET GLL·~x 
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Of Central Ame:r•:tce.n syetemsj: a:.i. ne1:1 Gu~tamala.n m.:tlit.s.:r.-:; 

I Hcmduras sent only seven mes~ 
L-~~~~~~~~~~~~~~---' 

~ages ~ l~icel?aguan. systems are e01upletE11y readable; despite the 

introduction or. a new system; Costa Rican tPaffic ia too light; 

and i.u the ca.sf) of E:leltico only militar-s· a:ttache traffic is 

~eceived. Tra..ffic from Me.:Jtioo and Salvador is considerd to 

D. !!!E:!!il! .2f ~?.t. i.~l'! ill_~ 
In terms of pl'oduction of intelligence.P the following 

figures furnished by the General Cx•ypt.analytic Brancb. '\11111 bo 

of significance~ though they cannot o~ course b~ expected to 

reflect @ total pe1 .. speeti ve of tho yea.~:~ f', York f 

of 

In.te:r•ceptB 
Original Messages 

Plain Text 
. Ene1•ypted 
Encrypted Messages~ 

Iu. exploitable systeme 
In reseax•ch 
Hot worked on 
Messages decry-pted 

Messages Published~ 
Plain Te;~t. 
Encx-ypt.e6 

7 .• 591 
6'7 0-''t:: 

! .~ ..... I.I·"' 

!15mthlY. !J.YJ&f?.. ~ 

210,,008 
192.l'OlH 
125,,.202 

66,,816 

30#111.i 
35;i203 

1,499 
17·,510 

633 
r.; 6(\1"\ 
~p ,,., 

It will be noted that 45 .. 1 pe:i'." cent or the total :r;;.umber 

cent ware in various st.ages of resee.rch.z while pnly 2 .2 per 

tr•aff:tc :tu the givez.i system or lack of qual:U'ied pe:N:w:nnel 
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iio:r. p1';)ooes~ir1g the tr~f'fi.c m questioio.~ 02 the tcrlJG1l nunftter• 

ox" maesages dec1~yptea~ 67 c 205 { oi• 32 :pex• oent) wei-e published 

ir.t th.e Dail~" B'tli.lletin, the peak or: 8l) 292 fm:-- Ap:.'11 1948 being 

ple:ln~·text messages also appeared irJ. the Bulletin;! mri:kifi..t; t:t 

totel o~ 74~796 in al1~ 23 

A oomp~rlson cf production figure~ for the Fi$ca1 Years 

1947 and 1948 will be aigtt:lf'icant in reflecting;. tc e limited 

Intercepts 
Original Messages 

Plain Text 
Enc:rypted 

.Encrypted Messages: 
In exploitable systsmiti 
In reseaJ:>ch 
Ilfot ·uorked O&'.. 
JYietJ sages dec1:"ypt~ed 

~iesseges Published: 
Plain Te:i~t 
EilC!"ypted 

±92!1 ~;!. 
1,534;>866 
1_,29l~_,089 

47311918 
820pl71 

336,296 
421,411. 
62, 461J. 

"!'"''" ,..,,...,.1 ~-f'i':iC:( 

, 2., 520p 09'"( 
2,304p222 
1$502s 4,;o 

80lti792 

361!>372 
422;-435 
·11·~985 
210~119 

7$591-
67s205 
, ., \ 

Th.e d.J.~crepru:icy between. these f:tgures., vhioh were pr>o'U':'l.ded 
b~r the oryp.tau.~.lytit'; urdts~ sm.G those 9? the B-v.llctin 
itse.lf { 85, 904) ~:re &f; \.Wu.al C.fi.used ( l) b:,r difference::~ 
in the po:l1:rt at whieh th . ..:r coun~.:. ·~ri'io:J mklO..f!.~ · Cl)f.116 (2) 11;.r dif'~­
.f'e;r.::en·t Ol"iterit:i ot~ prer.:Lsely wha-~; const:;:t;utes ~. :rnu:H:isagee 1~ 
'Fn" "'~' ') ~; . &, .,.,, .. 1-f• i,..,,·,1:~·r"'" "''t.""' t.1r:.q;1t.:;, "'oc:y h.:, "''"""''''""i'1 e.') f"t·1r.:.·""' r•'].,,..C< .... ~':..>~~ b....,_:. 1.,3.'l.J::. v ~- 4, .u1y~~~a"'A e~~~~:t vr.;;.;- '\.;#VUA.J.1o1v:e\.A i-.:;;,,"'.u_ ... v<t .. ~ v,t.::.\:-<11..,... 

O:t' by p&l>t:S ~ 

~. ~ ,..¥\ ,_ .. 

' 
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to five-fold :ltt!erea~i~;: i:r;. pla:Ui.,.te;;i:~ iirtei:·Oc:>pts ~~~. Fi~.wal 

Ya~!' 1948;; with et. ~te~.dy 1.n.cJ:~·e(lt&E;: f1Pcm. a total of 39,149 me~"' 

sagEm i~. J'u:ty 1947 to 215t 1428 i!'- June 1SVt8;, £t. peak of ~73.,888 

being l"etnched .ll! A.pi~il 1948., 2 h, The~e wac also a 1 o5 pe!" oent. 

1nerease in the nw.n.ba~:> af encr>irpted mes~ges in exploi.tabl€0 

ayate:r.ru;.; and & 20 p&r cent iucreaee in the number of measages 
\ 

reoa!v&d~ Ik>t to be ove~looked is the 71 pap cent reduotion 

in the number of me$sages not worked on. fl!bese ru:-e noteworthy 

achievementss p~rtiaul&.!"ly in vie~ of the fact that there was 

e per~onnel i11crease of only 74 in Fiscal Yea~ 1948 as eompai~ao. 

to Fieoal Ye~ 1947 (Tab 4). 

ApPJ?o~d.m.ately 90 pe~ <.m1Ti:i ot thiB ·l:;otr,1 :U1orear;;;e im .. s f'Ol'' 
use in the Russ:i.11.n ;;u~oblc;m. See pag~r; li·l to !/.1! thS~tJ 
'.!?6POI"t ~ 

TOP SECRETG£.1,,/ 
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To taaS>littrt.e the oper-(;t,tiox:w o.eaeribed 1:tlt Chapie~JJ One and 

f\W of· Uii~ report p 'the AGA · ~~n.tinued .·to em1,101 €; large n~e:;x 

of peopl~ eng&ged in proviO.ini~ Sl;1PPGrting aarvio\3'~ of t1u"e~1 

l~inG$; (:t) J::SM and crthel· hlgh:t~r ... cora:plez m~chiner~rv (2) tbc 

. tion ee::f'vic~ .. 

The!t'G ~t.P.I ~. ~te121d;1 CHll:ltinu~ee; ill the imPl?ClVeme:t'l-'t of. 

techniques for p~ ... ocesaing oryptanQlytic m&terie.l by IBI>1 ma• 

~hinea o ;rn.e most~ no~ib:la. advances were me.de in the analysia 

ot ma~ine ciplK:A>&u it: the mGbss p!.loauctio.n o.f cr-.oypt&lm.lytic 

€1idi;; fo!• the solutiort of ke~r-·en3ipheced codfJ systems, W'.l.d in 

~) th.e de"t,tc~loptle1:.t of nm1 dev1Cle·l3 to pex:fo::r."l!! previm .. wly in1pi~EM';t:1.,. 

Clttl ope~atior.15,, The :rollowl.ng ne%r device:s ft used in eonjtmtt-

(lJ 1:.h.e alph.aba'tic collatox·., (2} the ..... I _____ ...... 
(:?) the ..... l ____ ____.liaodel Gene~?ator !I ( 4} thei .... I ___ __, 

all ... pu:rpose r.-1l"E:1·-contirnt l'ela;r /g.Ji.te:-

EO 3 . 3 ( h) ( 2 ) 
PL 86-36/50 USC 3605 
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The total numbe~ o:t"' IBJ:'l maehinea in use dw:•ing the ye&"' 

remained fairsly constant (1511.). Ths :Rtental for these 1Jas 

$250»059.;op lesr.:J than lO per cent of which vas for the swing 

shift .. A total of 64!>010,000 c~ds 'ti?ere used with these ma..,. 

chines .s:t a co~t of $.57 !> '(40 o · Coats fo1., this item rose sharply 

(41{. per oent) 1n October 1947 .. ~:5 A t.otal of $27,417 .83 was spent· 

on e.11 kind~ of paper used with IBM maohinesq In addition to 

the IBM machines just diseussed1 the _ASA constructed in its 

le.bora·co1•ies a number of spec:t.e.1 mcachines fo:r· cryptographiu 

and9 in an even larger numbe~ of instances, cryptanalytic 

purposes.. Among these vere ··the .Matheus differencing machine 

and the mononomedinome ~eader, used successfully on Balkin 

·Traffic. 

Tu~ning now to the highlights of resea.rch and development 

activities of the Agency, wo1i:lt \fas st8.l'ted on a new type of' 

endeavor-, represented by developments such as the cipher ma­

chine setti.ng ge.ne.rato:r:,, an attempt ·b~r ptll1'e research to -push 

fo;M-1a!ld the f'rontier of knollledge in rega~d to ceypts..u&lyt~c: 

. principles ot rotor deviaes vnen applied to unpredic~ta.ble 

motion5:. Many promising fields of' theo:Petica2 resea1 .. eh have 

been stopped because of the imposs.ib:tli·i~y of' w..athem~:tic~.lly 

predicting thei:t" X>esults. ['h.is mach:tu.e \iill coruputc1 and chart 

~uch motions which cannot be calr.mlrd:.ed and ma:9· event.ually 
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~> vel:"y .impo1•tant statisticz. 

® ,·· . 

In the electronic field.r a start hP"c been w..ade on· f:i gen·' 

ere.l pur·pose cryptanalytic aid ·whieh.r because of its hig-)t 

ope~ating speed Wld versatil1ty3 coula be used on a multiplic­

ity o:ti cr-yptanalyt:i.c p1,oblemz. An electronic tape com.pa1Fato1· 

was the i~e~ult or this study,~ and by uaing pe:r:forated tole-:; 

t~-pe tape operating at apeeds of 5POOO to 10,000 cha~acters 

pei" second ASA hes promise of' a 'ltery useful crn)t&nalytic tool~ 

In the field of photogr-•aphy and sec:t>E-}t irJ.cs,, new .fe.cili>· 

ties vere introduced on a limi.ted sea.le f'or- the development 

in laboratories at Head.quart era. p ASAP of color t1"ansparencies 

made by photog:r•aphir.tg classified materla.1 -which could not be 

sent to the manufacturer f'Or" p.."'."ocesrdng)I &.a ie the usue.J pr:-o-

cedure u:tth unclassified films. A strike of IT'l.' coramunioations 

wo1~kers affecting one of t~e Sham:r•ock sources resulted :'Ln a 

serious cUY't&:i.lment of' tra:f"fic f*rom Je.nuary to Mal"Ch 1948 but 

production has since been brought beck to n.ox•me.l. Attempts 

i:H:lre made to detel"mine the deg:t•ee o:e reoonstruot1on of' rcrtor 

called upon by ccunterin'telllg;;;mce s,gerAcies to effect surrept5.~ 
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~X:'i[',.l~ oi" this ld~- co...'1.ti.nuee._; !he ~~ ~eez•®t.-·i!/kr;'.'.. te$t~; 

m-~hiu.n llne:nrx:t. :t-az"'a1.lie.Fl:y a.a thti i;·uu1·(ti t~e~ O~g.®En ~ws a,f\t~:P 

~o~l(:rto a·i;ud:y d!sasaerdbled and some pa:~rtt' l?etam!C'Cl for:i mis·· 

~~:ll&neous usos... For th.s Atomic Eo.el~gy ComJ.nit:isiozt e;. special 

fluoJ?escent n1arlctng ink W&.$ deveJ.opec1. for identifying photo·~ 

gt•Bpl"'.w a~ doeUIDcnts <- Reeaa~h was ·also eon.duct~-1:1. ors the 

~~oblett\ of \1ith a. Viei>J 

pm;:t o:::.~ € day D Ji..f'te:r; sevez•a..1 unsucH.t:er:tsful attempta s q:;,;iek ... , 

netting &11oy &'.!m&lgamc pl?ovidG(;_ tt !2$S:tis.f'e.etor-y m.ullwei~ to thc:-

p.!boblezi2" \I lhfive bem1 mt . .::) ill flt·om tY:lO to 

tlu.~e hoH~l.:f atlfJ. the r<epl?odrmtioru; a_.r~!-' of s h5.$f:. {lu.t'.lli't:ir" 

pa:lovin.g dof!t~·uction tech:u:1.que 1:rel'B m;::d.c',,, 

Sonw id®& of thE; eJti;~nt to i-m:toh the int"o:m:natio1t. ser"",ri.~e 
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·z~ot.r<:::::"t\:U'.~~ D'Zi-:t ··?~ii.QTl?tt::·n'.;·;, 
t" 1f'.:qr;:tr~n1·s-,1:>;,q .,..,,,1.i~h 1~01 +.t') bt:) 
~r: ;·t:' 1 JJ8d <tc T>~1\e1o"0.!'.3 of ·:;crv7!''.?S:d. :'<;<-J1cr..; 

'17'1 f.•'; o·~ 'M'c"•f-'1d""'.1"".\'%'o";;"""'"" .. ---A.L 4.@ .... ~"\-:: . . ~,,"..'.-~~N·•~·~· iJ .;::l-e..V=«<..<1 

th~ 
.-:zc.~:~nfirani t: :.~i--,.~L <Xt\ 

.,,~i.:.d .. p1l.10nt tr:tencled :t:'m.'1 it.::~u·~ to E::(JPlsi7~;,oi:i.t?I 
c """ ,,,,::,r;-:1~~ ,.,_,ala:1 \'.H;tr1. si on. iJ:e0.dqtI2i~er~1 frnd tm:;:;•J;<a-

"' .. ,,,...,,, . .,,~.; l"Y'.t f;-' ":'::> /\!',..,-....~ ~•'Wt'i 4~<.:• <·.•,'\ l*i ·.•,_..,. 1"\'«lr>1'f''i ,>;J;;.od y;pA <<t '·<'l'.f~"' 
1 _;, r~ •·/<V·iV•~ --~ .... "!,_.!,,_, = \,i.!;:--\.,.f'l,~j.' <'l"\,.U.(:\...t,. & ... ~ lJ.c,. ,.&. r._..,."' Jr~ '-..If... >:>«~.6"'-'-V. wJ:...~~..;a J¢ri '.# 

«i;.:w;-ti:;;>;15 o;t! tJ~',mto conmonen.tG·~~·(J.U\i; le:'!!' UE:ld ·s:lw 
~- ~.. . w 

)f1u;_pment ti!?tr:i£:1 i~J:&ued fm.~ ?5. :;;ld ;;cstwg :t :;~~'.'1i:CALJB,, 
01:- 2u?.rt*1Jtnrers, &.~.::i.d tho ctl-10.} 2o:t' ;:;::;·s; J.n ·'.:JQ'.!15.Jm~..nt 
d3::v~n .rusGd.ed ero<1d lsBued f 01"" ;,;i·l::u;;;;,-fi;;io~~ ., 
V'!'h,Cll "{ ..... J..,.e,,~ """'·"-,''·'·"""'"'~"'" "·l'1"''" ·;-,~ ,,..q.,-,,....,. ~'""'"'"""ll·ti'l ""~"ttCJ.n4-{,-,w. J.:4iYQ" ..... 1:,.~.-.. d ... .1.,;.,i~/,:,. t.#~~¥>+.J.~~:t.V ·¥ ... ,.,...}$~;;,,,. :...£:..,,; __ ·:--,.k.V<:J.:t....t :_,;;."'""'-)i{;,..L;.~·=--"- -·~fJJ~ V '<>.,.Ji'idl,J..,~V~ 

:,;;::."iv:?:' .. "J38U$~~ 11 ·- ., 

2 ·~ :tt J .. 8 des1:i:sd tl'1,J?.t ::::r--eec;.mnendat:ton.s he ~,;iubmi t·tcd 
to thi?'4 oi'fiee 0;1 a~:v p!'oposed. ).o":,J ®o.helon i.J..ev:tee •l~ to 
v1Jlzr~e~ a tz:·~ini:o.g (}om.pon~nt is cons:l.de:t."ed .n·.;}c;,;)r;i,::a:ey 
Ullt!A~:~ tha .t1bov0 polioy, J.J.s;;iug ·i:J1ose :('.4~:J'1Yco2.ogic eo71Sizl .. 
;;.:r4*8.:il:Lons f;:;11cm 7vh1c;h Ll1e .i:"'~;.iocnmuen~L~t:tc11 .i.s d.cm1x1~ 

'--1 ~ ;·4.r~.-~~.~--,.~~ ~;,11f ,,..~, 9n ~t~,. ·.> x~ 1~ -:;.t':~.:.:'°! "::t'\"7~~"-v~~~~,.,...~1 :·' R ~,~. r,:1.-~ ... " ... J1_!$.,1~ ":.~,r; 
'9>tP .. ~ ..... ,.~ '"'" ............ .,, •• iA ~-t!. A~~~.Jhl ~---"'..#.:: . .1 ,,.:.1->#a ·~.:. .. ,.L.,.:!:=:;.z<.yt..A,. A .'6'-:l ,.,..,. ,.(> .._ 1 ... "-ii;J ........ 

::_~1.:tl:fll:L ::;b.,~ l.r.i.t;z!":im .l'.f.:;~od fm:- 8. l~m III 212:~.d rv de111.ettJ. 
:";;~.'1131Yt'J.<;:i1 2:3 ':1211.R :r<J 1"i3 d·z;finoo :in .:TIIG.:CfU\. e.s a, sma1J, ci:r,ihe~ 
:.~z,r.:h:infs ::crt.3 ~:.se h;r 'ii:"iold u..n:ttn dmra. to and 1:u.c1ud::1.ng 
\p,'?;i.::t~:J.:ton k1~adq~2<9J.~\.:.il1'F.!, ti'1e polit'Y ::J~rt f ort.11 i:u 7e1~a~ 
;f;'.f'tt,f,ihs l and 2 abovo £5pp1.1aa.., 

'.1Eot10!£ A~ Bxni~ 
f'!1·'\1A~~1 9,-1 .'y'l"\f!!<"a !i"!!".\:.'l"'~ <....- "-~~ 't..;!.l,j,.-.,.,.,., 9 ""'*11J,.,~;;\J;,,..:.+~ '"" \/,_;,.~f:;.>~..r 

;}Dputy Ghi~f ~ A4!!JJ:",f 13eeul'Ji t17 
.£~.~ency 

r• , 
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