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SUMMARY ARWUAL REPORT OF THE
ARMY SECURITY AGENCY
FISCAL YEAR 1948

CHATTER I. INTRODUCTCRY SUMMARY

A. HNisslon
Throughout the whole Fiscal Ysar 1948 the Army Security
Ageney continued its efforts in the fuifillment of its two-
fold mission:

1. The preservation of the securlity of the systems of
communjications used by the Unlted States Army.

2. The production of intelligence from the intercepted
communications of foreign natlaons, both hostils and
fﬁl’ienﬁly. . . :

As in the preceding ysar, there was noc change in the funda-

mental wission nor in the general organization internally.

B. Operational Highliights of the Year

As will be discussed in greater deveil in succeeding
chepters of this Repért,-the year was narked by sbtesdy pro-
gress in research and development of improved cryptpgraphic
equipments and praceéures and by equally constant appliaatioh
of norg skilled c:yptanalytic techniques in the attack upon
foreign systems of communisetions..

1

- Achievements in communications security™ during the year

1. 8se Chapter II this repori.

,fi; ‘. e,

E}:%iii.‘i% j/ .
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vere high lighted by the move to protect certaln high-grade
cryptographic principles during the tense international situe-
tion. A program was inlated to re§ia&e the SIGABA (ASAM-1)

with the SIGROD (ASAN-5) in ereas where_the dangevs of physicel
compromise were iuncreasing. Congliderable progress had besn

nade bﬁ the end of the fiscael wyear. Of egusl imporiance was

& aucéessful sttempt to reduce the time reguired te wire &

rotor having soldered interconnections. A new rotor vas develop~
ed, uéing circuits which can be "printed” with metallic sub-
stances on & nbn»conduc%ing piastic plate, and 1¢¥ was regsrded

as possible for three workers to produce a thousand such rotors

in a day. The old method required the services of a skilied

wvorker for &t least a half nour to produce one rotor.

In addition to theﬂe developments, the policy was estab-_
lisﬁéd to design & base unit that could be used with different
cipher components. For example, one base unil was evolved
whieh would fulfill most reguirements for teletype encipher-
ménﬁ requirements., The concept of & bese uﬁiﬁ‘with intérehangem

able cryptocomponents would also provide iow-echelon groups

with one set of eryptocomponents For Fleld testing, training,

or maneuvers, and ancther set £or uese vhen nesded and given
special protection prior Lo issuvance. Euphasis was algo placed

upon decre&asing the size and voluwe of mechanical equlpuent

which resulted in reducitlons up to 200 end 500 per gent.

Two other achlevements in communications security during
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the year added efflclency and accuracy to the operations of
the Agenoy. ‘The first of thess involved a change in the sys-
tew: of nomenclature used for 81l material peculiar 0 the Arymy
Sevurity Agency. The 0ld sysmtem lacked flexibiliiy and vas
beginning 10 ceuse sonfusion in the fleld. Under the new ﬁro«
eedure, short ﬁities.formaﬁiy vegianing vith SIG (e.g. SIGROD,
SIGABA) mov begin vith ASA (e.g. ASAN-S5, ASAN-1)}. The other
aacompiishmen%lled to the epproval for expansion and develop-
ment, on 13 April G483, of the Crypto-Communicatlions Plan
(ASAG-22) which provides an official guide for the development,
testing, and pvmeurement.of crypro-~-commmnicatlion mechanisms
for the Army sn¢ Alr Force.

In the procuetion of_inteliigenﬁa,g.inc?é&se@ athention .
ves given to thé comnunicetions of Ruseia and Bastern Euvope
vhe vere staadily tighteni&g their_seQurity measures.‘ To meet
thz méuntimg-demasds for iuﬁelligsﬁce-cuacernimg these areas;
Inereased emphaﬂis wos pleced with corsiderable success upon
the significanse of traffic snalysis end the expleitetion of

pilain-text intercepts. The inberception of Greek Guerrilia

apd Chivese Comumunist communicaticns still remf8ined & major

probiem, A number of new cayptaaalytiﬁ-machines and devices,

repressnted by such examples az the electronic ispe comparater,

the alphabetic ocllator, and the | atced
2. Sse Chapher IIX this Report.

FO 3.3(h) (2)
PL 86-36/50 USC 3605
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cryptanalytic progress.3

Supporting services whick involved laboratories, highly-
complex ﬂa&hinery; end the infcymatios service continued as
heretofore thelr invaluable convributlions to the solution of

many difficult prodblems.

'G. Pergonpel and Fiscel Probiems

Strength of the Ageney’1L in officer personnel (ipcluding

warrant officers) was vaduced from 445 to 416, mostly as &

result of officers being separated to enlist in Grade I and
officers lesving to undergo @ campeﬁitive touy for appaintment'
in the Regular Army. Authorized strength Ffor officers was also
reduced during the year from 622 o 430, Enlisted strengith bad
an euthorization which was reduced during the year from 5,768
to.3,603,.the actua1 strength being 2,192 at the begiﬁning'and
2,713 at the end of the fiscal year. There vas & ateady'in~

greaze 1n the number of officers and enlisted men in plpeline .

' from 797 to 134C. Civilisn strengih had en suthorization of

2,015 at the bevinaingiof the year which vas increased t6 2,435,
while actual strength was 2,258 at the beginning and 2,410 at
the end. Recrultment programs vere carried on for both enlisted

men end civilians.

3. See Chapter IV thils repors.

H. ALl of the folloving perscnnel figures refer to strength
ag of 1 Jul 47 (the begioning) end 1 Jul 48 (the ending)
of the FY 1948, | |
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Pudgetary problens vwere somewha% cza sericous then in the
& ¥y P

yrééeding yesr. 1in the Ffoilowiig table the first column repre-
septe the crigingl estimstes reguentad of the Wer Deperitment
B&ﬁgaﬁ Officer for Fiscel Year 1238; the sscond ecolunmn the
elance after reduclions by that offlcer; the third column re=
presents the bolence aftes furiher redae%iang by the Director

0§ the Budpei; and the fourth the amouvie appropriatsd by Cob-

Porsomnsl  $9,8%50,774 47,9
Progurenent }:Oiﬁ hon 4,402, 5
Hotat A PRELT T B Qfﬁﬁjﬁé

It will be seer that the amount eaprp

K

cved by the War Deporimeat

Budget 0fficer was 90 Per ceénis of the estimate, that spproved

“br the Divecter of the Budget T2 per ceut, vhile Congress appro-

prieted about 68 ver cent ©of the orlpinel estimete. ¥For the
parsomnsl item, the appropriation was onliy 75 per Gept of the
eatimete and funds appropriated vere adeguats o pay 2,170

employees, compared with an sctual streagth of 2,260 and & Mex-

pover celling of 2,3%%. For procurspens, the esmcunt approppisted

was only 55 per eent of what ves asked vet it was thought pps-

sible thai this emwount would be sdeguzite. It was expocted thas

obligetione by twe of Ths thres divizicns would b2 well under

- “@a &mauna avaiieble but thai 1w tho case of the third €veﬂb LpGh,

k)

amﬁ_ﬁ&v&ieg&@mt;-tﬁere vould b2 an sotval deficieucy of ebohu__'

RA

Yy " B L P L4 ) ey m o I ' s . ey T z, oy v
S400,000. This deficiency was expected, hovever, 1o be COVBESS

£
& f e
o A‘»i«;;@kh‘f %

by fuweds eveilsble from the ot nﬁ“ oo 4l
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In G?ﬁ@?_tﬁ avoid & redvobicon in ucvce of civilian e~
ployees, the Chief of Staff was veguested to approve an addi~

tional $600,000 in orvder Lo entble Lhe Agency Lo reasn it

(/’5

certified cciling of 2,395 employees, and his approvel vas
granted in August 1947,

Monthly veviev of the bmdgat’reguirementa from August 1047
to M&rah-l9%8 indicated thot the budget as a whoie vag suffi-
cienﬁ.ﬁo cover requirements. The slovw rats of civiiian reoruit-
ment for the £irst two months after additional funds were Obe
teined made rossible a surplius of psrsoonsl funds avellseble
for transfer té pracuremenﬁg

In viev of reductions mede i the budgeh for Fiscal Tesy
1049, however, it was decided in March to expedite Drocuremeaﬁ
duripg the remainder of the yezr of eguipment originally plan-
ned for Fiscal Year 1949, if edditional funds could be cbtaimed.
Overcomnitiment fov procurement was then made with the under-
standing that if edditlonal fupds could not be obiteined, the
lest purchase and econtracts would be held over wnill July 10#
An attempt to obteln $215,00C from the Signal Corps having
falled, the Avmy Compitroiler gramied su luersase ln this amount

on 15 June 1948, This grant mede possible coverage of &ll but

one of the overcompibied contracts vhiek was held vp Yor only

8 fov days uptil Fiscal Vear 1040,

e
Lo
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b. ZLdialson

During this year the fAgency contimued as heretofore its
svligboration with tho corvesponding agencles lu the Wevy whiecl,

eltbough they are under the sems head, the Chief of Haval Cow-

-m@ni@&%ieﬁ;, QEJF&LC ae soparate offices &e -regards Grypho-~

graphic and ergpaenalg ie sotivities. These astivitiec ave,
in fest. in separsbe physical locatlions. The reasons impelling
this ecllsboration were basically ee follows:

1. The neoessity for providing adequate segurity :
eguipnsnt for intevcommunicaticn in Joint Opera%iggs,_

2. The elimipation of useless or wnfruitful duplication
of effort. : B
%. The possibiiity thet & ain ie piece of equipment may

seyV@ the needs a‘ two or more Bervices.

L. The possibility tnat differvent bub ccovdinated ap-
proaches te the solutiocn of the sane probiem may
yisld more valuable resulis thes & sipgle approdeh;
especially 1f the problen is large or linvolved.

. The faoct that the reletively small number ¢f COLiw
mergizl firms eavelliasbie for cyy?aogrmphlc PEEearol
end developuent makes 13 imperetive to use the ser-
vices of these contréchors in coordination vith
matual benefit te &lli. -

For many vears the Sray had heen cocpersting with the Bavy on
DUMETPOUL cryptologleal »rojeckts, not alvaye, 1% must Do admite
wed, it perfeci hermony but wizh meny instances when the collabo-
ravion vas vhole-hearted and extremely proii E&BLL to the N&tinno
e.z. SAGAEﬁ!Lﬂk; into whish theve i@ no Regd. o sntey here.

During the Wap a?lanafathaﬁ had been very extensive, pariicu-

lariy ow the $Y3§u3 naiytic side, end the Jeind vvam“uveac ERCICG,
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These fashore end differences, along with othere, prevented
g

the establishment of & final agresment. Factors which further
complicated the nepotiations derived from the long-time dual
relationship of this Ageney and its fields of interest to both
the Director of Intelligence and the Chief Signel Officer, and
elso from the intop-service riveiry which h&d besn helghtened
by the movement Yor the unification of the ermed services.
Goi&&hor&%iém wi%h‘ﬁh% corresponding agencies of the British
-and ﬁanadi&nﬁ-waé also meintsined for clmiler reasens. Here,
fortunately, the agreements were kepl on a reletively lov level
and colizboraetlon for the mosg pﬁﬁt vas concexntvated on the

cryptanelviic phase of the work. The result was that this -

iaison ran with greater smoothnessz than thet with the Favy.
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CRAPTER I1. OCOMMUEICATIONS SECURITY

During Piscal Year 1048 tﬁ@ Avy Security Agency continued
to carry out ity wmisslon of provestiang the communleations ayaé
téme of the Vnited Stetes Army frem potentisl cryptapsiybic
atvtack by the agencies of Torelign governments.

In doing this; crgptasystemg suitsble for record, voles,

&né faspinile transmissiouns had to be planned, designed, Prow
duced in guantity., stored, and distributed to the users, together
with instructions for use and prsvisié#s for painteaance. In
addition, cccurate accounting had %o be kept of &li of them. |
A constent check was made upon the actual 8ecuﬁitﬁ of the sya-~
tems in uRG as vell as upon the potentiel security of proposed

systens or mechenisiws in resserch and developmeni.  Vigliant

search for oryptographic end physicel compromise wvas malnteined
at all times. Above all, the persomnel of tho Agency had %o
be constantly aleri vo the posslbllity of usiog nevw scientific
discoveries iun the lunterests of communications securiiy.
Muéh of thils setivity wes, of eauyséy_af & routing pATUrs.
The orgenisetion in existence &t the begianing of the fiscal
vear haé been pevforming its mission without im?ertant changes
since the @n@ of the wer. Conaaq&en@ig; ir & report of this
| kind, oniy tﬁ@ wore lmporiant d@v%iagm@n%s'caﬂ be twueﬁeﬁ uﬁ&hu'

Go 13 April 1988 the Crypio-Communicetions Flan [ASAG-22),

ot
i
e
Wu

By
n

h had been established at the elose ¢f the wer nnder the

ic
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short tiﬁleISIGIRA,_uas approved for expansicn and development
thereafiter. 1t provides an offici&l guide fof the development,
testing, and ﬁrocurement of future orypto~communication.mechaﬁ—
isms for the Army and the Alr Force. Factors which entered
inte the preparation of the plan were (1) classes of usess, (2)
means of communicatiocn aveilable to them, (3) fundamental prin-
oiples vhich govern crypto-communications ip gemergl, {4} the
stated regulrements of the users, (5) simplicity of operation,
(6) fitness for cperation under varying econdition of weather.
and ¢linate, end (7) sase of destruetion in cese of danger.
During this year alsc & change was mede in the system of
nomenclature used for all materiel peculigr to the ASA. Here-
tofore, as & result of the fect thet umbil September 1945 thie
Agency had been under the commsnd of the Chief Signal Officer,
ASA communicetlon-security metericl hed been desigpated with
short titles'régularly_beginning with 31G-,e.8. SIGABA; and
s0 on. -Confusior was %hereafﬁsw likely %o exist in fleld

operations 1 the older terminology were cordinued. Purther-

- more, the old method of lomg and short titles had resulted in

& systew alloving insufficient adeptability to the hendling of

complicated oguipnents. Therefore, at the stimulus of the

Chier Signal Offlcer himsell, & nev systen was devised for
- gradual introduction. Replacing the trigraph 8iG- was the

trigraph ASA- to which vas sdded @ fourth letter indicating

the type of meterlel to which the 1adividual item belongs,
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ascgording o the foliloving teblie:

¥ wachine R rotor _

D device ¢ gemeral oryptopraphiic document

Y ciphiony B baslic cryptographic document

£ eifox & strips :

K interespt K key list

F oryptanalytic L peae

- ¥ production %4 gotes
T tape

fSince the wajority af these letters are the initisl letuer of
the name of wie type they designate, ease in recoguizing the
type le expeosted. In aGditien, & digit ves eddad tﬁ tho
tebragraph $o ropresent the model or individunal item, thus
ASAN-~1 14 the f£irst clpher machine, Cdnvefter M-134C, forumerly

kpovn ss SIGABA. The principal items nov in use are as follows:

Nod Tiviles Oid Titvlies
ASAM 3 Converter M»l;%«” (SIGARA)
ASAN 1A Cipher Unit \STGIVIE
ABAL 1D Sneciel Clipher Unit
congtituiing Combined Cipher M&eh;ne)
' SIGAVTC )

ASAM 1/3 Cryvto-opereting Iustructions (SIGQZF)
ASAN 1/ Maintenance Instructions (SIGRKE-2)
ASAK & Comverier M-228 (SIGOUM)
ASAH Efl Crypiosoperating Instructione (SIGMES,

) SIGHIR, SIGMOM, SIGYES)
ASAK 2!& Maintensnes Instructions {STGHOEY)
ASEN 5 Converter H-228 (M) (SIGHIAD)
438 373 Crypto-opes aﬁimg Iﬂs&rucLLng (316102}
ASan b Converter MN-2084 {[STONIK)
ASAM hs ~ Cipher Tnit (S lGRGPO)
ASAN 4B Sefe (SIGFRAR) |
ASAN 471 Grypuomope?atwag Iinstructione (SLCPOB)
BSAE A/ﬁ Mainbenance Inctructions {SIGDOLM)
ASAY T Converter MI-783/U0 (SIGROD) :
ASAY, ,fl Grypto~operating Instructicns (SIGBEC)
ASAY Bj2 . Maintonence Ins c&uctgon {2IGLIL)

ASHEN T Converter Mi-507 {proposed)

ABAN 32 Converser ‘ﬁzuﬁ&mGa% AE/CHC 12 (HALF JODO}
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13
ASET 1/1 Upersting Inctructions for One-Sime T en
(SYGBAF)
ASAS 11 Gperating Instrustions for the Strip Cipher

Deviee {(SIGUHR)
Cryptogrephic Opevstiocns
Speech Eguipmend: N"/G SA-2

ASED
ASAY

ad !’;?

Tt will be rvemeubered thed in the Annual Report for Fig-
cal Yeay 1947, consideveblie at%c;%iom.w&g-giv@n-te the deovelop~

ment of the SIGROD {ASAM-%} ciphoer machine, desigpned to replace

the SiGArs (ABAN-1) in areas vhere the denger of physie&x oot

promise vas repldiy vecoming much gre&tere The problem of
distributing this new machine to_miliuafy attaches engaged
attention iﬁ this vear, since the ﬁirecﬁor of Intelligence had
exvrasged the désir& that militery attaches have o high grade

ciphém machine. In viev of the geﬁer&l plan to replace SICGABL

Cwrith SIGROD end Lh& generel phyelical reguircments for esch,

the SIGROD wes consideved mors precticel fcyf‘ﬁau&nc@ o mili-
tary sbteches. On the basis of reiurns of & guestionnaive whlch
had been distributed to all military attaches, & study ves made
of the physical security present at each offlee where 1% was
piangeﬁ o instell the mschine. Distribution was meds only
vhen the office was believed o be physlcally secure enough.
Since many of these officers were logsted i points vhers 1t

3 e ﬁifficulﬁlfer the Awmy %o supply an adequate msln-
tensnes sevviee; &wﬁaﬁgemmmaw TErs mess wiﬁﬁ tias St&%@ Depeart-

ment for its malntenence personnel Lo provide this sV

Digtribution of the SIGRUD In the SIGAZA replacement
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progyan wes o ginally plap

2
A
A

o Do -dn four phesen:

I. £ triel prried in ABA orghnizetions.
Ix. Raropse end the A%lantle Aly Transport {(ouond.

135, The Par Beet nxd Alrveys and Ay Gommunientions
Sorviee enetieme of tho S0th, 68th, ami Tieb Groups.

IV, JMiddle Peolfie and VWeztern Hemisvhere.
Phave 1 vun &&mp&e%@ﬁ,&w . August L94T7. AR units perilelpet-
ing reported that tna maching hed boeen operabing in & highly
sotiefantory manmer ouf had reguired only minor msintenance
work. Phase LI ves conpleted during September ioky,

'Yhe problem of Jeint eommunicaﬁicné nacessery in the |
Pac'fic and the Fer Best 56 bhat Army units could communicate
with naval uniﬁs'eamplicateé mattors in regavd to'Ph&ses i1y

2ud IV of the plan, novever. The SIGROD Pien wes mogified im

S@pﬁéﬁbﬁ?_lQ&? to perndlt the retentlion of SIGABL et wajor mu&&w ;
guerters in the Per Eagt Commend; Phase IV of the pi&a Was
giinineted entirely. This pernitted redueiion ¢f the COnILIUGe
t9sn plens fyom & thousand SIGRCD mechines to siz hundred.
Prll-seole p@adue%iom war to stop at 450 machines; conetruc~
tion of the rensining 150 would be serried on by & fev vorlers,
wvith the me for pQﬁtiog of parsanmei piaced on the probiam of

) o
reconditioninyy SIGABA and SIGCUM machinez.” By the end of

e Unis for anﬁtg 1e regvires siightly ?eﬁge? Lo recsondivion
& SIGARL or SIGUUM and grepare it for ilong Lime storage
thap to convert & SE&A@& o SIGROD.
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the fiscal year, 500 SIGROD machines h&d beem constructed at
Hesdquertery, £84. The Army S@aurity Apency, Pegific, hed
soupleted distrivubion of SIGRUD mechines and svsieme in the
2uific 8988 oy the end oY Yecombay '&94’{, in addibion, de-

sCiopaent Of & idbmlied joint SIGKOD eryptosysban For the Faw
Eosgd wes begun in Febousyy 3945 and vork cummences om the '
preperaticss: of rojors end sorrespomcing key iists dn an effow:
%6 make the systen effe&tiv% i duly L948. Netwhile, SIGABS

@xi%cw wers Foitoimed vherse nagessary for joint communica-
-tieﬁe, |

Agpin, 1% #ill be remembered th a& the previoug Annuel

Report discussed the Gevelopment of the SIGJODO end ASAM 12
{the so~talled “Haif«gﬂﬁa"} sguipmentsz designed ¢v shorten the
time needed to comveri SI0ABA encipherments to & form capsble
of boing trausmittet by teletype. In sctusl eperstion, hovever,
1%, turnsd out that the SIGIOLO was even slover tham the cont=
bingtion of SI@ABQ sncipghermont and SIGOUY tronsmissios, aﬁ@-
SIGJ0 paintensncs w&s veﬁy hign.  In feet, %’e SIGI0NC reguin-
ed 75 per cou? more mzintenance bime than the SIGABL 1Esell,
sines ite gdjustment Linits vere exbremely ¢LOZG. %ﬁf&O#&ﬁ&
the heading had te be punshed seperotely on ths taps end it
was found et the Yar Depertuent Signel lenter wes eobunlly
revunching the tape, thus elimineting elil éf the &ﬁvéntagéﬁ
whieh SEGJODC vas designed to sccomplish. It vas thevefore

decided not to ileosuz the SIGION0 Lo field unitsz ot 211 spd B¢

-
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gdisagsenble 235 of the 25 units in exisﬁene&.ﬁ

Reports on the operation of the ASAN 12 in the War Depart-
ment Code Cenier were much better. Wo mechenicei or electri-
cal difficuliies hsd been found. For this resson; in Ontober
1947 & ciroult revision was decides upon which would permit
the AS8Y 12 to be used fov enéiphermen%, someothlng the origi-
nel model did not permil, as weli as decipherment, the only
purpose for which it hed been desigsed. In June 1948 four
such models weére %o be service tested, two by the Avmy, tve
by the Air Force. \ | |

A 1&#38 group of additional militery charecteristlcs for
literal clpher equipmenis vas received from the U.S8. Alr Force,
neceaglitating revision in the philosophy of deslign of the
entire cipher machine progrem. It bacame cbvious that 1t weas

impracvtical to build & large number of individusl equipments

‘for each special reguirement, and the policy was thereflfore

estevlished Lo design & base unit that could be used with
verious and different clphew COMPORERTS . Specifie&lly, one
base upit vas evoived which would fulfill mast'requirementg
for teletype encipherment eguipment and thus satisfy the mili-
tery cheracteristics of USAF and Army Fleld Forces for the
ASAM 8, ASAN 9, ASAN 13, snd ASAM 15. In addiblon to the

obvicus economy in meanufacture and development. this type of

G. This would pewmit utilizetion of &ll com
deviee having en original value of $85,002,
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construction also has valuable cryplographic advantages. It
permite the base uﬁit t¢ be of low security clessification

vith & minimum of physic&l-safeguarding; it permits the develop-~
ment of highly secure cryptocomponenis for use in wvartime and
the peacetime use of cpyptoéomponents which would not divulge
gny nev and highly secuve crypteprinciples; and it permits the

issuance to field units of ome bese unit with any regulred

- pumbey of eryptocoupomenis to fulfill eli of the teletype

encipherment requiremént33 This policy ls belng extended in
en effart to.provide gimilar’‘advanteges to offiline literal
equipnents. |

Jo connection with these developments, the question of
vhether or mot to utilize high-security crypﬁograﬁhic_principles
in. devices interded for low-echelon d;stributioﬁ hes long pre-
sented & palir of controversiali alternstives. . From the point
of view of security 1t waes desired that the best principles
available be incorporated; but from_the point of view of in-
telligence it was feared that the capture of a device embodying

the besi-knovwn principles presented & serious risgk, 1f other

nations adopted such principies too. A policy in regérd to

this problem hsd been established on 6 April 19%6.7 A gecision
in M&rch‘EQQT-in connectlon with the development of the Converter

ME-510(}/U, aa ipterim deviece to satisfy BMR IIT axd IV as set

7. See Summary Annual Report, ASA, FY 46, p. 19.
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forth in SIGIRA, is of interest in vegard to this poliey in

a9 much as this decisicn éontribuheﬁ 0 commurication securiiy
in low echelons. As approved by the Deputy Chlef, Army Security
Agency, 27 Mavch 1947 (Teb 1), it provided that eaeh item of
compunicstion security eguipment intendeé for issue t0 echelons
of comrand belovw Division Headqquarters and corresponding Aiy
Force units'uiil be provided with tve types of dryp%oeom@onentsz
one for use In the egulipment ?hen izsued for fleld testiﬁgg_
tralning or maneuvers; the other fdr-use in the equipment vhen
needéd und issued for emergency situetions which vould be gilven
gpeciel protecticn prior te 1ssue,

Jith the increased emphasiky on & versatlle bagse unit, prd-
cedures were svelved for minleturization in the packaging of

mechanicel egquiptients, and For the use of spociel plestics for_

gll electronic components. Welght and volume savings of 200
:to 300 per cént resulted, together with & great improvement in
the ease of lov-echelon maintenance. The foruey malontenance
difficultics were eliminated, theredy permitting & relatively
untréined man to repiiv & defective equipment by merely ascev-
t&ining vhich mein component is faulty, replacing 1t by & nev
componens;, and sending the defective.one back ta é lerger main-
tenance unit for revalr.

Another phese ¢f the ministurizetion program wag to find

whether electronic devices or cireulis could be used 10 re-

plece meny of the electro-mechaenical ob ell-mechanical components .,
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50 &¢ to ollminabe troublesoms moving nartwu owag dehare

mined that'whgiesala use af eiectronic cirsuii& would mot in
Iteelil bring o velght yéauetion or increaso reilebllity, bub
thet @ judieious apd skillful merriege of electronic circults
and electro-mechenicel elements could resulit in tveﬁendous im-
provement in welght and since reduction as'weil ar efficiency.
Typloal of these improvements was.that_of pover suéplies, A
single dynametor ves desigmed to replece the ASAN 9 end individ-~
ugl DC power suppliss nov velghing aboﬁt 22 pounds, the result
being & reduction to epout 6 pounds and one quarter of the
vaiumé,

A highly importaent project comcerned the attempt to reduce

the time reguired to wire a rotor having soldered interconnec-

~tioms, this probliem heving been thwoughout the wer a very ser-
ious one. An individual rofor of the type nqﬁ in use requires
gpremes s GRG 3&rvieés'of ané ékilied p@rsé& for at least & half hour.
When, es it ic anticipsted, e memy ac 5,000 of thess rotors

may need to be wired in & single day, this pwobiem from the
production poeint of view alons ssems Yo be &lmost $nsurmountab1@o
Soan after the story of the "Proximity Fusa" had been released
by the War Deparimesnt and some of the detalls regarding "printed
eircuits” became knovn, representatives of the 4S54 vislted the
Hational dea&m of Standsrds ©o acquire further infovmetion

with & viev to determining vhother those technique couid be

applied to cryptographic rotors. After close atudg and
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écneentfated effart; a nev rosor was developed, Q&;ng circuits
which cén readily be "printed” with metallic aﬁbat&nees on a
non«~conducting plastic plaﬁeq the printed metallic lines beling
sufficient to¥camry the current. As a_resuit, it e aptic;patéd
that ﬁhraé pefsons_migh% produce es many 83 & thousand such
rotory in & single dey. A by-product of this dQVelophant vas
the eryplographic sdventage that might aoééue by alloving the
users in the field‘to change the rotdr'circuiisTQa frequently
as oﬁce & vesk, or even to have one set of 10 rotor shells,
end & choloe from & set of So circult inserts im their_daily
oy wéekly gset-up. The aeéﬁxity_advantégeé-are obvious, for a
potential énamy aﬁtempﬁing t4e] sal?e traffic thus enciphered
would have to consider not only the proper rotor set-up but
also the poésibi& permutations of 5 of the 50 rotor inserits.
Development of the Converter ASAM 4 (formerly M-204 or
SIGNIN), to replace the lergs SIGCUN end its associsted heavy
and bulky 13l-set, had progressed durimg the ysar to the point
whéﬁe serviee tests vwere plannad'by the Army Field.Forpes at
Forti§§agg and alsv the USA¥. %his convevier wée_designed &as

an integreted %@1e~cryptesmeehamisme That lg, it combinesn

- the two separate units mentioned &bove in one unit, it would

préﬁide for keyboard or tape %eieﬁvpe-Signala vith seourlty of
the same grede as that of the SIGABA, | |
I% the fleld of ciphony and cifax the devel opms! nt pr*azam

for the fisonl yeer likevise consisted of mimieturization. £het
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is, & geneiél reductlion in the size, weight, power requirements,
and maintenance roguirements of all equipnents under develop-
ment. Specific ciphony plans included the USAF Sérvicé test

of Speech Equipment ASAY 2, 3 (AN/GSQ-2,3), modification of
Speech Equipment 2, 3 if necessary afier engineering and ser-
vice tests, completion_of iaboratory work on Speech Equipment
ASAY 4 and contractual negotistions for pro%étype mbdels, fur-
ther development of mejor components for Spesech Equipment ASAY 5,
further design and construction of é laboratory model of Speech
Equipment ASAY 6, and further research on pulse-type ciphony

8 The cifax progrem called for completion of cifax

systems.
and teletypsuriter adapters tb be assoclated with Speech Egqulp-
ment ASAY 2, 3, completion of keyer components tc be incorporat-

ed into both ciphony and cifax equipments, construction of &

- bread-board model and completion of contractual negotiations

for an ASAY. 2. terminel, and preliminary investigetion of televi-
sion techniques. | |
The ACF servics test of Speech Equipment ASAY 2, 3, vas
compléted in June 1947 and the AAF service test was conducted
between July 1947 end Septenber 1947. However, the nsing farceé.
reported the eguipment was not suiltable for field use in its

present form, and recommended thet stabllity and intelligibility

8. Speech Equipment ASAY 2, 3, and Speech Equipmen$ ASAY 6
zre high echelon ciphony syshems. ASAY 4 and ASAY 5 are
medium and low-echelon security sysbtems.
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be inproved anﬁ‘mainten&nce requirementé be decreased. AcGori-
ingly, modifications heve beer undertaken which vill improve
ths reliebility of the eguipment, eliminste a greet portiom of

Koy generator meintenanss, inoreass flexibility of the equip-

- ment o igcluda teletyporriter and c¢ifax operation, ané provide

high geourlty.
Two me jor components to be instelled in Speach Equipment

ASAY 2, 3., will considerably reduce key generator meintenence.

These are the Gesred Timing Mechanism and the 1/50 h,p.

Synchronous Motoy Drive equipment. The problem of providing
one-time key for Speech E@dipment ASAY 2, 3 was let out on

-gontrect. This keoy medium is considerably smzller in sisze,

less fragile, more easlily des%royed'when capture iz inminent,
and has & loager operating period than the ong-time key medium
of phonograph dieks used in Spesch Equipment ASAY 1 (SIGSALY).

'_The device vae to he aveilable for installetion in the early

part of the Fisocal Year 19&9 and high securiiy was eapschbed.
Similer developuent was contlnued on dpeech Equlpment
ASAY h, ASAY 5, ABAY 6, amd comsiderable genersl ressarch was

"undertakan in both ciphony and cifax, llmited only by lack of

time an@ﬂpersonnele _
& study wasz made of the problem of destruction of crypto-
graphiic mechines with the view of increasing the degree of de-

strustion by the use of inflawmable alloys, wires, and pi&ﬁﬁi@s

‘as paterials in the construction thereof. Attention was also
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given t¢ the associated problem of destroying quickly and com-
pletely closely-packed printed maetbver, and of improving the
igniter on the MIAL end MPAl safe-destroying incendieries.”

A sorles of imteresting tesﬁs were maﬁe'on the vinterize-
tien of dvyp%ogr&phie equipment. It was found th&%, i€ specisgl
Tubricents ere used, the ASAN 1 CSIGAB&} operates setisfactorily
in teapeoratures ac lov 88 tuenty degrees belov zero Fahrenhsilt 10
but not beloy thet; that the ASAM & (SIGNIN) oﬁﬁﬁates setiefac~
tbrily at 10 degroes ébove zer0, the ASAM 2 (SIGCUM) at 20 de-
grees below sero; and the one-time tapes (ASAT 1) operate satis-
feetorily at 30 d@grees bslov zera.

Againgth the possibility of another war, it wasg pPOposeé
by Security Division thai largs quantities of certein ivems
of cryptographic meteriel be recon@itioneﬁ and placed in 2 var
reserve, securely protected egeinst molsture end vepor and wiih_.hé
metel barriert in the conteinsers. This request vas &pproves
by the Acting Deputy Chief, Avmy Security Agency, during Decen-
ber 1047 ané Ilmmediate steps wér@ teken to facilitate gceom-

plishment, of thé'proj’e@t° The materiel to be stored in reserve

e

Tests and information from the field indiceted thar the
nepusl and/bv electrical detonaors could not alweys be
rglied uponr o igaeite the unit. An emorgency procedure
vas instituted by CSGAS-83. Lir No. 147 dated Q Jan 48,

D

10. This ves whern special lﬁﬁ?iﬁ&ﬂt% were used. These same
dubrleants elso permitted satizfactory opersbtion at noy-
m&l room temperature.
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constituted the following:

KATERTES. 5Q., OF UNITS
ASA 1 2,000
ASAK 14 | %, 000
&SAM 1B . 1?5
ASAN 2 e 1,250
ASAM & ) 150

The prajec% 1nv01v1§g the disposition of the SIGSALY
terminsie vhich hed been withdrewn from use, meptioned in the
provious Annuel Report, wes completed during this year by the
decision to store tvo terminels which hed been in the Penbtagon
pius &n additionai one, salv&ging the remaining nine of the
tvelve original termineis.,

Further work ves. dona on the very troublescme problem of
instelling one-time meschinsry into the Presiden@i&l Plene

"Iniependence,” The chief difficulty enaounter@& vas the

problen of getting & satisfac%ary antenna For tr&nsmission aaa
veception, An ASA engimeeri! made seversl test flights im the

plane and recommendations werse made for th@ correction of

am%annass but the plane itself wes undergciag.extene&va mudifi»
e&%ions &t Sante Monicw, Celifornia, and flight tests wers no
longer possidble, N | | )

~ Another continulng project planned for the AFF was the
develapment, in conjunction with the Signal Corps, of the

| mobile signal center. Seven of these cryptographic vans had

11. Lit. Jorm A. Suith, SC, Tech Starf, Security Division.
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been oonstructed, the ovyptographic pert of the work beinmg
done by the H3A. |

fhe A8/ glso ovgpsrated with the project kmown ac Opora-
tion SAWDRTORE, i.e. the.Egiweﬁok atomic bomb tests in October
19487. The radio trafiic of this operétion.w&a_monitored ané
traffic-rnalysis studies were mede. Protective procedures
wers 8iso instituted for the security of the operation.

L study ves made to determine the amount of intelligeunce
thet might be’derived by & potential enemy frou the plain-text
transmissions of the War Depertment. The tréffia botween WAR
gt Weshington and DALA et Frankfurt, Germany, during the months -

. of Jemuery to April 1047 was studied and & roport forvarded

to the Sesuplty Branch, Intelligence Division, WDGS8, on the
iarge amount of useful intelligence thst can.bé thus derived
by intemcepting our presemt platn-text traffic. ﬁhile &
Special S;Gurity 0fficer was on duty in Moswcow from the fall
of 1945 to March 198, epseial protective messures were taken
to concesl the actlvity of this orficer as revealed through
traffic. Duving the yoar & total of 230,547 violdtions of
transmisgion 8ecw§iﬁy vere detectod and measures teaken ﬁa bring
these viocletians to ﬁhe.attention of the perasoms responsible.
Security studies vere made duving the year op the ASAM 1
{STCABA), ASA¥ 2 (SIGCUK) sohors, ASAN 5 (SIGROD), ASAY 3

(SICHEUAD) incicabors, the modification of the now obsolete

pipher mechine M~209, the Spesch Eguipment ASASY 2 {(an/esq 2),
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zo well 8o on the paaafbility 6f photographio conpronise of

roter¢§ a poink vhich wvesn definitely established. 12 study
vae made elsc of the emount of srypto-informetion which had
Suring the wer boon divnigéélﬁ@ forolign governmeni%, andé &
plen for inspestion of crypitCocntors was pre@&?ﬁd,

Taring this year 136 radic ropords of snag%aﬁeﬁ erypho-
graphie eamp@cmise vers vecolved and tuelve vadlo reports 6f
guspooted physicel cam@wami@e; Compromises vere deeclared in -
five dngbences, %hre@_bging c?ypﬁogwaphia éomprﬁmise ané tvo
.phgsical ccm@ramises. The physieal eomprémiseg Invoived the
defection of & code eiéék in Moseow (Spt MoMillen) end 2 safe
found op&& in the office of ths militsery sbtache in Bogobg.

The A82 furkished ovryptomateriel to other govermmental

ggonelies during the year aé& received payment &s'fblldws:

Centrel Inteliigence Agenny - $20,655,20
Atomic Fnergy Commissiob %,07%.72
Fedeval COmmuﬁic&aian@ Commigsieﬁ
State Depeyriment

Wotel

The . felic@ing table repyesanﬁé the changes wode iam this
yeor qf th@ cryptonet vyshben:

i2. TI¢ vas found that 8C per ocut of wirings eould be FEOOVEr=
- ed ggom slose-up prints. 8so Anmuel Report Lsboretory B,
W ~p039 : )

- @
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Fely 1087 | | Juns 1048
CRYPTONER
i85 Yoprldewide Consists of genersl snd hmgh
comuand SIGABA systony apd
pensral and stengeby stPip
syetene .

17 iy wnd Alrvoye Cots Revised to v@pﬁ&sa SIGARA DY
mppiestions Service - SIGROD. Consligbe of gnd SICGROD
Warld-vide . and one s%rxp ByEhes.

£2 TDomopany Themew . kovised to replacs &&Gﬁs& by

SIGROD. Conciste of gemeral
ehd high commanf SIORDD eystemt
: - and & genoral strip systen.
3% Special Securdty Officer Replaced by BIGROD syetem 900

35 Avmy Security Agemsy  Replaced by Cryptonst ¥6.

ko Joint Army-Eavy ~ Revised. Consiats of general,

' - high command. and vepry high
comuind SIGABA. interceopt SIGOUM,
backup strip and genersl SIGRD?

-&y&%@ds.
42  Mildibery Astache Replaced. by Grypton@%ﬁ gy, 48,
- | | . end &9,
4 yhite Youks  Consiste of one 8EGAEA end ome

SIGTOT system.

g
£

 Paecifio and PFer Eagl Reviasd_to roplace SIGABA by
| $¥620n.1° Comsists of SIGARA,
gengral end high command SIGROT, -
standby strip and two 3IGGﬁK
systems .

k& frmy Sscurity Agency  Repleced Cryptones 3§ Consists

of generel and high conmand
SIGROD and three u“&W@" systems .,

13, This phase not ocomplieted. See puge 1% of bhis repori.
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July 19%7 | o June 1948
CRYPTONED |
15 YWorld-vide Consists Usgﬁgnaral end high
commansd SIG, syabems and
.general and sﬁandrby etvip
systems.

17 Aty end Alrvsys Com- Reviesd tO‘rep&ae@'Siﬁaﬁﬁ by
municetlons Ssyvios SIGROD. Comsiste of ons SIGROD
World-vide - and one strip system,

22 PBurcpean Theatar Revised to replase SIGABA by

3IGROD. Consists of geueral
end high conmand SIGROD systoms
and & general sitrip systenm.

33  Specisel Security 0fficer Replaced by SIGROD system 990

35 Awrmy Security Ageney Replaced by Cryptonet 46.

40 Joinﬁvﬂrmynﬁavy Revised. Consists of general,
high commend, and very high

command SIGABA. intercept SIGOUM,
backup strip and gencral SIGROD

‘systems .,

32 - Militery Attache Replaced by Cryptonets 47, 48,
. and 49,

by Whive Houge ' Conzists of auns SI@ABA and one

SIGTOT gystem.

45 Peelfic and Far Esst Revised to replace SIGABA by

SIGROD.L3  Consiste of SIGABA,
general and high ocwmend JIGROD,
steandby strip and two SIGCUM
Systens .

46 Ayxmy Sesurity Agenoy Replacsd Cryptonet 35. Consists

of peneral end high commend
RIGKOD eng thyee BIGTUT pystens.

15. This phase not completed. See page 1% of this repééta
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Cryptoneta 47, 46, and 49 made
effective 1 Aungust 1947 replacing
Cryptonct 42 fowy Military Atbtaches.

Cryptonet 50 for use for the Alr
Force made effective 1 September
1047, Congists of SICHUAD amd
SIGTOT systems.

89 Domestic Intelligenoe Revised to include additional
' : systens and new numbsyr desisgmna-
tion. ‘

97 . Troining Consists of SIGABA, SIGCUMN,
B SIOGNIN, SIGROD, SIGHUAD, M-209,
end strip systems. . :

NON-ORYPTONET SYSTEMS

265 SICGCUM used by AEC Replaced by SIGTOT 1 Dec 347.
274 ﬁmm for Firet Army  Replaced by SIGTOT 1 Dec 47
68 .

462 sStrip, Transportation  Continued.
. Corps _ )

563 %grip, U.8. Troops in Discontinued ) March 1048.

ey %grip, U.3. Troops in Discontinued 1 March 1948.

'SIGABA system 604 for use by
Saggi& Bage initilated lu April
19 A% .

SIGHUAD systems 613 and 61k Por
use® betwveen WAR and USAFE
initisted in April 1948.

SIGOUN system 619 for use ilu
the faribbean initiasted in
June 194§.

SIGROD systems 623 and 624 for
energensy regevve in London
issued in June 1948,
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626  State-Wapr-Navy Emer- Continued.
genty Stxip :

S¢rip syetem 815 for emergency
reserve in london issued 1o
June 1948, - ‘

-SIBCUL systen O75 for Divector
-of Intellipence, Depts of Siaess,
Wavy. &1y Porce aund Cemtral
Intelligones Agency initiated
in Mey 1948.

Repleced by SICGROD system 895
apd placed in Vear Reserve status.

- SIGROD systenm BYO for ASE and
Athens initiated in NMay 1948.

SIGROD system 891 for ASA and
Anitare initisted in March 19&6.

SIGROD system 990 replaced
Cryptonet 33 for Spscial Security
Officers on 1 October 1947. -

SIGHUAD system ABAK 16 thru ABAK 19
for 8tate Depbritment and Central
In@el&igence Agency imitiated in
June 19485, ' .

845 SIOABA for "WOREDAY"

For & time there was & seéricus problem in tﬁe production
of sufficient SIGTOT tepe. On 7 Pebruary 1948 there wes &
backlog of 33.440 tapas; but &addibionsl employess vere secured
and & sving shift imstituted, with the rosult thes the backlog
waaréeduee@ to 11,000 by ehé eng of the fiscal year.

Rt

14, Short title ¢f Operation KATLBAZ chamnged to WORKDAY Juwv~
-~ ing the FY 48 because of @ compromise of the MAILBAG code
nene ., The ASA begen work on the Sevelopmesnt of Operatics
MAILBAG duripg FY 47. . '
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: The folilovwing ere ﬁhe production figures far the year:
: o SIGTOT tepes - Ba,bTh
: Poger of printeﬁ metter | 1%, 845&391
Reglistered documents prinbed 121,?89
Von-registered dosuments printed 76,000
Botors wired 35017
Machines construﬂte& 746
The follovwing represenms the material retunns& from field.
. Registered doouments 14,600
Rotors : 2,058
-Machinee : . 650

The folloving repreosents the destruction of oryptogrephic
neterisl: o N
Regiatﬁ?ed documente ' 45,901
lon-registored documents . 5,004
Rotors 181
 Maohines (incxudmg 36 smmc obsolete) 8,754

Machines eand devicea shipped to holders totaled as follows:

SIGARS _ 85
SIGROD o 254
SI00UH ' 30
SIGHUAD , 72
SIGNIN 6
8IGANDG 168
SIGIVI ~ 145
Miscellensous rotors 2,423

" The packeges shipped botaled 17,148 and the pouches
5,023,
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CHAPTER IXI., THE PRODUCTION OF INTELLIGENCE

A, Intrcduction

In felfilling 1%s secomd primery mission, the productios
of intellipencs by metms of orynianelysie and traffic analyais
ef intercepted communieations of foreign govern@anﬁsg ﬁoth
hostile asnd friendly, the ﬁrﬁy Securlty Agency contisued its
avthaock. , _ -

During the yesr, the struggle between Rast and West was
shafpiy_defined. An aﬁmosphere at' conflict'served.as the
background for sherp Giplomatie exchahges and various politi-
sal, economic, and miliﬁary éetions.and counféractions,. The
inforimation obtained thrdugh-the.cummunicetions«inteliigenae
operetion eerved &3 & steady and unlgue sourvee of intelligence

&s heretofore. With reeurring orises in 21} aercas of the

vorld, the nressing demend fur pertinent infdnmatisﬁ texed the

capacity of the Army Security Agency and demandsd ulfimate
&&ap@abiiity in intercention, 6ryptana1ysis; and traffic &n&lysis
to setisly shifving priopity reguirements. ¥or instencs, the
Greel Guerrilie problew, proviously non-existent, bocame an |
extremely imporient end productive probliem in 1947, the fiwst
translation 1o this sevies bying pubilshed ia the letter part

of August of that ysar. '

The interceptlon of foreign comsunicetlone presented sev-

erel pew problems duripg the year. A progreusive change fFron

57
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Morge-type to radio-printer type transmission néceaéit&ted
highly-spesialized intepcept equipment and & large-scale tralin-
ing program for tﬁe operators. Interceptiom of Greek CGuerrilie
ant Chinese Communist traffic presented s difficuls end somplien
prcbiem.' Coaopsration continued as heretofore vith the Nevy,
the British, and the Canadians. |

Fiscal Year 1948 also ves marked by an intensification of
the diffioulties facing,the Army Security Agency in its efforis
to subjeot the oommunicaﬁiona of foreign governme§ts, particu-

larly those of the Soviet Unlon and Eastern Europe, %o erypt-

 anmlytic attack. Doubtless as & result of vartime experience

end groving attention to research and development im crypto-
logioal matters, stimulated in ell probablility by indiscrete

dxeclbsures of oryptanaiytic successes by'this and other govern-

‘ments, the naﬁions of the world have in most instances greatly

improved the security of their communications gystemzs. OF no

hations is this more true then of the Soviet Government and -

those central European countries within its orbit.

The dusl probiem of incressed security measures appiled

by the Russians and their associates coupled with en intense.iy

inoreased demend for information in regard to these areas,

emph&size& mapé sﬁvongly thnn heretofore the significence of

traffic analysis and the exploitation of Rumsisn plain text

‘as @ source of intellipgence. For example, the velume of plein-

text intercepts received during 19@8 @35 cver 3 times that
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received during Fiscal Year 1947, and 90 per cemnt af fhia total

increase was for use in the Russien prabl@m115 " These intercepts

provided a vaalth of’deﬁailed informetion on Russisn economic
and induetrisl poteutisl. The Russian military treffic-gnslysis.
problem and the problems in the satellite areas, particularly
Yugagiavias rreoved to be almost unique sources of gosurate and
consistently aveilable information or militery orgenizetion

ané activity behind the Iroa Curtain.

& continuing difficuléy from Flscal Year 19&7 vas the
perilcularly ecuts shortage of highly-qualiffed linguistic ex-
perts of unquestioned loyalty, which necessitated a constant
effort to train within the Agency mev personnel for compstency
in various languagea.‘ Courges wers given Suring the year in
the:following: Russien, OGresk, Hungarian, Albesnian, Serbo-
Croatian, Fremoch, Italian, Spenish, end Arabic.

The suceess of the Army Security_Agenoy ir accomplishing
agseigned intalligenaa,miasions'during-ﬁh@-ye&r was officially

recognized by the users. The Agency received, for example, &

commsnd&tiqn from the Inﬁalligence Divlaidn,'Wav Beﬁ&rtment
General Staff, dated 13 hugust 1947, upon the preparatioﬁ of

DA 13720 and DA 13?390 The letter stated that both the Sscre-~
tary of Wer and the Director of Intelligence were highly pleased

15. See page 65 of this report, "Analysis of Productioh
Flguvez." On 13 Hov 47 & Plain Text Sub-Ssetion was
sctivated in CSGAS-U3E to supplent the Pentagon Plain
Text Unit which had been crgeanized 17 Apr B7.
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vith ”ﬁhe yapid, e&ficienm and 5&disious menner in whioh thess
importent itews of Inteliig@nce infbrmanion vere eolfeetemg
prodeesed end dietvributed.” From the Actimg Special Assistent

%o the Seovstory of St@%@s’ﬁa Vo Park Arpstrons,dve COmE &

Aetter eldronsetd ta %h@'ﬁiyectoy of Intelligente whiod conbained

e Sclioving ei&ui?&@@&% perasraphs:t

Fhe bamurtme&% now reliér upon the tethnioal
- feeiiities ond ths skilie of the Avmy Seotwiiy Agenty,
and the corvresponding upit in the Navy, for ivs bagsic
commmuteation intelligence meterial, and I should be
grazeful if you would Imform the Chisr, ASK, of our
epreeciation for this indispenseblie sorviee, It is
cavbainly an outstending exemple of 1nterdeyartmental
cofieboratlion to mutual edvantage and in the spirit
of tesmwork whish ig novw, more znan ever, the expressed
gonl af our goveriument. _

. The ﬁel&t&@a&h&p wvhich exists on bthe working level

betwea@ our psople sud yours ere g¢ill snother source

¢ geatification o me, and I shall like te extend our

thanls Yo them throdugh you.

4 third gretifying ecksoviedgemeny of the uselulness of
the A3A‘s dnteliligence product came in & latter dated 10 Mey

1248 signsg by the Direotor of Intelligence, Uniﬁe¢ Svates

Aly Porne. M2 jer Geperet Gaorge . MaDonaid referved to &
reguost deted 21 April 1948 for "any evailable iuformition on
Rossitw eir defense organizatiang epar&%ion, B804 capagi?ityg
with parﬁicul&w emphaaiﬁ ok aiv«gmound communiocagions.” The
veport promptly forvardes only tvo days leter hed proved te
be "of grest luterest ané value to this Directorate, not only

for informstion on the subjectes regusstied, but eisoe foxr the

adoitionsl inmformation on velated items.”
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During the fiseal year, ocvbples of the Daily Bulletin

vere regulorly sunplled 0 the Intellligence Division, D@b&pﬁm&ﬁ%
of the Army Goneval Staff; e the Vevy (CS8¥); to the U.S5. Alv
Fc?ce;'ta the Sizie Bepartment: to the Central Inbelligence
ﬁgeééy; to the British (Lsxcj, and the Canadians (CBG}. 1deison
with the Intelllgense Division, D/A 0S, was maintafved by tole-
typs fér uee in the case of messages oFf the highdst wegency.

B. Problems o oL Interception
The efficient interception of foreign communioations in

ageordence with e&ﬁ&blishea priorities is, of course, basic

to the Arﬁy Security Ageney's productlon of intelligende, To
fulfill its intercept requirements, the Agency continued to
cperate ite complement of 8OVSL fixed monitoriug stations,
together vith five others under Projeot 78, in an effort to

make the coveﬁage ac eonplete as possible'aecorﬁing to priori-
ties set up by the Jodnt Intepcept Control Group (JICG). AlL
coded traffic end some plain-texnt trazffic wae regularly exchanged

vith the Navy (CSAV), the British (LSIC), and the Canadians

(cBO).

CS4W and ASA continusd joint coverage of ICR links under
the supervisiop of the JICE, which also originated the inter-
cept mipalons performed by CBO gtotions. The ASA sesisted

CSAY in the cover of a non»%evse link from & Europegn inter-

cept station (because the ASA had relatively more intercept
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5§§~.' facilities in Burvope) apd OSAY devoted several pogitions im

¥

the Paeifié ta coverage of militery and air tergets far the
benefit of &SA.(becauae_QSAw had & more favorable ratic of
feetlities to Bavel targete in the Peciflc than existed between
A%L facilitties and miiitary targets ). Comﬁemplaﬁed najor
chémges in lnbtercept essignments vere coordinated between ASA
{or GSAW) engd LSIC (cr'GBﬁ} in order thet & certein degree of

iﬁfbrmal &allocation of coverage responslibility could be main-
tained. B |
The progrsssivé'conversion'of radic links to non-Morse
types of ﬁransMiésion was speeded conaiderably during the
fiseal year. On Russian internal links, & total of 9 differ-

ent pon-Morse traunsmission types were knovwn to be in use: 2=,

' 3~, 6-, and 9~channel Baudot radio-printer; varisble-cycle
3.channe) radio-printer; simplex radio-printer; unenoiﬁpered'
ratiophone (and;-it is believed, sorambled or inverted radic-
phone); Hellschreiber, wnd clear facsimile. In addition, svef
eral Rgasi&n interpal links were using. or plamning to éonyert
to, & fbur»toné emissiop rather than the usuel continuous wpve
or frequency shift keyed emissicns. The considerable progress
mede in providing équipment and persomnel for interaept of
these trancmissions permitted & fair degree of aperetionsl
exploitation of Russien non-lorse 1nterﬁa1 linke end ls expectsd

to permit increased exploitetion of &1l these transmission

typee during the mext fiscal year.
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4 mejority of the IOR links termineting in the U.8. hed
gone avar 0 radio-printer op@?a%iém hj the end af the fise&z
vont, aud weuy of the statiome velng American eguipment for
ceﬁmﬁnieatian@ ¥ith U. S. comnercial, svations wers 1n the-pro«
ceos of craverting their laterel (i.e, non~U.S. terminal} lismke
to the gme type of trapsmiesion.
Hajor problems Pesulied from the trenvition pericd in

wmch assigned intercept missions progressively changed from

Morgs-type operetions to radio-printer type of operatione.
Thiz chenge in tj@@ oi?miasion made necessary the procureiment
of highiy-spacialized types of in%ercept.equipmemts apd the
astablishuent of @ large-scele training progr&m for personnel
required 6 operete such squipment, ‘The installetion of these

specialized vypes of eguipments further resulted in major

modifications of the existing intercept stetiorps,

Pwo &ddition&; eq&ipmemﬁe fer interoept of meﬁblg Currend
Ceble Code transmissions fna@éwpyimzriiy on Briéish Empire ¢ip«
avits ) became sveilebie duming the year, and were put to use
iﬁ(GQV&P&g@ af_éireuits sonnecting Landoﬁp Cairo, Athens, and
Berna. Another change during éhe'year involved the coaversion
of glil ASA stations to the procedure of copying on c¢ontibuous
teletyps roll paper all transmissions (both traffic and chetter)
oveR menuel Morse servics links. This'pwej@az vas completed

in 1abe November 1947, G

During ieie Deoeuber 1947 end Jepuery 1948, ail ASA stations
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f@rwarding Russisn miii%&ry and air five-dipgit interocepte by.
ratiio-teletyps vere inst ?ucbeﬁ Lo skeietanize this wmateriel.
l.6., transit by vedio only the heading, preambls and Lirsh
five ond leep five groups of the text. This vee wide nedessary
by the logs of commumications personnel et the U. 3. Hevy inter-
copt statlon at Adak 49 the Aleutiens, and by the vmmansgesble
imereess ik the teletyps load at ASA, Skeletonizing of five-
éigim_m&%erial_reeaive& froﬁ.ASA'ététiona wés continued through-
out che fisenl yedy, bub hes elntc been discontinued.,

The trend toward increased use of privats links beiween
‘she foreign offices of various nstione and thelr diplometic
ofPices sbroed continueﬁ.' At the end of the year, seven nations
vere oparéting & total of 119 such circuits. Of this totsel,

- 25 vere being monitored regularly by ASA faecillties and another

43 hy fecliities of collaborating agénciesa The seven counirvies

Speelsl &yfangem@ntﬁ verg wade ©o obtain 6over&g€ of )
governnent traffic passaﬁ in connection with the Pan»ﬂmeric&a
Conference in Rio during July 1947 and the Forveiss Minis;ers
Conference in London dupring November 1947. Adequste cq%er&ge
of &1l other comferencea held during the year vas paséible
without disruption of pormal missions. ’ﬁ

In the Far E@sﬁg dering eeriy 1048 the U. S,VEiEia&rg
Attachd in N&nking began obtaxnlng coplses Qf Ghimeec Communigt

EO3.Nh)Q)
PL 86-36/50 USC 3605 .
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raéio t#&ffié frop en nakpovn sourss and deliversd this m%ta@i&l
$0 ASAPAC fov forvarding to bhis headquarters. Despite inter-
mistent abitompto by ASAPAC to intercept CHOB radio links, the
miiikary stlacke in Neahling rensiped cur only sourse of Chincse
Guewprilia ﬁyaffin‘threﬁg&out=ﬁha Fisual ysar. Oomsorehlip pro-
ourcnent by Re@dguaﬁ%aw@.AS£?Ac of eli oﬁtgaing foreipgn goveras
moni trafifie from &&?wn and Xoves wasg Inltiated on & partiaz

posis duning November 1947 end ﬁe@ame complete iz early April

195%& | | - |

In Burops, BCASA Quring carly 1948.5@@&3 forwarding low-
echelon Rugsian miiitary treffic and T/A roports intsrcepted
and prepared by & group of forner German Sigint porsonnel em-
p;ayea by the 0D, Eucom,

- Bighlighting aome of the probiems mev In operating ths
interesent atetions vere changes in 3ignal Gorps polieies-whieh
reguired reimbursensnt of funds o the Signel Cowps for all
Plant Ingincuring Agéncy equipﬁanﬁ reoéived by AS4. Befére
Figsced Year 1048, ths 2ignel Corps had furnished the etuipment
groit existing atoscke and did nat require reimbur@em&nﬁq Du@img
fiscal Year 1948 the 2ignal Corps requested thet ell items
pecurliar 0 the Aﬁé be pﬁacu&eﬁg gtored, and issved only by
the ASA iﬁﬁ@lf.'-variou@ items pormelly considered tommon %o
¢ho Aymy In géne@&l yere declared psesoulizr to ASL, which placed

aw edditicnsl srovk I@ad o the ASA o prepore contrel lsvels

of spare pawts and ‘eguipment te be stored here.
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Spape perts for ail eguipment at fixeé.iaaﬁaiiﬁtioﬁa
bacame increaningly diffiouit to ebtainyfhruugh lo6al supply
zouroes, resuliing in émﬁrgancy procurenent of these ltews by
thin Agéncg. Those em@r@anay procurenents iacresset by ayproxi

mately 100 per cenbt over similar procurcments im Fiscgl Year

a9k,

On the oporationsl level, procurement Aifficulties existed
betweer ASA ant the Signal Corpo Proéu?ement Ageney in the
contrecting for items peoulisr %o ASE. Bi&a.an the equipment
vere év&luated by Avmy ﬂecurity Ageney and Sipnel Corps Lebe
oxabories, and in savefal instanoces the-evaluatioas.given by
437 did pot egrec with those submitted by Signal Corps labors-
cories. Al@o; proourement through the Signal Corps @hénmela
résulted in e time delay of about six months, vhicﬁ in many
c2ses hampered urgent opsratieﬁs,

The surrent trend of‘Sigmal Corpa-ASA reiatioaships indi-

- eates that the Army Security Agency may become independent of

the Signal Corps in the issuance of supplies and éguigmem@
reguired for intercept operations. Budget estimabtes are now
being éubmitted to cover &ll material required by %the TA pnits
of ASA. This procedure mey, in the future, nocessiiecte thet
ASA set up & supply depot at this headquarters for utilizéti@m
8s & supply source for £11 ASA fixed-sbaiion detachments.

-

 Precedure for the preparetion of projects for individusi

fixed stations hag been set up, and it is expected that these

%&mw-m
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pro jeots will ultimately superseds the presenﬁ.staticn Teble
of Allevaneces. It is Lelieved that these projects will ulitsi-
megely provide & 62 satisfachory basis for the initiel issue
of equipnent and for the issue of méintenence, supbly, and spéve
perte required for offluisnt operetion of the unibs.

In owmiey 0 moet increased demends fow 1n€eliig@noe with |

rore thorsugh coverape of forelpn communleaiions circuita, one

nev inbercept vbetion vas completed end two others vere in the

pl&nningzstaga, The imstelliation of 1ntereept fagilivies at
Herzo Aly Base, Germeny, wos completed during the yé&r, The
Prejoct and upscificatlone for B nev intercept station in the
Claxk-Stetsonburg erea in the Philippines have been sompleted.

In addition, tentative plans of & project for e mew statlon

to be lossted ln Qkinave have been complled amd vwill be forwarded
to higier suthority for further action in the near future.

C. Zhe Exploitetion of Intercepls

The Rugsien Problem: A goneral improvement of interoapt

facilitles end percomnel mwede availablo & steadily rising vol-
utie of %raffié for procassing with & sovreosponding increase

i publication. - Though there was & genersl incresse in vol~
une of traffic of all types, the most important single factowr
in ﬁhis-gvoaﬁh wag the 500 per cent increase iu Russien plain-

text traffic réceived in Piscal Year'1948 a2 eonpared o Fiscal

Yeer 1947, There wat 8130 & 7O poer cent increage in code end
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giphor meberiol over ¥izeal Yeer 1Q87¢£6 Th@ shendy e&p&n&ien
of effort On bthe Ruasign and a&te&liﬁ cougtrliesn capiinuaag

of esursd. Yo be the predoninant Lv@ﬁm in AS&'s produsvion of
ing E%jg@&a<a Pepaonnel of the RusSiém.anﬁ Bulgerien Sectlon

{08048-05.0 1 Inerpsged fron BT anm July 1047 to 408 in June

1948 {wab 2}, Tae compiexity of the cryphenalytic problens

in thoese are&sf rogulting fron the adoption end gpplication
of mure vigid security m oEsures By the Russiens end thelir
associntes, togother with the Intense Interest in any end ail
infarmaﬁion\on these areas, emphesized the potentleld value of
certein aspelis o? the communications-intelligence opefatioa'
which had not previouelf’been-exploiteé.. The significence of
traffic ansiysis and the exploltation of Russian piaiu lan-
guage &3 & BOUrse éf intelliigehce was videly apprecigted.

The Rugsian militery traffic analysis probles end the
problien in the Rﬁesi&m sateliite areas, particulariy Yugoslavie,
proved to be almest unlque sourcec of accurate énﬁ consistently |
aveilable ?BPawm&tiaﬁ on wilisary org&mizatiog and setivity
behind the Iron Curtain. For ex ample, thrangh s study of
Yugoslav Aymy fileld post numh@ra,-a_majop mnllitery move of
thet é?my wes first noted by the ASA and istor confirmed by

ground sourees. In Februery 1948 the 27th Divisien of the Sizth

16, A tobel of 1,T7L.537 messages were processed éuring FYy K8
by the m?@zz&c Pyuaa sing Unid of the Huesisn Section.

NEEN

LELmIaY o (,‘, ‘;;
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Yugoslav Army with all ite. counponents moﬁed'cuﬁ of the Banjs
fuka (Bospia) ares south to Oheid (Macedonia) along the Gresk
border; Givision headgueriors sud 21l brigades vere identified.
Aodresses plecsd the headguarters of the division consistently
et Banje Lule fram Decenber 1946 through February 2048, after
vhick it wae uﬂﬁed as wddrassed 8% Ohrid. At the seme time

ho brigades, a1l of vhich bad been sddressefi st lecetions im
4he Bapje Inka aves for theo same period of time;-began %0 be
adéresséd gt locations in the Ohrid ares along the Greak border.
The velue ¢f such intailigence to the combat arus is, of courss,
obvidus. The ckill end experiencs of the personnsl assigned

%o thé probler had &lreaéﬁ overconls the oomplex technieal pro-
blems involved in deriving the numerous details of Order of

 Batile date from sepavate items of traffic. There vemained

the further problem of assembling the:maay-aiseennacted pisces
of iﬁfonmatibn énd repoxting %hdm in intellipgence form. Aé a
result of thorcugh lnvestigation and oxperimentetion in this
fieia ﬁha'varioua'?fg Fuslon Reporis vers daveiopade

In the field of Russien plain-text, similar problems wWere
énceunzered‘and eomp&rabl@ solutions atteined. Bescause of the
eporpous volume of plain-text intercept mede avsilable eéach
mongl, the transletion end publicatlon of eash item was obviouns-

iy a vhysical imposeibility. In eddition, much B foym of PEg-

sentetion would be of Goubbful velue and would Tegulire o large

number of linguists end researth analysts ot bothk produsing
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cenﬁefa end intelligencs ¢valuating agencies.

The weelth of deteiled isformation on Russisn eéconomi¢
and iédustvial'potentiaircontaigeé-in this body of intercepted
t?&ffie mage it imperative thet the utmest effort be exerted
‘to exploit it fully. This exploitation could be done only if
the many sepurete {iems on & .giver subject wers carefully
studied ia\the'original-ianguage end in relétion $0 one anofhar.
& syathesie of the information sd derived could be put inte
orgenized. form and then published. As 2 result the reporting
fore represeanted by RUPLAR, RUPLAP, and RUPLAT was developed
and su?plemsnted by‘indﬁvidﬁal translatiope of highly signlfi-
cant items. |

The development of the plain»text problen ephsglzed the

importance of collaseral informetion in communications intelm

ligence operations. Every effor%-was mede to assist the plein-
text snalysts with ithe beat evailable data from obher scurces
on thelr pertiocular subjects of study, and to supplement these

effcrta wigth summevies and_r&pmrta besed on colisteral souroes.17

The Russien  intercept situstion improved slightly

during the year,'althougﬁxna appreGisble progress vas made in
the soluvtion of difficulties'impcse& by geographicai factove.

17. The mission ¢f the Informetion Sectioa, Ipformation anc
bDocuments Branch, C3G45-95, 1s to service the stell and
operabing divisions of ASA vith coll&tcral infoymation.
See pp.Ti &Tchis ﬁ@part.

PL 86-36/50 USC 3605




Doc ID: 4323900

. A k+J

Fop such problems e&s result from the size of the Soviet Unien,

Ais g@o&esﬁive walil éf sateliites,'gnd the geogrephical loca-
tion of ASA ingercept stations, no zatisfectory solution hes

voh beein found. Inteprcent aonﬁin,es t0 be coneeaﬁr&ted on

" high-povered maein-1lne note: cover om secandarg apd- low-echelon |
nety is possible only 1o the otge of cerﬁain fevorably-located
peripheral aprsss. In the lete spring of 104E EGASA mede an

initiel effort to intevcopt 10w~eeh€10n Soviet mklitary and
air peltvorks in Germany. Ccver&ge of high-echalon tevgets in
the European Aree continued te increase slightly over the mejor
ineroase thet wes noted in the report for 1947.

Hineteen nev wilitery Raedic Printer links Qerﬁ'idenﬁified
during the ysaer. The presence of these ﬁev,links is indica~

tive of the general Soviet trend toward increasing use of
nen-lorse é@mmnhic&ﬁioné facilities. The ASA ves able to cope
im pert vith this %rend - reflecied in m.li%ary eommuaication
by the augushted pumber of two channel Radic Printer links,
end in eommcrexa@ oommunlc&tions by tne lnereaae in single-

ohann@? teiapﬂinter'w 8s & result of its non-Morse p?anning |
pyogﬁam» whieh hed enticipated such & trend. Although avail-
eble facilities are not yet edequate completely to handle two-
channel 1inke; it ie believed thai the situstion will be appre-
¢clably improved by the end of the Fiscal Year 1949. The dif-

fienlties impeding effestive use of Radio Printer facilities

were somewhet ellevieted when the staetions were supplied vith
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typing repsvicretors. The statlons ere nov able te Spe whot

i baing copled, vhich essists in idsntificefion of links;

goveover, wwplng reperforstorg ave invaluadle in keeplng all
egulpment a%,“ﬁﬁﬁﬁﬁ@ﬁigﬁ%

Loteroept oanﬁfal yar improves end facllitased ﬁ&roug@
the esﬁabiighmcnt of the system of Fational Section Interospt

Regaireunonts commilttess, whieh fe@v&?d nonthly e the Inbewn-

ecrh ?ﬁi@ri sies Allccetion Committes roquests far eoverefc.
Kmpyevameﬂt& in the m@ﬁhcée of axcnaagg~of date with the inter-
capt statlons, effeotive g&iﬁi&g of ooal T/A groups at the
stations themsolves, amd the speolel braining givem t¢ T/2
tegms %o be seat ﬁw tha.@?axie385 resulted in & alosex work~
ing relatignship_of ASA vwith 211 the intsrcept stations. A%
the same tim@; such & siﬁﬁaﬁign resulted in the effacbive

'fﬁywardiag of T/A date from the statioms in delily T/4 seporic,

Increascd concentration vas placed (1) on the processimg

and analysis of se&reh,ﬁmteﬁialy and. (2) on the oa§@§ui direp-

tion of seaych egsignments et the stations. The vesuit wes
nore cPfestive search program, which pevmite the »epid explol-
sation and development of promisiung search meterisl.

A noticsable expansion of effort was &ssigned to et

Amaiysis. Tho Soviet Militery amd Alr neve iz the ¥ew Bast,

which haé becn largely réconstructed in 1?479 wore meintained

at thelr provitus level. Such changes ez took pl&@é vere Obe

served and assounted for &g Ythey voourred.
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Increased effort in the study of European nets, initiated
at the end of 1947, was continued in 1948. The result vas &
conplete reconstruétion vherever cover was available, which
in turn afforded a grétifying fiov of intelligence. By the
end of the year, the first bresk into medium«level nilitary
and air nets in the European Area had been achieved.

A new air-ground unit, established to study the large
air~ground; ground-ground, and ground-alr operational nets,
originelly had concentrated only on the reconstruotion of the
Far Eastern portion of the nets. As the interﬁation&l situa-
tibh deteriorated toward the end of the year, hovwever, more
and more emphasis had to be placed on the European Ares.

Military Baudot analysis was actively continued, &nd
provided & considerable volume of Intelligence, as well &g &
broad base for comparison and cribbing intoc the more difficult
Morse. Nineteen new Radio Printer 1links (six air and 135 mili-
bary) vere heard and inmedlately 1dentified ag to location
and unit served.

Increased effort vas placed on the analysis of non-military

iinks, apd on illicit;Y

number of outstations vere identified throgghfcéﬁparisom of

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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} eryptenalytic clements

| '~ Eristing T/A techniques cdﬁtinued to be refined, new omes .

geveloped vith referenee both. to order of battls recovery and
ta'%he'varioua_sigh&ia?aspects of trefflc anslysic [net rsoon-
ﬂt?nﬁtiaﬁg reodveéy of énciphered address systems, eto.).
Wenr te@hnique@ applied to call sign molution and further refine-
ments in t@ahnAquas for h&ndling Meseage Serial and Number
{NR} date vere esbtablished. |

The orypt&nalytic ettack upon ths Soviet systemézuas, of

course, the most important single imtelligence probleti faéing
the A3A during the year. Upon this problem vas expended the
work of the largest number of skilled technicians, both crypto-

linguistic, as well &s the activity of & iarge pert of the IBY
machines and other supﬁorting'teshniques such as information
gathiering and evaliuating and the like.

The  8till in the research stags at the end

of’ the previcus year, h&@ inoreased in production rapidiy
until the system vas wiﬁﬁﬂraun by the Russiens in April 1948.

Teohmiques, skills and pmocedures applied t0 [ueed by

the Fapr-Bastern Militavy Disﬁrict and its suhordinate corps )
had become 8o highly devajoped &nd refined thaz the almost im-
mediete solution ef tr&f ic in ﬁhls syscem wes commonplace
wafore the gystem cedsed To.be founa in the traffic in ﬁggemy
bex 1947, N

O 3.3 (h) (2)
PL 86-36/50 USC 3605
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The Loss of both Féa a-ésnsiﬂérabie blow

to the productive effort but 88 & resull effort on othar Ruge-
slen projects bas been intensified and thefprojecta beve been
approached with doubled vigor. Intensified effort an opera-
tional systemns yielded emeelléent resulta both from & nrypt»
enaiytic anié & linguistlo point ef-jigw, and aontribnﬁed 13?g&1y
tovard bullding & more compliote piqﬁﬂgé of Russiam\ar%er 0f
vattle. . S |

An ever-graving realizatio& of the necesgsliy for research
on key generation in &8ll its ph&ses brought ebout &peciai
emphasis on this aspact of the problam. The coming year will
see an intensification of thie erfort. Technigues dsvised

during the previous year prove& ‘efficecious in the salution
: i8

messagmss

, and plans under way
anticipated even further suceess for the following yeer. f
The probiem‘becama more diffioult im Mey. 19&8

when the Russia&s 1n@tituteé & stenderdization of format for

ell three branches of the service. Indicator group and Berial

numbers are now enc ipherea/

| LITCIE CrypLo~1IncelIIEEnte 18 curreucly

obiained since the neture of the system is sugh tha%
minimum servicing is reguired.
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are now being enciphered by means of the key proper. Fromfa

cryptanalytioc standpoint, this shange will meke extremiely
éifficuly the finding of new key and the peiring of igomorphs.

Esstern Europs: The Ruesien influence upon the natlopsof

Fastern Borepel’ which hay been consistently observed in their
politiosl scilons simce the War 2= also veflected in their
typor of cowmunicetions systems. As In the cess of the systema.“
of the Boviel Governmemt itself, there hazs hers alao bsen a
steady incresase 1n.secumity, though es yet these nations heve
not bescome 8o crypitologleally meture as thelr monbors.

Most of the messages interéepteé'frOm the Beslkan countries |

though there bas been some coverage

by U. S. manitqrzng stationég' A team for special intercept
auty was sent to ECASA with é@-&ssignment-of inﬁercapting
Yugoslav messages which hed &‘very righ priority in Jume 1948
whén it became apparent that %ﬁ@re might be & break betveen
Tito's government end the Russiaﬁ;. Very good coverage has
been received op the "bling® (oneﬁyay) 1ink operated from

19. The Balkan and Central Huropean Section (CSGAS-93-D) is
rospongible for analysis of &1l non-naval Balkan traffic
{exsept Bulgerian end Homenean) as well &s the military

traffie of| ,!eeuatrisss
and Icgland on vnich Iictle 1s Qous. 9ee¢ Tab 5 for proe
duotion and personnel chart. i 7

EO 3.3(h) (2)
'PL 86-36/50 USC 3605




intercspting the tr&ffic-of thé Grock guerrilla foroces hes been

excesdingly @ifficult. These forsen do not ocacupy & very vwideo
territory end eonseguently thelr emisslons do mot need to have
high power. A48 2 vesult, thelr sigpels are {00 wesk for inter-
ception vy U. 8. fixed monitoring stations. Speciel intercept
ptetions, set up Pfor this very purpose, vers unsble to get
close enmough for fevorsble results.’C Incidentelly, this
experionce muay bse indicative of the sort of development which
a povernment favorsbly situated, that is, with & lerge arss of
contiguous tépfitory; may adopt to prevent radio interception.
For example, the Soviet Union with its vast spsces may adopt |
& system o using a neries of laou-povered rédio stations,

etich oapable of reliaying & message for a relatively shert dis-
tence. Suok 3 procedire mipght approximate the security of
land lines if intercept'stat&ons oould not reach & favorable
position for interception. Net apalysis was dirvected to Yugo-

glav, Albaaian, and Gree: (Guerrilla) networks. The Yugoslavian

Their highly complex air network ie felrly well_reconstructeéﬁ

and partisl recomstruction of the

petvorkts have been effected. Reconstruction is

complets for the comperatlvely small Albanilawn

20. A large voivme of Gruek CGuerille traffic w&é/ia%eraepteﬁ
 See pv.

by | end forvardsd to ASA.
o' ThIf ¥eiove. M“"“"Nmmm%” e

TR0 3.3(h) (2)
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and is nearly complete for the police net, but the small vol-
unie of intercept has prevented reconstruction of the militery
network. Reconstruction of the Greek Guerrilla Q¢tw0Pk: &

complete and constantly changing net operated by Merkos' forces,

' 1s virtually complete for stations in continuous existence
" but much short-lived activity is unidentified. This network,

“on which work began near the end of Fiscal Year 1947, mushroomed

into a major T/A problem involving approximately thirty radib
statiéns vhich operate in all major areas of Greece except

possibly the Peloponnesus. The network also has stétions in
Bulgaria and Yugoslavia and for some monﬁhs vas tilied in with

the Russian 1llicit network. For Czech traffic no work has

been doné on the illicit network

Poland's apét is cqmpletely'reconstructed, but the

has resisted

solution through leck of sufficient traffic. Partial succes#

has been achieved on the

Bulgarian traffic analysis and cryptanalysis vas confined

bxnce the British do the work on //

the air and police systems of ﬁhis government

1553 vere 1n readable systems, 626 uer

unreadable, and 1095 were plaln»text meesages.g The pollce
sysnems produced 5110 1nterceptsa94 wh?ch11500 cre reuaable,

1861 unreadable, and 1749 in plainwééxt, All 155 of the

EOZ&3(h)Q)

PL 86-36/50 USC 3605 -
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~in 1947 2030 uucnciphered moseages verg intercepted &s eg&iﬁét
27 enoiphered, in 1948 these figures vere, respectively, 1553
and 626, .
In Czech crjpt&nalyeisy"ﬁork wes done in 1948 om ni@é

ezplolteble systems, comparsed with only four in 1947. Figu?es
ar this treffic for both 1947 and 1948 are given for eompari«

sant /
1947 *9#8'
Cipher Messages 5904 9098 .
Pransietions : 390 1635
Piain Text Messages 9794 12015
~_ Trenclstions 190 615

& simplefmmﬁaslphabéﬁic

substitution system which is completely resdeble contimues to
produce the bulk of inteiligencee Thefvolnm@fef intercept in
this system roceived from Jsnuary to Jﬁne 19#8 ves 300 per

cent grester than in the coyresnané,ng perﬁad of 19%7. The

polyalphebetic snbwﬁituﬁicg &30%@&3/ are,

novever, the ehiéf‘aygﬁems used by thé Qéecné”and_mast suphasgis

was pleced cu them.

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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The axpio&tation of police traific of the

Gzeeb government, as well as i%s plein bexd, canﬁvibuﬁsd gp?azly

in m&&img evaileble ae&urate information about Oaachaﬁiov&kya$
p@?nxculariy iz the event?ul wonths following the Compunist
coup in Febvu&ry EQ&Sa During the fissal yeer, 33 Czoch mos-

:s& gee vere eit@ﬁ‘\\ &s compared with
eniy four in 1947.

Policeo messages ré@e&iad the method of oparation.of the
Faticnzl Sssuplty Org&nizaéiog\ﬁa Siovaelkia, Communist penetrt~
tion into all faocets of 1life yxﬁa;itieal, educationsl, religious,
and methods used t0 meke the pcpulﬁ%ion conform to Communist

dogms, &3 well a8 means of aurvaillance, the eliminatiop of

- disgenters, and revards for coil&bor&tars.\*

Despite difflcultles In interception of Greek CGuerrille




Doc ID: 4323900

T

E0._3.3(h) (2)
PL 86-36/50 USC 3605

ﬁr&ffi@xby ASA monitoring stetions, voluminous tyaffic wés

jnteroaptod end this had e high priority

in processing. The progrese of operetlions involved constant
ad jeatment i prlorily assigoments on the various single and
docthic trensposition systeus used by vhe forces . of Gemeral
HMerkos, and the transfer and tralning of linguisie. Volume
of bf&ffie_ﬁeaeiveﬁlrose from en: average of 1200 o 3000
meseages. & manth. Cuerrilia traific grev increaaiﬁgly oomples
fron- the early single't?&nsposi%ioﬁs recoived in Avgust 1947
-%o;double'transpcsitions with complen indicator patterns.

~ Five other gueryille systems in which comparatively little

traffic ﬁag received becanme completely readable., This vasg
lettor, digit, end mixed traffic, and included polyslphebetic
pubstitution and additive systems. The intelligence derived
from'eha resdeble Oreek guerrille traffie was the primsry
gouvrece of iﬁfomma%imn on Markos® Army, and included such sub-
jeote b&s onder cf battle, conscription strength, %roep ROVE=

wments, battle reports, supplies, atrocities, eivilisn populiee

- tion. propsgande eeitivities, and the Greek Nationzl Army.

Hungavian

Tho problem then vwas one of g?c&uctiong\

’w&s veadebie until goon aftor the Commumishk eovap egﬁM&ﬁ”n
1087, bhey tue oFf the three new systoms whish rgg&&ééﬁ the olider

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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& total cf ?5,32? Poiish messages vere reogived during
x%ha yesr. OF %hese, **x\ 5756 internal police‘

ané security, 156 militery (Frontier Guard), 59 air, and 600

wlwbrkers° Party. Cryptanelytic studies were m&d&a

Explgitahle systems were ehicfly the lover echelon systeme of .
the Inﬁernal Becurity Corpe (KBW), one of four Fronzier Guard
systema, three of the four &ir systems, and the Workers®

- Party. *1 during the.

yorT . | _ |
Thougﬁ‘the serial numbers of Romanian Foreign Office
messages shéyed that 12,926 had been sent, only 1533 were

intercepted.a intercepts provide the only soverags of

intervnal nets. There was no chaaga'iﬁ the systemyg used by the
Romanien Foreign Office during the year, However, the new
Communist Féreign Minisﬁér had completely reorpanised his
ministry and was expected to introduce new orypiogrephic sya-
tems at any time. The Romanians used sdditive enciphsred

¢ode and the Hagelin machine., OF the Romanian intelligence
servieay_TOQQ messages were received and about 2000 transleted.

Leck of quelified persomnel for trenslstion hendicapped this

pro ject.
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Yugoslavia eppsers tc be using the same typs of crypto-

graphic system for 813 its highsechelon treffic. Intercepts
numbered 98,654, of whick 41,148 were Internal commercial
pisin~-text, 16, TTT unidentified
{thought to be militery or air)}, 14,787 ai?, 2,901 military,

and the remainder lowgrade milltery and poiice systems or

| Gryptanalytic emﬁh%ais wae plsaced on

top echelon traffic and‘aolntion ¥es achie%ed in three high-
grede systems. Work aaati&ued on low grade militery, &ir, &ud

polioe systems with suaeesa in seven casean Considerable

effort was sxpended on the pvoblem of detepminiag the msthod
of key generstion andé for ﬁ\tim@ 3% lookéﬁ%as if puccess woulid

be achieved in'reeans%ructing‘the method. 3Ho@evgrﬁ this proved

& felse hope. Reocent changes 1m the tapwgrade gysitens iv the
direction of hlgher goourity m&xe 1% improb&bia thet these ays-
tems will be readbble in the future. ‘

0f 11,583 intercepts of Alb&ﬁi&n traff&cp 3,683 were
transleted end were chiefly v&lu&bie as inﬁelllg@nce in portray-
ing the wmilitary sisuetion in Greece. e |

-

Otheyr Ewropeen Cemgg*ie l ﬁ 1ike most other

governments vhose traffic has bsen studied by the AS4; bave
been grovwiog more effisient ln Gheir cﬁmmunicatien$u Vciuma

af treansletions doubled ﬂuwzmg the yesr &m@ oona;merahie SUG-

coas wes schioved on netb. reeaverg

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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vere generally readasbls. The ohief nev cryptanalytical pro-

vhich wes just about veadeble when vithdrawun,

Rwhieﬁ{replaced it. Sucocess in the latier sage was

made possihie toéar& the eud of the fiscal year by en egregleus
| For the fivast time in ﬁwo

i one~ha1? e&ra 1t wvould be poasible te

the most secure types anﬁ thc jeast securen Production figuﬁéa

for 1047 and 1948 are as fallawae | ; :
1007 1948

Intercepts . 75.658 - 83,044
Decrypte L 36,321 50,799
Trenslations _ ‘3*E i2 2905 22,213

In addition; appronimanely 1755DGG piain»text mess&gas vere
pvoee°sed in 1948,

Intercepis of «twaffi&ifeli ff snarpiy to 80 per

cent of the mumber received im 19&? and SO par cent oi vhe

number received lo 1946 This va& noz tne f&ul? of intereept

feciliities but rapregents a real aecl.nc in the nﬁmhel of

O 3.3(h) (2) -
PL 86-36/50 USC 3605
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} been employing for aometime.‘ Traffic in both these nev systens
EE@Main@ scanty. \ : |
Current Ausirien systems consiat of ong system introanceé

in January 1947, made readablie in october o? that year, and

three nev ones whiech are too sparlngxy use& fcr gsolution. The

Austrians geent not to be cryptalogieally sophistica%ed.

0f Portupusse systems, the ASA works only on the

Thirty-eight measagea wepw inter-

B cevﬁed and eight decrypted, six being translatec. In regerd
%o Spain, ASA's coumitment was limited to military emd[ ]

Pll nillitery intereepu had been provided

by the British wvho diseontinued coverage late in Fiscsl Year
19#?gbseause of the lov graede of intelligemoce. Ouly 79 mili-

wary vore veceived during Fiscal Year 1948

E and siuce traffic vas su Light, ne vork hss been done on these

2 systems.

ASA vorks cnly on the mili%afy comuunications of

Exeept fow

nilitery and air plain-text message transletion, litile other

work heg been done in this coangebion.

. b
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The Rear Bast: The traffic of

the Near East21 sontinued to be studied &s herstofore and.did
not present very serious bbstacles to cryptan&;ytie solution.
At the boginning of the year some problems ueré-presented by
the fact that headings on the messages ag.recéived were in

Argbic and therefore could not be read.by the iqgging clerks .

Moreover, there was an exceptionelly long delay between inter-

‘ception and receipt by the ASA.

In the Arebic group, machine technlques have been use@

for decryp%ing traffic, thﬁs

permitting the personnel assigned to this work to accompiish

a greater volume of ﬁroduction. Im'additiongh& fev axﬁémpts

at machine decryption of Irenian m&teri&l-vaﬁe modera%ely-

sugoessful, Afghan syatema have proved 'i:.x*cmhi,eaa,omfa owing to

very little traffic and d&ily changes of key.

21.

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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E - Freduction tobele for the Neair East group in 19ET and
% 19%8 vers as follows:
o 1947 1948
\\\Ing@rceptaé 20,470 35,120
Desrypted 15, 420 25, &62
C

Yranslebet . 5,827 6,8

| She Fer Beste

%Ghinsge interespts of whioh there were 21,4%% ip military aye-

tems, 51,985 commerciel.®® The three air mission - air attache

systeus,| vere

BOEPST cent, 70 per oentg and 60 per een%“ragd&biﬁs respess

%i@ﬁiys but the Joint-Service ettache system is unfortunstely

o0 11%@1@ Communist Trafific BAS DEGR INLOPGeDPLet ror &ny
%@?iﬁ&%i@ff@?@. |

Indénaﬁi&n militery traffic centeins & aaﬁsi@awabl& -
ber @f-ﬁé?&&ges in pieip 1&mguég@2 together with & variely of
¢ipher tréffi@, The plain-tect meterisl hes been siudisd with

profitebie results in peeducing intellizencs.

22. Chinesyl problems were braps-

ferred 0 UBAY &% vhe begiruning of ohe Piscal year.
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The Lotine-duerisan Qrovnn:  Yhe Srofflic of tern Soulh Amgri-

on couRtries contimwed to be siudicd intsnsively.

Avpentingt his beds using eighd aciive soeolent, oke of

Lroirnetoxt Initereddos vers tranelatsed or sumperised.

Bolivian treffic veg virtualliy 100 per cent reagsbls eud
interoepbs increased 40 pey é@n%. 0f & total of 422 code
interaepts. 199 vere tropsisied oy summarized. Also, 115%
plain-text méasaga& were regsived snd 66 tromsieted or sun-

werined .

Subsbantisl progress ves made on oods w@séve@y {13,607
code vaiuen reeoverad ) in the Bragllisn systems. OF 3567
encrypred messages recelved,; only one waé not decryphel, awd
133¢ were translated or summarized. OF 3218 plalv-bexb mes-
é&ges recelived, 132 wvere hrenslabed or summapiged.

Chilecn systeme offered 185610 a$ n& tméuble, While
there was & decline in the totel volume oF interespts, there
vag an imcvesss 1p the trensictebles volums. Enoroypbed inter-
capbe pambeved 4725, of vhieh 030 were deoryphed and 1360
trapsieted or summeised. ia acdiflon, bhe seguning of 1212

piain-text mepsdges produced 34 transialtions oy summsries.

The situation in Colombian tvaflic is relatively wnohangod
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sipge the lest peport. Though only G006 encrypied wessages

vere lulersepbed, 916 decrypiions vwere made duning the year
and 545 megsages vere trensiated oy summBrised, piug 110 traps~
jetions ous of 5276 plalin~texl messgpew roosived,

The Bousdorien

The Pargguayen systen ones more must be repartéd &g
strongly resisting solutlon, but only 112 enaéﬁeé nességas
vepre intercepted. A totel of omiy 12 of the 290 plaip-text
messages rocelved vere tramslated. |

Peru pregsenvs tvwe cods precovery probliems aund pae &lr

The ﬁ?&g&&g&ﬁ situckion remaived unschangead; one gysten
_ié reedable and eacther 90 per cent réad&biﬁ, Only 36? L
erypiet messages were received and 369 desryptions made daun
- ing the yeay, of vhich 128 were pranslesed or SULIREPrized.

Thers has been eun incregse i volume of the Venezuelon

ves oniy 5826

cryphographed messages vere interoepbesd, only four oot helug
deorypted. Twe hundred of the decryphbed megzagss vors triws-
teved oy summarized in sddition to 117 of the 3676 ploin-text

intergents.
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0f Central American systemé, & nevw Guatamalan military

Hoaduras sent only seven mes-

segen; Nicerapuen systems are completely reedablie, despite the

introduction of & new system; Coste Rican traffic is too light;

and in the case of Mexieco only military ebteche traffic is

&

regaived. Tr&ffie from Mexico and. Saivador 1s considerd to

be 100 per ceny readable.

D. Analysis of Productlon Flpures
in terms of production of intelligence, the following
figures furnished by the Geneyel Cryptanclytic Bramch will be
of significence, though they cannot of course be expected to

refiect ¢ total pevspestive of the yeaw'is work:

Total Monthly Avge.
Intercepts 2,520,007 210,008
Original Messages 2,504,222 192,018
Pialn Text 1,502,430 125,202
~ Emerypted 801,792 66,816
Encrypted Messages: .
In exploiteble systeme 361,372 50,114
In research - #po, 435 35,203
Boit vorked on 17,088 1,490
Megsages decrypied 216,119 17,510
Messages Published:
Piain Text 7,591 633
Encrypted T o208 5,600

It will be noted that 45.1 per cent of the totel number

=

of encrypbed moygsages vere in exploliable systems; 52.7 peyw

cent vere in various stages of resserch:; wvhile only 2.2 per

cendt wore not worked on, cither beosusce of lashk of suvficienv

sraffic

in the given system or lack of gualifisd personnel
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- for procesaing the traffic im guvestion. 07 the total nuwsber
o} wmessapges decrypted, 67,205 {or 32 per oenit) vere published
in the Deily Bulletin, the peek of 8,202 fop April 1948 being
%ﬁe highest slnce the war. In eddition, & total of 7,591
plein-text nessages also eppsersd in the Bulletin, meking a
gotel of TE,795 in 211.%°

A ccm?&yison ef proéustlon figurez for the Piscel Years
10487 and 1983 will be significart in refiecting. %e e limited
exteony, eaﬁtain trends:

1947 Totels 1048 Potels

intercepts - 1,534,866 2,580,007
Original lessagesn 1,298, 0850 2,30, 222
Plain Toxt 173,918 1,502,450

Enerypted - 826,171 801,792
Lnerypted Msssages:

In exploitablie systems 536,296 361,57
In resecarch 21,4735 4op L35
ot vorked on 62,464 17,984
Messages decrypoed 178,271 210,115
Hiessages Published: - .
- Plmin Pext 8,725  Ta59%
Encrypted 51,5480 © 67,205

Perhaps of greatest signlificance iz the 317 per cent in-
creage irn the number of plain-bext messages recelveld iw Fimzeal

Year 1048 az compeared to Fiscel Vear 1647. In fast. there was

2%. The discrepaucy betvesn these figures, vhich were provided
by the cryptensliytic wunits,. and those of the Bulleiin
itsels {85,60%) are an usuel cmused (1) by differencen
in the point at which the couwt wes mede, and {2) by 4if-
ferent eriteris of precissly whaib constibutes & “message.”
Thet 18, & mulii-pard meswage mey be counted eitier onasa
o by paris. '

3,
e
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& five-fold imereess in pleinetent inbevoepts gupriss Fisesl

Year 1048, with o steady imcrcane from & total of 39,143 mss-

sages i July 1947 o 215,428 in June I0U8, o pesk of 273,888
| . . ol N

bedng redched in Apeil 1048.%7  There var elsc a T.5 per cent

incresse in the number of emcrypted messeges in explelisblc
systems and & 20 per cent lacrease in the nusber of MessEges
Gecrypted, despite & 2,2 por cenl deorease in the total mmber
revoived. Kot to bs overlooked 15 the TL per cont re@usti@v

in the numbsr of messages not worked on. These are noteworthy

achievements, particulerly ip view of the fact that there was
e peracpnsi incresse of ondy T4 in Fiscal Year 1948 as comparoed

%o Figoal Yesr 1947 (Tab %),

muybﬁwil stely 00 per oont of thi
a in the 5u&sﬁ&r »ﬁ01§c N 1<
repsfﬁa

7
R
&
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CHAPTER IV. SUPPORTING STRVICES

o fasilivete %na vperations deacribed in Chepters Ono and
of Whis veport, the ASA cantimued to employ & lavge numbsy
&Y penpic ongeged ir providiag @upp@f%ing services of bhrew

iads: (1) I8 and obher highiv-coumpler machinery, (2} the

photosrephic aué gosreb-ink lohoratory, and {3) the informe-

-ti@n.ae?vicau

There wes B stemdy 00ntinuancs in the improvement oF
vechniquss for processing oryptepaliytle meteriel by IBY me-
chines. The most ROGuble advences were mede in the &nslysis
of mmehxn@ cliphe 240 it the mags proaucuian of eryptanaliytic
&idy for the sculutlon of key-cnsipherxed cole systems, and in
the develag&&nﬁ of ne devices ¢ perform previously impractl-
aal operations. The following nev devices, used ik copjunc-

tiop vwith standerd TBM eguipment, weﬁe rut into use dupiﬁg

the vear: (1) vhe alphsbetic cellator, (2} the

snalogue, (5} the ﬁaaei Genevaser, (4} ﬁhe

Chainisg Test, (5) the aléapurpas wire-contact relay pa
{6} the sape vorkageet, {7} the A ﬁéy« Snelogus, 10}fth&
Thresholé Dieeriminateor, {9) the cﬁu@a device for @mﬁ@‘ gperahe
ed typeuriters, {iC) the chealking u&éﬁxfey the bsm&mv«@vfwwn-

ing devise, and {11) isemerphic pattern puwg hﬂwﬂ

Unsesages decedsl by IBY procssses eame wo an
of 67,840 in addition to ebuut 2,000 decodes vh é& wers pro-
gored imcidentaliy to other operesiocrs.

\ EO 3.3(h) (2)
64 _ PL 86-36/50 USC 3605
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The tobtal number of IBM machinss in use during the year

vemained falrly constant (154). The mental for these was
$2503059.3Q, lesa than 10 p@é cent of which was for the sving
shift. A total of 64;010,300 csrds were used with those ma-
ohines & & cost of $57,740. Coste for this item rose sharply
(4% per cent) 1u October 1947.°2 A total of $27,417.85 was spent

on £l11 kinds of paper used with IBM machines. In addition to

the IBN mechines just discussed, the ASA constructed in its

leboratories & number ¢f speclel wachimes for cryptographic
and, in an even larger number of instences, cryptanalytic
purposes. Among these vere the Mathews differencing machine

and the moponomedinome reader, used successfully on Balkin

"Traffic,

Tufning pow to the highlights of research and development
achivities of the Agency., work vas sta@ﬁ@d on 8§ nevw type of

endeavor, represented by developments such as the cipher ma-

chine setiing generator, an attempt by pure reseerch to push

forvard the frontier of knovisdge in regerd to cryptanaiytic

principles of rotor devices when applied to unpredictable

motione. Many promising fieids of theoretical research have
been stopped because of the impossiblliity éf mathematically
predicting their vesults. This weching wi1ll compuite end chart
such mobions which cannot be caiculsted and mey eventually

derive nev methematical concepts capable of mredicting these

5. From $0.66 to $0.9% per thousand.

< e o U AR T e o
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very importent statistics.

Ir the electronic field, & stari hos beeor made on & geli-
ere) purvose coryptanslyiic eid which, because of its high
operating speed &nd versatility, eould be used op & mulbiplie-
ity of eryptancalytic problems. An elecironic tape compsrator
ves the result of this study., and by ﬁsing perforeted tele-
type tepe opereting &t speeds of 5,000 to 10,000 chearacters
por second ASA has promise of a very useful oryptanslytis tool.

In the field of photograpny and sesret inks, ney facili
ties vere introduced on & limited scals for the qevelopment
in laboretories at Headguarters, ABA, of color transparencies
made by photographing c¢laessified material which could mot be
sent te the manulacturer fcf processing, &s le the ususl pro-
cedure with unclassified films. A& strike of ITT communications
workers affecting one of the Shamrocl sources reéulteé in &
sericus curtallment of traffic from Jéﬁu&ry to Mereh 1948 bub
production hes sinee been brought nacl t0 noxmal. Abbeupts
vere medo to deteruine the degree oP reconsiruction of rotor
wivings which eoald be mad@ fyom & photograph of & rotor and

1.3

L)

wag found thed 80 per cend of the vipring could he recoveread.
On séver&l occasions, the facllities of the labafﬁﬁary vere

iled upon by counterinieliligence sgencles Lo effect surﬁepﬁiw
ticue entry inic the mall of poroons under survelllence by
thone egencies. On edoh occemslon, sueceseful entyy wes made

and the conbenis subjected to roubtine exawivation which in-

ciuded complete photostating. Testy were made of tvoe subsiznces

.‘9-
ﬂ?’!é’ l
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EO 3.3(h) (2)
PL 86-36/50 USC 3605
sasily gvailavle in the ficld (ebtrabine end haleseps, uwsed

k]

for anti-roigrie and waley purificsition purpsses) o determing

mvbhasr they could be used for seereb-ink meberieis. bub the

benns provel theb thoss subotonces vers wnasbisfoeiory bee

 spuse they werd tov escily dohecist. Keseareh on othey mab-

ericis of this kKind continves. The Gewman secret-inks testing

xm@sz Imown Comilieriy ea the “Wurlitzer Ovgen” wes aftew
\“\ﬂs@z‘%ﬁz%&ﬁ@ study disessembied and some pavrte rotelined for wmis-
eemam;ou% paes. For the Atonic ¥nergy Commilesion & gpecial
fluamsc@nt werltinge ink ves developsed for identifving pholto-

g’xs'cs'sms &m focuments . Heseswrch was alisc conducted on the

'«ma?m 50 ef with o view

0 x&@ﬁncm&: thae tiwe required vhich Fformeriy was the major

pere 03‘5‘ e Gay. LAfver several unsuccessful atbempbs, gulelk-

wn el

3@&%2&,& &J...L 7 am«l%s&a vrovided & gebisfeectory answer to the

' ,g.x?csmem howe been mado in Tyom Two Lo

Curen hm'em'. snd the reproductions are of e high cualitby.
Cherret documents fvom the destruction of eryptomnchines weve
studied for jpossibie reufebllivy esd rosomuendetions oy im-
proving d(wswtzf‘ucm@M technicgue wers made,

Some ides of the extsent to which the iﬁﬁ’om&ﬁﬁ.m@ servies

eselebed Su epcompliishy

o the resulis mentionsd ln pracseding
secrions by supplyvine collstersl inPormabiow will Lo obbelnet
frow nebing thet Guving the vesy o totel of 27,185 regueste

for dasn wore sagversd, sng 180 speeiasl publications and re-

poets wers aetc, il sfditlicn o supplying 5 &\}J foolnotss ©o
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mesesges vhich appeared in the Baily Bulletin. Collatewsl

informetion from other scurces wal of porticular value in

econvectlion with the pleis text problew. Kot coly were the

steff and operating divisions of ASS provided with coilsterel

informabion, gimilar services vere oitended to CRAYW, 1D,

Special Projecbs Section of the State Departwment,; USAF, spd

Cia.
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