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BACKGROUND

There are potentially both operational advantages and cost savings to be gailneiilby.* a
Third Party exchange agreement. As might be expected, assessments of these
advantagea/c atly depending upon one 8

costs of obtaining this material are often substantial, if the time spent by pohcy makers
negotiators, staff coordinators, material handlers, and office help are all added in. Since,
in addition, a reverse flow of material] Jto the Third Party is
usually part of the bargain, the total dollar costs and U.S. man hours involved may exceed\
those which would have been required for an equivalent U.S. effort. |
But considerations of cost and cost effectiveness are usually secondary in| assessmg i

the demrabtht! of a Third Party exchange. Focus is generally on the,

(B} (3)=P.L. 26-36emmmmmni Al__gq”not infrequently, alter tunding limits for| !
" résiched, a decision is-madd pwith a Third

(b}(ﬂ

‘ Party, whether or not this would be cost ellective. | |
: ""‘:bnot cost saving, is the primary objective of Third Party exchanges. ;
n parallel with claims of Sigint operational advantages or of cost savings to be
derived from the use of Third Party resources, several arguments are available to jusufy

Lhe risks entailed in exchanges which foster the dev ment of Third Part

/ Finally, in a broader context, there are occasions
where current national aims make it desirable to broadfn intflligence, including Sigint,

relationships with a Third Party, though beneﬁts to Sigint may be minor or

nonexistant.

To each”qf these argunients there are counter arguments, which are, in turn, subject
argument.s and counter arguments, subjective judgment and objective fact are hopelessly
intermixed, the pros and cons regarding the points made in the preceding paragraph are

(b}3)-50 USC 403 presented below in the form of a dialogue. The aim is to give e clear and forceful
(b)3)-P.L. 86-36 exposition of the two opposing views. The arguments against loosening constraints are

designated "Conservative” and those in favor are labeled "Liberal.” The phrasing of the
points will attempt to reflect the conviction, even emotion, with which the issues are often
viewed by each side.
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General Spread of Cryptologic Knowledge/Awareness AP PRI 8 AT I

Conservative:

There is no that general crypt.olog'sc awareness is likely to increase e;ther?
with or w1thoutﬂ @ssistance to Third Parties. But Sigint success is a functzon of
the ability to stay ahead of target Comsec development; and an ability to stay ahead is, i

turn, directly dependent on the raie of that Comaec development. Cryptologic a.s:nstanee

to Third Parties will, without question, increase that rate. / i

Liberal:

The underlying rate of cryptologic development throughout the world is faster than
ever before and getting even faster. Cryptologic literature in the public domain
concerning advanced analytic technigues is proliferating. [nexpenswe high grade
cryptographic equipment is readily accessible on the open market. It is hard to imagine
that the rate of Third Party cryptelogic development can be much affected by a gradua]
broadening of selected Third Party exchanges. ; B

Conservative;

cryptolegic assistance, even if the material provided is theoretlca y within a Third
Party's cryptologic competence, that action, at minimum, narrows that gap, bnngmg the
actual state of a Third Party's cryptologic progress cloaer to, if not beyond, thab which the
Third Party could, in theory, achleve on its own. ;

Liberal:

Excesgive, sometimes paranoid, concern over the alleged risk to,"cryptologic
information already in the public domain can only hobble, needlessly, U.S. efforts to deal
with present realities. Third Party Sigint capabilities and aspirations have advanced
greatly since the early post-WWII period. What were regarded as necessary and sound
security constraints then do not have the same applicability today, ‘

Conservative:

Neither sound Sigint security pr),nclples nor sound banking prmcaples have been
generated by paranoia, though both are periodically out of popular favor in both cases
the price of putting long-term system stability at risk in the pursuit of short-term
advantage is very high; vide, the current Texas banks/savings and loan crisis.

Enhancement of Third Party Sgtﬁrity Measures

Conservative: ;
Some degree of control over the further dissemination of crypto]og-u: information ﬁ

I.nmhnhhuhunhmdmuhhmnmmfmnge arrangement with a Third Party
: It is-also-questionable wheth_er,,hml,_t;_n,g,,t-_h_q,,,_____mfj:;;:::\

distribution_of material which would have been passed en by the Third Party in the (bU3)-P.L. 86-36
absence of:constramts would justily putting ‘ﬁe additional material

supplied to or generated by the Third Party as a result o pssistance.
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Liberal:

We have seen again and again that when we. have set t:ghter secunty rules as a
condition of a given Third Party exchange, the Third Party has mshtuted and %0 far as
can be determined, abided by such rules. T .

Conservative:

Nations are said to have neither friendl nor enermes merely mtereats It would be
naive 1o believe that any Third Party nation will obssrve its solemn covenants if it suits

2 Jironically, it ll| ! Ivhlch we_are
moving gradually toward de facto Second Party status, thereby maximizing the risks of

I.numdm:n.niptomxse and technology tnnifor after, and perhaps even before. such

Advanced Cryptologic Capabilities of Ccr;a’i p";l‘hlrd Parties _;':

Conservative:

Some Third Parties do indeed exchan amon themulvu material whmh

IBut a Third Party success against one target 15
by no means indicative of a general capability against sim!lar targets or of a knbwledge of
the most effective techniques for achieving that lnd similar successes. In many
circumstan Sigint success has been less the result of advanced cryptologic

__.skilt than of the breadth of. theSlgmt effort, a breadth of effort not, for both

__geographical arid financial reasans achievable by any 'Dhlrd Party nation.

by Liberal:

EE;%?LU;? 34603 T The :advantage" in geographical breadth’: of effort s steadily decreising as

. cooperation, especially intérregional cooperanon between Third Party nations in¢reases.
"~ And certainly there would be only minor financial constraints on:should
"“theydemde to embark on a much expanded Sigint et'fort

Conservatwe

This becomes agam a ‘question of the degree and of the rate of development.

jon cooperative arrangementa. in the absence of example and assistance from
L T, [ entrally dlrected effort. As to the breadth

pffort, though some increase 18 inevitable, i be much slower
an with the transfer of eryptologic technology fro

Liberal:

Where a Third Party, such axi | are friends and allies, we ghould look with
favor on an increase in their cryptologic cepabilities. As the relative power of the United
States in the world decreases, our interest in developing the competence of our allies must
increase.
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Conservative:

A friend and ally today may or may not always be a friend and ally. Cryptology is an
area of technology devel()pment in which the Unit.ed Staoes at.ill holds a sybstantial lead

|t5e means of achieving a technological preemmence arees in n which weare b' !
now struggling to catch up - it seems ill-advised to trade away our “technological lead for | fb%;goLUgggt‘m
marginally 1mportantﬁassmtance ) {bY3-18 USC 798

Liberal:

Ag previously mentioned, it is often desirable to enter into aThu'd Party agreement in ';‘:
]
This has particular relevance to nations]| Jwhich have or can be expected to
develop a substantial cryptologic competence.

Using Sigint Assistarnce as "Quid” in Broader Negotiations with a Third Party

Conservative: [ N (b)(3)-P L. 86-36
hird-Partiés with a modest amount of cryptologic assistance may, indeed, = .
on GCeasion, smooth general diplomatic or intelligence relationships with them and may
on occasion be justifiable on that basis, but it is doubtful that the general use of Sigint~
assistance in this fashion js a wise policy, since it usually results in a seriu of elcalatmg
demands for more of the same. .

Liberal: . Abf)
-+ i0){3)-50 USC 403
For better or for worse, Third Party natxons are aware of the auilabihty od:j l(Ia;gs;)-lrﬂ.L. 86-36

cryptologic assistance of the
consgider this as a legitimate

Conservative:

r_;omSigint ends have repeatedly opened the door to & k'md" of
vith constantly escalating demands for more cryptologic
assistance. Not inirequently the negotiating philosophy of the U.S. exchange

infrastructure staff itself has been that it is necessary for the health of an exchange to
.e., by

fostering a continual year-by-year devel I3 c plogic
capability. As a result, an initial agreement
becomes over a period of, say, five years, a significant tranafer of eryptologic tachnology.
As for "cryptologic parochialism,” criticism of this nature ("arrogance” has been a term
sometimes used} has, over the years, been periodically surfaced by certain members of the
Intelligence Community in reaction to NSA's refusal to permit undue risks to Sigint
material: restrictions on the inclusion of Sigint technical date in end product; restrictions
on the routine use of sensitive Sigint in tactical situations; restrictions on the use of Sigint
as trading "wampum” in diplomatic exchanges. It can be argued that if parochialism is
involved in this controversy, it might better characterize the position of organizations
which, in pursuit of the short-term goals in which thosa organizations are currently
interested, would risk the effectiveness of a weapon (Sigint) of critical long-term
importance to the nation’s strategic posture.
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Liberal: 5 Iy
c to_plani on retreating into some cryptologic Fortress' America or
The era of U.S. military/economic world dominance is over. We must
learn to deai with friendly nations on a more equal basis in cryptologic as’ well as other
areas. I

Conservative;

As U.S. relative power declines, intelligence becomes more and morg¢ important as a
means of directing our remaining influence and of employing cur resources on those
matters and on those future occasions which can be expected to have the greatest
significance for major U.S. interests. We must not blunt the future eﬂ'ectu'eness of the
Sigint weapon by encouraging the development of defenses againstit. | |

QOverall Policy

Liberal:

The conservative arguments against making any basic revisions in the constraints
which have, too often, burdened Third Party exchanges are characterized by a general
unwillingness to recognize that, in any domain, change is inevitabl¢ and that it is neither
practical nor politically feasible to forego the advantages of cloger, less constrained,
relationships with Third Parties. The range and difficulty of Sigint targets continues to
grow, with no realistic possibility of a comparable growth inresources. To
prevent unacceptable gaps in Sigint support, to U.S. military and political officials, we
must make the most effective possible use of all available reaources including Third
Parties. For better or for worse, either because of the greater attention now accorded to

cryptologic matters throughout the world or because of a nat .u'a.l desire on the part of
Third Partiesl we are obl:ged to come out
of the closet and deal much more openly with them about cryp oglc matters,

Conservative;

U.S. economic and technical preeminence since WWI1 has made it possible, by the
sheer size of increased Sigint funding, to stay ahead of many cryptographic advances by
target nations. With the fading of that preeminence, other avenues to Sigint success are
needed. One approach, certainly valid, even vital in some'mst.ances is to place gre'ater

T AbK3P L. 86-36

approach, less likely to be counterproductive, is to focus available Sigint resources, with
maximum effectiveness and efficiency, on targets of major importance, while relying to a
greater degree on non-Sigint sources of intelligence regarding selected targets of less than
major importance.

Whether or not the U.S. has entered a phase of absolute decline there is little question
that the U.S. will cease to act as military policemen for the entire world. Certainly U.S.
dominance in the Far East is no longer a rational possibility. For the purposes of Sigint
planning, it needs te be recognized that Japan, China, and even India are as likely to be
competitors as allies in the twenty-first century, perhaps earlier; that powerful forces
within the Soviet Union are attempting to move the USSR away from military
confrontation with the U.S,; that the economic/political division of Europe engendered by
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post-WWII East-West rivalries is coming to an end; that global problems of
overpopulation, with consequent atmospheric and terrestrial pollution and international
competition for increasingly scarce resources, are likely to be the dominant mternatmml
concerns after the year 2000. :

Liberal:

It is not the place of NSA or of the cryptologic community to direct national policy or
to make national intelligence estimates. NSA's job is to respond to intelligence
information requirements according to established priorities, using whatever resources
are available. It is neither politically practical nor operationally prudent for NSA to
organize its efforts 1o address tasks and circumstances other than those specified by U.S.
Sigint users.

Conservative:

NSA is responsible for pursuing policies and measures to maximize the long-term
value of Sigint as an asset critical to the support of U.S. military and political action.
Sigint may soon lodm even larger as a support to actions in the gconomic sphere. Beyond
that, as a member of the U.S. Intelh.gence Community NSA has a responsibility to make
its voice heard in matters .

The above arguments have no real end and the controvﬂmy no clear-cut resolution.
Each participant/reader is likely to find the foregoing merely & confirmation of his or her
already firmly held views. ;

COMMENTS

It will be apparent that the differences are as much philosophical as judgmental:
whether or not today’s explicit intelligence requiremients must override consideration of
hypathetical long-term intelligence needs; whethér or not the spread of cryptologic
technology and awareness is today so rapid and o pervasive as to make obaolete the
customary standarda for evaluating risks of cryptologic technology transfer; whether the
gap between cryptologic technology development and the actual use of cryptologic
technology ia se great as to require that technology awareness, rather than technology
development, be the benchmark againat which to measure the rigk of technology transfer;
whether actual day-to-day menagement costs of a Third Party exchange, including
planning, negotiation, managem nalyst overhead, often equals or exceeds the
cost of doing the same task with resources and, if not, whether the resources

T3P L. 86-36

whether a less intensive Sigint
effort on various targets of lower intringic priority would serve significant U.S. ueeds as
well as the present effort, i.e., "How heavily should secondary intetligence requirements
weigh in overall Sigint management policy decisions?” and "Are non-Sigint sources
adequate to deal with such secondary requirements?”

These questions reflect problema with which the entire intelligence community is
concerned, but they should certainly be addressed initially by NSA, on whosa special
skills and experience in Sigint matters the Intelligence Community must rely. The
ultimate decision on questions relating to intelligence priorities and the tasking of
intelligenee sources lie clearly in the realm of DCI/DIA/JCS/NFIB, but NSA's vote even
on these questions should count heavily.
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Some actions which might help to further sort out the issues raised:

* a more thorough examination of the question of the cost effectivenesa of each
individual Third Party exchange. A rigoroua cost accounting review by
“outsiders” might suggest some useful modifications in one or more of the exlstlng
exchanges. '

+ a(re)consideration of the cost-benefit of Third Party exchanges involving t.arget.s
of lower priority.

e a review of U.S. Sigint posture vis-a-vis Third Parties for the future, assuminé
major realignments of international power relationships aver the next 20 years.

holds a BA In International Relations from Yale Univeraily, an MBX from
Harvard Business School, and a Doctorate in Jurisprudence from
American University. He is certified as a Special Regsearch Analyst and
TrafTic Analyst.




