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• ... (8-CCef This paper continues and augments the discussion conlaineci in Part I. It 
illustrates that High Frequeru:y (HF 3-30 MHz) will remain as a valuable asset (o SIC/NT. 

De_spite a sh'iitoftr,~ffic lo.oihec.~ir'~uit~ I HF _wilr~emain 
an effectiu~ "indestructible ineans of communications· wa( .into the futu're ... A.'t a liff!.e of 
shririkini f~s~lirc~s ·a'nd :~:x.paiiiilni req'it'ireme~t~-~- SIG

0

1NT m~st- intr'od.~'c'e.iieater 

efficiencies: into collection, analysis, ~-nd processing. The,pres~nt collectioh ~Ysterh i~ too 
costly, too geographically infiexible, and too technically.df;{i.cient. It -was :rwt designed to 
confront mergin technical so histications or l 

l."1. • • • .... · ... 

I 
~ . 

EXECUTIVE SUMMARY 

.·_. 

(S-CCO) High. Frequency· (HF);· noi:hinal-ly .. 3..:.Jo··MHz, provi·des 'an· effective' 

communicationsmedium·over distances from kilometers to the· antipode (20,000 km).: To a 
good exten~ the choice of frequency is a function' of. range. ·Thus, for short distances the 
lower e.i:id and for, )ong d~stances .th~ higher encl o.f the !:>and _are u!ilized.-.. '.fhis. fact is 
direc.tiy refl.~cte<! i~' SIGINT target assignrq~g.ts: the army. and. Marin~~Corps co~centrate 

. . . •. . . . . . . - . . . . . . 
on short-ra'nge battlefield communications transmitted below about 10 MHz, the navy on 
long range:sho~e-ship communicati~ns above·1'5 MHz, ;and the air force on·interm~diate 
communications. · •• J : 

•., • J, .:·:' ·~' ,, , '>I ~.I 
0 

I • · • • •' 

(8-€€0) Similar considerations apply to commercial and governmental 
co'mmuniCations:. shcirt-li~ul ,:circuits operate: 'at' the lower .freq.i,iencies. and long~haul 

.-.~(;isuaHy diPl'omaUc)'at Hie higher. Groups beyo'nd'the' la\v are liKewise'con°strained:by the 

same pny~i~s~ Be'cause. oflhe a vaifability of eqtiipmeii·t; the' latter groups'may co.ncentrate 
. • .•. J, • 

near the amateur bands. ; ·' · ,. 
I 

(S CCO) ·A 'number of practical flictor'i; ensure·the 'con'ffnued viaoility of HFf ~ys'tems 

well into the future. Firs~, the ion.<:Jsphere _is. indest~uctib_l.e by man, although !he may 
introduce perturbations usually persisting for less than an hour. For the great powers HF 

• • • i" !· •· • . 1 .- 1. •• .• t ·; r, . i • · ; ,· . • · · . ·, . ·1.• : ·: 1 • : 

thus· constitutes the ultimate backup. !?econd~ for' legitimate user;:;.· (ousmess;general 
!· I'• ! , :. ' ': ·,', ; . ' I~. , I I ', I •: ' : ' ., , ,,'• • 
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public, overt'gi>vemment~l. etc.) a farg~ amortized capital plant already eiists: li requires · 
only mainte~ance and. operating costs and, despite unpredictable disruptions caused by 
the''sun, allows adequa~e cozpmunication~ in_ost of.the time. 

' -. . 

(S:i(JCO) Illegitimate users(e,g'., terrorists; smugglers of arms, currency, and drugs; 
and special military operators) find Hf even µiore attractive. Smart equipments ·are 
already aVa.ilable on t~e open market. They ~r~ cheap, unobtrusive, and easily operated 
by untrained personnel from random locations> The equipment can embody features of 
cotertness that challe'nge present SIGIN'l' capabilities 

Th~se features mL..a_y_a_l_s_o_f1_1n_d_fa_v_o_r_i_n_C_h-in_a_a_n_d_t_h__.e 
L..--~ ____ ___.. _______ __, 

'"Commonweal th of'l11d(lpendertt· ~tates · (CIS). ,,,.o,:"··~-"'"'""' 

' \·' ::,:, -<:. • ·_. ~ -~~<'- ~:. , '' ·;.( .. ''··.· • . ~-., JI, , .• r· 

}~C?O) It may beJ~xpect~d tha_t the Thir1~ vvor~d will cling to their ~xistiD:g effective 
HF syst~ms,alr~ady.a;v~ilable ... Illegal and shi,:i.d9wy elements will tend to einploy new 

"I ·• •• ,, , , I \ ',', " l _ •, ' " 0 

sophistieated, Hf'. app~ratus. The strong na,_tions _use bot~ even as they upgrade internal 
co~m~nic~tioris.ooto ~.pticaiflbers for C0°MSEC purpo~es. . . . · . 

; a. 

. ; ··.:1. /I'.:~'. _ .. · ; "'< .. i· . . • . . 

(U) Conclusions - SIGINT:lmj:>act: , · ·· 

(s 'eco) For :sev'e:n decade~·'HF ·h~s been ·~n outsta~di~g contributor to siGr'NT 
pi-im~rlly\because;in,ost com~uni~a,tioris'of'mtelligence interest depenci~d ~pon this 
nieans .. Toa good etxtent this condi,ti~n wm pr~·v-ru.1 into the imm~diate future.· 

b. (S-CCO) For four aecades most atte~tion .\Vas pr~d~~tiy g~~en to. o~e g~rieraiiz~d 
military thre~t - c~mmunism (embodied by the Soviet Union, China (PRC), and their 
associates). ! · · · · ' 

c.: (S-,eCO) :Tod~y th~:;; co~ve.nient, · identifia~le S~GINT focus has beeP,·_sh,attered by the 
deterior~tion of eommupism and the em~rgence of new threats (military,' economic, 
fiscal, narcotic, commercjal)·scattered around the,globe. ' ' . 

d.';'L----,..~~~~~~ 
e. (8:-CCQ) 'I'.oday Hr usage by the d~«~mposed _89,viet Union, the Third Worl_d, and the · 

.. •. .- I. -, ·'· - . .. ·. •. . . •. .. . .. t .,., 

PRC is firmly entrenched as an essential, effective communications medium. It is alSo 
the mediumof choi~e for ~surg~nts, smug_~iers, .and illegaltJ 1 ·· . 

r· 

· f. (&CCO} With incr,easing responsib~.l_iti~~. decrea~ing funds, a_nd fewer sites. $IGINT 
m;ust introduce fas~~r ~n~l,Yses and great.er effic'fencies~~:One.obvious course _lie_s in th~ 
use of,transportable advanced ~em~te Operational ColJecti~n Facilities (ROFs},whith 

: ' _. . . ' .. . I ~ ·. . ~ . . . . r . • . •. 

include adaptive arrays, and rapid processing. · 

g. (&(\300} Sear.ch r~~ains a vital, ongoi~g dii:ec~ed SIGINT requirement. It must 

(1)' incorporate ~apid, automatic recognition techniques; 
. ; 

. (2) ii:troduce sk~lled~ person~el ... I ___ __;....._ __________ -'-------, 
I 
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(S=Ce:o) Strategic HFTL sho.uld utilize ROFs with their associated smail arrays 
transported to areas of in'terest or pl~ed ab-Oard RF-quieted vessels (ha.v:ing small 
sup~!t~trudures) traversing appropri~te'areas .. :'(Thfee-·well-located ROFs c·onstitute 
an HF D~r.edioriFihding (HFDF) ·net cover:ing:a'specific.area.) The position of ROFs 'or 

. drone's ·cari be accrlrately determined using the Global Posititniing'System(GPS) . 
. ~. 

I • • ' • -" ' 

(6 p00f'i'o·ih1prove effidincy, SICINT $ites Ilitishonduct pei-i&:ik;h~altn checks on 
tot~l system performance (e.g., 'an~~rinas, noise, recei'vetsf'. Su~h chetks allo\v 'rapici 

. ,id~n~i&~tiog 9£,operational prQbleir\s, . '.' .. · , ., . ... :1 • •. : .·: :~. ,. :. ·1 

(U) ~ All . ·~ionospheric predictions" · shobJ~ be assigned to one trl~ervice DoiYen'ti ty 
(e.g., .Air Weather 8erviCe) resp<)nsibie for generating; updating~ arid mafr1taining 
aUi riece~sary DoD and NSA prediction c~des . Answers could'.be provided on ii ~lierit-

1 . b . ' 
-se1yer. ~sis.. . . . . / • · ·.. . , ·.· .· .. ._, 

. (S 'OeO) Fo'r some time the Third Wo.~ld· will depend updn HF'i-ather than· costiy 
sa~elli~e ~ircuits for dipiomatic' and

0

·other ti-affit'. · '· 

(S~C~~O) To cover globally di~persed;~·technically a<l,v~nced 'targ~·ts with. i,ed~ced 
re~olirces, SIGiNT must. implement autotnated -equi-prri~nts,Hnt~'rconn~cted' ·.oy 

I . ~ . . . · . · · ..... · 1 • \. • · • 

ad'equate bandwidth . circuits and mariried by beitet· trained personnel. 
C~mmonality in processing HF, VHF, and UHF signals ·m~j'be pbssible:,. 

r • . . • . • · • • · ""';-:- .,.._..._-;- .;..- - -=-•. ' - • .. \ ' . ··\ ' 

($000) G'reafer interoperability amortg' :the Cryptologic Services. must be 
I - . accelerated. · · · :.· ! ·. · · ~ · · · 

I . \ . 
- _1 - • _. • .••. •• •• • • • ." • \ e .• ; '· .... .. . . ' . . . ';-: ; •.° _.' ;_,'.., ,· . 

(S1CCO) With budgetary problems· ever'y°'where and the inexin'ahle .closure' of many 
pt~sent sites, a greater interdepehde~ce :imon·g all Sec'ond ·P~frtie~ J.si~~~en'tiaL .. -. · . 

4 ··· 1 . ·• ' · l· .. ' · · ; ,. ' . "i 't' .-:·' "; j· ,.. . .. J ,: • •• ... . : , ;.._·· · · : . 

. . ~f?fCCO) · ~h~ con~i~u.ecl pp.~rat.~o~~ of tb~ . pr~~~~~ HflpF Ci~~lud,iqgj I· 
networ.k j's illusionary. The. system is geographically inflexible, technically I· . . I . . .. ~: l •. ,. ·.;: • • . . : . . . . - . .. . . . .I •.t • : ·' • . :• : . - :.. • . • . • . • I I . "' . ~ - ·. . • . - .. : : 

inrdequate, and manpower intensive. It cannot handle geographically dispersed 
emergencies or advanced transmissions. Budgets cannot toiera:te the large 

I 

I 

I. .. 
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manpower costs. Replacements of th~ same size ~r~1 unlilq~ly;_~~jor disiii~ntling is 
inevitable despite the advantages provided by these wide aperturE;CDAAs . . 

. . -· . . ~: I . ... ' ... l . . • . ' - . • . . • : : I .•• : ~: "t. : ; . . , · • I . . : \'.·~- · . " . 

r. J.S CC0rA large ma.rket for advanced HF systems and cellular\el h n \'.v "ll 
: . : . ; . "' . - . . . . . . - · . . . . . , 

emerge in Eastern Europe, the ClS',"the PRC, ··and elsewhere. 

INTRODUCTION . , .. 

: : . 

... ;· .•. ': 

: , · . 

1.1.General '· · 
' .. ,-.: ~ <.-. ... -... I . . . . ' ' . \ · ; 

~S GOO) This paJer cont~nues the discu~sion o~· '~The F~t~re of HF in Cryptology, Part 

I." Part rattempted:'_to illustrate the past tremendous expfoits of HF as ·well· aS\lO show 
that it continues to be a major contributor t~ SIGINT. On the whole, Pa.rt I atterripted to 
provide a brief tutorial and documentary on the past role.of HF. · · 

·, •, 

ts.eee~ r t Ii' th· t ar 
' 

is paper, ex en s e lSCUSSlOn f rom t h e present to t h f e uture: It 
chronicles the 1991 ~iews of the operational group~ 1\ The 
text attempts to place 'some of these views 1n' pe'tspective:1 

\\ \ 

I 
' -. • ' 

'· 

I 

... tS~.cqcn HF is.'1.so, !!_~mple a nd ~ff-~<:}e11.~ ~pa t · it -~~11. conti.11:u~ : ~o b~ used for 
comm\;lnic~ti~n.s., '+'el~ into the Flltur_~·, _ .. H<?\V~ver, rianagement. must. _decicf~ ,wl:iether the 
value derived is. commeQsurate with the cost . . In any event, the present expensive, 

• • • • • , ~ • •• • r • • , ' ~ : , • I ' I , 

inflexible system must be .replaced. . •- _ . . ·I' ·' .. . . ., 
tS-CCO~ At ~his :time ~f rapid ch~ng~, .we should alw~ys reme mber tha t :•eterna l 

vigilance is ·the price ~f freedo~ . " · . · · · , 
I 

, (S-CCO) ~tis ~m~rta_n,tJo ,note that-the nu~lear potential of the former So,viet Union, 
the ~nl~ natlo~ .th~_t\ ·c_o~ld _ ~~stroy the Vf'1st, ha~ _-no,t y~l .. va~ished,"ey~n though the 
'potential for conflict has lessened. Also, an increasing number of nations have access to 
nuclear material. ' o rie irr~tiona l leader 'could concentrate sufficie'nt inwedients ~ooard a 

. . I . . • . , . 

cargo vessel , detonate it in a foreigil"ha'rbOr, a ifd ca use a Chernobyl-like disaster. 
. I . 
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1.2. Radi~ Frequency Usage 
, I . . ·, 

- , • • • - : • • . , . • • • • ~ '• , I I 

(ScCCO) To place. HF usage in perspective, several general, c~mments may be made 
about p~ictices in radio frequency (RF) com~unic~tions. - Fr~q~en~ie's below 100 Hz are 
employed for shore-submarine traffic, and between 10 aJ!.d 60 -kHz-.for long-haul naval 

·. · t~affic (including submarines). The ·primary ~sers of these bands include the U .s:, CIS, 
l!.K., France, and the PRC; India and North Korea also may use .~his spectr'~l region: ·with 
great pow;er military .tensions decr:easing ar:id with the availability of shore-ship lin~s v:ia 
satellite, the continued operation of these lower fr.equencies is . not ·clear. Initial capital 

• ' I 

investme~t costs are high-and cohstructfon"tinies long." 
I . . 

(S-CCO) Frequencies above about 30 Mttz·normally propaga"te.over gehmetric line-of-
• ' • : • 1. • • ~ • : • 

. . sight patl:is except during. unusual meteorological· conditions. ·They are. not consider~d 
·. adequate forlon distance.Citcuits··unless the total ath is se· . ifoted"fo satisC the !in - f­

!?ight criterion. 

I. 

(S-CC,O~ HF can be used oyer paths. both short and lqng .. Jn contrast.to the frequencies 
mentioned above and despite lesser reiiabilities, HF is very effective and-convenient. It is 

I • 

versatile,!cheap, and simply operated. Terminals are not confined to specific locations. A 
rough gu~de t_ci its performance is_ given i~ Table 1. 

~HF' enciphered speech and data are usually interc~pted at _ gr.~a~. dis~anc~s from 
the targe~ via skywave. Because of multipath and the d.ynam!cs oft.he·· iori.o"sphe~e , HF 
propagation introduces considerable variability in the quality and re'liability.,of the 
received ~ignal. Generally the ratio of signal/noise for HF is small~r and much more 
variable than that for .. VHF, UHF,.COM~AT; ·etc . Further.,. the probability of.cochannel 
interfel'.ence in the. crowded! HF spectrum is .far greater 'than in'. ·other- barids:- From ·a 
cryptogra1phic viewpoin~; HF:collectio·ri is not the optimum frequency of choice. How.ever, 
as long as~t~is band contains intelligence .value;.this;traffic.must"be collected.: 

I . . ..• -.· . - ·.- · - .. ; . - . . : • . 

~Collection must be maintained against unique signals not transmitted to other 
bands - ·e .g., ( 0 ; specific frequencies .(to ensure . continuity ·against outages 'on . si"gnals 
normally ; intercepted, (2). specific high-priority targets ; and · (3) 'to cor:npare ' multiple 

stre_ams.- df.collected .:data ... Fur.ther; melding .. the: same HF intercepted at .diverse sites 
enhances the resulting signal quality. . ., ,. · · . ., ' · 

-ffletlnsofar as HFDF is concerned, the order of priority is (1) more yolume, (2).~aster 
I . . . • . .- .. ·. \ ·. ' . 

processing, and (3) increased accuracy. It is well known that as the' Dopple·r sp'read on· th·e 

received signal increases, so .does tt"ie.?pre~d in measured angles and tran~i~ t~mes of 
arri.vaL Ho~'ev~r. t!lis fa~t hlay"n~t sepai~-t~ bad fr~fu good 1bea~i~g~-.;:· .,,_, . ·.: . '·.: . .... 

. ~~ .~'. ·'. . . · ~· •;·":•.;'· .. , _.;: . ~' )l' ' ,,I. ' I , . ·•.i : I• •:; :1-

'f6fl SECRET UM BAA 
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Ta.hie l 

. · .. Factors Affecting HF Sy~~.m Performance· 
. · .. , . .·' .. •: ·.· .. · .... .. It• -,.. . 

RANGE(km) · MODE DOPPLER <Hz> MULTIPATH (ms) 

AURORAL AURORAL 
MlDLAT SPREAD MIDLAT SPREAD 

1- . ·· · , . .. 
'GROUND WA VE 0 0 NONE NONE o:..:so 

6-300 < l 
·:··;, 

< 2o S2 

300-1000 · 1 - 2 . ·· ~60 - l 

_, ·SK.YWAVE : · 

· l ,000-4,000 2 - 3 s 60 < I 

> 5000 , -3 . s 60 < l ., 

SKYwAVE 
I · 

Note 1:. Doppler': Midlatittide fro.:n layer movements;-Au.toral from blob veiocities 

Note 2: Multipaths merge.with·increasing distance .. 

I ··, 

FUTURE COMMl[NiCATIONS USAGE 
. -'· 

: .:_ 1• ·· 

2.1. "General ·. ' · I . ; ·,·.; 

~S-660) HF communications will remairi-lr1:·use for. many reasons. Legitimate users 
have large, depreciated, capital plants. Illeiitimate users· can deploy advanced equipment 
available on the - ~pen market.. New users in· Eastern ·Europe ·and elsewhere have 
insuffiCient funds to implement other systems even as they consider· moving to fiber or 
cellular systems. ··--, 

. . • I . .•. !' 

{9-CCO) For ·intelligence purposes, imagery cannot reveal plans made in boardrooms 
or staff meetings. 1

coMINT and HlJMIN.T become vital for deriving a:nd confirming future 
trends and actions. f HF currently is so effective that it will not soon be abandoned. SIGINT 

must follow . · 

2.2. The.SIGINT Syst~m 

(S-CCO) The present stations, located llri~arily in the Northern Hemisphere, provide 
an aperture of about 300m and a bearing measurement accuracy of about 2± degrees. 
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I 
Operating ·costs are high and their long-term acceptability to host countries is unclear. 
Some geoiiraphic areas contain a high site density with unnecessary duplication. It is not 

I 

evident that such site clusters are needed. The smaller arrays inherent in ROFs imply 
lower accuracies, but this deficiency may be reduced if ROFs are well located relative to 
their targets (i.e., some trade-off in accuracy is possible). Present site performance has 
been degraded by neglect of routine maintenance and unwise introduction of appreciable 
RF noise. ROFs must avoid these destructive conditions . 

L· i 

·-
' ~ . . . 

.... 
r .-. 

(FOUO) Mr. Gerson, a physicist; has· 
l;>een with• W3 since July 1992. Previously 
he had been with R6 and R5. He was .one 

o_f the , found~fs .. o~ _the: !'-ir ·F.orce 
Cambridge Rese~rch Laboratories (now 
AFGL) a~d chie'f of its Ion~'spberic 

· • . ! • • - , . - .. 

Physics Labor#ory (1948-56). He was 
secretary of th~ U~s. Comihltiee for . the 

; ~ ' I 1• • • - l ~' • ' • • ' , ' 

lriterna~iorial Geophysic.al Year (IGY) 
(1953-57), · ~ec~et~ry of its. Exec~~-i~e 
Committee, vice-chairman 'of its Arctic 
Committee, chairman of its first two 
Antarctic committees, and · a member of 
its Ionospheric and Rocketry.panels: Mr. 
Gerson has served- ·as consultant to 
ARPA; . Lincoln .Lab·oratory; ·MHr.e 
Corporation; and Syracuse University 
Research Corporation~· Jle has ·had. over 
sixty scientific papers pub.Iished in 

·· " Americ~n ~nd foreign j~u~nals. . . . ,: . . .. ;, . . .' . . .· . . . 
. While s~rving on the _u.~'. N_a~onal Co1nmittee .for the IGY, ~e sug~e~ted 

transarctic submarine -transit, wrote the report for _tl:ie . . U.S. An~~rctic 
Expedition, and selected the U.S. South Pole site. Mr. Gerson.ls the ·o~iy Agency 

employee to have been sent to both the Arctic and Antarctic; his total TOY time 
in polar regions exceeds 48 months. A survey of his early accomplishments . . . '.. . . 
appeared in Physic~ in Canada, January 1984. 

REFERENCE . : 
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,. I ""Appendix A' " 
• .•:· 

.,HF and the Soviet lfnion' 
T ~ i..: , .. . 

.:. , 

Al. PHILOSOPHY. 
·:; ·,: I ·.: . l· 

.. I -· ' ~ : 1 .. '· . l '! 

....... tS-660) It. is ~.fundamental. fact that .major-world· powers (those with global 
commercial· .and· rhilitary interests·) can exercise military Command, Control, 
Communications, aAd Intelligence (C31)-throughout the radio frequency (RF) spectrum. 

(S-CCO) As techn'ology ·improves;" .so wiil the ability to transmit faster using more 
• ' I 1. • •• , •• ~ : : ~' • ,. 1_· ~ • • , • • 

complex HF ·systems. 'Illegitimate' users 'wfll be .attracted to these easily transmi~table 
• . ' , •,,..' ,.. ~. • •,: ," , ' : 1•- ... • • ; • -• ..,, • . I .._ \' • • •' • .'., • ( ' 

COMSEC systems. , Legitin:iate 'users· w_ill remairi with. their amortized. systems. until 
cheap· cellular system~ ~ecri'me;av~ila.bt~:·: ... . ; .· . . . ' 

: .. ~. . . ' . ... ' .-: ; : -. . · .. ·,' ~. . ..:, :.. : . . ' . ' ~ 

: .. I 
~ . ; ' ..... ( 

A2 .. FORMER SOVIET C
0

0MMUNICA TIONS" 
~ I i 

,., ... · . 
. ·. 

A2.1. Practice I - .. 

• 

.· 

. 
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A2.2 . SIG/NT Collection :: . f• •. 

' ...... 
(0-000) HF search has been and will be invaluable. 

for:. SIGI.~r . '. . It ... permits tracking t~h,:::e....:::~~~~~~~~~~~~~~l.lilll~~~...t.t.lw..g;...., 
ted HF or other s. stems, 

.I' 

. I . .. . • ; ,: ., ,: -• !.:·.: .. ·. i "' · I• '' · . . <;' • • • :· ' 

(S-CCO) Another· tador mus( be corlsidered~ The deployment of thes~ advapced HF 
s.ervices wil~ ' diffuse. not only from piilitaiy to ·civilian·sectors l>ut also 'globally from the 
Soviet Uni

1

on .(see Appendices B and C}, allowing the· SC ·advanc·es to ' sp'read 
I . 

internationt,H.y. . ., , .. .. . ,. . r .· .. ·', _. 
1 

. 

(S 660)
1 

SIGINT must consider these technical innovations, which will be used even if 
' . 

military us~ge declines. It could be dang.erous to ignore HF;:: . · · ·.' ·• · · · , , 
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