
111POCID: 
•11 

Ill 
Ill 

• 
ll = 

I 

I 

3 8 9 6 7 3 6 EO 1. 4 . ( c) 
EJO 1. 4. ( g) 
P.L. 86-36 

I 

I .. 
The\ Future of High Frequencies in Cryptology 
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Part I 

N.C.GERSON 

Editor's Note: Pll;rt II will follow in the next issue of Cryprologi£ Q IU!rierly . . 
·1 

!!CRET 

~ CryptOlogy is\now beset by many difficult problems at a time of curtailed funds and 
rapid technol~gic<il innovations in communications (e~g., digital signaling, ni~ltijJlexed 
tra~missionA ofvoice, data and documentS, proliferation ~f.<!d~pressed speech, incre:ased 

. I . ' . - - .· ,· - ....• 

COMSEC awaneness, ·a.n,d global availability of cheap, sophisticated equipment), - It is 
imperative to : reexa~ine- traditional operatiort5 dnd introd'uce concepts desig-,ied to -meet 

I . . ·.. . . . . . .. ·. :_ ..... 
challenges of:the future, in SIGINT's three main areas: intercept, analysis, and timely 
dis_tribution o'f significal'lt end prodU,ct reports. Tliis j;aper attempts to addr.ess. cfnly one 
portion of the 1';,rst item: high frequencies (HF, 3~0 MHz~._' For SIGINT, HF-~ intensive in 
manpoWer and costly in maintenance. lTi other portions of the_ kpectrµ,rii, operating fii,n.ds 
. . I ·, - . -· .. . -· . ., - . , . . . . , .. , - ... 
may_ ~e smaller, bUt the initial capital investment is very high. 'The proportion of funds 

. l - ' ' . . - . . 

allocated to different spectral regions should consider the intelligence value of each region . 
. ThU!1xiper s~ws that HF still remains one of the most important contributors to SIGINT. 

ffl~CCO) High. Frequency has been and_ will be an invaluable asset to SIGINT. It has 
. ·I· ' 

provided intelligence of extreme value to the nation. Despite a shift of traffic to other circuits 
IHF will remain as mi effective,>indestructible m'<ians of 

L---co_m_m_u...,_n_z,..._c..,..a..,.tro~:n.s..,..· -w-e'l;;-l-=i-nto-:---:-the;--i future. The qii.estion facing SIGINT in an era of shrinking 

. ~llar:s and e~panding requirements is that of intr~duiing greater' effzcieneies intoHF-'- fo 
collection, a~lysis, and processing. The present ·system is too inflexible, -both techttitcilly 
and.geographically. It was not designed to confront merging communications tech~iqites"or 
geographi~ally fragmented political targets. SIGiNT for HF inu,;t ·make chokes, so;ri..e of 
which indude~greater use of ships, adaptiVe antenna arrays, and 'tra~p0rtable advanced 
auto~ted redzoted sensors... · · · ', -:. 

I 

-ffn-The obJective of this paper is to stimulate discussion on the. fta~re architecture of HF 
in relation tOStGINT, First an outline of the past val~ of HF wlll be pres~nted~arid then an · 

. I - . . . 
indication of tfie fUtute: SIGINT needS for HF; Critical. evaluation is essential in order to 
optim'ize-decis1fns on the alloi::ation of cryptologic resources. 

HISTORICAL 

' 
-AA-HF ha's ·been employed for long--Oistance communications since its discovery by 

ra~o amateutj; in the 1920s. ·Marconi's previous transmissions over long distances had 
bee11 accompli!:~hed using Very Low Frequency (VLF, 3-30 kHz) or Low Frequency (LF, 
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30-300 kHz), w
1

hich ~equir.ed high towers and high powers .. At that time HF . was 

unexplored by ~d was assigned to the radio amateurs until they demonstrated its 
usefulness. 

UTILITY 

·. ·. 

-fSTHF provides a simple, effective means(or long-distance ~ommunications. It can be 
used by relatively untr1!i:Jied i11dividu.als .(e.g,; ~r:nat~urs, t_errorists, drug .traffickers,. and 
ill~gals). All eqtf.pm~nt; tnat u~e l?w pow~r are readily available off theshelf at low cost. 
Presen_t~qlliP..in~nt, wh~ch can indude erwryption al').d spreaq spectrum, will· become much 
m~r,e COIIlplex mi the f~tu~e.· Th~ tre?ld in transmitt~r design Js towards low-power bl,lrSt
type eml.ssions (fractions of a second), S~ould they µ:iaterial~~e, t~~se ~ystems may cause a . '' . 

. re~urgence for iiF coµiinunications J:>ut'may cause great diffic.µlt!es for the interceptor. 
T.he great iimitation of HF.system.s. is the variability arjsing froriithe dynamic ionosphere. 

··Even wi_th ~hi·sideficieiicy'. HF i~ effecti_ve •. and it c~n be theprim~ry :ne~ns of. 
commum~ations for the 'J'hird World and illegals. It will always remain withm any 
uitewateci comm;unications systems of the great powers. Mari:y examples can be cited (see 

Gers?~1 1991), b~t only a few will be .noted here. 

., 

I 
SIGINTANDHF , 

(e CC~ srmkT ~nlarges. the definition of HF to 1-40 MHz . and inten1cts with it in 
three .areas: se~ch, interce t and tar et location via HF Direction Findin . HFDF >. 

i.---' see erson, 19.91). However, since the 195,0~ chan~es have occurred; i.e., 
proliferation of ot?er communications systems of greater: reliability and larger bandwidth. 
Thjs .ch,a!lge shifted some .traffic to Very High Frequencies , (VHR, 30-:-300 MHz), Ultra 
High Frequende~ (UHF, 300-3000 MHz), and now optical systems . 

. · (8, GGO~ D~spit~ t,h{!.availability ofnew systen;is, f{F communicatiq~s persist and will 
· nev~~ ~sappe~r. ;crucial questions for $~GINTare these: "How much effort and resources 
s~.ould be devote~ to HF in comparison with those for other .frequency purposes?;, ''What is 
the p~~per mix of resources?" This paper attenipts to provide an ov;erall review of HF. 
However, it is imperative to consider the new threats (economic, military, fiscal: and 

I . : 

political), the frequencies being used, and the potential intelligence to be derived. HF will 
, . I . . . , 

be found to be at least as important in the near future as it has been in the past . 
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FUTURE OF HIGH FREQUENCIES IN CRYPTOLOGY 

E:o 1.4. (c) 
E:b L4. (g) 
P.'L. s .~ ·:::3 .Ei. 

.. (~CCO) It: cannot. l;>e overemphasizecftoo strongly thatSIGINT m.ust include HF (see 
Ger~n. 1991).; If any~hing, a greater prop0rtional empha~is ~~y beinitially required. As 
one example, ~onsider. first the military thre~t, p~· . . 
onl . nation th~t could destroy the United Sta:te'$, 

(Gerson, 1991). The disintegration of · 
....__th-~.-.So-v-i-et-U-.n-i-.o-n_m_e_a_n_s_t_h_a_t_t_h_e_c,...o_m_II\..,.., -u-n-ic-a-t-io-n-s...,.• andlJ1ilitary capabiliti~s .of the new 

entities will not · 

(~ CCO) 'I'~ird, co_nsider the Third World and those outside :the iaw: terrorists arid 
smugglers (drU:gs;arm~, currency). For them l:IF use is increasing. They can use the new 
modulations; n'.ew services, and emerging deV~lopments becoming :available .in HF. ·.It· 
must be assumed that any dramatic movement from HF remains years away. Obviously, 

I . ', . . ·.. ·. 

the SQphisticated HF services will disperse throughout the world. As the sophistication of 
.this technolog;\ increa,ses, . m~r~ complex systems, will ·. be intro~ils~d · int<> ~HF and· will· be 
em lo ed by ciyil and commerc:;jal entities in the emer ·n nations . 

(S=CGO}-F~rther, as a trend in communicationsJ ~as movihg .j;Owards . 
connectivity w~erein a frequency continuum is used. Rapid switching ailows· messages to 
moye over open, lines; HF·plays a vital role in this process. In short, SIGINT must monitor · 
HF as well as, tjr even more than, other frequency bands. . . · . 

• I 
e United-.Sta es itself has not abandoned HF . 

Search 
.. : ~ .; .. ) .. 

-ffit Natio·nal Security Council Intelligence Directive No. 6 assigns the· mission of 
spectrum surv~illance :to NSA (all frequency ·bands: RF; lR; VIS, ete,:). The value of HF 
search was dertjonstrated:repeatedly during World Wadi. Although resources; have since . -
declined, HF research·still remains invaluable. > · . I 

I , . 

I 
! 
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(S=CCO) To fulfill its mission, the search operation must become much more efficient 
. I 

with greater use of transportable Remote Operations (ROF) or · Collection Facilities 
aq.t()mation and be

1
tter-trained personneL 

I 
.......... ·. · ·.~·.· i : ! :llll 

: Ji'.. L . . 86~ 
; , ·. ·. . 

~--.-..,..~.·-· · ~.: ,...---, --------------1 _,/ .. • 

HF Intercept . . · . ' · . 

ES CCO) Even: ·up t<>.~QJ::~ERJ' SHIELD/STORM, HF pi:-ovided more valuable intelligence~ .... .,;' , ."'·"•~ ! 
than any other fre~uency band. This condition arose be~use HF was extensively used for /; 
many communications. . · 

, . . . I ·., 
·- .. ~.1 . . • . . . • ~ 

· (S-000) Puritj.g the· cold.war i:nost. targets were Communist, necessarily fosterin · 
of man lar e.HF interce t sites in the Northern Hemisphere, 

....._ ___ ....,......_....,,........,..., _ ___.sIGINT p~dently ·concentrated on Soviet, Chinese, and· as~i~ 
targets whose formats and operatj.ons then became fairly well k.Ilown. The attentioQ. given. 
to other nations was modest in comparison. 

• • I • . : . . . 

(S-060) In p~actice, HF intercept a~d direction finding 'were combined at specific · 
locations having large Circularly Disposed Antenna Arrays (CDAA). Mobile platfonns 
(aircraft} were employed to complement the fixed sites. 

. i . 

(S-000) A senes of painful ex}Jerien:ces (Vietnam, Iran, Central America, Iraq, etc.). . . ; . 
shattered the illu,sion of ·one tidy world, one concentrated threat, primaril~ military. 
Today additional ~oncerns regarding economics, cominerce, finance, ·narcotics, and politics . 
bring new SIG1m: targets, located in different and distinct geographic a i:;-eas. (Most 

. existing HF sites iWere not located for the new geographical threats nor equl.p~ fo~ the • 
new HF technologies. I I 

\ I 
1· 

Target Location 

tS-CCO) HFDF is still considered one of the ·. best means for locating targe~ on the 
oceans. This capability i~ · 

I . . . , , .. 

obtained through 1the manpower-inten:s'ive operation of many large fixed . sites . . HFDF is .. ·· 
.• . • . .. . . . • .... . j ...... :•.. .. . . . . . . .. .. . . - . . . .. ..• , .... 

also used to foca1f. lap.d targets and, to some extent, to steer int_ercept 9perators to their · 

l 

correct HF trans:n:ntter. · · 

r-------11 
The topic 

· of HFDF has been the subject of many studies over the years, but its concept, design, and 
operation have n~t changed significantly. 
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t&CCO) ~any costly attempts were made to prove the accuracy of measured HFDF 
· Lines of Bearing (LOB) and accuracies of the resulting fix, all without material success. 

Fix a~µraci~s (about 100 km radius) are still considered unsatisfactory but acceptable. 
The inaccuracies stem from two factors: geometric dilution (a function of distance and 
crossing. angle of the. LOBs) arid the unpredictable variability of tilts m the iOnosphere 

. I . . 

that deflects HF rays out of the great circle plane. It is doubtful if the latter effects can be 
elimi~ated; A number of Single Site Location (SSL) systems exist. Agai11 th~ changeable . 
ionospl:iere Hin.its location accuracies (commonly but erroneo~sly assumed to be onl'~·about 

10 perrent of range). I . I 
I ... 

t 
ES-CCO) Several general comments should be made about geolOca.tion acc:uracies. An 

. a~curacy witlli.n 100 km may be adequate for locating a ship somewhere on the high's~as,. 
. . . 

~ut it.D;lay belco~pletely unacceptable for tacti~al purpose~. A~cu~~cy reqµirern~hts vary 
. ·i . . . . . - ".! . . .·. . •. .. ... . . 

widely, ~d d~pe11_d ~pon the intended use. To "lay xpetal ori a target" i::~uires acc~ac~~s 
withirLmete*s. · For HF rays returned from the' ionosphere, such a,cctiracies a~e 

. unattau;_able.1 Obviou~ly, LOBs in the wrong trans~itter ~r~ ·worth~ess. . . . . . .. 
' ' . . . . . ..... 

· (~.Q.00) Inherent limitations of the existing,HFDF network must'.'.be noted ... It is 
aging, immoliile~ .and .manp<)wer intensive. Using HF skywave,.targets cannot· be located 
within, the s~p. dist<:µice or when "up and down" communications are used. I 

/ It is geographicaily inf1.exibler physically i.;n:wieldy, . 
.___a..,..I_l-:d:-:b:-e-. c-.O-mI-:.:-n-g-t:-e-c':""h-n7ica--:-l':"'"ly--:-de-fi=-1c...,i,...e-n""'"t.--l.In addi.tion; it has fulfilled ifs. cl.es1gn_ated purpose for 

. . . I . . ' . . - ·.. : ·.. . • . . . .· . . .,. ,,.. 

the political a~d military threats o(the period. However, the time has come to reassess the. 
SIGI~ n~ed of tqe entiI:e sySte1J1·including cost, l~ation, allq inn.ovation: $.iri~~-~I(JINT 
must ma~tai.h a capability for tactical and ·,strategic target location and Jnte~~ept, new 
sites, advancJd equipment, new concepts, and different, smliller sites <ROFsr must be 
iritrOduced. · I · • 

.) : . 

Baneniui y J 

I . 

(EJ.:COO) {)µririg-.. ·~p:d.arter WQr}d War II HF was an outstandin 
in search, infurcept, a11d target location .. 

-:------1 ~<>we,ver, .while the. world change.cl, the sy!;~ll1 ~id. not,. It. rem~~n~d 
essenti~lly s~agµa~t .both geogr:aphically B:_nd-_techn~capy. In tP,e ~eap.tipi~. ttF 
technologies advanced and political threats dispersed. For, S~G:INT, HF tj:lnnot dis~ppe~.r 
It will always~be useful and needed. Further, the global capital investment in.HF is.too 
large tO be diJbanded:· With fonds and :resources cleclinjhg, the SI_GIN:I' HF ni.issio~must 

. . I . .. . . .· . . . ·. .. . . . · .... 
become morel efficient, automated, and flexible in· order to :wain:t11in'·the orderly 

' , . ~ . 

I 
I 
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prose¢tition of cbllection, search, and signal processing. 

..• . . :1 . 

• i&:GGOtln short, HF i;; a. v~abJe,c<mtributor to SIGINT .. To .meet. i111pe11ding,technical 
and 'P<;>litical challenges (st~~tegic arid tactical), .. opetations must pecome D1Qre; flexible 

• . .• 1· - ' . .• . . -

(g~og1:-aphic~lly a;nci techni~ally.). Considering the. importance of HF to SIGINT, .the 
~rcentage of cryptologic {urtd§ g.e:votE)d tojt may initially in~tease not decrease., .$maller, 
II10re: ~.C>bil~,.auto1mated~~nd. ady_arrced fl:lcilities, transportable when neceSlsary , .. must pe. 
impl~D1ent~. Filapcipg for th~ capital costs must be considered. . · · 

·-1· :·: 
. . : .. ;, 

ADDITIONAL HF°CO,NSIDERA TIO NS 

..... · l. ·:,; 

Iorwspheric Predi'ctions 
'.-. - '· ·: . .r ""•'· ·: 

. I . 

(&·ee~ ·§om¢ coinin~nts sii6·ii1a be ·'made a:bout ionospheric predi~tioris; . which. are 
•'( ' .. - ·, • t . ': • . ... '•': . . ( ·.' . 

employed in planning and,· to sorrfo ex:te'nt, in operating HF systems (e.g., communications, 
rad~r, or int~rce~t). Predictidns ~re.based u~n two main considetatibris: (a}.i~mospheric 
climatology (deJienderi.t upon' fodtiori; time' o'r day, year, ahd solar cycle) and (b) 
engineering facto~s (transmitter i}ower, soil~ antenna types, local noise environment, etc.). 
Ther~ are numerqus prediction cod'es;· aH.cumbersoine, all inefficient, and many internally · 
inconsistent. Nonetheless, for.practical purposes, all-provide about the same results. 

. ' -

CU) The DoD~~nci NSA ha~e a.pplied co~sid~rable effo~t in attempts 'to improve the 
ptedi~t~oris,.~11 ~ith margi'n~l,i{any, success. A good portion.of th~ problem Hes jnthe 
fact th~tthe iono;~phere is a fluid whos~ physi~s and dynamics·~re no~ folly kp.own. Th~s 

fluid is ¢ontroll~d'by the sun, whose changes still remain un,predictabl,~. Until the ~orces 
izrlluendng the ~'tite .and movement :c>f the iono~phere can be better defipe~. material 
i~proven:ients o6he p~edictions·willriot be possibl~. itrespeetive dfthe funds ~~plied. . 

. ' .• . ·:,. ·.I ,·. • • ' . .•. .. . : . • ,. • •. ·, ·. 

· (U) Howev,et'i some studies.of the:i9n,osphere are warranted and necessary . .JheArctic, 
in an age of fuei :awareness, is destined to become a transportation and communications 
highway from North America over Siberia to Europe, Asia; and China. At presentit'also 
contaiiis a mili~y threat, where armed s~bmarines roam the ocean depths and aircraft 
ply the polar skies. For com,munications, addjtional knowledge of the .arctid.op.osphere is 
ne~d~d. In a~ e~a of de~iiriing funcl.s, ·efforts must be shared. Canada, whi<;h "o~n~ the 
airrora," aiready:has institutions (Un'ive~sity of Aiberta, University ofWest~r~ Ontario, 
Commuriicatidn:~ Resea:rch-Center;-et~.) preeminent in studies of'the p~l'ar ~nd au~or.aJ. · 
ionospheres~ Ca~ada sh~tild,.be encouraged to assume full res?onsibility fo,r ipvestigat1rig . 
this region. Similarly, A1istraiia should·be encouraged'to assume responsibillty for 
examining th~ e~U:atorial ionosph~re. . . . . . . . . 

(U) Furtheri within the United States, the DoD sho~ld amalgamate the disparate, 
'-..... I . . . 

. overlapping, an9 sometimes wasteful efforts on "improving ionospheric predictions." .. The 
entire responsibility should be assigned to one triservice group, e.g., within the Air 
Weather Service (AWS), charged with generating, improving, and maintaining any and 

all prediction cddes needed by the DoD (and NSA). DoD elements,· connected via some 
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networking scpeme, requiring predictions woulq transmit queries to A WS and obtain 
instant responses. Past µncooperative, ~ndividualistic efforts have squandered resources 

I . 

and have distr;ibute,d incompatible, deficient, prediction co?es throughout the DoD. The 
waste must stop. 

' 
. I . 

Ionospheric Di~ruptions 
'' .· .> 

(S=CCO) A lhigh-altitude nudeardetonatiO'~ would dis~uptthe ionosph~i~ foraboufan 
. hour or iess. The United States conducted tests in the' Pacific to examin¢ tfii~ eff.~ct .dUring 
the 1950s. Th~:~"viet Uni~~ .. taki~g advantage of these ''tests of oppoi:tup.ity ,"concluded 
that the ionosppere is self-healing under sunlight,and.reJ"1rns to:nor.maLin about thirty to 
fifty minutes ~ter. the detonation. I 

'----...,...__.I . Tpe Unit~d., States ~rrived at the opposite .. conclusion,, th'at HE would be 
. unusable, On the basis.ofSIGINT, howeve11, U.S. vi~wswere, iat~r . r:ev~rsed,· Iri $U:Illrµa-ty, 
'.afieta high~al~tude ~µclear detonation the ionosphere may be disrupted for a short perjod 
but not'destroyed. 

I 

. I 
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. CONCLUSIONS 

. . 

· a~ (&CCO) From the past to the present, HF has been an outstanding contributor to' 

SIGINT prim~ly :because· most.communications of intelligence interest depended upon this· . 
means. This ~ondition ~ill prevail.in the i:mmediate future. 

. i . . .. . . . . . . . . 
b. (S-080) Also in the past, most attention was prudently given to one generalized 

military threat, Communism; embodied by the Soviet Union, China, 'and their associates: 
The past, co~venient, easily identified SIGINT focus has been shattered by severaHactcirs: · 
emergence of n~'?l threats. (military, economic, fisca1, narcoti~,. cox'n.men:ial) $pdnkled 
~ound the. ·globe, some dilution (not elimin~t~on) of th~ Comµ:ninist threat; a_qd ,the 
~reepirig.i~t1rod,u.~t~-0n of s~phis~icated Hf communications techrwlogy (not r.ead.fly 
handled by existing SIGINT•sites). - . : . • . -:-r .. , . - . . : • 

T 
c. · (3'=C80) HF search is a vital on uiretnenf. .. · 

I . 

it must be,coI:ne IJ?.Ore ·effi~ient, i,e. 

d. (&CCO) Better-trained and more efficiently used manpower is essential for SIGiNT ·· 
sites. Manning by poorly trained individuals degrades search cqpy and oth.er·fu.nctioris.' 
Consideration must be given to (1) recruiting only individuals who first served a terni as · 
commrinica~rs and thus are trained in many skills required for SIGINT or (2) using 
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f. . (5 CC~ a triad of shipborne ROFs whose positions are known through the Global 
·.. Positioning System (GPS). could· serve •a crude local HFDF net cotjcentrating on the crisis 
\. ateaofihterest. :· . . .. . 

· · ··· '1L...-------.----........---~-I 
I -· .. . . . . : .. • . . . . . ·: -..- •: '· . :·. .<, . 

• . . h .' (~ :CG0l ttnless they<are rem9te~, conti;r1µ~a· opetati~n ~9f t~e'.'..~~i~tfog. HFDF 

• I . . : lnetwot k is.· iUusionary. Itiis· ~cnrilciiH:Y' 1~¢~~ljt~.:- ~n~·:~;npowe,r 
· intensive, -It cai;inot ha:n.dle;geographically dispersed emer~enciel:!}1ruLadv~hc.ed~ e.m·er · ri 
· technologies. Repfacements of the same apert;ure. !lretm'likely. ~ 

. I 
.. -".t:'- ;, •·• .• 

I, • . . .• " . . -~· ~. - . , . • " 

I . . . -. . . _. . . .-. _, .. , .. :.,, :.-: ... -.. 
i. (~CC0) ~r Sid-INT, 'wideband communications ttwiks. ate e~seri~faL :tO fot¢r link 

. - I •· , . • : : • ·. . • " .. -.. . . ·.:.. . : .~.. .·. •.• .• 

sites and allow timely intetchan~e ofinformation. · :' ' · ' · 
I 

j. (S GCO~ SIG INT sites should conduct periodic checks. on · internal system 
• I . . . 

performance, e.g., antennas, noise, receivers. · 

k. (U) Iono~pheric prediction services sh~uld b~as-~igned to the. Air Weather Service. 
lnvestigationsih specific geographical areas (the. Arctic, equatdtial regions) c~uld be 
assigned to Can1da and Australia, respectively. Costs must be shared~ · 
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Corporation;· and Syracuse University 
.Research Corporation. He has had over 
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· ·· · .,. ·"·_...,,,._...,,....,,, American and foreignjournais. · 
While ~erviD:g on th,e U.S. National Committee for. the IGY, he sugg~sted 

transarcti.c submarine transit, wrote the report for the .U.S. Anta:rctic . 
Expedition, and selected the U.S. South Pole site. Mr. Gerson is the only Agency 
employee ~ have been sent to both the Arctic and Antarctic; his total TDY.time 
in .polar r~gions ·exceeds 48 mo11ths. A survey of his early accomplishm~Ji~s 
appeared ill Physics in Canada, ~ anuary 1984. · · · ·· · 
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