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HISTORY OF COLIABORATIOE AMONG FREICH CRYPTOIQCIC AGERCIES 1809-1939
AS REVEAIED IN A FILE OF MINISTRY OF WAR CORRESPONIENCE

This paper is based cn & collection of deoowmemtn, dated 1509-1939, frem
tho £1les of the Secticm du Chiffre, Dsuxidmes Burean, Army Gemeral Biaff,
Minfstxry of Wer. It 4is divided imto two major sectimms miving (1) tho
ch jectivens of the Fremch cryptamalytic services aund the propoged methods
for achieving those cbjectivea, and {2) a himtorical accoumt of efforts
for cloger oryptamalytie collaboration amcng the verious Fronsh Ministries,
vith the rosulte attained. A Prief third seoctiom contains ceriain pisces
of gvidence which cesm to have & bearing on the prescnt arganizaticn of
the cryptologic services in the French Govermgsent.
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AIBNORY OF CCLLANGRATION AMOKG FIRC(H CEYFIOLOGIC AGRECTES 1609-1939

I. Objcotives of the Cxyptanalyiic Sexvices amd Propoped Motheig for
Their Achivvement

A Objectives ' ~ |

1, . ¥aximm COMINT results uwith grootest spesd, efficioncy, ccorcer
ard economy. - . ;

~ &, Centralization of roceirt and distribution of fnterconin

b. Ildmisen on- technica’. cryptanalytic quostions

¢. Transnissica of CGLMET to all interested parties

d. Treservatiocn of secrecy of cxyptaralytic achievements

0. Central archives an colleteral information sexrvice

£. Regearch in camplicnted cryptsmalytic methods (machinos)
g. Research in o larger renge of languagee

2. Proprration for wertime fumcticning of service
Personnel traianing

3. Bufeguarding of crypto-cecuxity

e, Adoption of mpecure cryptogrephie systems {includins rcuericl
o new inventioms, muchines, stc.)

Y. Treining apd supervisisn of psrsonpel in picper uge of sysbtlg

B. Propozals
1. Regnlar liaison among cyypiclogic service heeds

2. Bingle cryptamalytic durean
3. Contral intorministerial cryptenslytic aservice

2
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11. The Sevaslic for Cloger Collsboracion smeops che Cryptemalytic Sexviccs

of the Vexrious Ministries 1909 - 3939

A, Pre-YWorld Vay I Efforte

B, Estent of Wartims Collabovation (191k - 1918)

1. Tho firet months of tho way
2. The situstion im 1916
. The collzboration proposel snd failure 1916-17

3
., The centralization propossl anf the seourity crisis - 1917

5. The triumph of centralization - 1918

IIX. Clues em ihe Situation sivco 1040

A, Cryptographic Collnboratiom

1. The Single Bureau - frea "Fote on the Cryptamalytic Ssrvics” - 26 Julry 1516,
2. "Hote on & Plan to Recrganizo the Cryptanalytic Services® - October 1917,

3. Resolutlom of the Interministerial Cryptogzaphic Ccmmission om the Sunjooct
of Crypto-Security - 20 Apeil 1022.

k. T"Plan for Regrouping the Cryptenalytic Sezrvices” - 19 February 1938.

5. "Bote ca the Subdect of Interministerial Colleboration in the Matter of
Cryptepalysis” (Axmy proposal) - May (2) 1938.

6. "Central Intezmministerial Cryptapslytic Buresu™ (fovy propossl) 9 May 1939,
7. "Central Cryptemalyiic Service” (Air Force proposal} - 2 Jume 1939.
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PART X

ObJjectives of the Cryptamalvitic Eervices and Propoged Mothois of
Achieving Them

The principal objectives of the Fromch cryptanalytic agsmeiss, ia iths
visw of Eational Dsfemse specinlista, ere:

(1) oashieving tho maximms yield of curremt commmieations
intelligence with the greatest speed, efficionty, secrscy, and oCORONY,

(2) proparing for wartims functioning of ths sexvice, amd

{3) (less often otreosmed) watching over the oryplo-gecurity
of ths nationsl gysteES.

To achieve these objoctives acms type of coordiration of iho variouvs
cryptapalytic aorvices was found to be opsemtial. Three typos were proposeds

(1) Reguler lisjson smong the heads of tho cryptologic mervicos,
lsaving complste autonomy to the Departmental sexrvices,

(2) A single buresu, zupplanting the cryptanalytic services of
the various Doparitments anf contralizing thelr activities wder aa inter-
ministerial agsney o the Office of the Premiey, amd

(3) A ceatrel intexmimisteriel cryptsmalytic servise, also
ponsidly voder the 0ffice of ths Mar, dawt:lns itself $0 ccordipaticn of
oryptanalytic sctivities and to "speculative ressarch”, lsaving a consider-
ables degres of indspsmience of actica to the miniata?m services.

Ag will be gsen latser the first proposal was toc lcose to Do entirsly
gatisfactory, apd tho seccnd was comaldsred too draestic an epercachEsnt cn
eotrenched positiona. The third possibility, combining & strong ceatral
directing ageacsy with minieterisl auloncmy, seems to have gpined the =ost
favor.
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A:. Objoctives of the Crvptapalyeic Asencies

1. Achieving maximwm CRUNT rosuitc with greatest eopoed, efficiemey,
Bsecrecy, and economy.

The atteimpent of this objective imvolwes:

(2) e cemtralization of the receipt of all encrypted documents,
vhether from redio, postal, or telegraphic imtercept, ox fram eamy other
souxrce; and digtridbution to the propsr cryptasalytic sectica;

{d) ¢he establiching of ilaisan o teckmical quasticms, to
permit the shaxring of cryptaralytic luformation and mothods;

(c) the reguler tranmmissicn of commmications intelligeonmcs to
all interosted peyrtics;

{d) the reccneiling of (b) amil (c) with the meed to presexrve
the secrecy of cxyptemalytic achievenrmmts;

(e) the setting up of o semtyal collateral infexmation service,
invelving direct contacts with gsmeral infoymaticn scurces, press inforzae<
tion, aud inteclligsmce services, and the estebliching of & central iibraxy
and archives;

{£) the axpemding of research to the more complicated crypto-
graphic mothods (espscially machinss)s

() the expamfing of rescarch to & largsr rangs of languages.

Steps (a), (b), (), amd {4) were considered cssemtial from the first
by advocates of more efficient oryptomelytic methofis., The impextance of
step (o) was Lfrogquently memticned,; dPut it wvas 2ot alweye comsidered nocas-
sary to have a gcontrel infoarmption seorvice with & library and cxchives;
advocates of 1ieiscn did mot imslst upom it. Step (£) wes firot edvocated
in 1938 whsa the complicaticns of cryptographic methods becems a serious
peoblem, rovoluticnizing the approach to cryptamalytic study. Btep (g) wes
mentioned caly cace -- in the Fedruary 1938 plan for a single buresl.

a. Centyelization of receint

The battle of the intercopte was a haxrd-fousht cme, going back
to re-World War I dnys. In peacetimo objecticns were raissd becsuss of tho
lack of docwments for etwdy (meny of which were momopolized by the Foreign
Affeirs Ministry); in vartime 3t was objected that there was too mmeh
scattering of captured or imbtercspted meseages, and that the intercept services
vere uselessly absorbing Eany copy end tranemission c¢lerks. Besides the
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incressed dangse o oporaticnal security ongeomdsyred by such o practice,
thers resulted muck waste of c.me both in intercopt cembers cad in orypi-
enalytic sections, where & duplicaiilon of effort often resulied, cxypt-
analysta of two Ministries working individuslly om texts of varicus origine
but encrypied with the same eystems. In 1938, for exauple, oryptamalyats
in three Minigtries -- War, Fovy, end Foreign Affairs -- vere working on
the same Italiam diplomatic code without eichamging rezulis.

A gingle receiving and snbeequent distribution cezter for all enc,yptel
E8s8sgos was constamtly advecated to gpin maxirmm expleitetion of all Lraffic
availsble and ©wo avoid baving messages senb 10 be buried im ogectioms ineap-
eble of exploiting them while another aection wigently neefed them o aid
in codo recovery. As date as 1938 the complainmt was mads that this wasteful
practice was comtimning.

The twin evile of duplication of oryplensiytic offort on scme mes28gesS
eznd fallure to exploit others at all wers attributed %o the unfortunete
practice of the intercept esrvices (both redio imtercopt and P,T.T.)
of digtriduting traffic purely on the basis of address. Exemples were
given to shov the imadequacy of this procedure: During the War (19ih - 18)
the Germans addrossed to the Spenich Ministry of Forelgn Affsire telegrems
intended for thoir Ambagsefor and epcodsd with the Militery Attechd’s cofe.
The Gezrmuns comstently mingled diplomatic, militaxy, apd somebimes private
addiresnes %o scnd & single series of telograms encryptodl with the ss®e
ocess. Such tricks vere quickly discoversd dwrinmg the var, 1t was
reported, “"because, by force of circumsiances, the greater part of tho
intercepled materisl was cancontraied in & singlo office™® (at the War
Dopexrtmont). In peacetime, howover, for lack of the necsssaxry coordinmatica,
there wan confusicn cmee aore. For example, the 1938 propossl” xaeports
that “mensages emcofed with the Germma diplosatic code &xe picked up by the
Favel intercept services without being trensmitied to the Quei 4°Orsay;

oo part of a correspondsnce emcoded with the ald of the Spanish oofe was
semnt to the Havy, the other to the Quai &°0Orsey, without its being possible

&. Minutes of 20 April 1955 meoting of Intermimipterial Crypograppic
Commigeion, P, 3

38 AW P f‘!’
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to compere thess two texts." &

b Liaigon on technical oryptamalytic questicps

Tho esteblishing of liaisom on techmical qusstioms, enobling
cryptanalyste of the various Ministries to pool thelr knowledge end shearo
thelr discoveries, was recognized to be of prauwe importanmce for achieving
meximm cryptanalytic progress and avoiding much vegied efforst.

4s one report of 1922 put it, "Wo heve vory fov gocd oxyplemalysts, axd
that is twue for all the erypiemalytic services. Fow, im scme Dopariments
timo vas spemt during the war anfi before in Gdiscovering keys and codchonks
vhich were hsld by tho Mindstry mext door, api frwring that time wsefl asko
vere not dmes. ® Another «oclaxes “....the capacitics or wreviows soulies
of one cryptamolyst cem be wseful to his collcegues. Very rocenildy, in e
convergation, ¢ Service Chief apoke of ‘recovery wogk’? cm & cufe usod by
scme diplomsats, wheress in the nesrby Depaxrtment, where they ave sccustomsd
To codes sold commercially, the idemtity of the codse im gquestion had becn
determined im five minutes. By limiting GNBEGIE LO CEriBil BOELes OF
documents, one becomss e apecialist in & form of cryptogrezms ihetb ome soives
to perfectiocn, but it is useful to get im contect with speeimlists of the
neighboring braneh,” ©

a. Before leaving the subject of imtexcept, iv Eaghv de intercsting to moite
that in 1922 the War Department wes protestiag sgainst ¢he resuricticms,
rroscribed by the law of 1852, relating to the cozmamiecation of foreign
diplomatic telograma by PIT to Siretd Géndrele (im the Ministry of the Imtsrior).
It ceams that thege restricticms hed allowed the continusd cormmication of
Italian diplametic Selegrems %o Siretéd for the purpose of trainimg persconel.
Stre*d was passing bese ocn to the War Departmsnt "for mecessery collateral
study” uwntil the source was stopped by order of the Framier 1o PIT. "Becouso

of a coavention whozeo lsgrlity doss not sesm defemsible,” dscimres Giviergs,
“these documents canmot be acquired gratlis im & complete serics avd at the

timo they would be useful, as they oould often he 1f this convention did mov
exist.” The restricvioms, be points out, ere mot caly hexrmful to cryptemalytio
studise but uselsss and costly simce, as a2 regult of ths use of the radio,
sin{lar megaages to those demied Shreté exre picked up (as they can be by emw
private individuel) eithsr by e special imtercepyt statiom which conld de more
vgefully camploysfé or by still cther procedures. He coumembo, moreover, that
cryptographic works claim that "everywhors telegraphis asmimicirations
cammmicate to their govermmsnts the encrypted texta which they heve tramnsmitted.”

b. "Bote sur le Chiffre” 12 April 1922 P, 9
6. "Fcio aur la Service du Chiffre” 13 Apeil 1922 P. 5
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Exchanges oa cryptamiytic oroblres among apasislicse in the vericw:
Dopsrtmmnts hed had cther useful reziits, aczording ©o & 1933 smmmany: 2
(1) Botoro 191k diecovsries msds im e War Depextment on miliisry redice
gremy led to the decrypting of am entirs police doasgler rogerding &
soversign®s trip. (2) Diplamsiic Gomments tremnlated ut the Siretsd gave
a code ths prineiple of which, applied to more recent docwssnie, led to
the complote reconstitution of very ‘mportant militery doowmsats. (3) It
vag the dscoding of Empsror Charles® Jlstter on e psacs rropusal, doms in
the War Departisnt with a code recovered with the aid of miliiterxy documoente,
thet ecmabled the Forelzn Affeirs Minictry to £find the firat worde of the
Auptrian diplomatic code in Franch lrmmuege.

Menticn hes already bean made of e wastoful prachicn of duplication
of effort when two or more secticns wors a the game cods withwb cxchsnzing
results. Hor thize recgons, it was wrgad thet there should e Zreguent
contacta, at lsaat of vhe heads of tho aryptammiytle scotions, and perhans
of the cryptenslyots themselves. Oro propcsal vas even maic (in 1522) for

texporary eachbrnges of cxyptemaiysta. The interecamamicatica 3£ deaslern
and studien was llkevwise adwcoated.

c. Reguler trensmissin of commmications m%ewm,e to all
interested partios

The keyword hexre is "all”, for there wers muny camplaimts during
the poricis of mop-cooporaticn that, for lask of imter-Doprrimantal ocEamics-
tion of certain decrypilicns, mmch valmable help was denled ceoyptenulysia.
Much mlitery attachd gubject matter vas tvenmmitted inm diplamitic codsa, for
exazple, and it was woll koown that messagus from both militaxy and diplo-
matic authorities might diocuss the ssme subjoct, the text of oach throwing
useful light on the other.

Ccacorn for this point wes presumsbly opo of the chief rezscna
for the conmtinuad intremsigency of the Foreiga Affairs Ministry in the maticr
of cryptanalytic cooperaticn. The War DNepswriment pointsd cut “he folldy; in
viewr of the pozi-wax revelations of cryptologle work,of tryilng o congenl
the exisitmoe c¢f oxryptenalytic agencies. The impertant thing wos to keep
secret ths degroe of ouccess echieved. As forr that, a Wer Dupartment spokase
man pointed ocut in April 1922,

Corwidering that the perscmel employed in thene wervices
mst Do considersd as egually secure, that morsuver most of tho
« commmicaticns (i.6. inter-depcrimentsl ccmmmicatlion of infore
zation) conrorn especitlly the service chisfs, who huuer how 1o -
take prccauticnes oftsn magissted by the persmansl of &l) kinds
‘being compmmicetions intelligesnce, it iz impossidle 40 sse vwhat

~ Hote au sujot Go 1a Collobaration Interministericils’ ootober 1951, P, 5
8
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the zdnisterial Dejertuients wordd heve to logo 1o hmeaklng dos {in
bartern reised betessn tanir cryptamalrbic sorviees.” @

In 1917 sme security lcakm QId ocour as & Tosullh of ¢ wather lotee epd.
' vnoontrolled {ype of distributica > doth the intexsupied Wwailic and tic
oventual dociyptioms. VWhen cloger ccordination wne ostadiichod with o:-mt-m'.l.r-
ized comtrol in the War Deparimemt, the problen aprenrn to hnve bosn polved,

e. Centrel archives snd sollstere: inforsaticn gervigs

As eaxly as 1912 at ths 4time of the fizot mastings of tho Intex-
nindgtariald Cryptogrephic Cammicsisn, the valus of building up & coxzon
dbraxy of cryptographic docrmsats of all kinds was pecognized, It wes
comsidered the mont cocmcmicel method of making availudle to all tho cryple-
@aphic services etandard worke on oryptogrephy, training moterial, samples
of codeg, otc., With funds from ths Imtericr and Wex [limiztien o nuclevs

- of such docuscnts ves egoembled dy 1S1h and remeined in the custoly of the
Intericr Dopcriment (Bireté Cépéreln) during the war., Thore is no evidonce
a8 to its evemtunl fats,

After the war there vwere occanicpal protests &t 1awbhility to coeuro
cortain 1tams of informaticn known o other Depertesats ard nscsocary fur
cods recovery {e.g. movemsntz of Italiem officers in Oscupied Gerzany).

In 1922 1t wvug urgsd thet thers should e & pooling of cutplde imforwetion
Toth gerexel and specific {(e.g. somarcmised codebooks). This already wes
being dene bteotwoen Birete, Wer, anl Havy, tut much vas lost on both sides
by the failuwrr to bring the Foreiga Affairs Ministry iato the scliaboration.

This first ves manticned as & jroblem -- apd & sirong argrent
for a centrelized direction -- in 1938, The temdemcy toward more 8ecuUre
gystems and olsdorate machines had revolutiomizod the reguiremente of a
cryptanalytic section. The work could no lomgex be dons dy oryptenalysts
vorking individuaily dut required teoomrcrk, with staffs of clorical persomoal
attached to the analysto for the mszhenical tasks. Lomg-torm reseerch pro-
Jects had to be met mp, and this rsnuired more oxtemsive poracamel then the .
individual services could afford., As & regult the tepdemey wam for thsoo
sorvices to coacemtrate cn tks e2sy prorlems, setting cecido the more 4iffi-
cult anes. Yet it was pointed out that in time of war cr intermationel
stress it wag solving of tho difficalt cmesz that wouvld be most wital.

e. “Hote sur 1o Borvice du Chizfrs® 13 April 1922  F. 6

9
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This prollem too was first menticned im 1938. Hexe agein, as
in the cage of machine research, lack of peysconsl provembted the axtersion
of reaearch efforte nocessary to keop abrezet of world gwoblems. During
World Wer I the cryptammlytic servicss decrypted Cexmsn, Avstrian, Bulgprian,
Greck; and Turldish mersages "to speek only of emewies®, it was repcvied.

In 1938 cryptanelytic resesrch was yweswmsbly being done im Englisk,
Germen, Spanish, Italien, Rusaian, and Fremch,® but such iuportent lsn-
gmges ag the other Slavic languagee end Japansse vers being caxplotely

The value of CRUET in wertime depends on speedy desrypticn.
Experience in World Wer I chowed the vilal nscessity of heving, av the very
cutbreak of wvar, cryptenalytic spocialiscty methedically tredrpsd in psacetims
in the encrypting, yrocedures deing ussd sbroad. “This prepzration ie
poseible,™ it vas dcclared, “for czperience proves that the sncrypting
processes used during critical psriods preceding the declaratiom of war and
the omingbof hostilities are similar, 1f not idsmtical, tc those of
peacetims,”

During World Wer I, although ebout thirty officers were recruited for
work in the Wer Department®s Cryptanmalytic Bureau, "most of thesm were nover
eble to do mors than decyrypt & messegp whon given the key; a few were ablo
to recover ths key whem it changed oz to roestablish ir oxder the gorambled
pages of a codebook™.© Thoss who G4d the primsry oryptenalytic Work --
discovery of koys and gystems -- were, with but one exceptiom, thoge vho
had received p-e-war ocryptanalytic training, chiefly undor the auwspices of
the Interminislerisl Cryptographic Camispion. The cne exsepticm, brilliently
gifted and worling wnder the best conditions for geinming rapid experiencs,
required 18 months before he was able to make sigaificant coatributicas.
Even the trained cryptanalysts wsre umeble to mroduce resulbe uatil Ootober
191%, thus losing much valusbls inmtelligsnce, bscause most hed received
thearetical training only, with a0 oppertunity to becoms scgusintod with the
particuiar systems actually in use or with garbled text.

e, Appemdix P, 5%
b. ILstisr from Minigter of War to Director of the Bervices of the Permanent

Cenerel Sscretariat of the Higher Counsil for Batiomal Defemse - 16 Dec. 192h.
c. "Hote sur le Service du Chiffre™ 13 April) 1922 P, 9

10 *
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Ono of the alrongest srgueento prossnted a@imu lack of coordimation
in the dastributing of intercepts ami in cryptapaiytic research wag the
great donger %o naticnal dsfemso in prevemting the proper trainming of crypte
anelysts for wartime.

3. Czypto-Security

The problen of crypto-security, though lsss often memtioned im the
arguments for oryplanalytic collasboration, was cmo of the principsl reagons
for the creation of the Interministeriel Cryptographic Commission inm 1909.
A% thet time 1t wes poimted out that for lack of liaison me cryptographic
gection was unible 4o taln advantage of progress made in eamother, smd that
lsss advenced sscticms were wmwittingly using insecure aysites.

In 1922 vhen the Commisgion held itz cue and only postewvar mosting hs
situation seems hardly to have improved. It is noted im the Bimutes:

"o (the esecrotary) brought cut the fect that im the
prepaat gervice it is co be obsarved that certein Mindstries
have coden and ciphers vhich are entirsly imadsquate to
gafesmard their seowrity agrinst cryptamelysts ....70x lack
of survelllanmce exoxrcised by qualified poople over oxyptog-
raphors, certein lslogrems ayxe drafied by umingtrusted
peraczmel, so that the sesurity of the colsbook is gravely
Irperiled, A& tologram fyom o Prefoct sddressed to the
Har Department, containing o mizturs of plain longuage and
cofo groups, uwas placed before the oyes of the Commissics,
vith the rsmark that the document used for sncrypting gives nomo
of the xulez %0 Do observed for cryptographic socuxrity, end
that it sesms, from the fregquency of such acts dwring the war,
&at po oczganization ig provided %o eall the adtemtion OF
code clarks to erzors capibls of imperiliag mot cmly thsair
ovn cryptographiec systcm but algo those of the other
Mindstrics. BExemples vere cited om the letter subjest.”

Thic may bo compared with the following paragraphs fram & “Hote ca
Cryptography”, mwesumsbly written by Civierge, dated 12 April 1922:

"In many Mimistrics the offiecinls respomsidle for this
service have no idea of the gpuccesses achieved by the cryplt-
exalytic servicep, that ig, those that work on golving Xys
exd recovexring cocdebooks. The coisbooks they propars are
cengequently rather simpls in the oyes of 8 oryptamalyst.
NMoreovor, most of them do ot kmov hor to use the books amd
no e teaches them aor vatches out for the propsr use of
the dccuments.

“Thus Guring ihe wer prefects used cofs %o report bambing
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resulits, mberesting for the enemy to lmow, leaving almost
all the .telegram in clear, which is strictly forbidden,

end encoding only & fow words vhich were sasy t0 Tosover.

Hot cnly did that endanger the codsbook wsed, but it counld
bave given indicstians as to the words of tho tologram eent
at the peme time by the military govarmor, apd facilitated
rogrese in 1he Mecovery of hig code if the emswy by spying or
other moans had been adlo to yrocure the copy of & fewr

pages of thia dooumemt.

"These bed cryptographing procedurss atill peraist t0dayese.”

Thip metter of the inmspaxabdility of cryptographic eecnrity was
recognized by the War Depaxrtmsnt's cryptanalysts, as is evidedsed by the
foregoing statementa. It formed the bagis of amother protest enmd plsa for
colleboration im @ letter drafted on 1 Ostober 1922 by Giviarge, suggecting
that a commisgion be callsd togethar to mtudy ways of schieving inters
ninisterial eryptanalytic collsburation, ezpecizlly dbetwssm the Foreign
Affairs end Wer Ministriso. It addgp:

*This commicsion might at the seme tims examine csrtain
measnes relative 0 the current emoﬁins proccedure whish ware
teken wvithout By ssrvice's undsrataniing the rengon Lo thems
Por oxemplo, the rofusal to use om and the sems codebook
for the “telsgrems of the Cazmigpicner Cemexel im Moroceo
addrezssd both to the War Dopertment and to DIPLOMATIE, which
can foros ths High Comigsariat’s services to Eaks two
mm@mmwlam,ammmm@fw
code pecurity.”

Actual colisboration in the mes of cofles amd ciphors was otherwise nod
etressed, however, and in gemoral the right of each Dspartmesnt to kave its
ovA @ectet cystens was fresly racognized,

There vag thuz & dusl nsed:

to adopt sscurs cryplographic aystems, and

b. to train end supervise poracmpel in the propar use of these systems.

In 1909 concern cemtered zbout the first poimt, anf there follcwed a
pooling of ideag and materiels (commsreizl codebooks, works on cryptogrephy,
otc.) emomg all the Ministries concsrmod exscept Foreigs Affairs., Im 1922
both nseds were comsidored, and a formal resolution was rasesd by the short-
lived Cryptogrephic Commission, wnder the imspiration of It. Col. Givierge,
recarmanding thel the cryptographic dbureaus De placed under the supsrvislica
of s experienced cryptanalyst.®

8. See Appendix P, 52
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in & noto prepexed for readicg ai this meooting of the Cempission,
Givierge urged thet all ministerial Dopartmeats wonsmitiing apd intorsepcing
mesgages kavo & cryplanalytic ssrvice "mol omly to read .,ntercoptad. twaffic
but also to provide surveillanco over the codes amd thSir uSG.co"o
Thie vae particularly aimed at the Mindagtry of Colomiss amd the FIT, which
had cxyptographic bureeus cnly. (f4n sntercsting spscisl euse, brought out
during the Commission’s discuspion wms that of the Birotd, which hed &
cryptanalytic but no cryptogrephic seaavice. ALY of itz telegrams vore gend
to the "Tolegraphic Service” vhich waes mansged by PIT empleyoes under the
CABINET DU MINISTRE, Thioc ssrvice orcated codss, encoded, and decoded for
the Sfireté witkout supervicion and without lisison with the iatter’s crypi-
analytic sexrvice. The imsecurity of such s procefure was tO be called to the

attention of the Ministry of the Interior, of which the Siretd is & part).

Giviorge himself evidemtly fevowrsd the ceapbining of the oryptographic
and cryptapalytic burzous upder omo head, for ia s "Hote an eryphtogrophy”
written at this same pericd (i.6. im 1922) he saye:

"Thore i6 O cryptsaalytic mexrvice (respeusibvle for
ing the mossegys of oluers) emcept 2t Foreign Affairo,
ths S te’ and the Havy, (viaere they ere distimct from the
pmc gervice pmp@r) end the Wer %mm&., %msm
'{_ : his for

By 1938 ths complicaticms of eryptographic processos, end particularly
the use of machines, 1ad led to "froquent end ocmpletely cordial comtacts™
between the heed of the Foreign Affairs Cryptographio Bervice (soparate
fram its cryptemalytic sexvice) and the heads of the Wor, Favy, and Alr
sxyptologic sections, "especially for tho joint study of imvemtioms vhich
might improve cryptographing methods”. This ceems to hisve besn the
oxtent of the scollaboraticn, exiatimg mon-mechanical codss end eiphors

wore apparently not sublectod to tests for securily, nor is thero evidence
of any Jjoint endeavors t0 ckeck on the security of practices of crypto-

graphic personmel. .

&. 'Hote deptindc b Stre lus & Ib Conmiesicn Interministériells GO
Cryptographle”™ & April 1022 P, 7

b. "Hote sur lo Chiffre” 12 April 1922 B, 2

6. ‘"Hots au sujet 65 1a collzboraticn imterminmistériells om Emtidre de

ddoryptemsnta”™ -- May 1938
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The simplsst method of achioving cocrdimation im cryptanslytic
matters was through regular lisison among the heads of ths various crypte
analytic sexvices. This hed the virtus of achievimg scme of the cbjectives,
at lsagt In part, without making any changes in organizaticn, waich would
be likely to be resisted.

Under such en arrangsment ceriain oxchongss could be mads of imtercept
mtexial vhick hed been ment to & esction umable to uszse 1it, of tochmical
information, cuch as codsbook recoveries or emciphermsmt methods, and of
collateral information considered of inmtersst to enother sectica. This
could be dome vhile retaining the infependsmce of the Dopartments and
localizing responsidility and security leaks.

Ite primcipall dissdventages wore thet in presctice it was rarcly possills
to achieve liaiscn among all the cryptamslytic chiefe, anf evem whem achioved
such lalson partialiy solved only & fow of the problsms to beo met. Eipe-
rience showed that greator compulsica thenm an appeal to good will, to matics
&l interest wr sven to self interest was reguired to persuade the Foreign
Affeirg Mindetry to join in the lisigonm plam; yeot without that Department’e
rarticipation almost nons of the major evils im the cryptamsiytic situvaticn
could be copod with. ¥hem, through the persistence of the Premier, that
Departzment wvas £inally dbrought imto & lisismm project im 1938, same useful
oxchanges wers mads,® bdut it was recognized that such a locse relaticaship
vag still too imefficiemt, umceortain and incorpleote for the sterm reguire-
ments of matiomsl security in wertime., The coordimatiom of cryptamalytic
sffort required the support of same extracministarial authority te win
acceptance for recouzmendations end to maimtain itself above the whim or
comvanience of tho imdividuel Ministry. Furthormore & tighter organizaticn
vag esscntial to make any adsquate roforms im the distributiom of treffis.
To give cryptanalysto & gsmuine opportumity to interchsmge teckmical infor-
mation, they themselves maeded to mwet and work togotiher, not andy their
chisfs. Without & cemtral directing crgamization, the tranemiceion of
collateral information was bound to Ds irreguler and gpotty. Zhe wse of
persompel remnined vmescoatmioals the fow eryptanalyste im eaoh Dopartment
b2d to be spread over the samo typos of problems ~- cipher, code, machine
problems -- at the expotse of extexded work on the more cozplicaled of any of
these problaes.

Thus the voluntary liaisen plem, ovea whem it suscesdsd, vas ocougidered,
st leagt by the HEatiomnl Dofemse Ministries, ap ozly & atoppmg stono to e
more closoly knit crganization: either a pgingle crypienalyt

4
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centralizing all the functioms of the various rimisterial cryptemslytic
services and complelely supplenting ihie latter, or a centrel imter-

minigter ial orypteralytic gervice, farmally hamdling the necessary ccordi-
netion epd engeging ln 'speculstive ressarch”, leaving thoe specific ressarck
enc. exploitaticn to the varions minfoterial ssrrices.

2. Bingle u ic_bureau

The cupsept of ths single crypiasalytic burean, im dirsct com-
trast to the lisisvs idea whioh gought to preserve the avtoncmy of the
various departmantsl services, would supplent theee services complotely,
centralizing all cryptanalytic activity in ome burean ssparate frem all the
Minietries. Whkoa this idea vas analyzed,® presumebly by CGivierge, in 1916,
ke 1aié¢ down certain confiticac which he connideref essential to the sucesss
of such an organization: it must de "created outside of ell ministries; ebove
the ministries, with a chief who bas Ivdimputeble authority with tho ‘egranda
sarvices’ (th: PIT and the pudlic prosscutor’s depertmsnt as woll as tho
Bindatries cuncernsd) & campetenco as great as his authority in all gemmsral
questicns, militery, pulitical, ctC.... end who has funds at his disposal.” D
Bince ho considered it unlikely thaet thess comditions oould be fulfillsd,
he wag oppused to such & plan,

a8, Organizaticn

It vas zencrally comsidered that suck an organigation must be
plased mﬁsg en sxinting interministerial body or the Office of the Pramier,
In the plan® of Peiruexry 1938, it vms proposed to concentrate all peracnnel
and budgetary resoarces of the various departmental crypltanalytic cervices
into a single service administratively under Hational Defense “or tmder the
Office of the Premler (Higher Council of Defemse) if ths Foreign Affairs
Ministry consents to joimn in the plan.”

Ths organization /s o be cauposed of & section head, "proferably &
civilian to sasure continuity”, and four or five secticms. Each ssolion
vould imeclude officisls, either civilian or military, detached by the
Adminigtration to which they belongsd (Havy, War, Air, Coloales, Foreign

o

a. BSes Appapdiz F. U5 - 57
b, Ses Apm P, 276
15
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Affeirs).® In addition there would De auxiliary pergonnsl, pessidly common
to all sections, for purely mechemical teska,

b. Functione
The functions of this organization would bes

fa) <o meintain the cucrent ssrvice,
{v) %o prepare for the fumctioning of the services im wartims, amd

{e) <o azarify the pecurity of the mational oryptogrerhic systeas
used.

In maintoining the current service & gsction would be responsldle for
receiving and distributing all imtercepts. (In 1916 Givierge bad written
that the single dureau would have to dipect the intercept sexvices; im the
1938 proposel this is mot suggssted). There would Yo an orderly distribution
of COMIET to tho interssted Departmsmts. A central documzntation service
would assesble all the decuwedts now in tho various Dopariments: dictiomaries,
reference books, ete. A press service would be orgoniged. & study group
would &9 resssroh im new gystems, imventions, machines, etc. Cryptamalytic
work of all typss fram imitial study to fimel exploitation would be carried
an in this orgemizetion; cryptomalytic results (code recovery, observations
on cuoiphexent cystems, otc.) would be cemmmicated to the verious goctions.
The individual Mindstries would be allowed to do oryptamalytic work ¢mly for
special woll-defined miagicns, and the Csptxal Bervice would Do kept informed
of the results.

a. There is s0me confusion in the plen &t this point. Thego sections, aCCOrds
ing to the proposed tebls of orgenizatiocn, Appandix £ _57 , vwonld do dividel
on & linguistic dbagis: English, Gexmen, Italian and Spanich, Russian, Freach,
etc., This 1dea is also Dorme out im the adventags moted: "By having know-
ledgoe of all the gyetems used im tho semp country, cme will moxrs easily bs
ablo to ascertaln the hadits end enciphering systems of that coummtry’s eervices
apd reccastituts the principle which is being estebliched om the other sids.”
On the other hend, az coe of the asswences to the varicus Depaxrtments
thet their secrots would not be divulged to other services, it was stated et
"In principls, cach soction, cauposod of agsnts respomsible to a given Mindge
wry, wvill work only on messagss of intorest to that Ministry and will bave mo
kpowledge of texte of imtorest to the other sections.” This impliss & pri-
mexy divieion iato secticms for Axmy, Eavy, colomial, diplomstic traffic ste.
A poesidle imterpretation is thit the primsry divisica would be by language,
ard o sscomdary division within the languags sectioms would be by Mimistry,
but the svidence is conflicting.
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As for maintaining security, Givierge hed argucd in 1916 that “sscwrity

oconsists not in concealing the existence of mexrvices to which all the dime
novels alluds, buv in concealing the exzact mimm of the work being dome
and the list o” projects under study there”. In 1938 three securiity mesgures
were incorporated into ths plep in ap effart %o reassure the verious Depart-
monts that their secrets would mot be divulged ¢o other seciicms: (a) vecryp-
tions would be cammmicated excluaively to the ministries cuncermed: (b)
agonts from a givem Ministry woudd work, im principls, only on messages of
interest to that Minigstry and would not be gzven Iknowledge of taxts of inmter-
est to othor sectioms; and (o) cnly tho eryptepslytic resulis would be commi-
nicated to the vexious gettioms.

The organization would prepsye for the fumctioning of the sorvice im
wartime by training reserve personnel and developing a therough knowledge
of the systems and encrypting kebits of countries with vhose traffic it vas
advantagecus to be familiar.

c. Adventagen
The adventages of the single cryptapalytic Dureau wore rumerous:

{a) ALl txraffic wonld be semt to a single service which would
distribute it on & cryptamalytic basis, i.s. an the dasis of type of system
used and not exclusively on the bas.s of sddrsss and signatwre. This grare
anteed the exploiting of all treffic. By having more traffic and, especially,
canplete seriss of messagos from the seme sender, cryptenslysts would beve
better chances of success.

{b) By pooling perscmmel it would de possible to make siore
econonicel use of them amd thus to oxtemd work to new langungss snd t0 engage
in long-term research projects om the moro complicated probiems.

{e) By vorking in clope proximity it would be possible for
tho cryptaralysts to interchange special lmowlsdge and expsriexnce to mutual
adventags.

{d) A centralizeticn of all documemts and collateral informe-
tion would result in & much more camplete ami efficiemt referemce zervice with

less expenditure.

(e) A more wniform end ratiomal trasning of peracmmel would
be achieved.

7
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d. Dlgedrantages

Mony disadvantegss tc such a drastic proposal were prescuted,
howvever. In his "Hoco on Cryptegraphy™ urittem im April 1922 Givierss,
spsaking of & alagle erypuwapalytic service, gaya:

“Efforts heve beon meds toward it ceveral times
and plems for it vero oven me2de during the war., Thege
nover sucsesded bocauss the Minictries want Yo be sure
of cbtaining detachmemts of persommel Lor epecial
positicng if they need them (e.g. tho Har Dsparimsnt for
tho exrmics in wartims), apd to be able to have dosuments
vhich interest then atudlcd at cpos., Too greet o spsciai-
izatiom in mdlivary or diplasatic questicms, foxr exsmpls,
brg alwaye been foarsd. How, the Foreign Affairs Mindotwy
bzg pever Gecopted evem the idea of & comtrol over the
tosles vhioh would estedlich 2 priority order.”

Other elsments pointing to the wniesizredility of capleote unification
were noted by him ag folloves

(1) Divereity of prodiams: the pwofound differences bewicon
ayntezs for correspordemce of individuels, bamks, ctc. ca the one hrod apd
officieal oystems (Diplomatic, War, and NHavy) om the other hand;

{2) Valuo of mpecisiization: the value, if oze wishes %0 de
gble Lo make cryptanalyste ioto specialisie axd to cbtain & good output, of
sgsigning the various cetegories of cryptogrems to separate stwdy groups D

(3) Hoesd for deparitmsmtal autoncamy: the nscessity for &
ministerial Department not to bde allowed to have recourze to another vhen
& question of pooret corzespondence iz involved in an affelr in which it ag
concerned s

(4) Crypto-security: the meef. of baving im the Admimistratic
qualifisd perscmnel to Gvew up oryptographic decumcmts and o oversse tholr
uso}

{5) Administrative 4ifficulties: the difficulties for verious
reasons, arising for exmmple froas the stetus of the officlale, of having the
rere crypienslyetes leave their preosumt Administration;

{6) Size of tesk: %he cmormisus guantity of docwEeats sus-
coptidis of study and the mEatorial tagk of clagsificeticn apd of setting uwp
aychives.

8, V'Hote sur 1e CBAFfro” 12 April 3922, P, 9-10
Y. This argument seems harly valid here, since such spscialization
is not incuapatibis with the idenm of & singls comiral dwroau,

i8
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In 1938 a War Ministry pote commsnte that:

“Tie fusion of the exislting cryptemalytis services
‘ geams difficult %o achiove for reagcas of comwapd, reczuit-
@ment, instruction and mobilizaticn, and for material reapons
{buildings, credits).”

Tho most valid fears with regpect to & single cryptamalytic durceu
ssem 10 have been thats

(1) It might be domirmbed by cnme Department to the 4isadvane-
tage of agother;

{2) Spscial intercsts might be ignored or given low mricrity;

{3) The Dspartments would have no comtrol over the topice
studied and would Pe wmeble to assign anslyste to spscial jobs; and

{4) Cryptographic secticns would be deprived of the mecoossTy
criticiem end guidance of czyptemslysts {unlese the zingle durean were mads
responsidble for all cryptographic functiors as well).

Although verifying the security of the natiomal cryptographic asystems
wvag nemed as ome of the fumectiome of ths single eryptemalytic orgpnizatlom
in 1938, no expansicn of the idee ie givem in the planm advameel. Taie would
resuEably involve studying the systems to tost whother they would be highly
resistant to cryptapmalytic attack (it is nmot clsey whether thie imcludes
checking their actual use for violaiilcms of erypto-sscurity), but it doos not
imply & contralization of theo imdividual mexrvices nor evem directiom by &
cryptanaiyst. In 1916, howover, whem Col, Cartier bad proposed @ «entraliza-
tion of cryptamalytic sorviceos only, Major Givierge hed poimted out that the
cryptographic services must, inm that cose, be cemtralizel as well since they
st be directed by crypianalysts” who will "imstruct tho opsrating perscn-
nel and pwepsre the dccuments.” ©

This point wvas, in fact, used zs & stroag erguwasnt agranst & singlo
cryptanalytic bureau. In a "FNote on the Cryptemelytic Service” im 1922 1t
vay gtateds

"One cen fail to be in favor of & plan of this nsture if

one does mot wish to make thiz cemtral agency respoasible Lor
the suxrveillones of tho epplication of the Frepch codos end
ciphers in the various mimistries. It is mecessary, im fact,

in owr cpiniom %o prevemt the agente who use our codss and
ciphers from uvweing them corelessly. The gqualificd authexity
secms the Mimigtry to vhich they are respomsible. Bow %o
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watch over a cryostographic service properly. it 18 necossory,
wo think, to hevo crypiapalysts vbo, using the micitakos of
ochers, Inow which cmes wust be avoided. The msosspity of a
eoparate sorvice in each Mimiletyry, as wo have today, is there-
Zors vory reedily Justified.” ®

For these reasgoms tho tondensy vas to favor the third possibility <--a
central interministeried cryptenalytic service --- vhich would combine nany
of the edvantages of & cingls burssu with fewer dissdventagss.

3. Central interminigiorial

The centzal wterminigtorial cryptamalytic service. originally
envisaged 88 a purely ccordinmating ageney, would bave, as fimally evolvod,
two major responsibilitiens ccordimating the work of the various minmisuerial
cryptanelytic ssrvices, and engnglng in "spsculative research”, leaving the
specific research and exploitaticm t0 those services. This proposal avoids
et the samp tims the Scylila of looss collsboraticm, vwhers the hends of ihs
verions cryptologic sections msob unisr scms porzuagicn to patch wp here aad
there a fevw of the doficicmeies of an uncordinated system, and the Chayybdis
of complete unification of cryptamalytic aetivities, dapriving the Departments
of eny cryptanalytic perstmmel. Suck & cemtxal offics was proseuied chlofly
89 & vartibe measure, howover, proposals for it being most mmercus and
urgent befors and during Vorld War I and again in 1938 <39 vhen Werld Wep II
vas threataning. The most specific of these proposals, reprodwced im tho
Appendix, wero Col. Cartiar®s IOL7 planm for reorgamizetica of tho cxyple
analytic services (presumcbly adopted for the last year of he war) and tho
&rmy, Bavy, and Aiy Porce plans of 1938 -39,

a. It was criginelly plamned o place this ccordimating group
wdsr cne of the Mindstries: im 191L4 the cryptanalysis were inmtonded to be
under Interior, im 191’?" e gervice was to be handled by the War Depariment,
apd at the end of 1918 it was proposed that all orypiamalytic work cm peace
nsgotietions do dame under the z2egis of the Foreign Affairg Minisizy. Irem
1925 on, howevar, it was generally recognized that such & coordinmating
organizeticn muwt be undsr intexrministerial camtrol -« pozsibly ths Office

a. 'Hote mur 1 Bervice 6u Chifire” 13 April 1622  P- 2
Y. Cartier bnd proposed that the cryptemaelytic service, righifully an crgem
of inmtellicemoo, should be abtiached to a Gemeral Iatolligemee Office, then
non-existent. (This noticn wap immedistely rojsoted by his supsriors becauss
of the spocisl mature of the imtelligsnmce utilized by the Departmeamt of War”).
He suggested that wnder pregent conditions it bo ettacked to the War Mindstry
at leest for the &wraticn of the war, but added that it ocould be umdsr the
Foreign Affalrs Mindetry cr even the O0ffice of the Premier,

20
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of the Pramier or, mors u.mal};y_, the Bighor Council of Fatliomel Defezse-
T the Army’s 1938 note® 1t was proposed to plecs il under aps of the
Misdetries of E&ticml Dofenge or the Highsr Comecil of Eaviormal Dofensn.
The Havy proposald later, however, inglsted that it must be pleced wmler
an sutherity supsrior to tho Ministries, giving as reasops:

(2) The possibility of usimg qualified civilians as research

vworkers{e.g. former military cryptanalysts of real cozpotease Weem it would
be difficult to employ in a subcrdinste positicn in & military egency).

D, Persommel vas to be cblainsi from the ministerial cxypt-
apalytic sectioms. (In 1917 o dolegate frcm the Office of the Pramior wea
to be included). The Havy ouggested that sach Minigtry might coatribute o
or three porswtus of officer rank and if possibls an egual number of gecree
taries; the emtire Eavy plan wan more limited, however, zaking gimeral crymte
enalytic studies the caly functicm of tho service (exciufing cocrdimationm).

c. The msjor proposals (except Havy's) imvolved & two-fold role
for the cemtral cryptemelytic service: regeaxech om all cryplamalylic
quost ions of gemeral intexest, and e.oouﬁimtim of the work of the wvarious

ninipterial servioss.
The regearch aspsct of the werk would involve:

(1) Prelimimary study of mev systems imtercepted to determimo
thelr geperal mature. Whsn & aysiten had rsachel @ point whare it could be
handlisd by the proper mimigteriel gervice, it wonuld de tuxmed over to the
latter with all neceszary inforumticn for ccatimuing the study {e.g. recovery
of partioular Xeys o bookbreaking) or for exploitation.

(2) va a‘lmﬁy of new oryptograpbing processes {wachiace,
slectrarsobanicel o elsstramagnetic prosssses, otc.) with attampta to
establich dscrypting mthsﬂg This inclwiep oritical atudy of all imvasticns

and aystems proposed for adoption by the variocus Depertments.

AT

The coordination of the work of the verious cryptanslytic ssrvices
would involve:

(1) centralizing the receipt of all intsreopled treffic;
(2) distributing it by aystem end catsém, not solsly bty address,

(3) establishing ldaiscn emong the various groups %0 gt the dest
results vhile limiting end localizing respomsidilities;

8. Appendix 9;353-59
b, Appemdix P.
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(4) setting up =nd maintaing & repository of dosuwments 2ad
tecinical information regnrding enssy eucrypling systeme and thelr ugs;

{5) asstting uv znd maintaining & card £ile of cach covmiry
studied anf giving each goup infoxmation o holp its work;

{6) establiching direct relations with intercept epd fatslli-

gence services as well as with the oxploiting services in the various
Ministries;

{7) sotting up @ pross service for imformation puxposos (and
the Air Porce suggeste working with the Pross to0 censor any publicatiomn.
likely to imperil crypio-nocurity);

(8) making the nescessery cammmications in the proper foram to
the services comncermed.

d. To achisve these purposes, the Ammy ani Air Force made
gensrally similar proposals for organizations

(a) A dirsctor and agsistant

() Ao axehives or clagsifying esction responsidle for:
{1) recaipt, claspificaticn and distributing of intercopts
(2) distribution of dserypticns
(3) cemtralization of imformaticn asd Gosuments of eny nature

(k) setting up =pd maintaining of caxd filse of cryptanalytlec
informatiom

(e} A ddaigon sectiom, raintaining close relaticae wilh tho

dspartmeatal corviceos and with the Informetion, Intelligsmos
and Pres3 Borvices

(a) A tochmical or stuly sectica responsidle for:
(1) preliminary recearch after traffic classification
(2) study of oystems, machines, oryptographic inveaticns
(3) checking on the security of matiomel cryptographic syetems.
(o) A iranslation service of plain text intercepts
The departmsntal orypteralytic sexvices would rotalm thsir antcmomy to

a cansidsrable cxtent, bandling their owm recruitment apd txeining of porsommel.
Since close and constant liaison was necespary among all the groupn, however,
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it was frequently urged that they caovlid work in the samo spoc or at lsast
in close proximity to each other, Another argument for proximily wap the
cage of estebiishing and using the central archivos end information oectiom.
On the other hend, wany edvocated physical separaticn for the sake 0o L -
ieing reeponsibility and reducing tas chences of sscurity leaks., Furmdier-
more, as long as the various crypienalytic services remaimed under comtrol
of the serarate Ministries, thsere wore bound to be administxative objecticaze

to detaching them physically.

o, The advantegss of the captral imtermimisterial cryplamelytic
eorvico ax9 many. It gives form and authority o the long-fegired intere
sorvice liaiscn, apd at the gams time permits cemtralizatica im tho imporitant
fleld of gemeral research on NSy gysieEe and machimes.

f. Ono disgedvaptage of tho propogal ides in a ocertein amount of
duplication of documsmts andi informstion servicos, ead the meceosity
of sspaxete archives, whore there i phypical separation of the various
decrypting growps. More important is the wfooirability of separatizg
preliminary cryptanalytic wvork from its later stagos. IL was prosumibly
Cartier who in 1916 proocated that views

"I would be & grave exrxor if cme were to think that
ths cryptanalysts must de satisfied in finmding tho elementy
of & codsbook or of & pystem without codsbook, and that
they can than lsave t0 othors who are less expert the iask
of decrypting by moans of the elemsnts diccovered Dy them.

"It iz on the contrary indispenseble thet thoy them-
selvas carry out the decrypting , or et lsast remain in
close liaisom with those who do 50, in order to femillexife
theselves with che special phraseology of tho cmemiss amtl
with their cryptographic memtality co that they may be able
to find aa spsedily 8o posoible the wew codss or the new
cryptographic system that are placed successively in sorvice.

"Our cocmies in fast use many codss and various systams,
cach of them camplicated by frequent tramsforeanticas.

Certain toxts, enerypted with a known aystem, oftem
&lvo vory useful indicaticns for fimding thege encTypied
vith other wnknovn gyctews, espssially comsidering that
the same subjocts are ocketimos in texts emerypted with
difforent aystems, scmetimes inm the seme words,”
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lator, howevor, the seme rmicr adds,

T

T~ T
L 10y

"It ghould mot be thought that 1% is essential <o
bring togothsr an the sams duilding all the socticms
vhich &rs charged with different categories of decrypte
ing. Thero can oven Do an advantage in seperating them
in oxder to localize responmsibilitiep amd to reduce tho
chances of iadlscreticm,”

Another disedventage, correcteld by the aimgle dburssu plem, lies in
the failuro to bring togeubsr 21l theo aystems -~ militery, aasval, colomfal,
diplomatio, stc. -~ of & given coumtry into ons ssetion. Not cply doss &
military message sozetimes threv light on o diplomatic ocne, as thoy woll
knew, but the duplieaticn of linguistic persomzel i im mo way redised
without szuch wmificationm. Opportumities for cxtemeion of stuiy to othsr
importent languages without incrsaging the total pexrsommel woeld bo thare-
fore elimimatod.

In a War Ministry note of 7 March 1938® it was observed further:
“Tae creation of & centralizing body wndsr the Parm of an Intermimister.al
Office of Cryptanalytic Services leaving to snch Dopartment its auionwcyy,
would requirs supplementery perscamel Aifficunlt to recruit and rether
lerge crodlts.”

In apite of scmo disadvantages, however, this solution, & compropice
betwesn maxivers indspendencs and zeximm officiemcy, found more favor
than any other.

&.” Fote pour 1o Cabimet Militaire du Ministwe™, 7 Marchr 1938, P. 2
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PART IX

The Strugmie for Closer Collaberaiiopn amons the Cryptanalytic services of
the Verions Mindoteies 1909 - 1030 )

- ”

The edvantages of inteminicterial collabozation of tho oxyptanslyiic
pexvices woere oarly recognized By spocialists in the War Mimistvy, and tholr
offorts to achieve this goal over a 30-year period arc revenisd iv 2 collote
ticm of documants fxcm tho filss of the Cryptologic Sectiom, Denzidne Durcawm,
Arny CGenorel Staff, tinistry of Yar.

=~

Ao Fre-Vorld Wap I Effortg

Around 1908-05 vhen the first suggesticas vere made for intere
pinisterial cryptographic comsultevicn, this was ibs oltustion: Tuwo centors
of cryptograpbic stuly were functicming regulsxly apd im a practlcal manner
in Parip -- within the Foreign Affairs Mimistry emd ot the Siretd Gdndrale
in the Imtsricr Mimistry. I the Wer Minietry there was a Cryptographic
Commiaplon which, proguEably for.lack of documcats, worked chlefly cr (keo-
rotical ureblops. Cne of ite miseions vag that of makieg colsbhoola.

In 3908 Gomeral Berthaut, Presldsmt of this Hilitery Cryptographic
Camipgion, deploring the ccuplete isolatiom of the various cryptographic
services in the Govermmsml, proposed to the Mimister of War the crsation of
en Ipterminisberial Cryptogrephic Commimpion. Hs gitressed its utility ia
time of pease for asuarding Fremch cryptographic sccurity, poimting oul that
progross in ensrypting motheds remaims losalized for want of proper ldeison,
and lsss cdvencod sccticns are wwittingly vsing ingecurs cryptographic
raceduros. & pooling of idess end materiels, imcluding cammercieal. codos
and books on cryptography, would b mot only in the gomexel imterest hHud
algo in the particular interest of cech secticn {vhose imdspamicuce in
antiers of organizaticn exd procedur-es would not be affected). Gemeral
Berthaut cupbasized, inm additicm, the mesd of prepavring for readinmoss in
tine of var a “reading end supervising cammitites” to watch ovexr emcwyptod
cmsspcm%mcm This was later exyandsd to the ides of a "cryptanelytic
camitice”.

The proposal was subnltted by the War Ministry ¢o0 the othor Ministries
cencerned: Ferolgn Affeirs, Havy, Interior, Colonies, and Public Works
{(Post, Teiephoms and Telegraph). Agreement was esey with all but the firast.
Finally all agreed on & draft decrss, which ultimatoly the Mimister of
FPorolign AZfairs refused to sign. This was the first manifestaticn of the
noa-coopexetive attitude of that Mindetry which weas t0¢ run liks & zecurring
thems through the nsxt thirity yeers. The draft dscree was thon modified
to exclufe the Ministry of Foreign Affairs, and wes signed om 9 Jazmazy 1909
by the Mimiasters of War, lavy, Intexrior, Colonies, and Public Works,
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Thic decwres, sumitied ca 11 January 100% by the Minigter of War
(6. Picquart) for the epprovel of the Pragident of the Republie, gel uwp am
Interministericel Cryptogrephic Coxmioeicn wmder the ehalwmunship of too
Preogident of the Militery Cryptographie Camvesien, with mupborship ccnsizi-
ing of reprossntatives fxum the Cryptogrephic Sexvicec of the five Minilsiries
ocmoexusd. Tho purpcse of the Commisnicn was “to otudy wier whnt copfilicm
the cocoperaticon of the verious cryptographio bursaus ce:m be organizcd ol thor
in peecotime or in woartime”,

-

Between 1509 emd 1912 the rolo of this Commicsicn secms to hove boea
limited to persomal contacts and tho axchange of tocimical notes emong aums
of its mazbers. In 1912, whem Millecomd wag firat Mindstor of Yar, the
VWer Ministry‘s Cryptographic SBection was created, probably ucler thy inspira-
tim of Captainm Giviergs, then @ meber of the Mimister’s persomal »talf,
vho vas perticularly intsrestsd im cryptemalynis cpd who for Emumy yoexs
figwes promincatly in the straggle for imtermindsterial colloboration in
the Lield,

Under the nov impotus the fixrst Lfoxmmnl mseting of ths Imterminisierial
Cryprographic Commigaion took plece om 1k iy 1912, The prime objective
vow bocaue the organizaticn of tho Crypiamalytiec Cammittes (Comité deo
déehiffrement), in which the Poreign Affairs Mimistry hed beem imvited %o
pexrticipate. Agpim that Minlstry was mot ready 2o coopozete. 4Although it
bad appointed ite reoprescmtatives, it rofused to divnige thoir pomos o
order them to participate im the camitites’s work wmbtil tke “Remcat of peed®.
The Caxmigsion decided that it could not awalt thet momcmd 1o begim %o
create 20 cmpisx an organizaticn, and procesdsd to tale sotops im thatd
Girection without the ccopoxaticn of the umi 4%Crsay. A emall group of mom
intended to form the mucleus of & crypitamalytic orgamizetiom im ¢he evert of
war vas, therefore, givem imptruction, and & librexy of tschnical. boolks amd
other referencs matexrial was deveolopsd.

Sgven mestings of tho Camissicn vere heold @t imtervals botwecn
1 Mey 1912 and 16 Jume 10, A mwactice exsrcise held in fxwil - May 192k
shoved gratifyliag results for the training which hof beon given over tho
past yoar to the budding cryptamalynis, but there wep @ recognized meed for
recruiting more trainess.

During this time, according to cas comevdat cmbittered accoumt, tho
Poreign Affeirs Ministry hed succesded, follcwimg various incidents, im
outting off from the Stretd Gdndrele (Intericr Ministry) the yrimeipal
source of its material for study. The Havy Deperteemt, whose refio service
was svpplying the Uar Depertment with precious deoummmts for gtudy, vas
urgesi to heve o spesilal gecticn, dut leck of porocEmel prevembed this 31ep.
At this point the outhreak of war altsred tho picture.
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B. Extent of Wartims Colleboratica (191k - 1918)
X. Ihs firgt genths of tho war

Upen mobiligaticn the control and oryptenalytic seyvieo wao
supposed Lo Degin fumotioning. When specific physical qussticms hed awvigen,
however, with respect to the setting up of the Cryptapaiytic Coamities, a
curicus gpirit had bean cncountercd: thsro would de no wars begides, in
cago of vir no emorypted islegremn would be semt. Thus the existemse of
ths Cryrtemalytic Camittos remained in the roalm of the vegwe. Thsyrs vaa
searcely cven an avareness of ite emamge, and, in any cash, of its dogree
of proparation. Whem wer droke ou%, the rols of the variocus goups was 4o
be ag follown:

a8, The Biretd (in the Interior Doparimant) would direct etpecially
the interministerial tolographic comtrol service. (It was %o thip agoency
that the cryptepalytic group wes Zirst sssigned)

b. The War Departwent vould contern itself particuiarly with
rediogrems from the front end would give (R the msans of tremglating thcm.

¢. The Foreign Affairn Dopartment, vhich promissd to furalsh
persommsl for cervice (), vould contizmme its peacetime work.

Tho telegrephic contyol service, however, wos improvissd umier the
directicn of porzcnmel kmowing nothing edout the spseial service of o=yphe
enalysis cpd itg potamtinl valus. Discomtent over mispapagmmcmt of Whe
service end poor utilization of their ekills led to ths Aleappsarance 1n
a fov daye of the cxyptenclynte trainsd for the cryptamalytic camuitice.
S8aze went to join Captain Civiergo ot CEQ; othern to the oryplanaldytic
ssction of the Havy, War, Interior, ami Foreign Affaivs Dopartmsmts. Al
ths Ministries got to work end achieved comsiderabls results, but leek of
alequate preperatien lsé to aumsying delays in the receipt of documasmts
by the oryptemoiytic geotions azd provemted the resding of smcrypted treffic
in the vital £irgt menths of the war,

2, The situsticn im 1916

In July 1916 the multiplicity of sepaxate oryptemeliytic
agenoies, with the attepiest evils of &mplieataﬁ offort ani inndequato
llalgen among them, bectms the subjoot of a noter presusbly amonting from
Fajor Giviergs at GHQ.

a. "Hote ou Bujet Gu Bervice 4o Daohiffrement - 26 duly 1916
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He listed the following crypiemalytic scrvices them exicuing:

e. &t Forelgn Affsirs:
®. &t the Wer Departmmut under Colomel Cartier;

¢. at (HY, vhero in theory the task of the sectiom wes to =ks
rapidly availsble to the Intelligemcs Buresu decrypticas meds with syvtezs
and ksys foumd dy.tho War Departesmt's cryptemsiytic secticm, but wasre, in
wastice, wnier Major Civierge joimt studies wore Doing mnde with thel sectiom;

d. in Interior (Blrots Gludrals) vhere, under M. Zaver:ms,
study particularly comcsrnsd documemis collected throvgh the postal ccmizol;
documents collscted througn the postal comtrol particularly were bslng scudieﬁ;
¢. abt the Havy where work was dove chiofly en the ddecoveries
of the War Depaxrtment’s cryptamalytic sectiom.

This ho coensidored an shncwml situatica, (0 b6 expininsd oaly if the
doouments could be strictly cisszified eccordimg to the scrvico. Slmce, ho
claimed, praoctice showe gush & olsgaificatior 46 he far frex possibils, cisre
vez & dupiiecation of vork.

The following lisiscms oxigted:

a, Colomel Cartier (Wer) apd M. do Courcel (Foveign Affairs)
collaboratad.

b. Mejor Givierge (GHR), ignored by Foreign A£faird, ¢oliabow
rated with Colonsl Cartior, but without being able to obtainm through him
the tsefnl imformation witbheld by Foreign Affeirs.

c. M. Haverna at Siretd Gémérale werkod chsolutely apart,
lending o Colonel Cartier or Major Givierge cortain codsbocks in hie
keeping, and scarcely sceing them except on those cccasioms to exchnnge
saBg excepticmal imfoxmation. Hls abilitics vwere thorefore poorldy utilized.

Cloge ljaigon botween the War and Bovy departments goos withoul seylmg
since tho farfgr provifisd keys enf probabdly recomstrucied cofebooks for the
latter.

A ddvision of labor hod Hecn made botwesn the War ani Popeigm fiffairs
cryptapalytic secticms cn the bagis ef the degtimatics axmf call gigne of
interceptsd moaseges, & basis soom found to De highly fallible. In 1915
the GEY cryptavalytic group, finding it impossibls to sccure fram Fureign
Affoira the comtents of certein Lelegrams, lmovn %0 be military, which
vere vital to their research, dotermined to ignore the agrocrent andl undor-
take the study of all telogrems roceived when their diplowatic naturs was
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not immsdistoly appaxent. These vers cammmicatsd to the Wer Dopertmomt.,
Taus, in July 1916, it wen pointed ont tiet o mimgle radiogran might be
decrypist three times: omce at GER], once at the War Dopartmemt, and aace at
the Foreign Affeirs Hinistyy. It vas admitied, howevor, thab cuch ap oscure
rence vag fairly rore in fact.

There wea overlapping alse betveen the Army end Favy. The latter hed-
created a servico, apparently to avoid dopemnding upon the overworked Army
secticn, for the decrypticn of documsnts of imterest caly to 1%, yoi the
Axpy in itz search for daily keys was ocbliged %o conbtimme ke deoxypticn
of Hovy rediogrems. Morecver, GHQ wes decrypting amme of thoge reintinmg to
meteorology end seppelins and was @mmngthmmug

3. The collsboretion propogal and failures 1916-17.

Digeeticfied with this astate of affeirs, the fAr@my spokosron
proposed collaboraticn "to avoid havimg the azormo telogram deocryplted three
times, having the semye stvdy made in scveral pimces vithout the Giscoveries
of ome bemsfiting the other, havimg documemts vhich might facilitato the
mwm;ogmw@meoﬂawm&yhmt%am@igmm
secticn”.

After first exsmining ths altornative of creating @ ningls oenSral®
exryptologic dbureau, vhich he feared might Decome the 2enopoly ©0F o6 mimige
terial Departzsnt to the detrinsmat of the others, he recomumadsd "ths physi-
ocal geparatica of the Gifforent services with genuino, complete collaboration
without reservatioms™. This collsboraticon would taks the foxm of rugnlssr
meetings of the heads of the cryptemelytic scrvices, and if mecd Yo, of the
cryptanalysts themselves, to divide up the tashke and to exchemge renavks.
Such contacts would acquaiat cach service with the prodlems, needs, and
activities of the others, and would ecmeble them to shexre documents zmd
infor@ation of valus to each other,

Bame time later, presuzebly in late 1916 or early 1917, a msoting
called by the Favy Minister took place at the Foreign Affeirs Minisiry,
undsy the cpeirmenshivof M. da Morgerie, ite Girector of Political Affairs =-
a diplomatic gesture intepded, doubtless, to givo ths Foreign Affairs Dapart-
nont & greuter semse of respomsibility in the matter of cryptamalytic co-
cperaticn. This move fell wide of its maxk, however, for although it was
wmanirously recognized thee it would be adviseble to brimg about effective
cooperatitn of the cryplammlytic esexrvices of the Axny, Hevy, caf Foreign
Affaire Dopartesmt, M. de lMargerie prompitly made reservaticns with respoct
to the study of forsign diplombtic gyptems which he compidsored ahould e
exclusively hapdled by the Mindeiyy of Foreign Affairn, Ko scuggestion was
mado at the mocting as t¢ dchie manmer of achieving the desired cooparation.
It was merely Geoided that the eryptormalytic service heeds of the thres

a. “Hote cu @ujet Gu Borvice 4 Dichiffrcment » 26 July 1916 P. 10-11
d. Appepdixz P. b3-47
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minigteriel Da@arm would meet paricdisally whashp celvemsd by ¥. de Couread,
nead of the Crypteanalytic Service at Forsign Alfalrs.

Two cuch mestings took placo et which, in ths opiniem of the War Depast-
ment’s ropreseatative {proswmbly Celemsl Cartier), mo uzeful resulis wore
obtained. Bwvem his offer to colilshorate by crmmieatinvg all deerypbicms to
the Foreign ACfRirs and Mavy sectians was twmed down. Ho complaired that
at tho mpecond moeting M. do Coureel merely acked soue information comeerning
the m&oﬁelempmc gexvice, thus intorrupting tho work of threo officorsy
s of vhen (rrobadly Major Giviergo) kad cers fxom GER, cn o matter which
was oot in thoir provimce. Ee went om:

"At thie cems sospicn, the amval representative,
Commamfer Friocourt, proposed bringing to the folicrinmg
reoting en fAmoricen encipbored cods to ghow it to the
ceelagsion. Thero is reascn to maxvel at sssing, im
bims of war, the postpencmemt to on indeteymimate dato
of tho examinaticn of & question of thie nsture. Tais
"Pollowing® meeting hes mot you taken plmco.”

4, The captralizntion proposal smé the gecurdity crisis - J9LT.

Colemel Cextior, collims such meetings vselsae epd & weato of
tims, outidmed the basis of whet he comsidered o really effsctive collakoo
ration of the cryptamalytic sorvices and ths mawmmer of achieving it. o
protected that thers iz not e militery cryptamalysic end a &lplomatic
cryptanalysis but that cryptamalytic prodlerms ore gomsrally the came vhate
ever =y Do their sibjoet matier. Without comsidering it mscessary O
bring togother all the dilforent secticnz to e working ploce, be rovere
theless copbesized that "o single admimictroticn is absolutely mecessary
to cantxalize the reseipt of all. emcryptel documents for study, to handle
the division amomg the differemt gostioms, to follow the work of sach
group mﬁ.“to caabls each of thege t0 benefit from the rosulis obtaimed
eloswhese .

Theoe idsas, elthough imformally approved by Admizel lacsze, Havy
Minlster, lay fellow uatil em incident of & leak to the press im Octoder

1917 sxroused comoern im higher ocheloms smd ellcited proposals from the
Army s Gemexal S%af? to tighter eryplomalytis seewrity:

(1) To reduce o threp the mmber of copies of decrypied
secret xediogreme distributed -- all withim the Wer Dspartment;

(2) To parephrese messeges being ccrmmicated for imformation;
(3) To cmmmicate emcrypted toxts cozmimg from the Wex

30
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Doparteont®s intoreept sorvices to no cyyptomalyiic sevvice of e olicl
Ministorial Dopawisents.

. Colomel Cartier, camenting ¢a those rroposals, which wors for tho
most part a relreat frem evamn the gmall dogree of collebhoyation the’ hed
toen 80 painfully won, throws light on the degroe of cooperation . realized
by the Wor Department at that timc

(1) Five copics of {he raldiograms in questicn were being
rogularly distributed within the Var Department and in sddition those of
gpecial Intcrent 0 them were being cammnicated respectively to the Premiaris
office, to Foreign Affairs, and to the fovy, QColsuae: Curtier suggssted
that thoge recipisnis chould vo comsulted bdefore being dropped fram the
dletribution list,

{2) Ho agreed to thc propocsl that originals be replaced by
zaraykraces vut folt that the work must bo dono within the cryptenalytic
azotion,

{3) B8ince the War Dipartmont'’s intorcept servics wes regnlacly
farniching the Favy and Foreign A{fairs cryptenalytic services with inter
capty of special interest to them. Colonel Caruier protsatod thet thoy
eould mot bo cut off without a provicus unlerstending.

Thio crisis afforfsd Colonel Sartier the opportunity to goin o hecying
for his oun thoory of an intoxministoriel office of the cyyplenaiytic
g3rvices, and he lost av time in rresanting ito advantages, with exphasio
ca gairning the mazimm efficiency £rom the various cryptamalytic geuvices
with 2 minisaum dengor of security lsaks. He gent hls proposed recrganize~
tion plen® to his om mpericrs {(the Army General Staff), to Pareign Affalrs,
the Hovy and the 0ffice of the Prcmierx.

. 5+ B Erimgh of Centyelisation ~ 2918

1hat ho achieved his purpose durivg the last year of the war is
fairiy apparent from the following Dits of. evidemoce:

(1) A reply from the Anxy Gemsral Staff in November 1917
yrecents "o objesticaa™ to ths proposed recrganization {with reservation:,
howevez, on ths roference to a Gersral Office of Intelligence Servises).

{2) In cngwer to quczies on 2b Ootober 1917, 1k Kovembor 1917

aﬁSJa.mmmlﬂ, tho head of tks Ammy Deuxiéme Buresu‘s intorceps
sevicoa asourcs Colonel Cartier ca 13 Jamzm 1918 that his secticn clene

o
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ill veceive all cnorypted decwmonte intarcepted, since that is "o il
cno aualified to hendle tho decrysting of them"s Tais conld cirniiy o
rotreat from the epirit of collsborotion, but it iz more prebedly o BOVO
tovard csnitralized control, with the lyny as the centralising agency.
Colomel Carticy, in the 8 Jamuaxry 1918 letier, had declared 0 tho intercept
goxrvicos:

"It is obvicus that it io indispensabdle to centralize
in the Cryptenalytic Seoticn the gtudy of all the emcrypted
doctments cr to loave it up to thia Sectiun to seek whkatever
qualifiod holp is necosssry. This arpanlsation is in gop-
Zozmity with tho understoniing rcached yith the Minigtyy of
Forels Affairs and thie Bavy®.’

(3) TRat the Army Cryptemalytic Soction received cryptograms
lntercepted by other cgencies ag well, and that it acted as a scentral
eryptaneiylic, cowrdinating, and distributing agency may de luplicd from
later campnis. In o opescch before the poste-war meeting of the Intermminine
tariel Cryptanalytic Camiosion ir April 1922, It. Col, Givierge reviecwsd
{he wortime wiuwephc of the Cryptanalytic Sectiom of the War Dspertment,
noting thats

"Ono of tho remsoms for tho exceliemt output of tho
Bervice wan the abundapce of the ctudy documentis exd thu
concentration by the very force of ciroumstances.of the
groater part of them in & office. Tus faloe
afidrocses (the sending of German military tolegrams to the
iniatry of Foreign Affairs of & msutral power, otc.) and -
ruzes in the use of codabooke without regard to-'content or
adérocgoe of the telograms @14 mot prevent recognition of
tho txuo adiressess, the language of the correspondents, and
tho cofios theoy wore using; end the distxidbution of the
tolegrens (military, newel, &iplowatic) among the leparte
mente vhich had to uge the intelligsnce in them was handlsd
mﬁsrthebutcmﬂiﬂmﬁmmmmgggb_ﬁg
and the indopendence of the Ministries concorned.
latior, e they knew how to do it, decrypted the documents,
;ﬁ;ﬁwmwmmmmmwm

Dle

In a lottar of October 1922, reference ies mads to the repoaderant
sharo of the cryptamalytic work which wes done by the Ammy Cryptamalytic
Sorvice during the war and “the hslp that it furnished particularly to
Poroign Affeirs in the discovery of syotems and the cammmication of ccdo-
Docke reconstructed at the War Depertment”,

(#) Vnoreas in Ootcber 1917 Colanel Cartier hed stcted, "o
Antimete licicon hao hesm egstabliched awong the cxryptamalytic corvicer of
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the varicus Mindatrios poscogsing thm: Poreign AL » War, Eavy, Imtorice
{8hroté Génbrale)," on 20 Docemrer 1918 he opoaks of M, Hermitie, curreat
hoad of the Cryptanalytic Ssrvice of the Foreign Affairs Ministry as a men
“srith whom I have collaborated intimately."

The 1918 psriod came therefore to boe regarded in the postewar ysars of
fruotreticn cp the Colden Ago of cryptamalytic coopsxation, At the post- s
var mecting of the Interministerial Cryplographic Cammissicn in 1922 Lt. Col.

Givierge ’-c-pm-ted tkat the War Dopertznat’s Cryptanalytic Burcau in the
meath of Juiy 1918, £ exzmple, decrypted nearly 1000 political or highly
informative tolograms, not to mention hunireds of radiograms from the
Comrend ot the front, cammmicationy from suimarines end from planos.

C. Zosi~var Decline in Collshoraticn (1918-19%5)

Aftor tho war tho Birefc, and the Mavy and Wer Deportmcnts cent.‘.zm:rl %0
collaberato az before, but the Foreign Affeirs sseoticn, after collociln
firon tho othor dopartmonts all the dgowments that it ccmsidered "dipicr 4
refucell eny kind of collaboration. Repeated tut vain attempts wore mude by
the perermnially optimistic heads of. the War Department®s Cryptenalytic
ggotion, firagt Colanel Carticr and later Lieunt-Colomel Givierge.

In Docazber 1918, ceeing the rocent war-time collsboration in dangexz
of falling apart with the tvensfor of M. Hormitte, who had beenr head of the
Foroign Affairs Cryptanalytic S8ection, Colonel Cartier proposed a closely
nit orgeniszation; attached to the Premior or to the Foreign Affairs
Miniotry, tohandlethecmtmﬂ:tiomkdtmﬂgthawio&orm
negotiations.

O £ Fecembor 1919 o “Hote fron the Gmtomphic Becticn of the Wox
Ministry roistive to the Ceutralization of the Cryptanalytio Bexrvices" was
outmittsd to tho Minister of Poreign Affairs for hin opinion by tho Premicy,

vho vas eloo Minlster of War,

On 3& doeruary 1920 the Minigtsr of Forelgn Affairs, whilo protestin
that ‘hny Dopertment hes, espocially dmring the lagt fow yoors, siven,its c....,- o
ticn to ostabliching increazingly clomd contact betwoon 1tp crysionaitic
gervico end that of the War Ministry' emnownces thet

“Yajor insurmountadle reegcms of an imternal metiure and cf
einciple, howvever, atand in the wvay of the adoptioen of tho
ccnolusions pressated for & concemtration of the cxyplemaiytic
corvices, and the argumsnts of wertino cammot, in Ey opinion,
bo invoked in tims of pcace for the joining of similar services
vhich henoeforth have to ccoupy thamselves vith texts of guite
different cheracter which aye of interest to our rea;poctive

Daypartments”.
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A3 long ac the Premior was also Hinlstor of Wer, the Quai 4*Crozy
camunicated acme decrypiicns made by ite Sexvices (“gresn doouments”)
to tho War Department’s Crypteralytic Service. In Jamuary 1922, however,
wken Poincard bossme Premier apd Minister of Foreign Affairs, he ordared
these cammnlications to cocase, but on the other hand he insisted that the
¥Wer Dopartment and the Sliretd Géndrale commmicats all dsoxryptions to the
FPoreign Affaivs Service. (According to Lloutenant-Colonsl Givierge, tho

Ver Ministry®s Cryptamalytic Service was decrypting nothing at the time.
The only light throwa on the reagon for thin state of affairs is:

(1) His complaint thet intorcept stations were still btuay
picking up Ocram o Russiapn diplamatic coxresponfence for Fozeign Affairg -
decrypticns of vhich wors never camuniocated to the War Dopartmeat «-
ingtead of working on tho interception of othsr Bwropean statioms which
world e of news intercst to hig 8crvice.

{2) The comment that the cryptanslysts vequire texts
cucrypied with sufficiently simple cysteme co that they can be gtudiiocd
fruitfully under the peacetims corditicns of light traffic, gocd (ncuyzicin

.apd fov garbled telograms.) .

On b Fobrvary 1922 the Minister of War, M, Maginot, wroto to M, Poinciré,
pointing out the Imgportance of continuing the commmmication of cextain
decryptions, apd asking that the dcoision to halt them be reconsidercd.

(Thie requeet was ignored). He also brought up once agrin the need for more
intimate collaboretion amomg the crypianalytio sexvices of the two Depart-
sonts, and invited the Foreign Affulrs Ministry to pertiocipate in the work

of the Intermdnistorial Cryptanalytic Cammission, now being revived for tho
Livst timo since 1914, Hs even offered to stuldy with Foreign Affairs a
reorgenization of the boldy and tho at ef it to the Office of Bexviccs
of the Highor Couneil for Eational Defense (Direction des Sexrvices du Comscil
Bupdrieur 4o la Défense Hationelc) under the Office of the Premier. Citing
the Poroign Affairs Miniater®s note of two years previonsly, & Jammary 1920,
M. HMaginot goss on to say:

"I will ask you to be kind enough to inguire into wvhsthor,
without gpeeking of comcentration of the cryptanslytic servicen,
there might not bs reason to stremgthem collaberation ameng
them in & practical wey, irgtead of reeestablishing watortight
campartrents, the disadvantagss of which you youreslf indicated
in the above-msmtioned digpatcoh. The gquestion of texta "ol wveuy
difforent claesses® cannot in fact bs usefully set fortl: vion
what i1s &t iscus is not the exploitation of tho content of
foreign telsgrams Put the dipcovary of thoir keys: ir fact the
addresszes 4o not mean very mmch with reaspeot to the renl addrsasecc
(the var olearly showed this) asd until it bas been possible to
read 8 telegram, its content is not nown for the purpose of
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doboymiining vhich Pelortment it concerns, IIow ot o,

as before the war, ior leck of an over-all dirgchicn oo on
vndoretending among the chiefs of the Cryptologic Ecrvices,
it 1a easy to provs thet cortain materiasle which rcoch a
Miniatry, through the Intolligence Service, for excmple,
ramin uwpuged, without a sordous effort’s being made to

got out of them ell they can yield, esince the exietence of
the nooded toxts or of ccuplemsntary information ia not
elvaye weoll known to the sorvice that holds these materlels.™

Whent no reply was received to this note, lieutenant~Colonel Giviergs,
under protext of rscovering & loanci codsbook, aent an officer in March 1922
to oo M. Berteoux, head of the For:lgn Affairs Cryplanalytic Bection, to
learn the resotion. He learnsd that the letter had not been woll received:
at the Foroign Affaire Ministry. IY Poincard had formally ordered that there
be no corzunication of decryptions irom Foreign Affairs, ard agreed only teo
the congiteration of reciprocal comrmwniication of certain infoarmation cone
cerning the raflogrsms.

At this Juncture it wes Qecided Lo reovive the Interministerisl Crypi-
enalytic Commission without tho Forelpn Affeirs Ministry, as in pro-wvox
days, and the first {snd last) post-war moeting was held on 20 April 1922
under the chalymenship of Generul Hergeuldt, Assictont Chief of the Ary
Geaoral Biaff, It included »c)rosentaiives of the War, Favy, ond Interi:r
Minletries, which were already collaborabing in eryptuonelytic weni, ond O
Colonies and the P.T.T., whorn interest and cooperaticn vore dcoirsd. Tl
chief purposes of tho meeting were:

(1) To achiove collaboration amomg the cryptanalytic services;

(2) To exert a camaon action over the assexbling avd classi-
fying of moterials for wvork and the training of new cryptanalysts;

(3) To study ths possible use of radio gtaticns in the
colcnies snd in Franrce to ssek information, some of wvhich wonld be of imsdie
ate importonce; :

(4) To call the attention of the Ministry of Colcnies to tie
importance of information that it might cbtain from a cryptanalytic sorvice,
(Both Colonlas and P.T.T. were urged to dsvalop such a saxvice in the
gemoral Antoreat, for themselves as well es the Faticnal defemse).

Tho mosting lod to resolutioms to call the attenticn of the Ministrics
comceraecd to

(1) the importance of the cryptanalytlic sorrice ond the col Litc-
ration necegpary for the proper functicming of thet service, ond

5
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{2) <&io necenslty of eafem&ing oryptographio eacurity
tarorgh gtrict ahllea supsrvioion over the congtraction and mee of codco

e enciphozracits B
It vag thorcfore requested that tho veriows Ministries establich or inter

minigtoridl uudm-gw with respect to cryptenalytic colloberoticn, < oo
it wves 6 veocumantod et everything to do with cxyptograpiung of
-poaghane, apd the construction of o docvmants gndl atudler sannccted with

Mm.hmmwmmmmmwswm.
(Unly at the Har Deparwrent &6 s

wm.ne'amauoum') '

Theoco resolutiong after a elight flmmry of intareat vere cnso more
ellowsd to geiher Gust, mmmnsmwmwm

Czyptanalytic Ciamiosicn.

I Ootodber 1982 Ik, Col. Givierge, cxacparaicd by the exelurivo bebevier
of tho Foroign Affaire Mintstry, viich by depriving his seotion of voeful
intercopts and information wes grestly kezmaring eny effective woxdt o
traintlnig ogrem, went 00 far as to cuggeet that Foreign Affaive taln over
mnmmmm«murmamﬂmefmmmmm

peeoomol to the War Dspsiment.

On 316 Degeabor 192h the Minigter of War made cnother attempt, which
proved fridtisss; to0 raoume the collnborzbtion plin under tho aucpices of tiv
Perzenotit Gensral Secretariat of the Higher Comcil of Hotional Deferso.

Cn 27 Moy 1923 B, Painlevd, Premier and Minigter of War, cont o Iebic:
%o the Mindeter of Foredgn Affairs asking for exchanges of views creng the
hendis of the oryptanelytic sexvices of the Dopartwcnta of War, tho Havy,
the Intericr aud Foreign Affuire to ssok moans of collabation. There
wEa 29 reply to thio latter.

Octohes the propocal made by Colonel Givicrgs to cantralizs
A Mmmmmwwmua

the cammioaticus
mﬂmmw but 1t ccme to nothing.

In 1t wes rovealsd that Werelitvy colladoration
wes still close apd fruitfui, liajson with cﬁﬁunetmw
Mintgiry bed oosged with the retircamt of M. Havarna. B8ince 30 Octodez 1930
mmmwmmmmmwmm
aonece Bection, Deuxiéze Buresn, end the tiax Departmant’s Wio
ummameivmsmzammmmltw o ™Mer® in thodr
headings. Wmmmwwmmm
insgourete mothod of dotexmining the Departramt interested in a given
oxyptogrem, the Cryptanalytic Ssetion proposced & nsty attapt o schicve
reguler contasts ameng the heads of the varions aryptamslytio gorvicos.

MDY CTR 7S TR ST TN
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On 16 Foim 2935 tie Hinisier of Poatn;Tolograph, eod ZFelopbrne hod
a now GCoreR by the Frosgidert of the hepublie, oresting in that
Hinistry an Tateministericl Coemdzsica with purpose of “stulying all

icnts dealing with the ascurity of o transmigolon of covzospendenco”.
his rether vegicly worded purposo wes oxplained im & covering lotter by
the Minigter of PIT t¢ zeam the courdinating of the offorts of all tre
varions ministerial oryytologic servicas, gimiler 4o the purrose of tic
dofunot Intormininteriel Cryptograzhic Camedscicn). This Cormicsicn, will
romropautetives from the Mirlotries of Foreign Affairs, Har, the Yovy, Ain,
the Intericy, Colonies, exd FIT, hold cn 18 March 1935 ¢ puwrely foareel
mecting which vap nover followed up. It wea motwrorthy as tho first cace,
however, of iny poacetime cooperation im thin Licld on the prt of the
Foreiga ALPaiye e

In 3938 the citvetion wes ag Lollows:

. (1) Galy the Minirtries of Warr apd of Poreign Afcdrs
posconacl organined aryptemelytic burenus, S2f tho (o in o Iatter Mirdotwry
(Service dos Travenx Rdoorvéo) D2d ecntinmwd to reaict all invitaiioms to
colloboréte. (I might Do noted hews, Lovever, wheb the hced of the Fomolisn
Affalrs Cryptogranhic Barvice, @ scpaxate unlt, hed froguant anf {riendly
cantaota with the hesls of the aryptologie cestians in tho Waxr, Hovy, el
Alr Minigtrics, copecislly for tho Joint study of invemtiops whick might
izprove oryptographing motlicds).

: (2) The Dspartmomts of Var, Ay aml the Bevy verc scrMing In
clere ldaigean. The Alr Minietry wa Just bogimming the crganizcticn of Iic
garvise., It posvccpel trainod porsonnol fuwrniched by the Wex Dorortrent
and bod paxtost ilaison with the latter, but it 436 not yst havo docuzcr.te
Sor study. The Hovy Ministry, vhooo reecrve orypiogrephio officara and
oeEe of wheoo ective pea wero treingd by the Wer Dopaxtmant’s Crypieaalytic
Section, pogsesscd intercepts but lacksd perponncl ospeble of otudying then
oontimounly spd Lruitfully.

(3) The Miniotey ¢f Goleniss 418 not eppear to bo imtaroctcd
in oryptenelyuis, sni the Ministry of FiT leckef the noooscery narns for

(5) The Minletry of the Intaricr dod, in ita Fhotogrepkio

Bexrvice, en official who clsazified the iatorcepto, but lacksd the mcarn of
carrying on sustaired studiea.

5T
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In Foumpry 1938 tho Ay Comovol Staff was prosenitcd with & "Plam fer
rogrovping tho oxrypitmalytic scrricsn™,” which copsistod Iin grouping
ctively all tho exteting oewicos oither wfier Hatiaml Difeas? o
undse the 0ffics of the Fremief. It vas very incidly poimted out tFat the
poaceting role of the oryptenalytis gervices weg thrae-D0243

(1) to attenpt to reod ourreat emorypted trafflc,

(2) to prepare for the functicning of the gervices in werbirs
(by treining resarve persommel and doveloping & thorough acquaintonce witi
the eryptograpiic yrecticos of the comntries of interest) end

‘3) to ckaok on tho ceowrity of the maticnsl cxyptographic

eyotens. .
Rmmﬁ&%ﬂamo&ﬂimﬁamwmm@m,

eepeoially ko uso of machinss, require lcag-ters recearch projscts, no

lcngss by individval cryptemalysts, but by tes@s inclmiirg clericel parncR~

nol for mschenical tagks., Bcms dicedvantagis of the proscnt wnccordinsted

ayntem weos _

' (1) failure to cxplodt all intaroepted traffio,

(2) auplication of efforts,

(3) lack of coordinetod training of rescrve persanmsl, and

(4) for lmok of porscanel in the verious deperteents, neglect
of difficult prodlews {ospeoially =schins problems) end of important lar-
8uagen, such as the Blavis lenguages and Japanese.

By concentrating all porscrmel and buAgetary resources of the voricys (uit i~
mantal cryptapalytio sexvicen into a cingle sarvice, it wep argued, Toticy
resultc could be achieved without increcoing the bulsetary grents, cnd ot the
outbreak of var 1% would Do possibls to get imtalligonce iEmediately Irom

oxyptanalytic sourcea.

Zhe Genczal Btof?, feeling that the tins ves hot yoi ¥ipe for cach
centralization, novertheloes recairsefed ca 7 Marok 1938 that & Lixet step
be the establishing of poricdic linigon caong the kends of the cryytanedytls
services. A letier ves accordingly sent om 2) Bayoh 1958 by M. Dalsdicr,
Ministér of War, to tho Mimister of Pareign Affairc, proposing that' the
bhend of the latter’s cryptamalytic zZection participdte in manihly or ‘blmcziiiy
oxchemges of vicwe with his collcages In tho Dapariment of Baiiopsl Defencoe

2., Bes Appondix P, 53‘9'-! -
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'opd Yar, Wacn this lotter resainst unmswored, & soocd wes scud m A8 Yay
by M, Yaicdier, this time with tho z2dfcd prestige of his new positlon &s
Premierr. A rogponse wap thevefors finelly elicited an £7 Mcy 1938, diee
playing tho Forelgn Affairs Minictry's cno-wvay comception of cryvptanclytic
coopsrotion end its custemary myopia with recpect to the basic réasono o
such collaboration:

.eeo-o-onrmmmdmmmmt the O/fhctied
Sexvico of ths P.T.T. ccmmmicatcs antemetioally to the Minisirios of War,
the Hevy and Foreign Asfiirs the chorypted texts of forsign crigin vhich
appsar to oomcern cach of them. Besides, for more then ten years nov
contacts have been ostablished botwoen the service cimoerned at tho Ministry
of Foreign Affairs and the Army Camcral Staff, Douxidme Purecn {Inteliigmmoo
Bervico), which forverds to ay Doperiment the toxta decrypted by tie coa-
patent ecrvics in the Wer Dopartzset vhlch bos received tham for cxyplie
analyois. Horeover, the oomo ageacy ccafs to my Department sny cooxypted
text suscoptidls of interesting 1%, ccming from 1ts own intercepte.

“Me actual 1iaison vhich tims recults sodms to o, thorefozv,
at £irgt giance, to answer yowr cdhdern. Hovover, I see no odjostiom to
a meoting of tho hoadn of the seoticme conoermod, Guring vhich youwr reop-
resontetivo’s yroposzls wonld be exigvned., Ho sight got in tonsh with
H, de Bcbien, Minister Plenipotentiary, vhe is in cherge of the scotion

consernod in By Departsent.®

This gruiiging oonsent to one mYeting wep ekillfully misinterpreted hy
the Premiecr &8 an accoeptance of the prinoiple of cateblishing contacts.
On 6 July 3938 the Premier imstructed tho Chief of the Gomoral Bteff to uco
to the crgenisation of bi-monthly meetings of the beads of the crypioncl; tlc
services &f the tirece military Departmonts (Her, Eevy, and Air), with on
invitation fer participetion alet dy the Minigtries of Yoroign Pff-'.’l"‘s,
Interior, Colonics, smd PIT "egpooially the Ministry of Foreign Affairs,
gince that Daperiment bas acceptsd the prinoiple of making contaocts (I-etiar
of 27 Kay 1938)". Hs added an impir-tant note: mmumm
J.nsic amv:loaﬁ.n, m, preparing, 1o ¥

H. WQMWdemMMMdmm
ingtruotions end agked that they bé asted upan by 15 Ootober 1938, Accard-
mmmmmmomgmﬂummw
Var. Itmaa.tuo-fo:ldm

"i. To estadlish ¢ollsboraticn on the techmical lovel amceg
muﬁmtmwmmmmmmmw

ucmmwwmmmuﬂmm@
doommtsstnﬁ.ea; '
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-~ Delivozy of redio zni pogtal intercepis to0 o deparimcmis
which would peod them o facilitats thelr cryptenalytioc works

“2; To yrepsrs & directive sétting up for time of war &
‘cantralized organization of the services of zadio ami pootal intorosptica
cod of cryptavalysis. This direstive would be submitiod fortho gigasture
of the Ministriee cancorned.”

In the course of the twelve bti-mmthly mectings of the heals of the
eryptologic mervices between 27 October 1938 and 8 June 19%9 the first
cbjootive -= that of teclmiocal collshoration -- was fairly wall realized.
fxmcng the Wir, Foreign Affairs, and Havy ropreccutatives there wore
cxchanges of code recoveries and progrece information on Italian diploretic
codoa; the Wear Department®s oryptanalytic socticn decrypted some Spanish
ccagul telegrsms for Forelgn Affairs and fipniched information cn an cn-
ciphsred cofs used by Argentine; & mechins ciphexr employe in the Foreirn
Affairs cxyptogrephic eection was authorized to join a treining cowrso
given by the Alr [inietry; and it vas agroed that the emzll and inozpori-
cnosd cryptographic sootiom in the Ministry of Colonies, urgsd to uze moxrs
seours aystess, might subait them for the approval of the Her Departmsat’s
exparichced snalysts. The Minietry of the itericr, which was intsrested
in certain private code and cipher traffic reeching it by pestal intarcopt
from the FIT, vas encomraged to creats ite oun cxryptanalytic eeoticm, with
help prazised from the Yar Depsrtzent (vhich hed previcicly dono these
dsoryptiona). Efforts were likewice zmde, though with po percepiidle
susteas, to achieove collaboration between the wwo principal r8dic interocpt
agsnoles: in the Jnterior Ministry sul in the Deuxidme Bureau of the Uar
Dopartment (undor the Intelligsnsce Bervice, not the Cryptameliytic Bureau),
vith the dval purpose of avoiding duplication and of preparing 2o centxoli-
sation.of these agancies in time of war. '

tn 27 & 1939 staps wero taken toward the seconfl objootive with
the ocreation, for vartimze, of & central agenoy for crypt-
analytic rececarch under the 0ffics of the Premier or the Chelrmsn of the
Higher Counsil for Feticnal Dofenss. (%o msntion wvap mede of tho centrali-
sation of redio aid postal intercapts.) This agency, camposed of the vect
oryptapsiysts from the various Hinistries, would have the tack of centrcli-
ging oryptanelytio ressarok and cocrdinating cryptanalytic ectivitics. 1T
vould dovote 1tself oxolmaively to "speculative rescarch™, discovering tiz
eystean, dccumsnis, ahi oiphcr machinss usod by the encmy erd relaying all
useful infarriion to the cryptavalytic sexvices of the various Ministrics,
vhich wnld be roepmmuible for ths astesl recovery of specific keys, the
reccnstrioction of cododool®, and the exploitation of the msesages. Thms
Hhe edvintagos of a osntzalized coutrol would be coxbined with ¢thoge of
indepondsnce of action within each liininterial sexrviod.

mmmnmmwmmmmm

ko
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tho princinle, with the Alx Miniptery offering cloven aryptomnlysts cud ths
Bavy two. Tho roprestntetive of tho Foreisn Affeire Minigtry; althcugh
apparently parscoally favezable to the plenm, wep cdligsd to coasnli hle
supariars, and o 8 Juno 1939 he rotwrmed with & 2ogetive sencior. Foveign
Affaire geve tho following reascns for ito non-collabormticm: .

(1) The cryptographing mcthodsc of diplesmte and the pilitaxy
are "Boot disoimiler”. Since Forelgsn Affairs hes maver comcernod 1taell
with miliitary codss apd ciphers, oeniraligation coanot, in ikawiplo, heve
the samo advantage for it as for the Minictrics of Hatiomel Defemssc. (It
aimitted, horever, that the collsboratiom already astablichod emong the
cryptanzlytic services had given results for csrialn oonsular codes, vhich
W@gmﬁﬁmﬂ%lﬂmomeﬂlformmof&tm

G T T

(2) Tho vory emall staff of its Cryptamalytio Servico zcles
it aboolntely impossible for Foreige Affalirs to dotach a usoful mcriber
o the Centrzl Office.

A% the boginning of hostilities, Foreign Affeirs said it could theroforo
savicage ocnly "as frequent lielson eo oppesxs vseful”. If loter an enlmrgst
gtalf pormitted such & gtop, "the detackment of & spocimlist to tke Central
O2fioe might them De emviceéged”.

Ip spite of this setdack, vhich wos probably not umnexposted; ths three
mumngmmwwmmwc
activitios. :

Thic wag the last reoccrdsi mesting of thd hoads of the arypiexalytic
sorvices. Tho mext threoe were ocanchiled for varicun eapong end thom it
waz anmounced thnt the bi-mcnthly mestings would rosume in Ootcdber upen
notificetion by ths Har Mindigtyry®s roprescatative.

The fato of tho cemtralisction plan upon the outhresk of wer inm
Scptarber 1979 iz only & matter of gpectlstion, for lack of spocifio infoxme~
tion. Thsre cam be Aittle deudt that ¢the Har, Havy, axd Alr Ministries-
oarTicd out tkeir plan; it 1s equally probable that the Foreism Affrirs
Winictry wea Fecaloitrent. IR ia interssting to note, however, that on
13 Boptember 1939 Dalsdicr reehuffled his cedinet cod assured tho portfollo
of Fereign Affoire in adfition to that of Tar. With a common heed for tio
mmmnwuwwmmmmmmmu
collcboration botwecn them was finally won for tho pariod up o the Zall of
France in Jume 19%0. :
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IIT. The Bincle Buresu

It vonld gseom advantageous to reach &p understending saong the existing
oryptologic burcans to avoid the duplicatiom of work. But before examing the
conditions of an understanding, lot us meke & cloen swedp of vhat now exists

apd cxsins the role of a aingle bureau of cryptography.

This burcan, rosponsidle in a country for everything to do with coéco
epd oiphers, would heve to fulfill the functicns devolving upom the vaiiovs
oryptogrephlic parvices now in exigtence.

¥ow, apide fram the dearypting of cryptogrems, there oxisis a pactiocal
task of cryptographing and decryptographing tolegrems whioch muet, in oxder
aot to lay them opam %00 readily to stuviy by the casny, ba dirested by arypi-
anslygte. Thezo cryptenalyots mast imstawct the operating percoansl emd
wopsre the documsmte. It is not poorible o cnecpt the 14za of a cingle
service 12 the latier 1a to igndre ocaplotely the proctiosl coxrvioce of the
various findstriea, This is parhape a now eonception -- the congtrustion of
acdebooks and tho adita of certain Dopartimmte ove it -- Put 1t io in owr
opinionm an ebsolute neseseity Lo oryptosgesmrity.

Az for dcoryptica the dbursan will bave 02

(e) mM1DBMthmm@MW
dosumsats to bo studied (radiograms cnd other weena).

(b) bYe responsidle for grthoring together and keeping nuesrous
archives (Gocuments studicd, dcommmto throwing light updn them, working
tools). Lstters obtained fica psrquisitions or fram cangorship mey cast
light cn oxyptograme and give napss o keyw.

(c) e respumaibls for rooruiting perscmzsl and using cmployos
ascoxrding to thoir aptitudos.

{(¢) be rooponcible for omdmmicating o all he scrvisos the regulls
that comodn those oaxrviced. Ia ondor to 4o thio, ome must de porfeotly
asquaintcd with the ifforent earvicos in order not caly to koep &t tholr
dizpossl uvbat may intercet thom, dut to go and propose it ¢o tham, and at
tmmo’bn@thmtomﬂnmwmw

(¢) fubetion under setiafestcory ocnditicns of seowrity. Thio
security ocasiste mot in converlimg the oxictezse of su¥viecs o vhioch all
the dize povele alinds, Put im copsecling the oract mature of tho werk being
done erd the ligt of projects under atuly thore.

%
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Aro thege confiitions ocumpatible with a mow orgenization?

Yos, if thet orgenizction cam Do cxroated outpide cf all ministriss;
ebove the ministriecs, with a chief vho hes imdigputable authoyity vith the
"granis ocrvices™ -~ with the P.7.T. and tho public ig departsent
(Zor perguicitions end correspondence of malefastors) ss well as the minioe
tries concarmed -« & conpetence as great as his apthority in all geaeral
questiona, military, political, etc... and who hag oredits at his dispocel.

¥hy those comditions? Chapter II ghows that they ars nsocessary, by

shoving the congequencoas of tho gpirit of ommhnzatim* conceclod
unier different labels, incluling thet of the sccurity to de xnintelncd.

Thie opirit has parbaps not entircly diseppeared: the GZRQ hop no
Imowledgs of tolegrems on cortain militory operetions emonating firom
Military Atteshde exoept through the decrypticns mede at GHR. Anothor
Dopartmant hes tho clemente for dscrypting those telsgrams, Eithor 1t
vishes 0o cue to know that it has them, or it does not unferstand ths
interast of tho documants for GHR.

If s central Dureau 1o established in a Rinistxy:

-=vho, if not thet Ministar or his representative, will 4eclde
@ the doourents t0 Do commmicatsd to the othor Departxonts?

~=hov wil) digoipline De ensurcd smong the cxryptepalysts, now
gearce and therefore a mrecious cammodity, who, both officers enf oivil
sorvants, have & status and a positioa?

It is not & gueetion of placing them in & hiararchy; but thelr work
cannot be carried out on & piece-work basis, thsy must take to it; the
slighteat hurt foolings give rise to bad rosulte., Xor the mament no use
is being mado of M. Esvernma, vhoge cocapetence ie beyond question.

<=how will the recruiting of perscmunsl for ths gorvices of thic
other ninistrias Do taken osxo of for the future? As for as wo nrc cce-
oernsd, we have to teach oryptographing yrestice to the officors of the
Gensral, Steff. Vo noed ccdebooks. The oxperiance of tho War has proved
that an offloer socustomed to militery hedits, thoroughly acquainted with
the military noacnolature and hicrarchy, renders guite different servicec
in the militexy czypiogrephio sexvice fron &6 young rosarve officor or &
young interproter. Who will trein this persommsl; vwho, at theo tims of
arothses cempeign, will meke this cervics funstioa?

CESFRIT D& BOTIOS
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Will tho exd not De a monmopoly vhich will rogult ih proventing orypt-
soalytio wocatiocng, for oivil seyvantc or officers nmot belonging to the
Dspoxrtmont in ahergs of the contrel buresun, firca being rovealol? And onoo
this 2onopoly is essured in fact, ¥ill there not Do & prafarence in the
order of stvdiec 1n favar of that Minigtry?
€8 We 819, in the gomgip® of tho Gexmmn pozto in tho
vhich concern anly a sector of the Second Army? And will it pot leave this
sootor unsesy as to tho contents of the rediogrems intarcepicd by its poatel
We recolve from &n Allied Army requssts for intelligemce which prove thet a
cryptenslytic pervice organized in & Miniotey leaves the Armies in caaplste
ignorance of aowe of its work and bhes for more thon 18 monmths premittsd
officers to ook leboriously results vhioh 1t hes had forr o lomg tips.

E
|

For these reesons, ounsidering the tendencics revealed up to now,
pertioularly by the Department of Foreign Affmirs, considering human natvro
and the diffioulty of finding the ons ocompotont ren in all the ministericl
dopartaonts, vo &re not at present in favor of the imstallation of o zingle
burezu o=« oithor for the pericd of the war alomo, becanso we foor tuet the
Qigtribvution of the doocuments will be mndc in oven worse fashion tlien now;
or in the future aftex the returm of peaoe, beccuse wo feer that tho
scrvico requircacnts of the varicua ministries, wuou:laﬂ.ytmwmm-
tion for war, will bo acorificed.

@ Or possidly "ohettcr”: DAVARDACE
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om & plen o recrgenire the
cryplanalytio sexrvioces

A

1. At the prescnt tims thero dcea not exist in Frense any cryptapalytic
organization crezted for the pwrpose of cbtaining the most efficlent resulic
vwhile reduoing as much as possidble the chancos of indiscretions.

2. Itmmmmmmmmmtwmmm
spite of the obvious advantegss which wvonld have resulted in evexry respect.

. 3. Fo intimate liaisom has besn osteblished among the cryptenmalytic
services of the warious ministries vhich heve such ssrvicen: Forelga Affeirs,
Har, Favy, Intericr (Biretd Géndrals);

k. Cases of duplicaticn of ressarch resulting fram this lock of cpine-
ment are relatively mmacroust

Cormzn neval codes ere natwrelly atudles by the Havy, dut they slw:
arc by ¥ar bocauze they are wsed by =militmxry zeppsling:

Certain diplamatic codes, unsed by the Military end ¥ovsl Attaches,
ag woll eas by the Anbasselcrs or Ministers, are studied by War and Foreign
Afiaire. '

5. The first digadvantegs of this duplicstion is that it demenda,
uselessly, sn incretse in persommel and oomsequently of querters.

6. Fwrthermore, cnerypted documents mmst be drewn up in soversl oopics;
to be distributsd cmong the various groups studying thom simmltensously;
hense the noed for edditional staffe to copy and sand .them cm.

7. The results obtained by ons group are not commicated to those wh
are makiang the sems studies or similar cnoss hemce, wasted effart.

8. The services that interoopt encrypted documanta do not alweys lmow
to what MHinlstry they are to send tham: either they send them to sevorel.
vhence multiple coples and correspardence; or they take the riak, o cordfim;
then to only cne, of not directing them to the oms which should zicyerly
receive them,

9. This mlti;pliciiwo:l’cmﬁdmﬂaldocmtn and of people cmployed
10 sopy them, trensait them, and stwdy thsa increases the chandes of negligmca
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10s The gemo dicedvantage comes algo from parallel commicaticins rinds
by the services studying the aewe dooumenta.

1), Moreover, dromments or intelligemoce coming to ans cryptenelytic
aervice might be very useful to enothor vhich doss mot kncy of thedr existense.

12, To sum up, there is no edwinistration whioh centrelizes everything
to do with cryptenalysis and does 3w necossary coordimation of the various
groups sssigned to i seme typo of work,

Without laboxing the point of the sexvices rendored to the mxnico rnd
paviss by the imsiediats deoryption of £ield snd naval rediograms, it ccec
appropriats to veonll in particular tho intelligerce baving to 4o writh
Cexpan aoticas in Creoece, Spain, Morooco, Amerios, and even Agie, whioh o
becn Dwrnishcl by oryptenalysis, snd the rosults of which have been 50
cxtensive frem the point of view of tho dovelommant of the World Ver,

1

orgenisation of the

In order to establich the bases of &
crypianalytic service, we must not looe @ of the fact timt this cerviec
is above all an organ of intelligence and that it should logleally de
attachsd to a General Office of tho Intelligmes Service, which doss not
Yot exist in France, cmd vhich it vould doudtlecs Do advicadls to set wp.

g

D

i. As Zor the crypiemalytic service, sn Interminmigterial Office of
this service should do created, including repreccntatives of the principel
Hinigtrises of Fationc) Dsfense, to vhan would be &dded a delsgeto from tho
Offico of the Prexier.

2: This Office would do chargsd with all crypanelytio quecticns of
gnarel Intorest.




DOCID: 4232657 L
T O®SECRET ST E—

3. To this Office would be tronsmitied all encrypted Sccuments
intcroeptod, fram vhatover source: radiotelegraphic, telegrephic, poatal,stc.

k. It would emsure thoir doing stuficd by setting up as xeny groups oo
vould be nsogssery according to the cotegory of itho dcouments.

5 It vould ensure the necssusi-y liaisone emong the various groups in
such a vay as 10 obtain the nost effiociant results while limiting and lecai-
izing responsibllities. _ .

6. It would ccamunicats whatovsr was nedssseary in sppropriste form to
the servioss comoarned in the variocus adnistries through the gualified
reresshtatives Mmmm,mmmmmmwmmm

7. It vould be ia diveot releticns, throvgh the swme eprecentativos;
vith the mmmmmmm,umuummmmm
muemwmmmmmmmm .

8. It vould not be indispenstdle to hing together in the seme quettas
nor to attach to the eame Ministry the variots cryptemalytic groups, sirse
the propossd 0ffics vonld ensure tho noccasery liaisope amoag them.

9. Such an organizetion seems the propor kind to eliminats ar to x3duse
apyreciadbly the dissdvantages noted abowvs (in A).

1. mom“omecﬂerucu,itm,ahoumﬂe
attachsd, at lec the i s war, to the War Ministry; dut it
mt,ﬂmtmmwm, attached to the Ministry of Ferela
AfZairve or sven to ths Office of the Prexier,

2. It wvomld direct and cocrdimate the work of the variocus oectiox oot
wp by the quelified ministries.

3. The Wer gection would study the £icld rediogrems of ths variow
fronts.

4, The Bevy section would s%udy peval rediogrems.

5. At the Stretéd Géndrale the encrypted dooumsuts relative %o intcrmnl
poliocy wonld be studizd.
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To Forelgn Affalrs wonld bo reserved the atudy of the diplomatic

6.
documents;
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of Crypho-Socurity (20 Aprdl 1922) F. 11

horcas it is important that in each minigterial Department the cryite-

graphic oystems be Xept &t & level vwith tho advences in cryptanalysio cnd
especially that the use of theso documents not andanger securily,

"Racalling that oases have often arisen in which, as & xesuli of grave
m:,mmumdmwwewm
spproximtely enalogous tolegrems o the orme gubjoct, ©o that the dlscovary
of tho poening of tho one endangered the cecurity of the text of ths other
and of the doomment whioch hed served to entrypt 1%,

"Thet thare ting resulis a certain colidarity in the axyptogrezhio
goourity of the miniyteéridl depertmmts, end thet iU is important, con-
eoguently, that this security be atriotly cafegrerded, by the dxewing up of
gocwro docmeents &g well as by strict svparvision over their use,

"That this gupervision can, it seams, b0 cuercised cnly by thoroughly
trained persoms who, versed in deerypting mroceiures, are acquainted with .
the veak points of codss and oiphers and with their use,

"o Commisalon expressos the desire:

“Thet the attention of the various ministries represented to caliid
mmmamuwungmwma.aoun supervislon orcr t‘c
drewing up of erypytographic dcouments apd especially over their use. It
(the Coamimaion) takes the liberty of sugsesting in this respect tho
establishment of & oryptogrephic dureau, having st its heed a person guaii-
mnwm,mmnmwamuummtmu
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{fomex to the report au the 100tk sessicn of the league of Hations)-
19 Fekrvary 1938

Plan for Re ¢ Servicos

[Kttached harowith is a plen drawn up by & resoxve officer in tho
Nevy, an official of the Ssaxwtariat of the Loagus of Eations.

[Tt eppoared thatthe mroposels prepemted desorved to bo exmmined fic:
a higher point of viow then the lsvel of "Ministry", They ssam to pormil the
comdination and omuwumdmmbmmpmaﬁm, espacially
Ewwummwmmmwmmzm

Tho cryptanalytic sectiona, vhich remdexcd most wlmblo scxrvices
aduring the lagt war, mewmwmmwdma

‘ the o BSYV10e; mu,mhwﬂn
enoryptod toz.egm whichaz-o fm:l-hod them by the P.T.T. services (for
ordinary transmissicns), by the intercept services crgemized by the various
Ministries (for rediotelsgraphio Mmim), o by othew msara (Intelli-
gonos Service, police, ets.)

(2) X _
=by ensuring the training of ressrve perscmnel
_' - w.lt.h themtum s.ro c..c_.; S
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the cleiicel tzgks of cimplo etripping and tabumleting of groups.

Unfortmately, the aéministrative orgemizetion of theso sorvices
has not token this evolution sufficiently into account. Zach Ministry (Wew,
Bavy, Adr, Colanies, Fareign Affeirs) poscesses & seperate sexrvice and though,
by the very forge of circumstances, perscnal oontects have been established
among the ¥ational Defense servicss, the present aystem doss not pormit the
aneuring of the effioionoy in these sarvioces tkat could be axpected frca them
if there were a . pooling of the various means sccording to & rationpl orgenina-

Without wishing to go into dstail, it is intercsting to note thet:

(a) uammwmhudmm“smmﬂm,
nnages intergepted are not gxnloited (o.g. mesnegss encoded
M Mwwthemw'smpt

sarvices without deing trenmmitted to the Quai 4'0rsay; mmo pext of &
ocorresponience cnsolded with the aid of tho Spanich oode waa sert o the
Yevy, the other to tho Qual 4'Orgpey, without its daing poseidlo o cagpare
these two texts)s

(b) aifferent services york op thp seme ool
catingthairrmltsuthir!wpchhueltowh
codea an vhich Fareign Affairs vorks for diplamatic moseagea, Favy forr Feval
Attaohd mossagos end Wer for Militery Attache msoeeges);

: {c) Zfor lack of parscnnsl the sexvices attack anly »elstively
sagy prcblams ond neglect the Aifficult problems (such as thoe éscrypting of
zachine ensiphcrments) vhoreas this work is robably the most important for
the preparation for vartize;

(a) es & rosult of the amel) musber of oryptemalysts in cach
service, it is not poasidle to heve tho nocessary ramge of linguistic ¥nouw-

M@ 50 that importent langueges (Slavio langungsa, Japsnoss; etc.) cro
almst entirely neglected;

(e¢) the twaining of reserve perscmnel is not sufficiently
coordinatod for there to be a wnity of dootrins in the various services end
it is goexcely possidbls to densfit fraz the experience of the other sarvices
in order to direct this instxruction properly.
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{2) T™is plam chovld wrovido for the comsentvetion of all ths
mresent moans (perzammel amd budgetary rosources) into a singlo service which
would be adminigthetively attecksd 0 cn cxisting ivtemministericl boedy or
to the (fSice of the Premier.

(3) Thia eervics wonld oomsist of 2 service chief, prulerably &
oivilian to caswr'e oomtimnity, ani Zomr o five asctiono, Each seotion
would consict of agents, oither oivilien o militery, detechsd Ly the
Adminintration to vhich thay belong (Bavy, War, Alr, Colunies, Forelgn Affairs).
Bezides the cryptenalysts proper, it weuld bo advisedls t0 248 aexilisxy
yorsomnel for purely olexical works This anxiliary perodmmecl right be
carmon to tho vorious sections, :

(1) Tho ministrlos would no lomger be ebls to take up crypianalytic
mrojects axcopt for pertioulsr well-Gofined miseions, In this cage 1t would
bo mberotocd that the cemtral sarvice will beo Xept informed of the rosults
of thoce projeots which would have intavest from tho cryptanslytic zoint of
view, ’

(3) A1l the saoypted meseeges will arrive at tho centrel scrvico
and ¥ill Be distridbutsi emong the esctiong. The decrypticas will bo comrmni-
cated grolusively to ths Mimigtry ccnoernzd, ecoarding to the instzructions it
has ziven. In principls cach geoticn, camposed of egemis belonging to &
givan Mindgtry, will vork caly on measeges of interest to tbat Minlstey and
vill have 2o knowloGge of the teaxzts of intsrest to the othor ssctions., Only
the cryptapalytic resulta (recovery of a ocdo, decrypted groups, tbaervaticns
cn the cryptogrephio systames) will Be trought together in the ofice of the
director of the service &nd comamiocated to the various sesticzs, These
Irecautions will meke it poesidls to sssure ths various deparimmmts that
their secrets will not be divulged to othsx servioes.

- 5 O ®@ 0D & 8 e G Ne D" @SS

(a) Sarvice chief
Agpistant archivist responaible fard

(1) the receipt amd distribution of intercepts

(2) the disammiration of Gecrypiions to tho deperiuents
copoernedi

(3) the doourentation sexvise (cee Dolow)
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{b) Cryptoanalytic groups
English
German
Italien and Spanich

Ruspian
Fremech (rrivate tolegrems) and miscellamsous

{c) Trampiation group (plain toxt telegrams)
(@) Repearsh group: neow oystens, iaventions, mmchines, otc.

B, Invaocepts

Fumnished by the cssembling of invercepts which mey be gatheret
by tho follovaag cexvices:

War

P.T.Te

SORETE HATTIOFALE
Colonies

Bavy

C. Documentetion

Formed by bringing togothor the documonts now exiating in the
d12feront dopartmente {dictionmaries, telephome books, eto.). Fress gervice
{to be orgenized).

D, Ipsinllation

The ascembling of the documents would raquire instzllistion of
the entire corvice in quarters close togethex.




DOCID: 4232697

! m QI AT TR fakidhd Wik
il DILLULNE [ SUWDIK

Tran ‘Y tho Sub of Interxinisteriel Colleboration in tho Fattor of

Mﬁn!“"'r‘mﬁr‘“_“‘“"—“—“’m 5 - T

s= Doy (%) 1938

(A EXXREXERYN]

in case the ides of the cooxdization of the varioms cxyptamalytie sexviooes
should take shepe, it soams that the most expedient proociwre wonld de to
crsato an Interminigterial Dircctorate for these mcrvioes.

This dircotorate, composed of remrecentatives of the princiyal ministries,

would be rosponsidble for all cryptanalytio guestions of gemexcl intorest exd
for cocordirating the work of the various sactioms set up dy the gualified
ministries.

It would receive all the ancryvted dcoumants intercspted, regardless cf
origin and destinatian.

Iﬁ vould enswro their ucmmﬁm arcng the various opocial groups, 1o
langer aolely by addrses, but by aystans and catogories.

It world ensure the liaisans smong the various working groupe in puch 2
wey &3 to obtain the most efficlent results while at the seme time limiting

ard losalizsing rosponsidilitiss,

It would sot up axd keep up to dste the caxd file for cach commiry studiel
ani vonld give sach grovp all indormsticn suscoptible of fmollitating ite worls.

It vould estsblish & Iess sorvice o vould receive fxrca the wexrious
dopartaents all press informaticm ousceptible of directing tho efforts of ths
oryptanslysts. .

It vould entertain diyect relaticus with the intercept andl intelligenco
sorvices ag well ag vith the exploiting scrvices in the varicrs Adninlgtratic:s
suaceptible of giving 1t bases far oriantatiom.

Through the gualified representatives of the verious dopertnents, it
wonld ses to it that tho werk of tho groups was circulated in the appropriate
form to thope comcerned.

Moreover, it chould centralize all ths inveniions end ell the grysicrs

mopogad for adoption by the verions dspertnents, and hevo thon civdicd o o
teclnical ssctiom.
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The worising arovps would be allowed to keep their cutonomy and to do
thelr ovn recruiting and the instruotion of their parsommel individuelly.

The Directorate might be attached to cne of the ministries of Fetional

Defongo or the Pormenent Genoral Scorotzriat of the Higher Cowmeil of
Raticzal Defengs.

The Agency envisaged might thexrsfore comsist of:
l. & dircotor, alded by e csaistents
2. an archives gervice for:

(a) tho recsipt and distribution of the intexcepts,
(v) the dissemination of the tremslations,
(c) the mmintenance of tho cryptanmalytic filos, -
(d) tho centrelization of tho prees informations
3« a lisison service ocomposof of & qualified represcnietivo iicm
cach dopartment rospmsidle for seeing poriciicelly all tho work acccmplickcd
in his doparitment and dally all ths texts decrypted;
4., & Wwemglation service S plain text intsroepis;

5. & teclmival sezvice respansible for stvrdying invecatices eote.
and for vatohing over the security of the netional cofos and ciphers.
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- 9 iBy 1939
At 3o Dlemonthly meeting of the hoads of the cxyptographic services oo
27 Ardl 1939, the orzation of a centrel agemoy for oxypianslytic Pessarch
wos contamplated,

The Favy proposes the creation of & cextyal cryptamalytic Puxean, an

(a) Ccentrelizing cryptamalytic zesedzch in crder to discover the
mmtmnMcmmumwmwmwm
for decxypting:

(b) stuiying encmy cipher moohines, diagrems or desoriptions of
vhich wo might possesp, and secking the weak points of these machimes;

(o) cmmnzingmdomhrohuntothewbhoda in reacrre
vhich might do used by the eneny.

This Centrol Bureau would not bave to recanstruct the text of the inicr-
cepted measages nor to look for the gpecific koys; this rols woald be
raserved for the oryptanalytic bureaus balonging to each Ministzry, vhich,
applying the generel methofs furnished by the Cemtrel Bureen, might utilize
verious bits of inforwation that they pozsessed an the meaning of a messags,
mrobebls words, cnoxypting errors, etS.e..

The Cantral Bureau wvouid be plncci unize an authority higher then thet
of the thres ministries of Wer, Alr and tho Navy. It might be uwnder the
0ffice of the Premisr or under the Pregidant of the Higher Comsil of
Hational Dafanse.

The advantages in having this Buvecu udder a vory high antharity would bss

1. The essier perticipation of Foreign Affairs..

2. The possidbility of secing either the permenent or occasicmel
participation of quelified oivilisns in the researchj for cmmpls, former
militery oryptanalysts having real ocampetence in the work whea it wonld de
Gifficult to exploy in & subcrdinate position in & military agency.

The omtridution of each Ministry to this Cantzal Burean might be two cor
three persons of officer renk, and, if rosaibles, an ogual mmbor of cceretriiir

¥ Hevy proposel
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Centwal Cryplepelysic Forvics #

- 2k Jupo 1939

rial agency, f‘uncticning in timo of ucr inithin
3 LRYALLE w& m LI ..ﬂ'b -al)l

-£11 docuzemts cpi infopmction of & Yeolmioal meture
frcn the vericus Jntelligenos Scrvises

relative t0 the aryptogrephic aysteaas used by the

ensmy as well ap the principlas of their uscy

(v) &c@ammmg,w'mgnmabymmmmm of
the various strdy meterials recéived hy the acrvios;

(c) imvostigates in esach individuml cage tko mature of the srchex
used, possibly vith the halp of the informetiom and documents of o icchnicel
mature vhich ere in ite possession;

(4) stniles nov encrypting {(mschinss, elsotrcmockenicel
o clsotroangnetic procecsea, otc...) and =ica to set up methods making it
possidle to enswre the dsoxrypting of theoss ayoieme.

Cogidinstian:
(e) trenmmits to each of the cryptenalytic services of the differont
minigterial deparitmsnte the materials for of intexrset to

cryyianalytio study
that Departisnt, sttaching to them all. informetion alresdy gathsred by the
cmmmommmmmmiumm,uuamum
to continuing the cryptamalytic stuly rwoper or, if the resuniis alveady
omamt,ummmmmmxmmw;

%Air Force proposal. MMMMMMNMW
to participate in such & cantral agensy, anvisages colladoration ercns tho
tixree Fatianal Defemse ministxios only.

61

y/ahin\NlQ NN T YT T T
TOP-SECRET -SOEDE



DOCID: 4232697

STRDE—
oV

(b) mim:a:lns congtant lialeon for this porposo wich occl: ol e
crypianalytic sorvices of the aforecsid miristrioc cnd wrococds *hcrmcver
the nsed erisss, to ali exdhangss qtﬁmneoamfcmmmgtha
ereatogt officisncy of the vericus seTvicss]

(c) mainteins lcison with the Comtral Scrvice and e Pross Inforwme
tion Emrvices, the Centrel Interceyt Sarvice; and various Intelligence
Serucuuthamtomaﬂmmmmmmmﬂam;

(d) perticipates in "semscrphip”, in lisisca with o Frooe Berviecs,

mmwmmummmmmww
ing crypto-security.

Orppnizotion:

Asmcem(mm-mmm-.mmm)
aided by an asasis

Clageification Seotian:
(1) receipt and clossiFicatiom of stuly materisls,
(2) centrelization of informntion end documants of every notire,

(3) zotting up and lseping cwrrent card filss of crypteralytic
inforxaticm.

(Porsomnsl: offioers <~ arypt speoialista, sous offiolers ==
m.mm@mﬁmm&

M
WM@M:;MMMWM#

ﬁoaticn ‘bw

(2) disseminetion to the crypienalytis sexvices of caoch Dspertasnt
ﬁ%mmmumuhtm“wmuofﬁemmat
the time of the yreliminery ressexch;

(3) Qlasemination to these semd sarvices of the tramslation of plain-
text ménsages coming fram various intercept or imtelligancs souxcos;

(4) studies of gystems, machings or cryptographad.

(Psrecnnel: officers -- arypt specielist, aous officierg-crcciclic) ¥
possibly ‘civilian porsomnel for the tremelation of plain-toxt mcasczes Caly).

: llaison with the vaxrious deparitments, the Informaticn
Services, the Intelligenoe Scxvicea, the Prosa SBervice.

(Persomsl: officers--crypt specialists).
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Ohgervarion.

Such an organizalion, eg it emergss Lram the above oultllne, secomn
calculated 4o engsure the maximum officacncy of the various groups of
opecialeats vorking both in the Central Sezvice and in the various crypt-
analytic sexrvices.

It divides the work by leaving to the Central Sexvice the
"speculative resecrch” part and reserving for the oryptamalytic services
the "eryptomelytic study” and “exploitation® part. Thus, vhilo managing
to dzirg vcgether the means, 1t ensures for each ministerial Department
the indepondence of acticn which is desireble.

On the other kend, its propor fumctioning implies close and
constent lia:son emopg the various grovps, comditions vhich presuppose
tho aseendl mg of tpese grovps in the seme building, or in imrediate
rroxumity to each other, ,
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