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-G7#F6HE6) Chapter 21

The Reagan Revolution

(U) BACKGROUND

(U) Nineteen-eighty marked more than just a change of decade. It was a change of
mood. Some have called it the Reagan Revolution. Reagan, a forever optimistic actor from
California, came to office with a world view in complete contrast with that of the 1970s.
He was tired of talk about limitations, wanted none of the gloom that had settled over the
White House in the late Carter years. He would restore America’s power in the world. He
would start by spending the nation back into prosperity.

(U) When Gerald Ford left office, the national debt was $644 billion. When Jimmy
Carter departed, it was $909 billion. When Ronald Reagan left office, it was more than 2
and one half trillion dollars. The severe gap between income and expenditures had a long-
term impact on many areas of national life, not the least on the funding of defense
programs,

(U) It was Reagan’'s dual approach that created the problem. He would generate
demand by cutting taxes, but, paradoxically, he would increase spending on national
defense. This would leave a gap between revenues and expenditures that would be made
up by cutting domestic programs. But domestic programs could not be cut that much, and
a considerable portion of the national debt came from the funding of defense programs.

(U) At the core of Reagan’s defense revival was intelligence. It meant getting good
information on adversaries, and it meant employing that information in active ways — a
strong covert action program. The new DCI was a long-time Reagan friend, the manager
of -his successful presidential campaign in 1980 — William Casey. Casey’s intelligence
background was OSS in World War II. OSS had been excluded from COMINT during the
war, and so to them intelligence meant HUMINT, i.e., agents. He had no experience with
SIGINT, but he was a fast learner.

(U) When Casey became DCI, “technical intelligence” had just about taken over. The
Carter administration believed in it, and most of the money went toward it. Despite the
well-known Reaganesque proclivity toward agents and covert actions, this did not really
change during his administration. His transition team wanted more money dumped into
satellite programs, and the Reagan administration cut its sails in that direction from the
first day.! Casey himself quickly came to understand the value of SIGINT, and did not share
the institutional view of NSA that so dominated the thinking of his own staff. His own
deputy, Bobby Inman, said later that

(U) For all of my difficulties with Bill Casey on so many other issues, on this one I would give him
a clean bill of health....While he set out to rebuild and revitalize the DDO, he recognized the value
of Signals Intelligence and the role it played....He did not bring an instinctively parochial view to
the issue. Was it relevant? Was it timely? Was it useful? Did you need more money? These were
the sorts of basic attitudes he brought. z
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(U) William Casey and Ronald Reagan

(U) The Reagan administration marked the height of the Cold War. The president
referred to the Soviet Union as the Evil Empire, and was determined to spend it into the
ground. The Politburo reciprocated, and the rhetoric on both sides, especially during the
first Reagan administration, drove the hysteria. Some called it the Second Cold War. The
period 1982-1984 marked the most dangerous Soviet-American confrontation since the
Cuban Missile Crisis.

(U) Despite the president’s support of intelligence programs, NSA was wary. The
White House viewed intelligence as a foreign policy tool, and used it to advance larger
foreign policy interests, regardless of security implications. Three instances make the
case.

=FSHSEMBRA-In 1985, a Palestinian terrorist group captured an Italian cruise
ship, the Achille Lauro, in the Mediterranean. SIGINT tracked the ship and its captors to
Cairo and revealed plans by the Mubarak government to spirit their “problem” to Tunis.
The capture of the terrorists was effected by a highly sensitive SIGINT source, and a leaky
White House revealed the source.

—ESH-EMBRAS-The next year the Libyan bombing of a West Berlin night club, the
La Belle Discotheque, led to the American bombing of Libya. The Libyan responsibility
was revealed through intercept |:l of Libyan state security communications.

*
2

EO 1.4. (c)
PL 86-36/50 USC 3605
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Once again, SIGINT was exposed as the source, and the source dried up (at least
temporarily).

=~(PS#SEMBRAr) The best known exposure of SIGINT since the Pearl Harbor hearings
of 1945 had actually come in 1983, when the Reagan administration played the
intercepted cockpit conversations of the Soviet pilot as he shot down KAL-007. The SIGINT
gave the administration a tremendous foreign policy coup; the actual damage to SIGINT
from the tapes was negligible. (But other information, from Gamma sources, may have
done substantial damage.)

(U) There were numerous other instances. British historian Christopher Andrew cites
just one - the 1988 exposure of the decrypt of Iraqi military communications relating to the
Iraqi use of poison gas on their Kurdish population.® It came from an atmosphere in which
the loss of sources and methods was deemed less important than the foreign policy gains.

=tFOT6r Counterbalancing the Reagan administration’s penchant for misuse of
intelligence was the president’s strong support of his intelligence agencies. In 1986 he
became the first American president to visit NSA, as he gave the official dedication speech
for NSA’s two new buildings, Ops 2A and Ops 2B. He wanted to loosen the legal reins
governing intelligence, and signed a new executive order, 12333, which gave NSA latitude
in SIGINT collection that it had not had during the Carter years. Reagan revived the
President’s Foreign Intelligence Advisory Board (PFIAB), moribund under Carter. The
new chair, Anne Armstrong, was a strong and effective advocate for the intelligence
community.*

(U) THE NATIONAL SECURITY MECHANISM UNDER REAGAN

(U) The Inman Appointment

(U) Casey needed a deputy, and he was not inclined to go to the existing CIA structure.
Thus the search turned outside CIA, and eventually settled on NSA director Admiral
Bobby Inman. The way that Inman was selected became a Washington legend. His prime
sponsor was Senator Barry Goldwater, who had urged that Reagan make Inman the DCI.
As DIRNSA, Inman’s reputation had become so special that he was regarded as essentially
untouchable. Bob Woodward, in his book Veil, described Inman in the adulatory tone of
the times:

(U) Inman knew the intelligence business cold. He was the best source on everything from the
latest spy satellite to the bureaucratic maneuvering required to get intelligence programs going.
He had a fabulous memory. With his boyish, toothy smile, large head, thick glasses, Inman looked
like a grown-up whiz kid. He was one of the few intelligence officials who would talk to reporters
and get them to hold off on stories that compromised intelligence. He had nurtured all the
important relationships in the Congress. Goldwater could not recall an instance in which Inman
had failgd to return a phone call or to track down an answer on the rare occasion when he didn’t
know it.
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(U) Others in the news media had similar comments. According to the Washington
Star, “It is reassuring both to those who want to see U.S. intelligence operations
strengthened and to those who don’t want to see the CIA crashing through the forest in its
previous ‘rogue elephant’ role....There is not a mark on him,” says a former admiral who
worked with Inman in naval intelligence.” At the Senate confirmation hearing, Senator
Goldwater opened by saying: “You have my vote even before I hear your testimony....”
Inman became the first superstar to emerge from NSA. Most expected him to maximize
the role of SIGINT and to turn up his nose at covert operations and other messy programs. °

{U) General Faurer Becomes NSA’s Director

(U) Inman’s successor as DIRNSA was Air
Force Lieutenant General Lincoln D. Faurer.
Faurer had a strong flying background (he
piloted both B29s and RB-47s) and experience
in missile and space operations. Although he
had no direct experience in eryptology, he had
served two tours at DIA and three others in
intelligence-related jobs. He came to NSA
from Europe,‘where he had been both J2
USEUCOM, and deputy chairman of the
NATO Military Committee. He thoroughly
understood the intelligence needs of theater
commanders, and he made support to
military operations a central theme of his
tenure at NSA."

(UMPOYH65 If Inman could be described as
“brilliant and brittle,” “Linc¢” Faurer might
. have been accurately depicted as avuncular

(U) General Lincoln D. Faurer " but determined. He valued accommeodation

and collegiality, and he tried to reconstruct

NSA’s management system based on new management principles emphasizing

cooperation and corporate decision-making.? It was difficult to redirect NSA’s staff system

in such a radical way. Under Inman, management had been top down, and Inman neither
needed nor wanted a staff system. Faurer was just the opposite.

54458 Much of Faurer’s energy was directed toward sharpening support to military
operations. As the former deputy chairman of NATQO’s Military Committee, he focused on
SIGINT support to NATO, establishingl J
rThis mechanism

. violated the strict bilateralism of Third Party relationships codified in the UKUSA

.. Agreement, but that approach had been growing outmoded anyway. Multilateralism was
the only feasible approach in the NATO environment.®

.
L]
L

EO 1.4. (b)
EO 1.4. (c)
PL 86-36/50 USC 3605
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=~87SP-Much of his effort along this line was doomed to frustration. During the
Grenada operation, NSA was shut out of operational details (see page 372), bringing the
dispute over this long-running problem to a boil. After the bombing of the Marine
barracks in Lebanon in 1983, the Navy insisted that SIGINT support to the remaining
Marines be routed through Sixth Fleet. Faurer, experienced in the ways of military
operations, rejected that approach. “We fought that battle and it got more heated after the
bombing than it did before and it’s dead wrong. I mean, you just can’t live with it that
way.” He cultivated his relationships with the J3 (chief of the JCS operations staff)
throughout his tenure, trying to educate each successive occupant of the chair, and he got
understanding nods but no results. “And it went on the entire time. We never solved the
problem.” *°

(U/HeF0-Taurer developed a high
regard for both his bosses, Casey and
Weinberger. As for Casey, once Faurer got
over the difficulty of understanding what
he was saying (a problem that followed
Casey his whole life — unintelligible
speech), he acquired great respect for the
DCI. "I happen to think Bill Casey is as
fine a DCI as we've had in the time I've
been associated with intelligence, and I go
back to Jim Schlesinger.” ' But Faurer
read his own charter literally, and believed
that in DoD, his direct supervisor was
Weinberger. He never accepted the
delegation of NSA to the deputy secretary
of defense, William Taft. Faurer fought
Taft constantly to insure that NSA’s
national role remained an independent
responsibility. They had disputes over
NSA’s national role in policy issues and (U) Caspar Weinberger
over budget issues that transcended the
Defense Department. They were never resolved, and Faurer was actually fired at Taft’s
behest over a now-obscure budget issue several weeks prior to the agreed-upon
retirement date. General Faurer, a bulldog to the end, went down fighting for what he
believed in.!?

(U) The Odom Administration

(U/HEQ05¥ Faurer’s replacement in 1985 was a former armor officer who had become
one of the Army’s top Sovietologists. William Odom had had a tour at the Potsdam mission
in the mid-1960s. The Potsdam mission was one of the best training grounds for attaché
work, and it was followed six years later by a tour as assistant Army attaché in Moscow.

=TOP SECRET/COMINT-UMBRA/TALENT KEYHOTETXT
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Odom was exposed to SIGINT, especially in Moscow, and over the years he developed a keen
appreciation for the interplay of intelligence disciplines.'?

(U) When Zbigniew Brzezinski became
Jimmy Carter’s national security advisor, he
plucked his former student, William Odom, out
of the Army to serve on his staff. Said
Brzezinski, “I knew him from an earlier
association with me at the Research Institute
on International Change at Columbia, I
respected his views on Soviet military affairs
and strategy, and I considered him to be an
innovative strategic thinker.” **

(U) After four years in the White House,
Odom had gone on to serve as the deputy
assistant chief of staff for intelligence in the
Pentagon, and soon took over as the ACSIL.*®
His broad exposure to Army intelligence made
him a prime candidate to succeed Faurer. And
the Army had not had a director since
Marshall Carter departed in 1969.

(U//EQEEY Odom brought a unique

. personality to the job. According to his deputy,

(U) General William Odom Robert Rich, he was a good listener and a

A reasonable person to work for, who could

examine the intellectual facets of a decision and come up with the right answer. But he did

not project this image. What most NSAers remember was a different Odom: “...ready, fire,

aim; loud, boisterous, ranging over all kinds of intellectual territory, strategy of the

nation, strategic concepts, tactical concepts.” '* Many felt that he suffered from the typical
disease of ivory tower intellectuals — hearing one voice only: his own.

(U/RQE-Odom had a different perspective on NSA. He likened the job to that of
commanding a specified command. It had, he liked to point out, operational control over
three service components, a worldwide scope of operation, its own logistics system, its own
training school, a unique research and development organization, its own procurement
system, and so forth. Next to the DCI, it was the most powerful job in American
intelligence.!”

(UHPOEOYTor a specified command, though, it lacked certain essentials. Most
prominently, NSA had no staff system analogous to that of a military command. Without
a staff, the director simply had to accept the judgments of his deputy directors, and had no
independent means of managing actions or verifying information. It was a consequence of
historical evolution at NSA, and it fitted NSA’s unique way of doing business. Odom
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battled the system his entire time at NSA, but felt that he never changed the way NSA
operated.'®

(U//FOY0> What NSAers remembered most distinctly from the Odom era were the
Ten Thrusts (see Table 18). Originally written by Odom himself, these began as six
thrusts relating to SIGINT, and focused primarily on maintaining NSA’s edge in various
technical disciplines such as eryptomath and in sharpening the focus of customer support.
Harry Daniels, the DDI, took immediate exception to a list of thrusts which excluded
INFOSEC issues, and submitted his own. Odom struck one of the original six from the list
and added Daniel’s five, to come up with a nice round number. It was a good list, just right
for the mid-1980s. Odom did seem to understand the business.

—5+51H Table 18

General Odom’s Ten Thrusts

10.

Modernize the SIGINT collection and processing systems to cope with the
changing target communications technology.

Integrate tactical and national SIGINT capabilities to satisfy more
effectively military requirements in peace, crisis, and war.

Maintain and improve our capabilities to support diplomatic, economic,
and other nonmilitary requirements for SIGINT support.

Maintain a large U.S. lead in cryptanalytic capabilities (both computer
capability and personnel).

Design a framework for a survivable SIGINT system, under all conditions,
including general war, which we acquire incrementally and through
astute dual-use applications over the next decade.

Provide easily attainable, inexpensive, user-friendly Information
Systems Security features.

Speed up research for major breakthroughs in the technology of
computer security; at the same time, help industry manufacture more
“trustworthy ” computer products for defense and other government
needs.

Establish a program to reduce significantly the HUMINT threat to
Information Security Systems.

Provide modern, secure, user-friendly key management systems.

Remove the COMSEC block obsoleséence condition by the end of 1991 and
establish a program to protect against this condition in the future.
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=558 The most controversial thrust was to insure a survivable system. Fashioned
during the Second Cold War, it made a lot of sense at the time. It became known
eventually as Triangle, the project to insure the survival of the eryptologic system in
wartime. Much of Triangle involved decentralization of the process. The Triangle plan
used such then-unfamiliar terms as Theater Support Nodes and Regional SIGINT Support
Centers. Funding Triangle amounted to the diversion of large amounts of money for a
concept that many in NSA thought to be unnecessary. According to his successor, Rear
Admiral William Studeman, there was a tendency at NSA to try to wait out the Odom
directorship in hopes that Triangle would simply go away."

(UHPEHEO) Like Faurer, Odom worked for two bosses, Weinberger and Casey, but he
managed the trick with aplomb. Within DoD he generally reported directly to the
secretary of defense but, aware of the Faurer-Taft confrontations, carefully kept William
Taft in the loop with occasional briefings. His real affinity, however, was clearly for
Casey. The two got on well together, and Odom held Casey in high respect for his
substantive knowledge of intelligence issues and his ability to deal with them off the cuff.
They formed a united team in 1986 to try to stop the press from publishing leaks that
damaged intelligence sources and methods.*

(U) At the White House

FOTOY NSA still enjoyed a special relationship with the White House. After a brief
and fitful flirtation with the idea of bringing someone from State Department in to run the
Situation Room, Richard Allen, the first of a long line of Reagan’s national security
advisors, chose NSAer]| |as his Situation Room chief. |:|§tayed
during the first Reagan administration, long enbugh. to .get a clear picture of* how
intelligence issues were handled. T

(U//FOE63 Under Carter, intelligence and national security topics got a h.1gh'ly teas
organized, if somewhat egocentric, direction from Brzezinski. But this process never got
started under Reagan. The leaks, the employment of SIGINT to push a foreign policy
agenda, the disjointed way in which intelligence in general was treated (culminating in
the Iran-Contra imbroglio) was a true bill of the process. For in fact, there never was a
process under Reagan.

(U) Reagan modeled his White House administrative procedures after Nixon, with a
strong staff chief, Edwin Meese. Everything was routed through Meese, and even Richard
Allen contacted the president through him. This cut off the president from direct access to
intelligence, and when Allen departed he had never been able to establish a relationship
with Reagan. His successor, Judge William Clark, accepted the job only on condition that
he enjoy access to the president, but the damage had been done, and during the first .

§09¢€ OSN 06/9€-98 'Id

Reagan administration the White House never had a strong national security advisor, nor _ +
did it ever have a system in which tailored, focused intelligence arrived in the Oval Office.
The job became a revolving door, with first Allen, then Clark, then Robert McFarlané,
John Poindexter, and finally Frank Carluecei, cycling through. According to:[the
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process, if there was a process, lacked substance, and difficult intelligence issues were
dealt with in a superficial way.*

(U/F0¥6) SIGINT RESOURCES IN THE REAGAN YEARS

Sl Ronald Reagan inherited a cryptologic system in parlous shape. Manpower over
the previous decade had dropped from 88,600 to about 41,000 (see Table 19). At first
glance, money appeared to be on the increase, but that was before inflation was factored in.
The 1970s was a decade of high inflation, and the gap between current and constant
dollars had widened progressively through the ten years (see Tables 19 and 20).

&)Jable 19

Cryptologic Manpower, FY 1970-FY 1979 %

72.1
65.2 -54%

59.8
56.1
4.9
Qs a3 40

S The Reagan administration began pumping money back into intelligence
programs. From the 1980 through 1986 fiscal years, the overall cryptologic budget rose
152 percent (see Table 21), a breathtaking ascent unmatched since World War II. The
most spectacular growth was in overhead systems, which by 1988 had become fully 43
percent of the total SIGINT pot.*

(THOUSANDS)

271



Declassified and Approved for Release by NSA on 09-27-2023 pursuant to E.O. 13526, MDR Case #111538

TOP SECRET/TCOMINT-UNMBRATTALENTHEVHOEE

D R
($ MILLIONS) GLLARS

1600

@ Table 20 1300
CCP Funding 1200
During the 1970s *

CURRENT $

(ECONOMIC INFLATION)

- CONSTANT FY-70 $

" M 12 13 1w 15 1 11 18 19

gy Table 21
The Cryptologic Budget, FY 1973 Through FY 1986 %
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T&MAlong with money came people - lots of them. NSA’s total population rose by 40
percent during the 1980s. Beginning with 19,018 in 1983, the Agency’s population peaked
in 1990, just before the collapse of the Soviet Union, at a total of 26,679. The dramatic rise
was across the board, civilian and military, but was most pronounced on the civilian side
(see Table 22). While the military component rose 24 percent, the civilian side increased
by 46 percent.”

TS\ Table 22

NSA's Full-Time Civilian Strength, 1982-1989 %’

25,000 }

20,000

15,000

5,000

1N

¢£
MW
AR

(U) Almost a thousand billets came to NSA in 1986 as the result of a decision by the
General Services Administration to turn over support operations. Part of a broader plan to
relinquish maintenance to single-tenant government-owned facilities, the GSA plan for
NBA involved both maintenance (542 billets) and security guards (381 people). In October
of 1985 Terence Golden, administrator of GSA, met with General Odom, and in April of
1986 Odom formally accepted the plan.?

(U) The hiring glut took place mostly at the lower grades, but NSA’s average grade
level stayed in the range of GG-10, substantially higher than the government-wide
average. What took place to level it out was rapid promotions. The 1980s saw a major
surge in promotions, with a dramatic spike in fiscal year 1985. But the downside was the
slide in average experience level, as new hires replaced old hands.?
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(U//POYOYIn the light of the rapid civilian hiring program, the military contribution
to cryptology became a source of concern. As the percentage of the military population
declined, its influence would also inevitably decrease, along with military cryptologic
experience levels. This could unfavorably impact support to military operations.
Moreaver, rapid civilian hiring was taking place primarily out of colleges, and military
conversions, once a dominant source of civilian manpower, had declined by 1982 to 6.7
percent of all hiring actions. In 1988 Dr. James Donnelly headed a panel that looked at
military manpower in the cryptologic system. Donnelly’s main concern was the increasing
congregation of military billets at the front end of the system, leaving very few at NSA,
where much of the “technology transfer” had to take place.*

NThe fastest-growing segment of NSA’s population during the 1980s was actually
the part-time work force. A product of the Carter administration, the part-time segment
grew from 330 in fiscal year 1981 to a peak of 1,044 in 1990. This explosive growth
outstripped all other hiring areas, and a significant percentage of hiring actions (8.7
percent in fiscal year 1982) came from part-time to full-time conversions. One major
reason for the increases in part-time employees was that NSA management discovered
that they did not count against the Agency’s official strength. It was thus a way to
increase personnel without appearing to do so.*

(U) As the work force grew, so did the percentage of women and minorities on the rolls.
From 1977 to 1993, for instance, the percentage of women at NSA grew from about 26
percent to 39 percent (see Table 23). But the percentage of women by grade declined
dramatically as grade rose, even though the decade opened with NSA’s first female deputy
director, Ann Caracristi. Women constituted a majority up through grade eight, but at
that point the chart dipped dramatically, and women made up less than five percent of the
grade fifteens. This compared closely with the overall government statistics, as Table 24
shows.

TS\Table 23
NSA'’s Population by Gender, 1977-1993 **

Percentages

80 M‘I?N
0] .EQMEN
| B
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(U) Table 24
Percentage of Women by Grade at NSA, DoD and Federal Workforce *

PERCENT {BY GRADE) OF WOMEN IN TOTAL WORKFORCE
NSA, DOD, AND ALL FEDERAL GOVERNMENT
PERCENT
100
75
50
25
°
NSA .01 02 03 04 05 08 07 08 09 10 11 12 13 14 15
ALL FER == GRADES
SOURCE: D8  AS OF 31 MAR 82

(U) The concentration on college-level hiring increasingly tipped the scales toward a
more highly educated workforce. In the ten fiscal years from 1972 to 1982, for instance,
the percentage of employees with college degrees increased 24 percent, while those with
advanced degrees increased 125 percent. Those with less than two years of college actually
declined by 22 percent.*

(U) More people required more space. And as personal computers became more
common (during the decade 70 percent of the workforce was provided with a PC), people
tended to require larger offices. So NSA launched an unprecedented building boom which
resulted in the addition of 240,000 square feet per year during the decade. Much of it was
leased space. The International Tower Building came under an NSA lease in 1980. The
following year the Agency began leasing the new Airport Square buildings, which were
replacing woods and fields in the vicinity of the FANX complex at BWL

That same year General Faurer broke ground on Ops 2A and Ops 2B, which were
dedicated by President Reagan five years later. In 1990 the new Research and
Engineering building was dedicated, to add to the Special Processing Lab (opened in 1988)
and numerous leased facilities in the general Fort Meade vicinity. (see Table 25) *®
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(U) Dedication of Ops 2A and 2B by President Reagan

(U) One solution to the space problem was to go upward. In 1983 NSA awarded a
contract to American Seating Company to provide and install systems furniture, which
would permit the workforce to add personal computers and other office aids without
increasing floor space per person. The original contract provided for some 8,000
workstations at a price of about $5 million. But it was only the beginning, and by 1993
approximately 20,000 workstations had been installed at a cost of $60 million. This
improvement came in the late stages of an earlier movement to provide raised flooring.
Begun in the basement of Ops-1 in the 1960s, raised flooring was originally installed only
in rooms with computer mainframes. As smaller computers took over the Agency, people
got tired of tripping over cables strung across tile floors from one machine to another.
Slowly, workspaces were vacated and raised flooring installed. By 1993 some five million
square feet of raised flooring had been installed in NSA buildings at Fort Meade. It not
only got unsightly and potentially dangerous electrical cables off floors; it had the
attendant benefit of providing carpet tiles, which reduced noise (and looked nicer).*’

(U) In the early days Fort Meade had been serviced (excepting only the Baltimore-
Washington Parkway) by narrow, winding roads going east and west to bedroom suburbs



Declassified and Approved for Release by NSA on 09-27-2023 pursuant to E.O. 13526, MDR Case #111538

~FOP-SECRETHEOMINTBMBRATALENTIE - HOLEAM—

(U) Table 25
Growth of NSA Space from 1973 to 1994
GROSS 5Q FT
{in millions)
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1
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of Severna Park, Glen Burnie, Laurel and Columbia. The drive to either Severna Park or
Columbia commonly took half an hour or more, much of it spent waiting in a long snake of
cars twisting through the Maryland countryside. With NSA population projections going
virtually through the roof, NSA began looking at an environmental overhaul. In the early
1980s the State of Maryland began widening Route 32 both toward the east and west. It
was called the Patuxent Freeway project, and as sections became functional in the late
1980s and early 1990s, traffic congestion around Fort Meade declined (but didn’t go
away).®

(U) THE CRYPTOLOGIC SYSTEM IN THE 1980s

~5#5H The 1980s were the decade when NSA’s reliance on HF collection finally came
to an end. Rumors of its death, greatly exaggerated for many years, caught up with reality
early in the decade. The cryptologic field system began the 1980s at the bottom of a ski
slope (see Table 26). But the money that Reagan pumped into the system did not appear to
benefit that system. The size of the conventional field site system stopped declining, but
remained flat throughout the decade.

ST he Army was hardest hit by the reductions of the 1970s. In 1972, ASA had
eighteen field sites; a decade later, only nine. Gone were five sites in Southeast Asia and
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YS)J'able 26
Cryptologic Field Sites, 1945-1994
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three in Germany, plus scattered locations in Ethiopia, Taiwan, Virginia and California.
The only true addition was the INSCOM component of the cryptologic conglomerate at
Kunia. To a degree this reflected the fact that Army SIGINT collection was the least
technologically sophisticated of the services (see map page 280).

~S#8LL Air Force field sites also dropped dramatically, from twenty-six in 1972 to only
fifteen a decade later. Security Service lost three sites in Southeast Asia, while base
consolidations in Germany and Japan resuilted in the closure of four sites. Political
forceouts in Turkey and Taiwan caused three site closures. If Security Service base
closures were not as severe as with ASA, it was due in large part to the fact that the Air
Force sites, and targets, were more technologically sophisticated. Security Service was
thus better positioned to maintain its collection posture against modern communications.
The Navy was least affected, at least in terms of numbers of sites. Thirty field sites in 1972

declined to twenty-seven ten years later.

“TSHSH.The field system was growing only in terms of joint and NSA-managed sites.
Seven sites in 1972 had expanded to eight, despite the loss of two sites, in Asmara (lost
during the Ethiopian Revolution of 1975) and Shemya, Alaska. Two| kites,

nd Rosman, appeared, along with a joint Army-Air Force wideband site at San
Antonio, Tetas. The growth in this area was indicative of where the money was going - to

.

high-tech collection. e, . F

.

PL 86-36/50 USC 3605
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—SwSPField site locations as of 1986
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(U) The FSCS Study

=TS7S'TK T In 1983 NSA began a study of the increasing cost of the system
programmed as the replacemen Called the NSA ELINT
Overhead Mix Study, its conclusions caught the attention of the DCl.and Congress, and in
December of that year Vice Admiral Burkhalter, director of the Intel.li’ger}ce Community
Staff, established the Future SIGINT Capabilities Study (FSCS). Burkhalter broadened the
study to the entire SIGINT system. The objective was to match existing and programmed
systems against assumed target changes and to identify the gaps. Phases I and II v.vdult'l
look at everything but Overhead; Phase III would address only satellites.*® .

TS he resulting documents highlighted the increasing technological sophistication of *
the targets, and they marked a watershed of sorts. It was no longer possible to think of the
SIGINT system in the same terms as professional cryptologists had thought of it since World
War I. The HF system had become secondary to more sophisticated collection in the higher
frequency ranges.

‘7T Od

()

378 The study focused on target changes that would affect collection and processing.
Increasingly sophisticated target cryptography took a place on the “threat list,” but only a
minor place. The major threats were high data rates, digitization (as opposed to the more
traditional analog signals), low probability of intercept techniques like frequency hopping
and spread spectrum, the use of wider bandwidths and higher frequency ranges, advanced
radar techniques, and the growing use of communications satellites. The study’s
conclusions depicted a communications target that centered on almost everything but HF . . ~.

$ .

manual Morse communications. B

# .

§09¢ DOsn 06/9¢€-98 1d

—¢PS#SHPID The existing SIGINT system was deficient, in -aimost évery capa‘bil'rtir.‘ It by
would need to migrate t(i_g and to SIGINT satellites that could
access communications, like microwave and military multichannel‘ sysfems, deep in the N
heart of the target countries. The volumes would be so huge‘that' front-end filtering and -
processing prioritization would be essential. | T

.
.
.

SIGINT satellite geolocation must be improved and its reach expanded. SIGINT
satellite systems like| [would have to work together in an interlocking
mode to achieve the needed geolocation capability.

]

878D Though FSCS concentrated on hardware and software, it did stray into
manpower implications. Despite the contraction of the traditional HF field collection
system, the workforce would have to grow to handle the massive volumes of material to be
processed. Moreover, the skill mix would move rapidly into high-tech areas, and the
people hired would be engineers, cryptomathematicians, and computer systems designers.
The armed services did not produce people like that - NSA would have to hire increasingly
from colleges or private industry to find the kinds of people it needed. Retention would be
more difficult as NSA would have to compete with private industry for college-trained
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technical people. The federal salary structure simply could not compete in these areas —
job satisfaction would have to be the carrot.*

=PSH#STTKT To a workforce of the late 1990s grown accustomed to the new
communications challenges, this sounds very familiar. In the mid-1980s, it was visionary.
The FSCS study spawned a plethora of committees looking at various aspects of the
problem. One committee predicted that the cryptologic system would require some $20
billion more money in the CCP base through 2000 in excess of what had already been

funded. At field sites alone, $11 billion would be needed to deal with complex signals,

while the need for system survivability would require another $3.6 billion. Satellite

systems would require expanded frequency coverage and increased geolocational

capability. Computer systems had to change to defeat Soviet encryption technology. The

only area where money could actually be saved was in the satellite programs themselves.

There, the plan was to combine the three SIGINT satelhtesl linto a
« = ==« = ginglefollowzon systemn’** - Tt

F°T OH
P°T 04

(0)
(q) -

(U) “Battlestar Galactica”

G09¢ DSN 0G/9€-98 1d

“PS#IFPFThe plan for an overall SIGINT system was dependent on the resolution of

(c)

an ongoing donnybrook over overhead resources. The dispute centered on the.thsee

*r* ..., competing SIGINT collectors downlinking toI and Denver
:The rival systems had evolved over time in response to crash requirements, and

each had a separate sponsor and separate constituencies. Many who had been involved in

the birth of the three systems acknowledged the illogic of competition at that level, and

some dreamed of amalgamating them into one program.

PL 86-36/50 USC 3605

EO 1.4.

st s =eRSASERKS-Rrogram A; the:was an Air Force program in which NSA was
R " d clese partner, and Lockheed Missile and Space Corporation was the prime contractor.
. Prog):am B was the CIA- program, and its prime contractor had always been TRW. CIA
T pushed for' a's-mgle system, and in December’ af 1985 the, DCI William Casey, decreed that
. the FSCS study group would operate under the assumptlon thaf the system, would evolve
* into a single, one-system- does-al} program. It would replace five programmed and
satellites with four satellites operdtm.g within an integrated system. The major
competitors, Lockheed and TRW, would submit proposals,for the consolidated system. The
stakes would be huge - the winner would emerge with the ‘entire geostationary SIGINT
satellite program, while the loser would become a subcontractor. Th :system, being a
highly elliptical program essentially different from a geostationary system, was not to be
modified. The proposed system was so grandiose that it was referred to by Admiral Inman

as “Battlestar Galactica.” 4

(PSHESHEI-The outlines of the new system were revolutionary. It would eventually
downlink to a single ground station in the continental U.S., which would distribute signals
to various processing locations for customized follow-up. Signals would be relayed through
communications satellites to the ground station, thus allowing a satellite to communicate
with a location beyond the radio horizon and freeing SIGINT satellites from the geographic

282
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' *«.. _tether that had always limited them. I

(c)

| Much attention would be paid to improved
geolocation accuracy and better crosslinking among the satellites. Satellites would have
better receivers with more flexible tuning options. The four balls would be launched from
1992 to 1995; the program cost would be $9.5 billion, including $1.1 billion for improved

XN [ 43. .
Sl Sl'.G'INT processmg e e ..,

Yen

PL 86-36/50 USC 3605

EO 1.4.

L
LI
o Nee " "o

“..: ., '(‘PQ#SE‘F'K-) The first satélhhe in the serles would be launchedl |and
wou‘ld e, '+ «|which would bécome the interim control and processing
cen'tgr | v, wou dbe positroned as needed 1n| |
nodes, oand would haver|

g e, which would be called
Gateway Thls center, whose lbeation had not been chosen I |were

both cand1da‘tg=s) would take satellite 'control|' |and could manage the
entire system.| Iwould be the initia e * . I(similar to the role

for| andl lvould be the backup, ‘. . as a system

” *

location.* . . I

]
., . *

~“SHSETFIS NSA, being the 51gnal pmcgssmg organization, partlmpated in 1]l the
system discussions and studies. The Agency genet‘a'lly kept its political oplmoqs tb Jtself
confining its advice to technical assessments of the feas1b111ty of yarious apprbachqs
Robert Hermann, director of NRO in the early 1980s, once said "NSA dldn’t &are, shouldnf

have cared.” * But under the surface there was growing concern at the Agency about -' :’;

costs. An NSA advisory board wrote to General Odom in July of 1985 that SIGINT satellite = m

costs in the National Reconnaissance Program were growing so fast that they could o2

squeeze out some favored programs in the CCP. It would be a good idea to get a handle on i

satellite program costs, and soon.*® S
=SHSPTHEn fact, NSA’s role in the overhead system was not so sterile as it appeared 5 @

from the outside. Within the vortex was a fierce bureaucratic battle to control the SIGINT
satellite business. Part of this undoubtedly stemmed from the philosophy of SIGINT
management that NSA had always lived by. In the United States, SIGINT was monolithic,
and control was vested in a national manager. But the overhead business was controlled
by the NRO, and when NSA tried to intervene, either to manage the satellite planning and
programming, or to exercise day-to-day direction over satellite operations, it was on NRO’s
turf.

S09¢ Dsn 06/9¢€-98 1d

ES#SHP- But viewed from NSA's perspective, the issue revolved around a
management system that was inefficient from a cost standpoint. NSA managers believed
that NRO was paying far too much to its favored contractors for satellite system design,
launch and operation, and that this was impacting on money that should have been
available for other SIGINT programs. Moreover, if NSA people could control mission
ground site operations, they would have a much more responsive system, and could order
satellite collection priorities according to the requirements of the entire SIGINT system. In
1981, Admiral Bobby Inman approached former NSAer Robert Hermann, then the director
of NRO, to get a change in the rules by which spacecraft were controlled. From the strong-

—FOP-SECREFHEOMINT-UMBRATFALENTICEYHOEEE—
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: willed Inman’s standpoint it made perfect sense to control spacecraft operations from NSA,
but an equally strong-willed Hermann told the NSA director that if NSA controlled the
programs it would have to fund them, which meant taking the heat in Congress for a large

-slice of the NRO budget. There was no resolution of the dispute, and the management of
SIGINT satellites remained as it had been.*’

-=PSHSHPDespite disagreements at the top, NSA and NRO managed to cooperate in
the creation of a new system tasking center, the Overhead Collection Management Center
(OCMC). It resulted from a July 1983 conference between William Kvetkas (chairman of
the SIGINT Committee), Robert Rich (deputy director of NSA) and Jimmy Hill (deputy
director of NRO). Kvetkas could not secure agreement even in such a small group, so he
wrote a memo to John McMahon (deputy DCI) proposing a new joint tasking center on the
DEFSMAC model. (Attached to the memo was a two and a half page nonconcurrence from
Hill.) Kvetkas presented McMahon with three options, and McMahon selected one which
created an OCMC at NSA headquarters, and permitted DIRNSA to name the director, the
director of NRO to name the deputy, and the DCI to name the chief of requirements. This
permitted conflict resolution at a technical level, and resulted in a joint organization that
soon proved its worth.*

~BSHSHFEDisputes over satellite system
control continued into the program. NSA
wanted to be the host for the eastern gateway
that would replace| | while NRO
demanded to exercise its customary host role.
NSA wanted to handle system programming
and acquisition, not just the ground
processing equipment. NSA wanted to
handle site and operations security, but NRO,
which had always controlled overhead
security, forcefully rejected this and all other
NSA proposals.® In fact, NSA proposed
nothing less than a revolution in the way
SIGINT overhead systems were handled. The
most extreme view, promoted by Agency
senior George Cotter, melded the satellite
business into the U.S. SIGINT system. NSA
would plan, program and acquire SIGINT
overhead systems; it would budget for all
overhead systems; it would manage contracts;

(9)"v°"T 0OF
() "v°T OF

§09¢€ Osn 06/9¢€-98 1d

it would control spacecraft operations; it

(U) George Cotter

would control tasking, balancing satellite
tasking with other parts of the SIGINT system,;
it would rid itself of the special NRO codewords, and would marry the SIGINT and overhead
security systems, doing away with overhead compartments at NSA
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~ESHSHFEI- As an alternative to the expensive new system, some at NSA pushed an
idea variously called “cheapsat” or “frugalsat.” The idea which had been around for years,
revolved around the need to support U.S. military operations. Most of the emitters in use

(c)

PL 86-36/50 USC 3605

-
: hnd,
—
& It
23| .« * " would be far simpler to support military operations with a small, cheap satellite dedicated
., to mobile multichannel communications. In the mid-1980s the idea acquired a good deal of
*+_thrust when NSA discovered communications| ,

’in the low VHF range. Once again
the idea of an “SMO satellite” bubbled up and got a thorough study within NSA. It never
mustered enough support, and while NSA officially supported the concept, it was clearly a

controversial item. Cheapsat always made the “options list,” but it was never high enough
up the queue to be funded.*

EFSH#SHEIEr The only part of the proposed system that NSA could call its own, absent a
cataclysmic reorganization of the SIGINT overhead system, was processing. In the summer
of 1986, NSA established a project to organize the ground processing system, called
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[would be very expensive @
- atotal of over $957M. (see Table 27) ** e
—E545HPI By mid-1987, NSA was becoming increasingly hostile to the new system as P
a solution. There were several reasons, any one of which might have led to a negati\(e.vote.'
First, cryptologic spending guidance from the DCI had begun to diverge from CCP
guidance from the secretary of defense. This phenomenon had begyn n'1983, and by 1987
the gap was some $236 million per year and growing. So.mehﬁw it had to be closed, and
overhead was a prime candidate. The new system -would require huge expenditures for
processing, first atI |and later a Processing upgrade g
costs stood at about $1 billion with the new system, but “only” $600,000 without. This =
figure alone could close the gap or reduce it to 2 manageable size. ©
o
3 5 |
ESHEHEKS Second, it was beginning to dawn on NSA that perhaps it was targeting w
the wrong sorts of signals. The new system was designed to intercept and process digital Q
microwave signals, but the Soviets were not switching from analog to digital nearly as fast g
G
n
@]
w
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L =SSP Table 27
:Funding Profile **
FY 86 FY 87 FY‘SS FY 89 FY 90 FY 91 FY 92
$4.28M 12.35M 39.79M 208.M 265M 207.2M 219.75M

as had earlier been projected. As each year went by and the Soviets did not meet NSA’s
projections, the system looked more and more like a turkey.*

<TSYSHTI) In the fall of 1987, after a war of paper between NSA and the intelligence

community staff, General William Odom took NSA’s case to Congress. He had several

complaints. NSA, he felt, could do everything with a more finely tuned:and
system than it could with a single new system, and spend less money at the sare .

‘7T OY

(0)

better chance to support military commanders, while with one system the capability to
divert individual satellites to “hot spots” around the world would diminish. It was
technically superior in ELINT, but less satisfactory in COMINT, which NSA felt was more
important. And he did not like the vast sums required. “I thought [the new system] was
sheer robbery of the public purse,” he said later.>

— PSR Much of NSA's dislike came down to system control. Odom felt that NSA'S
views had not been taken into account by NRO. He viewed NRO as a vast burgaucfa‘cy in
which two programs, A and B, warred with each other, to the detrim_enh 6f the national
SIGINT manager. NRO tended to view the issue as a simple competition between a new
program on the one hand, and two old programsl on the other. NSA looked
at it in the context of the entire SIGINT system, and from that perspective a decision that
seemed right to NRO looked wrong to NSA.%

~FSHSHS-In January of 1988 the new DCI, Judge William Webster, cancelled the
new system. In a letter to Senator David Boren of the SSCI, he explained that recent
budget cuts put too much of a squeeze on the program. The NRO could save $4.3 billion by
not deploying it, and intended to do so. What he did not say was that NSA, the chief
operator of the SIGINT system, was now in active opposition. But this was not news to
Boren, owing to Odom’s testimony on Capitol Hill.*

§09¢ Osn 06/9€-98 1d
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(V) Comsat
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(U) Rosman, North Carolina
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| NSA'’s processing philosophy was to
+ filter channels at the front end and return the cream to Fort Meade using high-speed
.* communications. This demanded smaller, faster demodulators and demultiplexers, and
FEO 1.4. (c)
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high-speed communications packages. A whole range of equipment was specially designed
When, in 1984, NSA selected the IBM PC XT as its

by NSA engineers. :
lso adopted it. Not only did the XT cost about one-fourth as much

standard term'n'la'll' k
as the terminal it replacecf ‘the Teletype Mod 40, but it matched up perfectly with the
Iunderwent the same

equipment in use at Fort Meade. In eftéeef..
revolution in technology that Third Parties die ‘when NSA ﬁnally ‘took over those

arrangements. Common equipment and common procedures ‘tarned out to be much more

]
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ESHSB When NSA took over
in 1978, the Agency found an ESC team

(c)

__| NSA had the good fortune to

inherit thel Iand life was easier as a result.
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I In 197 9l |contri'p'uting to about 18
. This was

percent of NSA product reports, while in 1986 the figure was 34 percent
land 5 percent of the

achieved even though|
Consolidated Cryptologic Program (CCP).*
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(V) Cryptologic Communications

TSJ\N o area of cryptologic operations was expanding faster than communications. A
chart of communications capacity from 1973 to 1993 (Table 28), first printed in the
Quarterly Management Review for second quarter of 1994, depicted almost unbelievable
numbers. Most dramatic was the worldwide capacity, which had increased by about 1,000
percent. Yet the system was being operated by about the same number of people as it had
required twenty years earlier.

=~S4SI) Table 28
Cryptologic Communications, 1973-1993

1973 1993
Worldwide capacity 3 MBS 300 MBS
Number of circuits 746 5500
Messages annually 130,000 117 million
Secure phone systems 20 locations 150 locations
Instruments 11 thousand 34 thousand
Cost of communications 2% of CCP 5.5% of CCP
Manpower 1091

(UMPOTOrNSA had become the largest single user of the DSSCS system, and by the
early 1980s had outrun the ability of the DoD system to support it. The only answer was to
lease large numbers of commercial circuits, from landline and microwave to satellite.®®

(UrrOtOrinternally, NSA replaced its communications terminal system under a
new project called EMBROIDERY. Under EMBROIDERY every communications terminal
became a computer, just as field site collection positions were being computerized. Using
off-the-shelf IBM equipment, NSA outfitted its Holder, IDDF/Underprop, OCEANFRONT,
TIDE, TIDEWAY, and DAYSEND communications systems with new equipment and new
methodology. TRAINMASTER, the field site portion of the system, replaced STREAMLINER,
which had been deployed in the mid-1970s.%®

PL 86-36/50 USC 3605

., (U) NSA’s impressive communications design capability was sometimes employed in
‘. the service of other organizations. This was the case with a system called Umstead, a

+ . commercial design originally adapted for government use by an NSA engineer named

|t0 transmit voice and data via satellite. It was light, mobile and

inexpensive, and looked like the answer to an Army tactical communications problem.

The Army’s problem came into rather stark relief during a large 1981 exercise called

Crested Eagle. Army tactical forces simply lacked enough communications channels to

carry what they needed, and intelligence got such a low priority that little of it got to the
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customers. Sixty percent of the signals intelligence traffic had to be couriered, and much
of it was still in courier two weeks after the exercise had ended.

(U) Through mid-decade, top Army field commanders insisted that Umstead would
solve the problem. But it was opposed by Signal Corps generals on somewhat obscure
grounds, and was never purchased. Umstead was used on a few occasions by NSA, but
never achieved its true potential, and wound up sitting on the shelf. &

(U) Cryptologic Computers

U/ If the 1960s and 1970s were the era of mainframe computers, the 1980s
were an era of small systems. By the late 1970s the mainframes at Fort Meade were
becoming so congested that they looked like the Beltway at rush hour. As access time
increased, a movement away from mainframes accelerated. In the early 1980s computer
companies were beginning to produce personal computers in large quantities at low prices,
and NSA managers began defecting to these systems. Kermit Speierman and Walter
Deeley were early proponents of personal computers and off-the-shelf software.

(U/APSE6> The improved efficiency and cost effectiveness of the computer-on-every-
desk approach was counterbalanced by a strong trend toward nonstandard equipment and
software. With so many products available in stores, it was difficult for NSA’s computer
people to keep up. The driver was maintenance: when hardware and software
malfunctioned, it was impossible to keep everything running. Moreover, central control
over formats, file access, etc., the basis of the cryptologic system’s effectiveness, could be
lost. Chaos could be the result %

(U/AR8HE6¥*To save the situation, NSA tried to standardize PC hardware. In 1984 it
issued a request for proposal for an Agency Standard Terminal Workstation (ASTW). The
IBM PC XT, a relatively new entry in the world of personal computers, won the award. It
was a big win: the contract was ultimately valued at $199 million, and NSA bought 21,000
units. The next year the Agency awarded a contract for an Agency Standard Host (ASH),
which would interconnect the ASTWs. American Telephone and Telegraph won the

contract, valued at $150 million. Seven hundred twenty systems were finally sold to
NSA.®

(U) In the early days, most personal computers ran on the DOS operating system, but
it was not suitable for internetted systems. Kermit Speierman of NSA discovered that Beli
Laboratories had devised an operating system called UNIX, which was at the time the
only system that operated in a multi-user, internetted environment. UNIX became the
dominant operating system in the 1980s.™

(U/AeE8¥ Computer power was the essential ingredient in cryptanalysis. In the
1970s NSA had forged ahead with the help of supercomputers, first from Control Data
Corporation (CDC) and later from Cray. But the early 1980s were a period of tension in
the supercomputer business. The Japanese were rumored to be about to enter the
business, and in view of their devastating impact on the commercial VCR business, there
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was a potential threat to national security if American supercomputer companies were to
be bested or even driven out of business. These problems were part of the background
noise of 1982, when NSA’'s Kermit Speierman was doing some work at Los Alamos and
talking to scientists there about NSA’s computer power problems. The outgrowth of those
discussions was a decision to jointly host a conference at NSA in 1983 on supercomputer
problems. Called “Frontiers in Supercomputing,” the week-long conference focused on
how to design and build faster supercomputers. It was clear that serial processing would
not be fast enough - the industry needed massively parallel processing to have a chance of
staying ahead.™

(U6 General Faurer, who gave the closing speech, had become convinced that a
permanent institute was needed, and asked Speierman to create one. Working through an
NSA committee, Speierman put together a concept for a Supercomputer Research Center.
Faurer needed $16 million and a lot of executive push, so he briefed the outlines of the
research center around Washington. He was able to muster support from every quarter
but the JCS and the Office of the Secretary of Defense, where his boss, William Taft, was
staunchly opposed. But Taft was ultimately outflanked, and NSA began looking for a
home for the center. Although Boston and North Carolina were considered, NSA finally
selected the nearby Bowie area, and on November 27, 1984, Maryland governor Harry
Hughes announced from the steps of the State House in Annapolis the creation of the
Supercomputer Research Center.”” The center would not have survived without Faurer’s

[

forceful intervention at the DoD level. Said Speierman several years later, “...he was
completely convinced. I think that’s a real tribute to him. And he never flinched from that
conviction. Without that 100 percent conviction on his parﬁ...I don’t think any of this
would have happened.” ™ It was one of the disputes with Taft that resulted in Faurer’s

early departure from NSA.

(U) Computer Security

(U) In 1965 a small computer science firm called SDC of Santa Monica, California,
became concerned about security of their computer products. With computer networking
in the offing, computer files could become vulnerable to unauthorized users, almost as if a
safe had been jimmied. SDC hosted a conference attended by several computer companies
and by the head of the Rand Corporation computer sciences division, Dr. Willis Ware.
Ware quickly took the lead on the issue.™

(UMHFSE) Ware, as it happened, sat on NSA’s Scientific Advisory Board, and called
General Carter to tell him that he was about to get a hot new issue on his plate.
Contending that NSA was the only agency in the federal government that had the
technical expertise, Ware plugged for the Agency’s direct involvement. The issue bubbled
slowly for two years, but in 1967 the Defense Supply Agency (DSA) at Cameron Station,
Virginia, made a formal request to the secretary of defense that NSA be named the
computer security authority. This was followed in short order by requests from several
other federal agencies. NSA first became involved with these requests on a voluntary
basis - it had no charter to do this unless cryptographic equipment was involved, and
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in this case it wasn’t. Nor did NSA have an
organization officially tasked with the job.
The DSA request to the secretary was still
pending and had generated a lot of
controversy within NSA. Many felt that NSA
should avoid the task.

(U/FOE6-Having dodged responsibility
for the new COMPUSEC mission for several
years, NSA finally made a partial step in
1969 with the issuance of a memorandum by
the deputy director, Louis Tordella. Noting
that NSA possessed no official responsibility,
Tordella nonetheless acknowledged that a
moral responsibility was involved.
Thenceforth, NSA would provide assistance
to other intelligence community (IC)
: : organizations based on experiences that NSA
(U) Dr. Willis Ware . had had with its own systems. NSA would
not assist non-IC organizations. ™

&> In 1972, the consequences of continued inaction were starkly illustrated by an
incident involving DIA. The Defense Intelligence Agency had created several intelligence
community databases designed for multilevel security access, and DIA contacted USIB
about running a security check of the system so that they could get their systems
accredited for SI and TK information. NSA and other members of the intelligence
community, with participation from defense contractors, obliged. By the time the attacks
terminated, the penetration was so thorough that a penetrator at a distant remote
terminal had actually seized control of the system. DIA never got its acereditation, and
the results of the exercise made many at NSA skeptical that multilevel security could ever
be achieved.

(U/H8E0-NSA’s role in computer security expanded in 1973. Needing a focus for
research on the subject, Tordella named the ADC (assistant director for comsec) as the
responsible official, and ADC established a small center for technical information on the
subject, specifically to support federal agencies. Despite Tordella’s decision, however,
little happened through the end of the decade. Lew Allen requested sixty-seven billets for
the fiscal year 1975 program, but was turned down, in part because NSA’s role was still
controversial.™

(U/AEeEOT Late in the decade an OSD staffer and former NSA employee, Stephen
Walker, approached Bobby Inman about the computer security mess. Walker explained
that in OSD there was a strong feeling that NSA should expand its effort and become the
office of primary responsibility for computer security in the federal government. However,
Walker personally opposed locating the organization within COMSEC. Inman agreed and
asked George Cotter, the assistant director for telecommunications, to take on the task.
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Working closely with Walker, Cotter set up the Computer Security Center as a separate
organization. It was formally created on the first of January, 1981, as the Department of
Defense Computer Security Center, with a small staff working directly for Cotter.
Originally it was to have a separate building, to be located in the parking lot outside Ops-3
on the main Fort Meade campus. But, as often happens with money, the line item was
diverted, and went into construction of the Special Processing Laboratory. In the end, the
center never got its own building, and it continued to operate out of borrowed spaces.”

(U//FOTU®) NSA’s role in computer security remained a lightning rod for dissent both
within NSA and in the outside world. That role waxed and waned depending on the
political winds. Under Reagan, it expanded, and under NSDD 145 the DoD Computer
Security Center became the National Computer Security Center, with an expanded
mission to bring computer security products to non-national security organizations. At the
same time, Walter Deeley and Harry Daniels, who were running the COMSEC organization,
convinced General Odom that COMPUSEC should be part of their organization, and so the
Center was resubordinated to the (now called) DDI, responsible for INFOSEC, which
included both COMSEC and COMPUSEC.™

(U) But NSDD 145 encountered congressional opposition, and it was overturned in

1987 by the Computer Security Act. This legislation split the mission between NSA and

. the National Bureau of Standards (NBS, which soon changed its named to NIST, National

Institute of Standards and Technology). NSA retained its role within the national security

community, but NBS got the mission to deal with all others. It was clear from the

legislation, however, that NSA would retain a strong technical advisory role with NBS,
which lacked the expertise on the subject.™

(U) Operations Security

(U) The experience in Vietnam had generated an operations security program called
Purple Dragon (see Vol II, 551). NSA had been the core of the effort, and it became the
institutional memory for OPSEC. But as Vietnam faded from mind, memories of OPSEC
programs grew dim. So in the early 1980s NSA began holding OPSEC seminars around the
Pacific Rim for military organizations. The program quickly expanded to the Coast Guard,
the White House, GSA, Customs, and NASA. This nascent effort became a full-blown
OPSEC training program at the National Cryptologic School. The National OPSEC Course
was open to all federal agencies, and 80 percent of the attendees were non-NSA.*

TS.Un 1983 Caspar Weinberger directed that all DoD organizations have OPSEC
programs, and NSA became responsible for OPSEC education. But while NSA spread the
word about effective OPSEC programs, it had none itself. The “Year of the Spy” (see page
401) brought on a thorough internal examination of security practices. The panel, headed
by David Boak concluded in 1986 that NSA had effectively flunked its own OPSEC exam.
This led to the establishment of a DDI OPSEC working group to bring NSA intoe compliance
with its own established standards ®
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(U) In 1988, President Reagan signed NSDD 298, which established the OPSEC
program of the federal government. Every agency with “classified or sensitive activities”
would establish a formal OPSEC program. The order gave NSA the training and technical
support mission for all federal programs. It also established an Interagency OPSEC Support
Staff, with representatives from NSA, FBI, CIA, DOE, and GSA. A SIGINT professional,
Carl Miller, was named to head the NSA effort.??

(U) INFOSEC and the New Way of Doing Business

M 1983 the Communications Security organization got a new boss. Walter Deeley,
who had revolutionized SIGINT timely reporting, was sent by General Faurer to do the
same thing to the COMSEC business. Deeley took stock of American COMSEC, and did not
like what he saw. As he later said to a congressional committee, “I was appalled. Within
weeks [ told Faurer that I would rank the United States in the top half of the Third World
countries when it comes to protecting its communications. What I found was a secluded
organization with fewer than 2,000 people, including all the printers of our codes and
ciphers, no charter to effect change, no money except to engage in research and
development, and customers who really didn’t want our products.” ® Two years later he
said to another committee: “The United States is in jeopardy because it does poorly
protecting its vital communications....As a nation so far, we have not made this
commitment.... ”

(U) The New Way of Doing Business, as the Deeley revolution was termed, was based
on embeddable COMSEC products, or “COMSEC on a chip.” Instead of protecting point-to-
point circuits, NSA would go for bulk encryption. The Agency would get into a partnership
with commercial manufacturers to produce encryption technology. The revolution did not
just happen; it was carefully planned and executed.®

(U/FOE3-0One of the first battles of the Deeley era was over national policy. The
struggles of the Carter administration over what federal agency was to control national
COMSEC policy continued into the Reagan years. Admiral Bobby Inman had been sure that
Carter would lean toward expanded authorities by the Department of Commerce, and he
successfully stalled the Carter White House on the issue, hoping for a more favorable
decision from the incoming Reagan people.

NThe new administration was temperamentally inclined to give the problem to DoD.
This was strongly reinforced by the problems in Soviet exploitation of U.S. domestic
communications, the problems with Moscow embassy security, exposure of the Walker
ring, and concern over potential penetration of American computer systems. A coterie of
NSC staffers, headed by Kenneth deGraffenreid, pushed hard for NSA involvement. The
result was a new National Security Decision Directive, NSDD 145. Issued in 1984, it
established COMSEC as a high-priority national objective, and named the secretary of
defense as the executive agent for the security of government communications related to
national security. NSA was designated the “National Manager for Telecommunications
Security and Automated Information Systems Security,” a longish title which placed the
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Agency directly in the center of the COMSEC business. Moreover, NSDD 145 did away with
the old United States Communications Security Board, which had accomplished so little
over the years. Instead, the directive replaced it with a new Systems Security Working
Group (SSSC) and, under it, the National Telecommunications Information Systems
Security Committee (NTISSC, pronounced “entissic”). NBS had separate responsibility
for the private sector, but even there, NSA had a technical and advisory role. NTISSC, the
real player in this game, was dominated by NSA, and its secretariat was located in NSA
spaces.®

(U) The ink on NSDD 145 was hardly dry when it was attacked in Congress. The issue
turned on a congressional distrust of DoD involvement in computer security. The
Department of Commerce, which had been involved in COMPUSEC by the Carter order (PD
24), was anxious to reverse the course of NSDD 145, and a behind-the-scenes brawl
developed between NSA and Commerce over the COMPUSEC authority. The fight was
ultimately settled by Congress, which in 1987 passed Public Law 200-135, legislation
which was promoted by Congressman Jack Brooks of Texas. This gave Commerce control
over COMPUSEC in all cases except those involving classified government contracts, in
which NSA was still the prime actor. Although the new law was supposed to affect only
computer security, NIST was expected to establish erypto standards and policy for
computer security, a domain in which NSA had formerly operated with complete freedom.
The hearings which led to the legislation revealed the huge technological lead that NSA
enjoyed in the field of computer security, but the demons of congressional distrust could
not be overcome.®’

& The secure voice revolution that had begun in the 1970s accelerated under Deeley.
He brought with him the perspective of a SIGINTer who knew how to exploit other
countries’ communications.

...twenty years ago [ was...having fun listening to Khrushchev and Ustinov and all of them riding
around Moscow talking their heads off in their sedans....When I walked into this [job] two years
ago, the president and cabinet members and the chairman of the Joint Chiefs of Staff and every
other dignitary of government were riding around in their sedans blowing every secret we have
over clear telephones - 18 years later we were still doing that.

€FS) By the time he took over, the formerly simple picture had been complicated by the
Bell Systems divestiture, mandated by a federal government antitrust suit. This forced
NSA to deal with many firms to secure wirelines, instead of just one or two.l

lwhat was needed

was a truly user-friendly secure voice handset. In 1980 Deputy Secretary of Defense

* Graham Claytor endorsed the STU-II program and recommended large-scale procurement.

+  In 1982, his successor, Frank Carlucci, decided to buy 5,000 STU-II sets and allocated $120

+  million for the program. The STU-II was strongly endorsed by Alexander Haig, Carluceci
. and President Reagan himself.®

PL 86-36/50 USC 3605
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‘GS)\But STU-II was just a waystation. The revolution in voice security was wrought by
a new product, the STU-III. The basis for the STU-III was a public key algorithm called
Firefly, designed by engineers from NSA’s R1. When Deeley came to the COMSEC
organization, he “captured” R1 and created a special projects office to develop the STU-III.
Deeley made the decision to have the STU-III built by private industry, and three
contractors — RCA, AT&T, and Motorola - each developed a unique STU-III device, all
three of which sold competitively. It was a low-cost (about $2,000 per copy) terminal that
would sit on a desk. There would be unique plastic key for each device, but the device
would not work without another key, developed on demand from a central key
management center. The Key Management Center would re-key each device at least once
a year. The key generation system relied on an algorithm that would find large prime
numbers very quickly. |

‘7T O

()

(U) The key management facility was originally collocated with a contractor in
Waltham, Massachusetts. In 1988 NSA moved the facility to an old 1950s-era bomb
shelter in the Maryland countryside owned by AT&T, near Finksburg.*

§09¢ Osn 06/9¢€-98 1d

(U) The crypto gear that NSA had designed for the new communications era had, by
the early 1980s, come to the end of the rope. The KW-26, a marvel of its day, could only
secure 100-word-per-minute circuits. The KG-13 and KW-7 were out of production and
becoming more difficult to maintain every day. The replacement device, developed under
a project named Yellowfin, would be the KG-84. Small, lightweight (20 lbs), cheap (base
price of about $5,100), it was designed to operate at speeds up to 9600 bps. Cost of
maintenance was also a big selling point: while the KW-26 mean time between failure
(MBTF) was 1,840 hours, the worst-case MBTF for the KG-84 was 17,000 hours. The KG-
84 began appearing in comm centers in the mid-1980s.”

_ \('S.)\One of the COMSEC improvements of the 1980s was OTAR (over-the-air re-keying).
NSA had long wanted to dispense with paper tape re-keying, with its attendant courier
problems and possibility of loss or pilferage. The Agency had incorporated OTAR into the
Vinson tactical voice system of the late 1970s, but the rationale was combat. If an
American unit with a Vinson were overrun, the field commander would need a way to
quickly re-key all other Vinson equipments. Vinson was an OTAR device by exception
only; it was normally keyed just like any other COMSEC. device. The KG-84 was designed
with an optional OTAR capability, but DCA thought so little about it that at one time it
directed that all KG-84s be rewired to disable the OTAR feature.*”

\CS.).Qut two events in the 1980s spurred a reversal of fortunes for the OTAR concept.
One was the invasion of Grenada, which conclusively demonstrated that the services could
not easily talk to each other, and drove the JCS to reform the concept of jointness and to
direct the services to marry their communications system. This led, ultimately, to a new
COMSEC key distribution doctrine which would permit U.S. forces to communicate with
each other on almost all tactical crypto devices using electronically distributed key.%
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(U) The second was the arrest of John Walker in May of 1985 (see page 417). Walker
had been stealing crypto key since 1968 and selling it to the Soviets. The massive
hemorrhage of classified information was directly attributable to the wide and easy
availability of crypto key, and sparked a complete re-look at COMSEC keying doctrine.

NS\ What resulted was a JCS decision in 1988 to implement OTAR on every KG-84
device in the world. Vice Admiral Jerry Tuttle, the JCS J6 in 1988, forced the issue after
being told that NSA was having a hard time keeping up with the demand for paper keying
tape and that the KG-84 had been designed with an OTAR capability that was not being
used. Tuttle made the historic decision to require OTAR on KG-84 circuits, and by the
early 1990s the KG-84 had been completely converted to the new method of operation.*

(U/OE6) Until NSA came up with an effective OTAR strategy in the 1980s, the best
it could do was to protect the crypto keys from tampering. The Agency, a.lways_h_ad'a'sm'a'ﬂ" -
group working on protective packaging, but the-big Bréakthroygh.camé with the hiring of
a chemist named lin the 1960s.[  [a Harvard Ph.D. in chemistry,
had specialized in the detection of poison gasses during World War II. After the war he
worked for CIA on protective packaging until he switched to NSA. He brought with him

the techniquesof thespy.® L.t

... developed ’

G09¢ DSN 06/9¢€-98 1d

,John Walker said in his debriefing that he tried to steal key that was
canister protected, but gave up and just stole key that was easier to pilfer. This lent a huge- = * * °

push for canister protection® .. TEA

Y8 For key cards and authenticators,:and his group developed methods to

(c)
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ISLBut occasionally the game became real. In 1982 the COMSEC threat analysis group
. under Dr. William Ward sent 300 bogus specially packaged one-time pads to users
" throughout the world. (They were bogus in the sense that they were not to be used; they
* were to be returned without opening by the recipient.) Back at NSA, the packages were
- subjected to laboratory analysis to see if they had been tampered with. Two hundred

~ni -nine came back clean. One package - the one addressed to| | "o M
I I: had been opened. & g; =
(00) =
(o)} .
| o~
w .
(63 —
~ Q
U‘l ~
(@)
c
0
Q
w
3 ()}
. O
. ol
=5 Ultimately the penetration operation was halted. But for Manning’s packaging
and the “dangle” operation mounted by Ward, the Polish intelligence service could have
continued stealing crypto key indefinitely.*
EO 1.4. (b)

(U) The Second Parties - the United Kingdom et
S#Sh-Relations with the British, relatively sunny even in'the worst of times, enJoyed
“gold star” status after the Falklands War (se¢ page 374). In this case, the Reagan|
administration made a comrq1tme‘nt though somewhat tardy, to throw its support behind *
the British] gun®’ |
| | It was probably the high point for the relationship since World War II.

(U/FeE-In the mid-1980s, CIA headed a study of America’s close intelligence
relationships. The subcommittee on the U.K. relationship, reporting in January of 1988,
began with the statement that “No country has closer or more extensive diplomatic and

~ intelligence liaison ties to the United States than does the United Kingdom. The ‘special
relationship’ between the two governments on intelligence matters has existed since the
outbreak of World War IL.”

—S#3PAlthough calling the CIA-U.K. relationship the broadest in terms of scope, the
committee characterized the NSA-GCHQ liaison as the most fully integrated. It concluded
that it would be more accurate to call it an “equal partnership” than an exchange of
information. NSA assessed that this was likely to become more rather than less

=FOP-SECRET/COMNT-HIVBRATALENTKEYHOL R X T—
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integrated, pointing to total integration of British and Americans atl

sites, fuller exchanges on the international terrorism target, therredd to broaden access to
| | signals through | | and plans for a

‘~ multinational effort to recoup the H,ong Kdng collection following British pullout from the
.+ Crown Colony in 1Q97 e ?

s ®

@
.
.

. :(S;d‘hé only serious rift was on the COMSEC side. Relationships in that area had never
— “been as strong as on the SIGINT side.

In 1986, when the STU-III was still under
development, NSA decided not to exchange with foreign partners, excepting only Canada

(to service the needs of the NORAD joint strategic defense effort). The decision was based
on reluctance to release to foreign countries the Firefly key management system. NSA
devised a work-around that involved releasing the STU-II to NATO nations, and

developing a modification, called STU-IIB, which would permit interoperability with a
modification of STU-III. The STU-III variant could talk with other STU-IIIs, but the
original STU-III could not talk with STU-IIBs. It was a conveoluted system, but the DDI
organization insisted that it would work.

PL 86-36/50 USC 3605

TSKAlthough NSA held to the original decision, it resulted in high-level complaints
from GCHQ. How, it was asked, could NSA justify bringing Canada into the system, but
not the British, with whom there was a much closer cryptologic relationship? Moreover,
thé decjsion was hardly unanimous within the U.S. Admiral Jerry Tuttle, the JCS J6,

. surfaced' the issue, in 1988 This occasioned a note from NSA'’s foreign relations directorate

. . that the NSA _pos'nnon “makes arguments that are illogical, weak, and indefensible.”

Dlssent notw1thstand1ng, the.N SA pomtlon d1d not waver.!%!

W "@S#EB One of the mosi: mﬂuentlal'SIQINT joint partnerships was a mysterious project
.. called The partnership between NSA' and GCHQ| |brought
.. GCHQ into an indirect association with] fe, | It raised some very
R " good questions about the viability of continued reliance on| | and

" " GCHQ senior managers began turning the question over in their minds. GCHQ

mformally approached Director Lew Allen through the NSA representative in London,
" Milton Zaslow, in 1976. |

|
|but Allen felt strongly that this would fragment the British SIGINT effort and

_ |However, GCHQ persisted and brought matters to a head at a 1979
joint NSA-GCHQ conference. |

M| By 1979, Admlral Bobby Inman was the director, and the GCHQ
proposal fell on more sympathetic ears.*
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(U) Australia

5#SPDespite the bumpy times of the 1970s, the relationship with Australia enjoyed
an unprecedented expansion during the following decade. In the late 1970s DSD had

3]
. o ..o . @)
committed to a major joint project, ] -
& Jand with considerable help from NSA technical people, and an on-going . -
@ : . » . . = =3
™ partnership with GCHQ, Australia got into] | o
O | ™ LA
0 lIIIIIllIlllllllllIlllllIllllIIIIIII
P €SHSE) :;Nas followed soon after by an even larger projectJ
—_—wo |
Q O~
— — ©
. .M
<t <t |
I | Despite the heavy capital expenditures that would be
O O involved, and the huge management problems that would inevitably ensue,|
M
g Ims

(U) Australia’s parliament had been controlled by Conservatives since the sacking of
Gough Whitlam in 1975. But in 1983 the Australian Labor Party (ALP) regained control.
The left wing of the party had been critical of Prime Minister Malcolm Fraser’s close
relationship with the United States. There were threats to close Aussie ports to American
warships and strident declarations of brotherhood with the government of Vietnam. But
when party leader Bob Hawke took the premiership, he excluded the left wing of the party

and repudiated the anti-U.S. planks of the party platform. In foreign affairs he formed a

close bond with Ronald Reagan. Soon after his election he publicly declared that the U.S.

would continue to enjoy access to defence facilities in Australia, including Alice Springs

(also known as Pine Gap). His public statement in support of the facility revealed the
base’s purpose:

“...provision of early warning by receiving from space satellites
information about missile launches - and the occurrence of nuclear explosions.” It was

more than the U.S. wanted him to say, but was received with relatively good graces in
view of his strong support for the joint effort.'%
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(U) Bob Hawke, second from left

. (U) New Zealand

TS"SBThe fifth UKUSA partner was New Zealand. Since World War II, New Zealand
. had maintained a cryptologic relationship with the Commonwealth countries and the
. United States through Australia. This subterranean channel changed in 1980, when New
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Zealand forged a completely independent relationship between its cryptologic
organization, GCSB, and NSA. A New Zealander was assigned as liaison to NSA, and
later in the decade NSA sent a representative on a PCS tour to GCSB to assist the host
country to plan and organize its cryptologic effort.!*®

(U) The new relationship occurred just in time for controversy. In the summer of 1984
the Labor Party under David Lange assumed power in New Zealand. The party had long
had a nuclear-free plank, and left-wing members were pressing for withdrawal from
ANZUS. Lange, being a centrist by persuasion, tried to ignore the anti-U.S. tide,
continuing to push a decision into the future. The Reagan administration also tried to ride
out the storm, believing that Lange would be a New Zealand Bob Hawke on the issue. But
it did not understand the depth of Lange’s difficulties. Lange’s problem turned on the
nuclear-free issue and the determination of his left wing that no American nuclear vessels
would be permitted in New Zealand ports. The U.S. delayed port visits in hopes that
Lange could solve the political problem. Finally, in March of 1985 the U.S. requested
permission for a non-nuclear vessel, the USS Buchanan, to visit Auckland in connection
with a scheduled naval exercise. This was done under a tacit agreement with the Lange
government that the first port visit would be by an obviously non-nuclear vessel, following
which Lange could announce that he had determined that it was not a nuclear vessel and
could enter. But the deal broke down because Lange could not push it through his party
caucus, and he announced that the Buchanan would not be permitted to enter port. The
outraged Reagan administration cancelled the joint exercise and suspended all military
cooperation with New Zealand, including the flow of intelligence information.'®

T3S Fortunately for NSA, cryptology was one of the few exempt areas.
Relationships continued, albeit at a somewhat reduced level. By 1989 relations had
improved to the point that NSA assisted GCSB to set upJ:|collection facility. The
permission was granted because the-agreement had predated the 1985 nuclear ship

. =+ = fiaged 1" "

LO
(@)
O
™ (V) Third Parties
&)
% {TS$#8L)_The 1977 Peace Treaty with CIA behind it, NSA devoted the 1980s to the
o process of cementing its technical exchanges with Third Parties. As the importance of
20 o1, . Third Parties increased, relations inevitably expanded, and in the early 1980s NSA and
S e *+. GCHQ were confronted with difficult technical exchange questions. |
— +— 0O
O O
A
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TSH#Sh-Foreign relationships had always been bilateral, in accord with UKUSA o
principles. Thirty-five years after the accords, however, the principle was beginning to o
fray.l N IS
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. (U) All The Rest

i TT'S#81L. Once freed from the restrictive CIA direct oversight of Third Party operations,
* cryptologic relationships with almost all the Third Parties quickly took off. In 1984, NSA
* had formal cryptologic relationships withL
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N T (BHS1) Irelationship, split for many years between | |
3% T - ~ |and the NSA relationship with the
o e, Fvas, linked up in the early 1980s when NSA took over the liaison
oo with] | By 1988 NSA had| Joy far its largest Third Party
I~ v .miSsion, and the financial account stood at $8 million worth of aid in the form of
Eajyes N equipment and technical assistance.!?

.
A R

¢ "t .. «8HSD The relationship with:was important primarily because of the remote

*

= collecto its efficiency had been impaired by
v u an overly strict, | In 1981

" “. lifted the lid a little. The next year NSA concluded an agreement
. | ~ |and this arrangement expanded constantly
* throughout the 1980s.'*
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(U) Chapter 22
The Second Cold War

(U) THE SIGINT SYSTEM AND THE SOVIET PROBLEM
TSH¥SD.By the end of the 1970s, the SIGINT system was optimized for its principal

target, the Soviet Union. It had never before operated so effectively against the threat.
This optimization owed much to the overhead satellite system, and a great deal in addition

TPS#SB-What distinguished the system, however, was the way that it all knitted *.
together. Analysis of Soviet force posture was a complex weave of HF command and *
control status, out-of-schedule radioprinter activations, Soviet nuclear submarine out-of-
area movements, aircraft movements tracked through Soviet Air Defense facilities,
ground forces |logistics nets, and other
sources. Exploitation of the best source,| et |'was .prigr_itéz?d for

processing based on an assessment of all the other indicators. B R T

‘7T OY

(2)

TSWSL._This system had been employed in an analysis of Soviet and Warsaw Pact
exercises beginning in the early 1970s. By the waning days of the Carter administration,
NSA had become very proficient at analyzing Forward Area forces through the analysis of
communications.

§09¢ D2Sn 06/9¢€-98 1d

(U) The Polish Crisis

(U) The entire system was employed effectively in 1980 and 1981 in a watershed event
from an intelligence perspective, the Polish Crisis. It began in the summer of 1980 with
spontaneous strikes in Polish heavy industry to protest deteriorating economic conditions.
The strikes were reminiscent of earlier labor protests over the slow-motion collapse of the
Polish economy, but this time they were to have a different outcome, largely because of a
stolid, square-jawed unemployed electrician. Lech Walesa was a long-time labor agitator
whose goal was an independent union. The labor unrest at the Lenin Shipyard in Gdansk
was about to burn itself out in mid-August when Walesa revived it by the dramatic act of
clambering onto a steam shovel and imploring the strikers to stand fast. The workers
responded with a sit-down strike and were soon followed by workers in other cities. Soon
the industrial strength of the country began to melt, and the government was forced to
negotiate. On August 31 the Polish government signed the historic Gdansk Accords,
ratifying the first independent labor union behind the Iron Curtain. The workers’
committee that formed around Walesa became known as Solidarity.?

“ESHSOMBRAY Events in Poland did not seem critical until an obseure indicator
appeared in SIGINT - the Soviets had set up a new command post at Rembertow in
Germany. Although clearly a contingency facility, the Rembertow CP was ominously like
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‘. e, (U) Lech Walesa, center
Ts . orfe'that had been set up a month earlier in the Southern TVD, at Baku. That exercise had
¥ alarmed the inf.elligence community because the objective, as exposed primarily through

*. SIGINT, was a play against the Middle East. Rembertow looked just like the Baku facility.

*
*
+Ihe comparison was made through traffic analvsis|

.
.
I3

—PSHSEEMBRAT As autumn bu.niped along, the Soviet presence in the vicinity of
Poland increased. In November the Soviets| et
up a TRA (temporary restricted area). Communications showed heightened levels of
Soviet activity. By mid-November, initial CIA complacence had given way to unease, but
on November 21 CIA reassured the president that “We feel confident that preparations for
an imminent invasion of Poland are not under way.” Despite the increasing military
activity, this accorded with SIGINT, which seemed to indicate a posture of getting ready,
but not getting set.*

8\ But in fact, SIGINT was not all that CIA had. They had an “asset” in Warsaw.
Colonel Ryszard Kuklinski worked high on the Polish General Staff, directly with
Jaruzelski and Warsaw Pact officers. He was in a position to know what the plans were,
both from the Polish and Soviet directions, and, in an operation highly unusual for the
Cold War, was able to get timely information to CIA. As Soviet forces readied, Kuklinksi
kept a running account flowing back to Langley.?

—CESHS-EMBRA-At the beginning of December, Stansfield Turner noted to the
president that “I believe the Soviets are readying their forces for military intervention in
Poland. We do not know, however, whether they have made the decision to intervene, or

—FOR-SRCREFHAEOMINT-UHMBRATALENTACE Y HOEE X1
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are still attempting to find a political solution.” ® This conclusion, made primarily on the
basis of SIGINT, accorded completely with NSA’s views. But three days later everything
changed. Kuklinski got word to CIA that the invasion was on for December 8. Brzezinski
met with the president on Sunday, December 7, to discuss the impending invasion. Carter
agreed to issue a public statement, coupled with a direct message to Soviet premier
Brezhnev and overtures to Allied governments. Monday came and went, without
movement by Soviet forces. On December 19, Kuklinski sent word that the invasion had
been postponed, and he alleged that the principal reason was worldwide reaction to the
impending move.’

~“(TS/SHEEFMBRA> NSA, looking only at the SIGINT, did not know what the Soviets
planned, but did not believe that they ever issued the final orders. The communications
patterns were not right for an invasion, and NSA experts believed that the entire thing
was an exercise to put pressure on the Poles. NSA reporting was consistent and
unwavering — no invasion was in the offing. There would be no second Czechoslovakia.®
This was either a prescient view of events based on a healthy helping of reality or a myopic
view of the world based on incomplete information.

=555 ROKE-Even before Kuklinksi’s December 19 report, SIGINT depicted a calming
of the waters. Contingency communications were closing down and troops were being
taken off alert.?

“ESHS-MBRA)> The Polish crisis was left over for the incoming Reagan
administration. In the spring of 1981 Warsaw Pact exercise patterns and troop
movements put NSA on alert, but this subsided without Soviet invasion. But the issue
continued to bubble in the East Bloc. The Soviets applied pressure on Jaruzelski to take a
harder line - Jaruzelski stalled for time, hoping for a breakthrough with Solidarity that
would forestall a Soviet military move. The long-running crisis continued through the

summer.'®

<TS/SFUMBRAT The Soviets wanted the Poles to declare martial law and suppress
Solidarity. Jaruzelski continued to resist, but drew up plans for the inevitable. During the.
fall of 1981, Kuklinski managed to smuggle the document out of Poland, and CIA had a
copy of it in November. Meanwhile, SIGINT showed what it had shown a year before:
Warsaw Pact forces appeared prepared, but no final orders appeared to have been issued.
When martial law was finally issued on December 12, the Reagan administration found
out about it through the press.!*

~FS#5MBRA>The imposition of martial law hardly ended the chaos in Poland.
Solidarity and the government continued to confront each other across frequent picket
lines; in some ways the situation in January was worse than in December. But the Soviets
had washed their hands of it. It was up to the Polish government to work its way out of the
situation; the USSR would not be coming to its rescue. Warsaw Pact communications
subsided, and military forces simply went back to garrison. No amount of confrontation in
Poland reversed the process.'?

~FOP-SECRETHEOMHNT-UMBRATALENTKEYHOLE X T
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~PSHSEMBRA>Based on an intensive analysis of Soviet communications, NSA
contended through the crisis line that the Soviets were not ready to invade. This turned
out to be right, but in this case it was not the best source on Warsaw Pact thinking.
Kuklinski was the best source, and Langley had the martial law plan almost as soon as it
was drafted. It was one time when HUMINT provided the best information.®

S<Many analysts felt that Afghanistan played a critical role in the Soviet decision.
Certainly no country relishes a two-front war. But in any case, American intelligence,
through judicious use of both HUMINT and SIGINT sources, had about as good a handle on
the Polish crisis as could have been obtained. It is conceivable that the Politburo itself did
not have any better idea of what Brezhnev’s next move would be during the crisis.

(U) The Second Cold War

(U) The most distinguishable characteristic of American foreign policy during the
Reagan administration was hard-line anticommunism. Reagan’s views were so well-
known that they apparently induced great consternation in Moscow. The Soviet view of
Reagan was confirmed when, barely two months intoe his first term, Reagan referred to the
USSR as the “focus of evil,” and seized every opportunity to brand the Soviet Union as an
international outlaw. The Soviets reciprocated by launching a propaganda blitz, at one
point comparing Reagan to Hitler. This was not in the spirit of detente.'

(U) Militarily, the Reagan administration
opened a campaign of psychological military
warfare. American aircraft, especially from
the Strategic Air Command, probed East Bloc
borders in increasingly provocative flights.
SAC sent B-52 flights over the North Pole to
see what the Soviet reaction would be. The
Navy was by all odds the most daring,
however. Two huge naval exercises - one near
the Murmansk coast in 1981, the other in the
Sea of Okhotsk in April of 1983 - served notice
that Allied naval forces would intrude into
what the Soviets had come to regard as their
own private lakes. The Navy also delighted in
using sophisticated evasion techniques to
elude the USSR’'s ocean reconnaissance
systems. These techniques would frequently
be turned against the Soviets in high-tech sub-
shadowing exercises.'

(U) These actions were calculated to induce
{U) Yuri Andropov paranoia, and they did. In early 1981, KGB
chief Yuri Andropov, who had apparently come

~FOR-SECREFHEOMINT-UMBRASALENTICEHOEE
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to believe that the U.S. had decided to launch a first nuclear strike, launched Operation
Ryan. Ryan was an attempt to get as much information as possible about this supposed
attack. The scare peaked in 1983. In February of that year the U.S. began the deployment
of nuclear-armed Pershing missiles. In March, Reagan made his famous “evil empire”
speech, and only two weeks later he announced the inauguration of his Strategic Defense
Initiative, later dubbed “Star Wars.” 1¢

(U) Cold War hysteria reached a peak in the autumn of the year with two events: the
Soviet shootdown of KAL-007 (see page 320) and the NATO exercise Able Archer. The
latter was an annual NATO command post exercise of a distinctly nonthreatening nature.
But in 1983 the scenario was changed to involve the secretary of defense, the chairman of
the JCS, the president, and the vice president. Moreover, Able Archer 1983 added a
practice drill that took NATO forces from the use of conventional forces through nuclear
release. This, says Gordievsky, was interpreted in Moscow as the possible initiation of a
preemptive strike, and this extremely dangerous postulation was used as a spur to
intensify intelligence collection. It also, according to the same source, resulted in a very

high state of KGB alert.'’

(U) A last bit of melodrama was provided by the “Bogus War Message” of 1984. This
bizarre episode had its origins in Reagan’s penchant to ham for the microphones. Just
prior to his weekly radio address on August 11, 1984, he was asked to do a voice check. Not
content to do a routine countdown, he said “My fellow Americans. I'm pleased to tell you
today that I've signed legislation that will outlaw Russia forever. We begin bombing in
five minutes.” Although this was supposedly off the record, it was overheard by all three
networks and was broadcast over NBC and ABC. The Soviets took a very dim view of the
incident, calling it “unprecedentedly hostile toward the USSR and dangerous to the cause
of peace.” '8

(c)

PL 86-36/50 USC 3605

EO 1.4.

.. . SSHSERO¥KEF Just four days later, USN-39 at Kami Seya intercepted a strange
messag |informing the Soviet Pacific Fleet
and probably a strategic military audience that “war has begun with the United States of
America.” By the formatting, it was clearly practice traffic, and a cancellation message
was intercepted four hours later. NSA’s summary of the incident two days later stated
that “All available evidence suggests that both the codewords and the plain language alert
notification were unauthorized actions.” In a twisted way, it seemed to be retaliation for

Reagan’s remarks.?

=&/#5B-Project Ryan appears to have been primarily a KGB phenomenon. According to
NSA officials watching events in 1983, it did not result in a general state of readiness in
the armed forces, nor did it come down through SIGINT sources in any stark shape.?® But
even if Ryan had never existed, rumors of it accurately depicted the psychological state of
the new superpowers in the early 1980s.

—TFOP-SECRET/ECOMINTUMBRAA ALENTICEYHOLER—
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(SHSI-SRE¥IS Product report from USN-39

(U) KAL-007
(U) Shemya

—SHSHSPOKI-Late in the evening of August 31, 1983, a lone EC-135 Cobra Ball
aircraft took off from Shemya. Its mission was to monitor the re-entry telemetry of a
Soviet SSX-24 missile that, according to DEFSMAC, would be launched before dawn the
next day to impact off the Kamchatka coast. Soviet air defense facilities first picked it up
at about 2245 local and tracked it routinely throughout its flight along the Kamchatka
periphery. It left Soviet radar coverage just before 0200 the next morning, August 31, and

" got back to Shemya at 0322 Japan time, 1 September.*

—SHS-EREEES Meanwhile, at 0051 Japan time, the Soviets began tracking a second
aircraft. Confused, they first identified it as a probable RC-135 SIGINT collection aircraft.
This new track headed southwest parallel to the Soviet coastline. But, in a highly unusual
move, it continued on a direct flight path, over the southern tip of Kamchatka Peninsula.

~FOP-SEEREFHCOMINT-HMIB AT ALENT-ICEY-HOEE/—

320

Declassified and Approved for Release by NSA on 09-27-2023 pursuant to E.O. 13526, MDR Case #111538




Declassified and Approved for Release by NSA on 09-27-2023 pursuant to E.O. 13526, MDR Case #111538

FoRSECRETHEOMINTUMBRA AN O A —

(See map) It never got within seventy-five nautical miles of the Cobra Ball, which crossed
the new track on its way back to base.?

S7SESPOKEYThe Soviets launched two fighters in pursuit of what they thought was
a U.S. reconnaissance aircraft. Possibly surmising that the new aireraft would fly east out
of Soviet airspace as soon as fighters were launched, the ground controller vectored the .
pilots in the wrong direction. Instead, the intruder continued south in a straight line,
seemingly unconcerned about Soviet reaction. It left Soviet airspace only a few minutes
later and proceeded south across the Sea of Okhotsk.?

—S/SESPOEEY The ESC unit in Elmendorf, Alaska, intercepted the Soviet tracking.
The intruder was reflected as a hostile raid, number 6065, with negative IFF. But
Elmendorf was unconcerned, believing it to be practice tracking.

(U) But it was a real aircraft. Early on September 1, Korean Airlines flight 007 had
taken off from Anchorage, Alaska, on its way to Seoul. It was programmed to fly
commercial track R20, which skirted Soviet airspace along Kamchatka. It was obviously
off course.

SHSI-SROKEAL 0246 local it was redetected by Soviet air surveillance facilities, this
time just north of Sakhalin Island. This time it was not identified except as a “negative
IFF” target. Fifteen minutes later two SU-15 air defense fighters took off from Sokol, a
fighter base on southern Sakhalin Island, and headed straight for the intruder. Fifteen
minutes after that, a Soviet radar station reported that the aircraft had crossed into Soviet
airspace over Sakhalin, even as one of the SU-15s maneuvered behind it.**

(U) While the SU-15 maneuvered, the airline pilot was engaged in routine
conversations with the tower at Narita airport, outside Tokyo. At 0320 the tower
controller gave KAL-007 permission for an altitude change, and three minutes later the
pilot reported that he had climbed to the new altitude and had leveled off. At 0327 the
controller tried to contact KAL-007, but the answer was lost in a haze of static. Tokyo
tower never heard from KAL-007 again.?

(U) Misawa

SH/SESPOKE) It had been a typically slow mid shift on the ground at the Air Force
collection site at Misawa, Japan. But sometime after 0300 an analyst raced to the plotting
board with a fist full of intercepted traffic and began frantically plotting a tangle of air
defense raids in the vicinity of southern Sakhalin. She tapped on the plexiglass plotting
board, a clue to the reporting supervisor that she had something hot. Everyone turned to
look at the activity. The raid was identified as a “border violator” at 9,000 meters.
Beginning at 0328 it began a spiral descent, and at 0330 it had plummeted to 5,000 meters.
Eight minutes later the Soviet facilities stoppéd reflecting it altogether. At the time, at
least five Soviet fighters were shown in reaction.

SHSESPOTR | the senior analysts on duty,

briefly discussed the possibility of practice tracking, but theydiscovered that more than

.
.
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one radar site was reporting the same tracking, a strong indication that they had valid
traffic. Calls to 5th Air Force produced no information. So|Z|got in touch with USA-
34. Elmendorf reported that they had intercepted tracking of the same raid, 6065, earlier
in the morning, but thought that it was practice tracking and had not réported it.”

&S contacted NSOC with his concerns, but was advised. that it was
practice tracking. K'heghght series was sufficient; no product report should’be issued.
argued but was overru'led by.the A Group Senior Coordinator. Still, he was
convinced: *.’there was no, doubt in my mind that-it was actually valid tracking. I stlll
had absolutely no idea who it was”™® = » + . . T .

. g, *
.

481 Four hours passed. The day shift reheved mlds an& nefed the.new T p
reporting team on the activity. Then, just before eight in the morning, 5th Air Force =w"a:% 2Ty .-. 3
on the phone. A Korean civil airliner had disappeared near Hokkaido and was rerrted bor " "
be two hours overdue in Seoul. Misawa people knew what they had, and at 0905 local the
day shift surveillance and warning superv1sor,| |1ssued their first Critic
of the year.”

BSHSE-SRetE> A bitter long-range argument ensued between NSOC and Misawa
about the Critic. The SOO believed that the incident did not meet Critic criteria and
demanded cancellation. Instead of cancelling the Critic, Misawa issued a follow-up. This
provoked more arguments over the Opscomm. An hour later Misawa cancelled the Critic.
But almost immediately they received information that Soviet SAM controllers had been
overheard discussing the incident and confirming that a Soviet pilot had shot down the
aircraft. With this iron-clad confirmation, Misawa issued a second Critic.3

G09¢ DOsn 06/9€-98 1d

(U) Wakkanai ettt

SHSI-SROKE) There is a| mtercept site at Wakkartai, ‘on the nort‘hernmost
tip of Hokkaido, which is itself the nopthernmost‘porn't "of land 1n Japan The wind
constantly blows across the frozen, stubbly hills surroundmg Wakkanal - a Japanese
Siberia. It was originally a Sgeurlty S'erv1ce unit placed there to copy VHF
communications from squ.thern Sakhalin Island In 1983 the successor command, ESC,
had been given .approval to reopen temporanly'foi‘ a hearability test under the name of

.
. .
.
. *

(SHSI-SROEE) The E@pe‘rétors worked ohly days and eves; when they left for
the night, they kept the recorders on and the receivers fyned to the standard Soviet air-to-
ground frequency. But linguists routinely worked atound the clock, and early on the
morning of September 1 they were trans&ribing tapes. The receivers were active, and
when the oscilloscope spiked on the air-to-grou;ld Jfrequency, the transcriber reached over,
switched on the tape recorder, and kept transcrlbfng, What he heard in the background
from the speaker on the intercept position was apparently a 11ve m:ssﬂe firing of some sort,
followed by Soviet pilots returning to base. The conversations soun'ded normal, but a live

EO 1.4. (b)
~FOR-SECRETHEOMINT-UMBRAFALENTIEYHOLE XY | £O 1.4. (c)

PL 86-36/50 USC 3605
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missile firing at night was highly unusual. Since their secure phones were down because
of a crypto problem, they could not call Misawa to ask for further information.*?

(SHS-SROKE) At about eight that morning the weary mid-shift workers were packing
to go back to the barracks when they received a phone call from Misawa. (It appears that
Misawa was making the call at the request of Major General James O’Donnell,
commander of 5th AF.) The analyst at Misawa began reading a just-published UPI
dispatch:

A Korean Air Lines jumbo jet flying from New York to Seoul Wednesday with 269 people aboard,
including a U.S. congressman, was forced to land on Sakhalin, a Soviet-occupied island north of
Japan. The congressman was identified as Larry MacDonald, Democratic representative of
Georgia....
The transcriber who had overheard the Soviet voices knew immediately what they had
been talking about. He had overheard the Soviets in the act of shooting down a civilian
airliner.

(B#5B With that, all semblance of normality vanished. Every linguist at the site was
called to listen to the tape. They then called Misawa back with the word “Roger, we have
an LMF” (live missile firing). No one went to bed — they spent the rest of the day
transcribing that small section of tape, readying it for the inevitable avalanche of
questions.®

SHESROKES Wakkanai continued to monitor Soviet communications, and that
afternoon they intercepted the conversation that sealed the matter. Two Soviets at a SAM
unit in southern Sakhalin were talking:

Stationa: (They) shot down (1-2 words garbled) an RC-135 (1 garbled) at
Moneron.

Stationb: Idon’t understand

Stationa: At Moneron (they) shot down as RC-135.
Stationb: Really? EO 1.4.(b)
Stationa: Y EO 1.4. (c)
tallona;  Yes PL 86-36/50 USC 3605
Stationb: Who?
Stationa: Who? We (1 garbled) from Sokol.... .
Stationa: Then our pilots told us that it was not an RC-135, but it was a
passenger (plane).® " )
(U) Tokyo o )
(&#8B In downtown Tokyo, Terry Lantz,| + got
a call from Hugh Erskine, the NCRJ opetations officer, soon after he arrived at 0800.
Erskine had a Klieglight from about, the Soviets shooting down “an aircraft of

unknown nationality” using a MiG-23. Obviously the Japanese had information on the

324
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(c)

EO 1.4.

EO 1.4.

PL 86-36/50 USC 3605

H

.
.

.

.

.

.

same activity, and Lantz was told to get permission to get the voice tapes. Lantz reported

back two hours later that ldid have intercept, but getting copies of the tapes
would be a very bureaueratic process.

(878D AtY okota Air Base, NCRJ people were told to get both Japanese and American
tapes*back to Fort Meade - to pull out absolutely all the stops, that they were wanted at

* the White House on Saturday. Somehow, the people in Japan needed to make a Pan Am

flight departing Narita at 1300 the next day. That morning, September 2,

“and so landed on the East Coast that same afternoon. The tapes were at NSA that

| |gave his permission. At Wakkanai, the American| |‘
director, Joseph Sausnock, walked over to the Japanese site across the street from the *:,
American facility. After drinking a couple of ceremonial cups of Japanese green tea, the 1.

Japanese site commander handed over the tapes, which Sausnock put into a flowered ’1..

Japanese shopping bag and, as casually as he could, walked back to his office.>® .

8#5H Meanwhile, a U.S. Navy courier flight was on its way to Wakkanai for the
tapes. It barely hit the runway and was off again with the flowered shopping bag full of
tapes. At Misawa the bag of tapes was whisked to the far end of the runway in a black
sedan, where a Navy jet fighter was waiting with engines running. The tapes were thrown
into the back seat and the plane shot down the runway. An hour later it landed at the
Naval Air Station at Atsugi, south of Tokyo, where it was hoisted into a helicopter for the
ride to Narita, the international airport north of Tokyo. There, NCRJ people were waiting
with the Pan Am representative. Pan Am delayed the flight about fifteen minutes while
the crucial tapes were taken by an NSA official who had been designated to courier them

"+ back to Fort Meade. After takeoff, the Pan Am flight crossed the international dateline,

G09¢ DsnN 06/9¢-98 1d

evenmg, September 2, having come all the way from Wakkanai in a single calendar.day @t "

.

. PECTE .
-

- "

(v) Washington PEEEL . .

('S#S-H |:|-semor Russian h

linguist on’the Soviet problem, was on the .t
golf course Saturday morning, September .
3, when he got a call. “Something has .
happened; you've got to come in.” The N
tragedy of a lost Saturday was made more
acute because he was havmg a, very good
round. s e

*
.

e When‘he arrrved in the Ops-1
transcription®area, all was chaos. There
tapes, there were tapes,
some with the pilot voice conversation,
some with conversations by ground
personnel, all mixed up, each in multiple
copies. The shipment had arrived at

were
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midnight, and linguists had been up all night processing them. :[had to be at the
White House with the air-to-ground tapes by 1700 that day So they concentrated on
sorting the tapes and finding the ones that they had to take.®® .,

~SHSSROKE-What heard when he first listened to the air-to-ground tapes
was the cold voice of an experienced pilot performing a maneuver he had practiced many
times. (Note: all intercepts are of pilot billet suffix 805. The voices of two other pilots
were on the tapes, as they maneuvered astern of 805, who was being vectored toward the
intruder. The ground controller was out of range and was not intercepted, either by the
Japanese or the Americans. Not all of 805’s transmissions are included here. Times are in
Zulu.)

18:19:02 lam closing on the target.

18:20:08 Fiddlesticks. I'm going, that is, my Z.G. (indicator) is lit (missile
warheads are already locked on).

§09¢ OSSN 0G/9¢€-98 1d

18:30:30 I'm turning lock-on off and I'm approaching the target.

18:20:49 Ihave broken off lock-on. I am firing cannon bursts. .
18:21:34  Yes, I'm approaching the target, I'm going in closer. .
18:21:35 The target’s (strobe) light is blinking, I have already approached .'.
the target to a distance of about two kilometers. .
18:21:40 The target is at 10,000 (meters). .~.
18:22:02 The target is decreasing speed. \ S
18:22:17 Iam going around it, 'm already moving in front of the target. .’
18:22:23 I have increased speed. .~.
18:22:29  No. Itis decreasing speed. N

18:22:42 It should have been earlier. How can I chase it, I'm already
abeam of the target.

18:22:55 Now I have to fall back a bit from the target. N

18:23:10  The target’s altitude is 10,000 (meters). N

18:23:18 From me it is located at 70 degrees to the left. .~.

18:23:37 [I’'mdropping back, now I will try rockets. N

18:24:22 Roger,l am in lock-on. .

18:25:11 I am closing on the target, am in lock-on. Dlstance to target is 8
(kilometers). .

18:25:16 I have already switched it on. .

18:25:46  Z.G. (missile warheads locked on). .'.

18:26:20 I have executed the launch. .

18:26:22 The target is destroyed. 5

—SHAS=-SPORETGoing through the voice tapes,| heard nothing about either
aircraft identification or warning. Ground controllers variously identified the raid as

~FOP-SEERETHEOMINT-HHVIBRAATALENTICEYHOEEET-
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either an RC-135 or an unidentified intruder. The pilot apparently was not asked to

identify or warn. Saidl:l}ater,

I never heard course changes and parallel flying, wagging their wings, blinking theu.' hghts

notification, nothing; [ heard nothing....when I first turned to one of the senior people, I said ‘This
sounds a lot like point to point to me.” That’s jargon for point to point intercept, you know that you
wish to shoot down a drone, you have the identification of the target and your intent when you take

off is to destroy the target.39

~S7SESPOHEE Comparing. the voice > tapes with the air defense trackmg, it was clear to

and to his analysis counterpart,|

| that the identification did not

matter. The aircraft had flown through Soviet airspace over Kamchatka unhindered. Air
defense controllers were concerned that it not happen a second time. It took several
minutes to maneuver the SU-15 into position, during which time miscommunication,*
between the pilot and controller caused the Sukhoi to overrun the target. By the time hé
had once again dropped astern and readied his weapons (this time missiles), KAL-OO’Z was
exiting Soviet airspace. There was just barely time to launch the weapons, and that was *
what the pilot was concerned with. At no time was he concerned with either 1d,e’nt1fymg

the target or warning it.

s o
. o

458 When KAL-007 went down, the director, General Lincoln Faurer was on leave
in Maine. His deputy, Dick Lord, organized the response. As soon as he Was sure that.the

he notified the Whlte'House. His memo

. explained that| and that the langudge factor migh,f slow
» »
. down the trans]atmn process.*? O .
. ('S:‘)'S'I‘) Saturday afternoon an outraged secretary of state, ‘Creorge Shultz, who was the

.

N ran’kmg administration official in Washington that day, aétused the Soviets of shooting
« , *the aircraft down in cold blood. He stated that the the SQ\’lets had tracked KAL-007 for 2

*

Y Lt 1/2 hours, and quoted the pilot as saying, “The target is destroyed.” Latger, on ABC

e

« . . Nightline, the pre51dentlal press secretary, Larry, ‘Speakes used Dick Lord’s memo to
o explain why the voice tapes Were mot-yet ready, x,t’fcludmg_ the mformatlon About working
2 through Japanese language difficulties. Befope the day was out| 4
5 J [the mvolvemen.t of the Japanese, | -
% e ] |was public k‘n‘ox:vl_e(}g_e . .:._ T >
B ..".". S wae -QS#SI-)‘I et arrived at the White House just before 1700 that
CHCIS Saturday. They met in the Situatiopt Room with NSC officials John Poindexter, Ken de
oM Graffenreid, Bob Kimmel, and Oliver North and went over the mgterial piece by piece.
R The NSC people wanted to know especially if any attempt had been made to warn the
e aircraft. | [contended that none had. stuck to his contention
8 8 E that it was a point-to-point intercept, with no thought given to warning. They also asked

about the aircraft identification, but the NSA people reiterated that the voice transcripts

indicated no attempt at all to identify. The NSC people informed them that they would be

briefing President Reagan the next morning.*

.

o
* @
L)

.
L

L]
L]
]
L]
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(SS9 and Ldrd returned to the White' House at 0800 Sunday, and
were ushered into the Cabinet Room, where they briefed the president. ]:lplayed the
tape and gave the English translation, while explained what was going on and
what the significance of it was. The briefing lasted only ten minutes, but the questions
that followed went on for almost forty. Following that, the president conducted a highly
unusual Sunday morning press conference to condemn the Soviets and demand an
admission of guilt.*®

(U) Briefing President Reagan. Clockwise: President Reagan, George Shultz, Robert McFarlane,
William Casey, and Caspar Weinberger.

(U) On Monday evening Reagan went on television again to repeat his charges and
outline a program of sanctions against the USSR. To back up his charges, he played part of
the tape. At the same time, administration officials were appearing on TV talk shows to
condemn the Soviet shootdown. The State department frantically rounded up support for
sanctions from friendly capitals. It was a full-scale propaganda blitz.*

{U) Moscow

(U) The Soviets went into public denial. In the first official press release from Moscow,
almost twelve hours after the shootdown and some nine hours after debris was confirmed
floating on the ocean, Tass reported an encounter with an unidentified plane, which, it was
alleged, failed to respond to queries and continued on its way. The next day Tass still
denied any knowledge of the fate of the aircraft, but began hinting that it might have been
some sort of “spy flight.” It was not until Sunday, September 3, that Soviet official sources

FOP-SECRETHCOMNT-UNMBRA TALENT-KEYHOTETXT
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admitted that it might have been the missing KAL flight; but they reiterated that it was
undoubtedly on an espionage mission.*®

(U) The spy scenario was one that the Soviets repeated and embellished. A writer in
the Moscow Literaturnaya Gazeta for September 7 alleged that KAL-007 was “...a
provocation hatched a long time ago and carefully prepared by the US CIA.” He went on:
“It is universally known that Boeing passenger aircraft are equipped with modern control
instruments and also that they can be fitted with the most advanced intelligence
gathering intruments to carry out highly secret assignments.” ¢

(U) The Soviets did not finally admit that they had shot the aircraft down until
September 6, three days after President Reagan had played the incriminating tapes. They
expressed regret that it had proved to be a civilian aircraft, but held the U.S. “fully
responsible,” in line with their contention that its flight course had been charted by the

- CIAY

Ramuatga

(U) Nikolay Ogarkov

(U) On September 9, with worldwide criticism mounting, the Soviets took the
unprecedented action of putting the chief of their general staff on television to explain the
Soviet side of the story. Nikolay Ogarkov proved to be an articulate spokesman for the
Soviet story, gesticulating at the flight route on the map and hammering away at the spy
theme: It has been proved irrefutably that the intrusion of the South Korean airlines
plane into Soviet airspace was a deliberately, thoroughly planned intelligence operation.
It was directed from certain centers in the territory of the United States and Japan. A
civilian plane was chosen for the mission, deliberately disregarding or, possibly, counting

—FOR-SECREFACOMINT-UMBRAFFALENTIEYHOLEXT—
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on the loss’of human life. American radars, he asserted, tracked the flight (ignoring the
laws of physics which prevented that) and would have warned the plane had it not been a
spy flight.. He contended that it flew in tandem with the RC-135, in a pattern designed to

confuse Soviet air defense, then broke off into Soviet territory, deliberately evading
pursuit.*®

—ESHSEPORRT A by-product of the press conference was Ogarkov’s assertion that the
Sukhoi pilot fired cannon bursts at the airliner. This line had originally been omitted from
the officid]l transcipt because the pilot voice had been badly hit by static at that point, but
when heard Ogarkov use the Russian words he immediately knew what had been

in the garbled sentence. NSA corrected the translation after it had been released, an
embarrassment which proved to be only temporary.*

~(RSHSHEEMBRA) The Soviet postmortem had begun immediately. Within two hours of
the shootdown, the Soviet Far East Military District had released a full report to Moscow.
This began a series of urgent meetings in the capital from 2 to 6 September, following
which a high-level investigative team was dispatched to the Far East to interrogate
everyone involved and report back to the general staff. This team delivered its report on
September 13, four days after Ogarkov had already given a “full report” to the world. In
many ways it contradicted his press conference.

—(FSHIFBMBRAT The “facts” in the report|

|as had been originally,
established | L |but offered mgmficapt new information. °
When KAL-007 approached Kamchatka it flew mj:o a Soviet radar zone that was under .
wholesale reconstruction and refitting, and net.a smglé ﬁghter direction p0$t was operable .
on the entire peninsula that night. Because of "the fragmenﬁary radar reportmg, the
position of the aircraft was not known for sure until it was' toq 1ate~tQ make an’ intercept
over Soviet territory. But air defenses on Sakhalin were alerf.e'd, ;«md~ ﬁghters' were
launched as soon as it crossed back into Soviet airspace. N *

. G 9

—(FSHSMBRASFar East military authorities offered up only one bald-faced I‘ie.; ' o
They alleged that the civilian airliner and the Cobra Ball rendezvoused over the Pacific,
and after one pilot reported to the other that “all was in order,” they departed in different
directions. An intercept of such a conversation was no more plausible than the Ogarkov
assertion that American radar could track the flight throughout its route.

F°T Od

—FeH - BRA> The Far East Military District commander was involved in the
incident before the firing order was given, and at one point reported the situation to the
commander in chief of the Far East Forces, his immediate superior. Despite this level of +
detail| |

establish exactly who gave the order to fire, or if this order received prior approval from
authorities in Moscow.>®

(2) -

S09¢ Osn 06/9¢€-98 1d

—~SHE-SROKES-Soviet reactions to KAL-007 were a product of history. The insular
nature of the regime had produced over years an obsessive concern with safety and secrecy,
a concern that NSA had documented many times. The 1983 shootdown was, in fact,

—FOR-SECRETHCOMINT-UMBRATFALENTIE HO B¢
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preceded by a similar incident involving a Korean Airlines commercial flight five and a
half years earlier. On April 20, 1978, a KAL 707 flying from Paris to Seoul by way of
Anchorage strayed into Soviet airspace over the Kola Peninsula. Soviet Air Defense
launched several fighter sorties in an effort to catch the errant plane. Flagon E out of
Afrikanda was first to catch up with the intruder. First thinking it to be a possible U.S.
reconnaissance flight, the pilot discovered it to be a Korean Airlines passenger flight
(which he incorrectly identified as a 747). The controller demanded that he shoot it down.
The pilot protested, pointing out that he was equipped with air-to-air missiles, not cannons
- a single shot was much more likely to destroy the plane. The controller insisted. Finally
the pilot launched a missile that exploded close to the flight, killing two passengers and
injuring several others. His controller demanded a second shot, but the pilot again
demurred, contending that the aircraft was descending too rapidly for that. The Flagon
pilot broke off the attack and returned to Afrikanda.

~SHE-EPOIEr Meanwhile, the crippled airliner dropped like a stone from 35,000 feet
to 3,000 feet. It then flew an erratic pattern across northern Russia, finally crash-landing
more than an hour later on a frozen lake south of the White Sea. The Soviets sent waves of
helicopters to the site, where they picked up the passengers and took them to a nearby
town. After a few days they were returned to the West by a Pan American rescue flight.
Although NSA had detailed information on the incident, there was no demand to release
information in 1978.%!

=SH#SISPORTET The Soviet concern for border security had escalated to paranoid
intensity by August of 1983. The Reagan administration’s campaign of psychological
warfare and border probing had been bringing up the temperature for two years. Soviet
tempers boiled over in April of 1983 as a result of the U.S. naval exercise in the Sea of
Okhotsk. By Soviet accounts, the U.S. Navy flew bombing runs on April 4 that penetrated
deeply into Soviet airspace in the militarily sensitive Kuril Chain area, and led to an
Androepov-issued shoot-to-kill order. Following the April exercise, Soviet reactions to U.S.
reconnaissance almost went through the roof.5?

(U) New York

(U) U.S. ambassador Jeane Kirkpatrick represented the United States at the UN. The
Reagan administration intended to lay the wood to the Soviet Union, and she was well
equipped to do this. Acerbic even in calm seas, she could be ferocious in a fight.

=——(J) After listening to denials from the Soviet ambassador, she launched an attack

reminiscent of Adlai Stevenson’s charge during the Cuban Missile Crisis in 1962. She

played the tapel \
following which she made a point-by-point refutation of

. Soviet denials and evasions: Contrary to Soviet statements, there is no indication

" whatsoever that the interceptor pilot made any attempt either to communicate with the

EO 1.4. (b)
EO 1.4. (c)
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airliner or to signal it to land....at no point did the
pilots raise the question of the identity of the
target aircraft....At a distance of two kilometers,
under the conditions prevailing at the that time,
it was easily possible to identify a 747 passenger
airliner. Either the Soviet pilot did not know the
Korean plane was a commercial airliner, or he did
not know what he was firing at (sic].’® Her
interpretation of what had happened was near
perfect, and her language was supported by the
voice transcript. Her more general charge later
in the speech about historic Soviet brutality and
disregard of international law had much less to do
with the evidence, and was part of the Reagan
administration’s diplomatic offensive against the
USSR. KAL-007 simply opened the door of
opportunity .

(U) Jeane Kirkpatrick

(U) The Postmortems

(U) When it was all over, the intelligence community, as well as the journalistic worid,
had some reassessing to do. What did the Soviets know, and when did they know it? What
did the intelligence community know, and how did they use it? And what contributions
did the White House make to the situation?

(U) To answer the last question first, the White House pounced on the shootdown and
squeezed it dry of propaganda value. It was one of those opportunities that comes but once
in a lifetime. There is no question that the Reagan administration made the very, very
most of it. In years following the collapse of the Soviet Union, a Russian journalist
assessed it as the single most disastrous propaganda defeat they ever suffered.™

(8#5B It would not have been such a great coup, however, but for the stubborn
insistence of some key NCOs at Misawa. When they first reported the information, they
were ignored. They protested. They were told to forget it. They reported it anyway, and
were told to cancel the report. They delayed for almost an hour, hoping that something
would turn up. It did, just minutes after they had finally cancelled the report. So they
reported it again. The NSA assessment tried to be even-handed: “Some interpretive
problems surface dealing with the initial decision-making stages of the activity....no
definite error in either’s decision is apparent.” Looking back on it four years later, General
Faurer mused that the SOO’s decision to have Misawa cancel the first Critic was “within
what ought to be the expected envelope of human fallibility.” 5

=(8//SB~This was exculpatory but wrong. Misawa’s stubbornness put the intelligence
community ahead of a curve that it absolutely had to be ahead of. To have missed the
shootdown, and to have been jerked back into the picture by some outside, inquiring force,

~FOP-SEERETHEOMINT-UMBRAFALENTIE-HOLEA¢—
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would have besmirched NSA’s reputation and called into question its capability to warn.
While no one in NSOC was technically on a blacklist, the real heroes were in Misawa.

#8H Once set in motion, the cryptologic system performed more than passably well.
From the executive leadership of Dick Lord, to the seat-of-the-pants innovativeness of the
cryptologic pedple in Japan who got the voice tapes back to NSA, to the contributions of
| in the White House, the people in the system responded
extremely well. It was an example of how quickly a large and far-flung bureaucracy could
move once pricked. It is hard to see how anyone could have done better. Seymour Hersh,
one journalist who got most of the story right, singled out NSA for excellence and for a non-
political approach. (He did not, however, have kind words for the Reagan people.) %

“FSHSHPKY How did the cryptologic community fare concerning the amount of
classified material released? Considering only the voice tapes and flight tracking, the
incident resulted in virtually no damage. The Soviets had known for years exactly what
the U.S. capability was, and the KAL-007 shootdown told them nothing. It had a far more

serious impact on NSA’s relations| |received instructions
which hamstrung it in future cases of this nature, much like the restrictions that the
| . | Heavy governmental

.interference did nothing for the dause of cryptologic cooperation, and had a lasting effect
“on the closeness of those ties.”” -

ESHSMBRAY The most damaging were the persistent leaks from the White House . *
-following the release of the vjice tapes,|

‘v°T Od

. | William Casey
.decreed on September 21, 1983, that “...it is now time to circle the wagons and stop
.talking.” But the Reagan administration, in some ways the most porous in memory, could
* not seem to stop talking.*® *

(2)

~SHSESPOKE " And, f.{nally, how culpable were the Soviets in the incident? No
- question, ground controllérs thought they were tracking an RC-135. Given the paranoia
" that had existed since Apfil, it was unthinkable that such a penetration could be permitted
. without action. A scenario like that would place everyone’s jobs at stake.

§09¢ DOsSn 06/9¢€-98 1d

(U) The Soviet SU-15 pilot claimed that he did not recognize it to be a civilian airliner.
* Flying in the dim lighf of an early dawn, with the cabin blacked out so passengers could
* sleep, it could have lboked like a military aircraft from a distance. The size of the
. silhouette, the rotating beacon, argue the opposite case. But far more egregious errors of
. visual identification are made every day, and were made during the attack on the Liberty
" in 1967, to name just one case.

—(EH#5-SPOKEY The entire shootdown proceeded like a pilot working through a
. checklist. The identification part of the checklist was long past — he was concerned only

EO 1.4. (b) FOPSECAETHEE AN A AN T B H S R
EO 1.4. (c)
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with altitude and angles, with preparing missiles and launching before the intruder left
Soviet airspace. That was his job.

4l NSA reporting, once it got going, was right on the mark. It dispassionately
recounted the incident from the Soviet perspective, from their own communications. It
was the Reagan people who insisted that the Soviets could not have mistaken a 747 for a
707. That was their value judgment. It was wrong, but not so wide of the mark that one
can inpute anything more sinister than righteous wrath. It was the height of the Second
Cold War.

(U) VERIFICATION

(U) SALT 11 was never ratified by the Senate, thus leaving a huge question mark
about the fate of strategic arms limitation. In the absence of a ratified treaty, however,
both sides decided independently to abide by the provisions of the draft. When Reagan
became president, that was how matters stood.

(U) Reagan, too, continued the informal arrangements that the Carter administration
had left him. But under Reagan there was much less trust. The issue of a “Soviet strategic
breakout” from the treaty was never far from anyone’s mind, and the intelligence work to

discover such a “breakout” was intense. In late 1982 intercepted telemetry from a Soviet
missile test showed 95 percent encryption, the first time Soviet telemetry encryption had
ever hit that level. The intelligence community assessed that above 70 percent amounted
to denial of capability to monitor treaty compliance. The next year, as the debate of
telemetry encryption continued to rage, an advisory committee reported to the president
on a long history of Soviet arms control treaties, including SALT 1. The report reinforced
Reagan’s natural tendency to distrust the Soviets anyway.* »

‘v°T Od

(2)

FSASI-EMBRAMS SIGINT and photography were the two primary forms of “national
technical means of verification.” Both were in high gear, thanks to generous funding over
the years. From the SIGINT side, the main sources were three satellite systems:

§09¢€ DOsn 06/9¢€-98 1d

In addition, the U.S. site in Sinop, Turkey, provided valuable information on *

launches of short- and medium-range missiles from Kapustin Yar Missile Test Range.. . .
The most critical gap was the loss of the Tacksman sites in Iran. When Reagart ¢ame in,

this had not yet been solved except | This was pretty
much the story of the effort against missile launches.® ‘

{8#31 Reentry was a different story. For that, several collectors were used: the Cobra
Dane phased array radar on Shemya, the Cobra Ball EC-135 collection platform flying out
of Shemya, and]| [the Cobra Judy program).

OGA (&#88 Cobra Judy was a floating collection platform in the Pacific Ocean configured
specifically for downrange missile shots. But it was the strangest ship in the Navy.
* . Although it was piloted and operated by the Navy’s Military Sealift Command,

]
]
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Organization. The program was conceived in 1975 as a way to replace ships with a similar
mission, the Vandenberg and the Arnold, with something specifically configured for the

collection of intelligence from Soviet ballistic missile reentry vehicles. The Air Force
selected an aging cargo vessel originally launched in 1953.

It had bounced around
between drydock, mothball and operational status for years. When the Air Force found it,
the vessel was serving as a launching platform for Poseidon missiles undergoing test. To
convert it to intelligence uses, the Navy had to remove four missile launch tubes. Then it

had to install a 250-ton phased array radar in the rear, and various other collection
systems. The SIGINT component went by the name of Cobra Judy.

TSSH-Cobra Judy’s primary function was telemetry collection, with COMINT being an

additional mission. It became operational in 1981 and added considerably to the collection
capability against Soviet missile tests.®

.

.

.

. *83In 1983, the Reagan administration decided that all future U.S. ICBMs would have
. encryﬁbefl telemetry, partly in retaliation for the earlier Soviet decision to encrypt theirs.
" Within NSA the debate raged hot. The INFOSEC side argued that it was better to deny
. Soviets the ‘national technical means of verification, but DDO argued in return that the
. Soviets did not.need to analyze telemetry to keep up with American missile technology ~
. there were plenf;y of other sources. The U.S,, on the other hand, possessed only telemetry
" as a source and sirmpld continue to press the Soviets to use unencrypted telemetry. To
. encrypt U.S. telemetty would be to give up the argument. In this case the defense won,
. and U.S. telemetry becdme unreadable.®

(U) The Relocatable Targets’Pt;oblem

m-)-Monitoring the Sovietqperational force was the key to SALT verification. This
was done, with varying levels of suiccess, through a combination of technical sensors, in
which SIGINT played a large role.

.

TSI UMBRAZK The most difﬁcirli; part of the process was keeping track of Soviet
ballistic missile submarines. Through a combination of overhead photography and SIGINT,

the U.S. kept a fairly accurate picture of how thany “boomers” were out on patrol from each
fleet (Northern and Pacific). Once on patrol, however, boomer location was a very difficult
problem. Through occasional hits from the SOSUS array and by geolocating submarine

[ the intelligence community kef)t tabs on generalized SSBN locations.
This was periodically supplemented by special Navy

TOP-SECRETHCOMINT-HMBRAAALENTIEHOLEE-
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But except for the latter, this was hardly accurate
enough for targeting. What it yielded was threat warning information - too many boomers
on patrol might be a cause for alarm - that was about all. Submarines were the most
difficult part of the Soviet strategic threat to keep track of .2

FSHS-EMBRAPIO-The strategic bomber picture was a little clearer. Through .
photography and SIGINT, the U.S. could keep tabs on bomber locations. |

‘v T Od

()

§09¢ DOsnN 06/9¢€-98 1d

—ESUSLIIMBRALEKS-At the time, DIA was intensely interested in trying to intercept
and exploit Soviet IFFl | DIA called the project Sudden Dawn
and proposed to demonstrate the concept| | NSA was cool to the
possibilities of IFF exploitation, but realized that the same equipment and concept could

.

. L] *

. . *
.
.
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W)\ The Soviet bomber force was aging and did not represent the main threat ~ missiles

were the threat. Again through a combination of technical systems - photography, SIGINT,

and infrared detection satellites - the silo-based missile force could be monitored with
| But by 1981 these, too, represented a declining threat. The real threat
was the relocatable missiles.

(U) The Soviets introduced the S5-20 in 1977. The SS-20 was an IRBM with a range of
5,000 kilometers, and it carried three nuclear warheads, each with a 150-kiloton weapon.

This made it a threat to NATO forces. But the real news about it was its mobility. The SS-
20 was the first relocatable strategic missile in the inventory.®

(U)8S-20

TSKSS-20 units moved into former SS-4 and SS-5 sites in the western USSR, and in the
Far East they occupied former SS-7 complexes. By the mid-1980s the Soviet SRF had ten

S$8-20 divisions composed of 48 regiments and 405 launchers. Units in garrison were not
fully operational - to achieve that, the unit had to go to the field.

be ready to fire.

~“PSHS-EMBRAMAKS-It took about an hour to tear down a garrison unit and get ready
accuracy) and set up again, requiring another hour for the set-up procedure. It would then

to roll. The unit would proceed to a geographical point (preset in order to improve missile

FSHSHEMBRAYP~There were too many possible locations for overhead

photography to find operational units more than occasionally. (The U.S. tried for several
years with no success beyond an occasional lucky accident.)

But the intelligence

FOP-SECREFHCOMINT-HMBRAAALENTHEVHOLEH—
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NS\ Following on the heels of the SS-20 was a new threat — the SS-25 ICBM. With a
range of 10,500 kilometers and a deployment MO similar to the SS-20, the SS-25 soon
became the highest priority in the intelligence community. The first units became
operational in 1985.%

()
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“XS\The relocatable target problem continued to be a research effort until 1985. Then, <

in July of that year, the intelligence community got its marching orders, in the form of
NSDD-178. The directive was specific and unambiguous. It directed the Department of

Defense “to develop a program to provide a capability to attack relocatable targets with -+ ’

U.S. strategic forces....” Soviet relocatable targets would be placed at risk and kept that
way beyond the year 2000. “At risk” was defined as having the ability to destroy at‘le‘ast
50-75 percent of the force.” ¢

*
*

\('SO{\ISDD—NS generated money and priority. Essentially, the intelligencg eommunity
was to remove all stops to find relocatable targets. The effort was headed, by the Mobile
Missile Task Force, a multi-agency committee set up within DoD to direct.the effort.”

—~ESHS-MBRAATK-From NSA’s perspective, this meant a pe;i(;d of very intensive
research. It would be essential to zero in on all possible communiéations associated with
S5S-20 and SS-25 deployments, and this meant being able, to commandeer overhead
systems almost at willUsi ing NSDD-178 as justification, NSA designed a test under the
name Project The starting point would be thé three SIGINT satellites -

and the test would be divided into two periods in 1986. Photographic

satellites would

e brought into the test using techniques.

OGA

*
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(U) Chapter 23
The Rise of Terrorism and
Unconventional Targets in the 1980s

(U/A9H0) The U.S. SIGINT system had developed a modus operandi in dealing with
military targets which drove the functioning of the system for many years. When faced
with other types of targets, however, the system tended to become unstuck and
dysfunctional. Paradoxically, the Reagan period, with its focus on Soviet strategic forces,
became the time when the system was first wrenched into a response to unconventional
targets.

=558 They had been there all the time, of course. One of the earliest targets of the
post-World War I period were the rumrunners, a target that virtually defined the
successful Coast Guard SIGINT effort in the interwar period. The establishment of NSA
was due partly to CIA’s insistence that the SIGINT system respond to economic, as well as
military, targets. But resources were hard to come by, and most of the money went to
watching the Soviets and fighting the Vietnam War.

=38P In the late 1960s, as SIGINT budgets began to slide, some of NSA’s prime
contractors, like LTV, HRB-Singer and Sylvania, attempted to sell their wares on the
international market. CIA brought this to the attention of the SIGINT Committee and thus
forced NSA to pay attention to economic targets. .

—~SHSESPREHRRT frequired the
diversion of SIGINT resources to international economic targets. This, and the grain deal

with the Soviets during the Nixon administration, forced NSA’s compass to swing around
to economic issues. SIGINT provided the best insight into|

‘v°T OH

(0)

§09¢ DOsn 06/9¢€-98 1d

(U) TERRORISM

(U) The single biggest factor in nonmilitary targeting, however, was the rise of
international terrorism. Originating in the Middle East as an Arab reaction to successive
military defeats at the hands of Israel, the disease spread to Northern Ireland in 1969, to
the Basque country of northern Spain in the 1970s, and elsewhere. From 1968 to 1970
terrorist incidents worldwide increased 113 percent each year, and 24 percent from 1970 to
1972. The infamous Palestinian assault at the 1972 Munich Olympics was followed by a
brief decline in incidents, but in 1976 they began to rise again — 41 percent each year from
1975 to 1978. Moreover, terrorists shifted their attention from property to people. In 1970
half the incidents were directed against people, but in 1981, 80 percent were.?

~&B5#45H- NSA’s response was delayed by organization and methodology. From the
latter standpoint, international terrorism did not use dedicated communications. Isolated
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splotches of information tended to appear on| |
links, butlZ[volumes were huge, and NSA did not have enough information to pick out‘
specific links. CIA and.FBI had that sort of information, but kept it very close to the vest, .
and NSA had a very poor connection with the two. Moreover, these |:[1nks had such low |
priority that, in the absence of specific CIA 6r*FBI targeting information 'they tended to
fall below the collection threshold. Other informatien would appear in the
communications of foreign government, police, internal securlty and m.telhgence .
organizations, but collection depended largely on covert sites, which quite literally " did tot . '-
know what they should be looking for. Moreover, without corroborating evidence, it all
sounded like “COMINT HUMINT,” low grade ore whose validity was constantly suspect.*

‘7T 04

TS"SB-The other problem was organizational. It was not until after the Munich
Olympics that NSA created an organization whose task was, specifically, international
terrorism. In 1973 G Group established a branch-level organization, G77, known as
“Designated Topics.” In addition to terrorism, G77 was responsible for security for Secret
Service protectees, nuclear proliferation, alternate energy, advanced technology, and
others. It owned no collection resources, and received short shrift from those who did. It
was dissolved in 1976. All that survived was a recently created centralized terrorism
reporting effort, the Summary of International Terrorism Activity, or SITA. Created in
1976 by Richard Kern, the chief of G, it resided in an organization called G11, the .:
Synthesis Reporting Division.? .

. L]

(2)

§09¢ Osn 06/9¢€-98 1d

~RSH5EMBRA-Despite methodological and organizational problems, there* were
enough actual successes to indicate potential. In 1973, for instance, a terrorism*bomb plot .
in New York was thwarted through SIGINT. A Black September cell in 'I:u.rkéy planned to .’
blow up Israeli-associated offices in New York. CIA obtained the postoffice box number of '
the organization and asked NSA to watch for it| | USN-16 in Cyprus -
intercepted information related to the box number, | |
and the FBI found and defused the bombs. The next year USN-16 intercepted information
that an attempt would be made to assassinate Secretary of State Henry Kissinger during a
trip to Damascus. This information was relayed to the Secret Service, which rerouted

Kissinger’s car, and a bomb was later found by Syrian police and the Secret Service.
When, in 1976, Palestinian terrorists hijacked an Israeli airliner to Entebbe (an incident
made more famous by movies and docudramas), GROF followed the hijacking live,
allowing NSA to provide the most up-to-date coverage of the hijacking and the destination
of the aircraft, as well as the situation on the ground once it was in Uganda.®

—PSHSEMBRATIN 1981, following the conclusion of the Iranian hostage crisis, Dick
Lord, who was then chief of G, commissioned a study to see if NSA could do better than it
had been doing on the terrorist problem. At about the same time the fledgling Reagan
administration directed that all intelligence agencies devote more resources to counter-
terrorism. The result was the establishment of yet another terrorism shop, G713. But the
effort fell into immediate trouble. It still relied on derivative collection, and got the
collection scraps. It did not have enough resources to work the voice problem, which was
what most terrorist organizations used in those days. Finally, it was severely hampered
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]
.

by USSID 18, which prbhibited collection of communications with both terminals in the
United States. This was relaxed briefly in late 1981 when the Libyan leader Gaddhafi
announcetl his intention to send a hit team to the United States to assassinate President
Reagan. y |

| | It turned up nothing, but did give NSA valuable
: 7
experience.

(U) The Dozier Kidnapping

(U) On December 17, 1981, an American NATO officer, Brigadier General James
Dozier and his wife Judy returned to their apartment in Verona, Italy. Within a few
minutes the doorbell rang, and some “plumbers” coaxed their way .into the apartment,
alleging that there was a leak in the ceiling. Once inside, they pulled out guns, announced
themselves as members of the Red Brigade, and forced Dozier into a box. Mrs. Dozier was
bound and gagged and put in another room. The terrorists carried the box to a waiting
vehicle, which drove to Padua. Mrs. Dozier managed to alert neighbors by banging on a
washing machine. Two hours went by until police broke into the apartment and rescued
the distraught Mrs. Dozier.®

(U) Dozier with Italian
officer after rescue

(U) The Red Brigade had, for almost a decade, been one of the world’s most active
terrorist organizations. Formed in the early 1970s from a radical wing of the Italian labor
movement, it operated in small urban cells under tight security, and professed Marxist
ideology. After directing a number of high profile terrorist incidents, including
kneecapping, kidnapping and murder, a Red Brigade cell kidnapped the Italian prime
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. minister, Aldo Moro. He was murdered after being held three months.® Beside the murder
of a prime minister, Dozier was small potatoes, and his survival was seriously at issue.

. =#S3#3P-Although unprepared, SIGINT was immediately brought into the picture.

‘7T 04

(0)

=545 NSA immediately decided to do a name search but the |
current interpretation of Reagan’s new executive order, 12036, prohibited searching on the

name of an American citizen without his or her permission. Fortunately, Acting Attorney
General Edward Schmults ruled that Dozier would have given permission if he were
available, and the name search was permitted to proceed. Unfortunately, it turned up

G09¢ DOSN 06/9¢€-98 1d

nothing.

—&H8H-0n January 19, 1982, with the kidnapping a month old, the Italians received a
tip indicating that the Red Brigade might be communicating on the citizens band
frequencies. Just three days later USA-62 in San Vito, a site without qualified Italian
linguists, intercepted a voice conversation in the citizens band indicating that Dozier
might already have been killed. This generated a series of Critics containing more details
concerning the supposed elimination of the general. Just two days later, however, another
intercept seemed to indicate that he was alive after all. NSA sent one of its most qualified
Italian linguists to the site. He contended that the intercepted tapes, of very bad quality,
did not represent Red Brigade communications at all. (However, this conclusion remains
in contention to this day.)

=PS3#3-Direction finding was critical, and NSA offered the use of GUARDRAIL V from
Germany, as well as Army heliborne DF and a Chevrolet Trailblazer with DF equipment
installed. The Italians rejected the Trailblazer, partly because they felt they would not be
in complete control of the operation. They did, however, approve the GUARDRAIL V and the
helicopter efforts, but the flights did not come in time for the rescue of Dozier. They were
employed after the rescue to search for and locate Red Brigade communications. The
airborne SIGINT effort intercepted a welter of possible Red Brigade communications, all
indicating considerable confusion following the successful rescue. Italian police raided
several Brigade hideouts and intercepted armsvshipments to the Venice vicinity. (The cell
in Venice was responsible for the kidnapping.) But they never confirmed for NSA whether
or not U.S. efforts contributed to the rolling up of Red Brigade assets.'’

(U) Dozier was rescued based on Italian HUMINT. Italian police captured and
interrogated various Red Brigade members, and learned of the hideout where he was being
kept. In the early morning hours of January 28, police burst into the apartment and
captured five Brigade members, while rescuing Dozier, who was secured in a back
bedroom !

=654#5H The Dozier rescue was, to say the least, a learning experience for NSA. Large
fixed sites contributed, but the prospects for the future rested on mobile assets like
GUARDRAIL. It was clear that NSA needed a better coordinating mechanism, more
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resources, and better databases. Most important, such an effort could not proceed in
isolation, but would rely on a heavy infusion of HUMINT, from both U.S. and Third Party
sources. From a broader perspective, it highlighted the lack of a counterterrorism
structure in the U.S. intelligence community, and resulted in the establishing of an
interagency task force on terrorism which still operates as the forty-six-member
Interagency Intelligence Committee on Terrorism. It also highlighted the difficulties of
operating without good language capability.!?

4458 The Dozier kidnapping led directly to the establishment of G1 in the spring of
1982. G1 consolidated the effort, established a focal point, and created an organization
responsible for budgeting for counterterrorism. G1 brought new methods to the game,
including such unconventional options as following airline manifests and bank accounts.
It was the beginning of what would become a highly successful new mission for the
cryptologic community.*®

(U) The Sabana Seca Incident

(U) Cryptologists were brought face to face with terrorism on December 3, 1979. A bus
transporting Navy cryptologists from the support base to the operations site for USN-19 at
Sabana Seca, Puerto Rico, was proceeding down the road when a truck pulled in front of it.
The truck drove ahead for about 3/4 mile, where it unexpectedly stopped. Off to the side of
the road a white van was parked. As soon as the bus stopped behind the truck, firing
erupted from the van. Of the fourteen people aboard the bus, two were killed, and eight
were wounded. The truck and the van drove off, leaving the shattered bus with its ravaged
occupants.

=5y No one was ever arrested for the shootings, which were apparently the work of
Puerto Rican nationalists opposed to U.S. sovereignty over the island."* It was the only
such incident involving cryptologists during the Cold War.

(U) Airline Hijackings

—&#SBTerrorism in the 1980s was dominated by a series of high-profile hijackings.
Most, though not all, were orchestrated by Middle Eastern political organizations like
Amal and Hezbollah. President Reagan, like President Carter before him, was seized by
these incidents, and each in turn claimed the total attention of his NSC staff until it was
resolved. Likewise, most of the intelligence available to the NSC during the course of
hijacking operations came from NSA. Using its capability to collect air control
communications so effectively employed during the drama over the release of the
diplomatic hostages in Iran, NSA became the source of most of the available information
about an on-going event.

(U) Typical of these support operations was the reporting series on TWA 847. Hijacked
by Islamic terrorists on a flight from Athens to Rome on June 14, 1985, the flight was
diverted to Beirut. Over the ensuing three days it played hopscotch across the

—FOR-SECREFHEOMINT-UMBRATFALENTICE-HOEE T
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(U) Trans World Airlines 847

Mediterranean between Algiers and Beirut. At one of its Beirut stops the terrorists
executed an American naval enlisted man, Robert Stethem, and threw his body on the
tarmac beside the plane. They threatened to execute many more. On June 16 the plane
departed Algiers for the last time and came to rest in Beirut. There ensued two weeks of
diplomatic negotiations among the United States, Israel, Syria and the Amal organization
under Nabih Barri. Ultimately, Syrian president Hafez al-Assad of Syria obtained the
release of the American hostages from TWA 847, in return for the Israeli release of several

(U) The flight of TWA 847
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hundred Lebanese Shiite captives being held illegally in Israeli jails after an Israeli army
raid into southern Lebanon. The hijackers never succeeded in their primary aim - the
release of seventeen terrorists being held in Kuwaiti jails.

—(S#SSPO¥E NSA reporting came primarily from intercept of HF international
communications between air traffic controllers and the pilot of the hijacked aircraft as he
described the demands of the hijackers and the conditions on board the aircraft. Some of
the product reports were released within ten minutes of intercept at overseas field sites, in
an unexcelled display of SIGINT system integration. Knowing exactly what was happening
on board the aircraft gave the NSC and the State Department considerable confidence in
their actions to resolve the crisis. Moreover, during the negotiations phase NSA
intercepted telephone calls betweenl thus giving the State Department a

« =« =+ sbetter undérstariding of fhe negotiating posture of these reluctant partners. In this and

other such hijacking dramas, NSA made a substantial contribution to national security
policy.*

(U) The Achille Lauro Affair

TSD.0n October 7, 1985, NSOC learned from State Department sources that an
Italian cruise ship sailing in the eastern Mediterranean had been captured, apparently by
Palestinian terrorists. The ship was now drifting somewhere in the Mediterranean, its
fate unknown.'® The incident would become a spectacular SIGINT success story.

. . T™SL Path of the Achille Lauro

.
.

'('S77'SI“'S‘PG-K-E-)—NS‘OC tasked everything at its disposal —~ fixed sites, airborne’

" platforms,' |rem;>ted intercept, overhead satellites. It paid off; the next morning,

| | flying an RC-135

issued a Critic based on voice communications
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from the captain of the ship to a shore station saying that he had been hijacked and one
passenger had been killed."”

TSSESPOIEES As the ship drifted in the Mediterranean, NSA continued to follow its
communications. | | intercepted voice
.. .. comminications between the terrorists on board and Abu Abbas, leader of a pro-Arafat

wing of the Palestinian Liberation Front, giving them directions. NSA lost contact with
the vessel for several hours, but picked it up again, and followed it as it meandered toward
the Egyptian coast. It was good information, but SIGINT could not provide a location, and a
rescue operation could not be mounted. Secretary of State George Shultz later complained
about the lack of the ability of intelligence to locate the vessel on the high seas.'®

EFSHE-MBRA5- The Reagan
administration mounted a fierce
diplomatic offensive to close off neutral
ports to the terrorists. It was clear from
the intercepts of Abu Abbas and the

(c)

PL 86-36/50 USC 3605

EO 1.4.

. terrorists on board the Achille Lauro
. that their first option, landing in Syria,
. had been closed off because of this. But

B as the ship headed for the Egyptian
town of Port Said, it was also clear that
. the Egyptian government was not
. cooperating with the United States.
. NSA learned that the terrorists would

. be permitted to land, the passengers
would be taken off and returned to their

# respective countries, and the terrorists

. (U) Abu Abbas
. would be given an unimpeded, if

. surreptitious, trip to Tunisia, home of

. the PLO. ¥

iy ~ESAE-MBRAY> The same source yielded impeccable information about the covert
»  flight that would take the hijackers to Tunis. The White House was able to follow
» Egyptian government discussions about the disposition of the hijackers. The National
. Security Council staff knew the takeoff time and routing of the aircraft, and the president
* was informed on the night of 10 October while returning to Washington aboard Air Force
* One, The information was explicit and credible - it stemmed from discussions between
| | President Reagan discussed the
options - then he authorized an operation to hijack the hijackers. An intercepting force of
four Navy F-14s and supporting aircraft was flown to an aircraft carrier waiting in the
Mediterranean south of Crete. The unsuspecting Egyptian commercial pilot found himself
with armed company, and was forced to fly to the Navy base in Sigonella, Italy. There, the
hijackers were turned over to Italian justice. Abu Abbas was among them, but the Italians
spirited him out of the country, while keeping the others locked up.?
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OVERHEAD
SATELLITE
(\COVERAGE

“ESHSEMBRATTRT The hijackers are hijacked.

TS"SB-The Achille Lauro affair, planned to be one of the most spectacular terrorist
events ever, turned out to be the most spectacular failure. The summary execution of one
of the hostages, Leon Klinghofer, was a blow to their reputation worldwide, and caused
Egyptian president Mubarak to hold them at arm’s length. But the operation would have
been considered passably successful had not the terrorists themselves wound up in an
Italian jail. The operation that put them there was planned and executed entirely on the
basis of SIGINT.? It put counterterrorist SIGINT on the map.

S¥SPH-From a security standpoint,
however, Achille Lauro ended badly.
Administration sources could not resist
telling journalists about the details of the
operation. (The source for the information,
it turned out later, was Lieutenant Colonel
Oliver North, the NSC’s expert on
counterterrorism.) On October 8, NSA
learned that CBS News Pentagon
correspondent David Martin had learned
about the Burning Wind coverage of the
mid-ocean hijacking, but was persuaded not
to make the information public. Only four
days later, however, George Wilson of the
Washington Post disclosed the same
information, negating the effort that went
into keeping Martin quiet. But worse was

(U) Egyptian president Mubarak
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to come. In the October 12 edition of the New York Post and the October 21 issue of
Newsweek, was the full story of the snatch operation, replete with details of the covert
intercept of Mubarak’s voice communications. According to the Post, “Between NSA and
the Israelis the entire area was wired.” The newspaper went on to describe in breathless
voice the decision to go ahead with the aerial intercept of the Boeing 737. “The
intelligence picked up by NSA’s hi-tech vacuum cleaners was so accurate that at 4:00 P.M.,
while he was returning to the White House aboard Air Force One McFarlane [National
Security Advisor Robert McFarlane] was able to give Reagan fifteen minutes’ advance
warning that the Egyptian plane was taking off. At that time Reagan gave the green light
for the operation to begin.” %

(U) La Belle Discothegue

(U) The Reagan administration’s
campaign of vilification against the Soviet
Union was almost matched by its
campaign against the Libyan state of
Muhammar Gaddhafi. The war of words
began almost as soon as the new president
took office, and continued unabated
throughout his presidency. There was a
special personal animus that made the
anti-Gaddhafi offensive into something
resembling a fight to the death. But the
struggle was unequal from the beginning.

“SHSI-SROKES The campaign began
with psychological operations close to
Libya’s coast which resembled those that
tormented the Soviet Union. In August of
1981, the Navy’s Sixth Fleet announced a
large-scale exercise in the Gulf of Sidra, a
body of water which Gaddhafi regarded in
the same way that the USSR regarded the
Sea of Okhotsk. Libyan radio loudly declaimed the exercise and threatened interference,
and Libyan planes and ships began mucking about in the exercise area. On August 19 a
flight of two Libyan SU-22s attacked Navy F-14s in the Gulf — within two minutes the
Navy had shot down both ﬁghters.l

(U) Muhammar Gaddhafi

. =tS#SESPOEEIn December of 1984 someone in the Libyan Peoples’ Bureau (what
*Gaddhafi called his embassy) fired at a crowd of noisy Libyan dissidents demonstrating
-outside their offices in St. James Park in London, killing a British policewoman. ]:l
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£ had intercepted an

|It was a |

tragic case of inadequate resources, though the decryption did isolate the culprits and
heightened the feeling in the Reagan administration that “something” had to be done
about Gaddhafi.” %

FSHSHFEMBRA) The Reagan administration’s campaign against Gaddhafi appeared
to have the effect of egging him on. In late December 1985 the Abu Nidal group attacked
innocent passengers in the airports of Vienna and Rome. There was substantial evidence
of Libyan involvement, and the JCS began sharpening contingency plans relating to
Libya. NSA expanded coverage of Libyan air, air defense and navy entities through a mix
of overhead, conventional and airborne assets.?

V S8 Within the White House, a covert planning group formed to map a strategy against
Libyan terrorism. Regarded as the most secret of all NSC planning, it was covered by
layered codewords, the most famous of which was Veil, which journalist Bob Woodward
used as the title of his 1987 exposé of William Casey and the covert actions program. The
Veil group was a heavy user of SIGINT, which was the best and most timely source on
Gaddhafi’s activities.?®

(U) In 1986, the JCS conducted another series of freedom of navigation exercises in the
Gulf of Sidra, with the singularly uninspiring name of “Attain Document.” Gaddhafi had
proclaimed a “Line of Death” in the Gulf, and during the exercise series in March there
were incidents of attempted Libyan interference. The Navy sank two Libyan vessels -
presidential spokesman Larry Speakes said later, “We don’t let them get that close.” After
a Libyan SA-5 site fired at Navy aircraft, the Sixth Fleet attacked the site, not once, but
twice. ¥

IR

L, _"(_TS#SI-)-J)uri.ng the Attain Document series, NSA mounted intensive coverage of
Libya;l 'cdmmun.iqat.;ions. | [ but
through a network of| |sites,| |

[NSA had the collection that it needed. To avoid the

Lot processing problems that had bedeviled the 1984 policewoman shooting, G6 threw

everything it had into a processing and reporting operation. After the destruction of the
two Libyan vessels in the Gulf, the Libyans indicated that they would retaliate. G6

(c)

PL 86-36/50 USC 3605
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directed the field sites to forward their Libyan traffic via immediate precedence, and
speeded up processing operations at Fort Meade.”

(ESHSMBRAY The stage was set for three of the most significant Cold War
messages ever intercepted. The first, collected by a covert site and published by NSA on
March 26, indicated that the Peoples’ Bureau in East Berlin would carry out an attack
against Americans using Palestinians. The second, on April 4, was sent by the al-Marafiq
representative in East Berlin back to Libya alerting Libyans to watch for “results
tomorrow morning.” The information was vague, and could not have been used to thwart
an attack, but it was clear that something was about to happen.®

LLSUSLIIMBRASApril 5 was Friday; the bars in West Berlin would be crowded with
American servicemen. Early Saturday morning, with the bars still lively, a powerful
bomb exploded at La Belle Discotheque, a late-night hang-out popular with Americans.
One American soldier was killed, along with a Turkish woman, and 230 people were
injured, most of them Americans. USM-5 at Teufelsberg sent out a Critic.** Once again,
the covert site had intercepted a Libyan message; it was forwarded to NSA for decryption.

~TSUSIMBRAS At NSA, a team of eryptanalysts and linguists was called in to work
on the new message. Toiling through the early morning hours, they decrypted it by
machine and translated it into English. The information they had was almost as explosive
as the bomb itself. The al-Marafiq representative in East Berlin claimed that the
operation had been successful, and boasted that Libyan involvement was undetectable. It
was henceforth referred to as the “smoking gun” intercept.*?

FSASEMBRAY The resulting product report got a good bit of attention before it was
transmitted. NSA already knew that the administration had threatened military
retaliation if it could be proved that Libya had initiated a terrorist attack against
Americans. Here was the proof. The product was released to a special distribution (which
initially included only Washington area customers) just before noon on April 5.3

Mohn Poindexter, the national security advisor, wired the evidence of Libyan
complicity to President Reagan, who was vacationing at his California ranch. Sunday
morning, April 7, the president met with his top advisors in the Oval Office. Poindexter

set up the agenda. On the menu was just one item - the timing of military action against
Gaddhafi.*

'MThe retaliation, called El Dorado Canyon, came in the form of a complex air
strike launched from British bases on April 14. NSA threw every available SIGINT asset
into the support operation. All SIGINT satellites were tasked, every collection site in the
region participated, and virtually every airborne asset in the Mediterranean helped out.
NSA collection concentrated on Libyan internal military communications, including

1

[ Special analysis,

» processing and reporting cells were established all over the Agency.*

.
»
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(U) El Dorado Canyon

—PSHSEMBRAFPIO-This was a mission that the SIGINT system could handle.
Overhead systems produced 72 percent of the tactical reporting, while conventional came
in with only 20 percent. Of all the producers SILKWORTH was the most fruitful. But the
support was costly. NSA diverted virtually every satellite it had, resulting in severe
constraints on Soviet and PRC collection, as well as diminished G Group collection of
Persian Gulf communications.

TSHSILSIGINT support to El Dorado Canyon had the usual weak spots. Most significant
was lack of information about U.S. military operations - this hampered NSA’s
understanding of the operation, and undoubtedly constrained product reporting. Sixth
Fleet refused to report to NSA its tasking for its own SIGINT assets, thus continuing a long-
standing dispute with the Navy over the employment of SIGINT fleet support assets. There
was some confusion and resulting ill will between G group reporting cells and NSOC,
which was doing wrap-up reporting, a situation which had been endemic to the SIGINT
system since NSOC was created in 1973.%

{381 Once again, NSA’s capability became a victim of its own success. When
President Reagan went on television on April 14 to announce the attacks against Libya, he
justified the operation as resulting from Libyan culpability for the La Belle bombing:

The evidence is now conclusive that the terrorist bombing of La Belle Discotheque was planned

and executed under the direct orders of the Libyan regime. On March 25, more than a week before

FOP-SECREFHCOMINT-UMBRATALENTIEYHOLEFXT
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the attack, orders weresent from Tripoli to the Libyan People’s Bureau in East Berlin to conduct a
terrorist attack against Americans...On April 4, the People’s Bureau alerted Tripoli that the
attack would be carried out the following morning. The next day they reported back to Tripoli on
the great success of their mission. Our evidence is direct, it is precise, it is irrefutable.’’

World War II military operations carried out on the basis of SIGINT had plausible cover.
This had none, and it did not require overpowering astuteness to sniff out the origins of the
information. It could only have been SIGINT.

TTS¥SLL In order to convince Western alliance leaders of the justification for the
bombing, the president dispatched special emissaries to European capitals. Each was
armed with a letter of introduction, explaining that the representative would share
verbally the intelligence information with the head of government. The SIGINT
information was thus shared at very high levels.*®

TTS#SLL The first leak was not, in fact, the televised statement. An April 7 U.S. News
and World Report article contained background information indicating that the U.S. was
reading Libya’s mail. (The source of this information was reputed to be the American
ambassador in Bonn.) But following Reagan’s press conference the news became
widespread. For instance, the Financial Times of London published an article three days
after the news conference alleging that the information came from Libyan
communications between Tripoli and England, intercepted in England and broken by
NSA. Leaks continued until there was no aspect of the NSA operation that had not been

FOPSECREFHCOMINT-HIMBRAAALENTHEHOHEHC—
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covered in the press. On April 18, al-Marafiq posts abroad were directed by Tripoli to cease
cipher communications.*

U8#SH-The NSA hierarchy was reported to have gone “ballistic” over the leaks.
Coming after the Achille Lauro, and simultaneous with the disclosures incident to the
Pelton trial (see page 413), it appeared that all the cryptologic secrets would leak in an
increasing hemorrhage of sensitive information. The DDO, Dick Lord, put a lid on future
reporting of terrorist-related information until a new security system could be devised.
NSA officials contacted the DCI, William Casey, and even considered requesting
prosecution of the press under Section 798 of Title 18.4°

=(S¥SH-What resulted was a new compartmentation system, called Spectre. Originally,
the Spectre compartment was to be applied to all terrorist-related product reports.
Spectre material could not be sent electrically, but must be restricted to hard copy only,
delivered to a specified list of Spectre-authorized individuals. But the Spectre
compartment produced great unhappiness at State Department and within the NSC itself,

‘v T Od

mostly over the slowness of the system, and the inclusion of apparently nonsensitive

()

reports in the series. NSA was forced to modify procedures and to take some types of
terrorism reporting out of Spectre. The Agency permitted electrical reporting to customers
outside the Washington area, where hardcopy delivery in a timely fashion was impossible.
Still later, NSA set up a special facsimile circuit specifically for the transmission of
Spectre reports, so that even Washington area customers would be served in a timely
fashion.*

(PeEr=tteritirn |

§09¢ Osn 06/9¢€-98 1d

r

messages. But tensions between the U.S. and Libya continued through the Reagan
admlmstratmn In late 1988| |missions in the Mediterranean drew
et .m,cr;easmg ﬁghter reaction from Libya, and the Navy was placed on alert. On January 4,
1989, L1byan “controllérs taumched MiG:23s against an RC-135, and F-14s from the USS
Kennedy shot two of them down. The |operators had not noted specific

hostile intent — the Libyans just got too close, again.*?

(U/AeE03 After the end of the Cold War, East German Stasi files came into American
possession. They contained information on the La Belle incident indicating that, as NSA
had suspected, the Stasi had known of, and condoned, the attack on the discotheque. The
Libyans and East Germans had met on March 26, 1986, and the very next day the
American State Department had issued a “blunt communique” to the East German envoy
in Washington to rein in Libyan terrorists who, the State Department said, were plotting a
terrorist attack in West Berlin. This convinced the East Germans that the U.S. had an
agent in the planning group.*®

PL 86-36/50 USC 3605

(U) The Libyan mastermind of the operation, Yasser Chraidi, returned to Lebanon
after the fall of the Berlin Wall in 1989, and two years later was arrested and extradited to
Germany where he was charged with a string of murders and burglaries associated with
Gaddhafi’s campaign against Libyan dissidents. The case against him was thrown out
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when a key government witness recanted. German authorities held him for several weeks
awaiting evidence that would tie him to the La Belle bombing. But the evidence was not
forthcoming, and he was released. According to U.S. officials, there was no human source;
all the evidence came from “technical intelligence,” and the Germans should stop looking
for a penetrator.*

PESHSHMBRA> The campaign against
terrorism yielded other successes in the mid- to
late 1980s. One of the most significant was
against the Abu Nidal Organization (ANO), a
Fatah breakaway group specializing in
international murders and spectacular
operations that would draw attention to the
Palestinian cause. In 1985 a defector from the

ANO cause gave .
associated with the ANO. The number led |
and NSA to a complex web of bank accounts
associated with an ANO front company dealing
in international arms trade. The group was
headquartered in Warsaw, but it had branch
offices all over Western Europe.

—~FSHS-UMBRAS> After studying the
(U) Abu Nidal intercepted traffic for some months, NSA issued
a series of reports _under the Spectre rubric
which laid out the entire organization and MO. I:l.approached State Departmentto <t
issue ademarche, but at first they were rebuffed. Finally, the clearly reluctaht State
Department officials complied, not with any great enthusiasm. So decided on an
unorthodox approach, and published a small book called “The Abu Nidal Handbook,”
detailing the operations of the group. State agreed to distribute the book, and it had the
desired effect. Host governments agreed to close Abu Nidal offices all over Europe - even
in Warsaw and East Berlin. Abu Nidal himself turned paranoid, suspected everyone of
having turned evidence against him, and his organization practically dissolved in a
bloodbath of summary executions in 1987.%

=5#S8r SIGINT also played a significant part in the investigation of the 1988 terrorist
bombing of Pan Am 103. Palestinian organizations were originally suspected, supposed!ly
working in behalf of Iran to avenge the American downing of the IranAir Airbus flight in
the Persian Gulf. But a Scotland yard investigator combing through the debris in the field
outside Lockerbie, Scotland, found a chip that was subsequently traced to a Swiss firm
that, upon questioning, acknowledged having sold those particular devices to Libya.
Investigators then began focusing on Libya and on Malta, which was a known haven and
operational base for Libyan terrorists. They got a magnetic tape containing information
on all the individuals who had manifested on Pan Am 103 flying from Malta to Frankfurt.
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NSA went through the tape and discovered the name of a Libyan intelligence agent. He
had flown from Malta to Frankfurt then flew back to Malta the day before the bombing.
NSA continued to follow the movements of the Libyan intelligence officers later indicted
for the attack.*®

(U) THE WAR ON DRUGS

(U) Although the federal government had always been concerned about drug
trafficking, the first significant effort did not occur until 1972, with Nixon’s “War on
Drugs.” This campaign was mostly words and was soon drowned out by the Watergate
affair. President Ford created the Drug Enforcement Administration, and under Jimmy
Carter the State Department got involved through the creation of the Bureau for
International Narcotics Matters. But it did not receive much push until the
administration of Ronald Reagan. Although the Reagan approach came to be symbolized
by Nancy Reagan’s “Just Say No” advice on the use of drugs, Reagan’s thrust was to stop

drugs before they arrived in the country. The idea was that, eventually, there would be
nothing to say No to.

(U) Faced with rising complaints about
the burgeoning drug trade in Florida, in
1982 Reagan created the South Florida
Task Force, an unfunded consortium of
federal and state agencies involved in
combatting drugs and the drug trade. In
order to give it prestige, Reagan named his
vice president, George Bush, to head the
task force.

(U) Growing out of this was the
National Narcotics Border Interdiction
System, or NNBIS, an attempt to combat
drug smugglers at U.S borders. Under
NNBIS, the federal government organized
six regional centers in New York, Chicago,
Long Beach, El Paso, New Orleans and
Miami. Each center was staffed by
representatives from participating
agencies -~ fourteen on the federal side,
including DEA, FBI, Customs, Coast (U) George Bush
Guard, Bureau of Alcohol, Tobacco and
Firearms (BATF), Immigration and Naturalization Service, and the Border Patrol.
Associated with it were more than 14,000 state and local law enforcement agencies.*’
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(U/i200y Intelligence support for the effort was critical, and NSA was called in
almost immediately. In 1983 NSA sent a representative to EPIC (the El Paso Intelligence
Center) in response to a specific request from the vice president’s office. Later, the Agency
sent representatives to both Miami and New Orleans.*®

TS"SB-When first tasked in October of 1982, NSA had no centralized counternarcotics

organization. Drug information had been collected from Southeast Asia and Asia Minor as

o part of the foreign intelligence mission, but this was something different. The new effort

s soon found a home in G1, recently created to mind the terrorism problem.*

E/)) T#SLLG1 composed a new plan for counternarcotics, called SAINT (SIGINT Against

= International Narcotics Trafficking). While recognizing the existing drug monitoring
3 efforts, SAINT focused on Latin America and the Caribbean, the current counternarcotics
= B hot spot. NSA would beef up the existing efforts, but later and at a lower priority. The
ot first step was to put together a collection plan, beginning with a survey of all possible
- drug-related communications. This would involve conventional sites in the Caribbean
o0 u area (Guantanamo, Sabana Seca, Homestead, Medina and others), new and existin
B A sites,| |and use of the -

'N.a;ry’s Bullseye net. The survey would serve as the basis for a full-scale assault with more
sites and more money, including thirty-five additional billets.*

YS#SL From the first, legal issues drove much of the effort. The Posse Comitatus Act
prohibited defense organizations from participating in law enforcement except in certain
very narrowly defined circumstances relating to the information having been collected as
incidental to the foreign intelligence mission. In May of 1983 NSA, under pressure to
assume a more proactive stance, requested clarification of the rules of engagement. The
Department of Justice reply was not an especially useful restatement of the rule that the
information could be disseminated to the Coast Guard and Customs Service as a by-
product of NSA’s foreign intelligence mission. But the next year the attorney general
issued a new set of guidelines which loosened the rules. Under them, NSA could intercept
and DF transmissions reasonably suspected to be part of international narcotics
trafficking. At least one transmitter must be located outside the country, in a vessel or
aircraft suspected of being engaged in moving narcotics. Once the signal was within U.S.
territory or territorial waters, NSA had to break off surveillance. If the transmission was
unlocated, it could be assumed that it was outside the U.S. There had to be a reasonable
basis for the belief that not all communicants were Americans. NSA could provide passive
support (information and equipment), but could not become involved in the actual
interception and arrest of suspects.> The rule that the effort had to relate to international

narcotics trafficking kept the SIGINT system still fecused on foreign, rather than domestic,
intelligence.

‘v T Od
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“Y#SLLNSA found narcotics-related communications almost everywhere. , Ships® and .+
airplanes used a combination of HF and VHF | L * [
By the late 1980s some targets were beginning fo ust bﬁc}phered voice, but that problem
was still in its infancy by the end of*the decade. The Colombian drug lords began leasing
| communications, and some of their telephone numbers began
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The greatest threat was that the defense would use discovery motions to smoke out the
SIGINT, but this remained more of a threat than a reality.>?

(q) -

TS¥SLL When SIGINT support began, law enforcement agencies were enthusiastic, and
all kinds of partners turned up in NSA’s antechamber. One of the closest working
relationships was with the Coast Guard, which actively used SIGINT for off-shore
interdiction. In Washington, the Coast Guard created a joint intelligence center, with an
SlI-cleared operations floor and lots of SIGINT product reports. The Coast Guard center in
Miami worked closely with USN-838 at Homestead | I |

This was possibly the most profitable avenue for SIGINT support, and one
expert estimated in 1987 that over half the high seas interdictions off the Florida coast
were based on SIGINT.®

G09¢ DSN 0G/9¢€-98 1d

MOther partnerships were more difficult. The Drug Enforcement Administration
had no experience with foreign intelligence organizations, working instead with the law
enforcement authorities in various countries. Unlike the FBI, DEA had no experience in
using SIGINT leads to help an investigation, and chafed under any restrictions regarding
the use of evidence in court. If SIGINT could not be introduced at trial, many in DEA did
not understand its value.* In the late years of the decade, relations with DEA cooled.

(U/H20E0) Once involved in counternarcotics, NSA discovered a big wide world of
SIGINT efforts beyond the confines of NSCID 6. |

(c)

|and NSA representatives|
found themselves working outside the reassuring confines of secure areas.>

PL 86-36/50 USC 3605
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Mn the early years of its partnership with law enforcement, NSA began to issue
SIGINT product reports under the Secret Moray flag, but eventually got away from this and
into a noncodeword TACREP program, at the straight Secret level. By 1987 NSA sites
were issuing about 3,000 narcotics-related reports each year. But it was still confronted
with the skepticism of law enforcement officers who did not see the value of information
that they could use to catch a suspect, but not prosecute him.*®

(U) The Asian drug problem, though far less visible to the administration, was of much
longer standing. At least 90 percent of the world’s opium came from Burma, Iran,
Afghanistan and Lebanon, and the Golden Triangle (a point where the borders of Burma,
Laos and Thailand meet) was the single most productive area. In Burma, the Shan United
Army (SUA), a nation unto itself, managed the reduction of raw opium into # 4 heroin (a
process that reduced its volume by a factor of ten) and transportation, often by pack

~FOP-SECRET/EOMINT-UMBRAAALENTHEYHOLE 61—
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animals, over the border into Thailand for onward shipment. Owing to the complete lack
of cooperation of the Burmese and Laotian governments, opium production rose
dramatically in the 1970s.%"

TSHSh American SIGINT did not begin

targeting the Golden Triangle until the
early 1970s, when the Vietnam War was
winding down. The push came from the
U.S. Army. In 1971 it was estimated that
between ten and fifteen percent of U.S.
troops in Southeast Asia were addicted. In
the United States, the dramatic rise in drug
addiction prompted President Nixon's War
on Drugs campaign.

SHS=SREIEY In the early days of the
effort, NSA stumbled on Chinese language
communications associated with the
Burmese drug trade.]

|This gave the Agency a peek into ,

the shadowy world of the competing tribal °
opium armies in the jungles of northern *

(U) Shan United Army (SUA) Burma and southern China, whose origins -«
drug shipment could be traced back at least as far as World .
VVarILL .
OGA ‘ L4 . -
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(U) SIGINT AND COUNTERINTELLIGENCE

TS#SL. The counterintelligence implications of SIGINT had long been virtually ignored.
The only real effort that NSA had was in the division that exploited Soviet intelligence
communications ~ Project VENONA had resided in that office. As productive as VENONA
had been, it represented a very narrow slice of the potential for counterintelligence.

(U) CIA, too, had fallen on parlous times. The counterintelligence division headed by
James Angleton had acquired a lurid reputation (made famous by David Martin’s book A
Wilderness of Mirrors). CIA director William Colby had fired Angleton in 1974, and in the
ensuing commotion the counterintelligence mission had been virtually shut down.*

'('S#SJ.LThe resurrection began in 1981 with the Casey regime at CIA. In response to
increasing intelligence community calls for more emphasis, NSA in 1983 created G14, the
counterintelligence division.® ’

TTS%SL0. What made the difference was a completely new methodology. Adopting
tactics that G1 had found successful in the counterterrorism and antinarcotics efforts, the
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new counterintelligence division began looking at plaintext commumcatmns

Overwhelmed by massive volumes, NSA went to the agencies that would have conﬁdentlal
information on foreign spies: CIA, FBI, Secret Service, and others. Since NSA was asking
for the most sensitive information that those organizations possessed - actual agent

| it was a tough sell initially, and
early attempts were rebuffed But through the id-1980s NSA.gradually . ..
negotiated a series of agreements with thesé agencies and began getting the informationit™ ~
needed. The Agency then began inputting key information into databases, and results

teﬁ

began popping out.

‘v°T 04

()

TT&SDWith this new information, NSA designed several new programs to look at
data that it had never been interested in before, but which was available ‘.

§09¢ DOsn 06/9¢-98 1d

.
. .
*

l It became possible to begin tracking the movement of hostile 1nte111gen-ce age’nts
through SIGINT.* . AR "

TS#ShProduct reporting was extremely limited. In 1977 NSA had ‘establ'ished a 5

special, hard-copy-only report series dealing wit intelligehce opefatives, and .
this system was applied to the new G14-produced information. (Lafer there'was a so-called * .’

. . ]

lThe hard-copy-only rule con‘tl‘n‘ued to govern distribution of the -
information until 1987, when NSA discovered commumcatlons‘ﬁ*om an| |
operation in Mexico City. This and Vlenna had emerged in the 1980s as the key

international cities for KGB operations’ “(Pelton and Walker, for instance were both

summoned to Vienna for meetings;*see page 412.) GI'A had established agent-shadowing

operations in Mexico City, and needed the information quickly in order to pick up

KGB agents| | The hard-copy rule quickly collapsed, and G14 devised an

electrical product series to get the word out to waiting customers.®

TSLLINSA’s participation in counterterrorist, counternarcotics, and counter-
intelligence problems gave Agency people valuable experience in these nontraditional
areas. The pessimism of the late 1970s turned into optimism within ten years. Yes, SIGINT
could make a real difference, and NSA did not have to cede the field to HUMINT efforts. The
spectacular successes in the Achille Lauro and La Belle Discotheque affairs, as well as
NSA’s contributions during terrorist hijackings, were only the most visible of its
contributions. In the White House and the NSC staff, where it really counted, SIGINT had
become an integral part of the national security apparatus. It was to give the cryptologists
a big jump on the SIGINT problems that were to confront the nation in the post-Cold War
World.
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