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Mission 
Our mission is to provide independent, relevant, and timely oversight 

of the Department of Defense that supports the warfighter; promotes 

accountability, integrity, and efficiency; advises the Secretary of 

Defense and Congress; and informs the public. 

Vision 
Our vision is to be a model oversight organization in the 

Federal Government by leading change, speaking truth, 

and promoting excellence-a diverse organization, 

working together as one professional team, recognized 

as leaders in our field. 

For more information about whistleblower protection, please see the inside back cover. 
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(U) Recommendations Table 

(U) Please provide Management Comments by January 19, 2018.

(U) The following categories are used to describe agency management’s comments to individual
recommendations:

• (U) Unresolved – Management has not agreed to implement the recommendation or has not
proposed actions that will address the recommendation.

• (U) Resolved – Management agreed to implement the recommendation or has proposed actions
that will address the underlying finding that generated the recommendation.

• (U) Closed – OIG verified that the agreed upon corrective actions were implemented.

Management
Recommendations

Unresolved
Recommendations

Resolved
Recommendations

Closed

Director, National Security
Agency/Chief, Central Security
Service

4 None None

Chief Information Officer,
National Security
Agency/Central Security Service

1.a, 1.b, 3.b, 3.c, 3.d,
5 3.a None

Director, Capabilities
Directorate, National Security
Agency/Central Security Service

1.a, 1.b, 2.a, 3.b, 3.c,
3.d  2.b, 3.a None

Chief, Security and
Counterintelligence 3.b, 3.c, 3.d 3.a 

None

U//FOUO

U//FOUO

t 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDR IA, VIRGINIA 22350-1500 

December 19, 2017 

(U) MEMORANDUM FOR DIRECTOR, NATIONAL SECU RITY AGENCY /CHIEF, CENTRAL 
SECURITY SERVICE 
DIRECTOR, CAPABILrTIES DIRECTORATE, NATIONAL SECURITY 
AGENCY /CENTRAL SECURITY SERVICE CHIEF INFORMATION OFFICER 
CHIEF, SECURITY AND COUNTERINTELLIGENCE, NATIONAL SECURITY 
AGENCY /CENTRAL SECURITY SERVJCE 

(U) SUBJECT: The National Security Agency Enterprise (Report No. DODIG-2018-043) 

t'FS/;'511,'NF) We are providing this report for review and comment We conducted this audit in 

response to a congressionaJ requirement. 

We conducted this audit in accordance with genera1ly accepted government 
auditing standards. 

(M/;'fO(;0) We considered management comments on a draft of this report when preparing the 

finaJ report. DoD Instruction 7650.03 requires that recommendations be resolved promptly. 

Comments from the Director, NationaJ Security Agency/Chief, Central Security Service -

- Therefore, we request the Director, National Security Agency /Chief, Central Security Service 
provide additional comments on the recommendations by January 19, 2018. 

(U) Please send a PDF file containing your comments to and 
. Copies of your comments must have the actual signature of the authorizing 

official for your organization. We cannot accept the /Signed/ symbol in place of the actual 

signature. 

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at 

(DSN- ). 

Carol N. Gorman 
Assistant Inspector General 
Readiness and Cyber Operations 

'>OD f 2 8 04 • 
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(U) Introduction 
(U) Objective 

(U) Background 

1 (U//FOUO) NSA defines an enclave as a collection of computing, noncomputing, or network devices that do not
have external connectivity, are protected from other networks by a security device such as a boundary or a
firewall, or are standalone.

2 (U//FOUO) Global Cryptologic Enterprise includes worldwide NSA/CSS personnel, systems, and facilities.
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(U) NSA Defensive Measures 

N
13
1.

•

• (

3 (U//FOUO) NSA investigations determined that Edward Snowden exfiltrated

4 (U//FOUO) NSA defines core NSANet as the NSANet enterprise, excluding its enclaves.
5 (U//FOUO) is one of the premier tools development, testing, and integration networks at NSA.
6 (U//FOUO) We did not include initiatives in the audit scope.
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•

•

•

•

•

•

(U) NSA Responsibilities for Implementing STE and STN 
Initiatives 

7 (U) Subnets are the logical grouping of connected network devices on an internet protocol, which is the
standard protocol for communicating across networks.
8 (U) is a Microsoft solution used to manage, store, and enforce user computer security policies.
9 (U)
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(U) Review of Internal Controls 

10 (U) DoD Instruction 5010.40, “Managers’ Internal Control Program Procedures,” May 30, 2013.
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(U) Finding 
(C//REL TO USA, FVEY)

Efforts to 
Implement STE and STN Initiatives 
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(U//FOUO) NSA  Must Take 
Additional Actions to Meet the Goals of Four STE 
Initiatives 

(C//NF)

(C//NF)  
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11 (U//FOUO) The Defensive Measures Enterprise Functional Team, led by the Capabilities Directorate, was
established to develop an enterprise wide campaign to

.
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(U) Table 1.   

S//REL TO USA,FVEY
(U) Source: The DoD OIG.
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(U) NSA Performed Fewer REIPs After Implementing the STE Initiative 

(U) Table 2.  NSAW REIP Results From June 2014 Through May 2017  
C//REL TO USA, FVEY     
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(U) Source: NSA REIP Monthly Reports.
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19 (U) The four NSA cryptologic centers are located in Texas, Georgia, Hawaii, and Colorado.
20 (U) According to S&CI officials, a portal is an ingress or egress point in a facility where REIPs occur.
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2 (U) National Institute of Standards and Technology Special Publication 800 53, Revision 4, “Security and
Privacy Controls for Federal Systems and Organizations,” April 2013.
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33 (U) Committee on National Security Systems Directive No. 504, “Directive on Protecting National Security
Systems from Insider Threat,” February 4, 2014.
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NSA’s Actions 

to Secure its Enterprise 
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(U) Management Comments on the Finding and Our 
Response 
(U) NSA Comments 
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(U) Our Response 

(U) Recommendations, Management Comments, and 
Our Response 
(U) Recommendation 1 
(U//FOUO) We recommend that the Director, Capabilities Directorate, National 
Security Agency/Central Security Service Chief Information Officer: 
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Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36
Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

-

-



a. (U//FOUO) Verify on all devices 
and authenticate all devices connected to the NSA enterprise. 

(U) NSA Comments 

(U) Our Response 

b. (U//FOUO) Assess the volume of data across the National Security 
Agency enterprise, implement tools with the capacity to register and 
baseline all National Security Agency subnets

. 

(U) NSA Comments 

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) Our Response 

(U) Recommendation 2 
(U) We recommend that the Director, Capabilities Directorate, National Security 
Agency/Central Security Service: 

a. (U//FOUO) Implement an automated solution to identify all devices 
connected to the National Security Agency enterprise and verify 
compliance with its global security policies. 

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Our Response 

b. (U//FOUO) Develop and implement procedures to verify that all devices 
connected to the National Security Agency enterprise are properly 
configured . 

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36
Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) Our Response 

(U) Recommendation 3 
(U//FOUO) We recommend that the Director, Capabilities Directorate, National 
Security Agency/Central Security Service Chief Information Officer and the Chief, 
Security and Counterintelligence: 

a. (U//FOUO) Identify and validate the number and location of all enclaves 
connected to the National Security Agency enterprise; 

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) Our Response 

b. (U//FOUO) Conduct a risk assessment to identify the National Security 
Agency’s most sensitive enclaves and data transfer agent locations, 
identify annual funding needed to conduct enhanced random entrance 
inspection at all locations, and, until the funding is provided, conduct 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

---

-



(U//FOUO) continuous enhanced random inspections at the locations with 
the highest risk to the enterprise. 

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

-



(U) Our Response 

c. (U//FOUO) Identify all desktop computers connected to the National 
Security Agency network, conduct a risk assessment to determine how to 
monitor devices where user activity monitoring is not being conducted, 
and conduct periodic testing to ensure that an automated monitoring tool 
is deployed and actively reporting user activity. 

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA
(b)(1)
EO
1352
6
Secti
on
1.4g
and
(b)(3)
PL
86-3
6
Secti
on 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U) Our Response 

d. (TS//NF) Take immediate action to secure the  enclave to 
include identifying all connected devices, monitoring user activity,

.  

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(1)
EO 13526
Section 1.4g
and (b)(3) PL
86-36
Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

-

-



(U) Our Response 

(U) Recommendation 4  
(U//FOUO) We recommend that the Director, National Security Agency/Chief, 
Central Security Service validate whether the National Security Agency’s actions 
to implement Secure-the-Net and Secure-the-Enterprise initiatives that it 
reported as complete are sufficient to fully meet the goals of the initiatives, and 
assess whether the strategy and allocation of resources to effectively complete 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



(U//FOUO) the initiatives for ongoing campaigns will enable the National Security 
Agency to meet its stated goals. 

(U) NSA Comments 

(U) Our Response 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36
Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

-



(U) Recommendation 5  
(U//FOUO) We recommend that the Chief Information Officer, National Security 
Agency/Central Security Service develop and implement a comprehensive plan 
with metrics that clearly outline the methodology to complete the 
Secure-the-Enterprise initiatives and apply a similar methodology to implement 
the  initiatives.  

(U) NSA Comments 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) Our Response 

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)
(3) PL 86-36 Section 6

-

-



(U) Appendix A  
(U) Scope and Methodology  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NS
A
(b)

NSA
(b)(3)
PL

NSA (b)(3) PL
86-36 Section 6I ■ -



(U) Table 5.  Sampled Devices at NSAW, NSAH,  

S//NF 
(U) Source: The DoD OIG.

(U) Scope Limitation 

S//NF   

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section
6NSA (b)(3) PL 86-36 Section 6

-

- 1 

-



(U) Use of Computer-Processed Data  

(U) Use of Technical Assistance  

 

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

-



(U) Prior Coverage  

(U) DoD OIG 

(U) NSA Inspector General 



(U) Appendix B  
(U) STE Initiatives  

(U) Table 6.  List and Description of STE Initiatives 

S//NF

S//NF

STE Initiative Initiative Description

NSA Reported 
Completion Status 
(as of August 2017)

NSA
(b)(3)
PL

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

■ 



S//NF

STE Initiative Initiative Description

NSA Reported 
Completion Status 
(as of August 2017)

S//NF 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF

STE Initiative Initiative Description

NSA Reported 
Completion Status 
(as of August 2017)

S//NF 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

- I 



S//NF

STE Initiative Initiative Description

NSA Reported 
Completion Status 
(as of August 2017)

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

- I 



S//NF

STE Initiative Initiative Description

NSA Reported 
Completion Status 
(as of August 2017)

S//NF 
(U) Source: The NSA.  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

- I 



(U) Appendix C  
(U) STN Initiatives 

S//NF 
 

STN Initiative 
 

Initiative Description 

 
NSA Reported Status 
of Completion (as of 

August 2017) 

S//NF

NSA
(b)(3)
PL

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

■ 



S//NF 
 

STN Initiative 
 

Initiative Description 

 
NSA Reported Status 
of Completion (as of 

August 2017) 

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF 
 

STN Initiative 
 

Initiative Description 

 
NSA Reported Status 
of Completion (as of 

August 2017) 

S//NF

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6



S//NF 
 

STN Initiative 
 

Initiative Description 

 
NSA Reported Status 
of Completion (as of 

August 2017) 

S//NF
*(U)
(U) Source: The NSA.

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6



(U) National Security Agency 

 

(U) Management Comments 
 

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

liOP SEOREli:ilftCts 'FO UBJ\, f','£Y 

NATIONAL SECURITY AGENCY 
CENTRAL SECUR ITY SERVIC E 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

22 November 20 I 7 

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE 

SUBJECT: ~) Response to Request for Comment 

REFERENCE: (U) Department of Defense Inspector General Draft Report, "The National 
Security Agency Enterprise" (Project No. D2017-D000RC-0001 .000) 

(U) The National Security Agency appreciates the work of the DOD Inspector General 
and welcomes this opportunity to provide comment to its draft report on the Agency ' s efforts to 
achieve effective network, personnel, and physical security configuration controls and processes. 

. (6})1 ODOJ We acknowledge and accept the DoD !G's observations during the period of 
this report 

• (U) A lack of a prioritized comprehensive strategy; 
• (U) Our inability to fully implement our plans; 
• (U) Insufficient internal controls; and 
• (U) A failure to adequately establish a physical inspections regime. 

We have maintained the commitment and focus 
of an incredibly talented and dedicated workforce, and through their work have achieved 
encouraging progress to address the DoD !G's findings. Specifically: 

• (I I l'fQf IOj Toe NSA Director set unified accountabiliz and management controls 
conditions across all NSA mission and enterprise IT 
for tracking implementation of, and ongoing compliance with, STN/STE requirements; 

Derived From: NSA/CSSM 1-52 
Dated: 20 I 30930 
Declassify On:~ 
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(U) National Security Agency (cont’d) 

 

  

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL
86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

1iQP Sl!l0Rl!11i.\'Rfits 1i8 e!Bl\, FYE¥ 

• tel:\1F8el8) NSA has dynamically adapted our implementation plans in pace with 
dynamic baseline changes, new discoveries, and emerging security technology & 
tradecraft; 

• t5 l~3A has recalibrated personnel, ph sical, and industrial securi rocesses 
· oint organization 

• (I I 'WO' IOj NSA has established an integrated team, - combining the talent, 
technology, and techniques spanning our Operations] Research] Securt & 
Counterintelligence, and Capabilities organizations 
-and 

• (U) NSA has a comprehensive communications and action plan focused on affirming a 
culture of security consistent with stewardship of the classified national security 
information and systems with which we are entrusted. 

edge the urgency of this effort . 
In our detailed comments we have outlined substantive 

progress since the date of this review, as well as our steps and timelines moving forward. 
Moreover, we have confidence in our course forward to achieve a secure baseline, and are 
enacting accompanying procedures to sustain that secure state in a manner consistent with our 
obligation to the American people. We can only be credible in our defensive mission if our own 
networks are the standard bearer for these best practices. 

("/,'FOl!!IO) We welcome the insights and views of our DOD JG counterparts and we ask 
that you return to NSA later in FYI 8, following the projected 3rd quarter FYI 8 completion of our 
comprehensive security improvements, to assess whether we have achieved our desired outcome 
and to provide us any further recommendations or insights - even as we acknowledge improved 
security is an effort that n . . II .11 II II , I . I . 

MJCHAtL :S. KUtitK:S 
Admiral, U.S. Navy 

Director, NSA/Chief, CSS 

Encl: t"1\1'0l!!IO) NSA Response to Draft DoD JG Report "The National Security Agency 
Enterprise: Project No. D20 I 7-D000RC-0001 .000," dated 31 October 2017 

Copy furnished: 
Secretary of Defense 
Vice Chairman, Joint Chiefs of Staff 

liOP BEORE1i.\'Rfits iJiQ e:s,·., fl:'l!llf 



(U) National Security Agency (cont’d) 

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526
Section 1.4g and (b)(3)
PL 86 36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

TOP ffGRF7;glS1ib iQ 116 I; 6, ll Pl , 0BR, Pli!'l 

22 November 2017 

SUBJECT, II IJ,(SOI IA) DIS" Response to Draft DoD IG Report "The National Security Agency Enterprise: 
Project No. D2017-DOOORC-0001.000", dated 31 October 2017 

(0,9 I 060) NSA appreciates the opportunity to review and respond to the DoD ,G Report concerning 
"The National Security Agency Enterprise." NSA agrees with the findings of the DoD IG and welcomes 
their independent assessment. NSA fully acknowledges that the comprehensive work we have 
undertaken to protect all networks ands stems associated with NSA's mission from insider and external 
threats 

Given the complexity of deploying these defensive measures 
comprehensively across the NSA enterprise( we acknowledge that the Director of NSA {DIRNSA) set a 
challenging goal for completion I I but he did so consciously to drive both completion 
and cu ltural change at NSA. Because of focused senior leadership attention at the highest levels, 
significant rea llocation of resources {people and dollars), and the tireless work of the highly skilled NSA 
~ make significant progress and estimate that I I 
~e are on course to complete the designated tasks in 3QFY18. Protecting 

core national security secrets is a responsibil ity we take very se riously; it is also a task that will never be 
complete as we need to continuously adapt to new technologies and new threats. Accordingly, we value 
the DoD ,G's feedback on the progress we had made through early 2017 in our endeavor to harden our 
networks and processes against insider and external threats, as well as your recommendations and 
insights to help us manage these efforts more effectively. 

{U) The Complexity of NSA's M ission and Networks 

{~ Given NSA's signals intelligence and information assurance missions, we know there are no 
silver bullets in information or network security. Throughout our existence, we have continuously 
evolved our security practices to incorporate new technologies and compensate for the ever-changing 
th reat environment. Recent unauthorized disclosures by affi liated insiders caused the Agency to adopt 
and aggressively implement a com rehensive set of enter rise defensive measures desi ned around a 
defense in de th model. 

(ii;';'Rlib I 16 c; fl 1p1) NSA has a very complex, diverse, technology environment composed 
of mission and enterprise (desktops, networks, office automation, business1 collection( processin§: and 

Oisb 851%T2955 SPTP'lfiB§) svstems opera.ting at all ~lassification levels,I 11 II 
llll ll■ll■llll ll■IIIIIIII IIHl•~SA's mIssIon requires that we understand all of the constantly 
changing information, communication, and security technology used by our foreign inte ll igence targets 
{for our Signals Intelligence mission), as well as by the US Government and our allies (for our 
Information Assurance mission). We need to bring all of this diverse technology into NSA's networks, 
and then develop and globally deploy additional technology to exploit and/or defend it. To protect 
sensitive NSA missions and capabilit ies, as well as to enable NSA to safely study foreign malware, NSA's 

Classified By:­
Derived From: NSA/CSSM 1-52 

Dated: 20130930 
Declassify On · JOG?? 291 
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(U) National Security Agency (cont’d) 

NSA (b)(1) EO 13526 Section
1.4g and (b)(3) PL 86-36

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

(~) Prior to August 2016, NSA had a federated approach to managing, securing, and defending 
licy and standards role that covered all NSA IT, the NSA CIO its networks. While the NSA CIO had a po

(dual hatted as the Technology Director) only had direct management control over enterprise IT and 

large-scale mission systems. Management controls over mission IT, and IT for some other specialized 

purposes, was federated to other NSA directorates. As NSA launched the Secure the Enterprise (STE) 
initiative in summer 2015, with DIR · e to deploy these defensive measures 

comprehensively and com letel b it became apparent to NSA leadership that this 
federated approach to ITIIII to uniformly achieving and maintaining the 
enhanced network security posture that is foundational to NSA's continued success. 

fU,YfOUO) These challenges, in fact, were a key driver in the restructuring of NSA (NSA21) that took 
place effective 31 August 2016, consolidating responsibility for developing, deploying, managing, 

securing, and defending all NSA IT networks and systems, at all classification levels and for all purposes 

across the NSA enterprise, into one directorate (Capabilities) headed by the Chief Information Officer 

(dual hatted as Capabilities Director) . Another stated objective of NSA21 was to combine technology 

experts in the Capabilities Directorate (and operational experts in the Operations Directorate) from both 

the Signals Intelligence and Information Assurance missions in order to ensure that all NSA solutions and 
activities leveraged the full knowledge of NSA. In other words, the Director of NSA reorganized the 

Agency to create a Chief Technology Officer role (i.e . the Capabilities Director), to unify that role with 

the Chief Information Officer, and to set the conditions for unified management controls across all NSA 
mission, business, and enterprise IT. 

(o;; I ODO) Despite the disrupt ive nature of such a major reorganization, the newly established 

Capabilities Directorate has steadily gained momentum in executing the defensive measures reviewed 
b th D DIG E I 2017 t bl" h d d · I en : I • t II I• I• 1 • 

NSA has reprioritized significant resources (personnel, money and time) in 
support of this goal. Senior leadership across the Agency (including DIRNSA and the NSA Board of 

Directors) is fully engaged and there is unambiguous emphasis from DIRNSA on completing the work 

completely, comprehensively, and quickly. Thus, the insights provided by the DoD IG are valued and 
accepted and will be adopted to further enhance our security posture. 

lf:4'REI 116 a; Fl IE:S) Many of our missions present particularly complex situations which add challenges 
hd ddf I IS : : I • I I • I" I I , I , I • 

I• • I. I • II . I • • • I I I • • _ ■ 

Measures (DM), developed by a cross-organizational DM Enterprise Functional Team (DMEFT). 

2 



(U) National Security Agency (cont’d) 

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and
(b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526
Section 1.4g and (b)(3)
PL 86 36 S i 6NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)
(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and
(b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3)
PL 86-36 Section 6

TCP SSCRFl;\'951 IO 116 As o 116; E 2PI, i0R, fJJt 

fii;';IIUib' Iii n; fl 'P'I In every phase of our increased security efforts (Secure the Network (STN), Secure 
the Enter rise (STE), and 
I It has always been recognized that a 
compilation of measures, or a defense in depth approach, is necessary to achieve the desired security 
posture. In addition to the layered defense approach, NSA quickly determined tha t reaching our 
objectives in our complex networks required a combination of NSA-developed Information technology 
and commerciall available technolo with lots of ada tation alon the wa . 

(U) NSA's Defensive Measures 

fC;\'R[b U§ ' , 12 "[11) NSA's STN and STE defensive measures reviewed by the DoD IG extend the 
fundamental protections mandate 
measures across all NSA networks! 

regardless of purpose or sensitivity. STN/STE applies the general principles 
recommended by NSA for all national security systems to our own complex, multi-domain enterprise, 

STN/STE will achieve the following outcomes: 

o Privileged User Accountability: Ensure that no system administrator can take actions without 
being observed and that no system admin istrator can cover his/her tracks. 

individual technical efforts.) 

o Analyt ic Rigor: Ensure that all security-relevant events on NSA's hosts and networks are 
captured a · · · · · · · 

o Secure Development: Initiate programs to ensure that new NSA capabilities are secure at 
deployment and remain so throughout their lifetime, leveraging automation to detect deviation 
from established security standards. 

o Robust & Reliable Systems: Ident ify key mission systems and dependencies; invest in reliabil ity 
and survivability for end-to-end threads for mission essentia l functions. Extend securitv to 
physical and industrial infrastructure supporting NSA facilities 1 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and
(b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and
(b)(3) PL 86-36 Section 6

NSA (b)(1) EO
13526 Section
1 4 d (b)(3)NSA (b)(1) EO 13526 Section

1.4g and (b)(3) PL 86-36
S i 6 NSA (b)(1) EO

13526 Section
NSA (b)(1) EO 13526 Section 1.4g and (b)(3)
PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

•iiP 6iiREiJ;,\lRil•ii lllil; 2116; snr:, 689; Pliib 

0 d : I I • • II t• 111• 11 •• • I It • 

(Sjj ittt USA, I e L,) NSA has re-prioritized significant resources to meet these objectives. Between FY14 
and FY17, NSA expended ,n efforts specific to implementation of STN STE and 
~ain these efforts going forward, NSA has internally budgeted 
~cross the FYDP. in addition, NSA continues to utilize large numbers of highly skilled 

government personnel to manage implementation of currently approved security measures, 
nd to continuously assess the effectiveness of our comprehensive approach 

against known and anticipated insider and external threats. 

{b)) I GUO) NSA recognizes that once these measures are in place, operating them for enterprise-wide 
defense and assurance will require long-term investment of personnel, analytic resources, and 
continuous innovation. This investment is essential to provide appropriate protection of NSA's 
operational capabilities and extraordinarily sensitive information . A particularly important part of this 
investment will need to be in fostering and maintaining a more aware/resolute/sophisticated culture of 
security across the entire workforce. 

(i!J,VFOl!JOj As NSA gains experience with these advanced techniques, we are committed to 
incorporating what we have learned into guidance issued by our information assurance mission, into 
defensive cybersecurity operations we conduct across the National Security community, and into 
engagements with partners on how to best protect our National Security assets. 

I' ,#FOi :g) Recommendation 1- We recommend that the Director, Capabilities Directorate, and Chief 
Information Officer of the National Security Agency/Central Security Service: 

a. (Off I GUO) Verify 

devices connected to the NSA enterprise. 

NSA Response: (6,VRH i!J§; ;, Fe E;) Agree. 
the time the DOD IG performed the audit o 

Target Completion Date: (U) 3QFY18 

on all devices and authenticate all 

•• , II' • 1 • • 1• 11111,1 • I I I ■" • • 

4 



(U) National Security Agency (cont’d) 

NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and
(b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO
13526 Section

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526
Section 1.4g and (b)(3) PL
86 36 Section 6NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

ililP o[uRE.,\'Rl!l •□ lei§::, : :l!!J§, E: tf J, e1911, IIH 

b. (Uf;lreue) Assess the volume of data across the National Security Agency enterprise, 
implement tools wi ency 

NSA Response: fo1'1'REL lei§•:, PVEI/) Agree. is a 
key component of our overa ll initiative. We continue to make progress toward this goal; the rate 
of progress has increased. Our initial effort to ba lin ork utilization of NSANet subnets 
under STN hat work was completed in 
October 2 , u as prev:ous y no e , a : :ona :sc osures identified the need to extend this 
measure into all network enclaves. Achievin 
the 

(:J1V11Et MA, I e LI) NSA agrees that registering all NSA subnets is a critica l security measure and 
continues to expand the layered management process across all networked planes to include 
new and/or newly reported enclaves. A re-evaluation of alternative data analytics and network 
instrumentation has been conducted and as a result, NSA has concluded that a combination of 
data analytics and network instrumentation will scale to meet growing network monitoring 
needs, and leverage modern analytic platforms to support STE/STN initiatives. Efforts that 
support increased network monitoring are focused on analytics combining data from a variety of 

I .11 I, I 1· •1 I Ill ·11•1 I 

flei,V~OleiO) NSA is deploying an initial com rehensive ca abilit combinin man s I i 
part of the STE deployment, which 

owever, the big data analytics and alerting mechanisms will continue to evolve over 
time as NSA develops progressively more sophisticated tactics to identify what is anomalous on 
our networks. 

Target Completion Date: (U) 3QFY18 

(U) Recommendation 2 - We recommend that the Director, Capabilities Directorate, National Security 
Agency/Central Security Service: 

a. (OJ; I eoe) Implement an automated solution to identify all devices connected to the National 
Security Agency enterprise and verify compliance with its global security policies. 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3)
PL 86-36
Section 6

NSA (b)(1) EO
13526 Section
1 4g and (b)(3)NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

TOP SFGPFJ,i(RSl IO I IS 0; 0 I IC; 6 P JI; SOR, Jl@L 

Target Completion Date: (U) 3QFY18 

b. fU1) 1Fl!IUl!I) Develop and implement procedures to verify th 
National Security Agency enterprise are properly configured -
Checkli sts and va lidation procedures accordingly. 

Target Completion Date: (U) 3QFY18 

. . .. . . ... . . .. 
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(U) National Security Agency (cont’d) 

  

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g

NSA (b)(1) EO
13526 Section
1 4 d (b)(3)

NSA (b)(1) EO
13526 Section

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526
Section 1.4g and (b)(3)
PL 86 36 S i 6NSA (b)(1) EO 13526

Section 1.4g and (b)(3)

NSA (b)(1) EO 13526
Section 1.4g and (b)(3)
PL 86 36 S ti 6

TWP §EiAEiJs\fAEL l0 M!h :, Ab9, t!hid, OSI<, IJZL 

fl!l(,1f81!18} Recommendation 3 - We recommend that the Director, Capabilities Directorate, Chief 
Information Officer, and the Chief, Security and Counterintelligence, of National Security 
Agency/Central Security Service Chief Information Officer: 

a. 

NSA Response: (5)) I([[ USA, FOE I) Agree. NSA requires that the STE measures be implemented 
in all networks, 1 ssociated with the 
NSA mission, regardless of classification or purpose. STE coverage has been directed by DIRNSA 
to be complete and comprehensive; the various definitions of enclaves were intended to convey 
that point to the entire NSA enterprise. Since the primary networks and subnetworks associated 
with NSA's mission have been under direct management control of the NSA CIO since STE 
began, the emphasis has been on ca taloging the enclaves that had been under federated 
control. Although different documents at NSA used slightly different language to describe an 
enclave, there was no practical significance because the requirement to implement STE is 
comprehensive across NSA. NSA has now established a sin le authoritative definition of 
"enclave", which is inclusive of all networks 

ssociated with NSA's missions and functions 
(regardless of purpose, classification level, or compartmentation). For completeness, we have 
now recorded even the core NSA Top Secret network, NSANet, as an enclave. 

(S)) I([[ USA, FOL I) Since NSA21, the Capabilities Directorate has established a single[ 
authoritative list of all enclaves associated with the NSA mission (referred to as 1. 
Although the first draft of was created through the data calls indicated in the DoD 
IG report, the STE Advanced Verification teams (described in more detail in response to 
Recommendation 4 below) have been systematically working with all mission elements and all 
system administrators throughout the NSA enterprise to identify all enclaves associated with the 
NSA mission. When a new enclave is identified, both a senior manager within the appropriate 

mission element and the NSA ~10 must aporove its continued existence in writing; once 
approved the enclave/system 1s added to 

!E:'/REL 116 e, Fl IE>r) NSA continues to identify new enclaves through ongoing data calls, mission 
owner engagements, and network insoections. All new enclaves must be approved by the NSA 
CIO and added to the on line system, which is part of the CIO Dashboard and the 
Source System of Record for enclave data. Additionally, NSA agrees that having the location data 
for the enclaves is important information to inform NSA's physical security activities. NSA has 
begun collecting that information for all enclaves and is entering the data in the online 

,ystem. This effort will be complete by 31 December 2017. 
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(U) National Security Agency (cont’d) 

  

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526
Section 1.4g and (b)(3) PL
86 36 S ti 6NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL
86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section
1.4g and (b)(3) PL 86-36
Section 6

NSA (b)(1) EO 13526 Section
1.4g and (b)(3) PL 86-36 Section
6

T8P §Ef!REifi//REL Ef8 l!l!JA, Al!l9, CAIJ, dbl\, 102£ 

l~i\'~O~O) NSA has created an authoritative and a comprehensive list of enclaves approved by 
the NSA CIO. We will continue to maintain an authoritative list as new enclaves are approved 
and previous enclaves are decommissioned . All new networks, enclaves, and systems added to 
NSA's enterprise will be required to be fully compliant with the STN and STE standards as part of 
their initial security authorization. With the dynamic nature of our networks and the connected 
IT devices, NSA will continuously review the validity and accuracy of ata and make 
adjustments as necessary. Procedures for monitoring enclaves and the plan to disconnect non­
compliant devices will be updated. 

Target Completion Date: (U) 3QFY18 

b. ft10POtlO) Conduct a risk assessment to identify the National Security Agency's most 
sensitive enclaves and data transfer agent locations, identify annual funding needed to 
conduct enhanced random entrance inspection at all locations, and, until the funding is 
provided, conduct continuous enhanced random inspections at the locations with the highest 
risk to the enterprise. 

NSA Respons1. . ,,,, lttt MA, I VE I) Agree. NSA appreciates the importance of physical security 
as a critical component to overall security of our personnel, systems, information and 
equipment. NSA's Security & Counterintelligence (S&CI) has taken multiple steps to increase 

: ,- •• 1 • - t· • · h h have been identified and approved 
nd are pending conclusion of the 

In addition, NSA established a cross-agency 
functional team (Defensive Measures Enterprise Functional Team (DMEFT)) which, amen 

he results were used to select the 
to be examined for defensive measures above the STN/STE standard and 

orovided inout to identifying the most sensitive enclaves and data transfer locations. As a result 
I I •,ere slated for enhanced personnel and physical security scrutiny to include 
the immediate funding and forthcoming procurement and implementation of continuous 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO
13526 Section
1 4g and (b)(3)

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 8

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36
Section 6

NSA (b)(3) PL 86-36 Section 6

iOP61!6Alio¾\'Al!LiO 116'; '116; 6'PI; 6~A; m!L 

(G:':'PEI I If•, P 'lilf) Among NSA's defense in depth approach to achieving greater security are 
four coordinated efforts covering Mission Security (modifications in procedure, access and 
control), Personnel Security (increased vetting and polygraphs), User Activity Monitoring 
(increased coverage and focus) and Physical Security (Enhanced two person controls, REIPs and 
full-time Enhanced Inspections). Under the aus ices of the DMEFT efforts NSA has 

-

ted Enhanced Inspections (Els) 

These Els are in addition to Apenoa,c tx,t Inspections (AEI) which are performed by 
Access Control Specialists throughout the day at all NSA-Washington (NSAW) and Cryptologic 
Center lobbies, and REIPs which continue across the entire -SA extended enter rise· all of 
which are currently being executed with existing resources 

(~) Noted decreases in REIPs from June 2014 to May 2017 failed to include AEls which 
should have also been taken into account in order to form a more complete picture of NSA's 
level of effort and prioritization against satisfying STE objectives. Coinciding with the 
implementation of REIPs, NSA also increased the number of AEls conducted by Access Control 
Specialist (ACS) contractors (random exit inspections without metal detectors) across the NSA 
enterprise. When taking into account all these physical security efforts, NSA experienced an 
overall increase in exit inspections during this timeframe (June 2014-May 2017). NSA increased 

" t 1 •• •1 ". I "• 

Dates 

June 2014-May 2015 

June 2015-May 2016 

June 2016-May 2017 

June 2017-Oct. 2017 

~) NSA is comm 
security efforts, at future 

"I I U. "U"I I" .ti II . I I" II 

Target Completion Date: (U) 3QFY18 

as a complement to other 
locations. 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section
1.4g and (b)(3) PL 86-36 Section
6NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526
Section 1.4g and (b)(3) PL
86-36 Section 6NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 8

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

IOR 656Rinsy1Ril ipQ I 16 P; P t,,1§ , Ci fl , QOR , fli!L 

c. (U,C,Sreue) IJentify all desktop computers connected to the National Security Agency 
network, conduct a risk assessment to determine how to monitor devices where user activity 

monitoring is not being conducted, and conduct periodic testing to ensure that an automated 
monitoring tool is deployed and actively reporting user activity. 

NSA Res onse: · · · 

abov II 

~) Regarding an automated monitoring tool, NSA has developed an analytic capability 
to identify in-scope devices that are both covered and uncovered from a UAM standpoint. This 

-

t' feds t ted not'f t'on to 

In addition, we provide guidance on how to correct devices 
that are not UAM compliant in an effort to increase consistent UAM coverage across the 
enterprise. This initiative was piloted in August 2017 and operationalized in September 2017 
with notifications being sent on a weekly basis. 

!D1V~Et U§111, Pee 1) Automated UAM coverage metrics are already in pl~ 
Dashboard. The automated notification mechanism is currently in use. -­

are currently being tested and operationalized. 

Target Completion Date: (U) 3QFY18 

d. (IS)}REL USA, FOCI) Take immediate action to secure the 
identifying all connected devices, monitoring user activity, and 

NSA R G "Rib 116 c .. .. · · ams across the Agency has 

curity measures within the 

( I SJ} f\EE I 6 USA, F O El) The Defensive 

Measures activity was established in October 2016 to focus on particularly sensitive and critical 
mission areas where the unique technica l, architectural, or operational characteristics of the 

d t k d d b d STN d STE t t t th ' . 
·• • •t t•t I t• I• 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO
13526 Section
1 4 d (b)(3)

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section

NSA
(b)(1)
EO NSA (b)(1) EO 13526 Section 1.4g and (b)(3)

PL 86-36 Section 6

NSA
(b)(1)
EO

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

JOB 6EGREf//AELlO 1!13: :, : tU§, !)l(IJ , Obit, 14£L 

-

UJA, I e LI) A team of subject matter experts from a wide range of disciplines, including 
mission, capabilities development, information technology, counterintelligence, 

physical security, personnel et of 
recommendations for securing 
substantially reduce ri k 
identified the largest 
enclave as its primary initial focus in December 2016. 

Core mission components of.were identified, including supporting IT infrastructure, 
physical perimeter, associated personnel 1 ■ ■■ and current risk 
mitigation measures. 

A risk awareness process was established, scoring a weighted set of-isks against the 
list of mitigations to quantify the expected reduction in risk . 

(3)) lttt UJA, I e LI i The output of these two efforts led to the following: 

• IT equipment and applications are being modernized and standardized in compliance 
with the STN/STE requirements. 

• tighten access control 
and remove local and unnecessary duplicate copies of data . 

• Complementary IT/ infrastructure and physical security plans are underway to separate 
physical access from administrative control and implement user activity monitoring 
where technically feasible . 

• Physical security measures are being implemented to increase entrance and exit 
inspections in areas associated with 

Target Completion Date: (U) 3QFY18 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1) EO 13526 Section 1.4g
and (b)(3) PL 86-36 Section 6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3)
PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6
NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

TQP 6E5AriiF;i{QS! TO t 15 C; CI 15; GO hi; CPR; DlZ: 

fl l,'}~OWOI Recommendation 4 - We recommend that the Director, National Security Agency/Central 
Security Service, validate whether the National Security Agency's actions to implement Secure-the­
Net and Secure-the-Enterprise initiatives that it reported as complete are sufficient to fully meet the 
goals of the initiatives, and assess whether the strategy and allocation of resources to effectively 
complete the initiatives for ongoing campaigns will enable the National Security Agency to meet its 
stated goals. 

NSA Response: ('i½'"2L ?e u,i!\, I o 21) "gree. DIRNSA and the NSA Board of Directors have been 
directly involved in regular reviews of the implementation of STN, STE, and enhanced defensive 
measures for since November 2016. NSA has implemented a well -documented 
checks and balances approach to validating the satisfactory completion of STN/STE work (see 
below). Once STN and STE measures have been completely deployed, NSA will randomly but 
frequently spot check sufficiency of ongoing verification measures. From a resource perspective we 
have captured the expected costs associated with achieving and maintaining the desired end state. 
As the infrastructure and threats evolve, we will need to adjust our resource strategy accordingly . 

(6,'ilR~L WO n, µ: T\11 To ensure that all STN and STE measures were implemented across all NSA 
networks (Top Secret, Secret, and Unclassified), including all enclaves 

• (~ NSA developed STN/STE specific checklists for all technical measures which 
must be implemented on each network and in every enclave, and documented formal 
verification procedures with designated entities as the official verifier for each checklist 
item. The requirement to implement these measures was formally signed by the NSA 
CIO, as well as procedures and delegations to address any proposed exceptions. 

• (~) For each checklist item, playbooks have been developed describing the 
approved technical solutions and associated monitoring approaches to achieve full 
compliance. As new solutions are approved by the NSA CIO, they are added to the 
playbook. 

• (~) The NSA CID/Capabilities Director divided the entire NSA mission and 
function space into four bins and assigned an Orchestration Lead to each with 
responsibility for ensuring that every enclave associated within their bin across the NSA 
enterprise was brought into full STN/STE compliance. These leaders comprise the 
Orchestration team. 

(~ Each Orchestration Lead established an Execution Team to oversee bringing 
all of their assigned enclaves into compliance. These Execution teams were then 
augmented by 12 Advanced Verification teams to assist individual enclave owners with 
implementation of all requ ired checklist items, to monitor schedules for completion, 

• • I" "I • . ·.1 I • II• . • II • ·• I 

• (~) The NSA CIO required core NSANet to implement the standards and 

requirements spelled out in the Enclave Checklist to ensure core NSANet is brou2ht into 
full STN/STE compliance as well I 11 111111111 

(~) To ensure that enclaves remain compliant, NSA established a CIO dashboard 
which receives automated feeds from the centralized big data analytics that determine 
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(U) National Security Agency (cont’d) 

  

NSA (b)(1)
EO 13526
Section 1 4g

NSA (b)(1) EO 13526
Section 1.4g and (b)(3)
PL 86-36 Section 6

NSA (b)(1) EO 13526 Section
1.4g and (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6 NSA (b)(3) PL
86-36 Section
6

NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6
NSA (b)(1) EO 13526 Section 1.4g and (b)(3) PL 86-36 Section 6

TiP EECiREifi;\'REL l8 ~J; t, ; t59, CAI( Obit, 142( 

the percentage of coverage for each checklist item for each enclave, for all checklist 
items capable of automated verification. For the remaining items, manual independent 
validation is the best that can be achieved; periodic manual validations are also included 
in the dashboard. 

• ('19 ALL MA, I o L,) .~SA also established a Program Management team to identify and 
track all resources and purchases required to implement all STN/STE measures. The 
team has worked with NSA leadership to re prioritize resources as requ ired . In addition 
to the..,rogrammed to add advanced security measures acr-I 
(Top Secret, Secret and Unclass~cy also reprioritized 
funding, received an additional~upplemental funding,anreprioritiz 
thousands of government resource hours to accelerate the implementation timeline. 
The Agency, as a whole, is aggressively moving forward to complete these initiatives. 

Target Completion Date: (U) 3QFY18 

(0)) FOOD) Recommendation 5 - We recommend that the Chief Information Officer, National Security 
Agency/Central Security Service, develop and implement a comprehensive plan with metrics that 
clearly outline the methodology to complete the Secure-the-Enterprise initiatives and apply a similar 

methodology to implement thelllllllllllllll■nitiatives. 

NSA Response: (l;,\IR~L, Is a, ~· T') Agree. Under direct supervision from DIRNSA, the NSA CIO is 
executing a comprehensive, time-bound plan, with metrics, to complete the STN and STE 
initiatives. NSA is simultaneously executing a plan to compl~onal initiatives tailored to 

ffort. All STN, STE and -initiatives are progressing 
toward completion. 

(6//951 I ,6 n, Fl '61'.) Responding to the unauthorized disclosures since 2013, NSA identified a set 
of STN and then STE measures that would collectively reduce the risk posed by a malicious 
insider. The STE initiative (like the STN effort that preceded it) began with a formal risk 
assessment conducted by a cross-disciplinary team of experts drawn from both the foreign 
intelligence and defensive missions at NSA, which considered all possible insider and external 
risks to NSA's networks and the relative effectiveness of various prevention and mitigation 
techniques. Our evaluation of risks and mitigations was informed by industry leaders and other 
U.S. Government agencies. This risk assessment and the most effective and implementable 
mitigations were approved by DIRNSA in August 2015. The approved STE mitigations are 
documented in a placemat (with deadlines noted for each measure), as well as a more detailed 
checklist with implementation-level play books for the execution teams. Progress of each STE 
measure is tracked via a near real-time dashboard, and briefed to the NSA's Chief Information 
Officer/Director of Capabilities on a weekly basis, to DIRNSA at least monthly (with additional 
meetings on specific topics), and to NSA's Board of Directors biweekly, to ensure its continued 
emphasis as one of the DIRNSA's top priorities. 

(9,W!EL U911<, Pe L,) NSA established the Defensive Measures Enterprise Functional Team 
. . 
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(U) National Security Agency (cont’d) 

NSA (b)
(1) EO

NSA
(b)(1)NSA

(b)(1)
EO NSA (b)(1) EO

13526 Section
1 4g and (b)(3)

NSA (b)(3) PL
86-36 Section
6

NSA (b)(3) PL
86-36 Section
6

T8P §[CiRElis\'R EtlO 1!9::, jltLJ9, ex:c, Obit, 142£ 

premised on the concept of a focused and layered security approach, and drawing from the 
cross-organizational makeup of the DMEFT as well as several senior Subject Matter Experts 
within the -community, the DMEFT constructewethodology to harden the • 
environment. Like STE, the defensive measures for-re documented in-at, checklist, 
and detailed playbooks and the implementation progress is tracked via an scorecard, 
which is also regularly briefed to NSA Senior Leaders. 

Target Completion Date: {U) 3QFY18 

~) NSA-ni es the need to maintain the momentum currently driving the implementation 
of STN, STE and initiatives, and will continue to invest human and financial capital in FY2018 
and beyond to sustain the entirety of defensive measures as an NSA top priority. Additional 
enhancements and expansions of STE and-measures are under discussion for implementation in 
2018 as our security efforts are never "complete." 
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(U) Glossary 
Active Directory. 

 CASCADE

Data Transfer Agent (DTA).

Enclave.

NSA Network (NSANet).

Orbitcity

 Port Security.

Portal.

Prohibited Items.  

Removable Media.

Restricted Items.  

SILENTSPARROW.

NSA (b)
(3) PL
86-36
Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

NSA (b)(3) PL 86-36 Section 6

• 

-



Subnet.  

Thick Client.  

Thin Client.

Token.

WATCHMAN.  NSA (b)(3) PL 86-36
Section 6

-



(U) Sources of Classified Information 
Source 1: 

 
Source 2: 

 
Source 3:   

 
Source 4:   

 
Source 5:   

 
Source 6:   

Source 7:  



Source 8:  

Source 9:  

Source 10:  

Source 11:

Source 12:  NSA (b)(3) PL
86-36 Section 6-



(U) Acronyms and Abbreviations 
CSS Central Security Service

CIO Chief Information Officer

COA Course of Action

DTA Data Transfer Agent

IP Internet Protocol

MAC Media Access Control

NSA National Security Agency

NSAH National Security Agency Hawaii

NSANet National Security Agency Top Secret Network

NSAW National Security Agency Washington

REIP Random Entrance Inspection Program

STE Secure the Enterprise

STN Secure the Net

S&CI Security and Counterintelligence

TS Top Secret

NSA (b)(3) PL 86-36 Section 6



Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Ombudsman's role is to 

educate agency employees about prohibitions on retaliation 

and employees' rights and remedies available for reprisal. 

The DoD Hotline Director is the designated ombudsman. 

For more information, please visit the Whistleblower 

webpage at www.dodig.mil/programs/whistleblower. 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
congressional@dodig.mil; 703.604.8324 

Media Contact 
public.affairs@dodig.mil; 703.604.8324 

For Report Notifications 
www.dodig.mil/pubs/email_update.cfm 

Twitter 
www.twitter.com/Do D _ IG 

DoD Hotline 
www.dodig.mil/hotline 
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