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INSPECTOR GENERAL

DEPARTMENT OF DEFENSE

4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

July 20, 2021

MEMORANDUM FOR SECRETARY OF DEFENSE

SUBJECT: Compendium of Open Office of Inspector General Recommendations
to the Department of Defense

The DoD Office of Inspector General (DoD OIG) is issuing its fifth annual Compendium

of Open Office of Inspector General Recommendations to the Department of Defense.

As of March 31, 2021, the number of open DoD OIG recommendations has decreased

from 1,602 on March 31, 2020, to 1,456. Of these open recommendations, 45 have
identified potential monetary benefits totaling $6 billion. DoD management has agreed

to take corrective actions on 1,369 of the 1,456 open recommendations. The remaining

87 recommendations are considered unresolved because the DoD OIG and DoD Components
have not agreed on corrective actions that meet the intent of the recommendation.

The DoD has provided supporting documentation that led to the closure of more than

2,900 recommendations in the past 4 years since the Compendium’s original issuance in 2017.
However, 1,072 recommendations reported in previous Compendiums remain open, and the
DoD OIG has made an additional 527 recommendations in audit and evaluation reports that
were issued since the previous Compendium, of which 384 are currently open.

The number of aged recommendations again increased, although at a much smaller rate than
we noted in last year’s Compendium. This year, the number of open recommendations more
than 5 years old increased to 191, a 12 percent increase over the number of recommendations
that were reported as more than 5 years old in last year’s Compendium.

For the first time since we began issuing our annual Compendium, the number of
unresolved recommendations has decreased considerably, with a 44 percent reduction
since last year’s Compendium. As in previous Compendiums, the vast majority (80 percent)
of these recommendations were unresolved because the DoD Component did not provide
adequate comments explaining how management planned to address the issues identified in
either the draft or final report. For example, DoD management might indicate concurrence
with a recommendation, but not explain the corrective actions it plans to take in order to
implement the recommendation.



In addition to the recommendations discussed above, during the audits of the DoD’s and

DoD Components’ FY 2020 financial statements, auditors issued notices of findings and
recommendations related to material weaknesses, significant deficiencies, and non-compliance
with laws and regulations. While these financial statement recommendations are not listed in
this Compendium, we have included a chapter in the Compendium that discusses the FY 2020
audit as well as the process that the DoD OIG and independent public accounting firms will
use to follow up on those recommendations.

Since the issuance of our first Compendium, the DoD has made progress in addressing
open DoD OIG recommendations. However, opportunities for improvement still exist.
DoD Management should continue to focus on unresolved recommendations, particularly
those that have been unresolved for more than one year, and increase the focus on

aged recommendations. In addition, the DoD should ensure timely implementation of
pandemic-related recommendations, which will help ensure the safety of DoD personnel
and efficient use of pandemic-related funding.

Thank you for your support of the work of the DoD OIG.

Sean O’Donnell
Acting Inspector General
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INTRODUCTION

The Department of Defense Office of Inspector General (DoD OIG) provides independent
oversight of DoD programs and activities, in accordance with the Inspector General

Act of 1978, as amended. Our mission is to detect and deter fraud, waste, and abuse

in DoD programs and operations; promote the economy, efficiency, and effectiveness

of the DoD; and help ensure ethical conduct throughout the DoD.

Pursuant to this mission, the DoD OIG conducts independent audits, evaluations, and
investigations of DoD programs, operations, and personnel. Our audits, evaluations,
and investigations result in reports that contain recommendations to improve program
management and operations and to address fraud, abuse, mismanagement, and

waste of DoD funds.

The DoD OIG tracks the status of recommendations made in audit, evaluation,

and investigation reports to ensure that management actions are taken to implement
the report’s agreed-upon recommendations. Timely implementation of agreed-upon
corrective actions is critical for DoD Components to improve the efficiency and
effectiveness of DoD programs and operations, as well as to ensure integrity and
accountability, reduce costs, manage risks, realize monetary benefits, and improve
management processes.

The purpose of the Compendium is to summarize DoD OIG recommendations issued

to DoD Components, and to provide transparency on the number and status of open
recommendations. An open recommendation is a recommendation made in a previously
issued DoD OIG report for which corrective actions have not been completed.

This Compendium of Open Recommendations to the DoD is the fifth edition
issued by the DoD OIG. The first Compendium was issued in 2017, identifying
1,298 open recommendations, as of March 31, 2017. The following year, we issued
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the second Compendium, which identified 1,558 open recommendations,

as of March 31, 2018, and noted an increase in the number of aged and

unresolved recommendations. The third Compendium identified 1,581 open
recommendations, as of March 31, 2019. This Compendium again noted an increase
in aged recommendations compared to prior years while the number of unresolved
recommendations remained consistent. In 2020, our fourth compendium reported
1,602 open recommendations, as of March 31, 2020, and noted significant increases
in both unresolved and aged recommendations.

This year, the number of open recommendations decreased, as did the number of
unresolved recommendations, while the aged recommendations increased marginally.
As of March 31, 2021, the DoD had 1,456 open recommendations. Of the 1,456 open
recommendations, all but 87 were agreed to by DoD management. The 1,456 open
recommendations include 45 recommendations with $6 billion in potential monetary
benefits. The number of recommendations that are more than 5 years old had
increased to 191.

Figure 1 illustrates the number of open recommendations that have been reported
in each Compendium.

Figure 1. Number of Open Recommendations Reported in Compendiums

Source: The DoD OIG.
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Since our last Compendium was issued, the DoD and DoD OIG have experienced

various challenges as the world dealt with the coronavirus disease—2019 (COVID-19)
pandemic. While we continued to issue reports, the focus of much of our work shifted
to pandemic-related work. Between April 1, 2020, and March 31, 2021, the DoD OIG
issued 23 reports related to the pandemic. These reports included 65 recommendations,
14 of which have closed. Unclassified reports and recommendations related to pandemic

oversight can be found at www.pandemicoversight.gov.

DoD management has taken action or provided documentation that enabled the
DoD OIG to close 530 of the 1,602 (33 percent) recommendations listed in the
2020 Compendium, including 7 of the 35 (20 percent) identified as high priority,
and 16 of the 51 (31 percent) with potential monetary benefits, totaling more
than $907.5 million. Achieved monetary benefits were $71.4 million for these
16 recommendations.

The DoD OIG made 527 new recommendations in reports issued between

April 1, 2020, and March 31, 2021. During this same timeframe, the DoD OIG
closed 673 recommendations, based on actions taken and information provided by
DoD management. The remaining 1,456 open recommendations are reported in
this Compendium. Figure 2 summarizes the number of recommendations opened
and closed by the OIG since last year’s Compendium.

Figure 2. Number of Open Recommendations

Source: The DoD OIG.
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The 2020 Compendium reported that the five DoD Components with the most
open recommendations were the Navy, Army, Air Force, Under Secretary of
Defense for Acquisition and Sustainment (USD[A&S]), and Under Secretary of
Defense (Comptroller) (USD[C]).

Figure 3 shows the progress these five DoD Components have made in closing the
recommendations reported in the 2020 Compendium.! Between March 31, 2020,
and March 31, 2021, these five Components have collectively closed 333 open
recommendations identified in the prior Compendium.

Figure 3. Number of Recommendations Closed by the Five DoD Components
With the Highest Number of Open Recommendations in the 2020 Compendium

Source: The DoD OIG.

1 These figures do not include recommendations that have transferred to or from one DoD Component to another.

4 | Compendium of Open Office of Inspector General Recommendations to the Department of Defense
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Since the issuance of the original Compendium, the DoD has closed more than

2,900 recommendations, including 124 recommendations with $37.2 billion in
potential monetary benefits. Achieved monetary benefits were $803.3 million for
these 124 recommendations. Figure 4 shows the age of the 2,900 recommendations
at the time they were closed. More than half of the recommendations (61 percent)
closed since March 31, 2017, were less than 2 years old.

Figure 4. Age of Recommendations Closed Since March 31, 2017

Source: The DoD OIG.

Despite the challenges over the past year, the DoD has continued to provide
documentation that supported closing recommendations. We believe that
DoD leadership should continue to focus attention on the implementation

of open recommendations, with particular attention on aged recommendations
and recommendations related to the pandemic, since the number of

aged recommendations continued to grow this year and action on the
pandemic-related recommendations is integral to ensuring safety of DoD
personnel and effective use of pandemic-related funding.
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2021 Compendium

The 2021 Compendium lists the number, type, age, and status of 1,456 open
recommendations, as of March 31, 2021.

In this Compendium, we highlight the 20 high-priority open recommendations made
in 14 DoD OIG reports issued between July 2014 and August 2020 that we believe,
if implemented, have the potential to result in significant improvements to DoD
operations.? We provide, in each summary of the open recommendations, an
overview of the DoD OIG project that produced the recommendations and why the
recommendations are important. The summaries also include the implementation
status of the recommendations and a description of information or actions required
to close each recommendation. Recommendations that are not included in our

list of high-priority recommendations are still important and warrant the full
attention of the DoD.

This Compendium also summarizes 45 recommendations made in 25 OIG reports
issued between July 2013 and Feburary 2021 that identified $6 billion in potential
monetary benefits that the DoD could potentially achieve if management
implementated the recommendations.

We also identify the 191 recommendations that have been open for at least 5 years.
These recommendations were issued to 26 DoD Components in 69 reports.

In addition, this Compendium identifies 87 recommendations for which the DoD OIG
and DoD Components have not agreed on corrective actions that, if implemented,
would resolve the deficiencies identified by the associated findings. For 70 of the

87 recommendations, DoD management has either not provided a response or

the response did not adequately address the recommendation. For the remaining

17 recommendations, DoD management disagreed with the recommendation.

DoD Components could greatly reduce the number of unresolved recommendations
by either clarifying or being more specific in their responses to the recommendations
or proposing alternative actions to address the associated findings. For example, DoD
management might indicate concurrence with a recommendation, but not explain the

corrective actions it plans to take in order to implement the recommendation.

2 Of these high-priority recommendations, 17 are summarized in Chapter 1 and 3 are summarized in Appendix B.
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Each year, the DoD and its Components prepare Financial Reports to communicate
their financial position and results of their operations. In FY 2020, the DoD OIG audited
the DoD’s financial statements and oversaw five independent public accounting firms’
audits of the 24 DoD Components’ financial statements. The fundamental purpose of

a financial statement audit is to express an opinion on whether management’s financial
statements are fairly presented, in all material respects, in accordance with Generally
Accepted Accounting Principles. These annual audits result in numerous Notices of
Finding and Recommendations (NFRs). NFRs express to management the weaknesses

in financial processes, the impact of those weaknesses, and the reason the weaknesses
exist. NFRs also communicate recommendations for how to correct the weaknesses.

In February 2021, the DoD OIG issued the report, “Understanding the Results of the
Audit of the DoD FY 2020 Financial Statements.” The purpose of this report is to
summarize in terms understandable to non-auditors the progress made by the DoD,

the findings of the DoD’s financial statement audits, and the additional actions the

DoD should take to address the overall findings of the audit. This Compendium provides
information related to the overall results of the FY 2020 Audit and discusses the followup
process associated with its findings and recommendations.

Appendix A includes a series of charts to show the progress that each DoD Component
has made since the 2018 Compendium. Prior to the listing of open recommendations
for each DoD Component, we present graphics and statistics depicting the number of
recommendations reported for each DoD Component in each Compendium, as well as
the number of recommendations that have been implemented. We also list the number
of recommendations that are unresolved or aged, and the potential monetary benefits
associated with the open recommendations.

Additionally, we include information related to classified open recommendations in
Appendixes B, C, and D of this Compendium. The DoD OIG will provide the classified
Appendixes to appropriate officials in the DoD and congressional committees.

We believe that DoD senior managers should continue to focus attention on
implementing open recommendations and ensure that prompt resolution and action
is taken, as required by DoD Instruction 7650.03.3 In particular, DoD managers should:

e provide timely responses to each recommendation made in DoD OIG reports;

e clearly state whether management agrees with the recommendation, as well
as any potential monetary benefits, in its response to the draft report;

3 DoD Instruction 7650.03, “Follow-up on Government Accountability Office (GAO), Inspector General of the Department
of Defense (IG DoD), and Internal Audit Reports,” December 18, 2014 (incorporating change 1, January 31, 2019).
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e provide a specific action plan with milestones on how the recommendation
will be implemented when management agrees with the recommendation;

e propose alternative corrective actions to address underlying issues when
management agrees that there is an issue that needs to be addressed,
but does not agree with the DoD OIG recommended solution;

e provide a rationale and supporting documentation when DoD management
disagrees with a finding or recommendation;

e communicate with the DoD OIG if management has questions about the
intent of a recommendation or the adequacy of its intended actions; and

e when requesting closure of a recommendation, provide: (1) a written
explanation of the action taken to implement each recommendation;
and (2) documentation to support the actions that have been taken.



SUMMARY OF OPEN RECOMMENDATIONS

As of March 31, 2021, there were 1,456 open recommendations from DoD OIG
reports, with the oldest recommendation being nearly 15 years old. The number of
open recommendations by age is shown in Figure 5.4 Of the 1,456 recommendations,
222 are classified and listed in Appendixes B, C, and D.

Since the first Compendium was issued in 2017, the number of recommendations that
are at least 5 years old has increased from 27 to 191. Although there are different
reasons for the aging of recommendations, we determined that one of the biggest
challenges pertains to the revision or implementation of policies, procedures, and
guidance. Of the 191 recommendations, 60 were related to revising or implementing
policy and guidance. Other factors that contribute to the aging of recommendations
include the development and implementation of systems and ongoing litigation.

4 For tracking purposes, recommendations made to multiple Components are split into individual recommendations
for each Component. For example, one recommendation made to the Army, Navy, and Air Force would equate to
three recommendations for tracking purposes.

Compendium of Open Office of Inspector General Recommendations to the Department of Defense | 9
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Figure 5. Number and Age of Open Recommendations as of March 31, 2021

Source: The DoD OIG.

Of the 1,456 open recommendations, DoD management has agreed to take corrective
actions on 1,369 recommendations. The remaining 87 open recommendations are
considered unresolved until the DoD OIG and DoD Components reach an agreement
on the report recommendations and the planned corrective actions to implement

or address those recommendations.

In addition, we believe that the DoD could achieve $6 billion in potential monetary
benefits by implementing 45 of the 1,456 recommendations.

DoD Components With the Most
Open Recommendations

The 1,456 open recommendations were issued to 48 DoD Components through
306 reports. Figure 6 presents the five DoD Components with the most

open recommendations. These five Components collectively have 695 open
recommendations, which represent 48 percent of all open recommendations.

Compendium of Open Office of Inspector General Recommendations to the Department of Defense
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Four of these DoD Components have had the most open recommendations in

all five Compendiums. However, this year the Assistant Secretary of Defense

for Health Affairs (ASD[HA]) has replaced the OUSD(Comptroller) (OQUSD[C]) as

the fifth DoD Component with the most open recommendations. Since the last
Compendium, the DoD OIG has made 44 new recommendations to the ASD(HA),
while only 12 were closed. In addition, six recommendations were transferred to
the ASD(HA) from other DoD Components. During the same timeframe, the OUSD(C)
closed more recommendations than were opened, reducing the number of open
recommendations to 77. Although the Navy, Army, and Air Force have consistently
been in the Top 5 DoD Components with the most recommendations, this year they
have all made significant progress in reducing their numbers of open recommendations,
with decreases of 20, 26, and 31 percent, respectively.

Figure 6. DoD Components With the Most Open Recommendations as of March 31, 2021

Source: The DoD OIG.

11
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Topic Areas of Open DoD Recommendations

Recommendations made in DoD OIG reports cover a variety of topic areas. We grouped
the 1,456 open recommendations into the following nine topic areas: Logistics, Intelligence,
Acquisition Programs, Finance and Accounting, Information Technology Resources,
Contractor Oversight, Health Care and Morale, Construction and Installation Support,

and Other. The DoD OIG has issued several pandemic-related reports since the issuance

of the last Compendium and 51 recommendations made in those reports remain open.
These recommendations fall into the IT Resources and Health Care and Morale topic

areas. The following sections describe each topic area and list the number of open
recommendations in each area.

Logistics

The logistics topic area focuses on the planning and execution of the movement and
maintenance of military forces. This includes military operations involving the design,
development, acquisition, storage, distribution, maintenance, evacuation, and disposition
of material; transportation; housing of military personnel; acquisition or construction,
maintenance, operation, and disposition of facilities; and acquisition or furnishing of
services and medical and health support are within the logistics topic area.

There are 222 open recommendations related to logistics, covering such issues as
maintenance and sustainment of military systems; transportation of arms, ammunition,
and explosives by commercial ground carriers; timeliness of household goods shipments
to DoD members; mitigation of challenges to parts availability within the planning
process for depot-level repairs performed at Tobyhanna Army Depot; mission capable
aircraft and aircrew to meet the U.S. Strategic Command’s Operation Global Citadel
Operations Order air refueling requirements; the Military Sealift Command readiness
status reporting of its surge sealift ships; the Army plans and efforts to identify and
address readiness challenges related to the active component brigade combat teams;
and efforts to obtain full reimbursement for contracted air transportation services
provided to Coalition partners in Afghanistan.
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Intelligence

The intelligence topic area relates to the collection, processing, evaluation, analysis,
and interpretation of available information concerning national security issues, foreign
nations, hostile or potentially hostile forces or elements, or military operations.

There are 154 open recommendations related to intelligence, addressing such

issues as the DoD supply chain risk management program for nuclear command,

control, and communication systems; combatant command insider threat programs;
processes for determining and fulfilling intelligence requirements for counterterrorism;
performance measures and internal controls to oversee the integration of artificial
intelligence into intelligence collection platforms to improve the processing, exploitation,
and dissemination of intelligence; DoD oversight of combatant command intelligence
interrogation approaches and techniques; and the capacity of the Military Services to

fill combatant command requests for counterintelligence support.

Acquisition Programs

The acquisition programs topic area focuses on the formulation and oversight of
contracting strategies that support the procurement of defense acquisition programs,
automated information systems, and special interest projects for the DoD.

There are 147 open recommendations related to acquisition programs, covering such
issues as the purchase of aviation critical safety items; supply chain risk management

for the sea-based Trident Il Strategic Weapons System; the Army Integrated Air and
Missile Defense program; the purchase of spare parts to meet F/A-18 E/F Super Hornet
readiness requirements; the service acquisition executives management of defense
acquisition category 2 and 3 programs; and the management of Government-owned
property supporting the F-35 program and the F-35 Program Office’s Beyond Economical
Repair process to ensure that the decision to either replace or repair damaged parts
was the most economical decision.

Finance and Accounting

The finance and accounting topic area focuses on the processes of reporting on and
conducting oversight of the DoD’s financial transactions resulting from its operations,
including the distribution and control of DoD funds and tracking of costs and obligations.

13




14

SUMMARY OF OPEN
RECOMMENDATIONS

There are 213 open recommendations related to finance and accounting, addressing
such issues as the DoD civilian pay budgeting process; DoD FY 2019 compliance with
the Improper Payments Elimination and Recovery Act requirements; the DoD accounting
and financial reporting of Military Housing Privatization Initiative program transactions
in DoD financial and property statements; billing and collection of delinquent medical
service accounts and third party collection program medical claims; and the DoD
financial management and accounting systems’ solution for providing auditable

financial statement information.

Information Technology Resources

The information technology and resources topic area focuses on the use and protection
of any equipment or system for storing, retrieving, controlling, and sending information.
This category includes maintaining cybersecurity and protection of transmitted
information and related resources, including personnel, equipment, funds, and

systems or subsystems.

There are 277 open recommendations related to information technology, covering such
issues as physical access and general application controls of DoD information technology
systems; cybersecurity and protection against cyber attacks on critical infrastructure;
security controls at DoD facilities, data centers, and laboratories that manage ballistic
missile defense system technical information; DoD management of cybersecurity

risks for Government purchase card purchases of commercial off-the-shelf items;

the protection of patient health information at military treatment facilities; and the
Combatant Commands’ efforts to protect its assigned forces, execute mission-essential
functions in a socially distanced environment, and maintain operational readiness while
responding to the COVID-19 pandemic and the subsequent public health crisis.

Contractor Oversight

The contractor oversight topic area focuses on the oversight and integration of
contractor personnel and associated equipment providing support to DoD operations.
Contractor oversight includes efforts to ensure that supplies and services are delivered
in accordance with the terms and conditions of the contract.

There are 187 open recommendations related to contractor oversight, addressing such
issues as the contractual maintenance requirements in the Contract Augmentation
Program IV in Southwest Asia; fair and reasonable pricing determinations for ammonium

perchlorate, grade 1 (oxidizer chemical used in solid rocket propellants) as a commercial
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item; management of undefinitized contract actions and energy savings performance
contracts; Special Operations equipment meeting performance requirements during
test and evaluation prior to program mission fielding; DoD efforts to combat trafficking
in persons in Kuwait; and the contract costs for hurricane recovery efforts.

Health Care and Morale

The health care and morale topic area focuses on measures to improve or maintain the
mental and physical well-being of DoD personnel and their families to enable a healthy
and fit force, prevent injury and illness, and protect individuals from health hazards.

There are 113 open recommendations related to health care and morale, covering
such issues as the controls over opioid prescriptions at DoD military treatment
facilities; DoD-provided health care for members of the Armed Forces reserve
components; the DoD Suicide Event Report data quality assessment; Armed Forces
Retirement Home inspections; health and safety hazards in Government-owned and
Government-controlled military family housing; policies and procedures to respond to
incidents of serious juvenile-on-juvenile misconduct, including sexual assault and sexual
harassment; challenges and needs encountered by DoD medical treatment facility
personnel while responding to the COVID-19 pandemic; and outpatient mental health
access to care standards for active duty service members and their families.

Construction and Installation Support

The construction and installation support topic area focuses on the management
and oversight of military installations worldwide, including the construction, alteration,
conversion, or extension of military installations.

There are 87 open recommendations related to construction and installation support,
addressing such issues as the controls over the requirements development process
for military construction projects; health, safety, and fire protection deficiencies in
DoD facilities and military housing inspections; schedule delays and cost increases of
Navy and U.S. Strategic Command construction projects; physical security controls to
prevent unauthorized access to military treatment facilities, equipment, and sensitive
areas; sustainment, restoration, and modernization of military medical treatment
facilities; and the DoD’s implementation of recommendations on screening and
access controls for general public tenants leasing housing on military installations.

15
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Other

Some DoD OIG recommendations do not fall into any of the previously discussed

topic areas. For example, recommendations related to the environment, assessment

of U.S. military cemeteries, and external peer reviews of DoD agencies. There are

56 recommendations in this category concerning issues such as the vetting of foreign
faculty, nondisclosure agreements, travel, and payment of fees for guest lecturers
(honoraria); use of protective security details for individuals designated as DoD high-risk
personnel; identification and prioritization of DoD critical assets; the operation of

U.S. military cemeteries; external peer reviews of DoD audit organizations; and the

DoD Voting Assistance Programs.

Figure 7 shows the number of open recommendations by topic area.

Figure 7. Total Open Recommendations by Topic Area

Source: The DoD OIG.



BACKGROUND ON OIG FOLLOWUP PROCESS

DoD management and the DoD OIG share the responsibility to follow up on
recommendations. DoD managers are responsible for implementing recommendations
promptly. At the same time, the DoD OIG is responsible for assessing whether the
agreed-upon corrective actions are taken and meet the intent of the recommendations.

Policy for OIG Followup Process on Recommendations

The Inspector General Act of 1978, as amended, requires the DoD OIG to conduct
independent audits, evaluations, and investigations of agency programs and operations.

Public Law 104-106, “National Defense Authorization Act for FY 1996,” requires the
Secretary of Defense to make management decisions on all DoD OIG findings and

audit recommendations within a maximum of 6 months after an audit report is issued.
The Act also requires the Secretary of Defense to complete final action on each DoD
management decision within 12 months after report issuance. If action is not completed
within 12 months, the DoD OIG must identify the overdue actions in its Semiannual
Report to the Congress until final action on the DoD management decision is completed.

The Office of Management and Budget (OMB) Circular No. A-50 Revised, “Audit
Follow-Up,” September 29, 1982, defines followup as an integral part of good
management and a shared responsibility between agency management officials and
auditors. According to the Circular, implementation of OIG recommendations in a timely
manner is essential to the DoD improving efficiency and effectiveness of programs

and operations, as well as achieving integrity and accountability goals, reducing

costs, managing risks, and improving management processes. The Circular requires
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each agency to establish systems to assure the prompt and proper resolution and
implementation of audit recommendations, and it also requires that resolution be

made within a maximum of 6 months after a final report is issued.

Resolution for most audits and evaluations is defined as the point at which the DoD OIG
and agency management or contracting officials agree on the action to be taken
in response to the findings and recommendations.

DoD Instruction 7650.03 requires the DoD OIG to evaluate corrective actions taken by
DoD Components on DoD OIG reports. The Instruction states that the DoD OIG oversees
and coordinates followup programs within the DoD and that heads of DoD Components
will work with the DoD OIG to resolve disagreements between their respective

DoD Components and the DoD OIG. Disagreements that are not resolved at a lower
management level may be submitted to the Deputy Secretary of Defense for decision.

In January 2019, the “Good Accounting Obligation in Government Act” was signed

into law.> This law requires each Federal agency, in its annual budget justification
submitted to Congress, to report on the implementation status of open Government
Accountability Office and OIG recommendations. Each agency must also report

why the recommendations have not been fully implemented. The sponsors of this

law have indicated that it is intended to stop wasteful spending in Federal agencies,
bring accountability, and save taxpayer dollars. On January 29, 2021, the Director

of Administration and Management provided the implementation status of more than
1,900 public open GAO and DoD OIG recommendations as part of DoD’s annual budget
justification to Congress, and provided a copy of the information submitted to the GAQ,
and the DoD OIG.

Additionally, the Council of the Inspectors General on Integrity and Efficiency has
developed a database (www.oversight.gov) that includes open recommendations from

participating OIGs across the Federal Government. The intent of this database, which
launched in June 2020, is to improve the public’s access to OIG reports and to establish
a public repository of information about open OIG recommendations. Since the
database’s inception, the DoD OIG has been actively involved with this initiative,

first by participating in the working group that developed the database and, currently,
by uploading publicly available reports and recommendations on a regular basis.

5> Public Law 115-414, “Good Accounting Obligation in Government Act”
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Recommendation Followup Process

Before a recommendation from a DoD OIG audit, evaluation, or investigative report
is issued, the DoD OIG requests the views of DoD management regarding the report’s
findings, conclusions, and recommendations. DoD management is asked to provide
written comments on the formal draft report, normally within 30 days of the draft
report issue date. These written comments should:

¢ indicate whether DoD management agrees or disagrees with each
finding and recommendation in the report;

e describe and provide the completion dates for corrective actions
taken or planned;

e explain specific reasons for each disagreement; and

e propose alternative actions, if appropriate.

The DoD OIG also requests that DoD management comment on any potential

monetary benefits identified in the report.

The DoD OIG reviews management comments to determine whether
management’s comments adequately address the report’s recommendations.
The DoD OIG uses the following categories to describe management’s comments

on individual recommendations.

¢ Unresolved — Management has not agreed to implement the recommendation
or has not proposed actions that will address the recommendation.

¢ Resolved — Management has agreed to implement the recommendation or
has proposed alternative actions that will adequately address the underlying
finding that generated the recommendation.

¢ Closed — The DoD OIG has verified that the agreed-upon corrective actions
were implemented.

If DoD management agrees with the recommendations in the report, it should
also provide information on the corrective actions that have been taken or are
planned to be taken to implement the recommendation, and it should include
estimated completion dates for the actions it intends to take to address the
recommendations. The DoD OIG then assesses the corrective actions taken or
proposed corrective actions and determines if the actions sufficiently meet the
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intent of the recommendations. Specifically, in the final report, the DoD OIG evaluates
and summarizes the DoD management response to each finding and recommendation
and provides a response to management’s comments, including its comments on

the recommendations as well as a brief description of the documentation that must
be provided to close each recommendation.

After the DoD OIG categorizes each recommendation as unresolved, resolved, or closed,
the final report is placed in the followup process. In this process, the DoD OIG monitors
the status of DoD management’s implementation of corrective actions and periodically
requests updates from DoD management on the implementation status of open
recommendations. The DoD OIG also reports data related to open recommendations

in the OIG’s Semiannual Report to the Congress.

The above example shows only after the DoD OIG has:

¢ reviewed information or supporting documentation provided by DoD
management and concluded that the agreed-upon corrective actions
or alternative actions that met the intent of the recommendations
have been completed, or

e performed field verification to confirm that the stated corrective
actions were taken.

Recommendations may also be closed when they are overtaken by events, are no
longer relevant, or if implementation is not feasible. Although infrequent, closed
recommendations may be reopened if we subsequently conclude that documentation
provided by the DoD Component does not show that actions have been taken to fully
implement the recommendation.

However, if DoD management has not agreed to implement the recommendations
or has not proposed alternative actions that will address the recommendations, the
recommendations are considered unresolved and remain open. For example, when
DoD management disagrees with the recommendation, does not provide comments,
or its comments do not fully address a recommendation, the DoD OIG may request
additional comments in response to the final report and will coordinate with

DoD management to address the missing information.

Generally, DoD management is requested to provide additional written comments on
the final report within 30 days of the final report issue date. If DoD management does
not provide comments on the final report, disagrees with the recommendations, or its
comments do not fully address the recommendations, the recommendations remain
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unresolved. When DoD management disagrees with the recommendations and does not
provide an acceptable alternate solution, the DoD OIG will start the resolution process
and elevate the recommendation through multiple levels of management, as necessary.

Ultimately, any unresolved recommendation can be elevated to the Deputy

Secretary of Defense (or other levels of Office of the Secretary of Defense

management below the Deputy Secretary) if resolution is not reached at a lower level.
Resolution of recommendations is generally achieved at lower levels of management.
However, in the rare instance that resolution cannot be achieved at lower levels of
management, the Deputy Secretary has final decision making authority on unresolved
recommendations and the decision is binding on all parties. Nevertheless, pursuant to
the Inspector General Act of 1978, as amended, the Deputy Secretary’s final decision
making authority to not implement an OIG recommendation does not infringe on the
DoD OIG’s statutory independence and responsibility to inform the Secretary of Defense
and Congress concerning significant problems, abuses, and deficiencies related to DoD
programs and operations, or management decisions with which the DoD OIG disagrees,
through its Semiannual Reports to the Congress or a “Seven-Day Letter,” if appropriate.®

In addition to the report followup process described above, the DoD OIG conducts
followup audits and evaluations. The purpose of these reviews is to verify that
corrective action has actually occurred, as agreed to in the DoD management
response to the draft and final reports or during the resolution process, and to
determine whether the problems identified in the findings still exist. The DoD OIG
typically dedicates 10 percent of projects in its oversight plan to followup reviews.

Although not an official aspect of the followup process, after Washington Headquarters
Services (WHS) personnel have compiled responses to the Good Accounting Obligation
in Government Act (GAO-IG Act), WHS provides the information to the DoD OIG.

The DoD OIG reviews the DoD’s inputs to determine whether the information that

is reported to Congress is consistent with DoD OIG records. In many cases, the DoD’s
reported status differs from the information that was provided to the DoD OIG in
previous status updates. For example, DoD Components often state in their GAO-IG
Act inputs that a recommendation has been implemented, although they did not submit
a closure request to the DoD OIG. DoD Components also frequently include estimated
completion dates in their GAO-IG Act inputs that were not provided to the DoD OIG.

5 The Inspector General Act authorizes Inspectors General to report immediately to the agency principal particularly
serious or flagrant problems, abuses, or deficiencies relating to the administration of programs and operations.
Within 7 days, the agency principal must transmit the report and any comments to the appropriate committees or
subcommittees of Congress.
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In such situations, the DoD OIG followup team reaches out to the DoD Components

in an effort to reconcile the data. It is important for DoD Components to understand
that all closure requests and updates to the status of DoD OIG recommendations must
be sent to the DoD OIG, as the DoD OIG maintains the official records related to the
status of open recommendations.

Top DoD Management and Performance Challenges

Each year, the DoD OIG drafts a document explaining what the DoD OIG regards

as the top management and performance challenges facing the DoD. The DoD OIG
independently identifies these challenges based on a variety of factors, including
independent DoD OIG research, assessment, and judgment; previous oversight work
completed by the DoD OIG and other oversight organizations; congressional hearings
and legislation; input from DoD officials; and issues highlighted by the media that are
adversely affecting the DoD’s ability to accomplish its mission.

The following are the top 10 management and performance challenges for FY 2021.

1. Maintaining the Advantage While Balancing Great Power Competition
and Countering Global Terrorism

Building and Sustaining the DoD’s Technological Dominance
Strengthening Resiliency to Non-Traditional Threats

Assuring Space Dominance, Nuclear Deterrence, and Ballistic Missile Defense

ook W

Enhancing Cyberspace Operations and Capabilities and Securing the DoD’s
Information Systems, Network, and Data

6. Transforming Data Into a Strategic Asset
7. Ensuring Health and Safety of Military Personnel, Retirees, and Their Families
8. Strengthening and Securing the DoD Supply Chain and Defense Industrial Base
9. Improving Financial Management and Budgeting
10. Promoting Ethical Conduct and Decision Making
The DoD OIG uses this document as a planning tool to determine where to allocate
its audit, evaluation, and investigative resources. The DoD OIG also uses the top
management and performance challenges as a guide for determining future oversight

projects. While not all projects planned or undertaken address one of the challenges,
the majority address at least one and some more than one.
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For additional information about the top management and performance challenges
facing the DoD, visit: http://www.dodig.mil/Reports/Top-DoD-Management-Challenges/.

INSPECTOR GENERAL

U.S. Department of Defense

FISCA Y EARE? 02

1O)P [DXOID) [MYANYAG SMIENT
CRALULENIEES

INTEGRITY % INDEPENDENCE * EXCELLENCE

The next section of this Compendium summarizes 20 high-priority open
recommendations. When describing the high-priority recommendations, the

DoD OIG identified the DoD management and performance challenge(s) to which

the recommendation relates. Nearly half of the high priority recommendations

pertain to Enhancing Cyberspace Operations and Capabilities and Securing the DoD’s
Information Systems, Network, and Data. The DoD continues to face sophisticated

and evolving cyber-attacks from adversaries who are constantly attempting to exploit
DoD cybersecurity vulnerabilities to gain unauthorized access to systems and networks.
Recommendations made in DoD OIG reports can assist the DoD in identifying and
correcting weaknesses, potentially preventing such unauthorized access.

Additional information about each recommendation discussed in the Compendium
can be obtained by reviewing the associated reports that are available online at the
DoD OIG website: http://www.dodig.mil/reports.html/.
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High-Priority Open Recommendations

The DoD OIG identified 20 open recommendations, made in 14 DoD OIG reports,

that the DoD should prioritize to ensure implementation of corrective actions in

a timely manner. This section of the report describes 17 unclassified recommendations.
Appendix B summarizes the remaining three recommendations, which involve classified
information. The DoD OIG considered these 20 recommendations high-priority based
on the recommendations’ potential for improving the effectiveness of DoD operations,
financial management, contract oversight, and health and well-being of military
personnel and their families, or for achieving cost savings.

The first three reports listed include the four recommendations that we consider most
significant to the DoD. The subsequent reports are listed chronologically, in the order
they were issued. Recommendations that are not included in this list of high-priority
recommendations are still important and warrant the full attention of the DoD.

The summaries of high-priority open recommendations in this section and

Appendix B, each contain:
e the title of the report;

e the FY 2021 management and performance
challenge most directly related to the report;

e the objective of the report;
e the key findings in the report;

e the key open recommendations,
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¢ management’s response to the recommendations, which was provided
to the DoD OIG when the final report was issued;

e the implementation status of each recommendation as of March 31, 2021;

¢ information required or requested from the DoD for the DoD OIG to close
the recommendation; and

e an explanation of why the recommendations are important.

U.S. Army SPC scans his sector

Source: U.S. Army.
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Report No. DODIG-2020-067, “Followup Audit on Corrective
Actions Taken by DoD Components in Response to DoD
Cyber Red Team-Ildentified Vulnerabilities and Additional
Challenges Facing DoD Cyber Red Team Missions,”

March 13, 2020 (Full Report is Classified)

FY 2021 Management Challenge — Enhancing Cyberspace Operations and Capabilities,
and Securing the DoD’s Information Systems, Networks, and Data

Objective: The objective of this audit was to determine whether DoD Cyber

Red Teams and DoD Components took actions to correct problems identified in

Report No. DODIG-2013-035, “Better Reporting and Certification Processes Can
Improve Red Teams’ Effectiveness,” December 21, 2012.7 In addition, the DoD OIG
determined whether DoD Cyber Red Teams supported operational testing and
combatant command exercises to identify network vulnerabilities, threats, and other
security weaknesses affecting DoD systems, networks, and facilities, and whether
corrective actions were taken to address DoD Cyber Red Team findings. The audit also
assessed risks affecting the ability of DoD Cyber Red Teams to support DoD missions
and priorities.

{FeU0} Finding: The DoD OIG determined that DoD Components did not consistently
mitigate or include unmitigated vulnerabilities identified by DoD Cyber Red Teams during
combatant command exercises, operational testing assessments, and agency-specific
assessments in plans of action and milestones. Specifically, of the- DoD Cyber Red
Team-identified vulnerabilities that the DoD OIG reviewed, DoD Components:

e {FOUO} mitigated . vulnerabilities,
e {FOUO} did not mitigate. vulnerabilities, and

e {FOUO)} partially mitigated . vulnerabilities.

DoD Components did not consistently mitigate vulnerabilities or include unmitigated
vulnerabilities in plans of action and milestones because they failed to assess the impact
of the vulnerabilities to their mission, prioritize resources to implement risk mitigation
solutions, or coordinate the results of DoD Cyber Red Team reports with stakeholders
responsible for mitigating the vulnerabilities. In addition, the DoD did not have an

7 DoD Cyber Red Teams are independent, multi-disciplinary groups of DoD personnel that are certified, accredited,
and authorized to identify vulnerabilities that impact the confidentiality, integrity, or availability of DoD systems and
networks by portraying the tactics, techniques, and procedures of adversaries.
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organization responsible for ensuring that DoD Components took action to manage risks
and vulnerabilities identified by DoD Cyber Red Teams, and the DoD did not establish
processes that held DoD Components responsible for mitigating those vulnerabilities.

|“|“‘|]

_. Ensuring DoD Components mitigate vulnerabilities is not only essential

to achieving a better return on investment_ DoD Cyber
Red Team activiries [ -'or-) I

Recommendation A.5.a: The DoD OIG recommended that the Secretary of Defense
assign an organization with responsibility to review and assess DoD Cyber Red Team
reports for systemic vulnerabilities and coordinate the development and implementation
of enterprise solutions to mitigate those vulnerabilities affecting DoD systems, networks,

and operations.

Recommendation A.5.b: The DoD OIG recommended that the Secretary of Defense
assign an organization with responsibility to ensure DoD Components develop and
implement a risk-based process to assess the impact of DoD Cyber Red Team-identified
vulnerabilities and prioritize funding for corrective actions for high-risk vulnerabilities.

Management Response to the Recommendations: The Deputy to the Principal
Cyber Advisor, responding for the Secretary of Defense, agreed, stating that the
DoD would review the roles, responsibilities, and processes for adjudicating,
disseminating, and monitoring DoD Cyber Red Team activities, in conjunction
with the joint assessment mandated by Section 1660 of the National Defense

8 A Category 1 vulnerability is a critical vulnerability that if exploited, could immediately result in the loss of
confidentiality, integrity, and availability of data.
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Authorization Act for FY 2020 (NDAA 2020). The Deputy also acknowledged that the
DoD must improve follow up and implementation actions to mitigate DoD Cyber Red
Team findings affecting weapon systems, warfighting platforms, and defense critical
infrastructure, but would defer assigning an organization until the DoD completes the
joint assessment. Furthermore, the Deputy stated that while the DoD took action to
meet Section 1660 requirements over the next 180 days, the Office of the Principal
Cyber Advisor; the Director, Operational Test and Evaluation; Joint Staff; and U.S. Cyber
Command would develop a plan to track and mitigate the unmitigated vulnerabilities
identified in the DoD OIG report.

(€YY Implementation Status: On February 24, 2021, the Deputy to the Principal Cyber
Advisor notified the DoD OIG that the Principal Cyber Advisor, DoD Chief Information
Officer, and Director of Test and Evaluation completed a joint assessment, in accordance
with Section 1660 of the NDAA 2020, “Joint Assessment of Department of Defense
Cyber Red Team Capabilities, Capacity, Demand, and Requirements.” The purpose of
the assessment was to evaluate systemic issues faced by DoD Cyber Red Teams, as well
as the processes and governance necessary to implement DoD Cyber Red Team findings.
Overall, the joint assessment team produced several recommendations for improving
DoD Cyber Red Team training standards, certification and accreditation procedures,

tool development standards, and external partnerships. _

As of March 31, 2021, the DoD had not identified responsibilities for reviewing and

assessing DoD Cyber Red Team reports for systemic vulnerabilities or required DoD
Components to develop and implement a risk-based process to assess the impact

of DoD Cyber Red Team-identified vulnerabilities and prioritize funding for corrective
actions for high-risk vulnerabilities.

In addition to Recommendations A.5.a and A.5.b, this report contained 12 recommendations
related to performing a joint DoD-wide mission-impact analysis to determine the

number of DoD Cyber Red Teams, minimum staffing levels of each team, and the
composition of the staffing levels needed to meet current and future DoD Cyber

Red Team mission requests; revising guidance to include requirements for addressing
DoD Cyber Red Team-identified vulnerabilities and reporting actions taken to mitigate
those vulnerabilities; and assessing and prioritizing the risk of each unmitigated
vulnerability identified in the Red Team assessments, taking immediate actions
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to mitigate high-risk vulnerabilities, and including them on a command-approved plan
of action and milestones. Of the 14 recommendations, 1 is closed and 13 remain

resolved and open.

Information Required to Close the Recommendations: The DoD OIG will close
Recommendations A.5.a and A.5.b once the Deputy to the Principal Cyber Advisor
assigns an entity or position with the responsibility for DoD-level oversight of DoD
Cyber Red Team findings and component-level vulnerability mitigation efforts.

In addition, to close the recommendations the DoD OIG needs documentation that
describes the DoD’s actions for assessing DoD Cyber Red Team assessments for
systemic vulnerabilities, implementing enterprise solutions to mitigate systemic
vulnerabilities, and requiring a risk-based process to assess the impact of DoD Cyber
Red Team-identified vulnerabilities. These recommendations have been open for 1 year.
This is the first year these recommendations have appeared on the Compendium’s list
of high-priority recommendations.

U.S. Navy cadet from practices
her offensive cybersecurity
skills to compromise modern
wireless networks and web

Source: U.S. Navy.
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Why the Recommendations Are Important: With the recent and constant attempts
to compromise DoD networks and systems, assessing DoD Cyber Red Team reports for
systemic vulnerabilities and the impact of those vulnerabilities, and prioritizing funding
to address high-risk vulnerabilities, are still valid and critical to protect DoD information
networks, systems, and infrastructure. Although the DoD uses DoD Cyber Red Team

to identify vulnerabilities that affect the confidentiality, integrity, and availability of
DoD systems and networks, the DoD has not identified an organization with oversight
responsibility. The organization would be responsible for assessing DoD Cyber Red Team
reports for systemic vulnerabilities, and ensuring DoD Components assessed the impact
of DoD Cyber Red Team-identified vulnerabilities and prioritize funding to mitigate
high-risk vulnerabilities. Without an organization to identify systematic vulnerabilities
and to ensure DoD Components review, assess, and mitigate those vulnerabilities,

the DoD will be unable to limit malicious actors from constantly compromising weapon
systems, warfighting platforms, and defense critical infrastructure. If it does not
mitigate high-risk vulnerabilities department-wide, the DoD will also be unable to
achieve a better return on investment for the funds it continues to invest in DoD Cyber
Red Team activities.

30
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Report No. DODIG-2019-105, “Audit of Protection of DoD
Controlled Unclassified Information on Contractor-Owned
Networks and Systems,” July 23, 2019 (Full Report is FOUO)

FY 2021 Management Challenge — Strengthening and Securing the DoD Supply Chain
and Defense Industrial Base

Objective: The objective of this audit was to determine whether DoD contractors
implemented adequate security controls to protect DoD-controlled unclassified
information (CUI) maintained on their networks and systems from internal and external
cyber threats. CUI is a designation for identifying unclassified information that requires
proper safeguarding in accordance with Federal and DoD guidance.

The DoD OIG conducted this DoD-wide audit in response to a request from the
Secretary of Defense to determine whether contractors protected CUl on their
networks and systems.

Finding: The DoD OIG determined that DoD contractors did not consistently implement
security controls for safeguarding Defense CUI on their networks and systems. Defense
Federal Acquisition Regulation Supplement (DFARS) clause 252.204-7012 requires
contractors that maintain CUI to implement security controls specified in National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, which lists
security requirements for safeguarding sensitive information on non-Federal information
systems. The requirements include controls for user authentication, user access,

media protection, incident response, vulnerability management, and confidentiality

of information. Although the DoD requires contractors to protect CUl by complying
with NIST SP 800-171 requirements, DoD Component contracting offices and requiring
activities did not establish processes to:

e verify that contractors’ networks and systems that process, store, and
transmit CUI met the NIST security requirements before contract award;

e notify contractors of the specific CUI category related to the
contract requirements;

e determine whether contractors accessed, maintained, or developed
CUI to meet contractual requirements;

e properly mark documents that contained CUl and notify contractors when
CUI was exchanged between DoD agencies and the contractor; and

e verify that contractors implemented minimum-security controls for
protecting CUI.
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Furthermore, DoD Component contracting offices and requiring activities did not

always know which contracts required contractors to maintain CUl because the DoD

did not implement processes and procedures to track which contractors maintained CUI.
In addition, the contracting offices inconsistently tracked which contractors maintained
CUI on their networks and systems.

As a result, the DoD was not aware of the amount of DoD information managed

by contractors and could not determine whether contractors were protecting
unclassified DoD information from unauthorized disclosure. Without knowing which
contractors maintained CUI on their networks and systems and taking actions to
validate that contractors protected and secured DoD information, DoD CUI is at
greater risk of compromise by cyber attacks from malicious actors who will target
DoD contractors. Malicious actors can exploit vulnerabilities on the networks and
systems of DoD contractors and steal information related to some of the Nation’s
most valuable advanced defense technologies. Cyberattacks against DoD contractors’
networks and systems require implementation of system security controls that reduce
the vulnerabilities that malicious actors use to compromise DoD critical national

security information.

Recommendation A.2: The DoD OIG recommended that the Principal Director
for Defense Pricing and Contracting (DPC), in coordination with the appropriate
DoD Component responsible for developing policy:

a. revise its current policy to require DoD Component contracting offices,
as part of the Request for Proposal and source selection processes, and
requiring activities, during the performance of the contract, to assess
whether contractors comply with the National Institute of Standards and
Technology requirements for protecting controlled unclassified information
before contract award and throughout the contracts’ period of performance.

b. develop and implement policy requiring DoD Component contracting offices
and requiring activities to maintain an accurate accounting of contractors
that access, maintain, or develop controlled unclassified information as
part of their contractual obligations.

c. revise its current policy to include language that will require DoD
Component contracting offices and requiring activities to validate
contractor compliance with National Institute of Standards and
Technology Special Publication 800-171 requirements.
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d. require DoD Component contracting offices, in coordination with DoD
requiring activities, to develop and implement a risk-based process to
verify that contractors comply with the Defense Federal Acquisition
Regulation Supplement clause 252.204-7012 for protecting controlled
unclassified information.

e. require DoD Component contracting offices, in coordination with DoD requiring
activities, to take corrective actions against contractors that fail to meet the
National Institute of Standards and Technology and contract requirements
for protecting controlled unclassified information.

Management Response to the Recommendation: The DPC Acting Principal Director
agreed, stating that the DPC requires offerors to represent that they will implement
NIST SP 800-171 security requirements as part of the Request for Proposal and source
selection processes. The Acting Principal Director also stated that the February 5, 2019,
memorandum from the Under Secretary of Defense for Acquisition and Sustainment
(USD[A&S]) directed the Defense Contract Management Agency, for contracts it
administers, to assess contractor compliance with NIST SP 800-171 requirements.

The Acting Principal Director stated that, from June through September 2019, the
Defense Contract Management Agency would lead a pilot program to provide a
strategic, DoD-wide approach for assessing contractor compliance with NIST SP 800-171
requirements. After completing the pilot program, the Acting Principal Director stated
that DPC would work with, among others, the Defense Contract Management Agency,
DoD Components, and the DoD Chief Information Officer to:

e determine how to use the results before contract award;
e revise DoD policy accordingly;

e develop a risk-based process that uses a common methodology to
assess contractor compliance with NIST SP 800-171 requirements; and

e update DFARS clause 252.204-7008, “Compliance with Safeguarding
Covered Defense Information Controls,” October 2016.

The Acting Principal Director also stated that the DPC used enterprise contract data to
track contracts that included DFARS clause 252.204-7012 and provide DoD Components
with a quarterly update of contractors subject to DFARS clause 252.254-7012 requirements.
Furthermore, the Acting Principal Director agreed with the need for DoD Components

to take corrective action against contractors that fail to meet NIST SP 800-171 and
contract requirements for protecting CUl. The Acting Principal Director stated that

DoD Components are authorized to implement any or all of the penalties and remedies
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for noncompliance with the DFARS clause and NIST requirements. The Acting Principal
Director further stated that the implementation of a DoD-wide approach for assessing
contractor compliance with the DFARS clause and NIST requirements enables the
Defense Contract Management Agency and any contract administering organization

to apply penalties and remedies when warranted.

Implementation Status: The DoD opened DFARS Case 2019-D041 on September 23, 2019,
to implement a standard DoD-wide methodology for assessing DoD contractor
compliance with the security requirements in NIST SP 800-171 and the Cybersecurity
Maturity Model Certification, a DoD certification process used to certify that contractors
have the controls to protect sensitive data, including Federal contract information

and controlled unclassified information. On January 15, 2020, the Defense Acquisition
Regulatory Council agreed to a draft proposed DFARS rule. On February 10, 2021,

the DPC Principal Director stated that interim DFARS rule 2019-D041, “Assessing
Contractor Implementation of Cybersecurity Requirements,” was published in the
Federal Register (85 FR 61505) on September 29, 2020. Interim DFARS rule 2019-D041
requires implementing a DoD Assessment Methodology and Cybersecurity Maturity

SF901-18a CUI cover sheet

Source: U.S. General Services Administration.
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Model Certification Framework to assess contractor implementation of cybersecurity
requirements and enhance the protection of unclassified information within the DoD
supply chain. The public comment period ended on November 30, 2020, and the DoD

is reviewing comments to support the formulation of a final rule. Publication of the final
DFARS rule is anticipated during the fourth quarter FY 2021.

In addition to Recommendation A.2.a-e, this report contained 44 other recommendations
related to DoD Component contracting offices developing and implementing a plan to
verify that contractors correct the weaknesses identified in this report related to using
multifactor authentication; mitigating vulnerabilities in a timely manner; protecting

and monitoring data on removable media; documenting and tracking cybersecurity
incidents; using an automatic system lock after inactivity or unsuccessful logon attempts;
implementing physical security controls; generating system activity reports; and

requiring and maintaining justification for accessing systems that contain controlled
unclassified information. Of the 45 recommendations, 34 are closed and 11 remain
resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close
Recommendation A.2.a-e after the Acting Principal Director provides the revised or
new policies and procedures that establish a risk-based process for assessing contractor
compliance with NIST SP 800-171 requirements before contract award and throughout
the contract’s period of performance. In addition, the Acting Principal Director

should provide the last four quarterly reports of contractors subject to DFARS clause
252.201-7012, the revised contractual language included in DFARS clause 252.204-7008,
and the list of penalties and remedies that DoD Components could apply to contractors
that fail to meet NIST and contract requirements. This recommendation has been open
1 year and 8 months. This is the second year this recommendation has appeared on the
Compendium’s list of high-priority recommendations.

Why the Recommendation Is Important: Defense contractors that do not implement
the proper security controls to protect DoD information risk disclosing critical technical
details of DoD programs to U.S. adversaries. Malicious actors can exploit vulnerabilities
on the networks and systems of DoD contractors and steal information related to some
of the Nation’s most valuable advanced defense technologies. If the DoD does not
include security as a major factor in considering whether to do business with Defense
contractors, there is an increased risk that DoD CUI related to national security could
fall into adversaries’ hands.
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Report No. DODIG-2014-101, “Delinquent Medical Service
Accounts at Brooke Army Medical Center Need Additional
Management Oversight,” August 13, 2014

FY 2021 Management Challenge — Improving Financial Management and Budgeting

Objective: The objective of this audit was to determine whether the Military Services
and selected military medical treatment facilities were effectively managing medical
service accounts (MSAs) at Brooke Army Medical Center (BAMC) that were more than
180 days delinquent, by transferring the debt to the appropriate debt collection agency
or actively pursuing collection.

The Army military treatment facility Uniform Business Office (UBO) is responsible

for MSA activities, which include billing and collecting funds for medical and dental
services from Uniformed Services beneficiaries, civilian emergency patients, and

other patients who are authorized to receive treatment in a military treatment

facility, such as the BAMC and the Landstuhl Regional Medical Center. According

to DoD Regulation 7000.14-R, “DoD Financial Management Regulation” (DoD FMR),
volume 16, “Department of Defense Debt Management,” January 2016, DoD Components
must take prompt and aggressive action to recover and collect debts owed to the DoD,
and must continue to propose followup actions, as necessary, to ensure that the debts
are collected.

Finding: The DoD OIG determined that BAMC UBO management did not effectively
manage delinquent MSAs. As of May 29, 2013, 15,106 MSAs at BAMC, valued at
$73.1 million, were delinquent more than 180 days and were not transferred to the
U.S. Treasury for collection. The DoD OIG reviewed 25 of the highest dollar MSAs,
valued at $11 million, and found that the BAMC UBO did not transfer 24 of those
accounts, valued at $10.4 million, to the U.S. Treasury for collection after the account
was 180 days delinquent.® In addition, BAMC UBO management did not pursue
collection for 20 of the delinquent MSAs, valued at $8.8 million. The large number

of delinquent MSAs, including the sample items reviewed, existed because BAMC UBO
management did not have a system in place to monitor the delinquent MSAs, prioritize
the aging accounts, and notify staff of the MSAs requiring followup. As a result, the
BAMC UBO missed opportunities to collect approximately $10.4 million in delinquent
payments due on 24 of the 25 highest-dollar delinquent MSAs. These are funds that
could be applied to administrative, operating, and equipment costs; readiness training;

9 The BAMC did not pursue one MSA because it was part of an ongoing court case.
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or trauma consortium activities. Unless BAMC UBO management takes prompt and
aggressive actions to pursue collection of the delinquent debt among the MSAs the

DoD OIG reviewed, including the $62.5 million for the thousands of additional delinquent
MSAs that the DoD OIG did not specifically review, and makes improvements to its
collection process, it will continue to incur rising delinquent balances for future MSAs
and miss opportunities to enhance health care delivery at the Medical Treatment Facility
providing the care.

Recommendation 1.b: The DoD OIG recommended that the Brooke Army Medical
Center Commander review, research, and pursue collections on the remaining open
delinquent medical service accounts.

Management Response to the Recommendation: The U.S. Army Medical Command (MEDCOM)
Chief of Staff, responding for the BAMC Commander, agreed with the recommendation,
stating that the BAMC UBO reassigned two MSA clerks to work exclusively on

aged accounts to process and transfer them to the U.S. Treasury within 18 months.

Brooke Army Medical Center
located at Fort Sam Houston

Source: U.S. Army.
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The Chief of Staff also stated that the BAMC UBO is working to hire additional MSA
clerks to mitigate current claims from aging into the 180-day backlog. The BAMC
UBO planned to complete processing and transferring the backlog by January 1, 2016.
The MEDCOM Chief of Staff also expressed concern that, to transfer debt for patients
requesting debt compromise, which is the acceptance of a lesser amount of money as
full settlement of the patient’s debt, the U.S. Treasury required a financial assessment
before the debt could be transferred to the U.S. Treasury. However, according to

the Chief of Staff, the BAMC UBO did not have the staff or expertise to conduct
these financial assessments. The Chief of Staff stated that his office was seeking
additional guidance from the Office of the Secretary of the Army on how to proceed
with these claims.

Implementation Status: The DoD OIG performed a followup audit to determine
whether the Office of the Under Secretary of Defense for Health Affairs, the Defense
Health Agency (DHA), and the Military Services implemented actions to correct
problems identified in six prior DoD OIG reports related to the collection of outstanding
balances of MSAs for patients authorized to receive care in military medical treatment
facilities and summarize systemic issues regarding delinquent MSAs.*® The DoD OIG
followup audit determined that, although the medical treatment facilities improved the
billing process for MSA accounts with the implementation of the Armed Forces Billing
and Collection Utilization Solution (ABACUS) and corrective actions from other prior
audit recommendations, additional improvements are needed to review and pursue
collections on all open and delinquent accounts.?* Specifically, the Military Services
did not review and pursue collections for 27,149 open delinquent accounts, valued at
$77.7 million (which includes 15,106 MSAs at BAMC, valued at $73.1 million), identified
in Report Nos. DODIG-2014-101 and DODIG-2016-079.> This occurred because UBO
management for all Services did not implement the proposed corrective actions for

all recommendations made in the prior audit reports, including pursuing the collection
of $73.1 million in delinquent accounts identified in our previous report.

10" Report No. DODIG-2019-038, “Followup of Delinquent Medical Service Account Audits,” December 19, 2018.

11 ABACUS replaced the billing function in the Composite Health Care System in September 2015. ABACUS allows medical
treatment facilities to manage billing and collection activities for the Uniform Business Offices’ cost recovery programs.
ABACUS provides electronic billing, interagency invoicing, and visibility into medical cost recovery activities, including
delinquent debt.

12 Report Nos. DODIG-2014-101, “Delinquent Medical Service Accounts at Brooke Army Medical Center Need Additional

Management Oversight,” August 13, 2014, and DODIG-2016-079, “Delinquent Medical Service Accounts at Landstuhl
Regional Medical Center Need Additional Management Oversight,” April 28, 2016.
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After the followup audit, MEDCOM reported that it completed analysis of the
15,106 delinquent MSAs identified in Report No. DODIG-2014-101 and found 15,042
of the accounts have since been paid, transferred to the Defense Finance and
Accounting Service (DFAS) or the U.S. Treasury for collection, or no longer have a
balance. However, the DoD OIG determined that the analysis listed 14,920 of the
accounts as “no longer on the aged accounts receivable,” with no indication of
how each of those accounts were resolved (paid in full, transferred to DFAS or the
U.S. Treasury for collection, or terminated as uncollectible debt).** Therefore, the
DoD OIG notified MEDCOM on April 16, 2019, that the support it provided for the
completed analysis of the 15,106 MSAs was deficient, and requested that MEDCOM
provide additional documentation to support the disposition of the MSAs.

MEDCOM responded that it took all reasonable actions to review, research, and

collect on MSAs open at the time of the report. MEDCOM further stated that DoD OIG
followup Report No. DODIG-2019-038 recognized the impending takeover of military
treatment facilities by the DHA, and included a recommendation for DHA to work with
MEDCOM and the BAMC UBO to address delinquent debt.** MEDCOM stated that it
would take no further research on the delinquent accounts because it lacked both

the resources to pursue detailed research for each account as well as DHA’s authority
to address future delinquent MSA issues from an enterprise perspective.

In September 2020, the DoD OIG discussed Recommendation 1.b and other
recommendations related to medical service accounts and third-party collection program
for medical claims with the DoD’s Chief Management Officer and representatives from
the Military Services.’> During the meeting, the Military Services expressed their belief
that the responsibility for implementing these recommendations belonged to DHA, while
DHA representatives stated that the Military Services still had equity in the process.
Afterwards, DoD’s Chief Management Officer met with officials from DHA and the
Military Services to establish ownership of these recommendations.

13 The remaining 186 MSAs were transferred to the debt collection agency; still have a balance; or have a credit balance
that might require a refund.

14 The NDAA for FY 2017 establishes the DHA as the authority for administration of all medical treatment facilities

beginning October 1, 2018.

Report No. DODIG-2019-108, “Audit of the DoD’s Management of the Third Party Collection Program for Medical
Claims,” September 16, 2019. In this report, the DoD OIG reported that the DoD did not properly manage the
Third Party Collection Program, resulting in uncollected funds of up to $70.7 million at the nine medical facilities
we reviewed. Recommendations related to this report are discussed further in the Unresolved Recommendations
chapter of this Compendium.

15
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Subsequent to meeting with the DoD Chief Management Officer, the DoD OIG met with
DHA representatives who walked the DoD OIG team through its implementation plan,
which included coordinating with the Military Services until DHA UBO vacancies were
filled, and assuming the recommendations made to the Military Services. DHA also
agreed to meet with the DoD OIG audit team monthly to discuss the implementation

progress of corrective actions for these recommendations.

Between July 2013 and October 2018, the DoD OIG conducted eight audits addressing
oversight and management of MSAs by the Office of the Under Secretary of Defense,
the Military Services, and selected military medical treatment facilities. Those 8 audits
resulted in 77 recommendations. Of the 77 recommendations, 52 recommendations
are closed and 25 remain resolved and open with $116 million in associated potential
monetary benefits.

Information Required to Close the Recommendation: The DoD OIG will close
Recommendation 1.b once we review the BAMC UBO and DHA plan to pursue the
collection of delinquent MSA debt identified in prior DoD OIG audit reports; and
evidence that they pursued the collection or received authority to terminate the debt
on all 15,106 delinquent MSAs, valued at $73.1 million, that were open at the time

of the audit. This recommendation has been open 6 years and 7 months. This is

the fourth consecutive year this recommendation has appeared on the Compendium’s
list of high-priority recommendations.

Why the Recommendation Is Important: This recommendation is one of several the
DoD OIG made to DHA and the Military Services to develop effective management
controls to combat the significant problem of managing and collecting medical debt.

If the DoD implemented this recommendation, it could potentially recover $73.1 million
in delinquent payments. Collection of these funds offers tremendous benefits to the
Department, as the money collected can help improve the quality of health care within
the Military Health System by providing additional funding for administrative, operating,
and equipment costs; readiness training; or trauma consortium activities.
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Report No. DODIG-2014-090, “Improvements Needed in the
General Fund Enterprise Business System Budget-to-Report
Business Process,” July 2, 2014

FY 2021 Management Challenge — Improving Financial Management and Budgeting

Objective: The objective of this audit was to determine whether the Army’s General
Fund Enterprise Business System Program Management Office (PMO) implemented the
DoD Business Enterprise Architecture Budget-to-Report Business Process to properly
support the recording of Army General Fund (AGF) accounting transactions.

A third-party contractor developed the General Fund Enterprise Business System for
the Army to standardize the Army’s financial management and accounting functions and
asset inventory and management. The DoD Business Enterprise Architecture identifies
15 DoD end-to-end business processes intended to streamline and enable standard,
integrated, and optimized business processes; improve records management; and
establish process governance that promotes transparency, collaboration, integration,
and innovation across the Army. The Budget-to-Report business process encompasses
all business functions necessary to plan, formulate, create, execute against, and

report on the budget and business activities of the Army, including updates to the
general ledger.

Finding: The DoD OIG determined that the General Fund Enterprise Business System
PMO and Army Budget Office personnel did not implement the Budget-to-Report
business process to properly support the AGF. Specifically, PMO personnel did not
configure the General Fund Enterprise Business System to properly record at least

$6.3 billion in AGF Budget-to-Report transactions. In addition, Army Budget Office
personnel did not accurately record $103.2 billion of AGF Budget-to-Report transactions
in the General Fund Enterprise Business System, and did not record 22 FY 2013 AGF
appropriations, totaling $176.5 billion, in a timely manner.

This occurred because Office of the Assistant Secretary of the Army (Financial Management
and Comptroller) (ASA[FM&C]) personnel did not provide adequate oversight to verify that
the PMO configured the system to properly record Budget-to-Report transactions; Office
of the Assistant Secretary of the Army (Financial Management and Comptroller) and PMO
personnel did not create adequate procedures for some Budget-to-Report business
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processes; and Army Budget Office personnel were not aware of all the transactions they
were required to record in the system after the implementation of the General Fund
Enterprise Business System.

As a result, the General Fund Enterprise Business System Budget-to-Report data
related to planning, formulating, creating, executing against, and reporting on the
budget and business activities of the Army were unreliable. At the time of our audit,
the General Fund Enterprise Business System fourth quarter FY 2013 trial balance
contained $6.3 billion in reported balances that did not comply with the normal debit
or credit accounts or had abnormal balances related to budgetary General Ledger
Account Codes. In addition, Defense Finance and Accounting Service (DFAS) personnel
could not use the General Fund Enterprise Business System budgetary trial balance
data to prepare the FY 2013 AGF Statement of Budgetary Resources, which reported
$266.5 billion of Total Budgetary Resources, without making $141.3 billion of adjustments
to the General Fund Enterprise Business System trial balance. For example, DFAS
personnel needed to make S3 billion in adjustments to bring the budgetary Fund
Balance with Treasury amounts into agreement with the proprietary Fund Balance
with Treasury amounts, since it was not reported properly in the General Fund
Enterprise Business System.

Recommendation 1.a: The DoD OIG recommended that the Assistant Secretary of the
Army (Financial Management and Comptroller) verify that the General Fund Enterprise
Business System posting logic documentation is accurate and complete, and use it to
validate General Fund Enterprise Business System general ledger account postings.*

Management Response to the Recommendation: The Deputy Assistant Secretary

of the Army (Financial Operations) (DASA[FO]), responding for the ASA(FM&C), agreed
with the recommendation, stating that the Army initiated an effort to document and
validate that the correct general ledger posting logic was programmed into the General
Fund Enterprise Business System. The Army also stated that it would develop a plan
of action with milestones to outline the actions required to document and potentially
adjust applicable posting logic.

16 posting logic describes how the system was programmed to record accounting transactions.
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Implementation Status: On November 26, 2019, the DoD OIG completed a followup
audit to determine whether the Army implemented appropriate corrective actions

in response to Report No. DODIG-2014-090, “Improvements Needed in the General
Fund Enterprise Business System Budget-to-Report Business Process,” July 2, 2014.7
The followup audit determined that ASA(FM&C) did not validate that general ledger
account postings programmed in the General Fund Enterprise Business System comply
with the U.S. Government Standard General Ledger (USSGL) and did not implement
a timely review of general ledger account postings. As a result, the General Fund
Enterprise Business System general ledger account postings did not comply with the
USSGL, resulting in DFAS personnel preparing at least $20.8 billion in adjustments
during the compilation of the FY 2018 AGF Financial Statements to correct errors

in the posting logic.

On December 3, 2020, the Army reported that the ASA(FM&C) work to address this
recommendation has resulted in posting logic changes in the General Fund Enterprise
Business System and it is in the process of verifying posting logic based on transactions
processed in the current and prior fiscal years. This is part of a larger effort to identify,
document, and monitor system-derived posting logic and will continue quarterly

for each system and business process. Any inconsistencies or deviations from DoD

or USSGL posting guidance will be addressed, as identified, through the relevant
Program’s configuration management process by September 30, 2021. In addition

to Recommendation 1.a, this report contained five recommendations related to
recording transactions accurately and posting transactions to the correct general ledger
accounts to improve the reliability of budgetary data in the General Fund Enterprise
Business System. Of the six recommendations, three are closed and three remain
resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close
Recommendation 1.a once it receives documentation that shows the Army
implemented a timely review of the current General Fund Enterprise Business System
general ledger account postings, and ensured that the general ledger account postings
comply with the USSGL. This recommendation has been open 6 years and 8 months.
This is the third year this recommendation has appeared on the Compendium’s list

of high-priority recommendations.

17 Report No. DODIG-2020-035, “Followup Audit of the Army’s Implementation of the Acquire-to-Retire and
Budget-to-Report Business Processes in the General Fund Enterprise Business,” November 26, 2019.
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Why the Recommendation Is Important: This recommendation relates to the Army’s
ongoing challenge to verify posting logic in its Enterprise Resource Planning Systems.
Errors in posting logic contributed to the $6.5 trillion in unsupported adjustments
DFAS prepared for the FY 2015 Year-End AGF Financial Statements and continue to
cause billions of dollars in unsupported adjustments during the compilation of the AGF
financial statements.’® The Independent Public Accounting (IPA) firm that audited the
FY 2020 AGF Financial Statements found that Army did not fully design and implement
controls to determine that the General Fund Enterprise Business System posting models
were consistent with the USSGL. Specifically, 9 of 32 transactions tested by the IPA
did not comply with the USSGL. The Army must understand how the General Fund
Enterprise Business System is posting transactions so that it can find posting errors

to make correcting adjustments; prepare the financial statements; or make required
USSGL yearly updates. Without a complete and accurate list of all potential general
ledger postings available within the General Fund Enterprise Business System, the
Army cannot demonstrate that it complies with the USSGL as required by the Federal
Financial Management Improvement Act of 1996. A complete and accurate posting
logic list would allow the Army to verify that the transactions programmed into its
general ledger system are consistent with the USSGL posting library and reduce the
number of adjustments required to correct errors during the compilation of the financial
statements. A correct posting logic list would also minimize the risk of unsupported
adjustments to the financial statements and help the Army, and the DoD, come

one step closer to obtaining a clean audit opinion.

18 Report No. DODIG-2016-113, “Army General Fund Adjustments Not Adequately Documented or Supported,”
July 26, 2016.
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Report No. DODIG-2015-016, “Department of Defense Suicide
Event Report Data Quality Assessment,” November 14, 2014

FY 2021 Management Challenge — Ensuring Health and Safety of Military Personnel,
Retirees, and Their Families

Objective: The objective of this assessment was to determine why the Calendar
Year (CY) 2011 Department of Defense Suicide Event Report (DoDSER) Annual Report
had a high number of “don’t know/data unavailable” responses to questionnaire items.

According to the Psychological Health Center of Excellence Online, “the annual DoDSER
report standardizes suicide surveillance efforts across the Military Services and tracks
the total suicide deaths, manner of death, and other variables. Each calendar year, the
DoDSER team cleans, verifies, analyzes, interprets, and contextualizes the collected data
in a manner that can be used to advance suicide prevention efforts. The military suicide
data is then presented to military leaders, the Military Services, and the public via the
DoDSER Annual Report.”®

19 psychological Health Center of Excellence Online, “Department of Defense Suicide Event Report (DoDSER) and DoDSER
Annual Report,” https://pdhealth.mil/research-analytics/department-defense-suicide-event-report-dodser.

Prevention and resiliency
training virtually presented
by behavioral health experts
on the importance of mental
health and preventing service
member suicides

Source: Air Nation Guard.
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Finding: The DoD OIG determined that the CY 2011 DoDSER did not consistently
include highly relevant information from other sources, such as medical records,

law enforcement investigations, or command investigations, that could provide a
better understanding of the circumstances and stressors related to suicidal behavior.
This occurred because DoD policy did not require a multidisciplinary approach

to gathering data for the DoDSER submission.?

The CY 2011 DoDSER had a high number of “don’t know/data unavailable” responses

in numerous critical data fields, such as, “Did the decedent have a family history of
mental illness?” and “Prior to the event, was the decedent seen by a Military Treatment
Facility?” This occurred because individuals assigned to prepare the DoDSER did not
know how or where to obtain that information. Additionally, Line-of-Duty Investigating
Officers, investigative agencies, and suicide prevention offices, who were likely to have
been the sources of information that was reported as “don’t know/data unavailable,”
often failed to share this information with those preparing the DoDSER submission.?

Recommendation 2.a: The DoD OIG recommended that the Under Secretary of Defense
for Personnel and Readiness publish guidance requiring suicide event boards to establish
a multidisciplinary approach for obtaining the data necessary to make comprehensive
DoDSER submissions. For each suicide death, the board should:

e Dbe a locally (command or installation level) chartered board with defined
task, purpose, and outcome for each suicide death review;

e include participation by unit leadership, medical and mental health
organizations, and Military Criminal Investigative organizations; and

e articulate the requirement to appropriately share information (for example,
medical and law enforcement reports) from ongoing investigations.

20 A multidisciplinary approach takes professionals from many backgrounds (who have access to or need to know) to
share information across disciplines such as provost, chaplain, mental health, command, medical, finance, and family
programs. The questions span many domains of life, so one office would likely have large holes in their data if they do

not work together across databases and disciplines.

21 Aline-of-duty investigation is typically conducted in the event of the death of a Service member to determine if the

death occurred while the individual was in a duty status. The investigation is typically assigned to a Service member
as an additional duty. The line-of-duty investigating officer’s determination has an impact on the deceased Service
member’s survivor benefits received.
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Management Response to the Recommendation: The Principal Deputy Under Secretary
of Defense for Personnel and Readiness, responding for the Under Secretary of Defense
for Personnel and Readiness (OUSD[P&R]), agreed with the recommendations, stating
that the office would draft guidance for coordination by April 2015.

Implementation Status: The Office of the Under Secretary for Personnel and
Readiness (OUSD(P&R)) issued DoD Instruction 6490.16, “Defense Suicide Prevention
Program,” on November 6, 2017. The Acting Director of the Defense Suicide Prevention
Office (DSPO) requested closure of the recommendations based on the language in
sections 2.16 and 2.18 of DoD Instruction 6490.16, which outlines the responsibilities
of the Secretaries of the Military Departments and Military Service Chiefs, respectively,
for implementing a suicide prevention policy and program. Sections 2.16 and 2.18
support the DSPQO’s annual suicide death review by providing data elements to the
Director, DSPO, within 60 days postdate of suicide and within 90 days post-Armed
Forces Medical Examiner System confirmation. Data elements include personnel

file, contingency tracking system deployment file, medical files, social media data

(if available), and a criminal investigation report provided within 30 days of the report
being completed by the criminal investigation command. However, the DoD OIG
determined that these sections did not provide guidance requiring that suicide event
boards take a multidisciplinary approach to obtain data for DoDSER submissions.

The OUSD(P&R) has since expressed concern about the requirement for Military
Services to establish suicide event boards at the installation level to review and

report on suicides.

The DoD OIG notes that while the number of suicides by installation might be low,
the number of suicides overall and by Military Service is not low, and is increasing.
Furthermore, the DoD OIG is not recommending the publication or open sharing of
suicide reports. In addition, participants of the suicide event board should have a
need to know, knowledge of, or clearance to discuss the cases; therefore, this should
not be a privacy concern.
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The NDAA for FY 2021 (NDAA 2021) requires the DoD to fulfill the requirements of the
recommendation.?? Specifically, Section 549A, subsection (a) states that “the Secretary
of Defense shall issue guidance that requires each suicide event involving a member

of a covered Armed Force to be reviewed by a multidisciplinary board established

at the command or installation level, or by the Chief of the covered Armed Force.

Such guidance shall require that, for each suicide event reviewed by such a board, the
board shall (1) clearly define the objective, purpose, and outcome of the review; (2) take
a multidisciplinary approach to the review and include, as part of the review process,
leaders of military units, medical and mental health professionals, and representatives
of military criminal investigative organizations; and (3) take appropriate steps to protect
and share information obtained from ongoing investigations into the event (such as
medical and law enforcement reports).”?®> The NDAA further states that, “Not later than
90 days after the date on which the guidance is issued under subsection (a), the Chiefs
of the covered Armed Forces shall implement the guidance.” Additionally, not later
than 180 days after the date of the enactment of this Act, the Secretary of Defense
shall submit to the congressional defense committees a report on the progress of the
Secretary in implementing the guidance required under subsection (a).

In addition to Recommendation 2.a, this report contained 32 recommendations
related to the DoDSER submission process, data quality, and data sharing.
Of the 33 recommendations, 23 are closed and 10 remain resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close

this recommendation when OUSD (P&R) implements guidance that requires each
suicide event involving a member of a covered Armed Force to be reviewed by a
multidisciplinary board established at the command or installation level, or by the
Chief of the covered Armed Force. Such guidance shall require that, for each suicide
event reviewed by such a board, the board shall (1) clearly define the objective,
purpose, and outcome of the review; (2) take a multidisciplinary approach to the
review and include, as part of the review process, leaders of military units, medical
and mental health professionals, and representatives of military criminal investigative
organizations; and (3) take appropriate steps to protect and share information obtained
from ongoing investigations into the event (such as medical and law enforcement

22 NDAA 2021 - https://www.congress.gov/116/bills/hr6395/BILLS-116hr6395enr.pdf (SEC. 549A. MULTIDISCIPLINARY
BOARD TO EVALUATE SUICIDE EVENTS, Page 233)

23 The term “covered Armed Forces” means the Army, Navy, Air Force, Marine Corps, and Space Force.
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reports). This recommendation has been open 6 years and 4 months. This is the
fourth consecutive year this recommendation has appeared on the Compendium’s
list of high-priority recommendations.

Why the Recommendation Is Important: Preventing DoD military personnel

suicides remains a significant challenge for the DoD. The findings of the CY 2018

DoD Annual Suicide Report show an increase in suicide rates among active duty military
members, as well as higher-than-expected rates in the National Guard, compared to the
U.S. population. Each Military Service seeks to address suicide prevention with measures
such as training, data collection and analysis, and strategic communications about
suicide-related behaviors. However, DoDSER accuracy and completeness suffered from
a high number of “don’t know/data unavailable” responses. Without a comprehensive
and complete DoDSER submission, the DoD will have difficulty conducting accurate
trend or causal analysis necessary for developing effective suicide prevention policy
and programs to reduce suicide rates across the force.
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Report No. DODIG-2017-004, “Summary Report—-Inspections of
DoD Facilities and Military Housing and Audits of Base Operations
and Support Services Contracts,” October 14, 2016

FY 2021 Management Challenge — Ensuring Health and Safety of Military Personnel,
Retirees, and Their Families

Objective: In this report, the DoD OIG summarized and analyzed previous DoD OIG health
and safety inspections of DoD-occupied facilities and military housing. The DoD OIG also
reviewed audit reports related to Base Operations and Support Services (BOSS) contracts
and facilities maintenance. Additionally, the DoD OIG evaluated DoD policy and guidance
regarding health and safety requirements for DoD-occupied facilities to determine
whether any gaps or conflicts in coverage existed.

Finding: The DoD OIG issued six reports from July 2013 to July 2016 related to

health and safety inspections of DoD facilities at various locations around the world,
documenting 3,783 deficiencies in electrical system safety, fire protection systems,

and environmental health and safety.? During these inspections, the DoD OIG issued
12 notices of concern detailing 319 critical deficiencies requiring immediate action at
24 of the 36 installations inspected. The six inspection reports identified significant
health and safety deficiencies and systemic weaknesses in inspections and maintenance.
The DoD OIG determined that the average number of deficiencies per building was
consistent regardless of location. For instance, the DoD OIG found an average of

two to three electrical and fire protection deficiencies for each building inspected, and
about one environmental health and safety deficiency for every two buildings inspected.
The pervasiveness of electrical system safety, fire protection, and environmental health
and safety deficiencies was the most significant trend that the DoD OIG observed.

Deficiencies in electrical system safety, fire protection systems, and environmental health
and safety were pervasive because of a lack of adequate preventative maintenance and
inspections being performed at the installations. As a result, DoD personnel and military
families were exposed to health and safety hazards at installations around the world.
DoD policy and guidance requires periodic inspections of DoD facilities. However, none
of these inspections comprehensively examined the effectiveness of facility sustainment

24 Report No. DODIG-2013-099, “Compliance with Electrical and Fire Protection Standards of U.S. Controlled
and Occupied Facilities in Afghanistan”; Report No. DODIG-2014-121, “Military Housing Inspections — Japan”;
Report No. DODIG-2015-013, “Military Housing Inspections — Republic of Korea”; Report No. DODIG-2015-162,
“Continental United States Military Housing Inspections — National Capital Region”; Report No. DODIG-2015-181,
“Continental United States Military Housing Inspections — Southeast”; and Report No. DODIG-2016-106,
“U.S. Military-Occupied Facilities Inspection — King Abdullah Il Special Operations Training Center.”
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processes with respect to the overall health and safety of occupants. In addition to
recommending that the Military Departments take action to improve inspections and
maintenance in response to the previous reports, the DoD OIG recommended that
the Military Departments undertake independent verification efforts to ensure the
programs are effective.

Recommendation C: The DoD OIG recommended that the Under Secretary

of Defense for Acquisition, Technology, and Logistics, (USD[AT&L]) establish

a permanent policy for the sustainment of facilities, including standardized
facility inspections. This policy should incorporate the requirements in the
September 10, 2013, “Standardizing Facility Condition Assessments,” and in the
April 29, 2014, “Facility Sustainment and Recapitalization Policy,” memorandums.

Management Response to the Recommendation: The Principal Deputy Assistant
Secretary of Defense for Energy, Installations, and Environment, responding for
the USD(AT&L), agreed, and stated that the facility policy memorandums will be
incorporated in a new DoD instruction. The target publication date was FY 2017.

Implementation Status: On June 5, 2020, DoD OIG issued Report No. DODIG-2020-086,
“Summary Report-Inspections of DoD Facilities and Military Housing and Audits of

Base Operations and Support Services Contracts.” The objective of this audit was

to determine whether the DoD corrected previously identified deficiencies related

to policies and instructions, preventative maintenance, and environmental health and
safety in selected prior military housing reports. The DoD OIG determined that the
USD(AT&L) did not issue revised guidance for standardized facility inspections to address
Recommendation C.?> In Report No. DODIG-2017-004, the DoD OIG recommended that
the USD(AT&L) incorporate into permanent policy the two memorandums that implement
standardized facility condition assessments and prioritize the reinvestment in facilities
sustainment. DoD guidance requires that Office of the Under Secretary of Defense-level
policy memorandums be incorporated into appropriate DoD issuances within 1 year
unless otherwise directed by the Secretary or the Deputy Secretary of Defense.?

25 As of February 1, 2018, the Office of the Under Secretary of Defense for Acquisition, Technology, and Logistics was
reorganized into two offices: (1) the Office of the Under Secretary of Defense for Research and Engineering, and
(2) the Office of the Under Secretary of Defense for Acquisition and Sustainment (USD[A&S]).

26 poD Instruction 5025.01, “DoD Issuances Program,” August 1, 2016 (Incorporating Change 3, May 22, 2019).
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On March 10, 2021, the Office of the Assistant Secretary of Defense for Sustainment
stated that a new DoD instruction will be required to incorporate the two facility policy
memorandums and to account for the designation of the Army as the Executive Agent
to oversee the BUILDER Sustainment Management System.?” According to the Office

of the Assistant Secretary, the development of the DoD instruction is on hold pending
the Executive Agent designation projected for July 2021. The Office of the Assistant
Secretary of Defense for Sustainment anticipates publication of the new guidance

in January 2022.

In addition to Recommendation C, Report No. DODIG-2017-004 contained

nine recommendations related to performing comprehensive and independent
inspections of installations to verify compliance with all applicable health and safety
requirements; establishing a joint-Service working group to identify and implement
improvements in facility inspection and maintenance programs; and developing
standard procedures or templates for services performed under BOSS contracts in
contingency environments to assist the DoD in the development and oversight of those
contracts. Of the 10 recommendations, 7 are closed and 3 remain resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close
Recommendation C once we verify that the new DoD instruction includes

the policies discussed in the September 10, 2013, and April 29, 2014, policy
memorandums. This recommendation has been open 4 years and 5 months.
This is the second year this recommendation has appeared on the Compendium’s
list of high-priority recommendations.

Why the Recommendation Is Important: Our reports noted severe health and safety
hazards that can undermine the morale, welfare, and readiness of Service members

and their families. Establishing a permanent policy for the sustainment of facilities,
including standardized facility inspections, will strengthen the effectiveness of facility
sustainment processes with respect to the overall health and safety of Service members
and their families. Implementing DoD or Service-level housing policies and procedures
for performing annual inspections and completing repairs in a timely manner will
improve military housing, and ensure that military families will not be exposed to

health and safety hazards at installations around the world.

27" BUILDER Sustainment Management System is widely used by the DoD and catalogs the condition of current facility
inventory through inspections, and predicts the degradation of their condition over time with different scenarios that
allows users to see the effects of different policies, prioritization and funding approaches.
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Report No. DODIG-2018-018, “Implementation of the DoD
Leahy Law Regarding Allegations of Child Sexual Abuse by
Members of the Afghan National Defense and Security Forces,”
November 16, 2017

FY 2021 Management Challenge — Maintaining the Advantage While Balancing Great Power
Competition and Countering Global Terrorism

Objective: The objective of this assessment was to evaluate the implementation of the
DoD Leahy Law regarding child sexual abuse as it applies to DoD interaction with, and
support and funding of, the Afghan Security Ministries and the Afghan National Defense
and Security Forces (ANDSF).

Section 362, title 10, U.S. Code, which the DoD OIG referred to as the “DoD Leahy
Law,” provides that no funds made available to the DoD may be used for any training,
equipment, or other assistance for a unit of a foreign security force if the Secretary

of Defense has credible information that the unit has committed a gross violation of
human rights (GVHR).?® According to the Foreign Assistance Act of 1961, as amended,
a GVHR includes torture or cruel, inhuman, or degrading treatment or punishment;
prolonged detention without charges and trial; causing the disappearance of persons
by the abduction and clandestine detention of those persons; and other flagrant denial
of the right to life, liberty, or the security of a person.

Finding: The DoD OIG determined that the Office of the Under Secretary of Defense
for Policy (OUSDIP]) did not have standardized guidance or a process for determining
whether information supporting GVHR allegations were credible. This occurred because:

e the phrase “credible information” was not defined as it applies
to the DoD Leahy Law;

e there was no DoD or OUSD(P) guidance for determining whether
credible information existed; and

e the OUSD(P) did not require or maintain any documentation pertaining

to whether or how information was determined to be credible.

As a result, the issues identified created the risk of inconsistent credibility determinations
that, in the absence of clearly articulated guidance, could adversely affect the DoD’s
ability to comply with the DoD Leahy Law.

28 The limitations on the use of DoD funds is codified in section 362, title 10, United States Code. The limitation on
assistance to security forces is codified in section 2378d, title 22, United States Code.
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Recommendation B.2: The DoD OIG recommended that the Secretary of
Defense establish a specific process by which DoD Leahy Law credible information

determinations are made.

Recommendation B.3: The DoD OIG recommended that the Deputy Assistant Secretary
of Defense for Afghanistan, Pakistan, and Central Asia establish and implement a records
management policy for all alleged gross violations of human rights in Afghanistan.
Specifically, this policy should require the Deputy Assistant Secretary of Defense for
Afghanistan, Pakistan, and Central Asia to maintain documentation sufficient to identify
how and why credible information determinations were made and to clearly identify
what credibility determinations were made in each case.

Management Response to the Recommendations: The Assistant Secretary of Defense
for International Security Affairs, performing the duties of the USD(P), responding for
the Secretary of Defense, agreed with Recommendation B.2. He stated that the USD(P)
was directed to develop and implement detailed procedures on GVHR reporting within
the DoD and that those procedures are addressed in a draft of DoD Instruction 2110.A,
“Implementation of DoD Leahy Law Restrictions on Assistance to Foreign Security
Forces,” which was undergoing interagency review. He also stated that: the definition
of “credible information” would be adapted from the Department of State Leahy Vetting
Guide and included in DoD Instruction 2110.A; the DoD would develop a checklist
outlining a specific process by which GVHR credible information determinations were
made in Afghanistan; and that the Office of the Deputy Assistant Secretary of Defense
for Stability and Humanitarian Affairs would issue a clarification memorandum on the
application of the DoD Leahy Law in Afghanistan that would include the checklist for
the GVHR credibility determination process.

In response to Recommendation B.3, the Assistant Secretary of Defense for International
Security Affairs, performing the duties of the USD(P), stated that the OUSD(P) agreed
with Recommendation B.3 and that the Deputy Assistant Secretary of Defense for
Afghanistan, Pakistan, and Central Asia created and launched a central database
accessible to all stakeholders in July 2017 to record allegations of GVHR by ANDSF

and document the credibility determinations for each report.

Implementation Status: As of January 29, 2021 the Office of the Deputy Assistant
Secretary of Defense for Afghanistan, Pakistan, and Central Asia continued to draft an
update to the Secretary of Defense guidance on the implementation of the Leahy Law
in Afghanistan with an estimated completion date of December 2021. OUSD(P) provided
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a draft of the updated guidance for implementing the Leahy Law in Afghanistan to the
DoD OIG for review and comment. The DoD OIG informed OUSD(P) on August 24, 2020,
that the draft guidance did not meet the intent of the recommendation because it did
not identify a specific process for credibility determinations. The DoD OIG continues

to await the OUSD(P) memorandums, which will include a process chart for GVHR
credibility determination and also establish and implement a records-management policy.
In addition to Recommendations B.2 and B.3, this report contained six recommendations
related to developing and implementing detailed procedures on GVHR reporting within
the DoD, defining “credible information” as it applies to GVHR determinations and

the DoD Leahy Law, and maintaining an official system to track GVHR information.

Of the eight recommendations, one is closed and seven remain resolved and open.

Information Required to Close the Recommendations: The DoD OIG will close
Recommendation B.2 once the Office of the Deputy Assistant Secretary of Defense

for Stability and Humanitarian Affairs issues a memorandum identifying a specific
process for making decisions on the application of the DoD Leahy Law in Afghanistan.
The memorandum will include the checklist for the GVHR credibility determination
process. The DoD OIG will close Recommendation B.3 once the Deputy Assistant
Secretary of Defense for Afghanistan, Pakistan, and Central Asia provides a memo

on records management stating that the Afghanistan GVHR database will be used

and identify the office responsible for maintaining it; the memo also needs to discuss
maintaining documentation of credibility determinations and maintaining the information
that was used to make the credibility determination. These recommendations have been
open 3 years and 4 months. This is the fourth consecutive year these recommendations
have appeared on the Compendium’s list of high-priority recommendations.

Why the Recommendations Are Important: Implementing Recommendations B.2

and B.3 will help the DoD comply with legal requirements to withhold funding assistance
when there are credible allegations of GVHR by the ANDSF by having a process to
determine whether allegations are credible and recording those credibility decisions.
Furthermore, such withholding could influence behaviors of the ANDSF, as well as other
foreign military and security force units that want U.S. assistance.
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Report No. DODIG-2019-062, “Audit of Management of
Government-Owned Property Supporting the F-35 Program,”
March 13, 2019

FY 2021 Management Challenges — Strengthening and Securing the DoD Supply Chain
and Defense Industrial Base

Objective: The objective of this audit was to determine whether DoD personnel
managed Government property supporting the F-35 Program in accordance with the
Federal Acquisition Regulation, Defense Federal Acquisition Regulation Supplement,
and DoD Instruction 5000.64 requirements for property accountability.?

The F-35 program is the DoD’s largest acquisition program. The F-35 Program is a
multiservice and multinational acquisition to develop and field the next-generation
strike fighter aircraft for the Navy, Air Force, Marine Corps, and international partners.
The estimated acquisition cost is more than $406 billion.

As a part of the F-35 aircraft production, Lockheed Martin, the prime contractor,
acquires Government property, which includes material, equipment, special tooling
(for example, a device that holds an item in place while being worked on or a mold used
to produce more than one part), special test equipment, and real property. Government
property includes both:
e Government-Furnished Property (GFP), property that is in the possession of,
or directly acquired by, the Government and then furnished to the contractor
for performance of a contract; or

e Contractor-Acquired Property (CAP), property that is acquired, fabricated,
or otherwise provided by the contractor for performing a contract.

DoD Instruction 5000.64 requires DoD Components to establish accountable property
records. The Federal Acquisition Regulation also requires the contractor to create and
maintain records of all Government property identified in the contract, including GFP and
CAP, and to maintain a complete, current, auditable record of all property transactions.

2% DoD Instruction 5000.64, “Accountability and Management of DoD Equipment and Other Accountable Property,” first
issued April 27, 2017 (incorporating Change 2 August 31, 2018), and newest version issued August 31, 2018, required the
DoD to establish accountable property records.
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Finding: The DoD OIG found that DoD officials did not account for and manage
F-35 Program Government property that was in the possession of Government
contractors, including recording the property in a Government-accountable property
system of record, as required. The only record of Government property for the
F-35 Program is with the prime contractor and its subcontractor, which valued

the 3.45 million pieces of property at $2.1 billion. Specifically, F-35 Program
officials did not:

* maintain a Government record of GFP;
e award contracts with complete GFP lists; and

e coordinate with Defense Contract Management Agency (DCMA) officials
to execute contracting actions to transition CAP to GFP as required.*®

Recommendation 2.c: The DoD OIG recommended that the F-35 Program Executive
Officer, before the F-35 Program Office makes a decision to begin full-rate production
of the F-35, ensure that the component property lead and accountable property officer
reconcile all F-35 Program Government-furnished property by performing a complete
inventory of delivered property and use the result of the inventory to establish

a baseline property record in its accountable property system of record.*

Management Response to the Recommendation: The Assistant Secretary of Defense
for Sustainment, responding for the USD(A&S) and for the F-35 Program Executive
Officer, agreed with the recommendation. The Assistant Secretary agreed to perform
a complete inventory of Government property but did not agree to complete the
inventory before the full-rate production decision for the F-35. The Assistant
Secretary stated that corrective actions are underway and projected completion

by December 31, 2019, and that these actions will occur at the same time as the
implementation of the F-35 Program accountable property system of record.

Implementation Status: As of July 1, 2020, the F-35 Lightning Il Program Office
personnel expected to accomplish physical inventories at all sites by January 31, 2021
and then use the results to populate the Accountable Property System of Record by
December 31, 2022. However, despite repeated requests, as of March 31, 2021, the
DoD OIG had not received an updated status.

30 pcmAs responsible for monitoring the prime contractors performance and management systems to ensure that cost,

performance, and delivery schedules comply with the terms and conditions of the contract.

31 Full-rate production is a decision, following the completion of operational testing of representative initial production

products, to scale up production, leading to full deployment.
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In addition to Recommendation 2.c, this report contained nine recommendations related
to reviewing the accounting and management actions of the F-35 Program Office for
Government property and holding the necessary officials accountable, as appropriate,
and establishing and implementing procedures for property officials to continuously
input the data required by DoD Instruction 5000.64 in its accountable property system
of record. All 10 recommendations remain resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close this
recommendation upon receipt of documentation that shows the completed baseline
inventory, and that the inventory is in the accountable property system of record with
the understanding that the inventory might not be completed before making a decision
for full-rate production of the F-35. This recommendation has been open for 2 years and
18 days. This is the third year this recommendation has appeared on the Compendium’s

list of high-priority recommendations.

Why the Recommendation Is Important: For many years, the DoD has not
implemented adequate procedures for accounting for and managing Government
property for the F-35 Program. On November 13, 2019, the House Armed Services
Subcommittees on Readiness and Tactical Air and Land Forces held a joint hearing on
the F-35 Program. During this hearing, both congressional and senior Office of the

F-35 Lightning IIs in flight

Source: U.S. Air Force.
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Under Secretary of Defense officials communicated the importance for the DoD to
establish its own property records for F-35 Program parts and equipment. According to
the Government Accountability Office Director for Defense Capabilities and Management,
property records were not previously maintained because, when the program started
almost 20 years ago, the plan was for the Government to hand over logistics support
almost entirely to the prime contractor. The Director also stated that the DoD did not
know where F-35 Program parts were located and that the DoD was unable to match

up the dollars spent back to specific major end items and major parts.

As a result, the DoD does not have an independent record to verify the contractor-valued
Government property of $2.1 billion for the F-35 Program. Without accurate records,
the F-35 Program officials have no visibility over the property and have no metrics

to hold the prime contractor accountable for how it manages Government property.
The lack of asset visibility restricts the DoD’s ability to conduct the necessary checks
and balances that ensure the prime contractor is managing and spending F-35 Program
funds in the Government’s best interest and could affect the DoD’s ability to meet its
operational readiness goals for the F-35 aircraft. Without a DoD record of GFP for

the F-35 Program, the DoD could acquire equipment and parts that it does not need,
which is a waste of funds. Conversely, the DoD might not order equipment and parts
that it believes were already procured, adversely affecting operations. In addition,

the lack of existence and completeness of DoD inventory (GFP) directly affects DoD
financial statements. The lack of a DoD record of GFP for the F-35 Program results

in an understatement of either the assets or expenses of DoD financial statements.
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Report No. DODIG-2019-106, “Audit of the DoD’s Management
of the Cybersecurity Risks for Government Purchase Card
Purchases of Commercial Off-the-Shelf Items,” July 26, 2019
(Full Report is Classified)

FY 2021 Management Challenge — Strengthening and Securing the DoD Supply Chain
and Defense Industrial Base

Objective: The objective of this audit was to determine whether the DoD assessed
and mitigated cybersecurity risks when purchasing commercial off-the-shelf (COTS)
information technology items.

{FOYO} Finding: The DoD OIG determined that the DoD purchased and used COTS
information technology items with known cybersecurity risks. Specifically, Army and
Air Force government purchase card (GPC) holders purchased at least $32.8 million of
COTS information technology items, such as Lenovo computers, Lexmark printers, and
GoPro cameras, with known cybersecurity vulnerabilities in FY 2018. In addition, we

dentified that the [

The DoD purchased and used COTS information technology items with commonly
known cybersecurity risks because the DoD did not establish:

e responsibility for an organization or group to develop a strategy to
manage the cybersecurity risks of COTS information technology items;

e acquisition policies that proactively address the cybersecurity risks
of COTS information technology items;

e an approved products list to prevent unsecure items from being
purchased; and

e controls to prevent the purchase of high-risk COTS information technology
items with known cybersecurity risks similar to the controls implemented
through the use of the national security systems-restricted list.

{FOYO} As a result, adversaries could exploit known cybersecurity vulnerabilities that
exist in COTS items purchased by the DoD. If the DoD continues to purchase and use
COTS information technology items without identifying, assessing, and mitigating the
known vulnerabilities associated with COTS information technology items, missions
critical to national security could be compromised. For example, the Department of
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FOYO} State issued a warning in May 2017 against using Hangzhou Hikvision Digital
Technology Company and Dahua Technology Company video surveillance equipment,
citing cyberespionage concerns from China. Despite the inherent risks associated with
their use, DoD Components continued to purchase and use these COTS items to-

_ until Congress banned the Federal Government from using them

in August 2018. In addition, despite reports from the_

_ DoD Components purchased and used the systems to-

Recommendation 2.a: The DoD OIG recommended that the Under Secretary of Defense

for Acquisition and Sustainment update existing DoD acquisition policies or develop and
implement new policy to require organizations to review and evaluate cybersecurity
risks, including supply chain and counterintelligence risks, for high-risk commercial
off-the-shelf items prior to purchase, regardless of purchase method.

{FOUO} Management Response to the Recommendation: On June 11, 2019, the Under
Secretary of Defense for Acquisition and Sustainment (USD[A&S]) agreed, stating that

I
I < USD(A&S) noted

that DoD policies, including DoD Instructions 5000.01, 5000.02, 5200.44, 8510.01, and
520039, require [
B T Uso(ies) steted thot [
I
|

Implementation Status: On October 1, 2020, the USD(A&S) and DoD CIO stated that
they were working to update and restructure the DoD 5000 series of instructions

to include a new annex that will provide cybersecurity guidance for the acquisition
decision authorities and program managers, and an update to the Program Protection
Plan requirements, which is used by acquisition program managers to manage risks for
mission-critical functions and components of an acquisition program every 18 months.
The purpose of the new annex is to ensure that DoD Components treat cybersecurity
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as a foundational requirement by including a mandatory capability consideration

that has to be continually addressed through the Risk Management Framework, the
process by which DoD components manage risk for using a device, system, or network.
In January 2020, the new annex was submitted to the Washington Headquarters Services
Executive Service Directorate for publication. In addition, the USD(A&S) and DoD CIO
are replacing the existing guidebook for purchase, travel, and fuel card programs with

a GPC-specific guidebook that will address cybersecurity and supply chain risks for COTS
information technology products.

On December 31, 2020, DoD Instruction 5000.90, “Cybersecurity for Acquisition Decision
Authorities and Program Managers,” was published as part of an extensive restructure
of the DoD 5000 series of instructions governing acquisition. On February 24, 2021,

the USD(A&S) reported a revision to DoD Instruction 5200.44, which prescribes

policy for risk mitigation and protection of trusted systems, to include a risk-based
approach for tailoring supply chain risk management according to characteristics like
mission criticality. The guidance applies to all levels of acquisition, and states that the
risk-management practices begin early, continue throughout acquisition and integration,
and apply to procurements of high commodity information and communications

technology or critical components alike, whether through commodity purchases,
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system acquisition, or sustainment process. Organizations must review and evaluate
cybersecurity risks, including supply chain and counterintelligence risks, for high-risk
COTS items prior to purchase, regardless of purchase method. The target date of
publication of DoD Instruction 5200.44 is July 2021.

In addition to Recommendation 2.a, this report contained seven recommendations
related to developing and implementing GPC program policy and training requirements
to include training on common cybersecurity risks for COTS information technology
items and the impact of the risks to the mission; and updating DoD policy to require
an assessment of supply chain risks as a condition for approval to be included on

the Unified Capabilities Approved Products List. Of the seven recommendations,

two are closed and five remain resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close
Recommendation 2.a once the USD(A&S) provides the updated version of

DoD Instruction 5200.44 and the DoD OIG verifies that it addresses requirements
for evaluating COTS items cybersecurity risks prior to their purchase, regardless
of the purchase method. This recommendation has been open for over 1 year
and 8 months. This is the first year this recommendation has appeared on the
Compendium’s list of high-priority recommendations.

Why the Recommendation Is Important: The DoD’s reliance on a wide variety of
COTS information technology items and the integration of those items into nearly all
DoD systems and networks necessitates a DoD-wide effort to ensure that cybersecurity
risks associated with COTS information technology items are identified, assessed, and
mitigated before they compromise missions critical to national security. Purchasing
secure COTS information technology items, while sometimes initially more costly,

would decrease the risk of adversaries exploiting vulnerabilities that could compromise
operations and should lower the overall cost of ownership by reducing the necessity

to replace unsecure COTS information technology items that are later banned for use
or pose unacceptable cybersecurity risks to the DoD.
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Report No. DODIG-2019-128, “Audit of U.S. Army Corps of
Engineers Oversight of Contracts for Repair and Restoration
of the Electric Power Grid in Puerto Rico,” September 30, 2019

FY 2021 Management Challenge — Improving Financial Management and Budgeting

Objective: The objective of this audit was to determine whether the U.S. Army Corps

of Engineers (USACE) properly monitored contractor labor hours and accurately reviewed
and paid invoices for the Puerto Rico power grid repair and restoration contracts

in accordance with Federal and DoD guidance.

On September 20, 2017, Hurricane Maria severely damaged the Puerto Rico power
grid and left nearly all of Puerto Rico’s 1.5 million electric customers without power
or communications. USACE Huntsville awarded two time-and-material contracts

to one contractor for the repair and restoration of the Puerto Rico power grid.
Contract W912DY-18-F-0003 (F-0003), awarded on October 15, 2017, was valued at
$505.8 million as of November 2018. Contract W912DY-18-F-0032 (F-0032), awarded
on December 1, 2017, was valued at $276.4 million as of November 2018.

USACE Jacksonville awarded a time-and-materials contract to a second contractor for the
repair and restoration of the Puerto Rico power grid. Contract W912EP-18-C-0003 (C-0003),
awarded on October 18, 2017, was valued at $523 million as of the contract

modification in May 2018.

Time-and-materials contracts are generally used in projects in which it is not possible
to accurately estimate the size of the project, or when it is expected that the project
requirements would most likely change. According to Federal and DoD guidance,
time-and-materials contracts are the least favorable Government contract type because
they provide no positive profit incentive to the contractor for cost control or labor
efficiency. The Government assumes the cost risk, benefiting if the actual cost is lower
than expected, or incurring additional expenses if the contractor does not complete
the work within expected cost. The Federal Acquisition Regulation requires appropriate
Government surveillance of contractor performance under time-and-materials contracts
to give reasonable assurance that the contractor is using efficient methods and effective
cost controls. The Federal Acquisition Regulation also states that a contractor is
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responsible for accounting for costs appropriately and for maintaining records, including
supporting documentation, adequate to demonstrate that costs claimed have been
incurred, are allocable to the contract, and comply with applicable cost principles.
The contracting officer may disallow all or part of inadequately supported or improperly

charged claimed costs.

Finding: The DoD OIG determined that USACE Huntsville did not adequately monitor
contractor labor hours worked or accurately review invoices to ensure contractor
invoices corresponded to actual work performed on its two-power grid repair and
restoration contracts. Specifically, USACE Huntsville contracting officials did not:

e provide appropriate surveillance of contractor performance to verify that
labor hours billed were accurate;

e obtain adequate supporting documentation for labor hours billed before
approving invoices for payment, such as individually certified timesheets,
support for work that employees performed before their arrival in
Puerto Rico, and support for work performed and overtime charged
that was not specifically for power grid repair and restoration work;

e verify whether contractor employees met qualifications for labor categories
included in the contracts before approving invoices for payment; or

A contractor works on the
power lines while in a bucket
truck in San Juan, Puerto Rico
for the U.S. Army Corps

of Engineers

Source: U.S. Army Corps
of Engineers.

65



I CHAPTER 1

e verify whether contractor employees exceeded the weekly labor hours
allowed by USACE policy before approving invoices for payment.

This occurred because USACE Huntsville contracting officials did not have quality
assurance procedures or written invoice review procedures that ensured adequate
Government oversight of contractor labor hours worked and adequate documentation
from the contractor to support labor hours billed before payment.

As a result, USACE Huntsville did not know whether contractor labor costs paid on

11 invoices, valued at $258.9 million, were allowable in accordance with the terms of
the contracts. Based on our testing of a sample of labor costs, the DoD OIG identified
at least $20.9 million paid by USACE that was unsupported and potentially unallowable.

Additionally, USACE Jacksonville did not adequately monitor contractor labor hours
worked or accurately review invoices to ensure contractor invoices corresponded
to actual work performed on a third power grid repair and restoration contract.
Specifically, USACE Jacksonville contracting officials did not:

e provide appropriate surveillance of contractor performance to verify that
labor hours billed were accurate;

e obtain adequate supporting documentation for labor hours billed before
approving invoices for payment, such as individually certified timesheets; or

e review contractor labor rates or verify whether contractor employees met
labor qualifications included in the contract.

This occurred because USACE Jacksonville contracting officials did not incorporate
required elements of a time-and-materials contract into contract C-0003, such as labor
qualifications and hourly rates, before approving invoices for payment, in accordance
with Federal regulations. In addition, Defense Contract Audit Agency officials could not
provide audit assistance to USACE Jacksonville because USACE Jacksonville contracting
officials did not incorporate required elements of a time-and-materials contract, such as
labor qualifications and required contract clauses, into contract C-0003. Furthermore,
USACE Jacksonville contracting officials awarded a time-and-materials contract without
determining whether the contractor’s accounting system was acceptable, as required
by DoD regulations. In addition, USACE Jacksonville contracting officials did not have
quality assurance procedures or written invoice review procedures that ensured
adequate Government oversight of contractor labor-hours worked and adequate
documentation from the contractor to support labor hours billed before payment.
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As a result, USACE Jacksonville did not know whether contractor labor costs paid on
seven invoices, valued at $61.3 million, were allowable in accordance with Federal
regulations or terms of the contract. Based on our testing of labor costs, the

DoD OIG identified at least $29.2 million paid by USACE that was unsupported and
potentially unallowable.

Recommendation A.2.a: The DoD OIG recommended that the Commander of the
U.S. Army Engineering and Support Center, Huntsville, direct the contracting officers
to review all labor and material costs for contracts F-0003 and F-0032 and determine
whether they are supportable and allowable, in accordance with Federal Acquisition
Regulation 31.201-2, “Determining Allowability.”

Recommendation B.3: The DoD OIG recommended that the Commander of the

U.S. Army Corps of Engineers, Jacksonville District, direct contracting officials to

review all labor and material costs for contract C-0003 and determine whether they are
supportable and allowable in accordance with Federal Acquisition Regulation 31.201-2,
“Determining Allowability,” and provide the DoD OIG with the results of the review.

If contracting officials are unable to determine whether costs are allowable, they
should work with Defense Contract Audit Agency officials to develop a total contract
cost reduction to reduce total costs for contract C-0003.

Management Response to the Recommendations: The USACE Commanding

General agreed with Recommendations A.2.a and B.3 and stated that, in accordance
with FAR 52.216-7, “Allowable Cost and Payment,” and FAR 52.232-7, “Payments

Under Time and Materials and Labor-Hour Contracts,” the contracting officers are
performing an audit of the vouchers and supporting documentation before final payment
on the contracts. USACE will adhere to the DoD OIG’s intent that final invoices without
adequate supporting documentation should be considered unallowable. USACE will also
determine appropriate action for any supported incurred costs that resulted in USACE
safety violations.

Additionally, the Director of Contracting, Headquarters, USACE stated that if the DCAA
is unable to determine cost allowability, contracting officials will determine whether
USACE will pursue a cost reduction or other course of action with the contractor for
contract C-0003. Other courses of action may include a cost-comparison analysis

of unsupported costs based on supported costs from other contracts to settle costs
for contract closeout.
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USACE also agreed to provide the DoD OIG with a summary of the results of voucher
audits, including DCAA reports, and supporting documentation for voucher audits
performed by USACE. The Commanding General added that the DCAA is assisting
USACE and that the planned completion of these audits is June 2021.

Implementation Status: On February 11, 2021, the Army provided an update,
indicating that Headquarters USACE was working with DCAA and an external audit
firm to review all labor and material costs for contracts F-0003, F-0032, and C-0003
to determine whether they are supportable and allowable in accordance with

”

Federal Acquisition Regulation 31.201-2, “Determining Allowability.” The target
completion dates for Recommendations A.2.a and B.3 are December 15, 2021,

and June 30, 2021, respectively.

In addition to Recommendations A.2.a and B.3, this report contained 14 recommendations
related to developing, implementing, and requiring training on standard operating
procedures for time-and-materials contracts that require: detailed quality assurance
surveillance plans and invoice review procedures; specific labor qualifications for all
labor categories in the contracts; and individually certified timesheets from contractors
to support labor billed. The DoD OIG also recommended performing a review of the
concerns addressed in this report regarding contract C-0003, identifying responsible
personnel, and initiating as appropriate any administrative actions warranted by the
review. Of the 16 recommendations, 9 are closed and 7 remain resolved and open.

Information Required to Close the Recommendations: The DoD OIG will close
Recommendations A.2.a and B.3 after USACE provides summary results of the voucher
audits and supporting documentation on contracts F-0003, F-0032, and C-0003, and
any DCAA reports, along with any applicable costs that were determined unallowable.
These recommendations have been open for 1 year and 6 months. This is the

second year these recommendations have appeared on the Compendium’s list

of high-priority recommendations.

Why the Recommendations Are Important: USACE could potentially recover

$50.1 million in unsupported and potentially unallowable payments. Disasters provide
unique opportunities for fraud, abuse, and mismanagement, and proper controls and
oversight of these contracts are important to ensure the proper use of taxpayer dollars
and to ensure that the proper recipients receive the full benefit and use of Federal
funds designated for relief and recovery.
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Report No. DODIG-2020-098, “Audit of Governance and
Protection of Department of Defense Artificial Intelligence
Data and Technology,” June 29, 2020 (Full Report is FOUO)

FY 2021 Management Challenge — Enhancing Cyberspace Operations and Capabilities,
and Securing the DoD’s Information Systems, Networks, and Data

Objective: The objective of this audit was to determine the DoD’s progress in
developing an artificial intelligence (Al) governance framework and standards, and

to determine whether the DoD Components implemented security controls to protect
Al data and technologies from internal and external cyber threats.

Finding: The DoD OIG determined that while the Joint Artificial Intelligence Center (JAIC)
has taken some steps to develop and implement an Al governance framework and
standards, additional actions are needed. Although the JAIC was established in

June 2018, the JAIC Director was not designated as the senior official to coordinate

DoD Al efforts until October 2019. According to JAIC officials, the lack of a formal
designation hindered their ability to develop an Al governance framework and standards
because they did not have the authority to coordinate Al activities across the DoD.

JAIC officials stated that instead of developing an Al governance framework and
standards, they focused on building the JAIC workforce, developing National Mission
Initiatives, and adopting ethical principles for using Al. The DoD Al Strategy states that
a well-designed Al governance framework can help support and protect U.S. Service
members and civilians by improving readiness, equipment maintenance, and reducing
operational costs. Effective implementation of Al throughout the DoD can also enhance
the DoD’s ability to predict, identify, and respond to cyber and physical threats.

In December 2018, in response to an FY 2019 NDAA requirement to conduct a study
on Al, the JAIC Director, commissioned the RAND Corporation (RAND) to conduct an
assessment of the state of Al and recommend actions needed to improve the DoD’s

Al posture. The RAND report, issued in December 2019, identified critical elements

of the DoD’s Al posture that the JAIC should address when developing its Al governance
framework and standards. We identified some of the same elements during our audit,
along with other elements not mentioned in the RAND report. Specifically, when
developing its Al governance framework and standards, the JAIC should:

e include a standard definition of Al and regularly, at least annually,
consider updating the definition;

e develop a security classification guide to ensure the consistent
protection of Al data;
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e develop a process to accurately account for Al projects;
e develop capabilities for sharing data;
e include standards for legal and privacy considerations; and

e develop a formal strategy for collaborating between the Military
Services and DoD Components on similar Al projects.

Although those elements are not all-inclusive, including the elements in the governance
framework and standards should help ensure that the JAIC can meet the responsibilities
outlined in the FY 2019 NDAA, DoD Al Strategy, and Deputy Secretary of Defense
memorandums. Developing a comprehensive governance framework during the
emergence of Al will help fulfill the DoD’s mission to protect the security of our Nation,
by developing and deploying advanced Al capabilities that ensure the United States
sustains its competitive military advantage over its adversaries. An effective governance
framework should result in the ability to enforce compliance with decisions about
technology use and procurement. In addition, an Al governance framework would
enable the DoD to develop strong partnerships with commercial, academic, and
international allies to help address global defense challenges.

Recommendation A.1: The DoD OIG recommended that the Director of the
Joint Artificial Intelligence Center establish an artificial intelligence governance
framework that includes:

e. a central repository for storing and sharing tools, data, policies, and
procedures related to artificial intelligence projects and technologies;

f. standards for assessing legal and privacy considerations when developing
and using artificial intelligence data and technologies; and,

g. a strategy for identifying similar artificial intelligence projects and promoting
the collaboration of artificial intelligence efforts across the DoD.

Management Response to the Recommendations: On April, 28, 2020, the DoD CIO,
responding for the JAIC Director, agreed with Recommendation A.l.e, stating that the
JAIC designed the Joint Common Foundation (JCF), which will provide a central repository
for storing and sharing tools, data, policies, and procedures related to Al projects and
technologies. The DoD CIO stated that the JCF will be a collaborative environment at
multiple classification levels that will accelerate the development, testing, validation,

and fielding of Al capabilities. He stated that the JCF will provide a repository for sharing
source code, models, algorithms, and other artifacts, as well as access to leading-edge
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Al and machine learning (ML) tools, frameworks, and other shared resources, such as
high performance computing centers, test networks and ranges, and Government and

commercial cloud services.

The DoD CIO partially agreed with Recommendation A.1.f, stating that the DoD CIO

and JAIC agree with the importance of assessing legal and privacy considerations when
developing and using Al data and technologies. However, the DoD CIO stated that there
is no single standard that can be applied to legal and privacy considerations because
every case is different. The DoD CIO also stated that rather than developing standards,
the JAIC recommends developing and following standard operating procedures and
processes, in coordination with the appropriate legal counsel. The DoD CIO stated

that the JAIC also wants to underscore the importance of responsible and ethical
development and employment of Al technologies, as noted in the Secretary of
Defense’s February 21, 2020, memorandum, “Artificial Intelligence Principles for

the Department of Defense.”

The DoD CIO agreed with Recommendation A.1.g, stating that the planned personnel
growth of the JAIC in FY 2021 would provide the resources required to improve visibility
into DoD-wide Al projects; enhance collaboration on Al efforts; and support eliminating
duplicative or nonperforming projects. The DoD CIO stated that the JAIC Missions
Directorate would focus on early and frequent interaction with users and Service
program offices. In addition, the DoD CIO stated that the DoD Al governance

forums would improve insight into existing and proposed Al projects across the DoD.
Furthermore, the DoD CIO stated that the JAIC will establish a biannual Al portfolio
review with all DoD Components, with the first review scheduled for mid-2020.

Implementation Status: According to a December 9, 2020, memo from the DoD CIO,
the JCF awarded an integration contract to Deloitte in fourth quarter, FY 2020, which
will work to provide operational capabilities through fourth quarter, FY 2021. JCF at
initial operational capability (IOC), on track for second quarter, FY 2021, encompasses
two major capabilities: an initial development and testing environment with common
toolsets for machine learning; and centralized Al project, artifact, and data repositories
available for viewing by a limited set of DoD users. In addition, JCF will expand its
capabilities to additional users by fourth quarter, FY 2021, and JAIC will establish this
as the DoD Al/ML repository for tools, data, algorithms, and models accessible to the
DoD Al community, with a process for DoD and mission partner users to contribute
and provide updates.
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The DoD CIO also stated that the JAIC is in the process of developing an Al governance
framework that includes standards for assessing legal and privacy considerations when
developing and using Al data and technologies. Additionally, the DoD CIO stated

that the DoD CIO and the JAIC are developing additions to the investment repository
tool that will enable the DoD to identify Al projects that are similar either in mission
and function or technology solution. The JAIC will use the DoD Artificial Intelligence
Working Group AIWG to collaborate and synchronize across similar Al projects by having
Military Services and Components regularly brief their Al projects to create awareness
and provide opportunities for collaboration.

In addition to Recommendations A.1.e, A.1.f, and A.1.g, this report contained

31 recommendations related to developing and implementing a plan to correct the
security control weaknesses identified at facilities that manage artificial intelligence
projects, which includes using strong passwords, monitoring networks and systems

for unusual activity, locking systems after inactivity, and implementing physical security
controls. Of the 34 recommendations, 13 are closed and 21 remain resolved and open.

Information Required to Close the Recommendations: The DoD OIG will close
Recommendation A.1.e once the JAIC Director has established the JCF repository,
and implemented a process for updating the repository and disseminating that

A prototype robot uses artificial
intelligence and rapid data
analytics to detect and counter
threats to U.S. military assets in
space and possible attacks on the
U.S. homeland with missiles or
other means

Source: U.S. Air Force.
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process to DoD Military Services and Components. The DoD OIG will close
Recommendation A.1.f once the JAIC Director provides the DoD OIG final standard
operating procedures and processes that provide DoD Components and contractors

the necessary guidance for assessing the legal implications of using Al in an operational
environment to prevent violations of current laws and civil liberties. The DoD OIG will
close Recommendation A.1.g once the JAIC Director’s provides the DoD OIG the strategy
for identifying similar Al projects and collaborating across the DoD on those projects.

These recommendations have been open 9 months and 10 days. This is the
first year these recommendations have appeared on the Compendium’s list of
high priority recommendations.

Why the Recommendations Are Important: Al is one of the emerging technologies
that the DoD is implementing to modernize its operations. Therefore, developing

a comprehensive governance framework during the emergence of Al will help fulfill
the DoD’s mission to protect the security of our Nation by developing and deploying
advanced Al capabilities. An effective governance framework will result in the
ability to enforce compliance with decisions about technology use and procurement.
In addition, an Al governance framework would allow the DoD to develop strong
partnerships with our allies to help address global defense challenges.

Developing a central repository for data and tools increases the DoD’s ability to
decentralize, which would allow DoD Components to contribute to the quality

of Al projects across the DoD and not just for a specific project. The DoD Chief
Information Officer established the JAIC in 2018, with the goal of delivering

Al-enabled capabilities across the DoD and developing an Al governance and framework.
An effective governance framework allows the JAIC to require DoD Components that
develop and deploy Al capabilities to comply with decisions related to the use and
procurement of Al technologies. The DoD must incorporate cybersecurity requirements
during the development of new technologies to maintain its technological advantage
against adversaries and malicious actors; protect U.S. Service members; safeguard

U.S. citizens; defend allies and partners; and improve the affordability, effectiveness,
and speed of operations.
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Report No. DODIG-2020-112, “Evaluation of Access to Mental
Health Care in the Department of Defense,” August 10, 2020

FY 2021 Management Challenge — Ensuring Health and Safety of Military Personnel,
Retirees, and Their Families

Objective: The objective of this evaluation was to determine whether the DoD meets
outpatient mental health access to care standards for active duty Service members
and their families, in accordance with law and applicable DoD policies.

Finding: The DoD did not consistently meet outpatient mental health access to care
standards for active duty Service members and their families, in accordance with law
and applicable DoD policies. The DoD did not consistently meet outpatient mental
health access to care standards because the DHA:

¢ lacked a Military Health System-wide model to identify appropriate levels
of staffing in direct and purchased care;

e published inconsistent and unclear access to mental health care policies;

¢ did not have visibility of patients who attempted, but were unable, to obtain
mental health appointments in the purchased care system; and

e measured the 28-day specialty access to care standard differently between
the direct and purchased care systems, both of which included only those
patients who were able to get an appointment, excluded patients who
self-referred, and considered only the patients’ first appointment.

As a result, thousands of active duty Service members and their families might

have experienced delays in obtaining mental health care. The delays could have
involved numerous members being unable to: (1) see the right provider at the right
time, (2) obtain mental health care at all, or (3) receive timely follow-up treatment.

All of these types of delays in mental health care increase the risk of jeopardizing patient
safety and affecting the readiness of the force. For example, in June 2019, active duty
Service members and their families referred to the TRICARE network waited 57 days for
behavioral health counseling and therapy intake, and 79 days for psychiatry, on average,
at Naval Health Clinic Oak Harbor.

Recommendation 2.a: The DoD OIG recommended that the Defense Health Agency (DHA)
Director develop a single Military Health System-wide staffing approach for the Behavioral
Health System of Care that estimates the number of appointments and personnel
required to meet the enrolled population’s demand for mental health services.
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Management Response to the Recommendation: On July 26, 2020, the DHA Director
agreed with the recommendation and stated that the TRICARE network was currently
executing care under a standard staffing model, which will continue in the next
generation of TRICARE managed care support contracts. The DHA Director stated

that authority over Military Treatment Facilities (MTFs) does not extend to active duty
manning models, and that the DHA is in the early of stages of establishing the markets
through which the DHA will implement its authority over the MTFs.

Implementation Status: On October 21, 2020, DHA reported that as it assumes
authority over MTFs and Markets through the transition process, DHA will develop

a Military Health System-wide staffing approach based on aligning behavioral health
providers and support staff at MTFs and Markets and will rely on the TRICARE network
to provide behavioral health care not available in the direct care system.?> The TRICARE
network is currently executing care under a standard staffing model and has also
included this in the next-generation “T-5 TRICARE managed care support contracts.”
According to DHA, the model in T-5 will utilize the anticipated number of appointments
required to determine the minimum number of Network providers required in a given
geographic area, based on a retrospective assessment of patient demand and predictive
analytics based on a population health model. On February 9, 2021, DHA informed the
DoD OIG that the estimated completion date is September 30, 2024.

In addition to Recommendation 2.3, this report contained 13 recommendations related
to improving access to mental health care in the DoD, identifying appropriate staffing
levels, updating and clarifying DoD and DHA policies, and developing standardized mental
health access to care measures. All 14 recommendations remain resolved and open.

Information Required to Close the Recommendation: The DoD OIG will close
Recommendations 2.a when we receive a copy of the single Military Health System-wide
staffing approach for the Behavioral Health System of Care that estimates the number
of appointments and personnel required to meet the enrolled population’s demand for
mental health services.

This recommendation has been open for 7 months and 21 days. This is the first year this
recommendation has appeared on the Compendium’s list of high-priority recommendations.

32 A Market is a group of military treatment facilities that operate as a system: sharing patients, providers, functions,
and budgets, across facilities in order to improve the delivery and coordination of health services to drive value
for beneficiaries.
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Why the Recommendation Is Important: Delays in mental health care increase the

risk of jeopardizing patient safety and can negatively affect the readiness of the force.
The DoD’s Military Health System provides mental health care to active duty Service
members and their families through military medical treatment facilities (direct care
system) and through networks of civilian providers operated by civilian managed care
support contractors (purchased care system). The DoD’s inability to consistently meet
standards for mental health appointment availability was partially due to the DHA not
having a Military Health System-wide model to identify appropriate levels of staffing in
the direct and purchased care systems. Mental health staffing levels at the MTFs and

in the TRICARE network are currently determined by an assortment of models developed
by the DHA, the Military Services, and the TRICARE managed-care support contractors.
The Military Health System is currently undergoing a transformation intended to improve
the readiness of the force and the health care provided to warfighters and their families.
As part of this effort, the DoD has an opportunity to resolve its inability to meet access
to care standards by identifying the number of mental health care providers and the
number of appointments required across the Military Health System to meet patient
demand for mental health services.

Status of 2020 High-Priority Open Recommendations

In our 2020 Compendium, we highlighted 35 recommendations for the DoD to prioritize.*?
As of March 31, 2021, the DoD implemented 7 of the 35 high-priority recommendations
identified in the 2020 Compendium. Of the 35 high-priority recommendations in

the 2020 Compendium, 12 are highlighted again in this year’s Compendium, with

9 recommendations summarized in Chapter 1 and 3 classified recommendations
summarized in Appendix B. The 16 remaining recommendations highlighted in last year’s
Compendium, while not highlighted in this year’s Compendium, are still important and
the DoD should continue to prioritize them. The table below provides a status on the

26 unclassified recommendations highlighted in the 2020 Compendium.

33 Nine of the 35 high-priority recommendations were made in classified reports and summarized in Appendix B of the
2020 Compendium.
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Table. Status of 2020 High-Priority Recommendations
as of March 31, 2021

Status of 2020 High-Priority Recommendations

Report Number, Title, Recommendation Number Status
Publication Date and Text
1 | Report No. Recommendation 1.b: This recommendation is
DODIG-2014-101, The DoD OIG recommended that the Brooke Army | resolved but remains open.
“Delinquent Medical Medical Center Commander review, research, Itis included in the 2021 listing
Service Accounts at and pursue collections on the remaining open of high-priority recommendations.
Brooke Army Medical delinquent medical service accounts.
Center Need Additional
Management Oversight,”
August 13, 2014
2 | Report No. Recommendation 2.a: This recommendation is
DODIG-2015-016, The DoD OIG recommended that the Under resolved but remains open.
“Department of Secretary of Defense for Personnel and Readiness It is included in the 2021 listing
Defense Suicide publish guidance requiring suicide event boards to | of high-priority recommendations.
Event Report Data establish a multidisciplinary approach for obtaining
Quality Assessment,” the data necessary to make comprehensive DoD
November 14, 2014 Suicide Event Report submissions.
For each suicide death, the board should:
1. be alocally (command or installation level)
chartered board with defined task, purpose,
and outcome for each suicide death review;
2. include participation by unit leadership,
medical and mental health organizations,
and Military Criminal Investigative
organizations; and
3. articulate the requirement to appropriately
share information (for example, medical
and law enforcement reports) from
ongoing investigations.
Compendium of Open Office of Inspector General Recommendations to the Department of Defense 77
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Status of 2020 High-Priority Recommendations

Report Number, Title, Recommendation Number Status
Publication Date and Text

3 | Report No. Recommendation 4.a: This recommendation is resolved
DODIG-2015-016, The DoD OIG Secretary of Defense for Personnel but remains open. The DoD OIG
“Department of and Readiness authorize senior commanders will close this recommendation
Defense Suicide to produce unit/installation reports to better when DoD Instruction 6490.16,
Event Report Data understand suicide trends, make informed local sections 2.16 and 2.18, are revised
Quality Assessment,” suicide prevention policy, and relate their trends to provide guidance to senior
November 14, 2014 to Service and DoD trends. commanders, authorizing them

to produce unit/installation
reports to better understand
suicide trends, make informed local
suicide prevention policy and relate
their trends to Service and DoD
levels. No estimated completion
date has been provided.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing of
high-priority recommendations.

4 | Report No. Recommendation 1: This recommendation is resolved
DODIG-2016-026, The DoD OIG recommended that the Commander | but remains open. The DoD OIG
“Combat Mission Teams of U.S. Cyber Command, the Chiefs of Staff for will close the recommendation
and Cyber Protection the U.S. Army and U.S. Air Force, the Chief of when we receive evidence that
Teams Lacked Adequate Naval Operations, and the Commandant of the U.S. Cyber Command has developed
Capabilities and Facilities | Marine Corps develop a doctrine, organization, a doctrine, organization, training,
to Perform Missions,” training, materiel, leadership and education, materiel, leadership and education,
November 24, 2015 personnel, facilities, and policy framework that personnel, facilities, and policy
(Full Report is Classified) | addresses the strategies to build, grow, and framework that addresses building,

sustain the Cyber Mission Force. growing, and sustaining the Cyber

Mission Force. No estimated
completion date has been provided.

A followup audit to determine

the status of corrective actions

is expected to be announced

in fourth quarter FY 2021.

As a result, this recommendation
is not included in the 2021 listing
of high-priority recommendations.
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Publication Date

Report No.
DODIG-2016-026,
“Combat Mission Teams
and Cyber Protection
Teams Lacked Adequate
Capabilities and Facilities
to Perform Missions,”
November 24, 2015

(Full Report is Classified)

Report No.
DODIG-2017-004,
“Summary Report—
Inspections of DoD
Facilities and Military
Housing and Audits
of Base Operations
and Support
Services Contracts,”

Report No.
DODIG-2018-018,
“Implementation of

the DoD Leahy Law
Regarding Allegations

of Child Sexual Abuse

by Members of the
Afghan National Defense
and Security Forces,”
November 16, 2017
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Recommendation Number
and Text

Recommendation 1:

The DoD OIG recommended that the Commander
of U.S. Cyber Command, the Chiefs of Staff for
the U.S. Army and U.S. Air Force, the Chief of
Naval Operations, and the Commandant of the
Marine Corps develop

Recommendation C:

The DoD OIG recommended that the Under
Secretary of Defense for Acquisition, Technology,
and Logistics, establish a permanent policy for the
sustainment of facilities, including standardized
facility inspections. This policy should incorporate
the requirements in the September 10, 2013,
“Standardizing Facility Condition Assessments,
and in the April 29, 2014, “Facility Sustainment
and Recapitalization Policy,” memorandums.

”

Recommendation B.2:

The DoD OIG recommended that the Secretary
of Defense establish the specific process by
which DoD Leahy Law credible information
determinations are made.

Status of 2020 High-Priority Recommendations

Status

This recommendation is resolved
but remains open. The DoD OIG
will close the recommendation
when the Marine Corps provides
evidence that it developed a
doctrine, organization, training,
materiel, leadership and education,
personnel, facilities, and policy
framework that addresses building,
growing, and sustaining the Cyber
Mission Force. No estimated
completion date has been provided.

A followup audit to determine

the status of corrective actions

is expected to be announced

in fourth quarter FY 2021.

As a result, this recommendation
is not included in the 2021 listing
of high-priority recommendations.

This recommendation is

resolved but remains open.

It is included in the 2021 listing

of high-priority recommendations.

This recommendation is

resolved but remains open.

It is included in the 2021 listing

of high-priority recommendations.
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Status of 2020 High-Priority Recommendations

10

Report Number, Title,
Publication Date

Report No.
DODIG-2018-018,
“Implementation of

the DoD Leahy Law
Regarding Allegations

of Child Sexual Abuse

by Members of the
Afghan National Defense
and Security Forces,”
November 16, 2017

Report No.
DODIG-2018-035,
“Evaluation of
Fingerprint Card and
Final Disposition Report
Submissions by Military
Service Law Enforcement
Organizations,”
December 4, 2017

Report No.
DODIG-2018-035,
“Evaluation of
Fingerprint Card and
Final Disposition Report
Submissions by Military
Service Law Enforcement
Organizations,”
December 4, 2017

Recommendation Number
and Text

Recommendation B.3:

The DoD OIG recommended that the Deputy
Assistant Secretary of Defense for Afghanistan,
Pakistan, and Central Asia establish and
implement a records management policy for

all alleged gross violations of human rights in
Afghanistan. Specifically, this policy should
require the Deputy Assistant Secretary of Defense
for Afghanistan, Pakistan, and Central Asia to
maintain documentation sufficient to identify
how and why credible information determinations
were made and to clearly identify what credibility
determinations were made in each case.

Recommendation C.1.a:

The DoD OIG recommended that the Navy

take prompt action to submit to the Federal
Bureau of Investigation (FBI) Criminal Justice
Information Services (CJIS) the 159 Naval Criminal
Investigative Service (NCIS) fingerprint cards and
203 NCIS final disposition reports that are not in
the FBI Next Generation Identification database.

Recommendation D.1.a:

The DoD OIG recommended that the Navy

take prompt action to submit to the Federal
Bureau of Investigation (FBI) Criminal Justice
Information Service the 38 Navy Security Forces
fingerprint cards and 40 Navy Security Forces
final disposition reports that are not in the FBI
Next Generation Identification database.

Status

This recommendation is

resolved but remains open.

Itis included in the 2021 listing

of high-priority recommendations.

This recommendation closed

on March 5, 2021. The DoD OIG
completed a review of the National
Crime Information Center Criminal
History Reports (rap sheets)
provided by NCIS and determined
that all fingerprints and dispositions
found missing during their
evaluation were submitted to the
FBI Criminal Justice Information
Services Division.

This recommendation is resolved
but remains open. The DoD OIG
will close this recommendation
when the Navy provides
documentation from the FBI
that the 38 missing fingerprint
cards are in the Next-Generation
Identification database.

Because the Navy has
demonstrated progress

in implementing this
recommendation, it is not
included in the 2021 listing of
high-priority recommendations.
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Report Number, Title, Recommendation Number

Publication Date

and Text

Status

11 | Report No. Recommendation G.1.a: This recommendation is resolved
DODIG-2018-035, The DoD OIG recommended that Secretary of but remains open. The DoD OIG
“Evaluation of the Navy and Commandant of the Marine Corps will close this recommendation
Fingerprint Card and take prompt action to submit to the FBI CJIS when the Marine Corps provides
Final Disposition Report the 37 fingerprint cards and 46 final disposition documentation from the FBI
Submissions by Military reports of the Marine Corps that are not on file in | that the 37 missing fingerprint
Service Law Enforcement | the FBI Next Generation Identification database. cards are in the Next-Generation
Organizations,” Identification database.
December 4, 2017 Because the Marine Corps

has demonstrated progress

in implementing this
recommendation, it is not
included in the 2021 listing of
high-priority recommendations.

12 | Report No. Recommendation 4.a: This recommendation is resolved
DODIG-2019-060, The DoD OIG recommended that the Defense but remains open.

“Reviews of Parts Pricing and Con@racting Principal Director The DoD OIG is waiting to confirm
Purcha_sed From i examine the Unlteq States Code, Federal whether DoD-drafted legislative
TransDigm Group, Inc., Acqu!s!t!on Regulat!on, Defense Federal proposals #285 and #289 will be
February 25,. 2019 Acquisition Regulation Supplgment, and' enacted in the NDAA for FY 2022.
(Full Report is FOUOQ) the Defense Federal Acquisition Regulation .
Supplement Procedures, Guidance, and Because the Defense Pricing
Information, to determine changes needed and Contracting Principal
in the acquisition process of parts produced Director has demonstrated -
or provided from a sole source to ensure that progress in implementing this
contracting officers obtain uncertified cost data recommendation, it is not
when requested and that the DoD receives full included in the 2021 listing of
and fair value in return for its expenditures. high-priority recommendations.
13 | Report No. Recommendation 4.d: This recommendation was closed

DODIG-2019-060,
“Reviews of Parts
Purchased From
TransDigm Group, Inc.,’
February 25, 2019

(Full Report is FOUOQ)

J

The DoD OIG recommended that the Defense
Pricing and Contracting Principal Director
incorporate the requirements from the
revised memorandum into the Defense
Federal Acquisition Regulation Supplement
and the Defense Federal Acquisition
Regulation Supplement Procedures,
Guidance, and Information.

on March 9, 2021, because Defense
Pricing and Contracting officials
incorporated the requirements

set forth in the Defense Pricing

and Contracting memorandum
“Process and Reporting
Requirements Pertaining to
Contractor Denials of Contracting
Officer Requests for Data Other
than Certified Cost or Pricing
Data,” March 22, 2019, into the
Defense Federal Acquisition
Regulation Supplement Procedures,
Guidance, and Information
SUBPART 215.403-3(6).
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Report Number, Title,
Publication Date

14 | Report No.

15

82

DODIG-2019-060,
“Reviews of Parts
Purchased From
TransDigm Group, Inc.,”
February 25, 2019

(Full Report is FOUQ)

Report No.
DODIG-2019-062,
“Audit of Management
of Government-Owned
Property Supporting
the F-35 Program,”
March 13, 2019

Recommendation Number
and Text

Recommendation 4.e:

The DoD OIG recommended that the Defense
Pricing and Contracting Principal Director
establish a team of functional experts to analyze
data reported as a result of the revised and
updated memorandum. The team of functional
experts would:

1. 1. assess parts and contractors deemed to
be at high risk for unreasonable pricing and
identify trends; and

2. 2. perform price analysis and cost analysis
of high-risk parts to identify lower cost
alternatives or fair and reasonable pricing
for future procurements.

Recommendation 2.c:

The DoD OIG recommended that the

F-35 Program Executive Officer, before the
F-35 Program Office makes a decision to begin
full-rate production of the F-35, ensure that
the component property lead and accountable
property officer reconcile all F-35 Program
Government-furnished property by performing
a complete inventory of delivered property
and use the result of the inventory to establish
a baseline property record in its accountable
property system of record.

Status of 2020 High-Priority Recommendations

Status

This recommendation was closed
on February 26, 2021, because the
Defense Pricing and Contracting
Acting Principal Director
established a DoD Cadre of Pricing
Experts (the cadre), comprised of
experienced pricing individuals
from across the DoD. To augment
the cadre, the Acting Principal
Director established and funded
the Price Challenge program to
review certain parts for which the
contracting workforce expressed
concern about unreasonable
pricing through the cadre or from
OSD-led peer reviews. Since
their establishment, the cadre
and Price Challenge program’s
combined efforts have resulted

in best practices, lessons learned,
and significant savings for the
DoD in the purchase of high-risk
parts as well as the identification
of fair and reasonable pricing for
future procurements.

This recommendation is

resolved but remains open.

It is included in the 2021 listing

of high-priority recommendations.
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Status of 2020 High-Priority Recommendations

16

17

18

Report Number, Title,
Publication Date

Report No.
DODIG-2019-062,
“Audit of Management
of Government-Owned
Property Supporting
the F-35 Program,”
March 13, 2019

Report No.
DODIG-2019-062,
“Audit of Management
of Government-Owned
Property Supporting
the F-35 Program,”
March 13, 2019

Report No.
DODIG-2019-062,
“Audit of Management
of Government-Owned
Property Supporting
the F-35 Program,”
March 13, 2019

Recommendation Number
and Text

Recommendation 3.a:

The DoD OIG recommended that the

F-35 Program Executive Officer direct

F-35 Program Office officials, in coordination
with the Defense Contract Management
Agency and the prime contractor, before a
decision to begin full-rate production of the
F-35 is made, reach an agreement for how
to implement processes and procedures to
transition F-35 Program contractor-acquired
property to Government-furnished property
from original contracts to subsequent contracts
in accordance with the Defense Federal
Acquisition Regulation Supplement.

Recommendation 3.b:

The DoD OIG recommended that the F-35
Program Executive Officer direct F-35 Program
Office officials, in coordination with the
Defense Contract Management Agency and
the prime contractor, before a decision to begin
full-rate production of the F-35 is made, upon
completion of Recommendation 3.3, ensure
contractor-acquired property procured on
past contracts is transitioned to Government-
furnished property on contracting actions as
required by the Defense Federal Acquisition
Regulation Supplement.

Recommendation 3.c:

The DoD OIG recommended that the

F-35 Program Executive Officer direct

F-35 Program Office officials, in coordination
with the Defense Contract Management
Agency and the prime contractor, before

a decision to begin full-rate production of
the F-35 is made and upon completion of
Recommendation 3.a, ensure the required
delivery of contractor-acquired property
identified as special tooling or special test
equipment for accountability and management
purposes as required by the Defense Federal
Acquisition Regulation Supplement.

Status

This recommendation is
resolved but remains open.

The DoD OIG will close this
recommendation when we
receive a copy of the agreement
between the F-35 Program
Office and the Defense Contract
Management Agency for

how the Contractor-Acquired
Property (CAP) will be transitioned
to Government-furnished
property (GFP).

In order to highlight other
recommendations, this
recommendation is not
included in the 2021 listing of
high-priority recommendations.

This recommendation is resolved
but remains open. The DoD OIG
will close this recommendation
when we receive a copy of the
document that shows that CAP
was transitioned to GFP from
past F-35 contracts.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing

of high-priority recommendations.

This recommendation is resolved
but remains open. The DoD OIG
will close this recommendation
when we receive a copy of the
document that shows that special
tooling and special test equipment
currently identified as CAP was
transitioned to GFP.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing

of high-priority recommendations.
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Report Number, Title, Recommendation Number Status
Publication Date and Text
19 | Report No. Recommendation A.1.f.8: This recommendation is resolved

DODIG-2019-085, The DoD OIG recommended that the Defense but remains open. The DoD OIG will
“Audit of the Defense Security Cooperation Agency Director work close this recommendation when
Security Cooperation with the Defense Finance and Accounting the Defense Security Cooperation
Agency-Security Service—Indianapolis Director to recover and Agency and DFAS provide
Assistance Accounts,” transfer into the Special Defense Acquisition Fund | supporting documentation on the
May 8, 2019 account all authorized collections dating back to recovery and transferring into the

FY 2012 that the Defense Finance and Accounting | Special Defense Acquisition Fund
Service did not transfer into the Special Defense account all authorized collections
Acquisition Fund account. dating back to FY 2012.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing

of high-priority recommendations.

20 | Report No. Recommendation A.1: This recommendation was
DODIG-2019-094, The DoD OIG recommended that the Program closed on March 19, 2021.
“Audit of F-35 Ready- Executive Officer for the F-35 Joint Program Defense Contract Management
For-Issue Spare Parts Office, in coordination with the Defense Contract | Agency officials investigated the
and Sustainment Management Agency, pursue compensation from | Electronic Equipment Logbook
Performance Incentive the contractor for costs of non-Ready-For-Issue errors that drove the Non-Ready-
Fees,” June 13, 2019 spare parts that have been delivered since 2015 For-Issue spare parts issue. They

on the sustainment contracts. determined culpability for those

errors and then worked with the
F-35 Joint Program Office and
Lockheed Martin Aeronautics
(Lockheed Martin) to pursue
compensation from the contractor
for costs of non-Ready-For-Issue
spare parts delivered since 2015
on the sustainment contracts.
These corrective actions resulted in
$70,588,877 of monetary benefits.
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Status of 2020 High-Priority Recommendations

Report Number, Title, Recommendation Number Status
Publication Date and Text

21 | Report No. Recommendation A.2: This recommendation is resolved
DODIG-2019-094, The DoD OIG recommended that the Program but remains open. The DoD OIG
“Audit of F-35 Executive Officer for the F-35 Joint Program will close this recommendation
Ready-For-Issue Spare Office direct the Contracting Officer to add when we receive documentation
Parts and Sustainment language to the future F-35 sustainment supporting that changes are
Performance Incentive contracts to allow the DoD to collect made to future sustainment
Fees,” June 13, 2019 compensation for each non-Ready-For-Issue contracts that will legally

spare part provided by the contractor. allow the government to

obtain compensation when
non-Ready-For-Issue spare parts
are delivered by the contractor.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing

of high-priority recommendations.
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Status of 2020 High-Priority Recommendations

Report Number, Title, Recommendation Number

Publication Date and Text Status
22 | Report No. Recommendation A.3: This recommendation is resolved

DODIG-2019-094, The DoD OIG recommended that the Program but remains open. The DoD OIG

“Audit of F-35 Ready- Executive Officer for the F-35 Joint Program will close this recommendation

For-Issue Spare Parts Office direct the Lead Contracting Officer’s when we receive supporting

and Sustainment Representative to update the Quality Assurance documentation that demonstrates

Performance Incentive Surveillance Plan, approve the site surveillance electronic Quality Assurance

Fees,” June 13, 2019 plans, and require the Contracting Officer’s Surveillance Plan provides
Representatives to provide monthly information evidence that the Lead Contracting
on contractor performance, including: Officer’s Representative updates

and approves the Quality
Assurance Surveillance Plan
and site surveillance plans and
* The manual processes used by that the Contracting Officer’s
the DoD to correct non-Ready-For- Representatives are providing
Issue problems. contractor performance
information monthly related to:

¢ The number of non-Ready-
For-Issue spare parts received.

e The number of non-Ready-
For-Issue spare parts received.

¢ The manual processes used by
the DoD to correct non-Ready-
For-Issue problems.

e The manual processes used by
the F-35 sites to keep aircraft
flying when non-Ready-For-
Issue spare parts are used
and the associated increase
in availability hours.

¢ The total F-35 aircraft
availability hours.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing

of high-priority recommendations.

86



crapTer 1 [

Status of 2020 High-Priority Recommendations

23

Report Number, Title,
Publication Date

Report No.
DODIG-2019-094,
“Audit of F-35 Ready-
For-Issue Spare Parts
and Sustainment
Performance Incentive
Fees,” June 13, 2019

Recommendation Number
and Text

Recommendation A.4:

The DoD OIG recommended that the Program
Executive Officer for the F-35 Joint Program
Office direct the Lead Contracting Officer’s
Representative to assign Contracting Officer’s
Representatives to provide oversight

at all F-35 sites and collect contractor
performance data from the Contracting
Officer’s Representatives and the Defense
Contract Management Agency to identify
systemic contractor performance problems.

Status

This recommendation is resolved
but remains open. The DoD OIG
will close this recommendation
when we receive documentation
showing that F-35 Contracting
Officer’s Representatives are
assigned at all F-35 sites and
documentation detailing the
Lead Contracting Officer’s
process for collecting (and using)
contractor performance data
from the Contracting Officer’s
Representatives and the Defense
Contract Management Agency
to identify systemic contractor
performance problems.

In order to highlight other
recommendations, this
recommendation is not

included in the 2021 listing

of high-priority recommendations.
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Status of 2020 High-Priority Recommendations

Report Number, Title, Recommendation Number

Publication Date and Text SR
24 | Report No. Recommendation A.2: This recommendation is
DODIG-2019-105, The DoD OIG recommended that the Principal resolved but remains open.
“Audit of Protection Director for Defense Pricing and Contracting, Itis included in the 2021 listing
of DoD Controlled in coordination with the appropriate DoD of high-priority recommendations.

Unclassified Information | Component responsible for developing policy:
on Contractor-Owned
Networks and Systems,”
July 23, 2019

(Full Report is FOUQ)

a. revise its current policy to require DoD
Component contracting offices, as part
of the Request for Proposal and source
selection processes, and requiring activities,
during the performance of the contract, to
assess whether contractors comply with
the National Institute of Standards and
Technology requirements for protecting
controlled unclassified information before
contract award and throughout the
contracts’ period of performance.

b. develop and implement policy requiring DoD
Component contracting offices and requiring
activities to maintain an accurate accounting
of contractors that access, maintain, or
develop controlled unclassified information
as part of their contractual obligations.

c. revise its current policy to include language
that will require DoD Component contracting
offices and requiring activities to validate
contractor compliance with National
Institute of Standards and Technology
Special Publication 800-171 requirements.

d. require DoD Component contracting
offices, in coordination with DoD requiring
activities, to develop and implement
a risk-based process to verify that
contractors comply with the Defense
Federal Acquisition Regulation Supplement
clause 252.204-7012 for protecting controlled
unclassified information.

e. require DoD Component contracting offices,
in coordination with DoD requiring activities,
to take corrective actions against contractors
that fail to meet the National Institute of
Standards and Technology and contract
requirements for protecting controlled
unclassified information.
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Report Number, Title,
Publication Date

Report DODIG-2019-128,
“Audit of U.S. Army Corps
of Engineers Oversight

of Contracts for Repair
and Restoration of

the Electric Power

Grid in Puerto Rico,”
September 30, 2019

Report DODIG-2019-128,
“Audit of U.S. Army Corps
of Engineers Oversight

of Contracts for Repair
and Restoration of

the Electric Power

Grid in Puerto Rico,”
September 30, 2019

cHAPTER 1 [

Recommendation Number
and Text

Recommendation A.2.a:

The DoD OIG recommended that the Commander
of U.S. Army Engineering and Support Center,
Huntsville, direct the contracting officers to
review all labor and material costs for contracts
F-0003 and F-0032 and determine whether they
are supportable and allowable, in accordance
with Federal Acquisition Regulation 31.201-2,
“Determining Allowability.”

Recommendation B.3:

The DoD OIG recommended that the Commander
of the U.S. Army Corps of Engineers, Jacksonville
District, direct contracting officials to review all
labor and material costs for contract C-0003 and
determine whether they are supportable and
allowable in accordance with Federal Acquisition
Regulation 31.201-2, “Determining Allowability,”
and provide the DoD OIG with the results of

the review. If contracting officials are unable

to determine whether costs are allowable, they
should work with Defense Contract Audit Agency
officials to develop a total contract cost reduction
to reduce total costs for contract C-0003.

Status

This recommendation is
resolved but remains open.

Itis included in the 2021 listing

of high-priority recommendations.

This recommendation is
resolved but remains open.

Itis included in the 2021 listing

of high-priority recommendations.
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CHAPTER 2

Open Recommendations Containing Potential
Monetary Benefits

DoD OIG reports also provide information on the estimated potential monetary
benefits that can be achieved based on DoD management implementation of

report recommendations. The DoD OIG staff calculates projected potential monetary
benefits during the performance of an audit or evaluation and includes them as

part of a recommendation when providing the draft report to DoD management

for comments. The potential monetary benefits are also included in the publicly
released final report. However, reported potential monetary benefits do not always
translate into an equal amount of recovered funds or savings upon further review

by DoD management or implementation of actions in response to the associated
recommendations. This is because potential monetary benefits are estimates at a
point in time based on available information. While potential monetary benefits may
be addressed by the recovery of funds, they also may be addressed by (1) providing
contemporaneous supporting documentation that was unavailable to the auditors at
the time of the audit; (2) applying additional allowable costs to a project or program
to offset the reported potential monetary benefit; or (3) providing a justification

by a properly authorized DoD official, such as the Deputy Secretary of Defense,
explaining why the recommendation containing the potential monetary benefit will
not be implemented.

As of March 31, 2021, there were 45 open recommendations from 25 DoD OIG reports,

with associated potential monetary benefits of $6 billion. This chapter lists the 25 final

reports, the 45 open recommendations, and the associated potential monetary benefits.
The vast majority of the potential monetary benefits associated with the 45 open

Compendium of Open Office of Inspector General Recommendations to the Department of Defense
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recommendations resulted from reports related to acquisition and contract management.
These recommendations affect the DoD’s management of the third-party collection
program for medical claims, procurement of parts at fair and reasonable prices, and

DoD compliance with acquisition regulations.

Potential monetary benefits can be classified as questioned costs or funds that could

be put to better use. Questioned costs are identified from an alleged violation of a law,
regulation, contract, grant, cooperative agreement, or other agreements or documents
governing the expenditures of funds or reimbursement of costs. Questioned costs may
also be costs that were not supported by adequate documentation at the time of the
DoD OIG review or unnecessary or unreasonable expenditure of funds for an intended
purpose. For example, in Report No. DODIG-2021-047, “Evaluation of Department of
Defense Contracting Officer Actions on Questioned Direct Costs,” January 21 2021,

the DoD OIG determined that for 12 of 26 Defense Contract Audit Agency (DCAA)

audit reports, Defense Contract Management Agency (DCMA) contracting officers

did not comply with DoD Instruction 7640.02, “Policy for Follow-up on Contract Audit
Reports,” April 15, 2015, and DCMA policy because they did not settle, or coordinate
the settlement of, $231.5 million in questioned direct costs. In addition, the DCMA
divisional administrative contracting officers closed the associated records in the
Contract Audit Follow-Up system for the 12 audit reports even though the $231.5 million
of the $258 million in reported questioned direct costs were not settled. Specifically, of
the 12 DCAA audit reports, the DCMA contracting officers did not settle, or coordinate
the settlement of:

e any of the $193.1 million in questioned direct costs identified in
2 of the 12 audit reports; and

e 538.4 million of $64.9 million in questioned direct costs identified
in 10 of the 12 audit reports.

DCMA contracting officers did not comply with DoD Instruction 7640.02 and DCMA
policy because:

e The DCMA lacks adequate guidance for identifying and coordinating with other
contracting officers who are responsible for settling questioned direct costs;

e DCMA supervisors and the DCMA Office of Inspector General did not provide
effective oversight of the DCMA divisional administrative contracting officers’
actions for settling questioned direct costs; and
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¢ DCMA Manual 2201-3, “Final Indirect Cost Rates,” February 14, 2019, states
that DCMA administrative contracting officers must settle questioned direct
costs. The DCMA divisional administrative contracting officers must coordinate
with the DCMA administrative contracting officers, other DoD Component
contracting officers, or other Government agency contracting officers who
have the responsibility for settling any questioned direct costs identified in
the DCAA incurred cost audit reports.

As a result of not settling the DCAA questioned direct costs, DCMA contracting
officers may have reimbursed DoD contractors up to $231.5 million in costs that
may be unallowable on Government contracts.

The DCMA Director agreed and stated that initial and additional attempts could
have been made to coordinate the settlement of questioned direct costs with the
administrative contracting officers before closing the audits. The DCMA will require
the divisional administrative contracting officers to coordinate the settlement of the
$231.5 million in questioned costs that have not been settled, and explore available
remedies for recovering any unallowable direct costs that were reimbursed to the
contractor on DoD contracts not currently open. The DCMA Director also stated it
will complete the required actions by October 1, 2021, with the exception of those
Contract Audit Follow-Up records that are under litigation or criminal investigation.

Funds put to better use are funds that could be used more efficiently if management
takes action to implement and complete the recommendations in the report, such as
reducing expenditures, de-obligating funds from programs or operations, implementing
improvements to operations, or taking actions that will result in avoiding costs.

For example, in Report No. DODIG-2020-114, “Audit of Department of Defense Use

of Security Assistance Funds and Asset Accountability,” August 17, 2020, the DoD OIG
determined that the DoD Components did not recover all of their costs for executing
security assistance programs in accordance with the Arms Export Control Act and the
DoD Financial Management Regulation. Specifically, the DoD Components did not
recover their costs for:

e paying DoD civilians to work on the security assistance programs;
e storing security assistance assets at DoD facilities; or

¢ maintaining DoD facilities used to execute security assistance programs.
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These conditions occurred because the DoD Components did not design or implement
a reliable cost accounting method to track their actual costs incurred for executing the
security assistance programs. Additionally, DoD Components did not always request
reimbursement for their expenses from the Defense Security Cooperation Agency.

The Defense Security Cooperation Agency provides the DoD Components with security
assistance funds to execute the security assistance programs. DoD Components

used DoD appropriations to pay for security assistance-related expenses instead of
the available security assistance funds. The DoD Components should have paid for
these expenses with the Special Defense Acquisition Fund and Foreign Military Sales
Trust Fund administrative accounts, which were the most appropriate appropriations
to pay for these expenses. In addition, the DoD Components did not recover their
expenses paid with appropriated dollars from the Defense Security Cooperation
Agency, which resulted in subsidizing foreign customer purchases with funds intended
for DoD programs. By using DoD funds to pay for security assistance programs, the
DoD may have fewer funds to meet its operational goals outlined in the FY 2018-FY 2022
National Defense Business Operations Plan. Therefore, we consider the $29.1 million
in unrecovered expenses to be a potential monetary benefit to the DoD.

The Deputy Chief Financial Officer, responding for the Under Secretary of Defense
(Comptroller)/Chief Financial Officer, agreed and stated that the recovered costs will put
dollars back into the U.S. Treasury, and future compliance with cost recovery guidance
will ensure that Foreign Military Sales partners are fully paying for services, which

will return buying power to the DoD. The Deputy Chief Financial Officer stated that
the Office of the Under Secretary of Defense (Comptroller)/Chief Financial Officer will
work with the DoD Components to identify and recover all security assistance-related
salary, storage, and operating costs that the DoD Components did not recover between
FYs 2014 and 2019; and develop, document, and implement Component-level policies
and procedures to recover the expenses in future years. The Deputy Chief Financial
Officer stated that corrective actions are underway and projected completion by
September 30, 2022.
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Achieving potential monetary benefits is dependent on various factors, such as
whether the agreed-upon corrective action is taken and implementation of the
corrective action is completed in a timely manner. Actual savings may be less,
depending on costs associated with implementing the corrective action, or denied due
to missed opportunities by the DoD in issuing effective guidance, following established
guidance, effectively negotiating contracts, or conducting proper contractor oversight.
For example, in Report No. DODIG-2019-094, “Audit of F-35 Ready-For-Issue Space Parts
and Sustainment Performance Incentive Fees,” June 13, 2019, the DoD OIG determined
that the DoD did not receive Ready-For-Issue (RFI) F-35 spare parts in accordance

with contract requirements and paid performance incentive fees on the sustainment
contracts based on inflated and unverified F-35A aircraft availability hours.?* This
occurred because the F-35 Joint Program Office did not conduct adequate oversight

of contractor performance related to receiving F-35 spare parts and aircraft availability
hours. Specifically, the F-35 Joint Program Office did not:

¢ resolve contractor non-performance related to the delivery of non-RFI
spare parts since 2015;

e verify that contracting officer’s representatives collected and reported
information to the contracting officer on the number of non-RFl spare parts
received, the manual processes used by the DoD to keep aircraft flying when
non-RFl spare parts are used, and the number of aircraft availability hours
reported at each F-35 site to assess contractor performance; and

e assign CORs at all F-35 sites and consolidate information from the contracting
officer’s representatives and the DCMA to identify systemic problems on the
sustainment contracts.

As a result, the DoD received non-RF| spare parts and spent up to $303 million in
DoD labor costs since 2015. In addition, the lack of available RFI spare parts could result
in the F-35 fleet being unable to perform required operational and training missions.

34 RFI means that spare parts are ready for aircraft maintenance personnel to install on the aircraft (e.g., wheel, seat, and
window assemblies) and have an Electronic Equipment Logbook (EEL) assigned, which includes information such as part
history and remaining life (hours). Spare parts without an EEL are referred to as “non-RFI.”
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The Program Executive Officer, F-35 Joint Program Office, agreed with the DoD OIG’s
recommendation to work with the DCMA to collect data associated with the non-RFI
problems to support a compensation package for the Lockheed Martin contracts, dating
back to December 2015. After investigating the Electronic Equipment Logbook (EEL)
errors that were the root cause of the non-RFl parts issue, the DCMA notified Lockheed
Martin of the Government’s intent to pursue consideration for EEL non-conformances
on the F-35 Program. The DCMA met with Lockheed Martin to discuss and establish
terms for consideration against the annualized sustainment contracts for both past and
current EEL non-conformances. As a result, the DCMA, F-35 Joint Program Office, and
Lockheed Martin signed a trilateral agreement to resolve the differences relating to
consideration for non-RFI spare parts caused by missing or defective EELs and agreed
to a $70.6 million settlement.

The above example shows how potential and actual monetary benefits can differ.
It is for this reason that continued communication between DoD management and
the DoD OIG regarding the actions being taken to realize the potential benefits.

Following the issuance of the 2020 Compendium, personnel from the DoD Components
met with DoD OIG personnel to ensure that appropriate actions were taken in
response to the recommendations with potential monetary benefits and that adequate
documentation was provided to close recommendations, as appropriate. As a result of
these actions, 16 of the 51 recommendations with the potential monetary benefits in
the 2020 Compendium, totaling $907.5 million, have been closed. Achieved monetary
benefits were $71.4 million for these 16 recommendations.
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Table. Open Recommendations Containing Potential Monetary
Benefits as of March 31, 2021

Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of
Potential Potential Date

Monetary Monetary Recommended
Benefits Benefits

Principal
Action
Office

Report/Recommendation

DODIG-2019-062, Audit of Management
of Government-Owned Property Supporting
the F-35 Program

Recommendation 2.c: The DoD OIG
recommended that the F-35 Program Executive
Officer, before the F-35 Program Office makes ) )
a decision to begin full-rate production of the $2,087,515,481 Questioned 3/13/2019 F-35 Jomt.
F-35, ensure that the component property lead e Costs Program Office
and accountable property officer reconcile all
F-35 Program Government-furnished property
by performing a complete inventory of delivered
property and use the result of the inventory

to establish a baseline property record in its
accountable property system of record.

DODIG-2020-063, Audit of DoD Service-Disabled
Veteran-Owned Small Business Contract Awards

Recommendation 1.a: The DoD OIG
recommended that the DoD Office of Small
Business Programs Director conduct a review,
in coordination with the Military Departments
and Defense agencies, of all 17 contractors that
received DoD Service-Disabled Veteran-Owned
Small Business set-aside or sole-source

contracts but were denied Service-Disabled
Veteran-Owned Small Business status by the ;

Department of Veterans Affairs Center for $876,800,000 Qu%s;tsli)sned 2/18/2020 ::qusfﬁ?;ﬁ ;?1:1
Verification an.d Evaluation to dgtermme if they Sustainment
meet the requirements for Service-Disabled
Veteran-Owned Small Business status. Based
on the review, the Director should take action,
as appropriate, against any contractors found
to have misrepresented their Service-Disabled
Veteran-Owned Small Business status to the
DoD to obtain contracts by coordinating with
the applicable contracting officer to protest,
through the Small Business Administration, any
contractors that appear to be ineligible.

Under Secretary

96 Compendium of Open Office of Inspector General Recommendations to the Department of Defense
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

. Potential Potential Date Prmqpal
Report/Recommendation Action
Monetary Monetary Recommended Office
Benefits Benefits

DODIG-2019-085, Audit of the Defense
Security Cooperation Agency-Security
Assistance Accounts
Recommendation A.1.f.8: The DoD OIG
recommended that the Defense Security )
Cooperation Agency Director work with Funds Put to Defense Security
the Defense Finance and Accounting $736,000,000 Better Use 5/8/2019 Cooperation
Service-Indianapolis Director to recover and Agency

transfer into the Special Defense Acquisition Fund
account all authorized collections dating back to
FY 2012 that the Defense Finance and Accounting
Service did not transfer into the Special Defense
Acquisition Fund account.

DODIG-2013-100, Contract Administration of
the Subsistence Prime Vendor Contract for
Afghanistan Improved, but Additional Actions
are Needed
Funds Put to

Recommendation 1.a: The DoD 0IG $631,700,000' Better Use 7/2/2013
recommended that the Defense Logistics Agency

Troop Support Commander initiate corrective

actions to recover premium transportation fees

and refund the Army after litigation is completed.

Defense Logistics
Agency

DODIG-2018-151, Military Sealift Command’s
Maintenance of Prepositioning Ships

Recommendation 2.b: The DoD OIG

recommended that the Military Sealift Command

Contracting Office Director, in conjunction with

the Prepositioning Program Management Office

Program Manager, ensure that contracting )

officers appoint a qualified contracting $544,743,015 Questioned 9/24/2018 Department of
officer’s representative or contracting officer’s o Costs the Navy
technical representative to conduct regular

surveillance of contractors at sea and during

shipyard availabilities. Military Sealift Command

should also ensure the contracting officer’s

representative or contracting officer’s technical

representative executes quality assurance using a

quality assurance surveillance plan.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2021-047, Evaluation of Department
of Defense Contracting Officer Actions on
Questioned Direct Costs

Recommendation A.1.a: The DoD 0IG

recommended that the Defense Contract Questioned Defense Contract
Management Agency Director require the $231,500,000 Costs 1/21/2021 Management
Defense Contract Management Agency divisional Agency
contracting officers to reopen the 12 Defense

Contract Audit Agency audit reports in the

Contract Audit Follow-Up System because the

questioned direct costs have not been settled.

DODIG-2014-077, Hotline Complaint Regarding
the Settlement of the Pratt & Whitney
Commercial Engine Cost Accounting

Standards Case

Recommendation F.5: The DoD OIG recommended

that the Defense Contract Management Agency

Director follow the procedures in Federal

Acquisition Regulation clause 30.605, paragraphs

(c) through (h), to correct the noncompliant

cost accounting practice in a timely manner and Questioned Defense Contract
ensure that (i) the cost accounting practice used $210,968,414' Costs 5/30/2014 Management
by Pratt includes the actual cost of collaboration Agency
parts in the allocation base used to allocate

material overhead costs to U.S. Government

contracts in accordance with the rules and

regulations established by the Cost Accounting

Standards Board, and (ii) the U.S. Government

recovers any increased costs paid to Pratt since

2005 and resulting from the contractor’s use of a

cost accounting practice determined by DCMA to

be noncompliant with CAS 418 on June 5, 2006.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

Potential Potential Date

Monetary Monetary Recommended
Benefits Benefits

Principal
Action
Office

Report/Recommendation

DODIG-2019-047, Navy and Marine Corps Backup
Aircraft and Depot Maintenance Float for
Ground Combat and Tactical Vehicles

Recommendation C.1: The DoD OIG recommended

that the Marine Corps Installations and Logistics Funds Put to )

Deputy Commandant require Installations $103,000,000 Better Use 1/18/2019 U.S. Marine Corps
and Logistics officials to initiate and complete

depot maintenance float allowance annual

reviews and approve all depot maintenance

float allowance authorization changes according

to Marine Corps Order 5311.1E.

DODIG-2021-056, Evaluation of Defense
Contract Management Agency Actions
Taken on Defense Contract Audit Agency
Report Findings Involving Two of the Largest
Department of Defense Contractors

Recommendation 1.a-c: The DoD OIG

recommended that the Defense Contract

Management Agency Director take the following

steps for the eight audit reports for which the

contracting officer did not adequately document

or adequately explain the reason for disagreeing Defense Contract

with the Defense Contract Audit Agency: $97.000,000 Questioned 2/26/2021 Management

a. reopen the audit report in the Costs Agency

Contract Audit Follow-up System until all
findings are settled;

b. review the contracting officer’s decision
to not uphold the $97 million in Defense
Contract Audit Agency questioned costs
and determine whether the costs are
unallowable in accordance with the Federal
Acquisition Regulation; and

c. disallow and recoup any unallowable costs
not previously disallowed.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

Potential Potential Date

Monetary Monetary Recommended
Benefits Benefits

Principal
Action
Office

Report/Recommendation

DODIG-2014-101, Delinquent Medical Service
Accounts at Brooke Army Medical Center Need
Additional Management Oversight

Recommendation 1.b: The DoD OIG recommended $69,184,113 Funds Put to 8/13/2014 Department of
that the Brooke Army Medical Center Commander o Better Use the Army
review, research, and pursue collections

on the remaining open delinquent medical

service accounts.

DODIG-2018-110, Defense Contract Management
Agency'’s Information Technology Contracts

Recommendation A.1.a.1: The DoD OIG

recommended that the Defense Contract

Management Agency Director establish ] Defense Contract
internal controls to ensure Defense Contract $57296,830 Questioned 4/25/2018 Management
Management Agency contracting officials develop T Costs Agency
contract performance work statements for

service acquisitions that include performance

requirements in terms of defined deliverables,

contractor performance objectives and standards,

and a quality assurance plan.

DODIG-2017-045, Medical Service Accounts at
U.S. Army Medical Command Need Additional
Management Oversight

Recommendation 1.a: The DoD OIG

recommended that the Commander of U.S. Army

Medical Command review the 21,742 medical $40.212,000 Funds Put to 1/27/2017 Department of
service accounts that military treatment facility B Better Use the Army
Uniform Business Offices determined were

uncollectible to ensure that all collection efforts

have been exhausted and to obtain approval from

the proper authority to terminate the accounts

that are uncollectible.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims

Recommendation 8.d: The DoD OIG recommended

that the Director of the Walter Reed National Under Secretary
Military Medical Center review all outstanding $36,508,515 Funds Put to 9/16/2019 of Defense for
third party claims that are delinquent for B Better Use Health Affairs
more than 120 days to determine which

claims are eligible for transfer to the Treasury

Cross-Servicing Program or local Judge

Advocate office, and transfer all eligible claims

for collection assistance.

DODIG-2020-072, Audit of DoD Hotline
Allegations Concerning the Defense
Microelectronics Activity

Recommendation 1: The DoD OIG recommended Under Secretary
that the Director of Defense Research and $35,800,000 Funds Put to 3/24/2020 of Defense for
Engineering for Research and Technology, Office B Better Use Research and
of the Under Secretary of Defense for Research Engineering
and Engineering, complete an assessment of

the use of the existing foundry and determine

whether the existing foundry is still needed.

DODIG-2019-128, Audit of U.S. Army Corps

of Engineers Oversight of Contracts for Repair
and Restoration of the Electric Power Grid

in Puerto Rico

Recommendation B.3: The DoD OIG recommended

that the Commander of the U.S. Army Corps of

Engineers, Jacksonville District, direct contracting

officials to review all labor and material costs

for contract W912EP-18-C-0003 and determine Questioned
whether they are supportable and allowable $29,200,000 Costs 9/30/2019
in accordance with Federal Acquisition

Regulation 31.201-2, “Determining Allowability,”

and provide the DoD Office of Inspector General

with the results of the review. If contracting

officials are unable to determine whether costs

are allowable, they should work with Defense

Contract Audit Agency officials to develop a total

contract cost reduction to reduce total costs for

contract W912EP-18-C-0003.

Department of
the Army
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

Potential Potential Date

Monetary Monetary Recommended
Benefits Benefits

Principal
Action
Office

Report/Recommendation

DODIG-2019-128, Audit of U.S. Army

Corps of Engineers Oversight of Contracts for
Repair and Restoration of the Electric Power Grid
in Puerto Rico

Recommendation A.2.a: The DoD OIG

recommended that the Commander of U.S. Army

Engineering and Support Center, Huntsville, direct $20,900,000
the contracting officers to review all labor and

material costs for contracts W912DY-18-F-0003

and W912DY-18-F-0032 and determine whether

they are supportable and allowable, in accordance

with Federal Acquisition Regulation 31.201-2,

“Determining Allowability.”

Department of
the Army

Questioned

Costs 9/30/2019

DODIG-2019-112, Audit of TRICARE Payments
for Health Care Services and Equipment That
Were Paid Without Maximum Allowable
Reimbursement Rates

Recommendation 1.a: The DoD OIG recommended

that the Defense Health Agency Director

identify the reasons why TRICARE region Under Secretary
contractors did not use existing TRICARE $19,500,000 Funds Put to 8/20/2019 of Defense for
maximum allowable reimbursement rates, and T Better Use Health Affairs
take immediate actions to confirm that TRICARE

claims for vaccines and contraceptive systems

are paid using the TRICARE maximum allowable

reimbursement rates. Further, the Director

should recoup overpayments for which the

TRICARE contractors did not use existing TRICARE

maximum allowable reimbursement rates.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2018-110, Defense Contract Management
Agency’s Information Technology Contracts

Recommendation B.1.a.4: The DoD OIG

recommended that the Defense Contract

Management Agency Director establish internal ) Defense Contract
controls, such as checklists, standard operating $17,096,393 Questioned 4/25/2018 Management
procedures, or reviews by supervisors to ensure B Costs Agency

that the contracting officer or contracting

officer’s representative determines whether the

contractor performed satisfactorily and ensure

the work progressed according to the contract

before approving invoices.

DODIG-2020-114, Audit of Department
of Defense Use of Security Assistance Program
Funds and Asset Accountability

Recommendation A.1.c: The DoD OIG

recommended that the Under Secretary of Funds Put to Under Secretary
Defense (Comptroller)/Chief Financial Officer, $16,700,000 Better Use 8/17/2020 of Defense
DoD, work with the DoD Components to identify (Comptroller)
and recover all security assistance-related salary

expenses for each DoD civilian employee between

FYs 2014 and 2019 from the Defense Security

Cooperation Agency.

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party
Collection Program for Medical Claims

Recommendation 5.d: The DoD OIG recommended

that the Commander of Brooke Army Medical Funds Put to

Center review all outstanding third party claims $9,628,106 Better Use 9/16/2019
that are delinquent for more than 120 days to

determine which claims are eligible for transfer

to the Treasury Cross-Servicing Program or local

Judge Advocate office, and transfer all eligible

claims for collection assistance.

Department of
the Army
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of Principal
. Potential Potential Date 1P
Report/Recommendation Action
Monetary Monetary Recommended Office
Benefits Benefits
DODIG-2019-085, Audit of the Defense
Security Cooperation Agency-Security
Assistance Accounts
Recommendation A.1.f.7: The DoD OIG
recommended that the Defense Security )
Cooperation Agency Director work with Funds Put to Defense Security
the Defense Finance and Accounting $9,500,000 Better Use 5/8/2019 Cooperation
Service-Indianapolis Director to recover Agency

and transfer into the Special Defense Acquisition
Fund all lease payments dating back to FY 2012
that the Defense Finance and Accounting
Service did not transfer into the Special

Defense Acquisition Fund account.

DODIG-2020-060, Audit of Contract Costs for
Hurricane Recovery Efforts at Navy Installations

Recommendation A.1.e: The DoD OIG

recommended that the Commander of Naval

Facilities Engineering Command Atlantic based on Questioned 2/12/2020 Department of
the results of Recommendation A.1.d, request a Costs the Navy
Defense Contract Audit Agency audit to review

the allowability of all costs and profit paid to the

prime contractors, and request a refund for any

excess payments made to the prime contractors.

DODIG-2020-114, Audit of Department of
Defense Use of Security Assistance Program
Funds and Asset Accountability
Recommendation A.1.k: The DoD OIG
recommended that the Under Secretary of

Defense (Comptroller)/Chief Financial Officer, Under Secretary
DoD, work with the DoD Components to develop, $8,400,000 Funds Put to 8/17/2020 of Defense
document, and implement Component-level T Better Use (Comptroller)

policies and procedures to identify, track, and
recover all operating costs for DoD facilities used
to support security assistance programs in future
years. This includes identifying where employees
who support security assistance programs sit at
all DoD facilities
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party
Collection Program for Medical Claims

Recommendation 6.c: The DoD OIG recommended

that the Commander of the 59th Medical Funds Put ¢ b ument of
Wing at Lackland Air Force Base review all unds Putto épartment o
outstanding third party claims that are delinquent °8,073,425 Better Use 8/16/2013 the Air Force
for more than 120 days to determine which

claims are eligible for transfer to the Treasury

Cross-Servicing Program or local Judge Advocate

office, and transfer all eligible claims for

collection assistance.

DODIG-2019-004, DoD Oversight of
Bilateral Agreements With the Republic
of the Philippines

Recommendation 3.b: The DoD OIG recommended

that the Commander of Marine Corps Forces, )

Pacific, input and track all Acquisition and $7,288,225 Questioned 11/2/2018 U.S. Marine Corps
Cross-Servicing Agreement transactions from B Costs

October 1, 2016, to present, and all future

transactions, including the 15 line items the

United States Indo-Pacific Command identified,

in the Acquisition and Cross-Servicing Agreement

Global Automated Tracking and Reporting System.

DODIG-2013-123, Army Needs to Improve
Mi-17 Overhaul Management and
Contract Administration

Recommendation A.2.a: The DoD OIG

recommended that the U.S. Army Materiel

Command Executive Deputy to the Commanding $6,438,000
General direct contractual action to recoup up

to $6.2 million in questioned costs for advance

payments to Science and Engineering Services

plus applicable interest due in accordance with

the Federal Acquisition Regulation.

Department of
the Army

Questioned

Costs 8/30/2013
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims

Recommendation 10.b: The DoD OIG

recommended that the Commander of the

Kimbrough Ambulatory Care Center review $6.193,785 Funds Put to 9/16/2019 Department of
all outstanding third party claims that are T Better Use the Army
delinquent for more than 120 days to determine

which claims are eligible for transfer to the

Treasury Cross-Servicing Program or local Judge

Advocate office, and transfer all eligible claims for

collection assistance.

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims

Recommendation 9.c: The DoD OIG recommended

that the Commander of the Fort Belvoir Assistant Secretary
Community Hospital review all outstanding $4,897 345 Funds Put to 9/16/2019 of Defense for
third party claims that are delinquent for T Better Use Health Affairs
more than 120 days to determine which

claims are eligible for transfer to the Treasury

Cross-Servicing Program or local Judge Advocate

office, and transfer all eligible claims for

collection assistance.

DODIG-2016-079, Delinquent Medical Service
Accounts at Landstuhl Regional Medical Center
Need Additional Management Oversight

Recommendation 1.a: The DoD OIG recommended $4.287,000 Funds Put to 4/28/2016 Department of
that the Regional Health Command—Europe e Better Use the Army
Commander review, research, and pursue

collection on the delinquent medical service

accounts that remain open.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

Potential Potential Date

Monetary Monetary Recommended
Benefits Benefits

Principal
Action
Office

Report/Recommendation

DODIG-2020-060, Audit of Contract Costs for
Hurricane Recovery Efforts at Navy Installations

{FoYo} Recommendation B.2.b: The DoD OIG

recommended that the Commander of Naval

Facilities Engineering Command Mid-Atlantic

require the contracting officer to request a refund

or a price adjustment for the excess payment ;

identified for Recommendation B.2.a, which % QUESJSI?:Ed 2/12/2020 De?ﬁgtﬁ:vn; of
could include the million we identified

DODIG-2020-114, Audit of Department
of Defense Use of Security Assistance
Program Funds and Asset Accountability

Recommendation A.1.j: The DoD OIG

recommended that the Under Secretary of

Defense (Comptroller)/Chief Financial Officer, $3,000,000 Funds Put to 8/17/2020 UngfrDif?g;igary
DoD, work with the DoD Components to recover T Better Use (Comptroller)
all operating costs that the implementing agencies

did not recover for providing administrative

space to security assistance personnel at all

DoD facilities between FYs 2014 and 2019 from

the Defense Security Cooperation Agency.

DODIG-2019-038, Followup of Delinquent
Medical Service Account Audits

Recommendation A.3.a: The DoD-0IG

recommended that the Surgeon General of

U.S. Navy Bureau of Medicine and Surgery

require Naval Medical Center Portsmouth $2,400,000 Fggaserldtszo 12/19/2018
Uniform Business Office personnel to review and

process the 18,898 hillable accounts, valued at

$2.4 million, and determine whether all billable

accounts are included in the medical treatment

facility’s daily reviews.

Department of
the Navy
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2020-091, Audit of Contractor Employee
Qualifications for Defense Health Agency-Funded
Information Technology Contracts

Recommendation 3.b: The DoD-0IG

recommended that the Executive Director of

the Naval Information Warfare Center Atlantic )

require the appropriate contracting officers $1,959 000 Questioned 6/15/2020 Department of
or technical experts to determine if the key B Costs the Navy
personnel referenced in this report met the

minimum labor qualifications specified in

the contracts, and, if not, take appropriate

corrective action, including replacing key

personnel with qualified employees and

recovering any improper payments.

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims

Recommendation 3.b: The DoD OIG recommended

that the Commander of Naval Medical Center Funds Put to

San Diego review all outstanding third party $1,845,005 Better Use 9/16/2019
claims that are delinquent for more than 120 days

to determine which claims are eligible for transfer

to the Treasury Cross-Servicing Program or local

Judge Advocate office, and transfer all eligible

claims for collection assistance.

Department of
the Navy

DODIG-2019-056, Accounting and Financial
Reporting for the Military Housing
Privatization Initiative

Recommendation B.2: The DoD OIG

recommended that the Assistant Secretary of the

Army for Installations, Energy, and Environment,

in coordination with the Assistant Secretary of $1,800,000 F;Zgifbiteo 2/12/2019
Defense for Sustainment and any other necessary

DoD organizations, rebalance the subsidy cost for

the Fort Wainwright/Greely project loan guarantee

after the next reestimate process, to include

deobligating the $1.8 million that the Army

unnecessarily paid.

Department of
the Army
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

Potential Potential Date

Monetary Monetary Recommended
Benefits Benefits

Principal
Action
Office

Report/Recommendation

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims

Recommendation 7.g: The DoD OIG recommended
that the Commander of the 75th Medical Group Funds Put to Department of the
at Hill Air Force Base review all outstanding third $1,751,110 9/16/2019 pars
. . Better Use Air Force
party claims that are delinquent for more than
120 days to determine which claims are eligible for
transfer to the Treasury Cross-Servicing Program or
local Judge Advocate office, and transfer all eligible
claims for collection assistance.

DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims

Recommendation 4.f: The DoD OIG recommended

that the Commander of Madigan Army Medical

Center review all outstanding third party claims $1,718,474 Fggizl:l&tséo 9/16/2019 Defﬁ;t::?; of
that are delinquent for more than 120 days to

determine which claims are eligible for transfer to

the Treasury Cross-Servicing Program or local Judge

Advocate office, and transfer all eligible claims for

collection assistance.

DODIG-2020-060, Audit of Contract Costs for
Hurricane Recovery Efforts at Navy Installations

{FoYB} Recommendation A.2.b: The DoD OIG
recommended that the Commander of Naval :

uestioned Department of
Facilities Engineering Command Southeast % Q Costs 2/12/2020 It3he Navy
request a refund from URS for any excess
payment identified by the Defense Contract Audit

Agency audit, which could include the- million
of profit incorrectly paid to the prime contractor.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of Principal
. Potential Potential Date 1P
Report/Recommendation Action
Monetary Monetary Recommended Office
Benefits Benefits
DODIG-2020-114, Audit of Department of
Defense Use of Security Assistance Program
Funds and Asset Accountability
Recommendation A.1.h: The DoD OIG
recommended that the Under Secretary of Funds Put to Under Secretary
Defense (Comptroller)/Chief Financial Officer, $800,000 Better Use 8/17/2020 of Defense
DoD, work with the DoD Components to identify (Comptroller)

and recover any storage costs that they did not
recover for storing security assistance assets at
all DoD facilities between FYs 2014 and 2019 from
the Defense Security Cooperation Agency.

DODIG-2016-080, Army’s Management of
Gray Eagle Spare Parts Needs Improvements

Recommendation A.1.b.iv: The DoD OIG

recommended that the Unmanned Aircraft % Funds Put to Department of

4/29/2016 the Army

System Project Manager require that the Better Use
Product Manager—-Medium Altitude Endurance

use existing Defense Logistics Agency inventory,

when possible, before purchasing the spare parts

from General Atomics.

DODIG-2020-114, Audit of Department of
Defense Use of Security Assistance Program
Funds and Asset Accountability

Recommendation B.1.a: The DoD OIG

recommended that the Under Secretary

of Defense (Comptroller)/Chief Financial Funds Put to Under Secretary
Officer, DoD, work with the Deputy Assistant $200,000 Better Use 8/17/2020 of Defense
Secretary of the Army for Defense Exports (Comptroller)
and Cooperation to recover funds from the

Defense Security Cooperation Agency in the

amount equal to the current market price of the

chemical-biological masks that Army personnel

shipped to foreign customers.
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of

. Potential Potential Date Prmqpal
Report/Recommendation Action
Monetary Monetary Recommended .
. - Office
Benefits Benefits
DODIG-2019-108, Audit of the DoD’s
Management of the Third Party Collection
Program for Medical Claims
Recommendation 2.f: The DoD OIG
recommended that the Commander of Naval y ;
Hospital Bremerton review all outstanding 98 541 Funds Put to 9/16/2019 Department o
third party claims that are delinquent for >9%, Better Use 116/ the Navy

more than 120 days to determine which
claims are eligible for transfer to the
Treasury Cross-Servicing Program or local
Judge Advocate office, and transfer all
eligible claims for collection assistance.

DODIG-2019-112, Audit of TRICARE Payments
for Health Care Services and Equipment That
Were Paid Without Maximum Allowable

Reimbursement Rates Assistant Secret
. ssistant Secretary
Recommendation 1.g: The DoD OIG Open? Funds Put to 8/20/2019 of Defense for

recommended that the Defense Health Agency Better Use Health Affairs
Director seek voluntary refunds from TRICARE

providers where Defense Health Agency paid

more than other pricing benchmarks identified

in this report.

DODIG-2020-091, Audit of Contractor Employee
Qualifications for Defense Health Agency-
Funded Information Technology Contracts

Recommendation 3.e: The DoD OIG

recommended that the Executive Director of the ]
Naval Information Warfare Center Atlantic require Open? Questioned
the appropriate contracting officers or technical Costs
experts to determine if the non-key personnel

referenced in this report met the minimum labor

qualifications specified in the contracts, and, if

not, take appropriate corrective action, including

recovering improper payments.

Department of

6/15/2020 the Navy
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Open Recommendations Containing Potential Monetary Benefits as of March 31, 2021

Remaining Type of ..
. . Principal
. Potential Potential Date .
Report/Recommendation Action
Monetary Monetary Recommended Office

Benefits Benefits

DODIG-2021-056, Evaluation of Defense

Contract Management Agency Actions Taken

on Defense Contract Audit Agency Report Findings
Involving Two of the Largest Department of
Defense Contractors

Recommendation 3.a-c: The DoD OIG
recommended that the Defense Contract
Management Agency Director require the
contracting officers for Audit Report Numbers
6631-2016C19200001 and 6631-2016C19200002
to take the following actions in accordance

with Federal Acquisition Regulation 30.605

and Defense Contract Management Agency

Instruction 108: ) Defense Contract
Questioned

a. Reopen the audit report in the Contract Open? Costs 2/26/2021 Management
Audit Follow-up System until all findings Agency
are settled.

b. Make a determination of Cost Accounting
Standards compliance (if applicable).

c. Based on the results of the review in
Recommendation 3.b, take steps to:

1. notify the contractor of the
compliance determination;

2. make a determination on the cost
impact; and

3. recoup any cost increase to
the Government as a result of
the noncompliances.

Total $5,956,802,777

' The agreed-upon corrective actions have been completed by DoD management; however, the Department’s recovery of monetary benefits accruing
from those actions is a matter in litigation at the Armed Services Board of Contract Appeals.

2 potential monetary benefits are anticipated but cannot be quantified or estimated until management actions have been completed.
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CHAPTER 3
Recommendations Open for at Least 5 Years

The DoD OIG relies on documentation from DoD Components to determine

whether all agreed-upon corrective actions have been implemented before closing

a recommendation. However, several issues can affect the DoD Components’

ability to implement recommendations in a timely manner. This chapter highlights
the 191 DoD OIG recommendations that have been open for at least 5 years.

Of the 191 recommendations, 104 were issued to the following DoD Components:
Department of the Navy, Department of the Army, Under Secretary of Defense for
Personnel and Readiness, U.S. Marine Corps, Under Secretary of Defense (Comptroller),
Under Secretary of Defense for Intelligence and Security, Department of the Air Force,
and F-35 Joint Program Office. The remaining 87 recommendations were issued to

17 other DoD Components. Figure 8 illustrates the number of aged recommendations

by responsible component.

Compendium of Open Office of Inspector General Recommendations to the Department of Defense | 113
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Figure 8. Number of Recommendations Open for at Least 5 Years by Responsible Component

Source: The DoD OIG.

The 191 recommendations were related to the topic areas of Intelligence, Health Care
and Morale, Acquisition Programs, Logistics, Information Technology Resources, Finance
and Accounting, Contractor Oversight, Construction & Installation Support, and Other.
Figure 9 illustrates the number of recommendations in each topic area.

114 | Compendium of Open Office of Inspector General Recommendations to the Department of Defense
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Figure 9. Number of Recommendations Open for at Least 5 Years by Topic Area

Source: The DoD OIG.

Although there are different reasons for the DoD Components’ inability to implement

the 191 recommendations, one of the biggest challenges continues to involve the revision
or implementation of policies, procedures, and guidance. Of the 191 recommendations,
60 were related to revising or implementing policy. Specifically, revising or implementing
policy at the DoD level also required changes to existing policies at the Component level
to ensure consistent guidance across the DoD. Delays also occur when implementation
requires coordination with government organizations outside of the DoD.

For example, in Report No. DODIG-2015-064, “Assessment of Intelligence Support to
In-Transit Force Protection,” January 2, 2015, the DoD OIG recommended that the Under
Secretary of Defense for Intelligence, coordinate with the appropriate Department of
State office to update the 2003 memorandum of understanding to reflect DoD Policy
and requirements with the Force Protection Detachment program and the Embassy’s
Country Team environment. From April 2019 to September 2020, the memorandum

115



I CiiAPTER 3

116

of understanding was in legal sufficiency review with the Department of State, Office

of General Counsel. As of March 31, 2021, the memorandum of understanding was in
re-review with both the Under Secretary of Defense and the Department of State, Office
of General Counsel, leaving the recommendation open for over 6 years. There is no
estimated completion date, as the inter-agency legal sufficiency review will take as

long as necessary. Without an annual review of the memorandum of understanding,
the existing details cannot effectively address the current demand on Security of DoD
elements and personnel in foreign areas.

In another example, Report No. DODIG-2012-082, “DoD Can Improve Its Accounting

for Residual Value From the Sale of U.S. Facilities in Europe,” May 4, 2012, the

DoD OIG recommended updates to policy for restoring DoD sites overseas in areas

such as document retention, analysis of agreed-upon calculation methodology

used to determine the values for the land and capital improvements, evaluation

of any environmental remediation, and the results of an independent appraisal.

The U.S. European Command issued U.S. European Command Instruction 4101.02A

on July 15, 2013, closing its portion of the recommendation. On May 20, 2020, the
Assistant Secretary of Defense for Sustainment issued a policy memorandum providing
guidance concerning residual value settlement procedures and document retention.

This clarifying information will be included in the next update to DoD Instruction 4165.69.
As of March 31, 2021, the instruction was to be edited and re-submitted for internal
coordination, leaving the DoD OIG recommendation open for almost 9 years. Publication
for DoD Instruction 4165.69 is now expected in early 2022. The delay in implementing this
guidance, which will result in improvements to the residual value settlement process, may
have resulted in missed opportunities in past negotiations. Once the DoD Instruction is
implemented, DoD negotiators will be in a stronger bargaining position when they enter
into future residual value negotiations.

Additionally, in Report No. DODIG-2013-112, “Assessment of DoD Long-Term Intelligence
Analysis Capabilities,” August 5, 2013, the DoD OIG recommended that the Office of the
Under Secretary of Defense for Intelligence and Security, partnering with the Defense
Intelligence Agency, the combatant commands, and the Services, develop an All-Source
Analysis certification program that leads to training, developing, and retaining a more
experienced and robust workforce. The DoD OIG recommended that such a program
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includes common core analytical skills and performance standards, and an
enterprise-wide all-source analysis occupational-specialty career track and

development program. As reported in the last edition of the Compendium,

March 31, 2020, the policy had been in legal sufficiency review since August 2015.

Since the last compendium, the Office of the Under Secretary of Defense for Intelligence
and Security changed direction regarding issuance of the policy. The Office of the Under
Secretary of Defense for Intelligence and Security, Office of General Counsel directed
the publication of a new DoD Instruction, rather than publishing DoD Manual 3305.AM,
“DoD All-Source Analysis Accreditation and Certification,” leaving the recommendation
open for almost 8 years. According to Office of the Under Secretary of Defense for
Intelligence and Security personnel, this new instruction will mandate certification and
will set standards by which the Defense Intelligence and Security Enterprise certification
programs will be developed. This new policy is expected to consolidate all current

and draft certification manuals into one policy document. Publication of the new

DoD Instruction is expected by December 31, 2021. Without an overarching policy
governing the training of analysts in the Defense Intelligence Enterprise, there likely

is a shortage of analysts with in-depth subject matter expertise for defense activities.

The number of DoD OIG recommendations that have been open for at least 5 years
has increased over the last 4 years. Figure 10 illustrates the increase in the number of
recommendations open for at least 5 years. Overall, the number of recommendations
that have been open for at least 5 years has increased by 164 (607 percent)

since the first Compendium was issued in 2017. Although the DoD Components
provided documentation to close 33 of the aged recommendations listed in last

year’s Compendium, 137 of the 170 recommendations (81 percent) remain open.

Of these 137 recommendations, 7 have been reported as aged in all five editions

of the Compendium.
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Figure 10. Increase in the Number of Recommendations Open for at Least 5 Years From
March 31, 2017, to March 31, 2021

Source: The DoD OIG.

Public Law 104-106, “National Defense Authorization Act for FY 1996,” requires the
Secretary of Defense to complete final action on each DoD management decision

within 12 months after report issuance. If action is not completed within 12 months,

the DoD OIG must identify the overdue actions in its Semiannual Report to the

Congress until final action on the DoD management decision is completed. While

there is no standard timeframe for implementing recommendations, we believe the
maximum benefits are generally achieved when recommendations are implemented
within 3 years. However, some recommendations, such as those relating to cybersecurity
or health and safety, require immediate implementation since noncompliance can have
far-reaching, devastating consequences. Additionally, some recommendations impact life
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and safety, requiring management to take critical corrective actions for the
agreed-upon recommendations. Some recommendations may take longer to
implement due to events outside of the DoD’s control, such as the effect of

the COVID-19 pandemic on the DoD workforce. As the COVID-19 virus spread

to the United States, and the DoD prioritized supporting the national pandemic
response, we noted instances of delayed responses to our inquiries on the status of
recommendations and missed estimated implementation dates. This was especially
prevalent with classified recommendations as some DoD personnel did not have
access to classified networks during the height of the pandemic. While we cannot
measure the adverse effect the pandemic had on the DoD’s ability to implement open
recommendations, not taking corrective action on open recommendations can adversely
impact the efficiency and effectiveness of DoD programs and waste taxpayer dollars.
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Tables. Recommendations Open for at Least 5 years

The tables below list 191 recommendations that have been open for at least 5 years.

Department of the Army
Report No. D-2006-077, “Human Capital: DoD Personnel Security Clearance Process at Requesting
Activities,” April 19, 2006

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 3.a-f: The DoD OIG recommended that the Army Deputy Chief of Staff
for Intelligence; the Naval Criminal Investigative Service Director; the Air Force
Director of Security Forces, Information Security; the Defense Information
Systems Agency Director; and the Defense Logistics Agency Director update
policies for the DoD personnel security clearance program to include the
following areas:

a. program management responsibilities;

b. agencies responsible for conducting personnel security investigations (PSl)
and investigative responsibilities; 14 years 11 months 12 days
security clearance systems for tracking security clearance information;

d. Personnel Security Investigation submission processes;

e. the relationship among the levels of security clearances, types of PSls
required for different levels of clearance, and scopes of investigations
to include documentation required for each PSI; and

f.  training requirements for security personnel.

Report No. DODIG-2013-097, “Improvements Needed in the Oversight of the Medical-Support
Services and Award-Fee Process Under the Camp As Sayliyah, Qatar, Base Operation Support Services
Contract,” June 26, 2013

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. A.1: The DoD OIG recommended that the U.S. Army Medical Command
Commander revise Army Regulation 40-68, “Clinical Quality Management,”
to align the regulation with supervision requirements set forth in Federal
Acquisition Regulation 37.4.

7 years 9 months 5 days

120 Compendium of Open Office of Inspector General Recommendations to the Department of Defense
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Department of the Army (cont’d)

Report No. DODIG-2013-123, “Army Needs To Improve Mi-17 Overhaul Management and
Contract Administration,” August 30, 2013 (Full Report is FOUO)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. A.2.a: The DoD OIG recommended that the U.S. Army Materiel Command

Executive Deputy to the Commanding General direct contractual action to recoup

up to $6.2 million in questioned costs for advance payments paid to Science and 7 years 7 months 1 day
Engineering Services plus applicable interest due in accordance with the Federal

Acquisition Regulation.

Report No. DODIG-2013-130, “Army Needs to Improve Controls and Audit Trails for
the General Fund Enterprise Business System Acquire-to-Retire Business Process,”
September 13, 2013

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. A.2: The DoD OIG recommended that the Assistant Secretary of the

Army (Financial Management and Comptroller) develop a working group,

including the Assistant Chief of Staff for Installation Management, the Chief

of the U.S. Army Corps of Engineers, and the General Fund Enterprise Business 7 years 6 months 18 days
System Program Manager, to develop and implement the identified functionality

into the General Fund Enterprise Business System, including the capability

to generate an Army-wide real property universe.

Rec. A.6: The DoD OIG recommended that the Assistant Secretary of the

Army (Financial Management and Comptroller) develop a working group,
including the Assistant Chief of Staff for Installation Management, the Chief

of the U.S. Army Corps of Engineers, and the General Fund Enterprise Business
System Program Manager, to perform a review of all real property data in

the General Fund Enterprise Business System to ensure that the General Fund
Enterprise Business System contains the correct data going forward and track
the costs associated with this effort and other data cleansing efforts so they can
be calculated as part of the cost of the General Fund Enterprise Business System
implementation or as part of the Army’s audit readiness efforts.

7 years 6 months 18 days

Rec. A.7.b: The DoD OIG recommended that the Assistant Secretary of the

Army (Financial Management and Comptroller) develop a working group,

including the Assistant Chief of Staff for Installation Management, the

Chief of the U.S. Army Corps of Engineers, and the General Fund Enterprise 7 years 6 months 18 days
Business System Program Manager, to record in-house costs incurred in

the construction of a real property asset to the corresponding project’s

construction-in-progress account.
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Department of the Army (cont’d)

Report No. DODIG-2014-090, “Improvements Needed in the General Fund Enterprise Business System
Budget-to-Report Business Process,” July 2, 2014

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1.a: The DoD OIG recommended that the Assistant Secretary of the

Army (Financial Management and Comptroller) verify that the General Fund

Enterprise Business System posting logic documentation is accurate and 6 years 8 months 29 days
complete, and use it to validate General Fund Enterprise Business System

general ledger account postings.

Rec. 1.b: The DoD OIG recommended that the Assistant Secretary of the

Army (Financial Management and Comptroller) direct the General Fund
Enterprise Business System Program Management Office to reconfigure the
General Fund Enterprise Business System to properly record Budget-to-Report
transactions, including implementing system controls to address items identified
in this report.

6 years 8 months 29 days

Rec. 1.d: The DoD OIG recommended that the Assistant Secretary of the Army
(Financial Management and Comptroller) use the General Fund Enterprise 6 years 8 months 29 days
Business System to execute all Army General Fund appropriations.

Report No. DODIG-2014-096, “Improvements Needed in Contract Administration of Mi-17 Cockpit
Modification Task Order,” July 28, 2014 (Full Report is FOUO)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. B.1: The DoD OIG recommended that the Director of the Army Contracting
Command-Redstone Non-Standard Rotary Wing Aircraft Directorate take action
to terminate the sixth cockpit modification and, as appropriate, negotiate

a settlement with the contractor.

6 years 8 months 3 days

Report No. DODIG-2014-101, “Delinquent Medical Service Accounts at Brooke Army Medical Center Need
Additional Management Oversight,” August 13, 2014

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1.b: The DoD OIG recommended that the Brooke Army Medical Center
Commander review, research, and pursue collections on the remaining open 6 years 7 months 18 days
delinquent medical service accounts.

Rec. 1.g: The DoD OIG recommended that the Brooke Army Medical Center

Commander provide U.S. Army Medical Command all the Medicaid-eligible

claims denied by Texas Medicaid Health Partnership for missing the 95-day filing 6 years 7 months 18 days
requirement to identify the value and impact of those claims to Brooke Army

Medical Center.
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Department of the Army (cont’d)

Report No. DODIG-2015-016, “Department of Defense Suicide Event Report Data Quality
Assessment,” November 14, 2014

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 2.b: The DoD OIG recommended that the Chiefs of the Military Services
update their policies to incorporate DoD guidance requiring suicide event boards
to establish a multidisciplinary approach for obtaining the data necessary to make
comprehensive DoD Suicide Event Report submissions.

6 years 4 months 17 days

Rec. 3.d: The DoD OIG recommended that the Chiefs of the Military Services
update guidance to:

1. identify subject matter experts to provide Department of Defense Suicide
Event Report tech support to address questions, and

2. adapt and implement the proposed standard operating procedure/guidelines 6 years 4 months 17 days
for the Department of Defense Suicide Event Report submission process
to help Department of Defense Suicide Event Report submitters understand
the various sources of information (for example, military law enforcement
and medical) needed to submit a complete Department of Defense Suicide
Event Report.

Report No. DODIG-2015-128, “Army Needs to Improve Processes Over
Government-Furnished Material Inventory Actions,” May 21, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1: The DoD OIG recommended that the Assistant Secretary of the

Army (Financial Management and Comptroller) create a subaccount within

the Logistics Modernization Program system to track receipt, acceptance, 5 years 10 months 10 days
and consumption of Government-furnished material within an “Inventory,

Work-in-Process” account.

Rec. 2: The DoD OIG recommended that the Assistant Secretary of the Army
(Financial Management and Comptroller) expedite efforts to transition to
the consumption method of accounting for Government-furnished material,
unless it can document a strong business case for using the purchase method
to recognize operating materials and supplies expenses. In developing this
business case, consider the capitalization effect of Government-furnished
material items included for upgrades, modifications, or assembly of end
items, including general equipment.

5 years 10 months 10 days
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Department of the Army — Report No. DODIG-2015-128 (cont’d)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 3: The DoD OIG recommended that the Deputy Chief of Staff of the

Army, G-4, and the Assistant Secretary of the Army (Financial Management and
Comptroller), in collaboration with the Commander, Army Materiel Command,
develop a business process and the Logistics Modernization Program posting
logic to identify and track Army Working Capital Fund inventory provided to
contractors as Government-furnished material within the Logistics Modernization 5 years 10 months 10 days
Program system. Specifically, the Army should use the Logistics Modernization
Program system to report Army Working Capital Fund inventory provided

to contractors as Government-furnished material to meet requirements

in the DoD Manual 4140.01, volume 9, and DoD 7000.14-R, DoD Financial
Management Regulation, volume 4, chapter 4.

Report No. DODIG-2015-181, “Continental United States Military Housing Inspections-Southeast,”
September 24, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. I.1: The DoD OIG recommended that the Assistant Secretary of the Army
for Installations, Energy, and Environment review and update its policy to ensure
that Army publications properly and consistently address radon assessment and
mitigation requirements.

5 years 6 months 7 days

Department of the Navy

Report No. DODIG-2012-017, “U.S. Naval Academy Officials Did Not Adhere to Contracting and Gift Policies,”
November 7, 2011

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. B.1.d: The DoD OIG recommended that the U.S. Naval Academy

Superintendent direct the U.S. Naval Academy Museum Director to implement

the Naval Heritage and History Command inventory system, Department 9 years 4 months 24 days
of Navy Heritage Asset Management System, and record all the in-kind

gifts into the systems.

Rec. B.3.b: The DoD OIG recommended that the Naval Heritage and History
Command Director require the United States Naval Academy Museum Director
to use the Naval Heritage and History Command inventory system and the
Department of Navy Heritage Asset Management System.

9 years 4 months 24 days
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Department of the Navy (cont’d)

Report No. DODIG-2012-122, “The DoD Should Procure Compliant Physical Access Control Systems to Reduce
the Risk of Unauthorized Access,” August 29, 2012 (Full Report is FOUO)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. B.1.b: The DoD OIG recommended that the Assistant Secretary of the
Army (Manpower and Reserve Affairs), in conjunction with the Assistant
Secretary of the Army (Installations, Energy, and Environment); Commander

of Headquarters Air Force Security Forces Center; Deputy Chief of Naval
Operations for Fleet Readiness and Logistics; and Assistant Deputy Commandant
of Plans, Policies and Operations (Security), U.S. Marine Corps, before approving
physical access control systems for a location require installation security
personnel to be involved during the site surveys.

8 years 7 months 2 days

Report No. DODIG-2015-011, “Evaluation of the Defense Criminal Investigative Organizations’ Defense
Incident-Based Reporting System Reporting and Reporting Accuracy,” October 29, 2014

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 2.b: The DoD OIG recommended that the U.S. Army Criminal Investigative
Command Commander; the Naval Criminal Investigative Service Director;

and the Air Force Office of Special Investigations Commander ensure

Defense Incident-Based Reporting System error corrections are completed
within 30 days of the Defense Manpower Data Center providing notification,
as required by DoD Manual 7730.47-M, volume 1.

6 years 5 months 2 days

Report No. DODIG-2015-053, “Naval Supply Systems Command Needs to Improve Cost Effectiveness
of Purchases for the Phalanx Close-In Weapon System,” December 19, 2014 (Full Report is FOUO)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1.c: The DoD OIG recommended that the Naval Supply Systems Command
Weapons Systems Support Commander require the Naval Supply Systems
Command Weapon Systems Support contracting officers to complete timely
reviews for variations in quantity before determining forecasted demand.

6 years 3 months 12 days

Report No. DODIG-2015-081, “Evaluation of Department of Defense Compliance with Criminal History Data
Reporting Requirements,” February 12, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1: The DoD OIG recommended that the Secretaries of the Navy and
Air Force take prompt action to submit the missing 304 fingerprints and
334 final disposition reports to the Federal Bureau of Investigation for
inclusion into the Integrated Automated Fingerprint Identification System.

6 years 1 month 19 days
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Department of the Navy (cont’d)

Report No. DODIG-2015-090, “Evaluation of Aircraft Ejection Seat Safety When Using Advanced Helmet
Sensors,” March 9, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. A.2: The DoD OIG recommended that the Navy and Air Force ensure
consistent documentation of aircraft ejection data to increase the data available
for ejections with Helmet Mounted Devices and/or Night Vision Goggles thus
improving the safety risk analysis. The data should include aircraft speed at time
of ejection, whether aircrew was wearing Helmet Mounted Devices and/or Night
Vision Goggles, and type of injury sustained.

6 years 22 days

Report No. DODIG-2015-102, “Additional Actions Needed to Effectively Reconcile Navy’s Fund Balance
With Treasury Account,” April 3, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1: The DoD OIG recommended that the Assistant Secretary of the

Navy (Financial Management and Comptroller) develop a reconciliation process
that is based on detail-level transaction data from Department of the Navy’s
general ledger systems. As part of this process, the Department of the Navy
needs to demonstrate how these detail-level transactions are used in the
preparation of their financial statements.

5 years 11 months 28 days

Rec. 2: The DoD OIG recommended that the Assistant Secretary of the

Navy (Financial Management and Comptroller) review the control weaknesses

identified for the Defense Cash Accountability System and Program Budget 5 years 11 months 28 days
Information System during Federal Information System Controls Audit Manual

testing and implement a plan to reduce ineffective or untested controls.

Rec. 3: The DoD OIG recommended that the Assistant Secretary of the

Navy (Financial Management and Comptroller) review and approve current

standard operating procedures to ensure the Fund Balance With Treasury 5 years 11 months 28 days
reconciliation is completed according to Treasury and DoD policies and that

reconciliations are tested and proven to be a sustainable and repeatable process.

Report No. DODIG-2015-114, “Navy Officials Did Not Consistently Comply With Requirements for Assessing
Contractor Performance,” May 1, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 1: The DoD OIG recommended that the Naval Sea Systems Command
Commander develop and implement procedures for contract registration, 5 years 10 months 30 days
including procedures to validate that personnel properly register contracts.

Rec. 4.a: The DoD OIG recommended that the Commanders of Naval Air Systems
Command and Naval Sea Systems Command and Commanding Officer of Naval
Supply Systems Command, Fleet Logistics Center Norfolk, develop and implement
procedures that require assessors to prepare performance assessment reports
that meet the 120-day requirement in the Under Secretary of Defense for
Acquisition, Technology, and Logistics policy.

5 years 10 months 30 days
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Department of the Navy — Report No. DODIG-2015-114 (cont’d)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 4.b: The DoD OIG recommended that the Commanders of Naval Air Systems

Command and Naval Sea Systems Command and Commanding Officer of Naval

Supply Systems Command, Fleet Logistics Center Norfolk, develop and implement 5 years 10 months 30 days
quality control procedures for evaluating performance assessment report

narratives and descriptions of the contract purpose.

Rec. 4.c: The DoD OIG recommended that the Commanders of Naval Air Systems
Command and Naval Sea Systems Command and Commanding Officer of Naval
Supply Systems Command, Fleet Logistics Center Norfolk, develop and implement
procedures that require assessors to take initial and periodic refresher quality
and narrative writing training for the Contractor Performance Assessment
Reporting System.

5 years 10 months 30 days

Rec. 5: The DoD OIG recommended that the Commanders of Naval Air Systems
Command, Naval Sea Systems Command, Space and Naval Warfare Systems
Center Atlantic, and Space and Naval Warfare Systems Center Pacific and
Commanding Officer of Naval Supply Systems Command, Fleet Logistics Center
Norfolk, train or re-emphasize to assessors the definitions of the ratings and what
is required to justify each rating, as outlined in the Federal Acquisition Regulation.

5 years 10 months 30 days

Report No. DODIG-2015-122, “Naval Air Systems Command Needs to Improve Management of Waiver
Requests,” May 15, 2015 (Full Report is FOUO)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. A.1: The DoD OIG recommended that the Assistant Secretary of the Navy
for Research, Development, and Acquisition and the Chief of Naval Operations,
Director, Innovation, Test and Evaluation, and Technology, update Secretary

of the Navy Instruction 5000.2E, “Department of the Navy Implementation
and Operation of the Defense Acquisition System and the Joint Capabilities
Integration and Development System,” and Secretary of the Navy Manual,
M-5000.2, “Acquisition and Capabilities Guidebook,” May 9, 2012,

Section 4.6, “Certification of Readiness for Operational Testing,” to:

a. emphasize that program managers must request waivers whenever they
do not meet any of the 20 criteria the Secretary of the Navy Instruction 5 years 10 months 16 days
5000.2E requires programs to meet to certify readiness for initial
operational test and evaluation; and,

b. clarify that Operational Test Readiness Review briefings to stakeholder
groups should include specific explanations of program accomplishments
against each of the 20 certification criteria to clearly document either that
the criteria was met or a waiver or deferral request was coordinated with
the Chief of Naval Operations, Director, Innovation, Test and Evaluation,
and Technology; the program sponsors; and the Commander of Operational
Test and Evaluation Force.
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Department of the Navy (cont’d)
Report No. DODIG-2015-142, “Navy’s Contract/Vendor Pay Process Was Not Auditable,” July 1, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 2: The DoD OIG recommended that the Assistant Secretary of the Navy
(Financial Management and Comptroller) develop a process or system interface
between Navy Enterprise Resource Planning and Wide Area Work Flow that
provides timely processing of transactions and update the Department of the
Navy’s system business processes to ensure transactions are processed in
compliance with the Statement of Federal Financial Accounting Standards 1.

5 years 8 months 30 days

Report No. DODIG-2015-143, “Patriot Express Program Could Be More Cost-Effective for Overseas Permanent
Change of Station and Temporary Duty Travel,” July 6, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 3.b: The DoD OIG recommended that the Commander of the Naval

Supply Systems Command implement controls in the Defense Travel System

to automatically route all travel orders for travel outside of the continental 5 years 8 months 25 days
United States to transportation office personnel to check Patriot Express

availability before booking commercial transportation.

Report No. DODIG-2015-148, “Rights of Conscience Protections for Armed Forces Service Members
and Their Chaplains,” July 22, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 6: The DoD OIG recommended that the Army Deputy Chief of Staff
for Personnel, the Chief of Naval Personnel, and the Air Force Deputy
Chief of Staff for Manpower, Personnel, and Services ensure that programs
of instruction for commissioned and noncommissioned officers include
the updated guidance regarding religious accommodations contained

in Department of Defense Instruction 1300.17.

5 years 8 months 9 days

Report No. DODIG-2015-172, “Naval Sea Systems Command Needs to Improve Management of Waiver
and Deferral Requests,” September 14, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 2: The DoD OIG recommended that the Secretary of the Navy

revise Secretary of the Navy Instruction 5000.2E, “Department of the Navy
Implementation and Operation of the Defense Acquisition System and the Joint
Capabilities Integration and Development System,” September 1, 2011, after the
Vice Chairman of the Joint Chiefs of Staff revises the Joint Capabilities Integration
and Development System Manual in response to Recommendation 1.

5 years 6 months 17 days
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Department of the Navy — Report No. DODIG-2015-172 (cont’d)

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. 3: The DoD OIG recommended that the Naval Sea Systems Command

Commander revise Naval Sea System Command Instruction 3960.2D, “Test

and Evaluation,” April 22, 1988, to implement the Navy policy in the planned

revision of Secretary of the Navy Instruction 5000.2E, “Department of the Navy 5 years 6 months 17 days
Implementation and Operation of the Defense Acquisition System and the Joint

Capabilities Integration and Development System,” planned for designation

as Secretary of the Navy Instruction 5000.2E.

Report No. DODIG-2015-181, “Continental United States Military Housing Inspections-Southeast,”
September 24, 2015

Recommendation Number and Text Age of Recommendation on 3/31/21

Rec. D.1: The DoD OIG recommended that the Naval Station Mayport
Commander conduct an effective root cause analysis and perform corrective 5 years 6 months 7 days
actions for all fire p