
.DOCID: 4129965 

TO: Df._n_r_R...._~~~~~ ..... 
THRU: _I ~~~~~~~ 

COHFIDE~JTIAL 
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(b) (3)-P.L. 86-36 

SUBJECT: Canberra Translations 

While these translations are of messages on the Moscow --> 
Canberra lane, the messages are circulars sent to other KGB 
Residencies including NYC (AHS/NSA did not decrypt the circular 
on the NYC lane however, breaking the message only on this lane). 

3. Reason for this request: the 12 Sep 43 message is of 
extraordinary historical importance to the understanding of the 
connection between. the COMINTERN/national communist parties and 
the Soviet intell ·services. The other message is of general 
tradecraft interest (internal security of the KGB). 

4. In normal course of events, according to our schedule, we 
would not release these messages til July 96. In Sep 95 we are 
releasing the 250+ messages of 1943 on the NYC-Moscow lanes. 
These messages would be of great interest to historians and they 
involve no personal names/privacy issues. I know your decision 
on the Hiss message, but believe this requested exception to the 
release schedule is different. 

Lou Benson 

COHFIDE~JTIAL 
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\ SECRET Ut\U31RA 
• · .. ,.-.. r -·· • . - - . .. 

V.ENONA 

neissue 

Fromt MOSCOW 

Tor CANBERRA 

Nor 142[a] 

12 September 19.i! 

1. A change in circumstances - and in particular the dissolu-
tion of the "BIG HOUSE[BOL'ShOJ DOM]"[i] - necessitates a change 
in the method used by the workers of our residencies to keep in 
touch with the leaders of the local FELLOWCOUNTRYMAN [ZEMLYaChESKIJ)iiJ 
organizations on intelligence matters. 

2. Our workers, by continuing to meet the leaders of the 
FELLOWCOUNTRYMEN, are exposing themselves to danger and are giv­
ing cause [l group unidentified) [b) local authorities to suspect 
that the "BIG HOUSE" is still in existence. 

3. We proposes 

a) 'l'hat personal contact with leaders of the local FELLm·1-
COUNTRYMAN organizations should cease and that FELLOWCOUNTRYMAN 
material should not Le accepted for forwarding to the "Brr, HOUSE." 

b) That meetings of our workers may take place only with 
special reliable undercover[ZAKONSPIRIROVANNYJ] contacts of the 
FELLOWCOUNTRYMAN [D% organizations], who are not suspected by 
the [l group anidentified] [b] local authorities, exclusively 
about specific aspects of our intelligence work (acquiring (1 
group unidentified] contacts, leads[NAVODKI], rechecking of 
those who are being cultivated, etc.). For each meeting it is 
necessary to obtain our consent. 

[l group unrecovered] 
[l group missing] 

repre9.entative o.f the Soviet Union. 

No. 4048 

lJotes& [a] 

[h] 
Conunents 2 

[i] 
[ii] 

[iii] 

VIKTOR[iii} 

This message is known to have been sent also to 
·NEW YORK, SAN FRANCISCO and OTTAWA. 
•rJie unidentified group is the aarne in both cases. 

BIG HOUSE 1 'l'l1e COMill'l'ERlJ. 
FELr~rn~COUNTRYMAN (-MEH): Co11u11unist {s). 
VIKTOR: Lt. Gun. P.M. FITIN. 

17 1\.ugust 1971 

e."' t"··· 
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Reissue 

From: 1HJSCON 

•ro: Cl\.HEEHRA 

No: 

2 Decemh~r 1943 

1 fY , :;~ .• i'O'nbti.·O:.!l.gain we direct your attention to the insufficient 
. .,. , :.- .. , · ·secrecy in· the work of the. lea:~~~.s:,~:an~ L?P,~.X:~~i?~al .•workers of 

the residencies •. ·so~e.;,_~~~,;:~~ -~~-~ ,_ O."~·~S~'.:.~&i.~·.1?e'ih19 l~itiated 
into affairs of; .th~\~s.J):i~~(i ~l~~~)lo.;.rel."tion. to ·the 

~~~~ru0~ .~ ·/a:~;/",,· 
0 

. .-~,~:~~~~h;6t~~~1~e~~~~-
, ' .... , . ;.' · ~ ·· . ".· ~1'7.9~~~.3'·$~1 '\!t '1 :1·~: neceAsary 

• . .·· 1 ~( ~ ,J ;«:oh'; 1n~~yidua~ operational 
. . .t: ·~'.f8rN'~lf'gene·r~F''work ·of the "residency only what 

i1i8kf:·1"h· 1order to carry out the work on his own assignment. 
In ·.the' pr:emiaa3 of the embassy, legation, con~rnlate (in the 
studi'es and work rooms of the residents)' and in the private a­
partments, probably fitted with. special [l group uni'Rentified], 
discussions are being conducted: on .. ·operational. questions. There 
have even bean cases of oe.tt'inq; u·p .in·· the work room a conforence 
of all the workers of .the residency for a collE'.!ctive discussion 
of instructions of the [C% cent~r1~ It ia cbtegbri~~)ly forbid-
den .durinq,inetruotion and generally in dhcuasion, particularly 
within t}\e · premfeea, to mm the real surnames of workers and pro­
bationera.[STAZhERYJ, ·names of cl tics nnd countries 1 off icia.J.,_s~-~.,,_.....,..­
and. · ot:her obj ecti VOS• Al 1 this Ahould be encoded• c~~ ..... ) 

rt II] [1 group unrecoveredJ considering the cases cited above it is 
recommended instead of conversations aloud to exchange notes, 
which imm~diately after such a "secret converea~ion" [l group 
unidantified] are destroyed. Our workers must not at work and 
in private life [4 groups unrecovered] from other [1 group uni­
dentified] apparatus and [1 group unrecoverec.1] that it will in­
evitably lead to disclosure. [1 group unrecovered] other [l 
group unrecovered] discueeione 1n Russian ubout [5 groups unre~ 
covered]. 

[5 groups unrecoverable] 

violation of rules of ~ecrecy we will take strict measures. [l 
group unJf'l49ntififid] providing tho ne<.:e~;8ary src:crecy in our \.,Ork 
to a conR iderable ~xte!1t depends uron thA .l~ti.rl.0.n:; r;f th,,, rPs i­
deilcles themselves. 'Ebe res idonts 9!1ould not nhare vi th their 
subordinates communications ~-·hich they are not supposed to know 
for the '"ork.. 

No. 67 7 PETROV[i] 

Notes1 [al This message is known to havo been sent also to 
H.l\VANJ\., MEXICO CITY, OTTAWA, .Sfi.l'I FRJ\NCISCO a.1tc1 
rmw YORK. 

Commentss 
[i] PETROV: Unidentified MOSCOW signature. 

TOP S~~RET UMBRA 16 August 1971 

:VJ:' 1\1 "La\. I I~ 


