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SUBJECT: Possible Damage Resulting from Compromise d—-@m
ag..hmnn&«af the PUEBLO )

Séf' frﬁ%; nﬁmcm :;ulmm of the FoTRLO

provided for destruction of key cards and key lists, then of the equip=

ment, then codes and authentication materials, and finally meimtenence

| and operating manuals. While it is thecretically poasible to have elec-
tromé automatic detonagoﬁ gear, the PUEBLO was not so equipped.

" The hagards of autom:auc detonation equipment on board & ship m
weiqh;d against other methods of destrustion and the possible damage
from compromise and are generally.considered nt;nocopubld :

| E‘orthepastSchars it has heontheqom&lv 8. mctwa
that, where posslble, security of U.8. oomunioauons will not dcpond
solely on physical protection of the equipment used to encipher and de~
c;lpher the messages. During the past 20 years no equipment has bo;n
proauced without variable elements which depend upon keying elements,
usually key liéts- or key cards, for their primary security. In particular,
all the communication security equipments which t-be PUEBLO carried
depended upon .elther key unsts or key cards., Loss of a particular equip-
ment with the keyiné eiement would not jeopardize any cther traffic en~
ciphered by similar equipments using different keying elemnu.v_ As soon
as notification of the capture of the PUERLO was received in Washington,
steps were taken to supersede all keying elements which she carried and

new ones were prescribed.
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Tho key list enables the user to establish a uniqua machioe set

. ap fo;r a crypic period which is not longer than 24 hours. The key
card is a card punched with a specified pattern and 18 inserted into
tt;e machine by means of a card nolder. The key éard and holdar
permit feeler pins to make contact through randomly bosittﬁoned holes
and effectively rewire the cipher machines, again not less often than
each 24 houss. The number of coinbinations resulﬁng from a card
system is astronomical asd a message which is transmitted through

a machine using a particular keying ele;nent can only be read at the
cther end by a machine with an identical keying slement.

National Secuﬂty Agéncy activities are cen'tered about two major
purposes: One is to maintain the security of the United States
communlcatiolu§, ahd second is to take advantage of the communications
of target nations. It is the National Security Agency's judgment that
no degradation to the security of U.S. communications can result
from vthis'comprbmlise gven if the equipment and thé key lists weare
captured Intact, since steps were taker; immediately to supersede
akl of the keyiag materiais.' in the worst possu;le case, the few messages
t‘o and from the PUEBLO could be read if all mater}als and squipment

were captured iatact. .
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DOGID :* -39 9!&?@?@2‘3@ traffic from the PURBBLO, a8 well as from the H&rﬂa |
Koreans, indicated a destruction effort on board the vessel by fire
a3 well as jettisoning. From her communications, it mey be inferred
ghat the bulk of her key materisl, perhaps all, and as much equipment:
as possible was dest_ro’yed, but that several pubuca:ubns were
probably compromisad.

The PUBBLC carried a suflicient amount of collection gear to

enable her to monttor Morih Korsan communications and radar facilities

on the East coast

This equipment was generally

wiaclassified (we are still checking 2 plebes) but the use to which
the equipment could be put and the results derived therefrom are
classified. It is vely pos 3£b1e;5; that if the equipinent wes uqd;maged
a reasonably orecise reconstm;ction of the FUEBLO's lnt/;jel"/ﬁ"igence'
misssioﬁ could be accomplisneﬁi.

In adcition 1o the equzip‘;nent referred to abgv’éﬁ, the PUEBLO
carriad a substeatinl aumber ’ryaf technical pub;i’é;tﬁons and analytical
alds required to enakle her t§ discharge the’/i/ntellxgenoe collection

mizsion, If these itens wora captured,ihtact. they would give the

North Koreans gracise infarination qn”' the extent of U.3. knowledge
of their communications techniques., usage, and radar equipments. -

The publicaticas also rewala raore lmited U,5. knowledge of the
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general Soviet communications practices and a

Jehts

information, if compromised, would stimulate ;éither of the two nau.ons
to change their communications practices, subersede their call sign

systems and/or modify their operational codeé.

Although the pogsible loss of the commpnlcatlons sec;irity

3 gk " Betriads "8 g
LT
2, 5 G <, B A X NS & o X Y, -

equipment or materials in noc way will comproj”mise U.5. co;hmunications.

it nonetheless nas this .serious aspect. | 5 ' 1.
 The capture of the modern U,S.
‘communications security equipmehts or the fmalntena’hce apd ,é‘berations ‘
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manuals could stimulete one or other of these countries (or possibly

Communist China} to siake major ckianges iih theh:»"commgiﬂcations

security equipment and vractices. ‘i:his cduld v)éry sgﬂously hamper

the extensive 1.3, signals 1ntelligeﬁce pfodu;;tio on these nations.
There were 30 (29 enlisted and l offflcey,x’s') Navy security personnel
on board the ship. kost of these menl“:aan{i di!}éers were highly

skilled ana reoresented several ysars of_ é;&perience in the business.

Some of them nad Intimate knowledge of a
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coilection and analytic efforts and a fsw oi m had some kwwiadea

of one or two sensitive National Securlty Agancy projects. . Depending
on tha duress to which they may be subjedégiqﬁd the amount they
! ‘ " may recall, serious compromise of several hi\ghly classified projects
| could ensue from their involuntary revelation of the scops of the
1,8, signals intelligence effort. This could result in defensive
measures by.the Soviets to Jeny the J,8, further infermation.
However, no :lamage to our own communications security would

follow even from the forceful extraction of information from captured

personnel,
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