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The following statement may be used as aprropriate in the
forthcaming briefing of Mr. Coyne:

The FUEBIO incident resulted in the most comprehensive
single compromise of classified material in the history of U.S.
intslligence. Moreover, the RUEBLO compromise pxrovided to R
the "enemy" a complsts U.S. SIGINT faeility with its associated —r

technical COMINT and equirment end materisls. All but a
percantage of the Andividual SIGINT-related documents,
non-SIGINT classifiad ts, Oparational

Intelligence Broadcast msaagea, and Specific Intelligence
Collection Requirements aboard the PUEBIC fell into North Korean
bands. Nearly all the equipment aboard, including four different '
types of eryptographic machines, was captured intact or in a
condition which could be reconstructed. Two ot the four types
had prsvioua]y been considersd ccmpruniaed.

The Operatioml Intemgcme maagos canta:lmd a complete

pleture of U.S. SIGINT capabilities in the Pacific and Southeaat
Asian areas. These messeages, together with other documents,

s provided a broad overview of U,S. SIGINT and cther intelligence

activities throughout the world, with attendant successes,
limitations, relstive priorities and liabilities. In addition to
translations of individual decrypted messages, there was a wealth
of SIGINT product, ranging from all-inclusive dai]y or weekly
sunmaries to finished inhlligencc reporbs. 5

Since the PUEBLO's caphure, NSA ha.s been mtch.tns for
changea in Russian, Chinese Commmnist, or North Vietnamese commmi-
cations, whilech could reflsct those countries? axploitation of REEVRE -2 )

the FUERLO's materials. While thers have been sciw changes, T B
they have not been successfully t.raqed to such exploitation, C

The futwre inviolability of U 8. high-lml commnications
has not been directly affected by the compromise of the crypto-
graphic equipmsnt aboard the FUEBLO. The detalled lmowledge of
U.S. camnmications security equimmsnts and procedurss, however,
may assist and enbance the enemy's develomment of more secure
communications systems, which would have a. sorioun impact on
ow future SIGINT collection posture. X




The loss of the PUEBIO has provided Korth Korea (and,
presumably, othar cammnist nations) with a wealth of hitherto
unavailable information, and a broad insight into the structure
and functioning of U,S,. intelligence.
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