
DOCID: 4062743 

./ 
./ 

. ..-..., 

. 'To:'• SECRE.'f. u•RA 
PUEBLO 

,MAsTER Fl LE 
/ (b) (3)-P.L. 86-36 

6 Jsnu&.1'1 197'11 

MDI> PORr ____ l!es 

1'b• following etat.emmt. ma.Y be uaed as &PPl'OJ4"iate in the 
fwthcaaing br1e.ting ot Mr. Q:>JZlll: 

The RJZB1D inaidtmt rewl.ted in the most ~tmaive 
a!ngle ccmpraai•• o.t olasait1ed Dllf:terial in the h1etorJ ot U.S. 
intel.llamce. ~vo1!'~ the RJEBLO comprcmd.ae provide to 
the "entm1'" a ccmplat• U.S. SIGINT taaility with it1 ueociated 
tecbnS.cal <Xlmr! and ~ai]JDBnt and. matel'i&l.8. All but a 
..flDll.l percentage ot the · .. irxt. ividual SIGINT-nl&ted doc~. 
L_Jncn-SIGIN'? clusified ·.. ts~ I I Operational .. 
Int.uigenco lk'oadcaat waages1 and [] SpooU'lc Intell.1gence 
Collecticn. Raquirmants aboard the PlJEBLC fell 1.nto North IONan 
bancla. \Jiearll' all the equi~t aboal'Ci,, · .. including four d.Uferent ·: 
types of cryptographic machine•• was oa~ed irltact or 1n a 
cond1t1on ~ch could be reconatruahd. • TtfO ot •tho tour tJPU 
had pl'SViouaq been considered c;;omproraiaecJ.. 

~ Operational Intel.ligence meaaages ccmt.aimd a cmplete 
picture of U. s. SIGINT capabilities in th• Padt:lc mt Southeast 
Asian areas. lheae ••ae&es1 toget.her with .other documem... 
provided a broad overview ot v.s. SIGDT and other iutelligence 
activitie• -throughou,t th• llm"J.d. with atwm.ant su---ceuea, 
Uat.tat.iona, relative priorit.1ea and li&b111ties. In addition. to 
~ranal.ationa of individual decznt,ed. aeuagea •. •thezre was a wealth 
ot SIGDIT pr'oduct6 rangi,og t%'CIJl all-:J.nclusi.ve 4ai~ or weekl1' 
~ies to t.\niahld_ int.91 l 'pnce reports. 
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Since the "1EB!D•s capture~ NSA has bsen latching ~or .. · .. ·· 
chanpa in Ru.Hian. Chinese Ccmrovrl •t., \or North VJ.et.'11mue caammi~. ·. 
cat1ona. which could J'ef'lect those coun~• axpl.oit&tion o£ · ·.·.: ;' 
t.ht RJEBLOta. materials. While there bave been 1ama chaJJgea, · ..i .... · .. ;:-
thq have Dot beta succesaru.l.J¥ t.racecl to euch e.xploitatian. 

1'he M'a.l'e inviolabilit.y of U .s. hish-1.evol ccnmmicaticma 
has not ~ cl1rect~ attect.ed b7' the canprom:i.ae of the cr,vpto­
grapbic equii-at aboal'd the PUEBIA \h detail41d lcnow)Adge of 
U.S. acwmm:fcat10ll8 se~t.7 eqdpaante .BDCS procedur'M. howe'Vel'1 
lm\'Y' aaaiet and enhance the antlV' s d.Velopmont ot mre secure 
camunications 8J"SttlDs, 11hi.ch 1fOUld have a\a.nou impact on 
our tut.we smm coU.Gtion posture. 
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The loo• ot the PUE8ID bu ~ ?iorth Korea (an4, 
~q .. otbv QCW!lm:la\ •t:l.cu) with a wealth c4 hitherio­
un&Y&il.abla !nf'~cn. and. a breed imdght into the Jt!uctl11'9 
am tuct.1on1ng of u .s •. .intelligmce. 
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