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;~::;~py- ·c~Ds AND KEY i:Ists; THEN OF THE EQUIPMENT, THEN 
i>i':'Li" . ·. . . ·.· ... . ·. . . . . . 
i!;r.;eoots AND AUTHENTicATroN MATER!ALs, AND FINALLY MAIN-
tf'L~:~'03i.f> :" · · · · . . .. ~ _ .. ·. . . 
L.-.~TtNANCE AND OPERATING MANUALS. WHILE IT IS THEORETICALLY 
'~.('. ::'~:1~ ' ~ . ; '.•. . : ' . : ' . 
~ ; ~4:):'t9~~IBLE TO HAVE ELECTRONIC AUTOMATIC DETONATION GEAR, 
": ;_~: . ;) .. · .. .. •··. ' ' ; '' ,··. ' • , ' ' . . 

;;, . :' "~E PUEBLO WAS NOT SO EQUIPPED. THE HAZARDS OF AUTOMATI 
. ., .. ,, .. ~.-:~ ~ ;.,• ~ ,·. ' ~ . . .. ·> 

. ' ·!!~ "···· .. •" " 
· . ;~:0'.ETONATlON EQUlPMENT ON BOARD A SHIP ARE WEIGHED 
"~·'.9 :~·:' . . .,. . . . 

AGAINST· OTHER METHODS OF DESTRUCTION AND THE POSSIBLE 
---·-r. '• ~->:·:~.:-·2~~ .·.~· · 

·: ;>·c.: DAMAGE FROM COMP'.ROMISE I AND ARE GENERALLY CONSIDERED ·- •, , ,· ~· . , , ' . . - ~ . ' . ' 

.. 

. UNACCEPTABLE. 

•" 
> · ::.: FOR THE PAST 30 YEARS IT HAS BEEN THE GENERAL U.S. ' 'Ji. ' 
':I' 

.•. PRACTICE THAT I WHERE POSSIBLE I SECURITY OF u. s. COMMUN--
.. ; 

. ~ ' ' ' " 

· .. ·· '!CATIONS WILL NOT DEPEND SOLELY ON PHYSICAL PROTECTION :· ' · ~ ·J -~ , : 

. :·:· __ qF THE EQUIPMENT USED TO ENCIPHER .AND DECIPHER THE 

":·~- · .; MESSAGES. DURING THE PAST 20 YEARS NO EQUIPMENT HAS 
' - 1 .. .. • • . •· 

.: ·. · ·;'· B~EN PRODliCE.D WITHOUT VARIABLES WHICH DEPEND UPON 

:. . .. . .. . 

. . KEYING ELEMENTS, USUALLY KEY LISTS OR KEY CARDS, FOR ., 

. THEIR PRIMARY SECURITY. IN PARTICULAR, ALL THE COMMUN!-
. " \ 

. . .. . 

. ' CATION SECURITY EQUIPMENTS WHICH THE PUEBLO CARRIED 

DEPENDED . UPON, EITHER KEY LISTS OR KEY CARDS. LOSS OF A 
... " -" ( . • 

_ · P~TICULAR EQUIPMENT WiTH THE KEYING ELEMENT WOULD NOT 
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·'''JN WASHINGTON, 'STEPS WERE TAKEN TO SUPERSEDE ALL KEYING 
~·:r;''\'.;;: : - . .. . . . ..·· 
.:·+-tt:EMENTS WHICH SHE CARRIED AND NEW ONES WERE PRESCRIBED. 

; _:_<<;~_'"=1·:. 
-~ ,_ :; ::-

} .:;-?:tiL .· THE KEY LIST ENABLES THE USER TO ESTABLISH A UNIQUE 

; ';-~:M;ACHINE .SET-UP FOR A CRYPTO PERIOD WHICH IS NOT LONGER 
.. ~."1:-. '. • 

:';~::ir'E:.AN ~~HOURS. THB,KEY CARD IS A CARD PUNCHED WITH A 

- :: , ;:t~~EdiFIED PATTERN.AND IS INSERTED INTO THE MACHINE BY 

'MEANS OF A CARD HOLDER. THE KEY CARD AND HOLDER PERMIT 
.. 7'J-:-

\"~,·:' - ·, '". . r' ., 

.... · \FEELE°R PINS TO MAKE CONTACT THROUGH RANDOMLY POSITIONED 
.. " -

--_!'.fiQL~S AND EFFECTIVELY REWIRE THE CIPHER MACHINES, AGAIN 

;{NOT LESS OITEN THAN EACH 24 HOURS. THE NUMBER OF 

, ; --'coMBINATIONS RESULTING FROM A CARD SYSTEM IS ASTRONOMICAL 

'AND A MESSAGE WHICH IS TRANSMITTED THROUGH A MACHINE 

,;::tJS1NG A PARTICULAR KEYING ELEMENT CAN ONLY BE READ AT THE 

. O"rHER END BY A MACHIN: WITH AN IDENTICAL KEYING ELEMENT. 

IT IS THE NATIONAL SECURITY AGENCY'S JUDGMENT THAT 

NO DEGRADATION TO THE SECURITY o"F OTHER U.S. COMMUNICA

'.. ,~IONS CAN RESULT FROM THIS COMPROMISE EVEN IF THE EQUIPME 
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:'\ '.~~k ... ~·,; ·. .·. ·. ~; . ·· .. :'·. .~r· 
~ ''." ;)~,':'A}Jb TfIE' KEY iists WERE CAPTU,RED INTACT I SINCE STEPS w:E!tr" 
.. ·;J'i~:· ; ' . - . " ·~ 

;.'-,. -.:J} .• · .... 17 • . : - . - . -:-. • ' • - ' ' ~- - - . 

~:.r:'·~ TAREN IMMED!ATELY TO SUPERSEDE ALL" OF THE KEYING MATERIALS. 
~ • . . : ~ · "'- . - I 1- ' · · · • • 

'.r~Jf :-- . • ..... :-·-.-:~':· 

,>:-rw~T~E WOR~T PO~SI~LE CASE, THE FEW_ MESSAGES TO AND FRdi.M 
_-,y·•:-;;.~·.... ''. .·. . :· ;,:#,: 
, ... THE PUEBLO COULD BE READ. IF ALL MATERIALS AND EQUIPMENlf-

._; '.·. ' . -
F .. 

WERE CAPTURED INTACT. 
-~~-- · .- .' I,-~·-·. ·, ' ·-,' __ . ' _.· ~~-.' 

. ; ' MESSAGE TRAFFIC FROM THE PUEBLO I AS WELL AS FRC5M'' 

' THE NORTH KOREANS I INDICATED A DESTRUCTION EFFORT ON .• . 
I ·' r • /"" 

' ~~ 

·:. }30ARD THE VESSEL BY FiRE AS WELL AS JETTISONING. FROM lttR 
.• _':~~~ ·:. '·' .·.,._ ... _- J. - - - ~- --~· 

' • ' ' . . . ,· ,. 11:. 
~·~. COMMUNICATIONS, IT MAY BE INFERRED THAT THE BULK OF HER 

.'- '"·. 
- ~ . .. 
,·.; .p:y MATERIAL, PERHAPS ALL, AND AS MUCH EQUIPMENT AS 

'· .· 

· ·Poss~BLE WAS DESTROYED; Bur THAT SEVERAL PUBLICATIONsW:ERE 
. -:: '• . ._ :-,..;.. ~ 

' ' .PROBABLY COMPROMISED. WE WILL NOT KNOW WHAT UNTIL fHE 
' ,'"'-~....... .- I . 

-;·. 

. 9~EW IS RELEASED AND DEBRIEFED. 

ON THE INTELLIGENCE SIDE, THE PUEBLO CARRIED A 

. ·· ?UFFICIENT AMOUNT OF COLLECTION GEAR TO ENABLE HER TO 

MONITOR NORTH KOREAN COMMUNICATIONS AND RADAR FACILITIES 

EQUIPMENT WAS GENERALLY UNCIASSiFIED (FOUR PIECES 
. ,·--',. 

~. 

C.LASSIFIED CONFIDENTIAL) BUT THE USE TO WHICH THE EQUtPMEN 
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;·., ._·;_ii.;·· ··: ' ·.·:· . ' ' .. . . ·;-: ~-~ ;_ -,~.--~ ' 
·' .: COULD BE Ptrr AND THE RESULTS DERIVED THEREFROM ARE 

,:··7" 

; ::::,_:: ·ctAsgtFIED. IT IS VERY POSSIBLE THAT IF THE EQUIPMBNT wi:J/'; ....... 
' ~ 

,- 'uN'.J)A MAGED A REASONABLY PRECISE RECONSTRUCTION OF THE ""' 

. . ·t 
- ,,_.::PUEBLO'S INTELLiGENCE MISSION COULb BE ACCOMPLISHED. -

IN ADDITION TO THE EQUIPMENf REFERRED TO ABOVE,-.:~~{ 
• :~~ . - • . . . ' ~ _: ~ .. : • • • l • .. • . • · • - ~- • ~ ~~~ 

THE PUEBLO CARRIED A SUBSTANTIAL NtrMBER OF TECHNICAL '-tt 

.: ' 

·. . - . . - ~--- ,A~~ 

. - : PUBLICATIONS AND ANALYT!CAL AIDS REQUIRED TO ENABLE HER .. TO 

--~~"- ' .. . . :! ? ·_ : : .. ~: . . -~ : l;:-~ -
> . .. DISCHARGE THE INTELLIGENCE COLLECTION MISSION. IF THESE 

: .. ¥·.·._ 

; .. ' . ' ' ';t~ 
-·· ·:ITEM$ WERE CAl?TURED INTACT, THEY WOULD GIVE THE NORTH __ , _.- · 'tbl tii 

. -."' •. (b) (3) - 50 USC 403 
., (b) (3) - 1 0 USC -1 99 

'KOREANS PRECISE INFORMATION ON THf EXTENT OF u .s. '"•--e: ' (b) (3) - P . L . 86 - 3 6 

, • •· ' ·.. , ' , , .·~ / . c?~~- // 
KN;OWLEDGE OF THEIR COMMUNICATIONS TECHNIQUES, USAGE, /,· 

AND RADAR EQUIPMENTS. TBE PUBLICATIONS ALSO REVEAL .A ''> / 
·.' . . . . . . .. / .::;~.~~· 

MORE LIMITED U.S. KNOWLED:GE Of.THE GENERAL SOVIET COM-

'.:. · 

¥UNICATIONS PRACTICES 
--..---------------.,,,-

-, ~_'!:; 

.... · . 

-. - _1 _____ I T~IS INFORMATION I IF COMPROMISED I wotfLD 

STIMULATE EITHER OF THE TWO NATIONS TO CHANGE THEIR 

COMMUNICATIONS PRACTICES , SUPERSEDE THEIR CALL SIG:t·f ~- . 

·- .. . : -,· ~~;. 

~STEMS AND/OR MODIFY THEIR OPERATIONAL CODES. 
·-.~ ~!,._: · 

ALTHOUGH THE POSSIBLE LOSS OF THE COMMUNICATIONS 

" . ORAFTE:R RE:LE:A91NG OFFICE:R 
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._ -~< .-SIGNALS 1NfELLIGEN~E PRODUCTION. ON THESE NATIONS IN' ;~:_ 
.. .:,,~; :.; · . 

- . . . - . 

'.1-

, · · THERE .WERE THIRTY ( TWENTY.-NINE :ENLISTED AND -ONE 
. -

...: ? ·, ' ' • 

' . . · OFFICER) NAVY- SECURITY . PERSONNEL ON BOARD THE SHIP. :-: '~ . 
. . . ' 

. . , • . ~ 

- · · . . ·MO§T OF THESE MEN AND OFFICERS WERE HIGHLY SKILLED ·" 

~ AND REPRESENTED SEVERAL YEARS OF EXPERIENCE IN THE 
.. .,..,.. 

'-

. , · . ~= __ BUSINESS. SOME OF THEM HAD IN~·IMATE KNOWLEDGE Ofi 
·,·. 

. .· :·NUMBER OF SENSrtrVE . NAVY COLLECTION AND ANALYTIC 

- --· - - --
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:··;, ··::~:~~f~~~~- · ... ·· .. :.:: -~ - ': "· ... \~:. ~ ' - .:··::· : \ ~.·-~:·.,~ . -._ - - ~-~ 

.~~
1

:~::r11+::i::rr6RTs ANn_i\. f'r:W '6FTiIE.M I-iADsdME KNOWLEDGE OF om-..; 
~~~~-;f:{f ;+- :. X'.:\~:!~~:: '.~,:i,.,; ., --~'·'~ ,- , . · : · ~ _ . , ; ~-

~L\Z:~!:. Q]l TWO SENSITIVE NATIONAL SECURTrV AGENCY PROJECTS. <~ 
·. ~.~/·~l~~ ... ~ · .. ; .. / . :· ~ . ,· .... \ - ' ' . . 

-~-:-~;;~'."-: b~:~f:}!J?_I~~ ·-e;N :_tHE -r;·v-im~is ro wHxc1I THEY MAY sE su13)'!d~b 
~-~~j~~ t- ·~,._", ~?=. ----: · ·. > · :'. . :_---~:-·_/; ·:: ~~ . ··- --<- .. . · · ."·\ .-:. . - , .. - ~~~-

~ . '·_: ·i~;:~·- - AND _THE AMOUNT THEY MAY RECALL, -·SERIOUS COMPROMISE OF 
:.:: -:'· J' --?;? :.: ' :_ ' > ·- :- ; - ' -· · ' ' - '.-:· ' ' .. : ... ~-· 
· - :~-!.<': -cfil:'VERAL H!GHiYcLASSIFIED PROJECTS- COULD ENSUE FROM "-"'' 

.,:, ,:-:.-7}=.-, ~- . :. ·. "·. '.:· - . 

:~~:-;~::'~'-' -~HEIR 1Nvo1uNTARY REVELATION of'rUE' sboPE or THE u~s·:~;~~ 
.... :--:-.,._ . 

: SIGNALS IN~t:£uGtNct EFFORT'. rnl§-couLD RESULT IN . :·,:°-
7

~: • 

- > ·' . . 
·· it;'.. , ,.: ' . . • . 

-~,,~:j- ; · __ £~riNs~-, M:fi·su~.S BY tHE sovIET s iro DE~ THt: u. s. 
. , ~·- . :~~' _,-!·~~> . . '.· ! • ·· -, ... 
-· ~-:~:~ . . ~VRTHE~ 0t}J,F~RMATI6N. . :::,~\ 

' . . '': . . ::.~- . . ·. -~- .. ~ . 
· .HOWEVER, No DAMAGE To oU-R owN coMMUNicAtiff:Ns 

·' -,-.- ~~ ~ 

· tJBcurur; w6u11'.; POtLoVv- EVEN FRO~ THE FORCEFUL EXTM~tI 
~· j. J.· -· • • . - ,,· 
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