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le C<MmC IMfACT S!ATDllNT: 

A'. IN stJMMlTIClf 1 THE PROBA.BLI CCH'R<llISB Cl fOUB MAJOR \.U. s. 

comJE IQUIPMDTS, INCLUDING BIRD or OtJB MODBR1f BmCTROBIC CBYPTo­

EQUIPMINTS, IS A MAJOR IN'mLLIGENCE COUP WIT.HOOT P.AMU&L IN MODIRlf 

HISTORY. tllU'ORTUl&TBLY, WE :DPBCT THAT 'l'RI EllMINl.TION OF mEBJ: 

BQUIPMBN'1'S <a TD MlllTBRlNCI MANUA.IS WILL BB A MAJ<ll HELP TO '1'HI 

SOVIB'f BLOC 

WHILE THE m:aILED· INF<BMATION IS Nor AVAIIABLE TO 

PERMIT AN .A.CCUBM'J!l ASSJSSMENT OP WHB'l'EiER. 8<1(1. OP THIS Kn'IBG MlTEBIAL 
. . 

Ml?RJAIB1 cm EQUIPMENT MIGHT lrAVB BUN Dl!STBOYED PRIOR TO CAP!'URE1 

WB ARE 'fAKING THE PRBCA.UTIONARY ACTION IN SUPBBSBDING THE StJSP:Bar 

mus, THE PURE CCM3EC UlSS IN THE TERMS or SPICIPIC MlllSSlGBS HAS 

BEEN MINIMIZED, BUT THE TECHNOLOG! 0098 MlY WELL BB MAJOR, WITH 
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A<:i"ION PRECEDENCE I INFO PRECEDENCE !SPECIAL HANDLING ..... 
B. NOD or THE THRIE MA.ClllD SYBTmE (Ja,-47, JC.W ... 7, AND KWR• 

31/K.a-14 > m mLOITABLE URLESS THB sP.cmc-ASSooium> mnG 
MlTERD.LS tTBB KAY DY CA.Rm AND THE KAK · m LISm > mm· AL8o um. 

- -- - - -
ALL KE'! ABOlRD WAS CAPABLE or BIING DBS'l'BO!ED IN PD"l'EIN MINUTES Cit 

' . - - . . -

C<IOOJNICA!rI<1488 IT Al'PMRS PCSSIBLE THA.T Ma3T °' '1U KEYING MTERIAL 
-

WAS lIISTROIED A.ND NO mAFP'IC m THE SYS'l.'lMS WAS OOO'ROMISED. 

BA. VE BDN DIRBarlm TO USE ALTERNATIVE SYSTDS AND TO HOLD ALL PRICll 

'9JITIC PASSED IN THESE DYS POR :PCSSIBLE REVIEW. IN GENBRAL1 THE 
- . . 

CRYPTOOYSTDB HELD WERE SPECIAL INTBWGENCE SYSTEMS AND WBRE NOT 

CZNEBAL SERVICE CRYP!'MIS'l!DS.. (THE . GENE:BA.L !{W .. ir PACml11 Ffa 
- . - . ~ . -... 

BROlQST WAS Na.r ~aim, N<m WERE ANY ARMYe AIR FORCE OR F'!Xlm 

:PIAN'!' DCB ~CA.TIONS AFFECTED .. ) 

C. THE MlNUlii SYSTEMS AOOlRD OOimISTED ~ NO LOW·l&VEL OPERA­

TIONS CODE (KAc•s) AND ONE AUTHENTICATIO?i -sniT.iM (KM)~ ilmoOOH 
- -

POSSIBLY l!JlETROYKD, A.GAIN AS A. PRECAUTIOO'ARY MMSURE, ALL HOLDIRS 

HAW BUN DIRECTED TO MINIMIZE THEIR UBE PENDING ISSUE OF A 
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D. FINALLY, OKI SYSTIM INDICATOR ENCRYPTION 'SYSTEM AND OD 

CALIBIGN BNORYP?IOlt SYSTBM WERE HELD. CONSEQUENCE OP im:IR La!IS 

WOULD Bl MINIMAL SINCE i!lm ABE ID!tl'JSHRBhi'S TO mAJ'.ll'IC ANALYSIS AND 

DO Na.I! C~ TO MliSSAGB SECURITY. 

E. BlLUOB <1' CRYP'l'<H.TERIAL IN INVENJ!ORY CClfSISTS or SBCONDlRY 

VARIABim (E.G. ROTOBS FOR KL-47'8)8 GENERAL SUPPClrr!NG DOCmiElr.l's, 

OPERATING INSTRUCTIONS, AND MA.INTBNANC.i:E MA.NUlL.. ACQUISITION OF ANY 

oF THISE rr1MB llILL NOT PERMIT EXPLOITATION OF TRAJTIC uNLiSB 

SPBCIFIC KIYS ABE AI.SO KNCJm. 

M/R~ OtJSBa im,p&ct statement prepared by ADC in ooordination with 
ADN and clea.red with DIR and D7"DJJJ,,. 
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