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MEMORANDUM l'OR- US!B PRINCIPALs ... 
···":7- . ···- .. . .. 

_, SUBJECT-1 · ·1fs:A "Damage Aaaeesment Report Concerning the Loss 
-~ ··of _the USS PUEBLO ~ 

1. Reference i• made 
14 May 196.S · (lfSA Serial 1 

Asaessnteift of the Loss of 

to tiSIB-S-13.5/44, dated 
N0668, 13 May 1968), Subjects 
the USS PUEBLO • 

.,;..-

2 •. ··on 13 May 1968 I provided the Member& of USIB 
with an~lnitial damage as1uu1stnent statement concerning 
the ca"pl:ute of the USS PUEBLO (1\GER-2) on 23 January 1968. 
Thi• st_aternent contained !In NSA judgment, based on a 
worst caee circumstance, of the damage that could result 
from the compromise of an unknown amount of SIGINT/COMSEC 
materiaj and equiJ;Xnent carried aboard the vessel. In 
Bnticipation of the pos•ible release of the crew o.i the 
USS P{)BBLO, NS.A and the Naval Security Group (NSG) 
established a SIGINT team to interview COMINT-cleared or 
knowledgeable crew members in order to obtain detl!liled 
information on the extent of the loss of COMINT material 
and communications equipment, which would permit 2 more 
comple.te and thoroughly assessed final report to the 
Intelligence Community. 

3.._ . The debriefing of the crew of the USS PUEBLO has 
been completed and a final SIGINT/COMSEC damage assess­
ment has been prepared by NSA based upon the information 
obta.fi1."ed by the NSA and NSG teams. This joint effort 
involved approximetely 40 civilian and naval personnel 
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and over a week• of uncommonly difficult work., and I axu 
ju•tit!ably proud of the•• people for the diligence and 
profe•aional competence demonatrated by them in compiling . . . . 

thi• repo.rt. 

4. An outline of the total report, which is divided 
into eight section•, i• •• follow•a 

I. SUMMARY OF CRYPTOLOGIC ASSESSMENT 

II. SUMMARY OF CRYPTOGRAPHIC ASSESSMENT 

. XII. CONCLUSIONS MID OBSERVATIONS 

· IV. CRYJ?TOLOGIC DAMJ\GE ASSESSMENT 

V. CRYPTOGRAPHIC DAMAGE ASSESSMENT 

V:t. DEBRIEF SUMMARIES 

VII. TARGET COUNTRY SUPPLEMENTS 

VIII. COMPARTMENTED ACTIVITIES SUPPLEMENT • 

5. The NSA info.cnation base concerning the cryptologic 
and cryptographic damage assessment resulting from the loss 
of the USS PUEBLO has been organized into three major 
categoriess 

8. The first category (sections I, II and III) 
describes and aseeeses the complete cryptologic and 
cryptographic demage, and provides conclusions and observations 
concerning the overall loss. It is bound ~s a single 
document and is inclosed herein as my llssessment of COMINT 
and C~EC damage for the USIB • 

. b. The second category (sections IV and V) are 
technical volumes containing all the pertinent det~ils 
available on SIGINT/COMSEC materials compromised. This 
infonnation is bound in three volumes, two cryptologic and 
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one cryptographic, and will be part of the inform.iition base 
used by the USIB Ad Hoc: working Group chaired by DIA in 
ite analysi:..and •••••ament of the total intelligence 
impact reaurting tram the lose of the USS PUEBLO. 

c. Th• third category of information ( eectiona VI. 
VII and VIII] cont•in• crew debrief awmnaries (one volume) 

· to be maint~ined only by HSA ~t thi• ti.me because of the 
aenaitivity Of the COllll\enta containl!ld therein7 individual 
target country aupplementa correaponding to the i.nternal 
lfSA analysis effort, which will be used as an analytic aid 
within NSAr and la•tly, a document aaaeasing the damage 
accruing to cryptologic related compartmented activities. 
This latter document will be provided by separate channels 
by NSA to those Agencie• and Department!! having primary 
interest in the•e activities. Thi• volume will get no 
turther dietribution unles• I am directed otherwise by the 
Board. 

6. In awnmary, the NSA cryptologic and cryptographic 
damage aaseesm11nt, and conclusions and observations, are 
incloaed a& an attachment to this memorandum. These.end 
the detailed cryptologic and cryptographic assessments 
(aectione IV and V) have been provided to the USIB ~d Hoc 
working Group for its use. The incloeures, therefore, should 
be considered the final NSA damage assessment report. NSA 
will, however, continue to closely observe the communications 
activity of North Korea, North VietnarnJ I I ~ ~he Soviet Union andommunist china, and 
report to the Board any reflection of significant changes which 
can be possibly attribute9 to the loss of the USS PUEBLO-

3 Incls: 
a/e 

··.~~·.y·.-

MARSHFl.LT~ S ,. CAR'I'ER 
Lieutenant Generai, -JJ. S. 1>rrny 

Director 
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WR1 1. The instant memorandum for USIB Principals provides 
thetn with 2 final damage assessment report based upon the 
capture of the USS PUEBLO, the compromise of COMINT/COMSEC 
materials and equipment, and the results of a detailed 
debriefing of the crewmen and analys:i.s of the information 
resulting therefrom. 

• 
2. The incloaures being provided the USIB are a) a 

summary of cryptologic assessment, b} a sununary of cryptographic 
aaae&sment and c) conclusions and observations. The above 
documentation is alao being provided to the USIB ~d Hoc 
working Group under ~3miral Showers, DIA, along with three 
other NSA technical volumes which treat extensively of the 
COMINT/COMSEC aseesament of damage. All of this NSA 
material will be part of the information base used by the USIB 
working Group in ita analysis and assessment of the total 
intelligence impact resulting from the loss of the USS PUEBLO. 
Other categories of material noted in the memorandum will 
be held by NSA for utilization or dissemination as may be 
later decided by NSA. Included in this latter material are 
target country supplements which will be provided to appropri­
ate ~DP Office Group Chiefe for further analytic use. 
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3. Thill memorandum wa• prepared by Dl2 in order to 
tran•mit the final aaeessment report to the Board. An 
earlier rept>rt on the subject waa fo:rwarde(.1 to USIB on 
13 Mey 1968 (RSA Serials N0668) and rele~aed to USIB 
Principal.a a. USX:B-S-13.5/44, 14 May 1968-. .. ,,. .. ,, 1b 11 3 1- P . L . s6 - 3 6 

4. ' Thia memorandwn has been coorgJl)ated with and 
concurred i.ll byj I Exec .. P041 Chief of 
the JlSA PUEBLO debriefing te~ and shown to LCDR Koczak Dll. 

5. I lad.viaes that the damage assessment 
report ha~ be4Ul concurred in on the basis of pertinent 
cryptol09ic and cryptographic interest and responsibility 
as followes 

A Group 
B Group 
1illC 
ADP 
D/DIR 

.Mr. Levenson 
Mr. Zalilow 
Mr. Barlow 
Gen. Morrison 
Dr. 'l'Ordella 
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