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Subject.: Organization of the Armed Forees Security
Agency.
Enclosure: Report by the Armed Forces Communications

Intellligence Advisory Council to the Joint
Chiefs of Staff on Organization of the
Arumed Forcee Securlty Agency.
1. The enclosed Report which contains the
changes recommended at the 4th Mesting of AFCIAC on
8 September is forwarded for information and study. This
revised Report will be discuased at the 5th Mesting of
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RIPORT BY THI: ARILI:D FORCES
COLIMUNICATIONS INTLLLIGLINCE ADVISORY COUNCIL

to the
JOINT CIILFS OF STAFP

ot

ORGANIZATION OF THL ARMED IORCES SECURITY AGENCY
. sference: 20,

THE PROBLEM

lo Pursusnt to the directive by the Secretary of Defense in the

Appendix to J.C.S. 2010, to prepare, for avproval by the Joint

Chief's of Staff, a general consolidation plan for the operation of

the tw. exlsting major cryphologle# establishments in which af~

ficloncy and economy of operations are to be atressed.

FACTS BEARING ON THE PROBLEHM

2. Enclosure "AF (page 3o

DISCUSSION

3. Enclosure "B" (page 5)e

4.

CONCLUSIONS
Heximum ecohony and efficiency cen be achiéved only by
eonsolidation of assnoiateﬁ functions at the same location,
The maximum consolidation practicable to achieve, utilizing
present available stations (Arlington Hall Station and
Navy Communication Station) without incurring exscessive
costa, 1ss
(1) Concentration of Communication Intelligensce, and the
| ma jor portion of agaociated Regearch and Development
elements, at Arlington Hall Station.
(2) Concentration of Communication Security, and the
ma jor portion of assoclated Hesearch and Develbpmant
elements, at Navy Communication Station.
Stch eoncentration will result in en estimated increase
of not less than 10% in effectiveness by reason of
inoreaged efficiency, at a.cost of but $14,0001and slight
produection loss during moving,

# Note wgﬁfyptaiogic.éétlvities conslat'o? Communication Intelligence
{foreign communications) activities and Communication Security
(own wilitary communications) activities.
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4. The inocrease in effectiveness resulting from such
concentration :Ls purchased by an lncrease in
vulnerablility, in that a catastrophe involving one
statlon could m'"w the whole of Communicatlon
Intelligence or Comminication Security, depending upoh
which station be destroyed,

e« The increé.se in vulnerability should be accepted as a
calculated risk at this time, and the concentration
outlined in b above should be undertgkeﬁ immediately.

fs The Director, AF3A, ghould initiate a study to determine
how best to provide, at a location removed from
Washington, D.C., a stand=by center, which would be

" maintained in careteker status, but would provide a
sultable repository for duplicates of vital files and
equipment, 1# order that production of either Com-
minication Intelligence or Communication ‘Security
could be resumed at that location with a minimum loss
of continuity in the event of partial or eomplete.
destruction of either or both stations in the Washington

aref.

R]"COIII.ENDATIOHS

5. It is recommended that the Jo:ln‘b Chiefs of Staff:
8o Note conclusions g, b, ¢ and, d and 'approve conclusions
e and £,
bo Furnish a copy of this paper to the Secretary of

Defense for his information,
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FAGTS BEARING ON THE PROBLEY
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1. The statug guc of the 'Service cryptologic activities in the
Washington area 1s as follows: '
8o The number of pers&ns engaged in the three basic crypito-
logle operations of the Army at Arlington Hali Station ara:
Communication Intelligence (foreign communications) 1880
Communication Security (owr military communications) 364
Cryptologic Research & Development : ' 370
bs Corresponding figures for the Navy eryptologic activities
at the Navy Communication Statlion, Washingbton arée:

Communication Intelligence: 1400
Commnication Securitys: 300
, Cryptologlc Research & Development: 180

6o The Air Forece has no compsrable establishment,

2, A% Arlington Hall Station there are 420,000 sq, fte of opéram
tional ficor space,

3. At the Navy Communication Station there are 245,000 aq. fHa
of operational floor space. |

&s The total opefaﬁidnal'floof space (665,000 sq. ft.) nust provide
not only for all AFSA operational cryptologle activities, but alse
for AFSA administrative and support mctivities, and for such individual
Service oryptologic activities as must remain at sach station, |

5o All of the construetion at Arlington Hall Station is temporary
and non-=fire proof,

Go The greater portion of the construction at the Navy Communica=
.tion Station is permanent and semi=fire proci,

7o The appiroximate 6peratio£ai flcor gpace requiremients for the

concentration of each of the component oryptologic activitiess ared -

8 Communication Intelligence: 287,000 2g. S
be Communiéetion Security: 153,000 2qe £to
'29 Cryptologic Research & Development : 135,000 3q. f%o

8, Much of the equipment used ny each Service in each of its
eryntologie ectivitles requlves eaﬁtain apoeciel rrovwisicnyg, suzh &s
air conditiening, exceptional floor strongth, and considergble 9lectr1e
powsr. These speolal requirements, often coupled with a great ;omp
plexity of design andvinsﬁallation, make such sgquipment d%ﬁfienlt and

costly to move,

Enclosurs (&) B ' —RoPHRORET—
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89s Changes in the gtatus quo of the two major establishments
will resul’d in some expense and some temporary loss in production.
10, Economy and efficlency are to be stressed in AFSA opora-

tions,e



o DISCUSSION .

In determining a logzlcal consolidation plan for the two existe

ing major cryptologlic activities (those of the Army at Ariington
Hall Station in Virginia, and those of the Navy at the Navy Com
munication Station in Washington, D.C.), the firut question %o be
answered with respsct to each of the three componsnt activitieé
(Communication Intelligence, Communication Security, and Cryﬁtologic
Research and Development) is: Given the unified control deriving
from the creation of AFSA; to vhat extent i1s the physical concen=
traticn of the various elements of each of the components necessary
or desirable_for most efficient and economical operations?

A comprehensive examination of the situation with respect to
the three .componsnt functions revealed the followling:

8. Commmication Intellipesnce (COMINT)

(1) Those eryptanalytic problems which ars now under
attack are alrsady divided between the Aﬁmy and
Navy, so that }n the purely cryptanalytlce portion
of the Communication Intelligence field there is
practically no undesirable Gublication of effort,

(2) The present division of cryptanalytic problem:s is
on a Servics besis, so that for the moat part each
of the wvarious National broblems is now divided,

A physical concentration of all cryptanalytiec

- problems would, by bfingjz;g tbgether all parts of
each Fational problem, affer fh@ best chance of
success against esch problems. Fur%hermore,.the
concentration of skilled eryptanslysts would result
in greater flexibllibty of the crypbanalybic attaclky
permitting a more facile regponse to the changing

1gpects of the entire eryptanalytic problem,
(3) ¥he production of COMINT requires four ancillary

activities: (a) Maintenance of central files of
collateral information and COUINT jtems3 (b) Opera-=
tion of analytical machinery; (c) Collection gnd
ﬁistribution:of raw trafficz snd (d&) fraparatign
Qediping_aﬁd p?inting in acnordance with pr#w |
scribéd rofmS) and delivery of COMINT eﬁﬂ

products t¢ authorized congumer agencieqé Ag long 85 ©

Enclosure (B) =ba —POP—SECRET—
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eryptanalytic problems are divided, separate units
must be.maintaine& at sach gtation to perform these
functions, Tha concentration of ancillary functions
{which would be made possible by the concentraticn
of the eryptanalytis problems) would result in
greater efficiency and economy of operations, and,
in certain cases, in direct savinges in personnel,

bo Communiestion Security (COMSEC)

{1) At the present time, separate production, distri-
bution and accounting, and evaluation units are
maintained at each of the two major stations.

(2) Concentration bf these Security facillbties at one
station will result in greater flexibility and
sconomy in the actual production by AFSA of
cryptographié equipment and dosuments for the
three Services, and greatly facilitate AF34
diabribubion, accounting, and evaluation aetivities,

¢o Cryptologic Research and.Davslogment {R & D)

(1) The Cryptologic Research and Development activities
can be divided Into two prineipal fieldm: Activities
in support ef-COMINT;-and those in support of COHSEGQ

(2) From the viewpoin of efficilency and economy of
operations, aach of these %two fields of the separate
service R & D aétivity should be ccnsolidaﬁed and
appropriate parts co-=located with the activibty to
be supported. {Thus, the physical consolidation of

=G ' —ROP-ERERET —
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allR & D a».....ivities would be desire.blainy in

the event that both COMINT and COMSEC are located
in one stetion, a situation wbich is not possible
at either stabtion now avallabls without extensive
new construection. |

Accordingly, it is clear that the ends of efficiency and |
sconomy of operation can best be served by achieving, if possibls,
the following conditiona: (1) Concentration of COMINT at one
gtation; (2) Concentratlon of COMSEC at the other stationg and
(3) Loocation of the appropriate elements of R & D with the
activity which,fney support, with concentration of overall control
of R & D a etivities,

It can be.aeen from the figures showing the operational spacs
available at the two stations (pé 8 of Encl. A) that it is possible
to coreentrate the COMINT activities oﬁly at Arlington Hall Station
(AES), but that COMSEC activities can be consentrated at either _
station, Thus, assuming that therse 1s to be a total concentration
of COMINT activities, it follows that 1t must be at the AHS, For
a number of reasons, this solutlon with resspect to the location of
COMINT appears to be favorables |

8. The COMSEC production facilitiss at NCS are much
guperior to those at AHS, These facilities are much
more difficultlﬂ time=consuming, and costly to move
than are the COMSEC facilitlies now at AHSy; 80 tha®s
COMSEC can be concentrated et NCS at far less cost,
both in production and money, than at AHS, _ _

bo Similar elements of R & D can be eons&lidated and, except
where too costly to move, can be co-locabted with the

activity whieh they support.

- e
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S The space remalning at both AIS and NCS 1s adequate
for locating necessary AFSA Headquarters offices, and
those individual Service activities which may remaln
at the two major stations,

Having determined the best disposition of the various AFSA
components from the viewpoint of maximum efficlency and economy
of operations it ls necessary to see vwhether the direct monetary
cost, or the dscreaéod production arising from the moves necsssary
to achieve that disposition, are justified.,

It develops that there ies but one major obsteele to achieving
the desired dispoaition: Ths cost (in both dollars and production)
of relocating certain majof pleces of electronic analytieal equip-
ment at AHS which are now at NCS would bé prohibitive, particularly
since it is possible to operate this equipment remotely without
serious loss in economy and efficisncy. The idea of complete
concentration of COMINT activities at AHS, is,therefore, abandoned
in favor of concentrating this particular type of equipment at
NCS (whichbincidentallybis the more nearly fire proof location).
This 1is not as economical and efficient an arrahgement as complets
concentration; but the difference is not great, and moredver, -¥:

will be brought out more fully belowy; the arrangement has advantages
in the fileld of security.

Accepting the foregoeing modifications %o the complete

concentration plan, the estimated cousts; in direct monetary

expenditures of obtaining the desired disposition of ths several
AFSA components are approximately as follows:

T _coar
COMPONENT I a1 .
COMINT __ T 3,700
COMSEG : 5,000
R&D : 5,000

There would be a temporary drop in production whille the moves necessary
to obbain the desired disposition were being carried outy, but the
total loss is estimated at less than 2% of one year's proauction on
the present scals.

Balanced against the above costs, the recommended disposition of-
fers the following estimated direct personnel savings and expansion of

B | —POP-SEORET—
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present operations whsn'cbmpared to the gbatus guo:

_2

3 R ]
COMPONENT g SAVING s PRESENT OPERATIONS

H & .
COMINT 2 20 9 -
COMSEG : 0 %aﬁ'laast 10%
R&D : 0 N :

Baving thus determined the best posaibié locationa of tho
geveral AFSA components from the standpoint of efficienecy ard
soonony of operations, thers remaina'to'be considered whether
any 6ther-factor poses a problem sufficisntiy serious to demand
consideration at this time,

There is one factor: Security. _

The arrangement of AFSA componsnts diectated by efficiency and
goonomy of operations may be said to place all of sach of AFSA’s
two kinds of eggs in a single basket: COMINT at AHS, COMSEC at
NCS (alleviated somewhat 4in the case of COMINT by having certain
important electronic COMINT equipment located at NCS)., In time
of peace, we would thus be risking the loss, through accidental
fire or sabotage at one station, of all the existing spacialized
equipmont and documents necessary to the conduct of that opera-
tion, and posaibly mﬁhy of the skilled persomnnel, Because of the
far greater centraiized nature of the COMINT operaticn, such a
loss even though disastrous te COMSEC, would bs even worse for
COMINT, Yet, because of’ apace requirements, we have proposed to_
coﬁcentrate COMINT largely at the station whoss construction |
renders it the more vulnerable to such.a disaétere It seems
necesaary, th;?erore, to inquire as to whether there is Anﬁl
reasonable method of obviating this risk, The first possibility
that suggests itself 1s a dlvision of COMINT activities between tha
two stations, elsher in the form of the gtatug quo or some other
possible division.which night prebent advantages over the present one,

There iz one other division ‘shich pressnts certain advantages
over the prasent one. As previously stated, Qne'advanﬁage of the

concentration of all purely cryptanalytic aetivities is an



- —_— —_—

DOGID: 3978165

—RoP—SBORLT—

increased effectiveness of attack against any particular problém <
an effectiveness resulting fromu the concentration of all of the
parts of each similar cryptanalytic problem. This same concentra-
tion, and thus this same advantagze, can be obtained by changing
the present allodation of problems so that each of the separate
Rational problems is concentrated at one or the other of the two
sbations. For a number of reasons, the logical division in this
case would be all Rusaian problems at NCS and all other problems
st AHS, By such an arrangement we would greatly reduce the
poeacetime risk of loss through aceldental fire or sabotagse.

An examination of this arrangement from other considerations,
however, reveals that it has serious defects, In the first place,
since all of the COUINT ancillary functions must remain quplicated
at each gtatien, it is not ccnsistent with the stressing of ef-
ficiency and economy of COLIINT operations, In addition; if COMINT
1s divided botween the two stétions, then, because of space limita-
tions, COUSEC also must be divided, and thereby the possibility
of stressing efflciency and sconomy in any phass of AFSA oﬁemétionﬂ"
is lost. Bexit, the increase in security zained by such a |
dispoaition obtalns only in time of peacs, the 9,000 yarda-dieperm
sion of the two stebions affording little, if any, securiby in time
of wmare Yot it 1z in time of war that the uninterrupted function~
ing of eryptologic activities becomes a matter of inoalculable
importance to ths nation. Thus, this arrangement, while offering

8 geaeattmé sclution to the security Eroblem,'is a peacetime
solution only, and moreover,'must te purchaged st the price of

geonony and sfiliclency of operations, It is, therefors, unag=

coptable. _
An additional {(alternate) major atation available in care-

taker status = remote from the Washington area sppears to be
essential. Thers coples of vital cryptologic material could be
atored or otherwise maintained,

The nesd for such a sbation 1s present no matier what_fbrm

the econsolidation of the activities of the two mejor stations in

0w

—BOP—SECRET —



DocID: 3978165 -
® O

the Vashington arsa assumss. It ls more urgent, however, in
connection with the proposed concentration of COUINT and COLSEC
than would be the case in any division of such activities,

The tentative organization of AFSA Headquarters is shown in

Appendixz A,
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(At. Washington, -D'.F. -and Jcs : _AFCIAC
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] 3
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