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fil:PORT BY Tl:lli ARl.I~~D FORCES 
cor.1r.itUNIOA'TI01m INTEttiGhllCE A:dv1so1fy COUNCIL 

to the 

JOilfr OII!l!:FS OF STAFF 

on 

ORGANIZATION 0 F Tlill ARLlED IDftCI~S SECURITY AGENCY 
' · Reference.: Jes 2010 

'!BE PROBLEM 

lo Pursuant to the directive by the Secretary of Defense in the 
. . . 

Appen~ilt to J.CoSo 20101 to prepare,·tor aDproval by the ~oint 

Chiefs.of Start, a general consolidation plan for the operation of 

the tw.,, existing major c17Ptologic* establishments in which ef­

ticienc7 and economy of operations are to be atresaedo 

FACTS BEARING ON TlIE PROBLEM 

2·0 Enclosure "A" (page 3). · 

DISCUSSION 

3. Enclosure "B" (page 5). 

CONCLUSIOBS 

4. ,!.o Uaximum economy and eftic~enc7 can be achieved onl~ b7 

oo~solidation of assocl~ted .fUnctions at.the same locat1ono 

· l!.o ~e maximum consol1dat1o~ practicable to achieve, utilizing 

present available.stations (Arlington Ball Station and 

-Navy Commun1oat1on Station) without incurring excessive 

c_osts, is; 

(1) Concentration of Communication Intelligence, and the 

major portion of associated Reselll'ch and Development 

elements; at Arlington Hall Stat1ono 

(2) ConeentFation of Communication Security, and the 

major pol'tion ot associated Research and Development 

elements, at·Na'V'J' Conmrun1cat1on Stat1ono 

Co Such concentration will result 1n an est1mated increase -
ot not 1ess than l~ 1n effectiveness by reaaQ.n ot 

increased effic1enc7, at a.cost of but tl4,000 an4 slight 

production loss during movingo 

trl'o~e - Oit7Pto1oglc .act1v1t!es consis~ of communtcati~n lnt~ll1gence 
(fol'Etign comm.unicationa) ac.tivit1ea and Communication Secw.-it7 
(o\Yn milita1'7 communications) activitieso .-- .. 

-1~Jim~w~1 ~~~i"'ITw~irutr.:Ttt:ro -
'!O! S?!!Clm'! 
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S,o ~e increase in effectiveness resulting t'l'om such 

concentration is purchased b7 an increase in 

vulnerab1l1t7, 1n that a catastrophe 1nvolv1ng one 
d /s;,,,,, "t' 

station could ]£ t the whole of Oommun1cat1on 

Intelligence or Oommun1oat1on Securit7, depending upon 

which station be d·eatro'J'84~ 

!.• The increase in vulnerab111t7 should be accepted aa a 

calculated risk at this time, and the concentration 

outlined 1n 1z. above should be undert~ken 1mmed1atel~o 

£.• The Director, AFSA• should 1n1t:l.ata a stud7 to determine 

how best to provide, at a location removed from 
. . 

Washington, D.c., a stand•b7 center, which would be 

maintained in caretaker status, but vould provide a 

suitable repositol'J' for duplicates· or v1ta1 files an:! 

equipment, in order that production of eithe~ Oom­

municat"ion · I?itell1c;ence or Communication ·seclJ%'i.t7 

could be resumed at that location with a minim.um loss 

ot continuit7 ln the event o:t partial or complete 

dest1'Uct1on of either or both stations in the Washi?J6ton 

area a 

. . 
5. It is recommended tbat the Joint Chiefs of Staff: 

!.o Note conolusiona !.I £., .2. and• ,a and approve conclusions 

e and t. - -
£,o Furnish a copy of this papei- to the Secretary of 

Defense for his 1ntormat1ono 

· gpgp SB8RE! 



·DOCID: 3978165 •• • . ··! 

_FA_C .... T...,S......,BE_·~l!lIUG OU T!IE: PHOBLEU 

le fhe ;.tatus guc ot the'Service cryptologic activities L~ the 

Washington area is ·as follows·: 

. !.• The numbel' ot persons engaged in the three basic crn>to ... 

logia operations of the Arm7 at Arlil'l6ton Hall Station are: 

Oomrnun1cation Intelligence (.foreign communlca·tiona) 1880 

Communication Security. (own military communications} 364 

C1'7Ptologic Research & Development 370 

. !?.• Corresponding figures tor the Nau cry,ptolog1o a·ot1vit1es 

at the Navy Communication Station, Washington are: 

Communication IntelligQnce: 1400 

Col'11!11Wl1cat1on Secur1t11 300 

Cryptologic Research & Development: 190 

.Q.o The Air Fbrce has no comparable e stabl1ehment, 

Sq At Arlington Hall Station there 81"6 4209 000 sqq tt. of opera .. 

tional floor apaoeo 

3Q At tho Na'V7 Communication Station there are 245&000 sqo tta 

ot operational tloo~ spacea 

4Q !l'he total oporat1onal floor space (6651 000 sq& .ft11) must provide 

no~ only :for ~l A.FSA. operational c17Pt~logi~ activities. 'but a.1st.. · 

:for.AFSA administrative and suppo~t Aot1vities 8 and :tor such. individual 

Service cryptologic aotivit1es as must remain at eaoh atationo 

59 All o:r the construction at· A:rlington. Hall. Station 1 s temporary 

and·aon ... tire proo.f'o 

Go The greater portion of the construot1on at the Navy Commun1ca~ · 

t1on Station is permanent and sami•fire proof o 

7 o The approximate opcratio!!al t'ioor spac·e requirements for the 

concentration or each ot tne component orr,ptologie activities are: 

!.• Communication Intelligenee: 
. . 

J?.o Communiention Security: 

,!!o Cryptologic Research & Development: 

287,000 sqo· ~o 

133,000 :l!qo .fto 

136,000 sqo !'to 

8 0 Much o:r the equipment ust'd ·'17 each Service in each ~ its· 

e::.-yyto1•:'Jr;j.~ ~ct1!1t.:tes '.t"Gq':.lil'6e~ ~er~a1n spee1c~1. !'!'r.)irts~.cns;;; tmeh as 

air cond1t1on1ng0 exceptional floor str~ngth, and. c~nsiderable ~lectrie 
i 

powei-o These spao1al require~nts, often coupled with. a great com.a 

plexit7 of.design anc: 1n~tallat1ons make such equipment d~.ft~c~t and 

coatly to moveo 

Enolosurs (A» tor s:eelm!' 



_,,.---· ---· 

bOCID: 3978165 • • 
9. Changes in the status g,,up of the two ~ajor establishments 

will result in some expense and soae tenporary loss in productton. 

lOo Economy and ofticienc7 al'e to be stressed 1n A.F.3.A. opera­

tions. 

!'eP 5ECREi! 



DISCUSSION • -----
In determining a lo0ical ·consolidation plan for the two exist­

ing major cryptologic activities (those of the Army o.t A:r.J..ir..gton 

Hall Station in Virginia, an:i those or the Navy at the Na~ Com"'• 

munieation Station i!l Washington;) D~Co ), ·the tirut question i;o ba 

answered with ~espect to each of tho three component activities 

(Communication Intelligence, Communication Security. and Cryptologic 

Reaea?'ch and Developmant) 1s :· 
. 

Given the unified contx~l deriving 

from the creation or Alt"SAs to what exten't is the ph7sical concon• 

traticu of the vari."us elements ot each ot the components necessary 

or desirable tor most efficient and economical operations? 

A comprehensive examination of the situation with respect to 

tba three .component i'U£"1ct"ions revealed the folloidng: 

!,o .Q.9.,Mmll!\t~ation Intell,i_ganco (Cf.>MIZ..~ l 
(1) Those cryptanaly-tic problems which are now under 

attack are already divided_botwean the Al"!Uy ai1d 

Navy, so that in the purely cryptanalytic portion . . 

of the OommunicQtion Intelligence .t'ield there is 

practically no undesirable duplication of e.t'.t'o~to 

(2) Tr..e present division of cryptanalytic problemE is 

on a Servioe basis, so tha~ for the most part eaoh 

of the various Natior.i.al problems is now d1vided9 

A physical concentration of all cryptarialytio 

problems would, by bringing together all pa1•ts of 

each Natio:nal problem, offer th'3 beat aha11ce of 

succesa against each problemo Furthermore, the 

concentration of al-tilled cryptanalysts would raaui-t; 

in greater .flexibility of the czayptana.lytic attack£· 

pe'l91ilitting a more .facile response. to tho changing 

'spects of the entire crJPtanalytic problem9 

(3) The pl'oduat·ion ·of COMIHT requires foUI" ancillal'J' 

Enclosure (BJ 

activities: (a) Idainter.tance ot central files o.t 

collateral information and COIJUf.I! items; (b) Opera­

~1o,n of anal~1cal mach1ne:ryJ (c) Collec~-ie>n ~ 
,. .· . i . 

:listribution uf l"aW traf'fi.C!Z a·nd (dl Pi.oepa.ro:tion 

(adtt-in.r1. -!i\'d yri.nting in J:r.ce?rd.o.n·~e \11th pre .. ) 

scribed .forms) and delivex•y o.f CO.MINT end 

products tf? .~uthpr'i.zed consumer agencieao A~ f.oll& aa tha 
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erypta~1alytic problems are divided.!> ssperata unit;s 

must be maintained at each etation ·to pal"f'orm these 

functionso The concentration of ancillary functions 

(which would be made possible by the concentration 

of the cryptanalytic problems) would reaul t 1n 

greater efficiency and economy of operati~ns 0 and, 

in certain cases$ in direct savings in personnel. 

~o Communication Soelp'.'1tz.jcowmo) 

(l) At the present time, separate p1~oduction, d:1.st!'i-

bution e.nd accoi.1ntir,g, and evaluation units are 

maintained at each of the two major stations~ 

(2) Concant1•at!on of these Security 1'acil1ties at one 

station will result in greater flexibility and 

economy in the actual. production by A.FSA of 

cryptographic equipment and doouments foz• the 

uhree Se~vioes, and greatly facilitate A.FSA 

diatr1but1on, accounting, and evaluation aetivlties~ 

ao ~r;ypto1p.s.lc Research a~d Develomnent (R & l2l, 

(l) The Cryptologio Research and Development activities 

can be divided into two principal f'ields: Activities 

in support of COillINT; ·and those in support of COMSECo 

(2) Fron1 the viewpoin·· or ei'ficieney and economy or 
opera1i1onsi. Aaoh of thesG two £ields 0£ the separate 

::>erv!ce R & D activity shou1d be consolidated and 

appropriate parts co~located with the activity to 

~a supportedo (Th.ua9 _the physical consolidation ot 

'lSP &E6RB'f 
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all.R & D allivities would be desirabl.nly in 

the event that both OOMilfr and COI~1SEC are located 

in one stet1onb a situation which is not possible 

at either station ~ow available without extensive 

new const~~ctiono 

Aceordingl70 it is clea?' that the ends oz ett1oiency and. 

economy ot operation aan beat be served by ach1eving 9 if possible, 

the following conditions: (1) Concentration ot COMINT at on.a 

stat1onJ (2) Ooneentrat1on ot cor4SEC at the other station; and 

(3) Iooat1on ot the appropriate elements of R & D with the 

aetivity which. the7 suppo~ta with conoent~ation of ove~all control 

ot R & D a ctivitieso 

It can be seen fl-om the figures showing the operational space 

available at the two stations (po 8 of Encl. A) that it is possible 

to concentrate the COMINT activities only at Arlington Hall Station 

(AHS) 1 but that 00ll4SEC activities can be concentrated at either 

stationo Thus, assuming that there is to be a total concentration 

of COMINT activities, it follows that it must be at the AHSo For 

a number ot reasons, this solution with respect to the location or 
COMIIiT appears to bo favorable: 

ao ~he OOMSEC production facilities at NOS.are much -
superior to thoae at AHSo These facilities are much 

more diffioults ~ime•consuming8 and costly to move 

than 61"8 the COMSEC .facilities now at AIIS8 so that 

CO:MSEC can bo concentrated at NCS at far less oost9 

both in production and mone7D than at A.HSo 

bo Similar elements or R & D can be consolidated and,· except -
whe~e too costly to move, can be co-iooated with· the 

activity which they support. 



"" I •• 

DOCID: 3978165 • • i'OP S'f:le~'"! 1»r J __ ..,._.........,_ 

• The apace l'.'61!1.aining at both AIIS and NCS is adequate :t,,,• 

for locating necessary AFSA Headquarte~s otf1oes9 and 

those individual Service activities which may ~emain 

at the two major stat1onso 

Having determined the beat disposition of the various A.FSA 

components from the viewpoint ot maximum efficiency and economy 

ot operations it is neces_sary to see whether the direct monetary 

cost, o~ the decreasod production arising .from the moves necessary 

to achieve that disposition, are justitiedo 

It develops that there ie but one major obstacle to achieving 

the desired disposition: Tbs cost (in both dollars and production) 

ot relocating certain major pieces or electronic analytical equip• 

ment at AHS which are now at NGS would be prohibitive, particularly 

since it is possible to operate this equipment remotely without 

serious loss in economy and e.f'ti.ciency. The idea of complete 

concentration of COMINT activities at AHS, is,theretore5 abandoned 

in favor of conoentrating this particular t'slJe ot equipment at 

NCS (whiclJ.p ineidentally
0 
is the rn..,rie nearly f'ire praof location)o 

This is not as economical and efficient an arrangement as complete 

concentration; but the difference is not great, and moreover~ as 

will bs brought out more !'ully below, the arrar>gement has advantages 

in the !'1eld of securitye 

Accepting the toregoillG modifications to ~be complete 

concentration plan, the estimated costs: in direct monat&rJ" 

expenditures o·f obtaining the deaii'ed d1apoa1t1on ot tba several 

AFSA component a are approx1matel7 as follows: 

• an!! • 
COMPOBEIT : .1 • I • • 
OOMIIT 

I 
I 3,1700_ -I 

COMSEO • 5 1000 • 
I 

H 8c D I SaOOO 

There would be a temporar7 drop in production while the mov~s necessary 

to obtain the d6eired disposition were beil"lg carried out~ but the 

total loss is estimated at less tban e~ of one 7ear•s produ~tion on 

tbe present scaleo 

Balanced ·aeainst the above ooata, the recommended disposition of• 

tera the following eatimted direct personnel savings and ex.Pan81on of 

·..S-
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present operations when compared to the ,!tatus !a.!!2.: 

a DIRECIJ! PER$0100!t -: jC I!LiPANsIOi df 
COMPOllEN'.r SA VDlG I PRESENT OPERATIONS 

• OOMIE'l' 20 a . 
• . · . 

... co_MS __ E_c ___________ ,_o ___ ~:· at ·1east 1~ 
• 
~I R & D 0 :1 

, 
Having thus determined the best possible locations ot the 

several AFSA components from the st~ndpoint ot efficiency and 

eoonomy of operations, there remains to ,be considered whether 

any other·faotor poses a problem sutficientl7 serious to demand 

consideration at this time. 

There is one taetor: Seour1t70 

The arrangement of A.FSA components dictated by eftic1enc7 and 

eoono1117 of operations may be said to pla~e all of each of AFSA's 

two kinds of eggs in a single basket: COMINT at ABS, COMSEC at 

NOS (alleviated some~hat in the case of COMINT by having certain 

important electronic COMINT equipment located at HCS)o In time 

of peace, we would thus be risking the lossBl through accidental 

fil'e or sabotage at one a_tation, of all the existing specialized 

equipment and documents necessary to the conduct of that ope~a­

tion8 and possibly mahy or. the skilled personnel~ Because of the 

far greater centralized natUl'e or the COMINT operatiang such a 

loss even though disastrous to COMSEC, would bs even wo~ee £or 

COl/lih"To Yet, because of space requirements, we have pl"oposed to 

concentrate COMINT largel~ at the station whose construction 

renders it the more vulnerable to such.a disastero It seems 

necessary; thb~efore, to inquire as to 'Whether there is P.n.y 

reasonable metho<i· of obviatirAg this risko ·The :t'irst possibility 

thnt suggesta itself is a division of COMINT activities between tht.\ 

two stat~ons, ei~her in the form of the status guo or some other 
.. 

possible division which might present advantages over the present oneo 

There is one othel" division ·:.,,hich presents certain advantages 

over the present ¢neo As p~$Viously stated, one· advantage or tba 

concentration or all purely cryptanalytic activities is an 

!Of Si9Ril':q, 
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increased e.f'f'ectivenese of attacl: auainst any particular problem ... 

an effectiveness result1113 fror.1 the concentration ot allot the· 

parts of' each silililar cr~trmalytic problemo This same concentra .... 

t1on, and thus. this same advanta~e, can be obtained b7 changing 

the present allocation ot problems so that each of the separate 

National problems 1s concentrated at one or the other ot the two 

s·tations. !tbr a number of' reasons, the logical division in thi.s 

case would be all Russian problems· at HOS and all other p~oblems 

at ABS. By such an arrangement we would greatly reduce the 

peacetime risk of loss through accidental tire or sabotage. 

An examination ot this arrancement tl'om other considerations, 

however, zaeveala ·ttta.t it bas serious defects. In the first place8 

since all of the oouurr anc1l.lary functions must remain duplicated 

at each station, it is not consistent with the stressing ot et-
. . 

.t'ic1ancy and economJ' of COlIIIf.11 ope:rations. In addition, if COiaim' 

is divided batween the two stations, then, because ot spaee limita• 

tions, COUSEC a1so must be divided, and thereb7 the possibility 

ot stl:'essing e.t.fic1eno;r ana ecor1omy in an7 phase of A.FSA operations 

1s lost. Next, tile increase in secu:r1ty ~ained ~5" such a 

disposition obtains onl7 -in time ot peace, the 9~000 JUrds diaper~ 

sion of the two stations. affording little1 if any, security in time 

ct war. Yet 1t is 1n time of war that the uninterrupted function·· 

1ng ot orJPtoloGie act1v1t1es becomes a matter of inoaloulable 

importance to the nat1ono :&m!b. this ar~pgemep.t a. .. whil~ otf.!.rjM 

.!..P!!l~et1rae solut;..lon to the .. !leo1¥"1ty problem.,_· 1.s a 2eaoetilJ!!. 

£,qlution.,onli1 a~! mope~~er, ·must be purcha~ed .at the Price of 

!~onom;r and of.!!£.l!.ncz of" ope..:l'ations. It is1 1l_9e~e!'o1~ unao-. 

captab:'.k!.o 

An addit~.onal (aliie:rnate) major station available in care­

·take:r status ... remo·te .f'rom the \'fashinc,ton area appears· to ba 

essentiale ~here copies of vitai cryptoloa1c material could be 

stored or otherwise maintained~ 

The nee~ ~or such a station is p~esent no matter what fo:rm. 

the oonaolidation of the activities ot the two major stations in 
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the rJashington area assumeso It 1s more urgent,, however, in 

connection with the proposed ooncentrat1on of COL'IIHT and COUSEC 

than 'li1ould be tho c~ase in any division of such activitieso 

The tentative organization of AFSA Headquarters is shown in 

Appendix Ae 

';l1QP S13eflET 
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