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PLEORANDUL: FOR THE CHIZF OFf STAF::

Subject: Agreement betveen British Government Code and
Jipher School znd U.S. “ar Lepartment in regard
to certain "Special Intelligence.!

I. Discussion.

l. There is attached an original copy of the agreement between the
British Government Code and Cipher School and the U.’. war Depertment,
signed by =. w. Travis, Leputy Director (oervices), G.C. and C.S., act-
ing for the British Chiefs of S5taff, and by the undersigned, acting for
the Chief of Staff, U.S. Army.

2. This agreement covers the production, exchznge and dissemina-
tion of all specizl intelligence derived by cryptanalysis of the corm-
munications of the military and air forces of the Axis powers, including
their secret services. It does not cover traffic from non-service enemy

. or neutral sources. Jt provides for complete interchange of technical
datz and special intelligence from the sources covered, through liaison
officers stztioned et \.ashington and at London, e2né for dissemination
of such intelligence to 2ll fielc comaanders through svecizl chamels
end subject to special security regulations. Provision is a2lso made
for United Stetes persomnel to obtein experience by engazing in the inde-
pendent solution of keys in Great Britain.
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The United States assunes as a mein responsibility the reading of
Japanese militery and air traffic; the British assume 2z like responsi-
bility for German and Italien militery and air traffic.
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3. This agreement, vhen implemented, will enable us vo fulfill our
immediate needs for special intelligence from these sources and will
safeguard our long term interesis by 2lloving us to gzin the esperience
required for achieving indevendence in this field. APPROVED

By order of the Secretary of War
OSEPH T. McCNARNEY
y Chief of Staff

15 JUN 1943
» NELSOR
» Asst. to the Deputy Chief of Staff

II. Action recormended.
lpproval of this zgreement is recomnended.

Approved; by order ol the Secretsry of lar.

JOSEPH T. McNAPNEY,

Lieut. Generzl, U. S. Army
- Deputy Chie? of Steff.”’
1 inclosure

Lgreenent between British ° R

5.C. #nd C.S8, and U.S. ler Go0. V. STAOLT,

Department itajor Generel,
A.C, of 5., G=2.
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‘Agreement between British Govermment Code and Cipher-School exd U, S. War

Department concerning cooperation in matters relating to:

""" UeSe British
Special Intelligence A Special Intelligence
Special Intelligence B Y Intelligence
TA Intelligence Y Inference

A distinction is made in nomenclature and procedure in handling intelligence
derived from the solution of enemy high grade and that obtained from low grade
codes and ciphers. The preservation of secrecy in regard to either category is
a matter of great concern to both countries and if the highest degree of security
is to be maintained, it is essential that the same methods should be purs-ued by
both countries at every level and in every area concerned, since a leakage at any
one point would jeopardize intelligence from these sources not in one area only but

' in all theaters of war and for all services. '

This agreement is limited to the traffic specifically designated herein. It

does not cover traffio emanating from non-service enemy or neutral sources. These

subjects will be covered by future negotiations between Director, G.C.C.S. and

A.C. of 8., G=2, War Department,

(1) Both the U.S. and British agres to exchange completely all information
concerning the detection, identification and interception of signals from, and the
solution of codes and ciphers used by, '.hhe Military and Air forces of the Axis pow-
ers, including secret services (Abwehr).

(2) The U.S. will assume &s a main responsibility the reading of Japanese
Military and Air codes and ciphers.

(3) The British will assume as a main responsibility the reading of German

. and Itelian Military and Air codes and ciphers,
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(4) Both countries agree thet special security reguletions shall apply to

Intelligence obtained from decoding telegrams in enemy high grade codes and

" ciphers.

(5) Both countries agree to use their most secure codes end ciphers for trans-
mission of the decodes of enemy signals and transmission of technical oryptanalytic
data,

(6) British or U.S. Commenders-in-Chief, Military or Air, will receive all
Special Intelligence necessary to them for the conduct of their operations from
either British or U.S. centers as may be mutually agreed. Liaison offioe.rs will
be appointed as desired for facilitating this. They will be given full a-.eoess ‘o
all decodes,

(7) The distribution of intelligence from the sources in question will be

. governed by the. fundamentel principle that distribution will be restricted to the
minimum and will therefore be confined solely to those who require to receive the
intelligence for the proper discharge of their duties.

(8) All recipients of Special Intelligence A, whether British or American
officers, shall be bound by the same regulations, the regulations (Appendix B)
now in force in the theaters of war where British forces are operating to be ac-
cepted at the present time. If at a later date either country wishes to modify
them in the light of further experience then this msay be done by mutual agreement.

(9) The extension to officers of a knowledge of the existence of such intel-
ligence shall be confined to as limited a number as possible and restricted te the
levels of command in conformity with the above mentioned regulations. Great stress
is laid on the principle that Special Intelligence A should not be intermingled in
reports with general intelligence from other sources. If, however, it becomes im-

. perative to do so, the whole must be treated as Special Intelligence A and given
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the same strictly limited distribution. Under no circumstences is it permissible
gbo pass Special Intelligence A in & code or cipher which can be read by other than
. the authorized recipients.

(10) Although gpecial Intelligence B is not subject to the ssme stringent regu-
lations as Special Intelligence A, since the two are closely connected, it is essen-
tial to meintein a high degree of secrecy in the hendling of Special Intelligence B
also. In any action teken upon such intelligence and in any documents or telegrams
based upon it, it is essential that its origin be disguised and that the codes or
ciphers used for its dissemination be absolutely secure,

(11) A1l intelligence availeble from decodes shall be made availeble to
Liaison officers ,- and if they deem necessary it will be exchanged between London
and Washington. These Liaison officers will be specially appointed and given full

‘facilities for this purpose.

(12) British end U.S. will notify one enother without delay, giving full per-
ticulars, when either has information from any source indicating the compromise of
any code or cipher used by the other. Action on such informetion will be most cere~
fully considered in order not to compromise the source and if possible mutual egree~
ment in such action will be sought.

(13) Cooperation between and coordination of U.S. Signal Intelligence Service
end British ™" Service must teke place at all levels, technical informetion being

exchanged mutuaelly at the same level and each country to agree not to lower the

\ clessification of such information or the intelligence derived from it below that

\
\
\

level without mutuel agreement.

P




DOCID: 3678774 UL .

-

(i4) Each country shall inform the other of the employment and scope.in

5L

"each joint theater of war of their Signal Intelligence (Y) units in the field.
(18) Tﬁis agreement or the eappendices thereto may be supplemented or modi-
fied from time to time governing any speciel feature for which either party
wishes to make special provision,
(16) Definitions: -

(a) Y Service or Signal Intelligence Service. The British,

U.S. Army, and U.§. Navy services concerned with intercept-

ing, decoding, interpreting, classifying and dissemination

of enemy (and neutral) communications, and the use of D/F

and other specialized apparatus for esteblishing locations
. and identities of enemy transmitters.

(b) Special Intelligence A. Certain ciphers are placed in

a special category, owing to their importence and difficulty
of solution. The intelligence dérived from these ciphers is
known as Special Intelligence &, OSuch material is treated
with most stringent security measures. Special Intelligence
é,is confined to e very strictly limited number of the most
highly placed officers and is mainly of strategical importance.

(¢) Special Intelligence B, Intelligence derived from the

solution of lower grade ciphers. Such ciphers may under

certain circumstances be upgraded to the "Special A" class,
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The dissemination of Special Intelligence B is wider though
always treeted as British Most Secrete-U.S. Secret. Special

Intelligence B may be used tactically.
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APPENDIX (A)

Special Provisions Regarding Viork on Gernan Machine Civhers

Since it is believed unnecessary and impracticable to
duplicate work on German machine ciphers and in view of the
large munber of personnel required amd the unsvoidable extra
risk to the security of the source involved, agreement which
follows has been arrived at. This agreement provides that:

(a) All desired intelligence from this source will be
made available to the Viar Department in Washington.

(b) U. S. personnel will obtsin experience by engaging in
the solution of this type of cipher in Great Britain.

(¢) Research into new methods of attack will be made in
Washington.

(d) Transmission of Intelligence to Commanders—in-Chief
in the field will be accc;mplished by special routes and staffs
who vill maintain a watch over the use of the intelligence to
gusrd against compromise of the source.

(1) U. S. liaison officers will be appointed at
G. C. & C. 5. to examine messages and summeries and select
those desired for transmittzl to wWashington for G-2 or the
Theater Commanders. All decoded material will be made avail-
able to those officers. Decodes giving information regerding

Order of Battle will be handled as at present, i.e., through
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‘ Ue. S. lieison officers in War Office and-Air lin‘stry,

respectively.

s

(2) Decodes or summaries to be passed to Washington
through existing British channels,

(3) U. S. party to effect independent solution of
keys will be established in Great Britain, but so coordinated
by mutual agreement to avoid duplication. This party will
cooperate with the British in regard to tasks and will be
given every assistance for instruction of personnel. They
will be furnished British machines. Decodes from this section

will be passed to Bletchly Park for emendation, translation
and distribution, but U. S. party will conduct complete pro-

. cessing, including emendation end translation to such an extent
as they desire,

(4) Formules will be supplied by Great Britein
for use on machines now 2t Arlington Hall.

(5) U. S. to undertake research for finding a
new method for solution and to be rendered every assistance
by the British for this purpose.

(6) In conformity with British policy, U. S.
personnel engaged in solution work in Great Britzin will

not be transferred elsewhere except for very urgent reasons,
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(7) Specizl Intelligence from “this source will

be passed to Commanders-in-Chief in the field through the

Special British units provided for this purpose. The
officer in command of these units will have direct access
to the Commander-in-Chief and advise as necessary on the
security aspect of handling and using this intelligence.
Where an #merican officer is Commander-in-Chief, an
American cfficer, propérly trained and indoctrinated at
Bletchly Park, will be attached to the unit to advise and
act.as lisison officer to overcome difficulties that may
arise in regard to differemwes in language.

(8) The Director of the G. C. & €, &, will heve

. the fins]l decision vhen matters of security are involved in

intelligence items (gossip) and as to wh.at is passed to

Commanders-in-Chief in the field,

Falrem T it

v YO L
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British Security Regulations for Svecial Intelligence

CO-ORNTINATION OF ROUTING, SECURTTY AND USE OF SPECTAL TNTELLIGENCE

Part T

1) SPECIAL INTELLIGENCE is the agreed nsme for the highly secret in-

formation obtained by cryptographic means from enemy high grade
ciphers.

2) Ilower grade cryptographic material classed in general as """ In-
telligence, is not included in the definition of SPECIAL INELLIGENCE.

PART I TO BE DESTROYED BY FTRE VHEN READ

Part II

1) All SPECIAL INTELLIGENCE emanating from the United Kingdom and trans-
mitted to Cormands abroad will receive the prefix Ultra!'.

2) A1l SPECTAL INTELLIGENCE emanating from centres other than the United
Kingdom and transmitted either to the United Kingdom or to another

Cormand abroad, is to receive the prefix specially allotted to each
producing centre as follows: -

. DELHI

prefix SIRDAR
WASEINGTON prefix)
KELBOURKE 3 ZYMOTIC
KILINDINT ;
YIDDLE EAST = SWELL

3) SPECIAL INTEILIGENCE produced by V.S... centres either in U.S.A. or
elsevhere if trensmitted over British routes either to the United
Kirgdom or to British Commands overseas, is to receive the prefix
of the Command cr centre through which it is distributed.

}i) Vhere it is necessary for SPECIAL INTELLICENCE to be transmitted be-
tween Commands or centres other than the United Kingdom, special routes
and ciphers sre to be arranged and approved by London.

Part III

ULTRA (see Para. 1 sbove) information can be regarded as reliable end
action can be taken on it, but experience hes shown that the following
security regulstions are vital to the preservation of this socurce., The
Cormander-in-Chief is held personally responsible for ensuring that they
are scrupulously adhered to: -

OVIET %9 -
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7 8'_;.2\9? é'bmost secrecy is to be used in dealing with ULTRA information.
httention is called to the fact that if from any document thaet might
fall into the hands of the enemy or from any message that the enemy
might intercept, from any word that might be revealed by a2 prisoner
of war, or from any ill-considered action based upon it, the enemy
were to suspect the existence of the ULTRA source, that source would
probably forever be lost to our cause,

2) This loss would vitally affect operations on all fronts, not only the
narticular front on which the scurce hsd been compromised.

3) Commanding Officers of those Cormmands authorized to receive ULTRA infor-
mation, i.e., normelly only General and Air Officers commanding Armies
and Air Forces, are to be instructed that ULTRA messages are for them,
their personal renresentative, and their Senior Intelligence and Operz—
tions Staff Officer only, and are not to be seen by, read to, or dis-
cussed with any other person. ULTRA messages are to be destroyed by
fire imnediately action has been taken on them. No records of In-
telligence based on ULTRA information may be kept, except at the
H.Q. of the Commander-in-Chief.

L) TVhen ULTRA information is to be used by the Cormander of an Army or an
Lir Force as a basis for action to be teken by a subordinate command,
the information must be translated, when passed to the subordinate
commend, into terms of an operational order, so worded that if captured
or intercepted by the enemy the origin of the information could not be
traced bzck to the ULTRA source, e.g., orders must never contain the
vrecise time, date or place of an enemy operation revealed by ULTRA.

P Such orders based on ULTRA information if trensmitted by W/T must be
encoded only in authorized ciphers. Under no circumstances whatever
is it permissible to transmit ULTRA information as such to lower
formations.

5) In generszl, if any action is to be taken based upon ULTRA informati on,
the local Cormander is to ensure that such action cannot be traced back
by the enemy to the reception of ULTRA Tntelligence alone. A momentary
tactical advantage is not sufficient ground for taking any risk of com-
promising the source. No ection may be taken against specific sea or
land targets revealed by ULTRA unless appropriate air or land recon-
naissance has also been undertaken. Names of enemy ships revealed by
ULTRA source may never be quoted.

6) The utmost care is to be taken in briefing pilots for an operation based
on ULTRA information that only such details are given them as might have
been obtained by other means, such as air reconnasissance, and only such
as are essential to the success of the operations.

7) No reference to ULTRA information is to be made in any summary whetsoever,
however limited the circulation. No discussion of itis permissible

except between the senior officers who are immediately concerned with the
action to be taken upon it.

4 -10-
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8) 1If it is necessary to ask questions, or mike comments on ULTRA
material, whether on matters of Intelligence, Operations, Routing
or Security, such messages are to be transmitted only over the

..... special channel and in the special ciphers provided for ULTRA

o . traffice.

9) Recipients of ULTRA may not under any circumstances carry on their
persons outside their Headquarters, ULTRA messages which have been

delivered to them.
1st XKarch 19L4

GEO. V. STRONG
Ma jor General
A.c. of S.. G-z

o | T
D.D(s)
¢ v,

15 JUN 1943 —_—

Lpproved for the U. S. %,ar Department.
By order of the Secretary of Var.

SERT CNET
Lieut. Generzl, U. £. irmy,

Deputy Chief of Staif.




