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INTRODUCT ION

l. The "Armed Forces Security Agency Manual, Organization
and Functions" outlines the organization of the Armed Forces
Security Agency (AFSA) and its major elements, and the responsi-
bilities and functions thereof.

ORGANIZATIONAL AND FUNCTIONAL CONCEPTS

2. The AFSA organization consists of several operating
Offices and a coordinating Staff.

3, The AFSA Staff is composed of the Chief of Staff, and
Staff Divisions corresponding to the principal functions of com=
mand insofar as they apply to the activity of AFSA. The Chief
of Staff is the prinecipal coordinating agent and adviser to the
Director. Under his direction, the AFSA Staff functions as a
single coordinated unit.

L. The AFSA Staff secures and furnishes such information
as may be required by the Director, prepares the details of the
Director's plans, translates these plans into orders as required,
and arranges for those orders to be promulgated, and exercises
the necessary staff supervision to insure compliance, The AFSA
Staff brings to the Director's attention matters which require
his action or about which he should be informed, makes a contin-
uous study of these problems, and prepares tentative plans for
possible future contingencies for the consideration of the
Director. Within the scope of its authority, it supervises the
execution of plans and orders, and takes such other action as
is necessary to carry out the Director's intentions.

5. Staff supervision over a particular function includes:

a, Recommending policies, objectives, and general proced-
ures for approval of the Director.

b. BExplaining and answering questions regarding specific

application and interpretation of the policies and
procedures prescribed by higher authority.

1 Orig.
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c. Assisting in the development of satisfactory operating
reports,
d. Securing and analyzing data and information on performance
results.
e. Investigating and suggesting corrective action with respect
to difficulties encountered.
f. Furnishing advice and assistance concerning methods and
procedures.
g. Making specific recommendations for issuance of appro-
priate directives as may be necessazry.
6. The Staff Divisions are concerned with planning, coordi-

nation, and staff supervision over all activities of AFSA pertain-
ing to their respective functions, Coordination and the prompt
interchange of information among the Staff Divisions are essential.
In general, Staff Divisions will accomplish for the Offices those
functions which can be done as well or better by Staff Divisions for
the entire organization, enabling the Offices to devote maximum
effort to operational problems. Specific relations beiween the
Staff Divisions and Offices will be as follows:

a.

7

Staff Divisions will exercise Staff supervision over all
AFSA activities pertaining to their several functions,
with command authority only over their individual organ-
izations.

Staff Divisions will assist and advise the Offices and
coordinate their activities within assigned responsibil-
ities.

Staff Divisions will consult the Offices on their abil-
ity to execute contemplated directives, and will give
advance notice of contemplated directives whenever pos-
sible, in order to permit necessary preparations.

The Chiefs of Offices are responsible to the Director,

through the Deputy Directors, as appropriate, for the performance
of their missions. They serve as technical advisers on matters
within their cognizance, They act through the appropriate Staff

2 Orig.
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Divisions on matters within the supervisory and coordinating

-authority of those Divisions. Specifically, the Office Chiefs
will:

a. Exercise command authority over their own units,

b. Exercise operational control or operational direction
over such field activities as may be specified.

c. Recommend to appropriate Staff Divisions the issuance

of technical directives for AFSA and the Department
of Defense,

d. ‘Furnish advice and assistance concerning technical
methods and procedures to the Director, to Staff
Divisions, to other operating units, and to Service
cryptologic organizations and units.

e. Prepare plané, estimates, studies, and replies to
requests for information.

f. Coordinate their operational, technical, and admin-
istrative plans and activities with the appropriate
Staff Divisions as required.

8. -All elements of AFSA perform certain routine admin-
istrative functions necessary to carry out the basic special-
ized functions assigned to them. These routine administrative
functions include maintenance of files and records, corres-
pondence, personnel administration, general training, and
supply. It is unnecessary to include such functions in the
description of each of the elements, and they have therefore
been omitted from this Manual except where there is need to
indicate them specifically.

3 Orig.
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OFFICE OF THE DIRECTOR

DIRAFSA DIRECTOR, ARMED FORCES SECURITY AGENCY

AFSA-;OOA I()EPUTY DIRECTOR, ARMED FORCES SECURITY AGENCY
-

AFSA-O0B  DEPUTY DIRECTOR, ARMED FORCES SECURITY AGENCY
(NAVY)

AFSA-00C  DEPUTY DIRECTOR, ARMED FORCES SECURITY AGENCY
- (AIR FORCE)

AFSA—OOS ADMINISTRATIVE ASSISTANT TO THE DIRECTOR

5 Orig.
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OFFICE OF THE DIRECTOR

A. Responsibilities

Subject to the direction and control of the Joint Chiefs
of Staff, the Director, Armed Forces Security Agency (AFSA),
is responsible for conducting all cryptologic activities within
the Department of Defense, except those which are conducted in-
dividually by the Departments of the Army, Navy, and Air Force,
and to coordinate and provide technical support for those con-
ducted by the Services.

B, Organization

DIRAFSA Director, Armed Forces Security Agency
AFSA-00A  Deputy Director, Armed Forces Security Agency

(Army)

AFSA-00B Deputy Director, Armed Forces Security Agency
(Navy)

AFSA-00C  Deputy Director, Armed Forces Security Agericy
(Air Force)

AFSA-008 Administrative Assistant to the Director

C. Functions

. AFSA-00A, 00B, 00C - Deputy Directors

Perform and exercise the functions, duties and powers as-
signed to the Director except as otherwise provided. Each of
the Deputies is assigned certain primary fields of responsi-
bility. All orders, recommendations, and other official acts
of the Deputy Directors are considered as emanating from the
Director and have full force and effect as such.

AFSA-00S8 - Administrative Assistant to the Director

Performs such duties as the Director prescribes.

7 Orig.
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DC/S DEPUTY CHIEF OF STAFF FOR FIELD SUPPORT
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CHIEF OF STAFF

A. Responsibilities

Responsible for assisting the Director as his principal
staff officer, coordinating agent, and adviser; for directing
and coordinating the work of the AFSA Staff Divisions to in-
sure integrated action.

B. Functions

1. Formulates and promulgates policies for the general
operation of the AFSA Staff.

2. Directs and coordinates the work of the AFSA Staff.

3. Coordinates relations between the AFSA Staff and
AFSA Offices.

L. Supervises actions of the AFSA Staff to insure that
they are in accord with the plans, policies, orders, and
instructions of the Director.

5. Takes the following action on decisions of the
Director:

a, Makes such additional decisions as may be required
for their execution.

b. Assigns the detailed work necessary to implement
thema ke

6. Makes certain; by personal observation and with the
assistance of the Staff Divisions, that the orders and in-
structions of the Director are executed.

7. Keeps the Director fully informed of the activities
of the Offices and Staff Divisions.

8. Maintains such liaison with other government agen-
cies as may be required.

11 Orig.
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DEPUTY CHIEF OF STAFF FOR FIELD SUPPORT

A. Responsibilities

Respensible to the Director through the Chief of Staff for
coordinating all AFSA activities in support of or liaison with
AFSA and Service field cryptologic activities, and field c¢rypto-
logic activities of other U.S. government agencies,| |

B. Functions

1. Insures that the policies, orders, and instructions of
the Director on matters concerning AFSA's support of field
cryptologic activities are followed and implemented.

2. Coordinates the technical, operational, and admini-
strative activities of Offices and Staff Divisions in the

establishment, operation, or support of field cryptologic
activities,

3. Determines the degree to which AFSA support meets the
requirements of field cryptologic activities for this support.

i. Recommends remedial action in those cases where AFSA
support of field cryptologic activities is deficient.

5. Maintains liaison with other U.S. government agencies
as required.

6. Promaotes and facilitates the interchange of ideas and
suggestions among field cryptologic activities for improving
their effectiveness.

7. Promotes desirable standardization of procedures used
by AFSA and field cryptologic activities,

8. Provides assistance on matters under his cognizance
to the USCIB Coordinator as required.

9. Keeps the Director and the Chief of Staff fully in-
formed on matters under his cognizance,

13 Orig.
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CONSULTANT

A. Responsibilities

Responsible for advising the Director, AFSA, on technical
matters under his cognizance and performing such other special
activities as he may direct.

B, Functions

1. Acts as technical consultant in assisting and advising

all AFSA personnel in cryptologic matters as required.

2. Attends AFSA Technical Committee (AFSAT) meetings in
observer status to advise AFSA members thereof as may be prac-
ticable. ‘ -

19 Change No, 1
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AFSA-00Y - INSPECTOR

A. Responsibilities

Responsible for conducting inspections and investigations
as directed by the Director, AFSA.

B. Functions

1. Performs such inspections and investigations as re-
quired .by the Director, AFSA.

2. Consults all officials of the Agency to develop
special items for attention, and advises and furnishes copies
of extracts of inspection reports to all Chiefs of Qffices and
Staff Divisions to whom they are of direct interest.

3. Obtains technical assistance from the appropriate
Offices and Staff Divisions for the conduct of inspections.

L. Based upon inspections, recommends remedial action to
correct deficiencies and delinquencies,

21 Orig.
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AFSA-11 = ADJUTANT GENERAL

A. Responsibilities

Responsible for the publication of orders and instructions
of the Director, the conduct of correspondence and messages, the
operation of postal and courier services, the preservation and
administration of the records of the Agency except those specifi-
cally assigned otherwise, procurement of registered or non-regis-
tered non-cryptographic publications not involving the expenditure
of funds, and the reproduction of non-cryptographic material.

" B. Functions

1. Formulates AFSA correspondence and mailing instructions
and procedures.

2. Recelves, processes, and distributes incoming corre-

pondence and maintains follow-up on correspondence requiring
action.

3. Heceives; processes, and distributes all incoming AFSA
messages received at the Naval Security Station Message Center
and maintains follow-up on messages requiring action.

4. Processes, distributes, and accounts for JCS papers and
non~cryptographic registered documents.

5. Processes and dispatches all outgoing Agency correspond-
ence.

6. Operates the sub_registry for Hocuments,

7. Maintains the AFSA. central files and conducts the program
for retiring records no. longer required for operations.

8. Conducts” tne AFSA program for preserving records against
loss and disaster.

9. Maintains and operates the TOP SECRET comtrol and other

,/Special dissemination controls within AFSA except as otherwise

specified.

22¢ Change No. 1
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10, Arranges for necessary messenger, postal, and officer
courier services.,

11. Issues TDY orders for military and civilian personnel.

12. Reproduces, procures, stores, distributes, and accounts
for non-cryptologic publications and forms required by the Agency.

13. Reproduces and distributes AFSA publications.

1/,. Arranges for the listing of AFSA personnel in the Naval
Security Station and the Department of Defense telephone direct-
ories.

15. Supervises the performance of duty of AFSA Duty Officers
and their Administrative Assistants.

22d Change No. 1
15 February 1952
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COORDINATING STAFF

PLANS AND POLICY DIVISION
COMMUNICAT IOﬁS DIVISION
TRAINING DIVISION
PERSONNEL DIVISION
SECURITY CONTROL DIVISION

LOGISTICS DIVISION
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AFSA-11 - ADJUTANT GENERAL

A, Responsibilities

Responsible for the publication of orders and instructions
of the Director, the conduct of correspondence, the operation of
postal and courier services, and the preservation and administra-

tion of the records of the Agency except those spec1f1cally as-—
signed otherwise.

B. Functions

1. Formulates AFSA correspondence and mailing instructions
and procedures.

2. Receives, processes, and distributes incoming corres-

pondence and maintains follow-up on correspondence requiring
action.

3. Arranges for necessary messenger, pogtal, and officer
courier services.

L. Maintains and operates the TOP SECRET control and other
special dissemination controls within AFSA except as otherwise
specified,

5. Handles, routes, and accounts for JCS papers.

6. Operates the subregistry fon documents.

7. Maintains the AFSA central files and conducts the pro-
gram for retiring records no longer required for operations,

8. Conducts the AFSA program for preserv1ng records
against loss by disaster. /

9. Reproduces, procures, stores, dlstrlbutes, and accounts
for non-cryptologic publications and forms requlred by the Agency.

10. Publishes the AFSA publications.

25 Orig.
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AFSA-12 - PLANS AND HE@RXZXES DIVISION

A. Responsibilities

Responsible for the formulation and coordination of the
plans, policies, and doctrines required for the performance of
AFSA's functions, and for exercising staff supervision thereof.

B. PFunctions

1. Formulates and coordinates objectives and plans re-
quired for performance of AFSA's functions. Provides guidance
for the elements of AFSA and Service cryptologic agencies in
accordance with plans and policies of the Joint Chiefs of Staff,
and provides a common basis and goal for all AFSA planning.

2. Formulates and coordinates AFSA bolicies and déétrines°

3., Studies and coordinates the assignments of functions
and responsibilities within the.organizational structure-of -
AFSA. Recommends changes in the organization to-assure ful~ . «--
fillment of all responsibilities and, in this connection; .:
maintains the AFSA Manual, Organization and Functions.

L4, Recommends the relative priorities for public works,
projects of interest to AFSA and assists in obtaining. fingl-..
approval thereof, '

5. Prepares, in coordination with the appropriate Offices
and Staff Divisions, for reference to the AFSAC and the Joint
Chiefs of Staff, such reports, recommendations, and information
as may be required.

6. Keeps fully informed regarding the existing and planned
activities of the Service cryptologic organizations.

7. Reviews and analyzes all proposed and enacted legisla-
tion which may have a bearing on the operation of AFSA, and
submits such recommendations as may be appropriate.

8. Determines and recommends the proper courses of action -
on all questions which involve legal aspects of plans, poli-
cies, and doctrines.

27 Orig.
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Sl 6o (‘3 )-P.L. 86-36

9. Makes recommendations. concerning the coordlnation of
AFSA's . activities and. operatlons with those of cooperatlng U.S.

[ eryptologic organizations, makes recommendations
concerning domestic liaison between AFSA and the Service crypto-
logic agencies and other governmental and c1v1l organizations,
arranges ‘for such liaison as directed, and, as directed, super-
vises the arranngﬁnLﬁ for the cgndngt of technical conferences
between AFSA and gencies with which AFSA

cooperates.

10. . Briefs the Director and Deputy Directors on policy and
general plannlng matters under consideration by USCIB, AFSAC,
the JolntfCommunlcatlons-Electronics Committee (JCEC), and
similar bodies.

11. Performs the following functions, as directed by the
Director when acting in the capacity of USCIB Coordinator, in
accordance with policies and decisions of USCIB'

a. Coordinates and maintains channels of contact with
cooperatlng centers.

b.:LMhintains cognizance of all existlng COMINT agreements
and procedures, and of the progress of liaison activi-
ties. gb) (3)-P.T. 86-36

c. .Exercises policy. aupervision over U, S 1ialson person—
nel assigned to cooperak
clearances for visitors

d. Undertakes necessary planning and arranging for con-
ferences.

12, Provides the Secretariat for USCIB and AFSAC.

13. ‘Maintains liaison with planning agencies of the Depart-
ment of Defense to insure the availability of planning informa-
tion which may be used as a basis for developing AFSA plans,
programs, and policies.

14. "Provides, as directed, members or observers on panels
and working groups of departments and agencies.

e
e
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AFSA-13 - COMMUNICATIONS DIVISION

A. Responsibilities

Responsible for the planning and coordination required to
insure provision of adequate communications to meet AFSA require-
ments, for the operation of the AFSA communications center for
the receipt of raw intercept traffic, and for exercising staff
supervision over communications matters.,

B. Functions

1. Prepares, in coordination with appropriate Staff Divi-

sions and Offices, the over-all communications requirements of
AFSA.

2. Prepares the long-range AFSA communications program,
based on AFSA long-range plans and requirements.

3. Prepares AFSA requirements for communications services
and facilities to be procured through the Director, Communications-
Electronics, or the Services as appropriate.

4, Receives outgoing AFSA dispatches for transmittal,
distributes incoming dispatches and "return" copies of outgoing
dispatches, and maintains a follow-up on dispatches requiring
action by AFSA.

5. Operates the AFSA communications center for the re-
ceipt of raw intercept traffiec.

6. Exercises staff supervision over those non-electrical
media through which intercept traffic is forwarded to AFSA.

7. Prepares, as required, for submission to AFSA-17,
budget information on approved and planned communications for
AFSA.

8. Provides, as required, data on special communications
projects to AFSA-O4 for use in preparation of appropriate sys-
tems and procedures.
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9. Arranges for the necessary internal communications within
AFSA, other than messenger, postal, and courier services.

10. Advises all -elements of AFSA on communications matters.

11. Determines, as directed, the requirements for combined com-
munications under the cognizance-of USCIB and exercises staff super-

vision over these communications.

12. Provides, as directed, members or observers on panels and
working groups of departments and agencies.,
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AFSA-1, - TRAINING DIVISION

A. Responsibilities

Responsible for exercising staff supervision over crypto-

logic training matters and for other training and technical
activities as directed.

B. Functions

1. Reviews all cryptologic training activities within
AFSA, establishes standards and prepares or reviews programs
for generalized cryptologic training, prepares generalized
technical training literature for use in instructional pro-
grams and courses of the AFSA school, and recommends methods,
facilities,; and equipment to be used for technical training
purposes.

2. Coordinates AFSA technical training activities with
those of the individual Services and other domestic agencies
with which AFSA cooperates. '

3. Reviews training publications prepared by the Serv-
ices on subjects within AFSA's cognizance in order to avoid
conflicts of interpretation and duplication of effort.

L. Prescribes the techniques and procedures employed
in erypto-systems and associated publications for use by the
maneuver enemy (AGGRESSOR) in maneuvers and training exercises.,

5. Supervises the standardization and coordination of
cryptologic terminology and nomenclature.

6, Directs and coordinates the historical activities of
AFSA and serves as curator of the AFSA Museum.

7. Operates the AFSA Technical Library. Supervises the
AFSA Library system,

8. Exercises staff supervision over the collection and
dissemination of technical information and documents, including
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“(b)(3)-P.L. 86-36

those dealing with foreiggq feCHﬁiAQes, equipment,
documents, organizations, and successes; studies the practical
uses that can be made of such information in the work of the Of-~

fices; and coordinates its incorporation in basic cryptologic
doctrine and training literature,

9. Exercises staff supervision over lectures and presenta-
tions given under the auspices of AFSA. Reviews and makes recom-—
mendations concerning release, for publication outside AFSA, of
drafts and manuscripts which pertain to AFSA's interests.

10. Chief of the Division is a member of the AFSA Technical
Committee.

11. Exercises staff supervigion over cryptologic Technical

Intelligence activities . and advises the Serv-
ice cryptologic organizsvromsom pervmernt matters within their
cognizance. ' :

12. Provides, as directed, members or obsergrs on panels
and working groups of departments and agencies.

(o) (1)
(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

32 Orig.



DOCID:

3061910

149

T °ON e3uey)

PFRSONNEL DIVISION ORGANIZATION

PERSONNEL DIVISION

AFSA MANUAL, O & F
SEERSC

SPECIAL PFRSONNEL
ACTIVITIES BRANCH

MILITARY PERSORNEL
BRANCH

CIVILIAN PERSONNEL
BRANCH

15 February 1952




DOCID:

3061910

AFSA MANUAL, O & F
SECRET

AFSA-15 - PERSONNEL DIVISION

A. Responsibilities

Responsible for the planning, coordination, and implementa-
tion pertaining to the procurement, classification, assignment,
administration, movement, and evacuation of AFSA military and
civilian personnel, and for exercising staff supervision thereof.

B. Functions

1. Prepares procurement schedules for the requisition of
military personnel from each of the Services.

- . 2. Receives, processes, and assigns incoming military per-
sonnel; maintains records of assignment, reassignment, and trans-
fer,

3. Assists the Services in the administration of AFSA mil-
itary personnel by complying with appropriate administrative
procedures required by each Service.

L, Performs all military personnel administrative functions
within AFSA which are of a joint nature.

5. Develops and coordinates plans in accordance with the
Reserve Programs of the Services, to insure the maximum use of
AFSA reservist civilian employees in the augmentation of AFSA
military personnel during the initial stages of mobilization.

6. Plans, develops, coordinates, and administers policies
and procedures for AFSA and ASA civilian personnel, in conform-
ance with rules, regulations, and orders of the United States
Civil Service Commission, the Department of Defense, and the
Department of the Army.

7. Coordinates and directs the recruitment, initial job
assignment, promotion, reassignment, job evaluation, separation,
discipline, and payment of AFSA and ASA civilian personnel, and
related processing programs.
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8. Analyzes, evaluates, establishes, and maintains grades
for civilian positions appropriate to the requirements of AFSA
and ASA in accordance with the Classification Act. Maintains
proper internal alignment of ungraded (Wage Board) jobs for AFSA
and ASA and participates in related Locality Wage Surveys. ‘

9. Provides; as directed, members or observers on panels
and working groups of departments and agencies.

10. Maintains master roster of officers and NCOs eligible
for duty as AFSA Duty Officers, Administrative Assistants to
the AFSA Duty Officers, and AFSA Security Watch Officers. Pre-
pares AFSA Military Personnel Duty Rosters from the master
rosters for distribution by the 23rd day of each month, and when
necessary, designates military personnel as emergency relief for
any of the above.
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AFSA-16 — SECURITY CONTROL DIVISION

A. Responsibilities

Responsible for the planning, coordination, and implemen-
tation pertaining to the security of military information within
AFSA, of AFSA areas, of personnel procedures, and for exer-
cising staff supervision thereof.

B. Functions

1. Reviews Personal History Statements of civilian ap-
plicants for employment with AFSA and on projects of interest
to AFSA; initiates requests to the appropriate investigating
agencies for security investigations of civilian personnel;
evaluates the results of these investigations; determines,
in accordance with established criteria, eligibility for ac-
.cess to classified information,; and conducts such indoctrina-

~tions and debriefings as required. '

2. Maintains and reviews records pertaining.to the
clearance status of AFSA military personnel .and initiates
requests to the Services for such security investigations as
may be required.

3. Maintains control over the common facilities and
measures required for the internal physical security of AFSA
areas.

L. Recommends policies concerning, and exercises staff
supervision over, the security of military information within
AFSA, except as otherwise assigned.

5. Provides, as directed, members or observers on panels
and working groups of departments and agencies.

6. Supervises the p rformance of duty of AFSA Security Watch
Officers and takes necessary action on reported security violations.
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AFS8A-17 - LOGISTICS DIVISION

A, Responsibilities

Responsible for the planning, coordination, and implementa-
tion pertaining to the procurement, storage, movement, distri-
bution, and maintenance of material; the coordination of acquisi-
tion, construction, modification, allocation, and maintenance of
facilities for the AFSA Headquarters; the supervision and coordi-
nation of the transportation requirements of AFSA Headquarters;
and for exercising staff supervision over logistics matters.

B. Functions

1. Obtains from AFSA-02 and AFSA-0O4 long-range estimated
quantity requirements for cryptolegic equipment under the cogni-
zance of AFSA;, and prepares the long-—-range AFSA procurement
program.

2, Makes surveys of commercial facilities and maintains
records thereof in order to locate sources capable of producing
AFSA equipment.,

3. Prepares for review and approval by the Munitions
Board the coordinated programs, including Industrial Mobiliza-
tion Planning, for the procurement of cryptologic equipments
under cognizance of AFSA. '

L. Informs the Services periodically, after obtaining
concurrence of the Offices, when specific equipments are avail-
able for procurement to include estimated costs.

5. Obtains from AFSA-02 and AFSA-0O4 the specifications
and drawings required for the production procurement of crypto-
logic equipment under the cognizance of AFSA.

6. Obtains from the Services and other government agencies
procurement orders, including the citation of funds. Represents
AFSA with all outside agencies in all matters pertaining to such
orders. Obtains concurrence of the Offices in connection with
the equipment and AFSA-OOF in connection with funds.
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7. Prepares purchase requests, initiates procurement and
monitors the production manufacture for cryptologic equipment
under the cognizance of AFSA.

8. Maintains liaison with the appropriate authorities and

performs logistic functions as reauired in connection with the
procurement of |

""" (b} (3)-P.T.. 86-36

9. Establishes and operates an AFSA Property Account to
include maintenance of complete stock control and accounting
records of equipment and supplies.

10. Coordinates all AFSA procurement matters.

11. Procures, receives, inspects, classifies, stores, is-
sues, inventories, packs, marks, and ships equipntent and sup-~
plies required by AFSA and ASA activities, registered crypto-
logic material excepted.

12, Furnishes cost information on items of supply used by
the various activities of AFSA for cost accounting purposes.

13. Maintains cost accounting records and prepares the
budget for the AFSA Staff.

14. Plans for and coordinates transportation requirements
of AFSA.

15. Plans for and coordinates the construction, allocation,
modification, and repair of public works facilities required by
AFSA.

16, Operates an office equipment repair facility and ar-
ranges for the maintenance and repair of unserviceable property
of AFSA and ASA.

17. Provides, as directed, members or observers on panels
and working groups of departments and agencies.
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AFSA-02 - OFFICE OF OPERATIONS

A. Responsibilities

Responsible for the production of communication intelligence.
from intercepted foreign communications, and for the control of
intercept facilities which are operationally directed by AFSA.

B. Organization

AFSA-02 Office of the Chief

AFSA-201 Administrative Group

AFSA-202 Planning and Management Group
AFSA-203 Laboratory Services Group
AFSA-20L " Plant Engineering Group
AFSA-205 Technical Liaison Group
AFSA-206 Technical Consultants Group
AFSA=-207 Intercept Control Group
AFSA-21  Traffic Division

AFSA-22 Machine Division

AFSA-23  General Processing Division
-AFSA-2/, Special Processing Division
AFSA-25 Publications and Documents Division

C. Functions

AFSA-02 - Office of the Chief

1. Ixercises control over the subordinate echelons of the
Office of Operations in the discharge of its assigned responsi-
bilities,

2. Advises and collaborates with all elements of AFSA as
required,

3. Exercises operational control over such Service COMINT
activities as may be allocated to the operational control of
AFSA.

4. Recommends to AFSA-03 COMINT requirements for research
and development.,
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5. Recommends to AFSA-0/ technical requirements for in-
corporation into COMSEC equipment.

6. Assigns priorities to the various tasks in the produc-
tion of COMINT.

7. Insures compliance with applicable security directives,
and establishes such additional  security safeguards as may be
necessary within the Office of Operations.

8. Provides technical support required by the Armed Forces
and other appropriate agencies in their COMINT activities.

9. Collects, from any source whatever, technical informa-
tion and document s|

10, Provides, as directed, members or observers on panels
and working groups of departments and agencies. i
(b)) (3)-P.L. 86-36
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AFSA-201 - Administrative Group

l. Formulates, coordinates, and supervisés the application
of all administrative and training programs; policies, regula-
tions, and procedures within the Office of Operations.

2. Coordinates specialized on-the-job training as required
for AFSA-O2 personnel., Coordinates the training within AFSA-02
of Service personnel attached to AFSA for COMINT training.

3. Prepares for submission to AFSA-15 specific job require-
ments for procurement of military and civilian personnel for
AFSA-02, and makes intra=-Office assignments.,

L. Translates bulk allotments of military and civilian
personnel into AFSA-02 Tables of Distribution.

5. Within the Office of Operations:

a, Maintains necessary records for control purposes and
coordinates preparation of reports.

b. Administers the allocation of space.

¢, Formulates, coordinates, and supervises intra-Office
supply procedures. Maintains appropriate records
and supply levels, and obtains supplies and equip-
ment as required.

d, Insures correct preparation of.correspondence
emanating from the Office of Operations.

e. Provides mail and central file service.
f. Coordinates historical activities.
g. Supervises internal security activities.,

h, Assists administrative activities of various agencies
maintaining offices within AFSA-02 space.
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AFSA-202 - Planning and Management Group

1. Advises on COMINT objectives for inclusion in, and as
required, supplies information on or prepares COMINT portions
of AFSA plans., '

2. Conducts technical planning for the Office of Opera-
tions.

3. Conducts or coordinates dperational planning for the
Office of Operations.

L. Prepares and maintains operational statistics and
graphs as required.

5. Recommends fiscal policies and budget objectives re-
quired for effective operation of the Office of Operations.
Prepares budget estimates and provides technical data neces-
sary to justify AFSA-02 requirements.

6. Adapts and administers all fiscal and cost accounting
systems within the Office of Operations.

7. Prepares for submission to appropriate Staff Divisions
consolidated requirements for equipment under the cognizance of
AFSA-02 in the form of a coordinated and comprehensive program.

8. Assists appropriate staff divisions in the processing
of procurement orders.

9. Recommends for peacetime stockpiling the types and
amounts of equipment and material over which the Office of
Operations has cognizance, '

10. Follows COMINT equipment research and development
programs.

11. Conducts management analysis activities within the
Office of Operations. Studies and develops methods and pro-
cedures for conducting effective operations and assists in
the implementation of programs for their accomplishment.
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AFSA-203 - Laboratory Services Group

1. Maintains laboratory facilities for the production,
development , and detection of secret inks and related means
of invisible or microscopic writing, and for the restoration
of charred or mutilated documents or other material.

2. Operates special photographic intercept coverage.

3. Operates photographic and related reproductibh
facilities.
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AFSA-20, - Plant Engineering Group

1. Prepares general engineering plans, requirements, and
equipment specifications for facilities of fixed intercept sta-
tions which have been or will be placed under operational con-
trol of AFSA.

2. Directs and coordinates the field testing of new types
of intercept equipment to determine its suitability for stand-
ardization and use in intercept activities.

3. Conducts the necessary planning and initiates statements
of military characteristics for types of operational equipment
for use in intercept stations under the operational control of
AFSA; or in other stations as requested by the various Services.

4. Coordinates with AFSA-207 and prepares recommendations
in matters affecting the selection of sites for fixed intercept

stations; and the necessary programs of training for fixed
intercept personnel.

5. Prepares or reviews all maintenance practices, doc-
trines, techniques, instructions, and indoctrination material
pertaining to intercept equipment used by stations under opera-
tional control of AFSA, or by other intercept stations as
requested by the Services. Disseminates to the Service crypto-
logic agencies technical information concerning 1ntercept
equipment and facilities.

6. Provides recommendations for and follows the conduct
of the intercept equipment research and development program of
AFSA. Prepares a comprehensive long-range program (including
priority of development and producticn) for each special in-
tercept equipment, from the time the requirement for a special

intercept equipment is expressed until the equipment is placed
in use.

7. Determines future capabilities of intercept stations
and disseminates this information to operating divisions for
operational planning.

8. Obtains from the Services, AFSA activities and other
government agencies their projected requirements for intercept

equipments and furnishes such information to appropriate AFSA
activities,

L9 Orig.
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9. Prepares and furnishes to AFSA-17 specifications and
drawings for the procurement of intercept equipment. Acts as
office of record.for all such specifications and drawings.

10. Recommends initiation of procurement and distribution
. of special intercept equipment.

11. Provides technical assisténce to AFSA-17 in connection
with the administration of contracts for intercept equipment.
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AFSA-205 — Technical Liaison Group

Performs technical liaison and exchange duties through
U.S. liaison personnel assigned to cooperating agencies.
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AFSA-206 - Technical Consultants Group

1. Makes recommendations on matters dealing with the
specialized activities for which it is responsible.

2., Anticipates new cryptologic developments and con-
ducts original research in cryptanalytic techniques, new
systems, and new devices from the viewpoint of COMINT interest.

3. Provides technical assistance and guidance on current
cryptanalytic problems. ‘

4. Collaborates as appropriate in the development and
use of cryptanalytic techniques and analytic machinery.

5. Maintains records of cryptanalytic research and tech-
niques. (b) (3)-P.T. 86-36

7. Collaborates and coordinates directly with the Analy-
" 8is and Evaluation Division of the Office of Communication
Security and the Communications Division as required on matters
of mutual concern and specifically on the adequacy and security
of AFSA communications. '
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AFSA-2] - Traffic Divaision

Responsible for the receapt, identification, reproduction,
distribution, and exchange of all intercept traffic received at
AFSA except as specifically provided elsewhere

)
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AFSA-22 - Machine Division

1. Determines the feasibility of applying analytical
machine processing equipment in the solution of cryptologic
and other problems, and advises on such application.

2. Develops appropriate methods for the use of analytical
machi ne processing equipment in the solution of cryptologic and
other problems.

3. Performs operations on analytical machine processing
equipment as required by AFSA activities, including services
in furtherance of the cryptanalytic and cryptographic mission
of AFSA, and prowides assistance in the preparation of admin-
istrative records,

4. Performs small-scale, immediately operational develop-
ment on and construction of analytic equipment used in con~
Junction wath tabulating and other machine operations employed
in the current production of COMINT.

5. Controls and performs maintenance of analytic egquip-
ment used in conjunction wath tabulating and other machine
operations.

6. Collaborates with other Divasions ain the considera-
tion and preparation of mllitary characteristics for equipment
which might become the operational responsibility of the
Machine Division, and makes recommendations concerning the
acceptability of such new equipment for operational use

7. Plans, prepares courses, and gives specialized on-
the=job tralning to AFSA-22 personnel and to Service personnel
attached for COMINT training, subject to the coordination of
AFSA-201.
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AFSA—Zj — General Processing Division

1. Perfdfms\j.dentification, solution, exploitation (in-
“. cluding translation), and traffic analysis of all foreign
“communications except ésnspecifically assigned elsewhere,

‘" 2. Gollaborates with AFSA-03 ; ' i
" cation of cryptanalytic methods to
| I

ransmissions which contain some privacy or secrecy

feature,| |1nclud1ng plain
language, for intelligence purposes.

3. Prepares technical reports on cryptanalysis and
traffic analysis act1v1t1es for inrormational and record
purposes.

L. Operates specifically developed equipment as directed.

5. Prepares special reports based upon the results of
cryptanalysis and traffic analysis research.

6. Plans, prepares courses, and gives specialized on-
the-job training to AFSA-23 personnel and to Service person-
nel attached for COMINT training, subject to the coordination
of AFSA-~201.
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AF3A-21, — Special Processing Division

: 1, Performs identif'-‘ica’.c..ioh‘,- solution, exploitation (in-
| cluding translation), and traffic analysis of all Task I
communications and all weather communications.

2. Collaborates with AFSA-C3, as required, in the appli-
cation of cryptanalytic methods to Task I |

[ |Transmissions which contain some vrivacy or
secrecy leature, including /
plain language, ior\lntelllgence purpocses., /

3. Prepares technical reports on cryptanaly51u and fraim
fic analysis activities- for informational and record wurposeg

L. Operates 5pe01allf developed equipment as dlrectea

5. Prepares opGCL&JlZ?d intelligence rpports based upon
the results of cryptanelysis and traffic ana 1y31s research

Provides techni d £ porting the operatmon

of

7. Plans, prepares courses, and élves specialiied cri—
the-job training to AFSA-2L personnel and Service personnel
attached for COMINT training, subject to the coord¢natlon cf

AFSA-201.
(b) (1)
(b} {3) =Bl BE-380 =P T B6-36
-50 USC 403
-18 USC 798
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AFSA-25 - Publications and Documents Division

1, Prepares, edits, and publishes in prescribed form the
information derived from processing intercepted traffic and
forwards that information to the consumer agencies as directed.

2. Maintains the AFSA Reference Service for the procure-
ment, storage, and distribution of general reference works,
periodicals, and books required for the performance of the
eryptanalytic mission.

3. Accumulates COMINT and collateral information and
undertakes special documentary research for the processing
Divisions. '

L. Records, accounts for, and distributes all classified
documents (except interim and status reports) related to the
processing activities of the Office of Operations.

5. Provides collateral information footnotes to the pub-
lished intelligence derived from decryption and translation.

6, Prepares studies and reports based on all available
pertinent information for the use of the processing Divisions

and, upon request, of recipients of published AFSA products
as required.
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AFSA-26 ~ Task I Plain Text Division

1. Studies and evaluates Task I| |plain
text traffic, produces specialized intelligence information con-
cerning Task I economic| |orgamlzatlons and capabili-
ties, and studies on armed forces (kear Area) as dlrected

2. Compiles and disseminates technlcal 1nformation to guide
the Task I olain text scanning operatlons w1th1n AFSA
and at intercept stations.

3. Prepares Plain Language Analysis Heports based on the
study of Task I plain language communlcatiOnsa% i

0 USC 403
8 USC 798
.L. 86-36

o O,

b6c Change No. 1
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AFSA=27 = Weather Exploitation Division

1. Identifies, solves, exploits (including translation r-
forms traffic analysis, and disseminates all]

oreign weather communications.

2, Prepares technical reports on foreign] |

PUrpUSESS ) (3)-P.L. 86-36

3. Provid
control of the

L., Prepares specialized intelligence reoof%ésbased/&bon the
results of weather | “|research.

5. Provides special intelb

the analysis of weather traffic

6. Conducts specialized on-the-job traiﬁing as required.
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AFSA-28 - Intercept Division

1. Directs intercept activities and associated operations of
facilities under AFSA operational control, for the purpose of ob-

taining foreign traffic. Coordinates Service intercept activities
and those of AFSA.

2. Makes recommendations on matters affecting the selection
of sites for fixed intercept stations and the necessary programs
of training for fixed intercept personnel.

3.. Cooperates with the Services in the selection of sites
for mobile intercept facilities.

L,. Prepares general engineering plans, requirements, and
equipment specifications for facilities of fixed intercept sta-
tions which have been or will be placed under the Operatlonal
control of AFSA.

5. Directs and coordinates the field testing of new types
of intercept equipment to determine their suitability for stand-
ardization and use in intercept activities.

6. Conducts the necessary planning and initiates statements
of military characteristics for types of operational equipment
for use by intercept stations under operational control of AFSA,
or in other stations as requested by the various Services.

7. Prepares and reviews all maintenance practices, doctrines,
techniques, instructions, and indoctrination material pertaining to
intercept equipment used by stations under operational control of
AFSA, or by other intercept stations as requested by the Services.

. 8. Disseminates to the Service Cryptologic Organizations
technical information concerning intercept equipment and facilities.

9. Provides recommendations for and follows the conduct of
the intercept equipment research and development program of AFSA.
Prepares a comprehensive long-range program (including priority
of development and production) for each special intercept equip-
ment, from the time thi requirement for a special intercept
equipment is expressed until the equipment is placed in use.

66k Change No. 1
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10, Determines future capabilities of intercept stations and
disseminates this information to operating divisions for opera-
tional planning.

11. Obtains from the Services, AFSA activities, and other
government Agencies their projected requirements for intercept
equipments and furnishes such information to appropriate AFSA ac-
tivities,

12, Prepares and furnishes to the Logistics Division speci-
fications and drawings for the procurement of intercept equipment.
Acts as office of record for all such specifications and drawings.

13. Recommends initiation of procurement and distribution of
special intercept equipment.

14. Provides technical assistance to the Logissics Division
in connection with the administration of contracts for intercept
equipments.

661 . Change No. 1
15 February 1952
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AFSA-03 - OFFICE OF RESEARCH AND DEVELOPMENT

A, Reéponsibilities

Responsible for the implementation of the approved program
for research and development of cryptologic equipment under the
cognizance of AFSA.

B, Organization

AFSA-03 Office of the Chief
AFSA-301 Administrative Group
AFSA-302 ° Planning and Management Group
AFSA-31 Commnication Security Equipment Division
AFSA-32 Model Engineering Division
AFSA-33 Intercept Equipment Division
AFSA-34 Crypto-Mathematical Division
AFSA-35 Crypto-Machine Division
C. Functions

AFSA-03 Office of the Chief

1. Exercises control over the subordinate echelons of the
Office of Research and Development in the discharge of its as-
signed responsibilities,

2. Advises and collaborates with all elements of AFSA as
required,

3. Insures provision of such technical support as is re-
quired of AFSA by the Armed Forces and appropriate government
agencies in thelr conduct of research and development activities,

L. Exercises operational control over such Service research
and development activities as may be allocated to the operational
control of AFSA.
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5, Provides technical training for personnel assigned
to new equipment introductory detachments when required.

Wik gen "
‘l L
6. Insures compliance with applicable security directives,
and establishes such additional security safeguards as may be
necessary5-wi$hin the Office of, Reqearch and Developmenta

T 7'3 S YTy ‘L,\

¢ Cﬁief of Office is the permanent chairman of AFSAT.

AR

- u 3,ﬁen;.ﬁors AFSA Reseerch and Development contrac-’qsP b

VL i ANTY

9. “Coordiﬁa&es the research activities of AFSA conducted
at statiegq-e$her then AHS and NAVSEGSTA, ... . . ' =

10. M rovides, as directed, members, or(ohservers on-panels
and working groupg of departments and agencleso
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AFSA-301 - Administrative Group

1l. Formulates, coordinates, and supervises the appli-
cation of all administrative and training programs, policies,
regulations, and procedures within AFSA-03,

2. GCoordinates specialized on-the-job training as re-
quired for AFSA-03 personnel. Coordinates the training within-
AFSA-03 of service personnel attached to AFSA for Research and
Development training,

3. Prepares for submission to AFSA-15 the specific job
requirements for procurement of AFSA-03 military and civilian
personnel and makes intra-Office assignments,

L. Translates bulk allotment of military and civilian
personnel into an AFSA-03 Table of Distribution,

5. Supervises internal security activities of AFSA-03.

6. - Administers the allocation of space within AFSA-03,

7. Coordinates and supervises the training of clerical
personnel as required to insure the correct preparation of

correspondence by AFSA-03,

8. Maintains and operates Top Secret Control, mail, and
central file service to AFSA-03.

9. Receives, processes, and distributes incoming cor-
respondence and maintalns follow-up on correspondence require
ing action.-

10, Maintains a Publication Unit for the reproduction,
storing, accounting, and distribution of recurring reports
and other documents prepared by AFSA-03.

11, Provides the Secretariat for the AFSA Technical
Committes.

12. Collects, compiles, and disseminates technical in-
formation related to research and development activities of
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other governmental and commercial agencies as well as that
pertaining to the research and development of all cryptologic
equipments, : ‘

bara.13, Executes the current fiscal year funding pregram for
AFSA-03.

para. 1l4. Maintains the accounts necessary to ensure a balance
between the requirements of and the funds available for the
AFSA-03 funding program. -

para, 15. Operates all fiscal, auditing, and cost accounting
systems within AFSA-03,

16. Recommends stock levels, maintains appropriate rec-
ords, and expedites the procurement of supplies and equipment
for AFSA-03,

17. Prepares for submission to appropriate Staff Div-
isions consolidated requirements for equipment required by
AFSA-03 in the form of a coordinated and comprehensive program.

18, Recommends for peacetime stock-piling the types and

amounits of equipment and material over which AFSA-03 has cog-
nizance, :
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AFSA-302 ~ Plans and Management Group

1. Advises on research and development objectives for in-
clusion in AFSA plans, and, as required, supplies information on,
or prepares, research and development portions thereof.

2. Conducts technical planning for AFSA-03.
3. Conducts or coordinates operational planning for AFSA-O3.

4., Recommends fiscal policies and budget objectives re-
quired for effective operation of AFSA-03. Prepares budget esti-
mates and provides technical data necessary to justify AFSA-03
requirements. Prepares the initial AFSA-03 funding program for
the current fiscal year.

5. Prepares recommendations for the re-allocation of Re-
search and Development funds and for the procurement of additional
funds as required.

6. Conducts management analysis activities within AFSA-03.
Studies and develops methods and procedures for improving the
effectiveness of operations, and supervises the implementation
of the management improvement program.

7. Develops and administers the AFSA-O3 contracting program.

8. Supervises the administrative aspects of the monitoring
of AFSA-03 contracts.

9. Provides legal counsel to AFSA-03.

10. Coordinates the preparation of Military Specifications
and Purchase Descriptions for research and development contracts.
Acts as the office of record for these documents.

11. Formulates policies for and supervises the operation
of the intra-Office Reports and Forms control program. Acts as
office of record for Distribution Lists for all recurring re-
ports prepared by AFSA-03.
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12. Coordinates the preparation of the monthly, guarterly,
semi-annual, and annual Technical Progress Reports. Prepares
Technical Summary Progress Reports.

13, Coordinates historical activities within AFSA=03.
14. Processes patents covering inventions of AFSA personnel.

15, Evaluates and makes recommendations for the control of
patents affecting cryptologic equipment and processes.

16, Makes recommendations for patent clauses to be incorp-
orated in AFSA contracts,

17. Supervises the patent aspects of the monitoring of AFSA
contracts.,

18, Executes the current fiscal year funding program for
AFSA-03,

19. Maintains the accounts necessary to ensure a balance
between the regnirements of and the funds available for the

"AFSA-03 funding pregram.

20. Operates all fiscal, auditing, and cost accounting sys-
tems within AFSA-03.
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AFSA-31 - Communication Security Equipment Division

1. Designs and develops COMSEC equipment to meet the re-
quirements of the Armed Forces, coordinating with other organi-
zations as required.

2. Designs and develops equipment for the derivation of
intelligence from intercepted ciphony, cifax, and civision
transmission. o

3. Devises new cryptologic principles or improves exist-
ing cryptologic principles applicable to ciphony, cifax, and
civision equipments and such other types of transmission equip-
ments as may be required.

L. Conducts applied research on new or improved engi-
neering principles, techniques, and materials, related to the
functions stated in paragraphs 1, 2, and 3 above.

5. Bxercises technical control of AFSA research and de-
velopment tasks undertaken by commercial and other governmental
agencies in connection with the above.
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AFSA-32 - Model Engineering Division

1. Provides model and tool shop and finishing facilities
for the research and development operations of AFSA,

2, Provides machine design, tool design, material testing,
and drafting facilities, as well as mechanical engineering con-
sultation, for the Office of Research and Development.

3. Provides such other services and facilities as
specifically directed,
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AFSA-33 - Intercept Equipment Division

1. Designs, develops, and constructs equipment of peculiar

interest to AFSA for the detection, identification, source loca-
! tion, interception, and recording of all types of signal com-

munications, and equipment to facilitate the initial processing
of raw traffic. Develops methods and procedures for analyzing
and classifying the characteristics of communications systems.,
Upon specific request from the using agencies, designs, develops,
and copnstructs equipment for direction finding operations.

2, Designs, develops, and constructs special equipment of
peculiar interes} to AFSA for controlling intercept; direction
finding, and identification operations, and for use in handling
intercept traffic, . (b) (3)-P.L. 86-36

3. Provides technical consultation services and conducts

studies|

systems,

Lo Conducts applied research related to the missions
stated in paragraphs 1, 2, and 3 above,

5+ Exercises technical control of AFSA research and dé¥

velopment tasks undertaken by commercial and other governmental
agencies in connection with the above. ¢
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AFSA-34 - Crypto-Mathematacal Divasion

L. Studies methods and techniques of cryptanalysis, in-
cluding the review and improvement of those now 1n use; and
the investigation of proposed methods,

2, Conducts mathematical and statastical studies of cryp-
tology, and maintains files of such studies,

3. Conducts original research in cryptanalytic techniques,
and in the solution of new systems and devices.

4. Collaborates and coordinates with AFSA=-02 and AFSA-OL
in eryptologlc research.

5. Devises new cryptologlc principles or improves exist-
ing principles applicable to the cryptologic components of
équipment for security of all types of U.S. Armed Forces com-
minications,.

6., Exercises technical control of AFSA research and de-

velopment tasks undertsken by commercial and other government
agencies in connection with the above.
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7 b) (?)—P.L. 86-36

 AFSA-35 - Crypto-Machines Division

1, Designs and develops|

pééhlnes for the purpose of

asslisting the derivatlon of intelligemce, particularly from in-
tercept and literal communications.

2, Conducts applied research on new or improved principles,
techniques, and material related to the mission stated in para-
graph 1.

3. Provides technical supervision of AFSA research and
development tasks undertaken by commercial and other government
agencies in connection with the above.

4. Performs research on operating procedures, establishes
new procedures when required, and develops applications of ex~
isting or newly devised machines and machine methods to crypto—
logic problems.

5¢ Operates analytical machines whose status is such thdt
research and experimentation is required.

4. Performs research on maintenance procedures of analytic
machines and maintains the machines described in paragraph 5
above, as appropriate.
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AFSA-O4 ~ QFFICE OF COMMUNICATION SECURITY

A, Hesponsibilities

Responsible for the performance of all COMSEC functions
under the cognizance of AFSA.

B. Qrganization

AF3A-04 Office of the Chief

AFSA=4LOL Administrative Group

AFSA=402 Planning and Management Group
AFSA-L1 Analysis and Evaluation Division
AF¥SA-42 Crypto=Engineering Division
AFSA=-43 . Crypto-aids Division

C. Functions

AFSA=-04 = Office of the Chief

1. Exercises control over the subordinate echelons of the
Office of Communication Security in the discharge of its as-
signed responsibilities,

20 Advisés and collaborates with all elements of AFSA as
required.

3. Insures provision of such technical support as is re-
quired of AFSA by the Armed Forces and appropriate government
agencies in their conduct of COMSEC activities,

L, Exercises operational control over such Service COMSEC

activities as may be allocated to the operational control of
AF3SA.

5. Insures compliance with applicable security directives;
and establishes such additional security safeguards, as may be
necessary, within the Office of Communication Security.

6, Chief of Office is a member of AFSAT.

83 Orige
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(AFSA-OL, cont.)
7. Provides technical support to Combined and NATO COMSEC

activities as directed,

8. Provides, as directed; members or observers on panels
and working groups of departments and agencies,
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AFSA-,01 = Administrative Group

1, Coordinates and supervises the application of all
administrative and training policies; regulations; and pro-
cedures within the Office of Communication Security.

2. Coordinates specialized on-the=job training as required
for AFSA-QL personnel. Coordinates the training within AFSA-O4
of Service personnel attached to AFSA for COMSEC training.

3. Prepares for submission to AFSA-15 specific job re-
quirements .for procurement of AFSA-04 military and civilian
personnel; and makes intra-Office assignments.

L. Translates bulk allotments of military and eivilian
personnel into AFSA-O4 Tables of Distribution.

5 Supervises internal security activities of AFSA-04.,
6. Within Office of Communication Security:

a, Administers intra-0ffice supply procedure,

b. Insures correct preparation of correspondence.

¢, Provides mail and central file service.

d. Coordinates historical activities.
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AFSA-402 = Planning and Management Group

1. Advises on COMSEC objectives for inclusion in AFSA
plans and, as required, supplies information on or prepares
COMSEC portions of these plans,

2., Conducts technical planning for AFSA-OL.
3. Conducts or coordinates operational planning for AFSA-OL,

L. Recommends fiscal policies and budget objectives re=
quired for effective operation of AFSA-O4. Prepares budget esti-
mates and provides technical data necessary to justify AFSA=04
requirements,

5. Adapts and administers all fiscal and cost accounting
systems used within AFSA-04,

6., Prepares and maintains operational and producticn re-
ports and statistics covering all AFSA-O4 operations,

7. Recommends for stockpiling the types and amounts of
equipment and material over which AFSA-O4 has cognizance,

8. Compubtes and disseminates information concerning over—=
all work load to AFSA=-04 divisions for use in estimating needs
and capabilities.

9. Determines; in coordination with each Service and
AFSA-0L operating Divisions, characteristics and organization
(cryptonets, cryptochannels) of cryptosystems which will be
brought into use by the introduction of new crypto-equipment.
Recommends programs for phased introduction of systems in-
volving new crypto-equipments.

10, Maintains a continuous survey in the field of com-
munications equipment, both civil, and military, in order to
keep abreast of developments in this field,

11. Provides recommendations for, and follows the con-
duct of, the COMSEC equipment research and development program

of AFSA. Prepares a comprehensive; long-range program (in=
cluding priority of development and production) for each COMSEC

a7 Orig.
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equipment , from the time the requirement for a crypto-equipment
is first expressed until the equipment is placed into use,

12, Makes recommendations concerning the establishment,
for units of the Armed Forces, of a basis of issue for items
of crypto-equipment for which provision is not made in standard
distribution lists.

13, Performs special planning relating to, and, as directed,
conducts liaison connected with, the provision of Combined U.K./
U.S. and NATO COMSEC materials and operations, with particular
emphasis on organization, supply, and use of these materials,

14. Coordinates recommendations concerning the preparation
of technical training programs and training standards for COMSEC
personnel -of the Armed Forces.,

15. Conducts management analysis activities within AFSA=04.
Studies and develops methods and procedures for conducting opera-
tions, and assists in the implementation of programs for their
accomplishment,

16, Obtains from the Services, AFSA activities, and other
government agencies their projected requirements for crypto-

equipments and furnishes such information to appropriate AFSA
‘activities.

17. Prepares and furnishes to AFSA=17 specifications and
drawings for the procurement of COMSEC equipment. Acts as office
of record for such specifications and drawings,

18, Recommends initiation of procurement and distribution
of COMSEC equipment.

19, Provides technical assistance to AFSA=17 in connection
with the administration of contracts for crypto-equipment.
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AFSA=Ll - Analysis and Evaluation Division

1. Engages in those phases of COMSEC related to the pro-
o vision and method of uss of sound cryptosystems, and the
. physical security policy related thereto.

1\\\26 Provides security and procedural evaluation of all
existing and proposed cryptosystems and COMSEC mechanismsand
devices,| |

3. Conducts programs of examination, for violations of
cryptosecurity, -of encrypted traffic of the Armed Forces,

4. Arranges through the Services for obtaining traffic
volume repcris, and prepares studies based on them,

56 Recomménds, prepares, and reviews policy, doctrine,
techniques, procedures, instructions, and indoctrination
material pertaining to cryptosecurity, physical security of

cryptomaterial, transmission security,

6. Supervises implementation”bf established policies
designed to protect military communications against crypt-
analysis, (b)) (3)-P.L. 86-36

7. Devises crypto-operating procedures which will provide
maximum cryptosecurity compatible with operational requirements.

8, Recommends precedures for the Armed Forces which will
govern the reporting of violations and possible compromises
of cryptomaterial, determines and declares all compromises of
cryptomaterial;, initiates remedial action through appropriate
channels, and maintains appropriate records in connection there-
withe

9. Hecommends special cryptosystems for non-military
agencies as directed;, and assists in the formulation of COMSEC
policies and procedures for such agencies,
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10. Undertakes intelligence evaluation as necessary to in-
sure proper evaluation of security of U,S. communications in the
light of foreign communications analysis potential, and known
foreign COMINT activity.

- 11, Bngages in those phases of COMSEC related to the pro-
tection of military communications against all forms of inter-
ception and traffic analysis.

12. Reviews communication operating procedures and recom-
mends steps to insure conformance with transmission security
requirements.

13. Maintains records and information concerning disposi-
tion and availability of security monitoring facilities of the
Services.

14, Initiates requests to the Services for performance of
special security monitoring missions.

15. Controls such surveillance activities of the Armed
Forces as are placed under the operational control of AFSA.

16, Performs analysis of U.S. military communications
for transmission security and for cover and deception purposes.

17. Reviews plans prepared by other organizations in the
field of communications cover and deception. Provides such
technical ‘advice in communications cover and deception as may
be required. Provides, as required, special training and in-
struction to personnel engaged in communications deception ac-
tivities. Exercises technical control of the cryptographic
aspects of cover and.deception plans.

18. Advises other AFSA elements on matters pertaining to

cryptologic countermeasures which are under the cognizance of
AFSA.

19. Maintains surveillance of AFSA communications for the
purpose of insuring maintenance of maximum security. Devises
procedures to insure security of AFSA communications.

20. Maintains liaison with Service cryptologic agencies,
other U.S, covernment and civil organizations
las-directed. ..
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21. Coordinates and collaborates directly with the Technical
Consultants Group of the Office of Operations and the Communications
Division as required on matters of mutual concern and specifically
on the adequacy and security of AFSA communications.
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AFSA=-4L2 -~ Crypto-Engineering Division

1. Provides engineering services as required in connection
with crypto-equipment issued by AFSA.

2, Manufactures or modifies crypto-equipment as directed,
In this connection, designs and develops modifications of exist-
ing crypto-equipment as may be required,

3. Prepares all maintenance instructions and changes there-
to for all cryptomechanisms under the cognizance of AFSA.

4. Provides maintenance of government-owned teletypewriter
and crypto-equipment utilized by AFSA.

5. Produces cryptographic tapes and special keying material
for issue by AFSA.

6. Processes all crypto-equipment marked for long-term

storage,

7. Performs life expectancy and equipment failure tests
on crypto-equipment issued by AFSA.

8. Designs, develops; and produces special test and pro-
duction devices, tools, and equipment for use by this Divisien
and the crypto-maintenance elements of the Armed Forces,

9. -Manufactures parts and components as required for
crypto-equipments,

10, Obtains, stocks, and issues parts required for field
maintenance.

11, Maintains a complete file of manufacturing drawings
of all crypto—-equipment issued by AFSA,
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AFSA-,3 - Crypto-aids Division

1. Directs the preparation; bulk allocation; distributicn,
and accounting of COMSEC material for which AFSA is responsible,
for use by the Armed Forces, other U.S. governmental agencies,
and certain allied governmentis.

2. Schedules the preparation and production of crypto-
graphic material for the Armed Forces including changes and
corrections thereto, in sufficient quantity and sufficiently in
advance of their effective dates to assure the availability of
required cryptomaterial.

3. Implements those portions of the cryptographic plan
for the Armed Forces which relate to the establishment of crypto-
graphic channels, allowances, and the assignment of crypto-
material to classes and areas,

L Assigﬁs nomenclature to Armed Forces eryptographic
systems, documents, machines, and related material. Maintains
appropriate records in connsction therewith.

5« Recelves, reviews, and processes requests for current
cryptomaterial for use by the Armed Forces and non-military
agencies., Prepares letters of promulgation concerning their
production, distribution, and use,

6. Coordinates, plans; and schedules current requirements
for cryptomaterial for non-military agencies. Determines cost
of such material, and prepares the necessary fiscal and shipping
documents in connection therewith,

7. Coordinates the format for cryptographic documents,

8. Recommends policies for the Armed Forces pertaining
to distribution and accounting of registered cryptomaterial,

9. Makes necessary arrangements for receipt and dis-
patch of cryptomaterial by the Army-Air Force Courier Services,

Post Office Department, Railway Express, and certain allied
governmental courier services,

10, Maintains a library of all registered cryptodocuments.
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1l. Produces cryptologic publications for the Armed Forces
and certain non-military agencies, including changes and cor-
rections thereto, - '

12, Establishes and directs the techniques and procedures
utilized in the reproduction of cryptographic material.

13. Operates specialized devices, with IBM equipment, used
in the preparation, processing and production of ecryptomaterial.

14, Operates equipment used in the reproduction of crypto-
logic materials for all elements of AFSA.

15, Provides technical data concerning the establishment,
operation, and logistic support of field cryptographic repro-
duction plants under the operational control of AFSA.

16. Determines technical requirements for equipment needed
to meet productiorr loads and recommends initiation of procure-
ment action to obtain the necessary production equipment, materi
and supplies required for the production of printed cryptomateri

al,
al

by AFSA and the field cryptographic reproduction plants under AFSA

operational control,.
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AFSA-05 - AFSA SCHOOL

A, Résponsibilities

Responsible for training military and civilién personnel
in specialties needed by AFSA, except as otherwise assigned,

B. TFunctions
i. Formulates schedules and programs of instruction.

2. Maintains necessary scholastic records and issues
certificates as required,

3. Determines special aptitudes and abilities as a guide
to the assignment of students on the completion of training.
Makes reports to AFSA-15 concerning the qualifications of
personnel completing the prescribed course of training. .
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AFSA FIELD

A. Responsibilities

Responsible for the production of weather information from
intercepted foreign communications. Operational control is ex-

ercised by the Director through the Chief of the Office of Opera-
tions,

B. Functions

1. |

and translate’

the results into recognizable form for use by authorized re- '
cipients, ? /

2. Translatd J
into

rorms useable by authorized recipients,

3. Convert |
and other media INtO invelligible form 1or rec1p1entso

4. Ascertain the value, from the standp01nt of local
consumer needs, of information carried on various radio c1rcults
which are under their serutiny, and keep DIRAFSA 1nfonmed of
consumer needs. §NM<3>P L. 86-36

5. | khe weather
traffic passed on circuiis under their scrutlny. T

6. Isolate and make preliminary analysis of new weather
gystems of target countries, /

7. Organize and maintain files and 1nd1ces of; 1nformatlon
used in and resulting from the operations listed a"ves suitable
for immediate use or expansion.

8, Cooperate with the general traffic analysis sections
of the stations at which located,
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9. Provide technical support for Serv1ce field weather
activities as directed by AFSA, 4

10, Dieseminate[:::::;:::]weather reports to authorized
consumers in time for operational use, ;

11, Provide to AFSA-O2 necessary bontrol in-
formation and statistics,

12, Pass

6 the

traiiic analysis seciions of the stations at which Jpcated,f

for their use,

13. Maintain working-level liaison with other CdMINTi
and weather activities as authorized by the Director, 1n accord—
ance with USCIB and AFSAC policies.

(b) (3)
(b) (1)
(b) (3)-50 USC 403
(b) (3)

-18 USC 798
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AFSA FIELD ACTIVITY

A. Besponsibilities

. Responsible in thél |for assisting the Director
. “in discharging his responsibilities for coordinating individual
" Service cryptologic activities and those of AFSA, and for the pro-
" vision of technical support to the Services in their conduct of
cryptologic activities.

B, Functions

lp Coordlnates the individual Service cryptologic activities
and those of AFSA as necessary to insure the optimum degree of mu-
tual support consistent with the effective conduct of such activi-
ties, and rOV131on of technical support to Service cryptologic
activities _]Such coordination envisages the pro-
vision of a351stance, advice, and recommendations to appropriate
elements concerning the utilization of intercept and processing
resources, the mutual support of field activities, and the inter-
change of personnel, equipment, techniques, and technical in-
formation, with the objective of minimizing duplication of effort
and providlng a compatible meeting ground for joint problems re-
quiring soclution. (v)(3;-5. L. 86-36

2., Assists in and, as necessary, conducts'

3. Assists in and, as hécessary, conducts examination of

Iand insures: thatl |
L are Torwarded ©O The

DiTector in accordance With exlsting joint policies.

L. Provides an- advance technical base to which AFSA task
groups can be. assigned for special cryptologic operations as may
be required when such operations are beyond the capabilities of

_-the individual Service cryptologic units and when such operations
will more effectively support U.S. forces| |than if
the operations are conducted at AFSA Headquarters.

101 Change No. 1
15 February 1952



DOCID: 3061910

SECRET

DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY
Washington 25, D.C.

15 February 1952

“SECHET — SECURTTY—FNFORMATEON

CHANGE NO. 1 TO AFSA MANUAL, ORGANIZATION AND FUNCTIONS, DATED
14 DECEMBER 1951 '

1. The original pages v, ix, x, xi, 15, 19, 23, 25, 33, 34,
L9, 50, 51, 53, 55, 71, and 72 will be detached and destroyed by
burning.

2. The attached replacement pages v, ix, x, xi, 15, 19, 22c,
22d, 23, 33, 34, 53, Tl, 72, and additional pages vi, lba, 22a,
- 26a, 28a, 30a, 32a, 3Lka, 3ba, 4Oa, 40c, 56a, 58a, 60a, 62a, b4a,
S bba, bbec, bbe, bbg, 661, 66k, 661, 66m, bbo, 82a, 90a, 9ha and 101
will be inserted.

3. The following pen and ink changes will be made:

~a. The title, "Plans and Policies Division" on page 27 will
v be changed to read "Plans and Policy Division",

b. Add the following paragraph to page 35 (Security Control
L Division):

6. Supervises the performance of duty of AFSA
Security Watch Officers and takes necessary
action on reported security violations.

¢. Paragraphs 13, 14, and 15 on page 70 will be deleted.

d "AFSA Field Activities" will be added under "AFSA Field
S on page 97.

~ 4. A record of these changes will be made on page vii.

5. This page will be inserted in front of page i as a per-

manent record of this change.
GEO. E. %»IPBELL

Colonel, AGC
Ad jutant General

FOR THE DIRECTOR:

DISTRIBUTION
As indicated in basis
manual



