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Executive Order 12065 June 28.1978 
~. • • , :J• "..t L a I 

National Security lnformot101t 
' 

• Bv'1he authonty vested m me as President by the Constitution and la\\·S of 
-- the United States of America, m ordeF- to balance the pubhc's interest',m 
,_ - access to Government infonnat1on Mth the need to protect certam nauonal 

securit\. information from disclosure, It 1s hereby ordered as follo"'s 
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THE PRESIDENT 

... "I~-

J • • 

SECTION i, ORIGINAL CLASSIFICATION ~ - • •.;-
.. ~~-1r- --..... ,~.,. .. t.. -..1 ...... ~- -,- "'\ 

1-1. Cla.ssif"u:alion Designation ~ i"'· ·~· .~ --

J--101'-'Except as provided m the Atomic Energy Act of 1954. as amend­
ed. this Order provides the only basis for class1f;mg mformauon Information 
may be classified m one ,of the three designations listed below If there 1s 
reasonable doubt which designation is appropriate. or whether the mformat1on 
should be classified at all. the less restncti~e des1gnat1on should be used. or 

.. ~ .. .,...C ... 't "" -

the- information 1;hould not be classified ' -. -~ -
1-102.-·'TDp Secret·~ shall be applied only to mformat1on. the unauthor­

ized disclos'Ure of which reasonaQly- could be ell..pected to cause exceptionally 
grave damage to the national secunty -

1-103 __ .. Secret .. shall be applied only to mformation. the unauthonzed , 
d1sclosure~?.ft.~!11ch rea_sonablf ~ould be_ expec~~ t!:> <:_a.use s_enous damage_ 10_ ....... _ ' , ~ 

• ;; !he,..!laUO~,_Je_s:unty • .!-::-,:::.=,. ... ~-..1, :!--..,_, - l --..._-:?. ;-;::;,.r-.:..';.{_'- , _ ~..,:.·-~ '.:" ~; ..::!' ~- :-~· '.-=· 
• r ;r- • .;::;":'~ 1_::!0.~_;·ctonfidential'.: shall_ ~e applied to_ information. the unauthonzed .. ;:- 1 ,. _ .. __ ;. ~' 

'> ~, _ ~disclosure of which reasonably could be expected to cause 1dent1fiable damage , ' · • ~ -... ~- .. - :;;_";',.~ 
.-.-~i°'; •- «._th ., ""'"~ ..- ... -.'°\otU- ~~'---f,_... ... r,. - .... ;~.r..,. .... , 1 1..,i.J/a) ro- 'P" ,;!. <.,. ---- ~;s.f.c. 

- ~. ·!~ _to e rat:Ion secunty. • ~-- -~ - - _ _ _ ~- . __ • ::t-.. 

J .. Ye'"" --.. '\-....-~ ' .. -- ... -- .;II(:-• .... .1.. - _ ......... 4.. 1. .,"'--'·~-~ 
f - l-2. Clas~ation Authonly;_ :- ~~ ... !'~., __ "' . • .,J.-.;;... - ,.,.. ... - ~.: .::., • ...,... .. --•• ~ -'-~ 

: ~- - :·-. ~ :4' .:.. ~... ...._ "~ ,:..V..!:. ..... - ;~~~j"";.f-;;"1'-~'"J-~ ~:: .. ., -- - ~ -~-=- -c. }-.... .... - ... T--rl? ~ .. - t , -.. - ; .,,.... ~~ ;_-'~~ 

-
' ~f "'.':.~:.-~-~ :..-~-:;{"~1-201.!'.,.T(>h_, Secret.-; AuthO"nty~ for_ o'Tim~al cl·assJ..ficat1_on of mformation as ""!....-. ·~ .,.."!?..:: 

- ..... -= ,.::~ ~.. -.t.,.~::,.."'"-v .. .. ... 0.. .! -:.:~ ...)'~ 
_ .,, ~,.-_~£Ir .:::_.Top ~ecre!:.T.W-b~-e':e!!lse?- 2nly by the Pres1deJ!l,., !?Y ... sue~ offic1aj.s-~ the.,_ ;.. . _ ·'- ;.:~;'~ ,. .. 
-,f ~i_:').;~4i~~¥!_;sid~n~!Y~es1gna~~}!,.. pubhcauon in __ t~e ,FEDERAI;.,, R~1sna,. by _!he- ___ -~ _ ~ -~ ... ~~ • ;_ir 

- ·.,r~~--·"?"--;,..;~.agency heads.listed below, and by officials to whom such :authontv 1s delegat~_- l lt.'S' • • _ --- .... -.... r...... ~ - - > "',_ .... ,_ ""-. - ,,,. ~ - ~,,.. H: 
-~ • • - ~ ed ih accordance with Secuon 1-204. ~-- .. ~: :.:1:;;:~:-~ •. ~=""'-" ,. ·9!:·...C ... -- .._, "'= L ., :i i ~ ~ - : -r,.....-,,. ... -.... ( ..... -- _,.., ~ ~·~--r·---., J ...., • ~ ,... • ...,.. 

"'c:~ ... :::. ~;";}.. .... ;;,..-S-r:--t..,._ -c"rs~t ... ,. -t:-..:t :.--:.....,.r; ~ ........ :.,..,_:!..t"r6'~P-""--~-<~=u=t.::- .... ~ .. '..,'t"""'· \ ..... --- ... ~ .. J-'5.....!..:~ 
~ _ •• !~¢;i~L1le ecre_ary o.. a e '-:...::.-.--. :;-_,__ ~-~ ... .,..:fr,:t;1--.. ~ ..... ,-.. -,i..~ • • .. ~l:"'"t.;J -~-. • ,,. ~.., • 

... " r ...,.-~ -. th ,;. - - ... -,r- .... _ ... • ' -" ... .... .....,z. "' ' ..._ .. ~ ... 
::· -t ::- _ :~~:.JfThe-Sec.retary of e._Treasury --- , -2> _ ---~::__ .,,.. • .. ::~::..._s .. -~,- -0-~ 61 _;A;/.... .I -

.... ~ "' ... 1,T - -- I) ...... ... .... - .... , .,-..I",,.. -- .. -..i.-~l.,v· " - ... _,~ 
:.,:;_, -..;. _ •• ~:f..;- The Secretary of efe~se. _..-~ _ .... _..., ,.;- ? - - :n. : ... --.•,: ' \}"' V >i-=~~ 
-~. -- .--~- -~ ... ~}'~-Ll,TheSea:,e~ofthe~y.,._=-<-- ,,_ ,..,, - ....... ,. _ ;_ > -!--' "1~- _ ..,. .- ::· 

-T ,_. ...'.'.< ... ~- _ .--·~t'-TheSecretaryoftheNavy'-.,.::. _ _,_ -,,- .-...:-·- ;-f..µ-°;;J ~ .... ,:r• - :-.._ - _, -.~ .. ·- --~ "-
, .... ::I"-~ ...... ~- ....... , ~¥1'.. ..... -- ,,,, -,-- ~ ... .;-- - ..... ~-~- ... _ ... J .I. ,,,,. .. .....t _ .... ~ ... ~'")~~ 

J.';:-....-:."" ~~-~ !..-,_ ~·.t::".>',TI1e Secretary of the Atr Force. - - - ... 4 rJ- <6-.:?-:"-~!!.-:.'- .._::. I ~ .. ~"'1.._~-... d• --t.. ..... .;; -; .... ~-.:---...,--:.?Q •• 
?r rt1~~::;._.. ... ,, ..,c.. ::!/!t- __ - G ral ... , ~- ..;.~ --~- .--: """ - :c 'rr r.: ~ ...... ~ c- .. .,...._ ... "' ~"' <.,... ... j" &,;"-t,~ .. "";:#*'-· 
""-=::""'ll " ,,. -;_-,~-£--The Attorney ene -:r-.. ~~-:'.. ::--:. :_:.:,,,~.~ 4''C°"'~F-.,..,..r~}r-i·;;~i _..t.7£~ l-~~ , .A :.t--.,., l..:~ .,.$,.";_?..[ - t.- ,'t_'i_. 
.... ,,.. .. _, ':}---o'i,;.."- _: .. ~ ~ "..._ ---.. - ~F .. -, ... :\ ... .._,.,,, ":)'",.,, ... -,,.. &:I' - ..J;-• - -"' .... _,~_. .,_ .. -, ~"- ... --4!..,.., ~..c.t. J:';~ 
.r,,.~·- ::_~ -.;:.:." ...... ..;,.Tr~TI1e-Secretary of Energy-__.,...._ -,.r-:;,o ~...,-~ ... ... _-:-,.,...,,.: .. tr~ .... '.?', 1'ii-~-:.. :t°T.;:J.-11"'<..1-_ ... ai:i.f .. ~ ... ...... ...." °'"i. .... .-; "'!...}"\-

:_=7·~ .. ; ~_-J-M~.!!:Thechifnnan NuclearReguiatoryCo·m~is;io;;· -:.•r ·-; ~.:.:.t-·.·--:.t- ·:_" (...!:~ ' ---- ?~:-:..; 
-:. .:~ ~---- ' ~ :lr.?·_·~~The Director, Arms Co~trol and Disarmament Agency ; • .-~ , .:- ',_ ~~-:.- ' -._ : _: • 

J 

~· - . 

.. 

• ~· _·:~~;The DJrect'or of Cc;_ntral Intelligence _ - _,_ ~ ' - ___ ~ : , _ ~ - • 
: - r.:The Administrator, National Aeronauucs and Space Adm1111strat1on 

.. 

#·:...;__"The Admm1strator of General Se.vices (delegable only to the Director, _ _ "-:= _ 

,...:-Federal PreP,a~~dness_~~ency aP_? l<! the _D1rect01. Tnformat~on §ec_;uuty O\er1 _ _ •••• ~ _:.,' :1" :.;: 
~ ... - h Offi :1.. S:... ... -· ... ~4-~ ~..?';)... .. .::.- • -- - .1 ~ ,..~_ • ..1~- v__ --r-. -~.-...: s1g t. c;e>-:."!.: ..... ":. ~~~:~u;~..:;-T::i:-- ~~~ - ..... _,_ r; .... -{J)'t~~~ ~:t...--o.r .... -"" ..... ~.... ..- :- -:-. '¥ ~~.;- .,. -J'!:i\~;,,.r111 .. , 

~t..,,..;;_T.J!',..':'1'- ,~9 .. ;:v_.:-,-"~~ .. ~'!"i .. '":1'::"'..;i:_.... .. -.:: ~ ...... ""' --- -_r::h~..:--;;- ~---, ............. ~ .... - ... .... -..~....:;,,-t -.J'• - ... Y~,;; .... ,v __ _ 
-~':)\, f-202.~SecreL Authonty for ongmal class1fication of mformallon as Secret_ :- ~ '_ -..;--•1 - • - _- .,.-_ ::.= 

. ma1r be e:i..erasea only-by such officials as the-Pie§ident niay-des1gnafe- by .. -- r ~ - • r -.;:_ 

~ publication in the FEDERAL REc1s~R, by the agency heads hsted belolv. -by-: 
official,:> \i.b.j h~ve Top _Secret cl~ss1ficat~o11,auLh<?l!lY~·~n~ by offic1a!s to \~ho~-:-

: such autbonty IS delegated m accordance \Hth Section 1:-204 ,_, 
- -. :n1e S ... "CI"e~ry of Co~merce. - - -- - -= """ ;- ' -__ • .: :_.q, ·' - -........ ~ J:_:; -->-

.... - .-.. •,, • -~ _ ,., - r... t ~ , 
- -: The Secretary ofTran~por~tion -

The Admm1strator, Agency for International nevelopment 
The Direc:tor. lntema~on_'ll ~~mmunicat1on ~ge~cy <:: 
1-203 Co1i}it!entzaL Authonty for ongmal classification of mformallon as 

Confidential may be exercised only by such officials as the President may 
designate by publication in the FEDER.\L RECISTFH, by the agency heads hsted 
below, by officials who have Top Secret or Secret dass1ficat1on authonty. and 
by officials to ,,..horn such authonty lS delegated .n accordance ,.,nh Secuon 1-
204 
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-~ 

--

The President and Chamnan, Export-Import Bank of the United States 
-The President' and Chief ExecUll're Officer, Overseas Pnvate Investment 

Corporation 

- ... I-204 Lzmilatzons on Delegation of Classification Authonty 
(a} Authonty for origmal class1ficauon of information as Top Secret may 

be delegated only to pnnc1pal subordmate officials who have a frequent need 
to exercise such authonty as determined by the President -or by agency heads 
listed m Secuon 1-201 -, 

•• (b} Authonty for ongmal classification" of mfonnation.:as Secret may be 
delegated only to subordmate officials "'ho have a frequent need to exercise 
suclr authonty as determined by the President, b} agency nC'lds listed in 
Section~ 1-201 and 1-202, and by officials ' 1th Top Secret clasMficat1on 
authority - ' "' _ - _ _ _-" 

- (c)_Authonty fos: ongmal class1ficat•op ofmformat1on as Confidentnl nay 
be- delegated only to subordmate officials l1tho ha're- a frequent need to exer­

-;- - ' os~lich authority·as detennmed by the Ples1dent, b 1 agency heads listed m 
Sect1on.!>;:1_.::201;- I-2q2 .. m~ 1-203, -and by offic1als with Top Secret class1fica-
tion.authoncy -.: J': .r,11r_ -:. .. - • • •~ - ... t - - • .. - • -

_ • {d} Delegated onginal dass1ficauon. autlionty -may not be redelegatecl. 
• .,. - __ • .7(e}'Each delegation of o"lgmal class1ficat1on authonty shalJ be m wnung 

·, -_,; - ~-- by-name- or title of pos1t1on held ... _ ~ __ 
- • .;-:,. ' .. - -=-,.. ~(f) ,Delegations-¥ of· -ong-nal ~class ficat OJl authonty shall be held to -an 
~:::.7]:;'ab~olute mm1mum Penochc reviews of .. sue~ delegauo11s shall be made to '-­

- - ~-~:!::ensure ... that the- officials so designated rave <femo:istrated a contmu.ng need to 
- ~ exercise such authonty ... _-_ - - ...,:::- - - - • , __ • ~- -- ... - -:. - .-:. _ 

-... • - 1-205 E"Cceptio'l'lal. Co.ses.. }\hen an::-emA•lo)-ce or contractor of an: <>gency 
that does_ n~t.h"i'!~ 911gmaLcJass•fication authouty o-iglllate~ irrforr·1atmn be-

... _ l1eveJ to require-~classt.ficat.J.ons tPe 1nfori"\'1tlon shall be p1otected Jn tl1~ 
• manner pre.!>cnbed by this Order and urpkmenung direcuve.s The 11forma-

... :- - "' non:shail be transrmtted promptl)' under appropnate safeguards to the agency 
,;-,-:.. ~ _wlnch.fuis appropnatC' subJi"ct matter mterest and clas~llicauon authont} That 
-~- ""- - """"-" - I - ,...., - -. -:::-~ agen9 sJ:.iall de9.:,d!i° ~1th;n ~0 day~ \'t~hether-to .c!ass1fy that U:].form~tton !f Jt lS 

_ -., :..- .._--not ,clear which... agency ... should get. the mformation~ it shall be sent to the 
- ;~i-~ Du:ector of t!le'"Iri'rarmaiio~ ... Sec~nty Overs1ght-Office-~.itabhshed m Section 5- : 

- .a. ..,, .. ;J1i -, I ,. 4 .. -~ - - - - - - - - • - - - i 

_ - • 2foradetenninat1on_ 'J. ~' - , ,.,-_ -..... .-1 .. 1 ... - ~ ,,.:,. -:. - -:·_· .... - -=- - .......... - ....... " "'-:. _ .. , ~:: "'- .... -::::c,. ... .. - ..... .r'" ..,. _.,. $.. ..... :~ ........ _ 

--~ "'::-- - 1-3- Classifu:atu:m Requirements > _ :.,• • .... -- ~ .: •- ::-_ :::_.._. __ 

,,,,,. ~ ... ' _ ... __ >-.II' 

1-30l..:;--lnformat1on may not be considered for_ class1fication unless it 
{"'I .. .- r -:._, ' "' - .... - - : ... 
concerns- ,..,.. , _.,., ... ,, .... ,_ - _ ~-= ,- "' __ ""' ,1 _, ... _ -r-'" -= 

_- :_ -~ ....._ .;' (atm1J tary plans. ~eapons, Or Operatlo IS: :: ~ ..... : ,.. ~ I ...._._ ., : ~ , • 
_ :' -: :. (b) foreign government mfon~'lt1on, - _:_": , - _ _ _ _ , 

(c} int~lhgence>~tivities, s~_mz:.ces or methods~: ... , - ~ 
(d) foreign relations or foreign act1\.1ties of the United States. _ ...... 

• ..{el st1ent1fic, techno!ogicar; or -eco"lom1c matters relatmg to the naflonal 
- ... , ,,. -- -&,,.. ' ,. ...... _ seOlr'ty; -- ... !. /1.-J.- ... - ... __ .,. --- -

Cf} Umted States. Go,emment programs lor s~feguarding nuclear materials 
- ,.~ - _,,,_ - - "".,J -

• or raont1es, or "' • - ... ..~ • - -
_::.,...,,.-- -~g) other categone.S of mformauon \\'h1ch a1e related to national security 

,,.,--- . ~f;;,C.nrf which require protection against unautnonzed disclosure as detennmed 
~~ by the President, !>Ya person designated by the President pursuant to S .. ction 
~· I-201, or by an agenq head 

1-302' Even though mformat1on is dete1 mu'ed to concern one or mo1 c of 
the cntena in Section 1-301, Jt may not be d~ss1f.ed unless an 011gmal 
class1ficat1on authonty also determines that lLS t.mauthonzed disclosure n. '1.son­
ably could be npected to cause at Jeac;t id nufiable d Jmage to tl1e nat1on'll 
secunty 
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THE PRESIDENT 

l-303 Unauthon1ed d1i.c.losure of forugn go.,.emmcnt mformJt1on or the 
...... 1dent1t} of a confidenual foreign source 1i. presumed to ca~e at least 1dcnufi­

able damage to the national security 
1-304 Each det.em11nat1on under the cntenon of Section 1-30l(g) c;hall 

be reported promptl) to the Director of the Information Securm O\ers1gh1 
Office 

1-4 Duratwn of Classification 

1-401 Except as penmtted m Section 1-102. at the lime of the ongmal 
class1ficat1on each ongmal dass1ficauon authonty shall set a date or e\ent for 
~utomat1c dedass1ficauon no more than six }ears later _ 

1--402. Only officials \lrlth Top Secret class1ficauon authonty and agenci. • 
heads hsted m Secuon 1-2 may classify mfo1"IT'ar1on for more than s1' }cars 
from the d-te of the ongmal class1ficat1o'l Tlus a..ithonty shall be used spat.­
mgly In such cases, a dedass1ficauon date or e\ent, or a date for rc\.1e'"'• shall 
be set This date or e\ent shaU be as earl)' as national secunty pernuts and 
shall be no more than t\-.enty years afcer ongmal_ dass1ficatJon, e\.cept that for 
fore1gri government mformation the due or e'\.e"lt may be up to thirt¥ )ears 
after ongmal dassificauoi;i _ , .;_ _ -:. :::: _ J! ~ - - ---·-

~ i-5 Jdenlificatzo~ andA!arkzngs •-~ - \. ~ ~ :;. z ~-~ .. - -
- '"'"f _...,.,_ - --- __ ....... 

--.. ~- 1-501 At the time of ongmal cfass1ficat1on the following shall be sho\"n 
-::-.r: on the face of paper copies of all da-;s1fied documents 

{a) the identity of the ongmal class1ficauon. authonty. - -
(b) the office of ongm. 
{c} the date or e\.ent fo:r dedass1ficat1on or re\"1ew, and 
(d) one of the three dass1ficat1on dcs1gnanons defined m Secuon 1-1 , 
1-502 Documents classified for more rhan SLX years shall also be marl...ed 

with the identity of the offioal \ ho authonzed the prolonged clas-;1ficauon 
~· Such doc.uments shall be annotated with the reason the classificat10'1 is e'\.pect­
~ ed to rema.n necessary under the reqmrements of-Section 1-3, despite the 

pac;sage of time - The reason for the prolonged dass1ficat1on may be stated bv 
reference to cntena set forth m agency implementmg regulations ·These 
cntena shall exp1am m narrat1verorm the rea<;on the mformat1on needs to be 
protected beyond six )'ears If the md1v1dual v.ho signs or othen-.1se authenti­
cates a document also is authon.red to classift it. no further annotation of 
1dent1ty IS r ... qmred 

1-503 Onl.t the des1gnat1ons prescnbed by this Order may be used to 
~ identify classified mformat1on MarJ..mgs such as For Official U:.e Only and 
_ •L1m1ted Official Use" may not be used for that pu'rpose Terms such as 

- "Conference" or "Agency ' may not be used m conjunction with the dasi.1fica­
t1on dei.•gnat1ons prescribed by this Order, e g.. 'A_gency Confidenual _pr 

• ' Conference Confidential • ' -
I-50.f.. In order 10 fac;litate e:i..~erp1mg aTJd otlJer uses, each ch_ss1fied 

document shall, by marJ..mg or other means mdicate cJ~arly which poruon" 
are class1fed. w11h the applicable clas:.1ficat1on des1gnauon and \\oh1ch portions ... 

• • a1e not cla:.S1fied The Director of the Informauon Secunty Oversight Office 
may. for good cause, grant and-revoJ..e waners of this requirement for spLa­
fied clas<;e.i. of documents or mformat1on 

1-505 Foreign government mform1t1on sha1l either retain ns ongmal 
class1ficat1on des1gnat1on or be asc;1gned a Lmted States dass1ficat1o"l des15na­
t10n that shall ensure a degree of protection equJ\ alent to that 1 equn ed b\ the 
enllt}' that furm:.hed the mfoTmauon 

1-506 Cla:.s1fied documents th.it contam or 1e.,.eal mfonnat1on th .. t 1:. 

sul~ect to ~pec1al d1ssemmat1on and reproducuon hm1tauons autho11Lt.d h> 
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3984041 THE PRESIDENT 

this Order shall be marled clearly so as to place the user on nouce of the 
restnct10ns 

1-6 Prohibitions 
- -

1-601 Class1ficauon may not be used to conceal VJolauons of law, meffi-
aency .. or adm1mstrat1ve error, to prevent emh_:.rrassment to a person, orgam­
zauon or agency. or to restram compeut1on 

.,,. 1-602 Basic saent1fic re~earch mform'iuon not dearly related to the 
national secunty may not be classified 

, 1-603 A product of non-government research and development that does 
not- incorporate or re1. eal clru.s•fied mfonnat1on to llhich the producer or 
de\eloper was gnen pnor access may not be dassified under this Order until 
and unless the government acqwres a propnetary mterest m the product This 
Order:_ does not affect the provISJon~ of the Patent Secrecy Act o( 1952 (3!:i 
USC_ 181-188) - '• , ·---~. _...., ~ _ ~ 

~ 1-604. Refe'i-en~es to clas~..fied documents that do not disclose classified 
" mfonnat10n ma}' not be classified or used as a b<1.s1s for dass1fica•io11 _ 

I-605 Classification J'l"'lf n~t be used to limit d1ssemmauon of mforma­
.-' ..:.-- -- t1on that is not classifiable under the provisions of this Order or to preH.nt or 

-~ • "" • delay the- pubhc release of such information • • _ ..,._ --- ;;:. _ ... -:. "t • .. - ' 
.,.; .. ...... 

- ' -1-;606-_No ~ocument ongmated on or after the effec~ive date of this 
-:.-:... ..... ?..~ _Qrder inay be classified after an agency has received a request for the docu-
~- '-,- ment under the Freedom of Infonnauon Act or the Mandatory Re\.1e\ .. prov1-

s1ons of this Order (Section 3-5). unle~s such class1ficauon l!> cop•nstent with 
: this Order and is authoriLed bf the agenq head or deputy agency head 

Documents ongi~'ltea before the effectne d.ne of this Order and subject to 
_ • such a request may not be cl2~s1fied unleo;s such classificauon is consistent 
- : , 'Hth this Order and is authonzed by the se.1101 official designated to O\ crsee 

- -__ ·;..- the agency mforrnat1on secuntf program or-by an offiaal Mth Top Secret-: 
• ·.-,_classification. authonty Classification authonty_under this provlSlon shall be 
.~ .-:;.-, .. e'\.erosed personally, on a document-b1-document basis. r' ~ ;_ - ' ,_ 

__ .. _,... - 1-607 Classification ~ay not be restored to documents already declassi-
- -~: fied and released to, the pubhc under this Order or pnoi: Order~ ~-= ~ -

O"'r T - - ..,_ - - - ''- ~'"" ,_ (-\,.r ~ - ,.:'°"".., 
, ·~, -SE~g~-~-PE_!l~':'.~TI~E- CL.\SS1FfCATIO'l "!...' _1J - ~ - - = ·-. -~.;J 
• :s. 1 2-1 Use OJ Derzvalzve_ Classzfirahon:... ~-· ::; 

., I ,.. .:- - J < - ' ... .I _-:_ I'- r, _':: ... 
: .. , 1 2-!01, .. Ong1nal ~!ass1ficat10J!_~utl1ont} .. shall not 1;7e-delegated 1to- persons 

-·:,.'-,-::who ox:!1y..repropuce, c:xtract, or _summanze dass1fied information, or \~ho only 
- -~- ' - apply das-s1ficat1on marJ...mgs den\~d from source matenal or as directed by a 

.• 

_ -:;_classification guide.,_- - - _ •• , } ,.;;. -,- '- ,-- _ 
2-102 .eersons. who apply sb.ch denvat1ve classification martmgs shall 

• -fa} respect original clasS!ficatron deasions,. 
(b} venf} the information's current le\e} of clt!SSificaUOn SO fa.- as practica­

ble be!ore appl} mg the mart..mgs and 
'!I • ~ 

(c) can7 fornard to ~ny ne\'.Jy created documents the assigned dat~s or 
e\ents for decla'S.:nficauon or re\iew and any additional authonzed 111arl11gs, 
m accordance \.,.1th Secuon" 2-2 and 2-301 belO\\o A smgle marking may be 
used for documents based on mulupfe sources 

2-2 Classificatzon G111des 

2-201 Cla~s.ficat1on guides used to direct den"auve d.i~s1ficat1on shall 
specifically identif}' the 1 lfonnat1cn to be classified Each c]a,.sification gmde 
shall specifically md1cate how the de~1gnauons, ume hm1ts, mmlmgs, anJ 
other requirements of this Order are to be applied to the information 
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2-202 Each such gu1dt. shall be appro\eo pt.rsonall\ and m \•ntmg b\ an 
agenC\ head hsted m St.ct1on 1-2 or by an of:•aal nith Top 5ecrc.t da..,s1fica­
t10n authont'V Such appro .. al constitutes an ongmal clas:.1ficauon dec1S1on 

2-3 .\ew \latenal 

2-301 New matenal that den .. es Jts class1fic:mon from mformauon ch:.s1-
fied on or after the effecme date of this Order shall be marked Mth the 
declass1fica,t1on date or e"\oent. or the date for re<.1e\~. assigned to the source 
mformauon 

2-302. New matenal that denves its class1ficauon from mfonnat1on classi­
fied under pnor Orders shall be treated as follo'"'s 

(a) If the source matenal bears a declass1ficauon date or e\em t\ ent\o 
}Cars or less from the date of ongm, that date or e\ent shall be earned 
fon~ard on the new matenal ,,. 

(b) If the source matenal bears no declac;s1ficat1on date or e\.ent or 1s 
marl..ed for declassificanon be;ond t\\enty \.ears the ne." matenal sh::i'l be 
marled W th a d'lte for Tt::VJCW for declas .. 1ficanon at l\\oenty years from me d:>te 
of ong1nal da:.::.1fication of the source matenaL _ ... 

(c) If the "ource ~atenal 1s foreign go,ernment mformat•on beanng no 
., ~ date or event for decla:.sificat1on 6r is marled for declass1f.cation be} ond 

....._· thirty }ea1s. the new m'ltenal shall be mcJ.rl..ed for re"\o1C\~ for dechiss1ficat1on at 
~ _ ..J th_:'rty years:fr~m ~e date of ongmal cla::.!>1ficauon of me source matenal 

SECTION 3 DECL\SSIFICATIO"I" A"'D Do'"'~GRA01--.c. 

3-1 Declassification Authonty 
.:• -

3-101 "The authonty to declasSify or downgrade mformat1on das-.ified 
~.~ under this or pnor Orders sh.tll be exercio;ed oPh as-o;peafied m Sc.cc•on 3-1 
.., _,_, 3-102.. Clas~1fied information mc:l.y be declassified or dov.rgradcd bv the 

offiaal who authonzed tre ongmc:l.l class1fic-.i.uon if that offiaal 1s still sen.mg 
_ ,.. in the same po!>1t1on. by a succeo;sor. or by a !>Uperv1sory of'fic1al of either 

3-103 Agency heads named m Sectfon 1-2 shall designate additional 
~; offioals at the 10\~est practicJble echelons to -exerose declcJ.!>SJficanon and 

down6l"admg authority , 
3-101 If the Director of the Inforn.it1on Secunty O\<ers1ght Office deter­

mines that mformation JS classified in v1ohuon of thi~ Order. the Director ma" 
require the information to be decla:.~1fied by tne agency that ongmated .he 
cb~s1ficat1on Any such dea:.10n by the Direc.or mav be apoealed to the 
Nauonal Secunty Counol The 1r>format•on sh •11 rem-im clns1fted until the 

r: appeal JS <leaded or unul_one } ear from tne date of the Director s deas1on, 
wh1che"er occurs first - - -- _ - • - - - - -

_ 3-105 The pro\.1:.ions of this 01 der relating to declassific.:1tion shall also 
apply to agencies \~hich under the terms of m1-. Order. do not h·ne 011g naJ 
cla~s16cJt1on au.honty but which -had ~uch aumonty under pnor Orders 

' 3-2 Tr.11.ifrrred lriformrlwn 
. , ._ 

-~ 3-20L For classified m[or;pat1on uai:sferred m conJunctron \\Ith a trans-
•' fer of funcuons-not merel}' for stor.:1ge purposes-the 1 ecel\mg -igenC\ -;hall 

be deemed to be the ongmati'lg agency for all purposes under th1~ Order 
3-202 For classified mformauon not transferred m accord.:1ncc \\Ith Sc.c­

uon 3-201. but ongmated
1

m an agency \\hich h:is cea~ed to e"1St each agency 
m posse~s1on shall be deemt.d to be the ong.ratmg agenc\. for 'lll purpo"e!> 
undc.r this 01der Such mfornat•on ma} be d~c1 .. 1.:>s fied or dol•ng1c1ded b\. tht 
agenq m pos-.ession after consul.111g \ulh -in' OLhei agenc} ha\.111g an mt<.1 e .. 1 

Jrl the subject mat.er 
3-203 Cla~s1fied mformat on tr.ino;ferred to 1;e Gtne1 ..il Sen ice~ .\'l•n111-

1strauon for acce~o;1on mto the .\rc1'1\e::. of •he Lmted St.He:. i.lnll be dtcl ,.,~, 
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3 9 8 4 Ota:J. or do .... ngr.ided by the Ar<.hlVlst of the united State~ m ac<.0rdanc.e luth 
th1s Order, the directnes of the Informauon Secunty Oversight Offic<., and 
the agency guidelmes 

--

-· 

• ~-204 After the tennmation of a Presidenual admm1strauon. the Archt'\.1st 
of the Umted States shall review and declassify or downgrade all mfonnauon 
clas51fied by the President, the White House Staff, committees or commissions 
appomted by the President, or others acung on the President s behalf Such 
declassification shall only be undertaken m accordance v.1th the prov1s1ons of 
Section 3-504 - -

• J 

3-3. Declassification Policy 

3-301 Declassificat10~ of classified inf ormauon shall be gt\oen emphasis 
comp-uable to that accorded classificauon Information classified pursuant to 

--tlus .md pnor Orders shall be declassified as early as national secunt} cons1d-
• erauons permit_ Deos1ons concermng declass1ficauon shall be based on the­

loss of the mformation's sensitivity with tht" p"lssage of ume or on the occur­
rence of a declass1ficat1on event 

3-302 When information 1s rev1el'>ed for declassification pursuant to t}uc; 
Order or the Freedom cf Information Act, IL shall be dc.clas!.1fied unless tht:' 

- declasssfication authonty established pursuant to Section 3-1 determmes that 
-the mformat1on COnt.Jnues to meet the cJassmcatlon reqmreMents prescnbcd_m 
, Se~tion 1-3 desp1te the pas:.age of ume _~ • - ~ ..,, • 

3-303 It fs prc:_sumed that mformauon ,..,hich contmues to meet the 
classification reqmrements in Section 1-3 requires contmued protection In • 

3 some cases, hoViever; the need to protect such mforinat1on may be out,~e1ghed 
by the pubhc interest m disclosure of tne 1r.formauon. and m these cases the 
information should be declassified 'When sucl1 question:. anse, thet shall be 
referred to the agency head, a scmor agency official ViHh respons1b1hty for 
processing F~eedom of Jnformation Act re.quests or Mandatol] Re\1t.w re­
quests under this Order, an official with Top Secret class1fiC'Clt1on aulhont}. or 

_ the Al chiv1st of the United States m the case of matenal covered m Section 3-
--- _ -: -503 That official will detenmn~ '~hether ..... the pubhc..-mterest m disclosure 

outlle1ghs the damage to national secunty that might reasonably be expected 
from disclosure , - - ·- ' -

,_ 
J . , _.,....~ "' .... "' .. ,, - ' , ..... - .:: - :.. 

_. 3-4 S;stemabc_Rcvl.eUI for Dectalsyiralion. .,, ._.., __ , _ , ~~• • 

3-401 Classified information const1tuung pe~anently valuable records 
of the Government, as defined by 44 USC 2103, and mfonnation m the 
posses!.1on and control of the Adm1m'>trator of General ServJces pursuant to 
44 USC 2107 or 2107 rote, shall be lC\Jewed for declass1ficat1on as Jt 

: :beco'ines, twenty }.e~r! ·old Agency heads hsted m Section 1-2 and officials 
designated J:>y the President pursuant to Section 1-201 of th1'> OJ der mc1.,. 
extend classification be}ond t.vent)" )Cars but only m accordance Mlh Sections 
3-3 and 3-402 "This authonty .may not be deleg"lted When claN'icat•on 1s 
exrended beyond t\ .. erny )ears: a, date no more th"ln ten years later sn,:ill be set 
for decl<1ss1ficat1on or for the next 're'llle'Vt Thd( aate shall be marked Oil the 
document Subsequent reVlews for declass1ficauoii shall be set at no more 
than ten yeat mtervals The Director of the Infonnauon Secunty Oversight 
Office may extend the-penod bet\~een subsequent re.,.1el ... s for specific catego­
ries of documents or mformat1on 

.3-402 W1thm 180 days after the effecme date of this Order, the ag{.nC\. 
heads listed m Section 1-2 and the hc:ads of agencies \\h1ch h-id ongm,l 
classification authonty under pnor ordus sh•ll. afler consultauon ~1th the 
Archi\oist of the Umted States and re\1e\\ by the Inforr1at1on Se<.urm Oler­
s1ght Office, issue and mamtam gmdel nes for S)Stemat1c re\1C\\ CO\<.nng 
tYtenty-year old classified mfonn.iuon under their JUn~d1ction TI1ese gm<lt.-
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DOC ID : ~~&fJ3iQril late 'Specific, hm1ted categorit.s of mformat1on"' \\h1ch, became of 
t\1e1r national secunt) sensltl't1ty, should not be dcda~s1fied automJ.t1nlly but 
should be rel1ewed 1tem-b)-1tem to detumme \ .. hethcr continm.d protection 
be)ond tl .. enty years 1s needed These gu1delmes ~hall be authonzed for use 
by the Arch1 .. 1st of the Umted States and may, upon app1 O\al of the 1ssumg 
authont}'~ be( used by any agency havmg custody of_ the mformauon All 
information not 'identified in these gmdelmes as requinng reHe,.. and for 
, .. h1ch a pnoi- 'automatic declass1ficat1on date has not been established shall be 
dedass1fied automat1cally at the end of twent}' }ears from the date of ongmal 

-.... 

class1ficauon.. - _- .s1 
- • 

3-403_ Nothw1thstandmg Sections. 3-401 and 3-402, the Secretary of 
Defense may establish special proc.edures for S)Stemallc reuew and declass1£i­
cation of cl .. ssified cryptologic information and the _Director of Central Intelh-

• -- > gence may establish spc.oaI procedures for S}Stemat·c reHew and dedass1fica-· 
tlon or cii' .. s1fied information concernmg the 1dentit1e~ of clandestine hum-m 

-~ agents_ The~~ procedures shall be consistent, so far "'ls,practicable, Mth the 
obJectnes o.E Sections 3-401 and 3-402 Pnor to 1rt plcment.:1.tior, the; sh"'lll be 
reviet.\ed ana-approved by the Director of the Information Secunty O\.ers1ght 
Office- and,:~ith ·respect to matters pertaining to intelligence sourc~ and 

-~ - - _.., ..... ...J - t. - ,.-,r ... 1 .. 

~:::. :;"' _ - methods,oy _the- Directg_r of Centra11nte1hgepce Dis_approval of procedures by 
- ,.-.. ;(...:: _- ,_ al- ili"'e Director orfhe Tnfo'rmatlon Security 9.v~r:..!.ghi Office may be~ appealed to 
' --:: - ~ the Nauon.:1.l Secun~ Council In sJch cases,._thi- procedures shall not be 

... -: -- ;)mplemented 'iint~ the appealls 'q.e~ided -- - 7 J __ '"'-_ ::: .... _ ·=... _ _ , ~ 
- ':.I' .,. __ .. - -"":· ... :....,. 3--104 Foreign govCrnment information shall be 'exempt from automatic 
-:·-~ '"' - _..,,d~~lass1ficatioxi' a~d~twciityyeir ~~}'stematic re~iew_~nl~~s-dech~sified c:irher, 

' ... such information shall be'"'revieWed,for ... declass1!icufaon tlurty )'ears from its 
"' ...., J l -. I \ 

_ date- of ongin _Such revi~v. ,-spall be m -accorda_:i.ce \,1th ~he prO\.lSlOns of 
• _section 3-3 .. nd wi_th gu!delmes'de\e~op,e<l bf agency heads m consultation 

with the Aicbiv1~t of the Umted States and, v.here. appropnate, Mth the 
?:rore~gn government oi-'inte~ational '"orgamzat.Jori coriccmed These 6UJddme-s 

-sliall -be -authonzed Tor use by the A.rch1..ist-of-the Urnted States and .May, 
: :~pon'}1ppiova1 ·;;r the 1ssui~ authonty, be used by ... any agency having custody 

• J- C-."1... r'. • • • - - • r • - - -- • - • .-< ., - • 
~; _. _OL u1e lll!Ormapon. • -- • ~ .. _ '- r• ~ - _ ·- ~• 

•' · ' · ""-'( -~~Oq Trans1ti0n to-o;ystemat1c -rev1el\,-at t\\en!y-years shall be implement_-
ed as rapidly as pracucable and shall be completed no· more than ten years 

• - -from t!_ie-effecuve_ date 9f t.1]1~ Order_!',, ~----:. ;-, •~L - • .-:-_ ' r --
~ .3-5. Marulatory Review for Ded~ification. - - • • r .... -

--- • 3:501 Age'i:i;ie; shall e~t;_bhsb a maiid·n;ry i~;;;w -pro~edure t~ ha~dle 
;Jequests. by' a member of the public, by a goH.n>ment e.mpk.lee, orb}' an 

_ .. _ agency~lo oeclassify_and refease infom1at1on Th;s procedure shall appli to 
·'-~nforifiatio:i dass1fieaunder'this Order or prior Orders E"'cept-a<; provided m 
~ ~ection-3-503','-upon • su._ch .:a requ~st-the mfornr'l.h<?n. <ihall b~ _1eyie\\'ed_ for 
' po~sible dedass1ficatior, pro"ided the .,.request .. reasonabl}- clescnbes the mfo .. _ 
~ mat1on· Rc:o_uests for declass1ficatt~Tl-und~r th1s pr0\is1on shall be ac<ed up_on 
_ ~w1_thm 60 da)S After review, Jhe mformallon 'o: any reasonably segregable 
• portion cheeof that no longer reqmres protection under this Order shall be 

~· i:leclassi£ec and released un.led Mthholding 1s otl1enuse -'Warranted under 
applicable law. • :' =,,. -

3-502 Requests for cleclass1ficat1on \\hich are submitted under the provi­
sions of the Freedom of Information .\ct shall be p1 ocessed m accordance luth 
the pro\i51ons of that Act -

3-503 Information leso; than ten yeai s old \~ h1ch \\as ongmatcd b) the 
President, by the \Vhit~ Hou!>e Staff, or b; commmees or comnuss10ns ap­
pomted b; the President, or by Olhers actmg on behJlf of the Pre. <11dent, 
mcludmg such mformat1on m the posseso;1on and conuol of the r\dm1mstrator 
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of Len era I Su-vices pursu'lnt to 44 1J 5> C 2107 or 2107 note. J!> <. xempkd 
from the provJSJons of Section 3-501 5uch mfonnat1on ovc.r tt.n )t..iri. old 
sh.ill be subject to mandatory review for dechss1ficauon Reqm.i.ts for m.mda­
tory review shall be proces:>ed m accordance ~1th procedun.s de1.t.loped by 
the Arch1v1st of the Umted Stcltes. These procedures sh ill provide for comul-
tat1on with agencies havmg pnmary subject matter l''lterest Any deo:>10n b; the 
Arch1vrst may be appealed to the D1re.:tor of tl>e Information Secunty 01.er­
sight Office Agencies \'rlth primary subject matter mtere:.t shall be notified 
promptly of the Director's deas1on on such appeals. and may further appeal to 
the National Secunty Counol through the p1ocess. set fo1th m Secuon 3-10! 

.3--504 Requests for decbss1ficat1on of classified documents ongma.cd by 
an agency but m the possession and control of the Adrrumstrato1 of Gene.rat 
St:n1ces, pursu.mt to 44 USC 2107 or 2107 note, shaU be- referred by the­
Arcl-il-1st to the agency of ongm for processmg m accordance Wltn Section 3-

- 50 I and for direct response to the reques.or The Archr1 .. 1st shall mfonn 
requei.tors of such referrals 1_ ' -::,,. • 

3-505 No agency m posses.!>1on of a cla'l:.1fied document may, m response 
to !'request for the document made under the- rreedom C'f Inform,t1on •\ct or 
th1s Order's 1\-!anc'atory ReHew provision refuse to confo m the e>..1stence or 
non-e>-istence:-of the document. uniess the- fact of its existence or non-ex1s-

:. _ tence-would itself be- classifiable- under this Order • • • 

I -

_ _. - ... ,,. I - :_: ... .._:- .-':!1'..,!. ""'t'.i' -• 1- ... .ti - ... ,_-;, - - _,_ ..... ,. -

3-6. Downgradmg ~- _ _ _':' p , 

.!.. 
3-601 Cla'is1fied mfom~at1on that is. marl..ed for auto.'1atic dO\ .. ngndmg_ is 

downgraded accordingly without not1ficatlon to holders 
3-602 Clasi..fied mformation that 1s not riarl..ed for automatic downgrad- • 

ing may be .iscngned a 10\~er class1ficat1on dc..!>lSTI<lltOn b 1 the ongmator o.- by 
other authonzed officials '~hen such do,..-ngradmg is aptJroprmte Notice of 
dO\-.ngradm~ shall be provided co holders of the mfonnat1~n to the extc.nt 
pract1c.able -

SI:CTION 4 SAHGU.\RDI~G... - r 

-4-1 Generat'lle.stnclzons on Access 

-. _ ... ..._.... .... -,._ 
.... '1'.,.;: -

r - - ..... 

... J- - - - - - .... .. - " ' 
4-101 No perc;on may be gnen acet.ss to classified mformauon unless 

that person. has been determined to be crust\~orthy and unlt.ss access 1s 
necessary for tht: performance of officldl duties 

4-102._All clas:>ified mformauon shJll be marJ...ed consp1cuouslv -to put 
_users on notice of 1ti. current class1fic:at1on stA.tus and. if appropuate, to sho.v 
any special d1:.tnbution or 1 eproduct1on restnct1on:> autho-ized by this Order 

4-103 Controls shall be e_stabh.!>hed b) each ag~ncy to ensure th<tt cla:.:.1-
fied mformat1on is used. processed, stored np1oduced, ,md tramm1tted O'll} 

under cond1t1on~ that ~ill provide adequate: _protection and prevf''1.t acce:.s by 
unauthonzed persons _ _ _ :-

- 4-104 Clai.s1fied mfom1at1on no, longer needed m current \\orl..mg files 
-or for ieference or-record purposes shall be processca foi. appropnate d1spos1-
uon in accordance Mth the pro\.JSJOns of Chapters 21 and 33 of Title -1-1 of 
the United S_tates Code, \\.htc:h governs (11:.posmon of redcr.il record:> • 

4-105 Classified mformat1on d1ssemm&ted outside the Exc.cutne branc.h 
shall be given protection equivct1ent to that <1.ffc~ded Mth n tht f.'\.ecut1\e 
branch 

4-2 Sp,,aal .Access Programs 

4-20 I Agencv heads I sted m Section 1-~01 ma) c1 e'"l.Le special acct.SS 
programs to control access d1stnbuuon, <m'J p1 otect1on of p irucul 1rl} sens1-
uve mformat1on ch:.s1fied pursuant to this Orde1 or p1101 Orders Such pro-
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DOC ID : 3 9 S14rcJffY be created or contmm .. d only by '~nucn din ct1on and onl> b) 
~hose 2grncy heads and, for mattt.rs pertammg to mtelhgence somcc.c; and 
methods, by the Director of Cc.ntr.ll lntelhgenc.e CJ.il>l>1fied mfo1 mation m 

such program'> ~h'lll be dccl&:.s1fied ac.cordmg to the pro..,,is1ons of Section 1 
4-202 Special acce:.s programs may be cn.ated or continued onl}' on a 

speofic shoY..ing that 
(a) normal management and safeguardmg procedure:$ are not sufficient to 

hmit need-to-know or access, 
(b) the number of person:. who will need access will be reasonabl> small 

and commensurate with the objective of p•ovidmg extra p1otect1on for the 
mformauon m"olved, and 

- (c) the special access controls bal.mte the need to protect the mformation 
against the full spectrum of needs to u:.e the information 

4-203 All special access programs sh'lll be re..,,1ewed regularly and. e'\.cept 
those reqmred by treaty or mternationaI agrt.ernent, shall tenrun.·ae automati­
cally e\ery fi\e }ears unles:. rene\\-ed m accordance_\\Jth the p1ocedure~ m 
Section 4-2 - _ 

4-~04. Within 180 da)S after the effecuve date of this Order, agenq 
heads shall review all ex.1stmg sp~c1al access programs under thell" Junsdiction 
an.d contmue them only-in accoidance '"1th the procedmes m Secllon 4-2 

• -· , ~ ,,. _ _I:ach of-those -agency heads shall also estabh~h-a!!_d mamtam a S}Siem o,f :. _ 
' _-i .... 

s 

.• 

,_,& accounting for speaal access programs The Director of the Information Secu-
~ nty Oversight Office- shallha\.e non-deleg'lble access to all sl.ich accounungs 

"' 4-3 Access by Histoncal ResearcJ.e-s and F01711er Presulentzal Appointees. 

• , 4-301 The requirement m Section 4-101 that access to classified u;for­
rnauon may be granted only as is necessary for th~ performance of official 

- _ duutc; may be '"'a•ved as provided m Sc.ct10"1 4-302 for person~ vvho - -(a) are engaged m histoncal research projects, or • 
(b) p1ev1ously have occupied pohcy-malmg pos1t1ons to \\hich they ,.,ere 

appomted by the President 
4-30!! \\ a1vers under Section 4-301 may be granted only if the agc.ncy 

withjunschction over the mformation _ - _ :-• ... 
(a) ma\.es a '"ntten determmatlon that accc.ss 1s consistent with the inter-

ests ofnat1onal secunty, - - ;-- • -
(b) tales appropriate stt.ps to ensure that access is limited to speafic 

categories of mfo1mauon over '"h1ch that agency has classification junsd1ct1on, -
... , {c) hm1ts the access granted to former Pres1dent1al appointees to nems 

that the per~on ongmated reHewed, signed or recened ,.,hiJe serving as a 
Pres1dePt1::U -:i.ppomtt!'e _ -:. 

4.-4 Reproduction Controb ~ _ • 
- ... ,,,, .. .,, ,,.-- ... ".?:.-:;:~ <; :. 

'- -4-401 Top Secret dooiments may not be reproduced \'\1Lhout the consent 
of the ongmatmg Jgency unless otht.n"1se Markt-cl by the ongmaung office 

-. 4:-4_02 Reproduc:_uo11 of Secret and Confidehual documents may be re-
~tncttd by the oi 1gmatmg agency ' r - : ..... 

' 4-!03 Reproduced copies of class1fit!'d document~ are subject to the same 
accouTJ•ablht} and controls as the ongmal documents 

·-4-104 Records shall"be·mamtamed b}' all ,genc1es ch.ll iep1oduce papt.r 
copies of cla'>:.1fied documents to show the number and d1'>tnbut1on of repro­
duced copies of all Top Sc.cret docume"lts. of all documents CO\.ered b} 
special access programs d1st11buted outside the ongmat ng agc.nq. and of all 
Secret and all Confidential documents ""h1ch are marl...t.d \'vlth sptcnl d1sseim­
nauon and reprodJctlon I m1tauo•1s m accordance wllh Secuon 1-506 

4-405 Section .. 4-401 a11d 4-402 shall not restrict the reproducuon of 
document!> for the purpose of fac1htatmg re\1e, .. for decla.,s1firauon HO\\C\.tr, 
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..... 

3 9 ~Q ~~oduced documents thc1t 1 em"tm classified after 1 evie,. must be de­
stroyed after they are used 

SECTION 5 IMPLEMt.NTATION All<D RE.\[F\V. 

5-1 Oversight 

5-101 The Nat1onal Secunty Counal may review all matters wuh respect 
to the unplementat1on of this Order and shall provide overall policy direction 
for the information secunty program-~ ... - • ,•;,.. ... --

5-102: ... The- AdminiStrator .of General Sernces. shall be respon~ibte for 
• .t.. implementing ~d momtonng the program esta'!:>11shed. pursu"tnt t~ this: Oi der 

This respons1b1hty shall be delegated to an Informatior Secunty O"ers1ght 
Office • -:. -,)-. ..... - ~ -
5-2 leformaturi.-Secu.nty Ot,erszgl>t Office ' --

~-.. ,.,~ -J- - ' .. "'-.- \."' ... 1...o:r - .1 ... -..~,....Ji" - ... -- ... ,~ra ,,.. ~ '\ ... •- .,, : - V'"' 

-- - -- A ... : .... _~,:.>.-'5"-201:;. The- Inf~nnatlcni° Se~nt}r 0VeTS1-g •::-"Offi~e- sh n have a- full-ume 
,_• - ~ -- Di~ector appointed" bt the-t.dmimstrator of Cenei:al Servtces. ~ubJect to ap-

A·-- • -- 'proval-by the- Pr~iden~:The--Admiinstrator al<;o. ~hall ha re autl>ority to ap-
• -;;; --~? .. 'F--_- ~-=point: a staff for the Office .. ,,.; - ,.....;:. _, _-_, - ', - - .J- , - ~A-~ ... - _,..... z__~ -

....... ~-... ~ ~-~- -r-- ... .,.. - .... - _... '" ...? ,.,.. ,_ - ... - .... -• ' ::.z- -~-- - -==--~-= 4t5'"-202':;J"he-DirectorshaU-.1 - -:t'\ ~ ... ~ • .:>.....:-..!_;...:c:-"":-"' ... ~- -t.- ---, ..:;:-
~..>... ..... -~.. - - ,. -. .. r _. - .::- - ,. - -. - ' - - .... 

• -::~·;;;:--:..- ,- • ~~-~ !-~(a)"-o ... ersee-~agency actionS""tO:~nsure compliance-~·with: this Order and 
~, .,....... -... - """'"""" -- -- ,,_ ~ - -- - - - - .,:- JO IS ,,,, _ - .,. r - _. - -: ~..: -~ rmplementJ.ng d1rect1ves. - .._:-... -- - .. - - • --; .. - ...... , • • -

·,:C~.£-_ --~~~;~.~'{f>T~~onside'rand-t:ike~ acilorr o;.-romplam~;-an~ ;uggestio~;·from pebons--:'-
... - .., ., r--- ... -• - ""' • ~ -- f .. I ... - ,. -

- .. - ~.:: WJthin or. outside- the_ GoveMment with respect to the administration of the 
- "\.t -... e- .,.. ... - -• - information· security program. mdudmg appeals fiom dccmons 071 deda~s1fi- ---- eal1o"l requests pursu~nt to Se_!=t1on 3-503, • = - - · :· -- ~ -

- ....,._ - - ..,.-.. - -'- •- ... I - -

: • _(c) exercise the authonty _to dedas~ify information proVIded by Sectrons 
_: ~ .3-104 and 3-503-·..,._ -- ' - :.., • ·- •....... ·- -:::?:. !::""' ,.. -.. - , ,_.... ... - ,,,,,. 

--!. ~ ... -~ (d) develop. m consultatton Mtn the agenneS, and p;omulgd.te subJecr to _ 
• __ -::· .:'..-=-the- appro\ral of the--National Secunty Council. d1rect1ves for the- implementa- • - ,. 

-,, ---- • ':'tfon of"th1i"Order'v.h•ch shallbe bfndm.,.. on the-agenae's'' ~ ' ~ • • ,.. -
.. "":::: .. ..... ...... "' - - - - ~,, - _o ... - ... - ... - , .... - ... .{ - - - - - .. 

-•. .,...- - _ ....... ~ ~ --- (e) report annually to the Presrdent through _the Admm1str. tor of General 
- - "" ~; Services' and -the- National Secunty C'ounal on the implemePtation- of this _ • 

- .,,..Order: - -.. "" _: -- - ..,,...'\.,., ___ ... '"""S-o_,. 7~11'>~.,.- - ,, '> ,.,_ - - c.. ! - ..... ..,. .......... ::! ·- ' ... ,. - - - ; ...... ,_ -- - .. 
......... .... ..1...,. ... '";'.,, - - , ,...,. - ~' .. ,....,... - "" -:a - - ..,.. ~ ,.. - .. 
~::- ,,_~ -=- (f) review• all agency1mplerrientmg- regulations and agency- gu1delmes for 

.... - .t , - - ... 

7 systeMatic declassification review Jbe Director shall require any 1egulat1on or 

_,, 

---
'guideline to bechanged if it is-not consistent "ith this Order or implementing _ 
directJ"es Any $uch decision b) the- Director m:iybe appe tled co the Natmnal 

~ ~ ~ - :- A -~Secunty Counat='Th°'e; :agency reg\ilatton 'or guidelme shall remain 1"'7 effect 
.,_ ~ - - ~ ...... until -the appecil j; cl~Bded or "'unul 'one }ear from the c'..tte. of the Direccor·s -

.... ~ • .- I -- deaSlOn. '\'thlChevef OCCUrS first ~ _ _ 1 -'-? ~ ~ f°:.: 
.. .. ,.,;:- .. ~.. ' _ .. - ~- - - - ,.,,., -- - ~ ... _ ,J .. - "" 

-~ - ... 

-· .. 

' - '"-:: (g) eicercise case-by-case dassllication :authoiitf m accordance l'.Jt.h S"ecuon 
- l-205'af!d .re"1ew requests for ong1pal~class1ficat1on authonty from agenoes or 

offioals not grantecf original cfasc;1ficatt0n authonty under Section 1-2 of this 
- -Orde17"3IlQ -- '!. ,-• • • • ,•_ _, - .,. - - •. - ~ I • • " - • • 

.l ~ • ch} -h~"-; 'tl"ie1->!a~thorJty'to t cond~Ct -on-site reviews ~f the -informat1on 
'"securit}' program of" each agency that handles classified mfo"lllation -i.nd to 
requtre of each agenC} such. reports, infonnat.on, and other cooperation as 
necessary "to fulfill his respons1b1liues If such i cports, inspection, or access to 
specific categones of cl:iss1fied information ·would pose an e'Ccept1onal national 
secunty nsk, the affected 2genC) head may d.::ny accc:.s The D rector may 
appeal denials to the National Security Cou.1al The demaJ of access.=::hall 
remc1m in effect until the appeal is deoded or until one }ear from the date of 
the dem.il, "'h1che"er occurs first 
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3 9 840'lf!J!i:gency lrif01mal1on Seamly Comm1lli>e 

5-301 There is est~bhshcd an Intc.ragc.nC"o Informauon Securll) Commit­
tee \\luch shJll be ch,ired by the Dm.ctor and shall be comprised ofrtpre11ent­
at1ves of the Secretanes of State, Defeni.e, TreJsury and Energl the .\ttornt." 
General, the Director of Central Intelligence che 1'iauonal Security Council, 
the Domestic Pohcy Staff. and the Arch1\1St of che Lmted State:. 

5-302 Representatives of other agenoes may be 1m1ted to meet ~1th the 
Committee on matters of particular mterest to chose ,genc1es 

5-303 The Committee shall meet at the call of the Ch.nrman or at the 
request of a member agency and shall adVJse che Ch:urrnan on implewentauon 
of this order 

5-4 General Responszh lzties 

5-101 A copy of any mformation secunry regulat1on_and a copv of ~ny 
gu1delme for i.ysterratic declai.sificat1on re\"IC\\< v.h1ch has been adopted pursu­
ant to this Order or implementmg direct1\es. shall be subrnmed to the Infor­
matwn Secunty Oversight Office To the ex.ent practicable, such regulations 
and guidelines should be uncl.:1.ss~fied 
- 5-402.:-Unclassified regulations that establish agency mformauon secunty 

pohcy and undass1£ied gu1delmes for S}'Stemat.c declass1ficauon re\JC\'1- sh"'lll be 
published m the FEDERAL R£.GISTER - -

5-403 Agenc1es--,w1th onginal -classificauon authonty shall pro'llulgate 
guides for secunty class1ficat1on that 'Mll faoh.ate the 1dent1fic-u1on and um­
form class1ficat•on of mfonnat1un requinnis protect.Jon under the pro\ls1ons of 
this Order ' • 

5..-404 Agencies \,hich ongmate or hanJle classified mfomntion c;h,ll 
(a) designate a semor agency official to conduct an acu'"e O\ocr:.1ght p1 o­

grall?. to ensure effectne 1mplementat1on of th s Order; 
(b) deMgnate a semor agenq official to ch:ur an agency committee \Hth 

authority to act on all suggestions and comp13l.11ts \Hth respect to the agenC} s _ 
admm1stratign of the mformat1on secunt) program. 
: (c) ~'>tabhsh a process to decide appeals fi om demals of dechs:.1fic:it1on 
requests submitted pursua"lt to Section 3-.5 -

(d) f.Stabhsh a program to faM hanLe agenq and other per5onnel ,~}'o 
ha\.e accus_ to cla:.s1fied mformat1on \vlth the provisions of th1s Order and 
implementing d•recti\oes This program sJ:.all .mpres:. upon agencv -personnel 
their respons101ht)'"\lO e-.erc1se \ 1g1l..ir>ce m comph;mg \Hth this Order Tne 
program shall encomage agency person"lel to challenge, through ,I,mdatory 
Review -a;,d other appropnate-procedures, tnose cla!>Slficat1on- dec1s1ons the; 
believe to be"' improper; -- _, _ _ ,_ -

(e) promulgate gu1dehnes for S)Stemauc rene v m accord,nce \Hth Sec-
tion ~-::-102, _ • .,.. - • ,.. 

~ - ~ 
{f) _establish procedure:. to prevertt unnccessarv access to das:>1fied mfor-

matJOP, indudmg procedures v .. h1ch reqmre L'1at a demonstnble need for 
access to classified mformar.\on 1s el>tabhshc:d before m1t1atmg adm1mstnt1\e 

'> I 

clcar,'"lt.e procedures, and \-.h1ch en:.ures that che number of people grmted 
acceJ.~ to classified 1rform:it1on is reduced to a'ld mamtamed at the mmnnum 
number th.at 1s consistent l't1th ope1:iuoral requ.rementc; ;md need:., and 

(g) ensure that practices for s,fegu:irdn1g mform1t1on ,rt= S\Sttnnt1callv 
re\1e\H.d_and that thoi.e \\hich 1re cluµhcau"~ or unneceJ.san are t.hl"'lmatt.d 

5-405 Agencies sh-:ill subrmt to the Inform:iL1on Secunt\' 0' e1 J.1ght Office 
such mf01 mat1on or reports "'l:. the D rc.ctor of tne Office m.1'" h ld neCLS'>.1n to 
carr) out the Office s rei.pons1b1ht1ts 
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5-501 If the lnform.ition Securm O\ers1Jht Office finds th'lt c1 \lol.1t1on 
of th1i. Order or any 1mplemenung direcm·es m:.t'r ha\e occurred n c;hall mal..e 
.i. report to the head of the agency concerned so that corrc.ctne step<> m.1' be 
taken 

5~502 Offkers and employees of the L mted States Co\ernment shall be 
st.bJect to appropriate '1dmm1strat1\e sanctions if thev 

(a) J..nol'tmgly and w1llfully classify or contmue the d<i'>l>1ficauon of rnfor-
m:mon m v10lat1on of this Order or any 1mplementmg d1rectl\es, or ' 

(b) knowingly. l+1llfully and \'rlthout authonzauon d1:.c.lo11e mfo1 matton 
propuly classified under this Order or pnor Orders or comp. om1c;e properl-.. _ 
classified information through negligence or 

(c) l.nowmgly and \\Jllfull; \1olate any other pro"mon of this Order or 
_ 1mplemencmg directive _ 

5-503 Sanctions may include rep'"lmand sul>pens1on \\lthout p.t" r ... mo\­
al tennmat1on of class1ficat1on autho'"lty, or other sanction m accordance \\1th 

applicable 1 w. and agency regulations - _ 
§-1i04 Agenc.y heads shall ensure tha:r appropnate and prompt corn.cu\e 

action 1s taken \~henever a \.1olauon under Secuon .5-502 occurs The Du-ector 
-of the InformalIOn Secunty o ... ersigl-t Office shall be informed \~hen such 
v1olclt1on~ occur 

5-505 Agency heads ~hall report to the Attorney Gt:neral C\idence re­
flected m classified mformat1on of possible .,.iolauons of Federal cnmmal l.m 
by an ,gency emplo}'ee and of possible "10Jar•ons by any other pc.r..on of tro"e 
Feder di cnm•nal la\\•S specified m gu ddmes adoptf.d by the r\UOl nt1' Gener.:il 

SI:CTION 6 C!:.l\FR.\L PRO\ l~JO ..... S 

6-1 Definitions_ 

6-101 "Agenc.y' hcl.S the meaning defined m 5 USC 55~(e.) 
6-102 Cla~~1fied mforma•.on neans mformauon or mat<..nal, herein 

coJkcmely termed mformat1on, that is owned by produced for or by, or .. 
under the conlrol of, the Umted States Co'\.emment, .md that has been 
decerftlmed pursuant to this Order or prior Orders to requi .. e protection 
against unat thorl.led disclo~ure c1nd that•~ so designated 

6-103 •Foreign go.,emment mformauon means uiformation that ~ l!> 

ht.en prm1ded to tl'le Umced States 111 confide'1ce bv or produced bv the 
lmited States ptArsuant to a \\nttenJOint arrange"Dent tequ1nng conf.denuahty 
with, a foreign goH·rnment or mh:~r'1a.ional organuat1on of governments 

6~0-1 1\at1ona1 secunty' means tlie nauonal defense and foreign rda­
uons of the United States 

- 6-105 Declass1ficat1on e"ent' means an e1.ent ¥t}uch \\Ould eliminate the 
need for continued dass1ficat1on 

6-2 ·ceTllral 
- .. -:,.. ..... __ 

-
6-201 Nothing m this Order shall supersede any 1equuement made b) or 

under t.ne Atomic Energy ... Ad of 1954, as a-ne'1.ded "Restricted Data' .md 
information designated ai. r• '.Furmerl) Re~tncted Dita c;h.ill be r.mdled pro­
tLcted chss1fied, d°'\ngracJed, and de.class fied 111 Conform1t) \\lLh tre prO\J­
SlOO'i of the Ato1mc Energy Ace of 195:1, as a.nendcd, and re5ulat1onc; z,sued 
puri.uant thereto 

6-202 The Attorney General, upon rc:que:.t bv the he 1d of an agt.'1C} hl!> 
duly de.-..1gnated representat1Je, or the Direc•or of the Inform"lll!Jn ~c.cunt'r 

Q,er~1ght Of'fice, '>hall personaU; or throt•gh a.nl:ionzed rt.pu.:.t:ntatnt.i. of tht~ 
Dcpcirtment of Jui.t1<e render an mt<..rprt>t'lCIOT} of tb1i. Ordt.r \\Jlh 1 e"pc:ct l<> 

an) que:.lion an!>mg m the course of Hs adrn1m:.cracion 
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THE P~ESIDENT 

3 9 ~!i}j :b=:xccutl\ e 01 der No 11652 of \I "'rch 8 19-..? as amended by 
E'\eCUU\e Order Na 11714 of April 24, 19i3, and as furthE'r amendc.d by 
Execut1\e Order ~o 11862 of June l l, 1975, and the Nauonal Security 
CouncJ:l Direcuve of May 17, 1972 (3 CFR 1085 (1971-75 Comp)) are re­
voJ...ed 

6-204. This Order shall become effecU\e on December l, 1978, e'\cept 
that the functions of the Information Secunt}'. O\ersight Office specified m 
Sections 5-202(d) and 5-202{f) shall be effecuve rmmed1atel) and shall be 

- performed. m the mtenm b} the Interagency Class1ficat1on Rev1e\\- Comm.ttee 
-established pursuant to E""ecutr\.e Order No. 1}652 

1'"~ .-
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oraer of June 28, 1978 

Des1gnat1on of Certain Off1c1als Within the Etcecut1ve Office of the President To Classify 
National Security Information 

r ; 

- .... -:J ,)- ,. 
-Pursuant to the proVI,:,IOJlS of Section 1-201 pf-:Cxecutn.e Order 12065 of 

June-!?8 .. 1978, entitled .. National Secunty Information", I hereby designate 
the follo.vmg officials w1thm the i:,.,ecut1ve Office of the President Le> onginally 
classify mformat1on as .. Top Secret" - _ : -

__ ~- The.Vice President - _:. f: :-::~-.: •t ~ -• , ... - -----.-- _ 

-- ·-" The: Assistant to the President for National Secunty Affairs 
:7 ... ---- -- --;:,,.'.." ·- The Director, Office of Management and Budget 

-=--: -;.-~ The Director. Office of Science and Teo.'mology Policy· 
_:. ;:' .:::.,,.. -, ., The Special Represe~t~tJ~: for Trade Negotiations ~ ... 

__ :'~:;_- ~~=~~~e_C~a1~nian, Int;Ihge_~c~-<?_v~rs1gh_!: !3~~1_d _ _ .. -~-..., ;j 

.... "'-:.. .- .;;:=~ --,:·: Pursuant to the 'prov1s1ons of Section 1-202 of said Order, I cles1g"late the 
- ~.r - • ... -- - !'."~ Chairman of the Council of Economic Aa't1sers and the President's Persona) 
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